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INTRODUCTION
1 Scope

1.1  These requirements provide criteria for the installation of protective wiring and devices for burglar
alarm systems covering premises, stockrooms, alarmed areas, safes, vaults, night depositories,
automated teller machines, and other security containers. The amount of alarm protection installed in a
system is designated as the extent of protection.

1.2 Burglar-alarm systems are classified by type of system. The types of systems covered by these
requirements include central station, mercantile, bank, proprietary, and national industrial security
systems. Requirements for residential burglar alarm systems are covered in the Standard for Installation

and Classific

1.3 Theser
or duress sign

1.4 These s

National Elecfrical Code, ANSI/NFPA 70.

1.5 Thereq
for leased or
Electrical Cod

1.6 A centr
alarm service

1.7 A bank
shall transmit

a) Thg
prope

b)Ac
Alarm

When signals

1tion of Residential Burglar Alarm Systems, UL 1641.

Iy; or
ntral station or rgsidential monitoring station complying with the Standard for ¢

quirements also cover the installation of holdup alarm initiating devices|used {
als to an off premises location.

ystems employ Class 2 remote-control and signal circuits as’defined by Art

bther lines connecting to a police or central stationas defined by Article 800
e, ANSI/NFPA 70.

bl station burglar alarm system shall trapSmit signals to a central station of
company and complying with the Standard for Central-Station Alarm Services

the signals to:

dispatch location of the law enforcement agency having jurisdiction over

Services, UL 827!

service comp
are monitore
station of the

(t, and'the actions that are taken. The alarm service company shall notify

hny and an authorized representative of the protected property shall agree to t

0 send holdup

cle 725 of the

lirements assume that standard communication inddstry operating practices are acceptable

bf the National

erated by the
UL 827.

or mercantile burglar alarm system that provides signal transmission to a remote location

the protected

Central-Station

from a pank or mercantile burglar alarm system are monitored in a remote location the alarm

ne signals that
he monitoring

dreed upon signals and the actions.

1.8 A proprietary burglar alarm system shall transmit signals to a proprietary central supervising station
operated by personnel responsible to the owner of the protected property and complying with the Standard
for Proprietary Burglar Alarm Units and Systems, UL 1076, or the Standard for Commercial Premises
Security Alarm Units and Systems, UL 2610.

1.9 A national industrial security system shall transmit signals to:

a) A monitoring station operated by a government contractor and complying with the Standard for
National Industrial Security Systems, UL 2050; or

b) A central station or residential monitoring station complying with the Standard for Central-Station
Alarm Services, UL 827; or
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c) The dispatch location of the law enforcement agency having jurisdiction over the protected
property.

1.10 An alarm service that is new or different from that covered in this standard shall be evaluated using
the appropriate additional service requirements to determine that the level of safety as originally
anticipated by the intent of this Standard is maintained. A service that conflicts with the specific service
provisions in this standard shall not be judged to comply with this standard. Where appropriate, the
revision of service requirements shall be proposed and adopted in conformance with the methods

employed for development, revision, and implementation of this standard.

2 General

2.1 Units of

2.1.1 Values
approximate i

2.2 Compon

2.2.1
stations, and {

telephone communicator units, code transmitters, digital alarm éemmunicator transmitters,

(one-way) ang
and protectivg
required for th

2.2.2 The rg
outside of the
protection req

defeat the profection of the primary area.

2.2.3 Equipn
shall not be m

2.2.4 To per
device may bsg

2.2.5 Eachb

All detection devices, including floor traps, intrusion detection-devices, holdup a
imilar devices; power supplies, relays, sounding devices (alarm, trouble, warning), cellular

measurement

formation.

ents

Private Radio System (Two-way) units, and, other auxiliary devices; interco
wiring in excess of that which is required shall be equivalent to devices
b application.

quirement specified in 2.2.1 appliesto the protection of a separate building
premise covered and to additional*protection within the premises that is in
lired. Such protection shall be ¢onnected in the circuit so that shunting or tam

nent used in a burglar-alarm system shall comply with the requirements for tha
pdified before, during, or after installation into the system.

hit entry into or exit from alarmed areas protected by mercantile systems, a tim
employed) See 19.2.6 and 19.2.8.

urglaralarm system shall be provided with a complete physical boundary. See

stated without parentheses are the requirement. Values in parentheses. are ¢xplanatory or

arm initiating

Private Radio
hnecting wire;
and material

area or floor
excess of the
pering will not

t product and

er or shunting

3.7.

2.2.6 Communication Cloud quality, reliability and infrastructure are not evaluated by this standard.

2.3 System stability

2.3.1 Alarm systems shall be designed, installed, and operated in such a manner to minimize the
likelihood the system will send unintended signals, such as alarms that are not caused by burglaries,
attempted burglaries or vandalism.

2.3.2 The area in which an alarm system is to be installed or areas in which additions and revisions to an
existing alarm system are to be made shall be examined to identify environmental factors and
housekeeping issues that will have an impact on the stability and operation of the alarm system. The
selection of equipment, loading of zones, and the method or methods of protection employed and
placement of devices shall be based on this assessment.
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2.3.3 The manufacturer's instructions for each control unit, transmitter, sensor, device and component
that is used to form the alarm system shall be followed for the mounting, placement, wiring, adjustment
and maintenance.

2.3.4 Personnel at the protected property that are authorized to arm and disarm the alarm system shall
be trained in this process by either a qualified representative of the alarm service company or by a

representative of the protected property that has been trained by the alarm service company.

2.4 Undated references

241

be interpreted as referring to the latest edition of that code or standard.

Any undated reference to a code or standard appearing in the requirements of this standard shall

3 Glossary
3.1
3.2 ALARM

3.3 ALARM
used to signa
alarm soundir
365, or the St
and Systems,

3.4 ALARM
the applicabl
Systems, UL
outside of thq
Section 20.

3.5 APPRO
bears a GSA
combination |

3.6 APPRO
constructed i
Operating M4
and combinat

For the purpose of this standard, the following definitions apply.

ED AREA — A vault, closed area, or container on which an alarnvsystem is inst

SOUNDING DEVICE — An audible signal appliance¢(bell, horn, siren, or sj

unauthorized entry into a protected area and which ¢omplies with the requi
g device in the Standard for Police Station Connected Burglar Alarm Units an
andard for Audible Signal Appliances, UL 464 orthe Standard for Local Burgl
UL 609.

SOUNDING DEVICE HOUSING - A heusing, or an equivalent enclosure, that
b requirements in the Standard forcPolice Station Connected Burglar Alz
365 and is used to provide attack resistance for an alarm sounding device tk
area that is protected by an alarm system. See ALARM SOUNDING DEVI

VED GSA CONTAINER — A security container that conforms to federal spe
"Test Certification-Eabel" attesting to the security capabilities of the containg
hCK.

VED VAULT > An assembly of brick, concrete, tile or other masonry material w
W accordance with the construction requirements in "National Industrial Seq

onfock.

hlled.

beaker) that is
ements for an
j Systems, UL
ar Alarm Units

complies with
rm Units and
at is mounted
CES, General,

cifications and
er and integral

hich has been
urity Program

nual (NISPOM)" DoD 5220.22-M. This vault must also have a GSA approved door, frame

3.7 AUTOMATED TELLER MACHINE (ATM) — An unattended machine available to the public that will
dispense cash, and may also accept deposits or perform other banking functions, or both, when accessed
by an authorized user. The cash and deposits are protected by a security container.

3.8 BOUNDARY, PHYSICAL — A barrier such as a wall, ceiling, floor, partition, window, wire and mesh
screening (5.3.1) or door enclosing an alarm system. An opening that is covered with protective wiring
such as an alarm screen is also considered to have a physical boundary.

3.9 CABLE, ELECTRICALLY PROTECTED - Installation wiring that is encased within two shields
composed of conductive foil or braided wire, one of which is connected to the positive and the other of
which is connected to the negative polarities of the protection circuit.

3.10 CABLE, EMBEDDED - Protective wiring installed in a monolithic concrete, or equivalent, structure
at the time of construction.
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3.1  CIRCUIT, DOUBLE - Protective wiring of opposite polarities, applied and arranged "one and three"
or "one and four." In the "one and three" arrangement, alternate protective conductors are of opposite
polarity; in the "one and four" arrangement, the first and fourth conductors are one polarity and the second
and third are the other.

3.12 CIRCUIT, SINGLE - Protective wiring of a single polarity.

3.13 CLOSED AREA — An enclosed area meeting the construction requirement in the "National
Industrial Security Program Operating Manual (NISPOM)" DoD 5220.22-M.

3.14 COMMUNICATION CLOUD - The area in the communication path that is supported by providers of
communication_services in which signals travel between a protected property and a monitoring station.

Depending on
various routes

3.15 CONNE
protective circ
Switches for U

3.16 CONNE
opening such

the type of transmission that is used, signals may travel on a single definedro
depending on what is available when the signal is initiated. See Table 19.1.

it devices and installation wiring and which complies with the Standard for C
se with Burglar-Alarm Systems, UL 634.

FCTOR, FLEXIBLE — A device that is designed to extend installation wiring on
as a door, roof hatch, window and the like, and avhich complies with the

FCTOR — A device installed in a burglar alarm system that is intended*to join Vi

Lite or through

rious parts of
nnectors and

to a movable
Standard for

Connectors arnd Switches for Use with Burglar-Alarm Systems, UL/634.
3.17 CONTA
Burglar-Alarm
an alarm cond

for Use with
ated, initiates

CT — A device complying with the Standard-for Connectors and Switches|
Systems, UL 634 that is installed on a movable opening and that, when acty
tion. See 3.50.

3.18 GROO
across an ope

VED STRIPPING — Wooden strips*grooved to accept fine wire, secured tg a surface or

hing to be protected.

3.19 INTRU{
to detect the p|

5ION DETECTOR — One ormore unit assemblies of electrical components thaf are intended

Fesence, movement, sound, or other activity of an intruder.

3.20 LACIN
strips, a maxin

5 — A circuit of-Fine wire or foil applied to a door or similar surface in continuous parallel
num of 4-in (102-mm) center to center and mechanically protected by covering

3.21 LINE §
maintain the s

ECURITY, ALTERNATE PRIMARY — A method of activating one or more s
bme [evel of supervision without interruption.

gnal paths to

3.22 LINE SECURITY, STANDARD AND ENCRYPTION — Methods of supervising the communication
path used to transmit signals between the alarm system and a remote monitoring location. This
supervision serves to detect compromise attempts on the communication path that are intended to prevent
signals indicating entry into the protected area or object from being received by the monitoring location.

3.23 MAINTENANCE - Required inspections and tests at prescribed intervals that are performed to
keep the burglar alarm system and all installed equipment in a fully operative condition. See 3.38 and
COMMISSIONING, SERVICE AND MAINTENANCE, General, Section 22.

3.24 MOTION DETECTOR - A special form of an intrusion detection device that is intended to detect the
movement of an intruder (see Section 7).

3.25 NIGHT DEPOSITORY OR NIGHT SAFE — A safe located within a building and connected by a
metal chute or equivalent to a depository head on the outside of the building wall to permit deposits after
hours. See 3.36.
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3.26 OPENING — A point at which entry can be gained through an aperture of manhole size without
cutting or tearing down any part of the building structure. An opening can be fixed or movable and may
singly or in combination be nailed, bolted, screwed, welded, barred shut, or boarded-over. When secured
by screws, the screws shall be nonremovable. See 5.1 — 5.4.

3.27 OPENING, ACCESSIBLE — An opening that does not comply with the requirements for an
inaccessible opening.

3.28 OPENING, INACCESSIBLE — An opening:
a) More than 18 feet (5.5 m) above either the ground or the roof of an adjoining building;

e, or roof; or

¢) More than 3 feet (0.9 m) from an opening, fire escape, ladder, and the like, thatlis in or projecting
from the same or adjacent wall and leads to other premises. See Figure 5.1 — Eigure p.5.

3.29 OPEN|NG, MANHOLE SIZE — An opening with a clear cross-section drea of 96 inf (619 cm?) or
more, and with the smallest dimension exceeding 6 in (152 mm).

3.30 POLLING DATA LOOPS - An installation wiring circuit in which“each device or component of an
alarm systemi|that is attached to the loop is polled to verify the continuity of the circuit.

3.31 PREMISES — Any building or part of a building that hasya complete physical boundary. Examples of
premises inclide stores, banks, offices, manufacturing fagilities, warehouses, lofts, and stockrooms, and
similar locatigns, used for the storage, manufacturingy sale, or handling of merchandise, yaluables, and
the like.

3.32 PROTECTION, CONTACT - Contacts installed on a movable opening.

3.33 PROTIECTION, FULL — ProtectiveWwiring or intrusion detection units installed to prot¢ct an opening
(fixed or movable), a wall, a floor, a ceiling, or surface. A movable opening shall include the installation of
contacts.

3.34 PROXIMITY DETECTOR — A device that utilizes mutual capacitance between an obhject, itself and
an intruder sqg that persons‘approaching the object will be detected.

3.35 ROOF[HATCkK= A covered and secured opening that allows access to the roof of g building. May
be secured by a.thermal link that will open the hatch in the event of a fire and allow the venting of smoke
and heat.

3.36 SAFE — An iron or steel, or equivalent, container that has its door(s) equipped with a combination
lock.

3.37 SCREEN - A fully framed assembly of grooved-wood dowels having fine wire secured in the
grooves. Polymeric material or insect screening may be used to support the fine wire and polymeric or
metal may be used for the frame and cross members. The entire assembly shall comply with the Standard
for Linings and Screens for Use with Burglar-Alarm Systems, UL 606.

3.38 SERVICE - Repair work initiated at the request of the user of the system or in response to the
receipt of an alarm or trouble signal. See COMMISSIONING, SERVICE AND MAINTENANCE, General,
Section 22.
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3.39 SERVICE CENTER - A location that may be separate from the alarm service company's main
business location providing alarm investigator (where required), installation, maintenance, and repair
service to systems served by the company. If keys for protected premises are required, they are retained
at the service center. The service center is to keep maintenance records for the systems that it serves
unless the records can be accessed from another location.

3.40 SERVICE PERSON — A person (s) from an alarm service company that provides service and
maintenance for the alarm equipment that forms an alarm system.

3.41 SERVICE TERRITORY — A geographic area, that is measured by driving time in a road based
vehicle, within which a service center provides alarm investigator (where required), installation,
maintenance, and repair service to systems served by the alarm service company (see 22.4.6).

3.42 SERVI
maintenance,

CE VEHICLE — A vehicle used to provide alarm investigator (where required
and repair service to systems served by the company.

), installation,

3.43 SHOW,

acrylic, polyca
or store merch

3.44 SHOW
such as plastig

3.45 SIGNA
sent by a sing
protected proq

3.46 SIGNA

CASE WINDOW - A structure of clear glass or other glazing{material, su
rbonate, and the like that forms a part of the perimeter of the ptemises and is u
andise or other material.

WINDOW - A fixed window constructed of clear or opaque glass or other glg
, acrylic, polycarbonate, and the like.

| PATH, SINGLE - Signals from a protected property to a remote monitorin
le transmission technique and pass through’a single demarcation point as {
erty.

| PATH, DUAL — Signals from a protected property to a remote monitoring loc

by different transmission technique, which pass through separate demarcation points as

protected proq

3.47 STOCK
goods, record

3.48 STOCK
materials, goo

3.49 STREE

erty.

5, or the like.

As, records) or the like.

T OR'HIGHWAY, PUBLIC — A road that is accessible by the public for vehicula

ch as plastic,
sed to display

zing material,

j location are
hey leave the

ation are sent
ney leave the

CABINET - A fully enclosed container that is used for the display or storag¢ of materials,

KROOM — Awroom with a complete physical boundary that is used for the storage of

r traffic.

3.50 SWITC

H (CONTACT) — A device complying with the Standard for Connectors and Swi

itches for Use

with Burglar-Alarm Systems, UL 634, and which is intended for use in protective circuits to supervise
doors, windows, hatches, vents, trapdoors, and the like to initiate an alarm condition when activated. A
switch is usually referred to as a contact. See 3.17.

3.51 TRANSOM - A fixed or movable window constructed of glazing material, either transparent,
translucent, or opaque, mounted in a frame and located immediately above a door or show window.

3.52 TRAP — A conductor or device fastened between a building structure and a screen, stripping, foiled
or wired panel, fan, removable air conditioner or heating unit, or similar device so that the two cannot be
separated without initiating an alarm.
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3.53 USER INTERFACE DEVICE - The part of an alarm system that enables an authorized user to arm
and disarm the alarm system or portions of the system, manipulate the system operation or otherwise
interact with the system from a point on the premises.

3.54 VAULT — A room constructed of iron, steel, brick, concrete, stone, tile, or similar masonry units
permanently built into or assembled on the premises and having an iron or steel, or equivalent, door and
frame with a combination lock. A vault may also consist of a door and modular panels constructed in
compliance with the requirements in the Standard for Burglary Resistant Vault Doors and Modular Panels,
UL 608.

3.55 VISIBLE (FROM PUBLIC STREET OR HIGHWAY) — Any point on a building up to 400 feet (122 m)
from a public street or highway, that can be seen by an observer positioned on a public street or highway is
considered "vjsible from the public street or highway."

3.56 WIRE,|[FINE — Bare, hard-drawn, solid copper wire not larger than 24 AWG (0.21] mm?) or fim-
coated solid dopper wire not larger than 26 AWG (0.13 mm?), or the equivalent.

3.57 WIRIN[G, INSTALLATION — Alarm system wiring that is used to intefconnect equipment (contacts,
intrusion detefction units, foil, sounding devices, controls, protective wiring,"and the like) installed to form a
burglar alarmisystem or holdup alarm system.

3.58 WIRIN[5, OPEN (LACING) — A form of protective wiring consisting of bare, hard-drawn solid copper
wire not larggr than 24 AWG (0.21 mm?). This type of wiringsmay be used for protectior] under limited
circumstances and must be mechanically supported at its” ends with additional suppdrt at required
intervals. See| Open wiring, lacing and stapled wire, 9.2.
3.59 WIRING, PROTECTIVE — Conductor suchyas foil, fine wiring, open-wiring, grooved stripping, a
screen, or other wiring that is installed on an opening or on a wall, floor, or ceiling to form protection within
an alarm system.

PROTECTION OF PREMISES OR AREAS WITHIN PREMISES
4 General

4.1 Installation design for.central station, mercantile, and proprietary systems

4.1.1 Details

4.1.1.1 An inpdividual alarm system protecting a premises, stockroom, or stock cabinet ghall provide a
level of protection designated as Extent Number T, as specified in 4.2.1.T; Extent Number 2, as specified
in 4.2.2.1 and 4.2.2.2; or Extent Number 3, as specified in 4.2.3.1 — 4.2.3.3; or Extent Number 4 as
specified in 4.2.4.1 and 4.2.4.2. See Table 4.1.
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Table 4.1

Extents of protection for premises

Extent

Method

External openings

External
surfaces

Accessible?

Inaccessible

Walls, floors and
ceilings

Special considerations

4 (See 4.2.4)

Contact® ®

Contacts on at least 2 interior
doors; OR motion or sound
detection in 1 or more areas; OR 1
or more channels of invisible
beams or motion detectors to limit

movement.

3 (See 4.2.3)

Perimeter

Fam

Frotection installe

accessible opening.

ateach

Motion

Contact®» ¥

Four-step®'moven
enclosed aréa with
openings.

ent in each
external

Sound

Contact®

Sound detectors in|
area with external
Limited to buildingy
acoustics.

each enclosed
bpenings.
with stable

Channels

Contact®

Minimum length of

beam or beams

equal to longest difnension of each

enclosed area with|
openings.

external

2 (See 4.2.2)

Perimeter

Full?)

Full”

Exterior surfaces o
concrete and ones
inaccessible do noj
protection.

F monolithic
that are
require

Motion

Contact®

Four-step® moven]
enclosed area with|
external surfaces r}
concrete.

ent in each
inaccessible
ot of monolithic

Sound

Contact®

Sound Detectors in]
area with accessib
surfaces. Limited t
stable acoustics.

each enclosed
e external
buildings with

Channels

Full®

Detectors arrange
enclosed area with|

to divide each
external

subdivisions. Maxi

um 1000 feet?

for each subdivisiop.

surfaces into at IeTt 3

1(See 4.2.1)

Petimeter

Full?)

Full®)

Full?

surfaces.

Protective wiring iristalled onall

Sound or
Vibration

Contact®

Contact®

Detectors adjusted
alarm if a manhole

to initiate an
size opening is

created in an opening, ceiling, floor

or wall.

3.33).

© Contact protection means a contact installed on a movable opening (See 3.32).
9 Doors only [See 4.2.3.1(b)].

©) Four-Step movement is a means of confirming motion detection coverage by a series of walk tests through the enclosed area
(See 7.3.2and 7.3.3).

f Full protection of a surface means wiring or other means to protect a wall, floor or ceiling [See 4.2.1.1(a)].

a) Accessible means under 18 feet from grade or adjacent roofs; less than 14 feet from horizontally, or less than 3 feet from
openings on same wall (See 3.27).

b) Full protection of an opening is wiring or other means applied to protect the opening and contacts on movable openings (See
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4.1.1.2 Premises with more than one room or area shall be protected by protective wiring applied to all
openings or vulnerable surfaces, by the use of an acceptable sensing device including an intrusion
detection unit, or by any combination of protective wiring or devices so that the same extent of protection is
provided in each room or area as required by the alarm system. Motion detection is not required to be
installed in an area such as a washroom, furnace room, clothes closet, utility closet, janitor's closet,
stairway, telephone room or sprinkler room, or above a suspended ceiling (see 5.2) within the physical
boundary of the alarm system. Any opening in such an area that leads outside of the area covered by the
alarm system shall be provided with full protection or the door into the area shall be protected as required

by the method used in the alarm system.

4.2 Extents of protection for central station, mercantile, and proprietary systems
4.2.1 Extent Number 1
4.2.1.1 Extgnt Number 1 protection shall consist of either of the following metheds-of installing alarm

protection. EX
may utilize a s

a) Pe
premis

b) Sodind or Vibration Detection — Contact protection of @ll movable openings lea

premig
and w
openir]

4.2.2 Extent Number 2

4221 Extg
protection. Aq
building pane
require proted

a) Per|

the premises (See 9.1-4.9.2 and 9.3).

b) Mo
premis
acces
astog

tent Number 1 protection shall apply to a central station alarm system.only. An
ingle method or a combination of methods:

imeter Only — Full protection of all openings, ceilings,, floors, and walls
es with the use of protective wiring (See 9.1.7, 9.2 and 9.3),

es and an acceptable sound or vibration system ‘installed on all openings, g
blls enclosing the premises and adjusted so that'an alarm will be initiated if g
g is made in any opening, ceiling, floor or wall (See 9.7).

cessible ceiling, floors, and. walls constructed of monolithic concrete or pre
s do not require protection.Inaccessible ceiling, floors, and walls of any cons|
tion. An alarm system canutilize a single method or any combination of metho,

meter Only — Full_protection of all accessible openings, ceilings, floors, and v

ion Detectiopn*— Contact protection of all accessible movable openings les
es, and-a<system of intrusion detection in all sections of each enclosed are
ible surface such as a ceiling, floor or wall that is common to the outside of th
etect movement as specified in 7.3.2 or 7.3.3.

alarm system

enclosing the

ding from the
eilings, floors,
manhole size

nt Number 2 protection shall censist of any of the following methods of ipstalling alarm

rcast concrete
truction do not
ds:

alls enclosing
ding from the

n that has any
e premises so

c) Sound Detection — Contact protection of all accessible movable openings leading from the
premises, and a sound detection system in all sections of each enclosed area that has any
accessible surface such as a ceiling, floor or wall that is common to the outside of the premises in
accordance with 9.7.1 - 9.7.8.

d) Channels —

1) Full protection of all accessible openings leading from the premises and

2) A network of invisible beams or motion detectors arranged to subdivide the floor space of
each floor or separate section of the protected area that has any accessible surface such as

a ceiling, floor or wall that is common to the outside of the premises into

at least three

approximately equal areas. Each subdivision shall not exceed 1000 feet? (93 m?) of floor

space. See 7.2.1and 7.3.1.
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4.2.2.2 For the type of protection specified in 4.2.2.1(d), where merchandise is concentrated in wall
cases, additional beams or channels of radiation shall span the entire length of the cases to detect the
approach of an intruder to the cases.

4.2.3 Extent

4.2.31
protection. An

Number 3

alarm system can utilize a single method or any combination of methods:

Extent Number 3 protection shall consist of any of the following methods of installing alarm

a) Perimeter Only — Full protection of all accessible openings (See 9.1.7, 9.2 and 9.3).

b) Motion Detection — Contact protection of all accessible doors leading from the premises and a

systen
to dete

c) Sou
premis
openin

d) Chal
and a

beams
exterio
premis
intent g

4232 Fort
sections apprd
the sum of the

4233 For

public street @
accessible (ag
contact protec

s H (R ' H 1 ' £ 1 Il 1 A ) hrrqas
UT TTTIUTUSIUNT UTITUUHUINT TTT Adll STULUTNTS UT ©AUIT TTIUIUSTU diTa Uial T1lds TALTTIUN U

ct movement as specified in 7.3.2 or 7.3.3.

hd Detection — Contact protection of all accessible movable openings lea
s and a sound detection system in all sections of each enclosed area tha
js in accordance with 9.7.1 — 9.7.8.

hnels — Contact protection of all movable accessible openings leading from
system of invisible beams or motion detectors arranged §0 that the minimum
or motion detection is equal to the longest dimensjeniof each enclosed are
[ opening. The channels shall be arranged to providé the most effective co
bs. A channel of protection along one wall, with. or without openings, does
f this requirement. See 7.2.1 and 7.3.1.

ne type of protection specified in 4.2.3.1(d), irregularly-shaped areas are to i

longest dimension of each section.

hn Extent Number 3 system“a-movable window fronting and within 50 feet
r highway and between~14 and 18 feet (4.3 and 5.5 m) above ground and
from a ledge, fire escape, adjacent opening, and the like), need only be
tion. A fixed window_under these conditions does not require protection.

4.2.4 Extent{Number4

4241

a) Con

Extent Number4 shall consist of any of the following:

act'protection on accessible doors and on two or more interior doors. See 4.2.

penings so as

ling from the
t has exterior

the premises
length of the
a that has an
verage of the
not meet the

e divided into

ximating rectangles as closely as pogsible. The longest dimension is then cofsidered to be

(12.4 m) of a
not otherwise
provided with

h.2;

b) Contact protection on accessible doors and motion or sound detection in one or more selected
areas; or

c) Contact protection on accessible doors and a system of one or more invisible beams or motion
detectors arranged to limit movement within the premises. See 7.2.1 and 7.3.1.

4242

If the premises has only one interior door or no interior door, 4.2.4.1(a) shall not be used. The

requirement in 4.2.4.1 (b) or (c) shall be used. Protection of a door to an area such as a washroom,
furnace room, clothes closet, utility closet, or janitor's closet, will not meet the requirement of 4.2.4.1(a).
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4.3

4.31

4311

Details

Installation design for national industrial security systems

An individual alarm system that is installed in a closed area, alarmed room or arms, ammunition,

and explosives storage area and which is operated by a contractor providing services to the U. S.

government, shall provide a level of protection designated as:

a) Extent Number 2 as specified in 4.4.1 (see Table 4.2); or

b) Extent Number 3 as specified in 4.4.2 (see Table 4.2); or

c) Ext

pi-Number-5-as-specified-in4-4-3(seeTable4-2)

Table 4.2

Extents of protection for closed areas

Extent

Method

External openings

External
surfaces

Accessible?

Movable
accessible

Walls, floors)and
ceilings

Special cor

siderations

5 (See 4.4.3)

Full® When not
visible to patrolling
personnel.

Contact® When
visible to patrolling
personnel

If fixed openings
patrol, but can be
replaced without
trapping is requir|
be removed with
disassembly or b}
protection is not

jare visible to
removed and
notice, electrical
ed. If they cannot
put noticeable
eing broken,
equired.

3 (See 4.4.2)

Perimeter

Full®

Protection install
accessible openi

bd at each
hg.

Motion

Contact® 9

Four-step® movd
enclosed area wi
openings.

ment in each
th external

Channels

Contact®

Minimum length
beams equal to |
dimension of ead
with external op€
detectors can be
protection.

pf beam or
bngest

h enclosed area
nings. Motion
used for channel

2 (See 4.4.1)

Perimeten

Full®

Full?

Exterior surfaces| of monolithic

concrete and ong
inaccessible do 1

s that are
ot require

protection.

Motion

Contact®

Four-step® movement in each

enclosed area wi

th accessible

external surfaces not of
monolithic concrete.

Channels

Full®

Detectors arrang
enclosed area wi

ed to divide each
th external

surfaces into at least 3
subdivisions. Maximum 1000
feet? for each subdivision.

3.33).

a) Accessible means under 18 feet from grade or adjacent roofs; less than 14 feet from horizontally, or less than 3 feet from
openings on same wall (See 3.27).

®) Full protection of an opening is wiring or other means applied to protect the opening and contacts on movable openings (See

Table 4.2 Continued on Next Page
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Table 4.2 Continued

Extent

External

External openings surfaces

Walls, floors and
ceilings

Movable

Method Accessible? accessible

Special considerations

°) Contact protect

ion means a contact installed on a movable opening (See 3.32).

9 Doors only [See 4.4.2.1(b)].

©) Four-Step movement is a means of confirming motion detection coverage by a series of walk tests through the enclosed area
(See 7.3.2and 7.3.3).

f Full protection of a surface means wiring or other means to protect a wall, floor or ceiling [(See 4.4.1.1(a)].

4.3.1.2 Som
Standard for N

4313 Aclg
protected by:

a) Prot
intrusid

b) Any
in each

Motion detect
closet, utility

within the phy
area covered
tiles that prov
system.

4.4 Extents

441 Extent{Number 2

4411 Exte
protection. Ac|

b details regarding the design, installation and operation of these systems jar
ational Industrial Security Systems, UL 2050.

sed area, alarmed room, or AA&E storage area with more than one‘room or

bctive wiring applied to all openings by the use of an acceptable sensing devic
n detection unit; or

combination of protective wiring or devices so that.the/same extent of protecti
room or area as required by the alarm system.

on is not required to be installed in an are@ysuch as a washroom, furnace
loset, janitor's closet, telephone room, ‘er sprinkler room, or above a susp|
sical boundary of the alarm system. Any opening in such an area that leads
by the alarm system shall be provided with full protection, or the door or susp
de access into the area shall beyprotected as required by the method useq

pf protection of nationalindustrial security systems

ht Number s2\protection shall consist of any of the following methods of in
Cessible-ceiling, floors, and walls constructed of monolithic concrete or pre-

e found in the

area shall be

e including an

DN is provided

room, clothes
ended ceiling
putside of the
ended ceiling

in the alarm

stalling alarm
cast concrete

building panel

require protecfionsAn alarm system can utilize a single method or any combination of metho

5 do notrequire protection. Inaccessible ceiling, floors, and walls of any cons

%

uction do not
s:

a) Perimeter Only — Full protection of all accessible openings, ceilings, floors, and walls enclosing

the roo

m or area being protected. See 3.27.

b) Motion Detection — Contact protection of all accessible movable openings leading from the room
or area, and a system of intrusion detection in all sections of each enclosed area that has any
surface common to the outside of the room or area so as to detect movement as specified in 7.3.2
or7.3.3.

c) Channels —

1) Full protection of all accessible openings leading from the room or area; and

2) A network of invisible beams or motion detectors arranged to subdivide the

floor space of

each floor or separate section of the protected area that has any surface common to the
outside of the room or area into at least three approximately equal areas. Each subdivision

shall not exceed 1000 feet? (93 m?) of floor space.
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4.41.2 For the type of protection specified in 4.4.2.1(c), where material is concentrated in wall cases,
additional beams or channels of motion detection shall span the entire length of the cases to detect the

approach of a

n intruder before gaining access to the cases.

4.4.2 Extent Number 3

4421
protection. An

a) Peri

alarm system can utilize a single method or any combination of methods:

meter Only — Full protection of all accessible openings (See 3.27).

Extent Number 3 protection shall consist of any of the following methods of installing alarm

b) Motion Detection — Contact protection of all accessible doors leading from the room or area and

a syst
as to

c) Ch
and a

etect movement as specified in 7.3.2 or 7.3.3.

nnels — Contact protection of all movable accessible openings leading frem th
system of invisible beams or motion detectors arranged so that the minimun

r openings so

b room or area
h length of the

beamg or motion detection is equal to the longest dimension of each‘eénclosed ar¢a that has an

exteri
room
intent
syste
Physi

Exception:
Compartmen
Program Faci
detection arr
rooms or are
of monolithic

4422 For
sections appr|
the sum of thg

4423 For
public street
accessible (a
contact proteq

r opening. The channels shall be arranged to provide the meost effective cqg
r area. A channel of protection along one wall, with or without openings, doe
f this requirement. This method may only be used wheh the specification
is based on the National Industrial Security Program Manual, DoD 522(
al Security of Sensitive Conventional Arms, Ammuhbition, and Explosives, DoD

hen the alarm system is based on Physical and Technical Standards
d Information Facilities, ICS 705-1 or the~Physical Security Standards for S
ities, JAFAN 6/9 it shall be provided with, full protection of all accessible openin]
nged to detect entrance through boundary surfaces separating the protected 3
s that do not conform with these manuals. Accessible ceiling, floors, and wa
concrete or pre-cast concrete building panels do not require protection.

he type of protection specified in 4.4.2.1(c), irregularly-shaped areas are to
pximating rectangles as closely as possible. The longest dimension is then co
longest dimensions. 0f each section.

an Extent Number 3 system a movable window fronting and within 50 feet
br highway, and between 14 and 18 feet (4.3 and 5.5 m) above ground and
5 from @vledge, fire escape, adjacent opening, and the like), need only be
tion.<Axfixed window under these conditions does not require protection.

verage of the
5 not meet the
for the alarm
.22-M, or the
5100.76-M.

for Sensitive
pecial Access
gs and motion
rea from other
Is constructed

be divided into
nsidered to be

(12.4 m) of a
not otherwise
provided with

4.4.3 Exten

4.4.3.1
methods:

tNtmber5

To provide Extent Number 5 protection, an alarm system shall include all of the following

a) Full protection of all fixed and movable accessible openings (see 3.27) that are not visible to
patrolling personnel.

b) Contacts installed on all movable accessible openings that are visible to patrolling personnel.

c) Electrical supervision in the form of traps on all accessible openings that are visible to patrolling
personnel but can be removed and replaced without the disassembly being noticed by the patrol.
Examples of openings needing traps are metal grates, removable panels, and wall-mounted air
conditioners.
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Exception: Under Extent Number 5, protection need not be provided for plate-glass window panels and for

other openings if the panels and openings are:
a) Visible to patrolling personnel;
b) Fixed in place; and

¢) Deny access unless broken or removed by disassembly.
5 General

5.1 Details

5.1.1 An opgning in a building wall filled in by glass blocks bonded together with mortaris™
to be an openipg.

5.1.2 A window, door, or similar opening in a building structure may no longerbe consid
opening requifing protection if the frame is removed and replaced with construction equ
adjacent wall.
or window is
window still in

t required to be removed if an 8-in thick wall can be built-Over the opening w
lace.

5.1.3 An opgning facing an adjacent building wall without openings where the walls are spa
than 6 in (152 mm) apart does not require protection for Extenf'Number 3.

5.1.4 An opgning 18 feet (5.5 m) or less above an adjoining or adjacent roof or any access
supporting surface is considered accessible if this supporting surface is at least 6-feet (1.8-m

51.5 A 14-feet (4.3-m) distance determines)the accessibility of an opening or ledge
opening or ledge under the following conditions:

a) Opehings or ledges in adjacént walls on the same floor level where a line between
45° angle with each wall. See Figure 5.1.

b) Opehnings or ledges-in.opposite walls and on the same floor level where a line
forms gn angle of 902, eonsisting of 45° to the left and 45° to the right. See Figure 5.2,

c) Opehings or-ledges in opposite walls and directly above or below where a line §
1502.angle consisting of 75° above and 75° below. See Figure 5.3.

ot considered

ered to be an
ivalent to the

his construction is not required to exceed 8 inches (203 mm)‘in‘thickness. A fecessed door

th the door or

ced not more

ble horizontal
wide.

from another

them forms a

etween them

etween them

ings on the same wall above a ledge between 3 feet, 6 in (1.07 m) and 5 f
(1.80 m) in width. See 5.1.7.

bet, 11 inches

5.1.6 An opening on the same wall is accessible from a ledge that is between 1 feet (0.30 m) to 3-1/2-

feet (1.07-m) wide, if the width of the ledge is at least one-fourth the vertical distance to the
Figure 5.4.

5.1.7 Any opening or ledge within 3 feet (0.91 m) of another opening or ledge is accessible
the angle or direction between them, except for openings or ledges in the same wall an

Figure 5.5.

opening. See

regardless of
d below. See
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Figure 5.1

Accessibility of openings from adjacent wall on same level

Area Where Accessible
Opening Con Exist
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19 N f IS AL S S
OSONONVRNONNT € ROOOONONONCNONWYNANNN o
V— (% SEEHT) *'47 Accessible Area
) Buiding Wall
[ 9.9 Feel (3.02m)

1. Opening B is accessible from opening C.
2. Opening A is accessible from opening D.
3. Opening B is not accessible from opening D because the angle formed with the building wall is not 45°.
4. Opening A is not accessible from opening C because the angle formed with the building wall is not 45°.
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Figure 5.2

Accessibility of opening from opposite wall (horizontal plane)
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Figure 5.3

Accessibility of openings from opposite wall

— a—3—1/2 Feet(1.1m)
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Figure 5.4

Accessibility of openings from same wall

— 1.5 Feet (0.46m)
— 2.5 Feet (0.76m)

SIDE VIEW
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e < [/
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/

7

1. Any opening within C D is accessible from E.
2. Any opening within B D is accessible from F.
3. Any opening within A D is accessible from G.
Each distance is determined by the ratio 1 to 4.

3.5 Feet (1.07m)
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Figure 5.5

Accessibility of openings from adjacent wall and on same wall on same floor level

BUILDING WALL CONVERSION FACTOR:
;'?- 3 Feet = 0.914m

— 7/ A
N OPEN SPACE
B TOP VIEW

POINT A IS ACCESSIBLE FROM POINT D
POINT B IS ACCESSIBCE FROM POINT E
POINT C IS ACCESSIBLE FROM POINT F
G
E

POINT D IS ACCESSIBLE FROM~POINT
POINT H IS ACCESSIBLE FROM POINT

¢
LENINES

o freet

7777 /”/\ 7

5.1.8 Accessible ledges between 4 to 12(in*(102 to 305 mm) in width make openings along the ledge
accessible orly if there are handholds atlintervals of 3 feet (0.91 m) or less in the wall abpve the ledge.
Non-continuopis footholds similar to a.ledge are considered to provide accessibility only if they occur at
intervals of 3 feet (0.91 m) or less,and with handholds.

$4298

5.1.9 Wheni|the requiremerits,for accessibility are applied, any opening, ledge, roof, fire egcape, or other
building projection that is_accessible from any other opening, ledge, roof, fire escape, or|other building
projection makes the other location mutually accessible. For example, if an opening is accesgsible from the
roof of an adjgining building, the roof is also to be considered accessible from the opening in[question.

5.2 Removable ceilings

5.2.1 If the area above a liftout ceiling is common to more than one premises and party walls extend only
to the ceiling:

a) For Extent Number 2, the premises shall be protected in accordance with 4.2.2.1 (b) or (d), or
4.4.1.1 (b) or (c).

b) For Extent Number 3, the premises shall be protected in accordance with 4.2.3.1 (b) or (d), or
4.4.2.1 (b) or (c).

5.3 Wire-mesh barrier

5.3.1 For Extent Numbers 3 and 4 see 4.2.3.1 and 4.2.4.1 installations, a wire mesh barrier is considered
a wall and does not require protection if it is constructed of at least 0.053 in (1.35 mm) minimum thickness
expanded sheet steel or 10 AWG (0.10-in diameter) (5.3-mm?) steel wire with openings not greater than 2
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in (51 mm). Protection, such as alarm screens or linings and similar devices (see Section 9), is required for
Extent Number 1 and for compliance with 4.2.2.1 (a) or (d) for Extent Number 2 installations.

5.4 Ventilating shafts and ducts

5.4.1 For an Extent Number 3 installation, a ventilating shaftway or duct exceeding 144 in? (930 cm?) in
area with the smallest dimension exceeding 6 in (152 mm) is an opening and shall be protected where it
crosses the boundary of the protected property or at the point where it opens into the protected area. A
ventilating shaftway or duct having approximately a right-angle bend shall require protection over the
opening only if the cross-section area of the duct exceeds 192 in? (1240 cm?) and the smallest dimension
is not less than 8 in (203 mm). Such protection is not required if the area is protected as specified in
4.2.3.1 (b) or (d) for premises systems, or 4.4.2.1 (b) or (c) for national industrial security systems. See

Figure 5.6.

Figure 5.6

Protection of ducts for Extent Number 3

O\

N :

S2561

If the duct area atletiet-A-exeeeds—t+44-in2{936-emi)-and-the-minimum-dimension-is-mere-than-6-in-{(+52-mmm)—pretection is required

at A or C. If the duct area at outlet B exceeds 192 in? (1240 cm?) and the minimum dimension exceeds 8 in (203 mm), protection is
required at B or C. Such protection is not required by the specifications in 4.2.3.1 (b) or (d) for premises systems, or 4.4.2.1 (b) or (c)
for national industrial security systems.

5.4.2 For Extent Number 3 installations, an unperforated access door on a metal duct may be protected
by contacts only if the door is of the same material as the duct.

5.4.3 Small louvered registers may be protected by contacts or trapped if it is necessary to remove the
entire register in order to create an opening of manhole size. Such protection is not required by the
specifications in 4.2.2.1 (b) or (d), 4.2.3.1 (b) or (d) for premises systems, or 4.4.1.1 (b) or (c), 4.4.2.1 (b) or
(c) for national industrial security systems.
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5.4.4 For an Extent Number 1 or Extent Number 2 system, a ventilating shaftway or duct exceeding 96
in? (619 cm?) in area with the smallest dimension exceeding 6 in (152 mm) is an opening and shall be
protected at the point where it crosses the boundary of the protected area. For an Extent Number 2
system, such protection is not required if the area is protected as specified in 4.2.2.1 (b) or (d) for premises
systems, or 4.4.1.1 (b) or (c) for national industrial security systems. See Figure 5.7.

Figure 5.7

Protection of ducts for Extent Number 1 and 2

B/
= ~ =

|

\

S25468B

Points where vertilating ducts enter a premises onan alarmed area (A, B, C, D, and E) shall be protected unless the cross sectional
area of the duct|is less than 96 in? (619 cm?) or the minimum dimension is 6 in (152 mm) or less. For Extenf Number 2, such
protection is not fequired by the specifications in 4.2.2.1 (b) or (d) for premises systems, or 4.4.1.1 (b) or (c) for |national industrial
security systems

5.4.5 For ar| Extent 3‘ational industrial security system, a ventilating shaft way or duct exceeding 96 in?
(619 cm?) in drea with.the smallest dimension exceeding 6 in (152 mm) does not require protection when it
is covered at the-point where it crosses the boundary of the protected area with 1/2-in (13-nm) steel bars
that are weldéd. vertically and horizontally at 6 in (152 mm) on center, or penetrated with 1/2-in threaded
rods that are secured with welded bolts and nuts, or a grill constructed of number 10 gauge case hardened
sheet steel that is made non-removable. Any opening in the grill shall not be greater than 3/4 in when
measured in any direction.

6 Wiring, Optical, Low Power Wireless and Other Nonmetallic Methods
6.1 General

6.1.1 Installation wiring complying with the requirements for burglar alarm wire and cable shall be used
to interconnect various detection, control, and sounding device equipment installed to form a burglar alarm
system. This wire shall not be smaller than 24 AWG (0.32 mm?) copper wire and shall comply with Article
725 of the National Electrical Code, ANSI/NFPA 70.
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6.1.2 Telephone cable installed in accordance with standard telephone company practices is acceptable
for wiring used to connect a control unit to the telephone network.

6.1.3 Cabling used to send signals to a monitoring location shall not be marked as being part of the
alarm system.

6.1.4 Special purpose wiring such as RF cable shall be installed to interconnect a device to special
equipment such as an antenna as required by a manufacturer's installation instructions for the device.

6.1.5 Unless otherwise stated in this Standard, any reference to conduit, flexible tubing, conduit boxes or
junction boxes shall mean these items are constructed of metal.

6.1.6 The sige of installation wiring between a battery or power supply and a sounding device shall
comply with Tgble 6.1.

Table 6.1
Wire size for an alarm sounding device
Wire size, Maximum wire length,

AWEG (mm?) feet ()
16 (1.30) morethan 60 (18.3)
18 (0.82) 60 (18.3)
20 (0.52) 40 (1R.2)
22 (0.32) 20 (.1)
24 (0.201) 10 (3(05)

6.2 Runningd and fastening

6.2.1 Installation wiring shall be located where it will be least subject to damage. A nonjacketed wire
routed over a $harp corner or projection shall be protected from abrasion by two layers of eldctrical tape or
the equivalent|electrical insulation,

6.2.2 Installgtion wiring shall be attached to gypsum wallboard (dry wall) or plaster or wopd by staples,
drive rings, wife ties, or‘the equivalent. Wire shall be attached to a masonry surfaces by expansion bolts,
plugs and eyelets, driverings, or the equivalent.

6.2.3 Staple$ er’brads shall be spaced not more than 2 feet (610 mm) apart on gypsum Wallboard (dry
wall), or wood or plaster.

Exception No. 1: A wire resting on top of a molding, cabinet, and the like, may be stapled at intervals of 4
feet (1.2 m) or less.

Exception No. 2: Areas that are not accessible, such as a duct, a plenum, the space above a suspended
ceiling, and the like, where the wiring is supported and protected from damage, need not comply with
these requirements.

6.2.4 Installation wiring that is run along mesh barriers (See 5.3.1) or on doors and other openings that
may provide access to the installation wiring (See 8.1.7) shall be housed in metal conduit or otherwise
protected against circumvention.
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6.3 Splices and connections

6.3.1 A metallic conductor shall be spliced or joined with a splicing device acceptable for this purpose. A
splice intended to be soldered shall be joined mechanically before being soldered. Each splice and joint
shall be covered with an insulation equivalent to that of the conductors or with not less than two layers of
electrical tape. A splice located in an area subjected to dampness shall be treated with an acceptable
sealant or equivalently treated.

6.3.2 Wires shall be connected to terminals by means of upturned lugs, washers, or equivalent types of
pressure connectors. Where such connectors are not available and stranded wire is used, the uninsulated
end of the wire shall be tinned with solder or otherwise treated to assure a solid connection.

6.4 Connecftors

6.4.1 A flexible connector intended to carry a circuit onto a movable opening ‘shall cgmply with the
applicable repuirements in the Standard for Connectors and Switches fornUse with [Burglar-Alarm
Systems, UL 634.

6.5 Separafion of wiring

6.5.1 Alarm|system wiring shall be spaced at least 2 in (51 mm)yfrom conductors of any electric light,
power, or Clags 3 circuits unless one of the circuits is in conduit.

6.6 Entrange to building and remote areas

6.6.1 The ppint of entrance of an overhead outside‘wire shall be as inaccessible as pradticable. A wire
passing throdgh a wall shall have an insulating-bushing, conduit, or electrical metallic fubing slanting
upward from the outside. If slanting is impossible, a drip loop shall be used. Conduit shall be{equipped with
a service head.

6.6.2 Installation wiring connected tQ a'separate building, garage, storeroom, or to anothgr floor outside
the main premises shall comply ‘with the applicable requirements specified in ALARM SYSTEM
CONTROL UNITS AND TRANSMHTERS, General, Section 19.

6.7 Groundjng

6.7.1 A corjtrol unit_transmitter, power supply or other such devices shall be connected to an earth
ground as required by the manufacturer's installation instructions for the product.

6.8 Outside wiring and other communication media

6.8.1 For leased or other wires and other communication media used to connect the protected premises
with a remote monitoring location, standard communication industry operation practice will be accepted.
For requirements pertaining to protectors on each circuit, aerial or underground, refer to the National
Electrical Code, ANSI/NFPA 70.

6.8.2 Wires and other communication media used outside buildings to connect the protected premises
with a remote monitoring location shall be run underground.

Exception: When not permitted by the installation, the wires may be run overhead.
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6.9 Low power wireless

6.9.1 Depending on the type of service for which it is used, low power wireless equipment shall comply
with:

a) The Standard for Police Station Connected Burglar Alarm Units and Systems, UL 365; or
b) The Standard for Local Burglar Alarm Units and Systems, UL 609; or
c) The Standard for Proprietary Burglar Alarm Units and Systems, UL 1076; or

d) The Standard for Central-Station Burglar-Alarm Units, UL 1610.

6.9.2 Short fange wireless transmitters / transceivers that are fully integrated with sensprs shall also
comply with the applicable standard for the sensors as shown below:

a) The [Standard for Connectors and Switches for Use with Burglar Alarm Systems, UL 634;
b) The [Standard for Holdup Alarm Units and Systems, UL 636; or

c) The [Standard for Intrusion Detection Units, UL 639.

6.9.3 Wirelgss equipment shall be installed, adjusted and;\maintained in accordance with the
manufacturer's instructions. The strength of the radio frequency (RF) shall be assessg¢d during the
installation ang while performing maintenance on the RF system. Independent sensors and devices may
be connected|to transmitters / transceivers that are designed for such use by the manufacturer. The
number of independent sensors or devices and length<and gage of wiring to devices shall|be within the
limits of the manufacturer's technical specifications and 6.9.4.

6.9.4 An indjvidual transmitter / transceiver may be connected to one or more sensors or|devices if the
following condjtions exist:

a) The fransmitter / transceiver @and'the device(s) are located in the same room; and
b) The devices all serve the.same functions such as:

1) All are door contacts; or

2) All are‘window contacts; or

3) All"are motion detectors; or

le dat tor
IKUCTCTtOTST

Where the sensors or devices that are connected to the individual transmitter / transceiver require a power
supply, such as a motion detectors or glass break detectors, the power supply shall be independent of the
power for the transmitter / transceiver and comply with the Standard for Power Supplies for Use with
Burglar Alarm Systems, UL 603 (See 19.4.3). The power supply shall also provide sufficient standby
power to maintain the sensors or devices in normal operating condition in accordance with 19.4.2 (a) — (e).

6.9.5 Wireless products that are intended to be burglar alarm system control unit accessories shall only
be used with control units with which they have been evaluated and determined to be compatible. Such
determination will be noted in the instructions of the manufacturer of the wireless equipment.

6.9.6 The area in which the wireless equipment is to be installed shall be examined to determine there
are no sources of interference that will destabilize or degrade the operation or the wireless system. Such
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factors as sources of RF interference, unintentional jamming from sources of radiated energy, building
construction, stored objects, rotating inventory or and the like shall be considered.

6.9.7 The wireless equipment shall be installed within the area that is being protected by the alarm
system. Wireless systems shall not be used for the protection of stockrooms, safes, vaults, automated
teller machines, and night depositories unless the transmitters, transceivers and receivers can be installed
within the protected area (See 19.1.5).

6.9.8 Wireless equipment that is mounted on wall surfaces shall positioned at a height and in a location
at which it will not be subject to damage or blockage.

6.9.9 All wireless equipment shall be securely mounted to fixed-in-place wall or ceiling surfaces with
screws, screw anchors, bolts or similar mechanical attachments.

6.9.10 Rem
exposing its k
will, in turn, re
the system is
system is arm

7 Intrusion

7.1 Genera

7.1.1 Intrusi
may be used

7.1.2 When
shall be a pos
or be visible g

Exception: Sy
7.1.3 Atam

wiring circuit.
connected to

oval of a transmitter / transceiver from its installed location or thé [remo
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sult in an audible and visual signal individually identifying the affected wireles|
disarmed and an alarm signal individually identifying the affescted wireless de
ed.

Detection Units and Systems

on detection equipment complying with thesStandard for Intrusion-Detection
n combination with or in place of protective wiring.

an intrusion detection unit used jn a mercantile system is controlled by a shur
itive indication of whether or not\the shunt circuit is closed. The indication shal
utside, the entrance/exit doar,where the shunt switch is installed.

ch indication is not required when an exit time-delay shunt is used.

per switch provided as part of an intrusion detection unit shall be connected in
Where a separate 24-h circuit is available at the detection unit, the tamper 3
hat circuit,

al of a cover
bntrol unit that
5 device when
vice when the

Units, UL 639,

t switch, there
be located at,

the installation
witch shall be

7.2 PhotoeTectric units

7.21
than 18 in (45

7 mm) nor more than 36 in (914 mm) from the floor.

A photoelectric unit used for channel type protection shall be installed so that the beam is not less

7.2.2 A photoelectric unit used to protect a specific opening shall be installed in accordance with the
requirements for the protection of the opening. See Doors, Windows, And Other Openings, Section 8.

7.3 Motion detection units

7.31

Motion detection units used for channel-type protection of Extent Numbers 2 and 3 shall initiate an

alarm when a person walks across each channel at any point at the rate of one step, 30 +3 in (760 80

mm) per seco

7.3.2

nd.

If motion detection (full area) coverage is used for protection of Extent Numbers 2 and 3 the system

shall respond to the movement of a person walking in an upright position not more than four consecutive
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steps at a rate of one step, 30 £3 in (760 £80 mm), per second. The four-step movement shall constitute a
"trial," and a sufficient number of detection units shall be installed so that, upon test, an alarm will be
initiated in at least three out of every four such consecutive "trials" made moving progressively through the
protected area. The test is to be conducted by taking a four step trial, stopping for 3 to 6 s, taking a four
step trial, stopping for 3 to 6 s, repeating the process throughout the protected area. Whenever possible,
the direction of the next trial is to be in a different direction.

7.3.3 If the area protected by full area motion detection can be traversed in four steps or less in any
direction, movement shall be detected when the walk test in that direction is made.

7.3.4 Each system shall be provided with a test device or method to indicate the overall operability of the
system.

7.3.5 A motipn detection unit shall be installed so that it will not be influenced by movement outside the

protected areq.

7.3.6 A mot
moving object
will cause the

on detection unit shall not be installed within a protected areacif-it will be jinfluenced by
5, air turbulence or movement, noise, electrical interference,~and the like in @ manner that
motion detector to go into an alarm condition.

7.3.7 A moti
storage racks,

8 Doors, Wi

8.1 General
8.1.1 A door
the constructi
opening as re

bn detection unit shall not be installed where its field~of view can be blocked
shelving and similar fixtures.

hdows, and Other Openings

window, and other opening may, be protected as specified in 8.1.2 — 8.7.1,
bn, location, and material of the-oOpening. These requirements cover full pro
uired in 4.2.1.1, 4.2.2.1 (a)and (d), 4.2.3.1 (a) and (d), 4.4.1.1 (a) and (c), 4

by inventory,

depending on
tection of the
}.4.2.1(a) and

4.4.3.1(a). Se¢ Table 8.1 for a summany of the protection requirements for doors.

Table 8.1
Summary of protection requirements for doors

Type of door Extent Number 3

(1) Contacts if grade level

Extent Numbler 2

(2) Contacts and motion d
shock sensor

ath or'solid wood door — etector or

c street or highway

Metal, metal-shg
visible from publ

JZAWa)
\WVASALL

shock sensor, or
(2) Contacts and PE beam

JZAWa)
\WVASASL

shock sensor

TN Lo o 4 o 4 datant $o d 40 tect
At oSOt WooaGoot @S- e MOtOGeteCror-of tactsSafremotiof-detectior or

Metal, metal-sh
not visible from public street or highway

Heat treated, tempered glass door —
visible or not visible from public street or
highway

(1) Contacts and motion detector or
shock sensor/glass break detector

(1) Contacts and motion detector or
shock sensor/glass break detector

(1) Contacts and motion detector or
shock sensor/glass break detector

Laminated, wired glass or plastic glazed
door — visible or not visible from public
street or highway

(1) Contacts and motion detector or
shock sensor/glass break detector

Door of any construction — visible from
public street or highway

(1) Contacts and motion detector or
shock sensor/glass break detector, or

(2) Contacts and a PE beam

(1) Contacts and motion detector or
shock sensor/glass break detector

Table 8.1 Continued on Next Page
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Table 8.1 Continued

Type of door

Extent Number 3

Extent Number 2

Door of any construction — not visible
from public street or highway

(1) Contacts and motion detector or
shock sensor/glass break detector, or

(2) Contacts and two PE beams

(1) Contacts and motion detector or
shock sensor/glass break detector

Trap doors

(1) Contacts and motion detector or

(1) Contacts and motion detector or

shock sensor, or
(2) Contacts and PE beam

shock sensor, or
(2) Contacts PE beam

8.1.2 Requirements for the use of foil, screens, protective wire or wire lacing on doors, windows, and
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W being opened. This includes a metal door or windowwelded to its frame, doc
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de overhead doors requiremore than one contact if either side of the door can
mm) without initiating an-alarm.

ble door shall have ¢ontacts on each door or be equivalently protected.

I or other,opening having an opening less than manhole size but large eno
ontact shall have the contact or its wiring protected against circumvention.

rotection is not required if the alarm system is installed in compliance w
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or Connectors
movable door,
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8.2 Metal, metal-sheath, solid wood doors

8.2.1

A grade level metal door, metal-sheath door, or solid wood door not less than 1-1/2-in (38-mm)

thick, and visible from a public street or highway may be protected for an Extent Number 3 [see 4.4.1.1 (a)
and 4.4.2.1(a)] installation by means of contacts.

8.2.2 A manhole size glass panel or a removable panel of other material installed in a metal, metal-
sheath, or solid wood door shall have full protection of the panel. This is required for panels in doors that
are either visible or not visible from a public street or highway.

Exception: Protection is not required if the alarm system is installed in compliance with 4.2.2.1 (b),
4.2.3.1 (b) or (d), 4.4.1.1(b) or 4.4.2.1 (a) or (c).
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8.2.3 A metal door, metal-sheath door or solid wood door not less than 1-1/2-in (38-mm) thick and not
visible from a public street or highway, may be accepted for an Extent Number 3 installation if, in addition
to contacts, a photoelectric beam is installed across the protected door not more than 24 in (610 mm) from

the inner surface and not less than 6 in (152 mm) nor more than 36 in (914 mm) from the floor.

8.2.4 Atrapdoor in the floor of a premises may be protected with any of the following:

a) Contacts on the door and a photoelectric beam arranged to span the entire length of the door
away from the hinges at a height of not less than 6 in (152 mm) nor more than 10 in (254 mm)
away; or

b) A motion detection unit installed so that an alarm will be initiated if an intruder enters the

protectpd-area-by-penetrating-the-trap-doorand before-the-intruderadvances10feet (3 m) into the
premisgs; or
c) Twolindependent photoelectric beams traps shall be installed across the widthof tHe door.

8.3 Doorso
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contacts and 4

a)lfa
enters
m) into

b) If a

mm) from the door. The lower beam shall be horizontal and shall be located between

and 24
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n intrusion detection unit for Extent Number 3.

motion detector is used, it shall be installed so that an alarm will be initiated

r and not less than 6 in (152 mm) nor.more than 36 in (914 mm) from the floor.

of any construction that is not visible from a public street or highway may be
n intrusion detection unit for Extent Number 3.

motion detector is used,.it' shall be installed so that an alarm will be initiated
the protected area by penetrating the opening and before the intruder advan
the premises.

bhotoelectrictbeam is used, two beams shall be used and located not more th

in fromthe floor. The second beam shall be horizontal or diagonal with a hei

of any construction that is visible from a public street or<highway may be protected with

if an intruder

the protected area by penetrating the opening~and before the intruder advances 10 feet
(3.05 n) into the premises.

bhotoelectric beam is used, the beam shall be located not more than 24 in (10 mm) from

protected with

if an intruder
ces 10 feet (3

an 24 in (610
B in (152 mm)
ght above the

floor leyel atthe center of the door of 4 feet (1.2 m).
8.3.3 The viewof amotiom detectiomunit usedto protectadoor shattbearranged sothat it will not be
obstructed.
8.4 Windows
8.4.1 Full protection of a window shall consist of a contact installed on a movable window and either

protective wiring applied to the window (see Section 9) or an appropriate intrusion detection unit installed
to signal breakage or penetration of the window or movement of an intruder in the vicinity of the window.
See 8.5.2and 8.5.3.

8.4.2 A window that is visible from a public street or highway may be protected with a motion detector or
photoelectric beam for Extent Number 3 (see 4.2.3 and 4.4.2).
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a) If a motion detector is used, it shall be installed so that an alarm will be initiated if an intruder
enters the protected area by penetrating the window and before the intruder advances 10 feet (3
m) into the premises.

b) If a photoelectric beam is used, the beam shall be not more than 12 in (305 mm) from the wall
that the window is in and not less than 6 in (152 mm) nor more than 24 in (610 mm) above the
window sill; except that if the window is 48 in (1.2 m) or less in height, the beam shall not be placed

above

the horizontal centerline of the window.

c) Contacts shall be used if the window is movable.

c) Con
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soms, or side panels visible from a public street or highway and constructe
h the requirements in the Standard for Burglary Resisting Glazing Material, |
tion. If a transem is movable, contact protection shall be provided.

ses and-showcase windows

| if an intruder
ces 10 feet (3

mm) from the
(152 mm) and
nd shall pass
e window sill,

at it will not be

opriate for the
instructions. It

1.4.2.1), show
d with glazing
L 972, do not

8.5.1 Showq

ases and showcase windows manhole size or larger that normally form part o

[ the perimeter

of a premises

shall be protected as required by 4.2.1.1,4.2.2.1,and 4.2.3.1 - 4.2.3.2.

8.5.2 Showcases 3 feet (914 mm) or less in depth, as measured from the window to the main floor area
of the premises may be protected utilizing the existing motion detection that is used to protect the main
area of the premises.

8.5.3 Showcases deeper than 3 feet (914 mm) as measured from the window to main floor area of the
premises shall be protected utilizing a method or intrusion detection device that is specifically intended for
protection of the opening. See 4.2.1.1,4.2.2.1,and 4.2.3.1 - 4.2.3.2.

Exception: Showcases that are deeper than 3 feet and that are fully partitioned from the main area of the
premises (such as an entirely walled-off showcase or a shadow box type showcase window) may be
accepted without protection of the showcases if the partition providing access to the showcase has
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protection consisting of motion detection or photoelectric units installed to protect the surface of each
partition, panel or door providing access to the showcases. See 7.2.2, 7.3, 8.3, and 8.5.

8.5.4

If channel protection 4.4.1.1 (c) or 4.4.2.1 (c) is used to provide protection for showcases or

showcase windows, calculation of the longest dimension of the area is to include the showcase area.

8.6 Jalousie windows

8.6.1
movable pane

s or on the mechanism used to open and close the window.

8.6.2 Full pratection of a fixed or movable jalousie window shall be provided by a protectiv

3.37 and Sect
in 4.4.1.1 (b)
specified in 8.4

on 9), foil on each pane (see Section 9), or protection can be provided under
br (c), or 4.4.2.1 (b) or (c). A movable jalousie window shall be provided. with
b.1.

8.7 Roof hatches

8.7.1 Aroof
roof hatch ma
with 4.2.2.1 (b

natch shall be protected as an opening that is not visible from a public street or
Iy be protected with a contact if the premises that it leads’from is protected i
or (d), 4.2.3.1 (b) or (d), 4.4.1.1 (b) or (c), or 4.4.2.14b)"or (c).

8.8 Air conditioners, exhaust fans, and similar units

8.8.1 Foran
hatch, metal @
size opening @
or more oppos

Exception: Trq
Number 2, an
8.8.2—-8.8.4.

8.8.2 A man

oal chute cover, metal panelboard, or._similar device whose removal will crez

ite points by traps or contacts.

lpping is not required under.the conditions in 4.2.2.1 (b) or (d), or 4.4.1.1 (b) o
0 4.2.3.1 (b) or (d), or 4/4.2.1 (b) or (c) for Extent Number 3. This exception §

nole size opening,adjacent to an air-conditioning unit or heating unit shall be f|

shall be equivalent to construction of the adjacent wall or shall have full protection.

8.8.3 Ifthei
the protected

nternal assembly of an air-conditioning unit or heating unit can be removed fr

For contact protection, a movable jalousie window shall be provided with a contact on one of the

e screen (see
he conditions
a contact as

highway. The
n accordance

Extent Number 2 or 3, alarm system, a removable air conditioner or heating nit, side walk

te a manhole

oes not require full protection but shall’be electrically trapped to the building sfructure at two

(c) for Extent
Iso applies to

lled. The filler

om outside of
o the building

rea by pushing or pulling the assembly, the movable section shall be trapped
structure. T

8.8.4 An exhaust fan or blower, permanently mounted in a metal frame that limits the clear opening for
access (disregarding the fan blades) to less than manhole size shall be trapped to the building at two or
more opposite points, if removal of the frame will provide a manhole size opening.

8.8.5 If the opening specified in 8.8.4, disregarding the fan blades, is manhole size, full protection is
required. Cage screens, wired dowels, or grooved stripping trapped to the building structure are
acceptable methods of complete full protection.

8.9 Floors, walls and ceilings

8.9.1 Full protection of an Extent Number 1 stockroom or premises floor, wall, or ceiling in accordance
with 4.2.1.1(a) shall be in the form of double circuit lacing or foil linings installed so that the protection is
guarded against mechanical damage, moisture, and corrosion.
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8.9.2 Full protection of an Extent Number 1 stockroom or premises floor, wall or ceiling in accordance
with 4.2.1.1(b) shall include the installation of a recognized sound or vibration detection system that has
been tested and found satisfactory for the type of floor, wall and ceiling construction involved in the
installation.

9 Special Applications for Premises Systems
9.1 Foil
9.1.1 General

9.1.1.1 The requirementsin 912 — 9 1.7 3 apply when foil is used to protect an opening or a surface.

9.1.2 Glass

9.1.2.1 Foil|lused on a glass surface shall be not more than 1/2-in (13-mm)wide and hot more than
0.0015-in (0.038-mm) thick for ordinary window, heat treated or tempered, or‘plate (float)|glass and not
more than 0.003-in (0.08-mm) thick for wired glass. It shall be applied evenly’and secured|to the surface
so that it will rfot blister or loosen in service. It shall be protected by a varhish covering or the|equivalent.

9.1.2.2 Any|protective covering applied to or over foil or glass that may hinder breakage ¢f the foil shall
not be used.

9.1.2.3 A single conductor of foil connected in the ungrounded side of the protection circuif is acceptable
for the protection of glass.

9.1.2.4 Foil pn ordinary window glass shall be applied to the sides and across the bottom gf each section
of glass, and $paced 2 to 4 in (51 to 102 mm) frem the edge of the glass. See Figure 9.1(A).

Figure 9.1

Foil installation

m |
7 %
//// ©)
®)

7/

7
B

S2547A

(A) Plate or Ordinary Glass

)
(B) Plate glass
(C) Wired Glass, Laminated Glass, Polymeric-Coated Glass, or Polymeric Glazing Material
)

(D) Plate or Ordinary Glass
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9.1.2.5 If an ordinary glass panel is 16 in (406 mm) or less in width, a single, centrally located strip of foil
may be applied to the longest dimension of the pane.

9.1.3 Wired, laminated, polymer-coated glass or polymeric glazing

9.1.3.1 Foil on wired glass, laminated glass, laminated tempered glass, polymer-coated glass, or
polymeric glazing material shall be spaced 2 to 4 in (51 to 102 mm) from the edge of the glazing and
arranged in parallel lines over the entire surface. The distance between centers of adjacent strips of foil
shall not exceed 8 in (203 mm).

9.1.3.2 Show windows, transoms, or side panels visible from a public street or highway and constructed
of glazing mgterial complying with the requirements in the Standard for Burglary _Resisting Glazing
Material, UL 92, do not require foil protection for Extent Number 3.

9.1.4 Heat treated or tempered glass

9.1.4.1 Glazing material of heat-treated or tempered glass may be protected by a single strip of foil
extending conppletely across the top, at least 6 in (152 mm) from the frame. If the sides are foiled, the
construction shall comply with 9.1.5.1. See Figure 9.2(C).

Figure 9.2

Foil installation

=

N

(A) (8) (A) (D)

A

$2548

(A) Heat-treated or tempered glass side panel, framed on three sides.
(B) Unframed heat-treated or tempered glass door.
(C) Heat-treated or tempered glass show-window, fully framed.

(D) Heat-treated or tempered glass fully framed door.

9.1.4.2 Heat treated or tempered-glass side panels that are framed on three edges or less may be
protected by a closed-circuit loop of foil extending on the glass either vertically or horizontally, between 6 in
(152 mm) and 24 in (610 mm), from the top frame member. See Figure 9.2(A). For laminated tempered
glass, see 9.1.3.1.
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9.1.5 Plate (float) glass

9.1.5.1 Foil on plate (float) glass show windows shall be spaced not less than 3 in (76 mm) nor more
than 6 in (152 mm) from the edges of the glass. See Figure 9.1(C). For laminated tempered glass, see
9.1.3.1.

9.1.5.2 Where permanent display platforms prevent foiling at the specified location on a show window,
the horizontal run of foil shall be run as low as practicable, but not more than 3 in (76 mm) above the
lowest platform level.

9.1.5.3 Foil shall extend across the bottom and up the sides of each section of the show window to a
height of not less than 7 feet (2.1 m) from grade level, or within 3 in (76 mm) of the top of the show window.

9.1.6 Door panel

9.1.6.1 For @ glass panel mounted in a door, a single circuit of foil may be applied‘in accorflance with the
requirements [for the application of foil to glass surfaces. For a glass door, foil shall be appli¢d 2 to 4 in (51
to 102 mm) frpm the framed edges of the glass and shall extend along the t0p; bottom, and|sides to cover
not less than 5% of the perimeter. See Figure 9.1(D).

9.1.6.2 |If fqil is used to protect a window, refer to 9.1.2 — 916 for requirements peftaining to the
installation of ffoil.

9.1.7 Wallsjceilings, floors, and doors

9.1.7.1 Foil psed on a wall, ceiling, floor, or door shall be not less than 3/8 in (9.5 mm) nor more than 1-in
(25-mm) widg and not more than 0.003-in (0.08-m¥m) thick. It shall be applied using a moisture-resistant
insulating adhesive.

9.1.7.2 Foilshall be applied double circuit. The distance between centers of adjacent str|ps of foil shall
not be more than 6 in (152 mm).

Exception: Sihgle-circuit foiling-ofimetal doors is acceptable, provided the foil is acceptably [insulated from
the metal and|is covered or concéaled.

9.1.7.3 A fgiled panelprepared for mounting on a surface shall be trapped to the structure at all four
corners so thiat the«traps will not be visible from the outside of the premises and the pdgnel cannot be
moved more than 2'in (51 mm) without actuating an alarm.

9.2 Open wiring, lacing and stapled wire

9.2.1 Open wiring shall be arranged double circuit, with the distance between conductors not greater
than 4 in (102 mm).

9.2.2 Open wiring on skylights shall consist of two layers or banks of wires. The wires in the upper layer
shall be installed at right angles to those in the lower layer. The two layers shall be separated by a distance
of 2to 6 in (51 to 152 mm) and each shall be double circuit.

Exception: Open wiring is acceptable on a ceiling less than 8 feet (2.44 m) above the floor in a closed-off
or unused portion of the premises, and in situations where the wiring is not subject to mechanical damage.

9.2.3 Fine wire applied directly to a wood door or like surface that is in good condition and in a dry
location shall be:
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a) Stapled at intervals not exceeding 8 in (203 mm); and

b) Covered with hardboard, or similar moisture-resistant material.

9.24

a) Traps will not be visible from the outside; and

b) The

panels cannot be moved more than 2 in (51 mm) without actuating an alarm.

9.3 Grooved stripping

9.3.1
over an openi

932 Thew
than 4 in (102

9.3.3 Thefin
such a manne

9.3.4 Grooveé
than 18 in (45
to give an ope
strip over an o

9.4 Screens|

941 There
material or ins

9.4.2 A scre
mm) between

9.4.3 A remd

Fine wijre-

: _ )

ring shall be arranged double circuit. The distance between condugtors shal
mm).

e wire shall be firmly fastened in grooves at intervals of not more than 18 in (44
- that their removal from the groove is difficult.

d stripping used over an opening shall be secured-to.cross pieces that are sp
f mm) apart or shall be applied or trapped to the.building so that the strips can
ning of more than 6 in (152 mm) without initiating an alarm. The fine wire in th
pening shall be completely covered by a hard’drying compound.

quirements of 9.4.2 — 9.4.4 apply)when a screen assembled from wood dow
bct screening (see 3.37) is used to protect an opening.

en (see 3.37) over an opehing shall not leave an unprotected space in exceg
the building structuretand top, bottom, or side members of the screen.

vable screen shall be mounted so that an alarm will result if any portion of the

is moved mor¢ than 2 in (83 mm). The fixed portion of the screen contacts shall be trapped

structure.

9.4.4 Afixed

screen shall be trapped to the building structure at all four corners so that:

A prewired panel shall be trapped to the building structure at all four corners so that the:

pn a door and

not be more

b7 mm) and in

pced no more
not be spread
e groove of a

bls, polymeric

s of 4 in (102

screen frame
o the building

a) The

b) The

traps will not be visible from the outside; and

screen cannot be moved more than 2 in (51 mm) without actuating an alarm.

9.5 Doors, windows and other openings

9.51

Protective wiring applied to a door shall be double circuit and extend to within 6 inches (152 mm) of

the edge of the door at the top, bottom, and sides. At the junction of double doors, the distance between
protective conductors shall not be more than 6 inches. All such wiring shall be protected against
mechanical damage and covered so as not to be visible. See Table 9.1.
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Table 9.1

Summary of protection requirements for doors

Type of door

Extent Number 3

Extent Number 2

Metal, metal-sheath or solid wood door —
visible from public street or highway

(1) Contacts if grade level

(1) Contacts and protective wiring or

Metal, metal-sheath or solid wood door —
not visible from public street or highway

(1) Contacts and protective wiring

1) Contacts and protective wiring

Heat treated, tempered glass door —
visible or not visible from public street or
highway

(1) Contacts and foil loop

(1) Contacts and foil loop

Laminated, wired glass or plastic glazed

(1) Contacts and foil on 8 inch centers

(1) Contacts and foil on 8-in centers

door — visible orTotvisibtefrompubtic
street or highwgy

Door of any construction — visible from
public street or highway

(1) Contacts and protective wiring

(1) Contact and.protectiv

e wiring

Door of any construction — not visible
from public stregt or highway

(1) Contact and protective wiring

(1) Contacts'and protecti

Ve wiring

Trap doors

(1) Contact and protective wiring, or

(2) Contacts and floor trap

(1).Contact and protectiv

(2) Contacts and floor trg

e wiring, or

P

9.5.2 A manhole size glass panel or a removable panel of 6ther material installed in &
sheath, or solid wood door shall have full protection of the panel. This is required for panel

are either visiple or not visible from a public street or highway.

Exception: Prptection is not required if the alarm systeni is installed in compliance with 4.2,

(b) or (d), 4.4.|1.1(b) or 4.4.2.1 (a) or (c).

9.5.3 A woof door base less than 10-in (254-mm) high may be protected by single circuit W

9.5.4 A trapdoor in the floor of a prémises may be protected with contacts on the door a
arranged so that its conductor spans the entire length of the door away from the hinges at

metal, metal-
5 in doors that

2.1(b), 4.2.3.1

iring.

nd a floor trap
B height of not

less than 6 in|(152 mm) nor moréithan 10 in (254 mm) away. If the floor trap cannot be arramged to extend

the full length|of the trapdoorAwo'traps shall be installed across the width of the door.

9.6 Heat treated or tempered glass doors

9.6.1

A frameless;. heat-treated or tempered glass door, at least 1/2-in (13-mm) thick ma

y be protected

by contacts apd a Closed circuit foil loop extending on the glass, either vertically or horizontally, between 6
and 24 in (15WWWW’ i iqu - -

9.6.2 A heat treated or tempered glass side panel that is framed on three edges or less may be protected
by a closed circuit foil loop extending on the glass, either vertically or horizontally, between 6 and 24 in
(152 and 610 mm) from the top frame member. See Figure 9.2(A).

9.6.3 A fully framed, heat treated or tempered glass door may be protected by contacts, and a closed
circuit foil loop across the top of the glass. The spacing of the foil from the top and sides of the frame shall

comply with the requirements specified in 9.1.4.1. See Figure 9.2(D).

9.7 Sound detection units

9.71

forcible entry through openings or building structure.

These requirements are for sound detection equipment used in premises for the detection of
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9.7.2 The use of sound detection equipment shall be limited to buildings of substantial construction in
which a forcible entry through a ceiling, roof, wall, or floor will create a significant amount of sound energy.
Also, the construction shall be such as to reduce extraneous outside noise.

9.7.3 The requirement specified in 9.7.2 restricts applications of such systems to building or areas
constructed of masonry, metal, and glass, except that wood deck roofs of the built-up, fire-resistive type
are acceptable for sound detection protection. For a construction other than that specified, additional
protection is required.

9.7.4 Sound detection equipment shall not be used for protection of a building or area where the average
ambient sound exceeds 65 dbA during the protection "on" period unless such sound can be shown not to
affect the system detection or monitoring capability.

9.7.5 Sound| detection equipment shall be installed, adjusted and calibrated usingthe ianufacturer's
recommended procedures and equipment so as to respond to attack sounds on the protected building or
area.

9.7.6 Sound|levels are to be measured by a sound-level meter designed,.constructed, andl calibrated in
accordance with the Specification for Sound-Level Meters, ANSI S1.4.

9.7.7 The afea covered by a single detector shall not exceed thé. area of coverage spgcified by the
detector manyfacturer. Detectors shall be located to provide covérage of the protected area(s) as required
in 9.7.6.

9.7.8 A sour]d detection system shall be provided withca*test device or method which tests operation of
the system.

9.7.9 Sound|detection shall not be used for a National Industrial Security System.
PROTECTION OF SECURITY CONTAINERS

10 General

10.1 Installgtion design fof security containers in bank, central station, mercantile and
proprietary sfation systems

10.1.1  An alarm system protecting a security container such as a safe, vault, night depository, or
automatic tellgr machine shall provide a level of protection designated as Extent Complete, as specified in
10.2.1; or as Bxtent Partial as specified in 10.2.2. See Table 10.1. T

Table 10.1
Extents of protection for safes, vaults, night depositories and ATM systems

Extent Protected area Method Reference Protection Special considerations
Safe? See 11.1.6 Contacts mounted on the
b) outside of the protected
Vault See 12.1.6 Contact Each Doorand | 2@ shall be High Security
PARTIAL (See | Night Applied Protection See 13.1.8 Contact or Trap Each Switches in compliance with
10.2.2) Depositories® P the Standard for Connectors

Access Panel

and Switches for Use with
Burglar-Alarm Systems, UL
634.

ATM? See 14.1.8

Table 10.1 Continued on Next Page
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Table 10.1 Continued

Extent

Protected area

Method

Reference

Protection

Special considerations

Safe?

Proximity System

See 11.1.1(a)

Vibration (Seismic)

See 11.1.1(b)

Contact Each Door and
Provide Protection on All
Six Sides of Safe

The safe is required to be
insulated from ground by
mounting it on glass,
phenolic or similar blocks
that cannot absorb
moisture.

Limited to safes that are a
minimum of 1-in (25.4-mm)
solid steel or rated burglary
resistant.

A Lad-Deataats
T PPHeCTTOTeCHon

Fhe-speeific protection
methodsare described in
Section 18]

COMPLETE
(See 10.2.1)

\Vault®)

Sound Detection

See 12.1.1(a)

Vibration (Seismic)

See 12.1.1(b)

Applied Protection

See 12.1.1(c)

Protect All Sides, Doo6rs
and Emergency,
Ventilating Ports

Doors must be 1.5-in (38.1-
mm) solid dteel with a
smoke or hpat detector
mounted alpove the door.

If the doors| are less than
1.5-in (38.1-mm) thick solid
steel a douple circuit panel
or equivalent is required.

A test unit ip required when
sound and yibration units
are used.

Night
Depositories®

Vibration (Seismic)

See 13.1(a)

Applied Protection

See 134(b)

All sides, Chute and
Outside head

Detectors that are rated as
suitable forluse on ATMs
are requiregl.

If the depogitory complies
with the Standard for Night
Depositorids, UL 771, any
outside heqd that is
exposed mpy be trapped or
contacted.

ATM®)

Vibration (Seismic)

See 14.1(a)

Applied\Protection

See 14.1(b)

All sides and Access
panel and doors

If the ATM ¢omplies with the
Standard fgr Automated
Teller Systgms, UL 291,
customer agcess panel may
be trapped |or contacted.

2 Safe — An iron
5) Vault — Constr

with a combinati

or steelyor-equivalent container that has its doors equipped with a combination lock (See 3.36).

Licted of metal, concrete, or similar masonry units permanently assembled on the premises, having a metal door
bhlock (See 3.54).

(See 3.25).

° Night Depository — A safe located within a building and connected to a chute and depository head to permit deposits after hours

9 Automatic Teller Machine — A machine used to dispense cash and accept deposits (See 3.7).

10.1.2 One or more safes, vaults, night depositories or automated teller machines may be protected by
an individual alarm system utilizing protective wiring applied to all openings and vulnerable surfaces, or by
the use of intrusion detection devices that are suitable for the construction of the container that is being
protected. If more than a single container is being protected by an alarm system, each container may
utilize the same methods of protection or different methods of protection.

10.1.3 An alarm system protecting a security container may be installed as an independent system or
may be operated in conjunction with an alarm system that is operated by the same subscriber and which is
protecting a premises, stockroom or stock cabinet at the same protected property. The interconnection of
such systems may utilize a common control or may utilize separate control units for each system.
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10.1.4 A tamper switch provided as part of an intrusion detection unit protecting a security container shall
be connected in the installation wiring circuit. If the alarm system provides for a 24-h supervision circuit
that will provide a trouble or alarm signal when the system is disarmed and an alarm signal when the
system is armed, the tamper switch shall be connected to that circuit. The tamper switch may be in the

same installati

on wiring circuits as other tamper switches.

10.2 Extents of protection for security containers in bank, central station, mercantile and
proprietary station systems

10.2.1

10.2.1.1

Extent Complete

Extent Complete shall consist of full protection on all enclosing surfaces and contacts on each

outer door or
outside of a d
applicable req
with Burglar-A
acceptable if
detection unit.

10.2.2 Extern

10.2.2.1 Ext
each outer dd
mounting outg
Switches in th

Ordinary-use glarm contacts also complying with UL 634 are acceptable if mounted inside.

contacts on the lock and bolt mechanism of each outer door. Contacts mq
pbor shall be constructed for mounting outside the protected area and shall ca
uirements for High Security Switches in the Standard for Connectors and’Sw
larm Systems, UL 634. Ordinary-use alarm contacts also complying with
mounted inside, or if mounted outside when the container is protected wit

t Partial

pnt Partial shall consist of protection of each outef door or the lock and bolt
or with contacts. Contacts mounted on the outside of a door shall be c
de the protected area and shall comply with the applicable requirements for
e Standard for Connectors and Switches.for Use with Burglar-Alarm Systs

11 Safes

1.1 General

11.1.1 Protegtion of all surfaces of a safe as an Extent Complete (see 10.2.1.1) shall consis

following:
a) A cgntact installed en’ each door so that the door(s) cannot be opened more than
withou{ causing aralarm and a proximity detection alarm unit intended for protection
complyiing with-the Standard for Intrusion-Detection Units, UL 639 or
b) A contact complying with the applicable requirements for High Security Switches in
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 installed

o

unted on the
mply with the
tches for Use
UL 634 are
h a proximity

echanism of
structed for
High Security
ems, UL 634.

t of any of the

2in (61 mm)
of a safe, and

the Standard

on each door

so that the door(s) cannot be opened more than 2 in (61 mm) without causing an alarm and a
vibration or seismic detection device intended for protection of a safe, and complying with the

Standa

rd for Intrusion-Detection Units, UL 639, or

c) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 and a method intended
for protection of a safe described in Section 18, Special Applications for Security Containers.

Exception: High Security Switches described in (b) and (c) are not required if the contact(s) is mounted on
the inside of the safe(s).

11.1.2 The protection required by 10.2.1 shall be arranged so that an alarm will be initiated if an opening
4 inches (102 mm) in diameter or larger is made in the safe or safe door by any method of attack.
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11.1.3 Proximity, vibration or seismic detection equipment shall be installed, adjusted and calibrated
using the manufacturer's recommended procedures and equipment so that it will to respond to attack on
the safe.

11.1.4 A flexible connector used for the connection of installation wiring to a safe door shall comply with
the applicable requirements in the Standard for Connectors and Switches for Use with Burglar-Alarm
Systems, UL 634. A flexible connector shall be located where least subject to damage (See 6.4.1).

11.1.5 A flexible connector described in 11.1.4 that is mounted on the exterior of the safe shall be
designed for such application or shall comply with 19.2.2 (a) or (b).

11.1.6 A junction box for an installation wiring circuit installed on the outside of a protected safe shall be
provided with [the following:

a) Elegtrically protected in accordance with 19.1.5; and

b) Eadh unused knockout shall be secured in a manner that will prohibit-itsyremoval from outside of

the jun

c) Rern
a simil

11.1.7 Prote
opened more
safe door sh
applicable req
with Burglar-4
if mounted ing

ction box; and

novable covers or plates shall be tampered or permanently.sécured with one-
ar fastening device.

ction of a safe as an Extent Partial shall consist of contacts installed so that a ¢
than 2 in (51 mm) without causing an alarm condition. Contacts mounted on t
all be constructed for mounting outside the*protected area and shall co
uirements for High Security Switches in.the Standard for Connectors and Sw

ide the safe.

way screws or

loor cannot be
ne outside of a
mply with the
itches for Use

larm Systems, UL 634. Ordinary-use alarm contacts complying with UL 634 are acceptable

12 Vaults

12.1 General

12.1.1  Protgction of a vault as-an'Extent Complete (see 10.2.1.1) shall consist of any of the following:

h the Standard
on each door
rm, protection

a) A contact complying with the applicable requirements for High Security Switches i
for Copnectors and Switches for Use with Burglar-Alarm Systems, UL 634 installed
so thaf the door(s) cannot be opened more than 2 in (61 mm) without causing an ale

of the pachwault door in accordance with the applicable requirements in 12.3, and s¢und detectors
intendged for'the protection of vaults, and complying with the Standard for Intrusion-[*etection Units,
UL 639+6r

b) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634, installed on each door
so that the door(s) cannot be opened more than 2 in (61 mm) without causing an alarm, protection
of the each vault door in accordance with the applicable requirements in 12.3, and vibration
detectors intended for the protection of vaults, and complying with the Standard for Intrusion-
Detection Units, UL 639;0r

c) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634, installed on each door
so that the door(s) cannot be opened more than 2 in (61 mm) without causing an alarm, protection
of the each vault door in accordance with the applicable requirements in 12.3, and a method
intended for protection of a vault described in Section 18, Special Applications for Security
Containers;
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Exception: High Security Switches described in (a), (b) and (c) are not required if the contact(s) is mounted
on the inside of the vault.

12.1.2 The protection required in 12.1.1 shall be arranged so that an alarm will be initiated if a manhole
size opening (see 3.29) is made in any surface of the vault or vault door by any method of attack.

12.1.3 A flexible connector used for the connection of installation wiring to a vault door shall comply with
the applicable requirements in the Standard for Connectors and Switches for Use with Burglar-Alarm
Systems, UL 634. A flexible connector shall be located where least subject to damage.

12.1.4 A flexible connector described in 12.1.3 that is mounted on the exterior of the vault shall be
designed for such application or shall comply with 19.2.2 (a) or (b).

12.1.5 A jungtion box for an installation wiring circuit installed on the outside of a protected|vault shall be

provided with {he following:
a) Electrically protected in accordance with 19.1.5; and

b) Eac
the jun

unused knockout shall be secured in a manner that will prohibit its removal fiom outside of
ction box; and

c) Renjovable covers or plates shall be tampered or permanently secured with one-y
a similgr fastening device.

vay screws or

12.1.6 Prote
be opened md
of a vault doo

ction of a vault as an Extent Partial shall consist of contacts installed so that # door cannot
re than 2 in (61 mm) without causing ansalarm condition. Contacts mounted ¢n the outside

applicable req
with Burglar-A
if mounted ins

12.2 Sound

12.2.1 The |
of modular pa
and Modular
Mortar used tq
mortar.

land vibration detectors

r shall be constructed for mounting outside the protected area and shall co
uirements for High Security Switchéscin the Standard for Connectors and Sw
arm Systems, UL 634. Ordinary-use alarm contacts complying with UL 634 3
de the vault.

ault shall be of masenry construction, or at least 1/4-in (6.4-mm) steel plate, ¢
hels that comply with the requirements in the Standard for Burglary Resistar
Panels, UL_608 that are assembled in accordance with the manufacturer's

bond the blocks together shall be equivalent in strength and hardness to po

mply with the
tches for Use
re acceptable

r constructed
t Vault Doors
5 instructions.
rtland cement

12.2.2 Soun

jorvibration detection equipment, or both, shall be installed, adjusted and c3

librated using

the manufacturer's recommended procedures and equipment so as to respond to attack sounds on the
vault.

12.2.3 Sound or vibration detection systems, or both, are not acceptable for protection against a cutting
torch attack on nonreverberant vaults unless they have been specifically tested for this purpose.

12.2.4 A vault having an interior maximum ambient sound level that exceeds 70 dbA for monolithic
concrete or 55 dbA for block masonry construction shall not be protected by acoustical means. The sound
levels are to be determined when the vault is empty.

12.2.5 A "nonreverberant" vault is one in which the average coefficient of sound absorption of exposed
interior surfaces exceeds 0.05 or is variable because of merchandise in storage. All others are termed
"reverberant." Nonreverberant vaults require systems constructed for such use.
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12.2.6 In reverberant vaults, systems shall be adjusted to transmit an alarm at sound levels of 80 to 90
dbA for a sound of impact origin. In nonreverberant vaults, systems shall be adjusted to transmit an alarm
at a sound level 16 dbA above the intended ambient for the vault for impact-generated sounds.

12.2.7 Systems shall be adjusted to remain stable at the maximum normal ambient sound level in the
vault under normal operating conditions when the alarm system is armed.

12.2.8 A supervisory sound test device shall be adjusted to generate an interior sound level not to
exceed 96 dbA for reverberant vaults nor 86 dbA for nonreverberant vaults as measured with the vault
empty.

12.2.9 Sound levels are to be measured by a sound-level meter designed, constructed, and calibrated in
accordance with the Specification for Sound-Level Meters, ANSI S1.4.

12.3 Doors

12.3.1 Full protection of a door having a total thickness of steel equal to or exceeding 1-
shall consist
the interior fa

/2 in (38 mm)
bf either a sound, smoke, or heat detector constructed for the purpose and njounted above
e of the door to detect mechanical as well as torch attacks

12.3.2 A dd
protection to
electrical linin|

or having a net thickness of steel less than 1-1/2{n (38 mm) shall be pro
protect against mechanical as well as torch attack. This protection shall
g of the door or an acceptable detector installed.on the door complying with th

Intrusion-Detection Units, UL 639, or that has been specifically tested for protection of a vau

12.3.3 The fhickness of the steel mentioned in 12.341 and 12.3.2 is the total thickness of

used to const
and the like ig|

1234 Ane
If the opening

fuct the vault door. Other door constraction material such as glass, insulation,
to be disregarded when measuring-the door thickness.

mergency vault door or ventilator and a vault ventilating port shall be provided
is manhole size, full protection is required (see 12.3.1 and 12.3.2).

vided with full
consist of an
e Standard for
t door.

all steel plates
metal spacers,

with contacts.

12.3.5 An pmergency vaultventilator or port complying with the requirements in thg Standard for
Emergency Vhult Ventilatorsand’'Vault-Ventilating Ports, UL 680, and also providing an opgning less than
manhole size|does not require protection.

13 Night Dgpositories

13.1  General

13.1.1 Extent Complete (see 10.2.1.1) protection of a night depository shall consist of protection of the

door and body of the depository chest or vault, the connecting chute, and the outside entrance or head
with any of the following:

a) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634, installed on each door
so that the door(s) cannot be opened more than 2 inches (61 mm) without causing an alarm and a
vibration or seismic detection device intended for protection of a night depository, and complying

with th

e Standard for Intrusion-Detection Units, UL 639, or

b) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 and a method intended
for protection of a night depository described in Section 18, Special Applications for Security

Contai

ners.
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Exception: High Security Switches described in (a) and (b) are not required if the contact(s) is mounted on
the inside of the night depository(s).

13.1.2 A sound and vibration detector complying with the Standard for Intrusion-Detection Units, UL 639,
that is intended for the protection of night depositories may be used.

13.1.3 Sound and vibration detection equipment, or both, shall be installed, adjusted and calibrated
using the manufacturer's recommended procedures and equipment so that it will respond to an attack on
the night depository.

13.1.4 A night depository complying with the requirements in the Standard for Night Depositories, UL

771, shall be protected as specified in 13.1.1.

Exception: TH

complete protéction.

13.1.5 A flex
comply with {
Burglar-Alarm
6.4.1).

13.1.6 Afle

shall be desigmed for such application or shall comply with 19.2:2 (a) or (b).

13.1.7 A jun
depository she
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e outside entrance may be trapped or contacted to the building structun

ible connector used for the connection of installation wiring to a'ight deposit
he applicable requirements in the Standard for Connectors and Switches
Systems, UL 634. A flexible connector shall be located where-least subject to
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ction box for an installation wiring circuit-installed on the outside of a p
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frically protected in accordance withy19.1.5; and

al
-

in place of

ory door shall
for Use with
damage (See
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otected night

b) Each unused knockout shall be secured in a manner that will prohibit its removal fijom outside of

the jun

c) Ren
a similg

13.1.8 Exter]

depository chgst or vault‘and protection of the outside entrance or head against removal 4

trap or contad
mounting outs|

ction box; and

ovable covers or plates-shall be tampered or permanently secured with one-y
r fastening device:

t Partial shall consist of contacts on the outer door or the lock and bolt mec

ts. Contacts mounted on the outside of the chest or vault door shall be ¢

vay screws or

hanism of the
y means of a
bnstructed for

de.the protected area and shall comply with the applicable requirements in th

Connectors a

nd Switches for Use with Burglar-Alarm Systems, UL 634, flexible connector

Standard for
used for the

connection of installation wiring o a night depository door shall comply with 13.7.5 and 13.1.6. Ordinary-
use alarm contacts also complying with UL 634 are acceptable if mounted inside.

14 Teller Ma

141

14.11

chines (ATMs)

General

Extent Complete (see 10.2.1.1) protection of an automated teller machine shall consist of

protection of the door and body of the security container and access panel with any of the following:

a) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634, installed on each door
so that the door(s) cannot be opened more than 2 in (61 mm) without causing an alarm and a
vibration or seismic detection device intended for protection of an automated teller machine, and
complying with the Standard for Intrusion-Detection Units, UL 639; or
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b) A contact comply with the applicable requirements for High Security Switches in the Standard for
Connectors and Switches for Use with Burglar-Alarm Systems, UL 634, and a method intended for
protection of an automated teller machine described in Section 18, Special Applications for
Security Containers.

Exception: High Security Switches described in (a) and (b) are not required if the contact(s) is mounted on
the inside of the automated teller machine.

14.1.2 A sound and vibration detector complying with the Standard for Intrusion-Detection Units, UL 639
and that is intended for the protection of automated teller machines may be used.

14.1.3 Sound and vibration detection equipment shall be installed, adjusted and calibrated using the

manufacturer
automated tel

1414 AnA
shall be prote

Exception: TH
protection.

14.1.5 Afle

s recommended procedures and equipment so that it will respond to an
er machine.

TM complying with the requirements in the Standard for Automated Teller Sys
Cted as specified in 14.1.1.

e customer access panel may be trapped or contacted against removal in pla

ible connector used for the connection of installation wiring to an ATM door sh

the applicabl¢ requirements in the Standard for Connectorsand Switches for Use with

Systems, UL

14.1.6 A fle
designed for §

14.1.7 Ajun
provided with
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b) Eag
the jur

c) Rer
a simil

534. A flexible connector shall be located where least subject to damage (see ¢

xible connector described in 14.1.5 that is mounted on the exterior of the
uch application or shall comply with 19.2.2 (a) or (b).

the following:

trically protected in aceordance with 19.1.5; and

ction box; and

novable covers or plates shall be tampered or permanently secured with one-
ar fastening device.

attack on the

tems, UL 291,

ce of complete

Bll comply with
Burglar-Alarm
4.1).

ATM shall be

ction box for an installation wiring circuit installed on the outside of a protected ATM shall be

h unused knockout)shall be secured in a manner that will prohibit its removal from outside of

way screws or

14.1.8 Exte

ht\Partial protection shall consist of contacts on the door or the lock and bolt

mechanism of

the security container and protection of the customer access panel against removal by means of a trap or
contacts. Contacts mounted on the outside of the security container door shall be constructed for
mounting outside the protected area and shall comply with the applicable requirements in the Standard for
Connectors and Switches for Use with Burglar-Alarm Systems, UL 634, flexible connectors used for the
connection of installation wiring to an automated teller machine shall comply with 14.1.5 and 14.1.6.
Ordinary use alarm contacts also complying with UL 634 are acceptable if mounted inside.

15 Installation Design for Security Containers in National Industrial Security Systems

15.1 General

15.1.1  An alarm system protecting a security container such as a safe, GSA approved container, locking
bar container, AA&E container, a non-standard container or a vault shall provide a level of protection
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designated as Extent Complete, as specified in 15.2.1; or as Extent Partial as specified in 15.2.2. See
Table 15.1.

Table 15.1
Extents of protection for safes, GSA approved containers, locking bar containers, AA&E

containers, non-standard containers and vaults

Extent Protected area Method Reference Protection Special considerations
Safe? 16.1.6 Contacts mounted on the
) outside of the protected area
GSA Container 16.1.6 shall be High Security
PARTIAL (See | Locking Bar Applied 16.1.6 Door or Drawers Only Switches in compliance with
15.2.2) Container-’ Protection the stanaard 1pr Connectors
d) and Switches.for Use with
Vault 1716 Burglar=Alarm [Systems, UL
634.
Proximity 16.1.1(a) Glass or phenglic insulating
System blacks requiredl under the safe
Vibration 16.1.1(b) Limited to safgs that are a
Safe® OR AA&E (Seismic) Contact Each Doorand | minimum of 1-|n (25.4-mm)
Container Provide Protection on solid steel or rated as burglary
All Six Sides resistant
Applied 16.1.1(c) Protection may be a wire lining
Protection or a wired cabinet installed
around the safe
Proximity 16.1.1(a) Glass or phenglic insulating
System blocks requiredl under the
container
Vibration 16.1.1(b) . Limited to confainers that are a
. (Seismic) Contact Primary Door minimum of 1-|n (25.4-mm)
GSA Container® and Provide Protection ) ‘
on All Six Sides solid steel or rated as burglary
COMPLETE resistant
(See 15.2.1) Applied 16.1.1(c) Protection may be a wired
Protection lining or a wired cabinet
installed around the container
Locking Bar Proximity 16.1.1(a) Contact All Drawers and | Glass or phenglic blocks
Container® System Six Sides required undel the container
Sound Detection 17.1.1(a) Doors must bg 1.5-in (38.1-
mm) solid stedl & have a
smoke or heat|detector
mounted abovg the door.
Vibration 17.1.1(b) Protect All Sides, Doors | If doors are legs than 1.5 in
Approyed Vault? (Seismic) and Any Emergency (38.1 mm) of splid steel a
Ventilating Ports double circuit ;Fanel or
equivalentis required.
Applied 17.1.1(c) A test unit is required when
Protection sound and vibration units are
used.

a) Safe — An iron, steel or equivalent container with doors equipped with a combination lock (See 3.36).
b) GSA Container — Any security container that bears a General Services Administration (GSA) Test Certification Label (See 3.5).

© Locking Bar Container — A metal file cabinet or the equivalent that utilizes a metal bar and lock to secure all drawers in the locked
position.

9 Approved Vault — A vault that has been constructed in accordance with the “National Industrial Security Program Manual
(NISPOM) (See 3.6)

15.1.2 One or more safes, GSA approved containers, locking bar containers, AA&E containers, non-
standard containers or vaults may be protected by an individual alarm system utilizing protective wiring
applied to all openings and vulnerable surfaces, or by the use of intrusion detection devices that are
suitable for the construction of the container that is being protected. If more than a single container is
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being protected by an alarm system, each container may utilize the same methods of protection or
different methods of protection.

15.1.3 An alarm system protecting a security container may be installed as an independent system or
may be operated in conjunction with an alarm system that is operated by the same subscriber and which is
protecting a premises, stockroom or stock cabinet at the same protected property. The interconnection of
such systems may utilize a common control or may utilize separate control units for each system.

15.1.4 A tamper switch provided as part of an intrusion detection unit shall be connected in the
installation wiring circuit. If the alarm system provides for a 24-h supervision circuit that will provide a
trouble or alarm signal when the system is disarmed and an alarm signal when the system is armed, the
tamper switch shall be connected to that circuit. The tamper switch may be in the same installation wiring
circuits as other tamper switches.

15.2 Safes,|GSA approved containers, locking bar containers, AA&E containers;’ nor-standard
containers anhd vaults

15.2.1 Extept Complete

15.2.1.1  Exient Complete shall consist of protection on all external surfaces and contacts|on each outer
door or conta¢ts on the lock and bolt mechanism of each outer doers€ontacts mounted on the outside of a
door shall be|constructed for mounting outside the protected area” and shall comply with [the applicable
requirements|for High Security Switches in the Standard fer Connectors and Switched for Use with
Burglar-Alarm| Systems, UL 634. Ordinary-use alarm contacts’also complying with UL 634 are acceptable
if mounted ingide, or if mounted outside when protected.bya proximity detection unit.

15.2.2 Extent Partial

15.2.2.1 Ex{ent Partial shall consist of protection of each outer door or the lock and bolt|mechanism of
each outer dpor with contacts. Contactsjmounted on the outside of a door shall be constructed for
mounting outside the protected area and'shall comply with the applicable requirements forl High Security
Switches in the Standard for Connectors and Switches for Use with Burglar-Alarm Sysfems, UL 634.
Ordinary-use plarm contacts alsa.complying with UL 634 are acceptable if mounted inside.

16 Safes, GSA Approved Containers, Locking Bar Containers and AA&E Containers

16.1 General

16.1.1 Protgction“of all surfaces of a safe or container shall consist of any of the following:

a) A contact installed on each door so that the door(s) cannot be opened more than 2 in (61 mm)
without causing an alarm and a proximity detection alarm unit intended for protection of a safe, and
complying with the Standard for Intrusion-Detection Units, UL 639;

b) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 installed on each door
so that the door(s) cannot be opened more than 2 in (61 mm) without causing an alarm and a
vibration or seismic detection device intended for protection of a safe or container, and complying
with the Standard for Intrusion-Detection Units, UL 639; or

c¢) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 and a method intended
for protection of a safe described in Section 18, Special Applications for Security Containers.
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Exception No. 1: High Security Switches described in (b) and (c) are not required if the contact (s) is
mounted on the inside of the safe(s).

Exception No. 2: The protection methods described in (b) and (c) shall not be used for the protection of
locking bar containers.

16.1.2 The protection required by 16.1.1 shall be arranged so that an alarm will be initiated if an opening
4 inches (102 mm) in diameter or larger is made in the body or door of the safe or container by any method
of attack.

16.1.3 Proximity, vibration or seismic detection equipment shall be installed, adjusted and calibrated
using the manufacturer's recommended procedures and equipment so that it will respond to attack on the
safe or contairjer.

16.1.4 A flexible connector used for the connection of installation wiring to a safée |door ¢r a container
door or drawer shall comply with the applicable requirements in the Standard for Gonnectors|and Switches
for Use with Burglar-Alarm Systems, UL 634. A flexible connector shall be located where Igast subject to
damage (See p.4.1).

16.1.5 A flesible connector described in 16.1.4 that is mounted on.the’exterior of the saf¢ or container
shall be designed for such application or shall comply with 19.2.2(ayer(b).

16.1.6 A juriction box for an installation wiring circuit installed on the outside of a protected safe or
container shal| be provided with the following:

a) Electrically protected in accordance with 19.1.5; and

b) Each unused knockout shall be secured\in"a manner that will prohibit its removal fijom outside of
the jungtion box, and

c) Renlovable covers or plates shalllbe tampered or permanently secured with one-way screws or
a similar fastening device.

16.1.7 If all of the drawers or,doors of a GSA-approved container lock with a single mechanism and if
none can be Igft unlocked or@pen when the mechanism is set, a single contact is acceptalle if mounted
on the control drawer or dodr.en which the mechanism in installed.

16.1.8 Proteftion of\a/safe or container as an Extent Partial shall consist of contacts installed so that a
door cannot bé opened more than 2 in (61 mm) without causing an alarm condition. Contacfs mounted on
the outside of[a.safe door shall be constructed for mounting outside the protected area and shall comply
with the applicable requirements for High Security Switches in the Standard for Connectors and Switches
for Use with Burglar-Alarm Systems, UL 634. Ordinary-use alarm contacts complying with UL 634 are
acceptable if mounted inside the safe or container.

17 Vaults
17.1 General

17.1.1  Protection of a vault used to house material in a national industrial security system as an Extent
Complete (See 15.1.1) shall consist of any of the following:

a) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 installed on each door
so that the door (s) cannot be opened more than 2 inches (61 mm) without causing an alarm,
protection of the each vault door in accordance with the applicable requirements in 17.3, and sound
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detectors intended for the protection of vaults, and complying with the Standard for Intrusion-
Detection Units, UL 639; or

b) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 installed on each door
so that the door(s) cannot be opened more than 2 inches (61 mm) without causing an alarm,
protection of the each vault door in accordance with the applicable requirements in 17.3, and
vibration detectors intended for the protection of vaults, and complying with the Standard for
Intrusion-Detection Units, UL 639; or

c) A contact complying with the applicable requirements for High Security Switches in the Standard
for Connectors and Switches for Use with Burglar-Alarm Systems, UL 634 installed on each door

so th

t the door(s) cannot be opened maore than 2 inches (61 mm) without cau
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See 3.29) is made in any surface of the vault or vaultdoor by any method of aftack.

bll comply with
Burglar-Alarm

vault shall be

vault shall be

h unused knockout shall be secured in a manner that will prohibit its removal from outside of

way screws or

17.1.6 Protection of a vault as an Extent Partial shall consist of contacts installed so that a door cannot
be opened more than 2 in (61 mm) without causing an alarm condition. Contacts mounted on the outside
of a vault door shall be constructed for mounting outside the protected area and shall comply with the
applicable requirements for High Security Switches in the Standard for Connectors and Switches for Use
with Burglar-Alarm Systems, UL 634. Ordinary-use alarm contacts complying with UL 634 are acceptable
if mounted inside the vault.

17.2 Sound and vibration detectors

17.2.1 The vault shall be of masonry construction, or at least 1/4-in (6.4-mm) steel plate, or constructed
of modular panels that comply with the requirements in the Standard for Burglary Resistant Vault Doors
and Modular Panels, UL 608 that are assembled in accordance with the manufacturer's instructions.
Mortar used to bond the blocks together shall be equivalent in strength and hardness to portland cement
mortar.
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17.2.2 Sound or vibration detection equipment, or both, shall be installed, adjusted and calibrated using
the manufacturer's recommended procedures and equipment so as to respond to attack sounds on the
vault.

17.2.3 Sound or vibration detection systems, or both, are not acceptable for protection against a cutting
torch attack on nonreverberant vaults unless they have been specifically tested for this purpose.

17.2.4 A vault having an interior maximum ambient sound level that exceeds 70 dbA for monolithic
concrete or 66 dbA for block masonry construction shall not be protected by acoustical means. The sound
levels are to be determined when the vault is empty.

17.2.5 A "nonreverberant" vault is one in which the average coefficient of sound absorption of exposed
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electrical lining
Intrusion-Dete|

bs exceeds 0.06 or is variable because of merchandise in storage. All othe
Nonreverberant vaults require systems constructed for such use.

erberant vaults, systems shall be adjusted to transmit an alarm at-sound levg
d of impact origin. In nonreverberant vaults, systems shall be adjusted to tran
bl 16 dbA above the intended ambient for the vault for impact-generated sound

ms shall be adjusted to remain stable at the maximum nermal ambient sour
Fmal operating conditions when the alarm system is armed.

bervisory sound test device shall be adjusted-to generate an interior soun
A\ for reverberant vaults nor 86 dbA for nonrevérberant vaults as measured

| levels are to be measured by a soufd-level meter designed, constructed, an
th the Specification for Sound-LevelrMeters, ANSI S1.4.

rotection of a door having a total thickness of steel equal to or exceeding 1-1
f either a sound, smoke, or heat detector constructed for the purpose and m
e of the door todetect mechanical as well as torch attacks.

br having{a-net thickness of steel less than 1-1/2 in (38 mm) shall be pro
protect (against mechanical as well as torch attack. This protection shall

s are termed

Is of 80 to 90
smit an alarm
S.

d level in the

0 level not to
with the vault

i calibrated in

2 in (38 mm)

punted above

ided with full
consist of an

of the door or an acceptable detector installed on the door complying with the Standard for

It door.

ction*Units, UL 639, or that has been specifically tested for protection of the va

17.3.3 The thickness of the steel mentioned in 17.3.1 and 17.3.2 is the total thickness of all steel plates
used to construct the vault door. Other door construction material such as glass, insulation, metal spacers,
and the like is to be disregarded when measuring the door thickness.

17.3.4 An emergency vault door or ventilator and a vault ventilating port shall be provided with contacts.
If the opening is manhole size, full protection is required (See 17.3.1 and 17.3.2).

17.3.5 An emergency vault ventilator or port complying with the requirements in the Standard for
Emergency Vault Ventilators and Vault-Ventilating Ports, UL 680, and also providing an opening less than
manhole size does not require protection.
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18 Special Applications for Security Containers
18.1 Safes, GSA approved containers, AA&E containers, non-standard containers or vaults

18.1.1 In addition to the methods described in 11.1.1 and 16.1.1, safes or containers may be protected
with linings complying with the Standard for Linings and Screens for Use with Burglar-Alarm Systems, UL
606, applied to the interior of a safe or container, or a cabinet lined with hard-drawn wire lacing or foil that
completely surrounds the safe or container. The wiring or foil shall be arranged as double circuit (see 3.11)
and covered to protect against mechanical damage. Each side of the cabinet shall be trapped to one
another.

18.1.2 In addition to the methods described in 12.1.1 or 17.1.1, a vault may be protected with the use of
any of the follpwing:

a) Embedded cable,

b) Foil|lining,

c) Gropved stripping, or

d) Protective screens.
18.2 Embedded cable, foil linings, grooved stripping, and protective screens
18.2.1  Wheh foil linings, grooved stripping, protective screens, or embedded cable are |used for vault
protection, th¢ protection shall be applied in accordancé€ with the requirements in the Stangard for Lining
and Screens for Use with Burglar-Alarm Systems, UL.606.
ALARM SYSTEM CONTROL UNITS AND TRANSMITTERS
19 General

19.1 Detaild

19.1.1 Depgnding on the type of service for which it is used, a premises control unit or transmitter shall
comply with:

a) The Standard for Police Station Connected Burglar Alarm Units and Systems, UL 865;

b) The Standard for Local Burglar Alarm Units and Systems, UL 609;

¢) The Standard for Proprietary Burglar Alarm Units and Systems, UL 1076;
d) The Standard for Central-Station Burglar-Alarm Units, UL 1610; or

e) The Standard for Digital Alarm Communicator System Units, UL 1635.

19.1.2 The control unit, transmitter and devices used to interconnect the control unit to protection
devices shall be located within the area of greatest protection unless it has been evaluated for use outside
the area of greatest protection or is protected in accordance with 19.1.5.

19.1.3 The area of greatest protection for a safe, vault, or alarmed container alarm system is considered
to be the interior of the safe or vault.
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19.1.4 The area of greatest protection for a premises, stockroom or alarmed area is within the
boundaries of the premises, stockroom or alarmed area.

19.1.5 A control unit, transmitter and devices that are located outside of the area of greatest protection
and are used to interconnect the control unit to a transmitter or protection devices are considered to be

adequately protected if they are:

a) Elec

trically lined; or

b) Protected by shock sensor or vibration detector complying with the requirements for intrusion
detection units, in the Standard for Intrusion-Detection Units, UL 639; or

c) Prot
Detecti

ected by a proximity detector complying with the requirements of the Standard for Intrusion-

on Units, UL 639; or

d) Located within an area of the property that is protected by an alarm system that

either 4
alarm s
at the s

Exception No.
requirement.

Exception No.

19.1.6 Remd
permanently s
be secured in
join lengths of
disassembly W

19.1.7 A co\
be tampered W
by a tamper

1.2.1 (Extent Number 1), 4.2.2 (Extent Number 2), or 4.2.3 (Extent.Numbe
ystem in the area of greatest protection and this alarm system shall-be armed
ame time.

1. The control unit for a safe or vault with Extent Partial pfotection need not cd

2: Item (d) does not apply to National Industrial Security Systems.

vable covers or plates of conduit boxes erjunction boxes shall be electricall
ecured with one-way screws or similar_type fastening device. Each unused k

tubing need not be permanently secured, but shall be secured in a manner

ithout hand tools.

ith to defeat the alarm-system or silence the local alarm sounding device, sha
switch. The tamper.switches of an outside and an inside/visible alarm sot

housing shall e connected in .thejinstallation wiring circuit. If the alarm system provides a 24

circuit that will

when the system is armed;sthe tamper switches shall be connected to that circuit. The tarn

may be in the

19.1.8 Contn

same installation wiring circuit as the tamper switches required by 7.1.3 and 10

pl units, transmitters, power supplies, accessory units, and user interface de

complies with
 3). Both the
and disarmed

mply with this

tampered or
nockout shall

@ manner that will prohibit its removalfrom outside of the junction box. Conngctors used to

that prevents

er of a control unit, transmitter, power supply, or accessory unit containing cifcuits that can

| be protected
nding device
h supervision

provide a trouble signal or alarm signal when the system is disarmed and af alarm signal

nper switches
.1.4.

ices, such as

keypads and

bther mechanisms used to npnmfn the chfnm shall he Qnmlrnly attached {g

the surfaces

upon which they are mounted, and readily accessible to authorized users of the system and service

personnel.
19.2 Contro

19.21

| units

The manufacturer's instructions for the installation of the alarm circuits, such as the location of

end-of-line resistors in the installation wiring circuits and the alarm sounding device, shall be followed.

19.2.2

Installation wiring from a control unit or intrusion detection unit to an Extent Complete safe,

container, or vault (see Sections 10 — 17), Extent Number 1 stockroom, or Extent Number 1 premises (see
4.2.1.1), or between Extent Complete safes, Extent Complete containers, Extent Complete vaults, Extent
Number 1 stockrooms, or Extent Number 1 premises shall be:

a) Installed in electrically protected cable; or
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b) A polling data loop type circuit that will detect tampering with or disconnection of the circuit; or

c) Installed in rigid metal conduit; or

d) Installed in electrical metallic tubing; or

e) Entirely concealed within building walls, floors, or ceilings that are fixed in place in such a
manner that access to the wiring cannot be made without breaking or otherwise destroying the
enclosing surface(s). Lift-out ceiling panels and similar materials are not considered fixed in place;

or

f) Installed in flexible metal tubing where routed above ceilings that are provided with lift-out panels.

Exception: TH
Number 2 or
the protected

19.2.3 A control unit that has a field programmable alarm sounding circuit shallbe progran

a) To

ese requirements do not apply to an Extent Partial safe, or container, or vault
3 stockroom, or Extent Number 2 or 3 premises in which the installation.Wirin
area.

conduct a test of the sounding device when the system._is armed unle

nor an Extent
g is run within

med:

5S a signal is

transnjitted to a central station or residential monitoring statiomcomplying with the Standard for

Centrs
alarm

b) To activate the sounding device of a mercantile alarm system at normal power fo

15 min

c) To g

upon a@larm. A bank alarm system may be(programmed to be silenced after 6 min

detect
react t

19.24 The
type of servic

19.2.5 An installer or programming code provided by the manufacturer shall be deactiv

installation of

19.26 A dd
devices that
disarmed stat

|-Station Alarm Services, UL 827, or in a law enforcemént center at the occu
condition.
upon alarm.

ctivate the sounding device of a bank alarm system at normal power for not le

br or component that initiated the_atarm has restored and the alarm system is
b another alarm condition.

control unit shall be programmed in accordance with the manufacturer’s instr
b that is being provided (See 19.1.1).

the control unit is'”complete.

ave to be bypassed to allow access to the mechanism that is used to place t

a}
3

rrence of each

I not less than

5s than 15 min
of alarm if the
reset and will

Lictions for the

hted when the

lay circuit that allows entry into a protected premises shall be limited to those initiating

he system in a

19.2.7 The maximum interval of time between the opening of an entry door and reaching the mechanism
that is used to disarm the system shall be no greater than one-half of the entry delay time programmed for

the system.

19.2.8 To permit entry into or exit from mercantile systems, an external key-activated switch may be
employed. When an external key-activated switch is used, it shall be trapped against removal.

19.3 Transmitter

19.3.1

19.3.1.1

General

and Table 19.2):

The signal path from a protected property consists of the following four parts (See Table 19.1
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a) Part 1 — The means of transmission from the protected property and other equipment installed
by the alarm service company.

b) Part 2 — The premises demarcation point, consisting of the connection point and intermediate
premises communication equipment that is not supplied as part of the alarm system.

c¢) Part 3 — The communication cloud through which signals are sent to the monitoring station.

d) Part 4 — The monitoring station such as a central station, law enforcement center or the
equivalent.

The alarm service company shall verify the operability of the signal path when the alarm system is placed

into service a

d during inspections, maintenance activity or when servicing the system

Table 19.1
Off-premises communication equipment at the protected property

Communicatign Transmitter Premises Intermediate Backup power Cloud
type method demarcation protected within the
connection point property protected
equipment property (see
19.3.2)
PSTN DACT/MFVN/CEL- | RJ31X NID NA Tel¢o Cloud
LULAR
MFVN Cable DACT/MFVN/CEL- | RJ31X e-MTA Based on the Mahaged Data
LULAR number of paths Network Cloud
(See 19.3.2)
MFVN Fiber Optjc DACT/MFVN/CEL- | RJ31X Fiber Interface Unit | Based on the Mahaged Data
LULAR number of paths Network Cloud
(See 19.3.2)
PSDN IP (See 19.3.1.3) RJ45 Router, Modem / Based on the Intgrnet or Intranet
Network number of paths Cloud
Terminating (See 19.3.2)
Cellular Network Cellular Network RJ Type, Bus or Radio Antenna NA Celjular Cloud
(See 19.3.1.3) Relay Terminal (digital)
Private Radio Private Radio Relay Terminals Radio Antenna NA Radglio Cloud
(One-Way) (One-Way)
Private Radio Private’Radio Relay Terminals Radio Antenna NA Raglio Cloud
(Two-Way) (Two-Way)
Private Mesh Mesh Radio Relay Terminals Radio Antenna NA Raglio Cloud
Radio
Leased Line Direct-Wir Teleo-Blosk NIB NA : d Line
Multiplex Multiplex Telco Block NID NA Leased Facilities
McCulloh McCulloh Telco Block NID NA Leased Line
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Table 19.2
Glossary of terms in Table 19.1

Type

Description

Cellular Network

A method that uses a cellular communication device that is triggered by a contro
outputs for generic signaling, or the terminals in the key pad bus, then the signal

| unit’s relay
s leave the

protected property and travel to the monitoring station via in a wireless data network
communication path (not a voice network) operated by a commercial communications provider.

CELLULAR

Cellular Telephone — A wireless cellular technology extension of the PSTN that establishes a

voice grade, switch circuit signal path (without the intermediate connection devic
IP below) initiated by use of a 10 digit (US) dialing number code.

e described in

Communication

s Cloud

1. Signals passing through a Communications Cloud shall be regarded as being

processed if:

d) Ally Uebibiull ib ImMiade Dased Ol e COTerit ol d biglldl,
b) Any decision is made based on the receipt or non-receipt of a signal;

c) Any acknowledgement of a signal being received is returned to the origina
transmitter;

d) The message sent from the originating alarm signal transmitter is changed
any way except as permitted in 2; or

e) A signal is generated in the Communications Cloud as-a result of signal or
content, the receipt of a signal, or the non-receipt of-a‘signal.

ed alarm signal

or modified in

message

2. Signals passing through a Communications Cloud shall not be regarded as bging processed

if:
a) The signal transmitted from the originating alarm signal transmitter is pass|
unaltered; and

b) The signaling format (but not thé’message) is changed or converted so thg
message sent by the alarm signal‘transmitter is passed through to the Centra
Repeater station without madification or change. Example: Signals may be rq
ASCCI data and retransmitted in another industry accepted format.

ed through

t the original
|-Station or
ceived as

DACT/MFVN/C|

ELLULAR

Digital Alarm Communicator Transmitter — a type of transmitter that transmits da
switched telephone network. Initiated by “autodialing” a 10 digit (US) dialing numn

aon a public
ber code.

eMTA

Embedded Multimedia Terminal Adapter — a device that enables data from a var
across a common communication cloud. Cable television service (CATV), voice

protocol (VolPYand internet protocol service (IP) is one example of the types of §
eMTA cduld facilitate.

ety of services
bver internet
ervices an

A method that uses a communication device that converts DACT/MFVN/CELLU
intoInternet Protocol data packets for use with ISP, Internet, or Intranet. The IP
built-in to the control unit or retrofitted into an alarm system that uses a compatibj

l AR signaling
evice may be
e control unit.

Private Radio S
Way)

ystem (Onef

A method that used a radio communication device that sends radio signals from
property.

he protected

Private Radio S
Way)

lystem (Two-

A method that used a radio communication device that sends and receives radio|
from the protected property.

signals to and

PSDN Packet switched data network — a type of data transmission in which data is divided into packets,
each of which has a destination address. Each packet is then routed across a network such as
the internet. A packet may travel a different route than packets that are related to it.

PSTN Public switched telephone network — a communication network that is operated & managed by a

telephone communications company.

Private Mesh Radio

A privately owned and managed wireless network which utilizes equipment that can intelligently
route signals through repeaters based in signal traffic.

McCulloh A method that connects multiple protected properties in series to a common communication
path. Typically leased copper lines are used.
MFVN Cable Managed Facility Voice Network Cable — Voice services provided over equipment & facilities

operated & managed by a Provider/Operator of a cable communication system.

Table 19.2 Continued on Next Page
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Table 19.2 Continued

Type

Description

MFVN Fiber Optic

Managed Facility Fiber Optic Service — Voice and data services over fiber optic communication
equipment and facilities that is managed by a Provider/Operator of the fiber optic network.

Multiplex A method that sends signals, other than packet switched data, from multiple protected properties
across a common communication path. Typically analog signaling over leased facilities are used.
NID Network Interface Device — equipment that provides the interface to permit a transmitter to send

signals through the communication cloud.

19.3.1.2 Any intermediate premises communication equipment located within the boundaries of the

protected pro

with standby |power that is equivalent to the capacity of the standby power in the_ ¢o

transmitter or
a) A sir

b) Mul
19.3); ¢

c) Mult

The alarm ser

shall verify its

Intermediate

Single signa

Co

vice company shall confirm this standby power has been provided with the ¢
continued operability during each inspection of the system.

ransceiver (See 19.4) if any of the following exists:

gle signal path is utilized (See Figure 19.1 and Figure 19.2); or

iple signal paths employing the same communication methods are utilized
r

ple signal paths providing different levels of supervision are utilized (See Figur

Figure19.1

Il be provided
ntrol unit and

(See Figure

b 19.4).

quipment and

premises communication equipment not maintained by the alarm service company &

using a-single signal path

path intermediate premises;:communication equipment within the protec

ntrol Unit Modem*

&

Communication Cloud

ted property

e

\/

(Boundary of the Protected Property)

su1435

* The device could be a modem, router, or network termination device.

A. The modem is required to have standby power verified by the alarm service company because it is within the boundary of the
protected property. [See 19.3.2(a)].

B. Check-in times

are based on 19.3.1.9 and Table 19.3.
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Figure 19.2

Intermediate premises communication equipment not maintained by the alarm service company &
using a single signal path

Single signal path intermediate premises communication equipment outside the protected

property
Control Unit Modem*
Ay
y 4

Communication Cloud

(Boundary of the Protected Property)

5U1436

* The device could be a modem, router, or network termination device.
A. The modem ig not required to have standby power verified by the alarm sétvice company because it is not with|n the boundary of
the protected property (See 19.3.2).

B. Check-in time$ are based on 19.3.1.11 and Table 19.3.

Figure 19.3

Intermediatg premises communication equipment not maintained by the alarm service company &
using dual signal path

Dual signal path'with the same communication method

Control Unit Modem*

Communication Cloud

(Boundary of the Protected Property)

su1437

* The device could be a modem, router, or network termination device.

A. The modems are required to have standby power verified by the alarm service company because they are within the boundary of
the protected property and both paths employ the same communication method [See 19.3.2(b)].

B. Check-in times are based on 19.3.1.12 and Table 19.3.
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Intermediate

Figure 19.4

premises communication equipment not maintained by the alarm service company &
using dual signal path

Dual signal path with different levels of supervision

* The device coul

A. The modem is
protected property

B. Check-in times|

Intermediate

Control Unit Modem*
y 4
DACT/MFVN/CEIT UI AR / Communication Cloud

(Boundary of the Protected Property)

su1438a

be a modem, router, or network termination device.

required to have standby power verified by the alarm service company because it is within thg boundary of the
and the paths have different levels of supervision [See 19:8.2(b)].

are based on 19.3.1.12 and Table 19.3.

Figure 19.5

premises communication equipment not maintained by the alarm service company &
using an alternate primary with dual signal path

Control Unit Cellular Network

-4

’

Modem*

'VC.—

Communication Cloud
DACT \

(Boundary of the Protected Property)

su1439a

* The device could be a modem, router, or network termination device.

A. The modem is

not required to have standby power verified by the alarm service company because the alternate path formed by

the Cellular Network provides the same level of supervision with a different method of communication [See 19.3.2(c)]. As alarm
equipment, the Cellular Network requires standby power that is equivalent to the control unit.

B. Check-in times

are based on 19.3.1.14 and Table 19.3.
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