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STANDARD FOR SAFETY FOR REMOTE SOFTWARE UPDATES

1 Scope

This standard covers REMOTE software updates taking into account the manufacturer's recommended
process. It is limited to software elements having an influence on safety and on compliance with the
particular end product safety standard.

This standard additionally covers hardware compatibility necessary for safety of the REMOTE software
update.

NOTE 1 This stgndard does not cover:

— Functional SECURITY such as premises, physical, and other similar SECURITY purposes;

— Safety related|availability or connectivity of REMOTE communications;

— Field updates fone with physical access by qualified personnel;

— Software devdlopment lifecycle and maturity;

— Cryptographic|techniques for the purposes of user data confidentiality and censumer privacy;
— Insider threat (corporate espionage); and

— REMOTE confrol operation of the product.

NOTE 2 This standard is intended to be used in conjunctien with the appropriate end product safety standard.
2 Normative references

For dated rgferences, only the edition cited applies. For undated references, the latest gdition of the
referenced dpcument (including~any amendments) applies:

FIPS 140-2, [Annexes As-Band C) Security Requirements for Cryptographic Modules

IEEE 802.3, Standard-for Ethernet

IEEE 802.11| Information Technology — Telecommunications and Information Exchange Between Systems
— Local and Metropolitan Area Networks — Specific Requirements Part 11: Wireless LAN Medium Access
Control (MAC) and Physical Layer (PHY) Specifications

IEEE 802.15.4, Standard for Low-Rate Wireless Networks

ISO/IEC 9796, Information Technology — Security Technologies — Digital Signature Scheme Giving
Message Recovery

ISO/IEC 9797-1, Information Technology — Security Technologies — Message Authentication Codes
(MACs)

ISO/IEC 9798 (all parts), Information Technology — Security Technologies — Entity Authentication
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ISO/IEC 10118-1, Information Technology — Security Technologies — Hash-Functions — Part 1: General

ISO/IEC 14888-1, Information Technology — Security Technologies — Digital Signatures with Appendix —
Part 1: General

ISO/IEC 15946-1, Information Technology — Security Technologies — Cryptographic Techniques Based on
Elliptic Curves — Part 1: General

ISO/IEC 18033-1, Information Technology — Security Technologies — Encryption Algorithms — Part 1:
General

ISO/IEC 291 12 1, lllIfUIIllatI'Ull Tcuhuu:’uy_y = Scuu:l'ty chlL;lIl'L]uGO = Ll'yhtvvcl'yht Cllel‘Uylaf hy - Part 1..

General
ISO/IEC 197712, Information Technology — Security Techniques — Authenticated Encryption

NIST SP 800{56A, Recommendation for Pair-Wise Key Establishment SchemésyUsing Discrate Logarithm
Cryptography

NIST SP 800157, Recommendation for Key Management, Part 1. General
3 Terms and definitions
For the purposes of this standard, the following definitions-apply.

3.1
AUTHENTICATION

the process of verifying the identity of an ENTITY.

3.2
AUTHORIZATION

the process ¢f permitting an authenticated ENTITY to access or manipulate the product of the product
property to the extent the ENTITY has such permission.

Note to entry: In this context, manipulation means the downloading, installation and verification of software.

3.3
ENTITY

a person, deMice;product or service which interacts with another via a network.

34
INCIDENT

an occurrence that actually or potentially results in adverse safety consequences in the end device
application.

Note to entry: INCIDENT is modified from: https://niccs.us-cert.gov/glossary#l

3.5
REMOTE

a term defined by the end product standard.
Note to entry: In the end product application, the term potentially addresses, but is not limited to the following conditions:

— supervision;
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—intervention;

— whether the presence of the hazard is detectable;

— distance from the device; and

— physical access to the device or devices.

3.6
SECURITY

the state of having acceptable risk, as determined by the end product standard, that particular SECURITY
threats do not exploit a particular SECURITY vulnerability leading to safety hazard(s).

Note to entry: Tl

3.7
SOFTWARE D(

element that
4 Remote

4.1 Geners

411 The A
persons, los
standard. Th
shall include

Compliance

412 Thes
one or more

Validation of
and the relg
discrete or cq
— Establish R

— AUTHENTICA

is term is also known as cybersecurity.

WNLOAD PACKAGE
could include software, firmware or safety parametric data.

Boftware Update Process
|

EMOTE software update process shall not resultiin a risk of fire, electrical sh
5 of one or more safety functions, or other hazard as specified in the relevan
e remote software update process, including“any AUTHENTICATION and encryptid
means to prioritize hardware and software“interrupts of the operational firmware

s checked by applying the requirements of 4.1.2 and 4.2 to 4.9

oftware update process shalt implement a suitable means for connection betwe
arget end devices for the"SOFTWARE DOWNLOAD PACKAGE.

the REMOTE software ‘update process in accordance with the requirements of
vant end product_standard shall include the following process steps. The
mbined and may be reordered by the end product requirements:

q

I

EMOTE Connection (see 4.2)

TFION'(see 4.3)

ock, injury to
 end product
DN Processes,

en a host and

this standard
teps may be

— AUTHORIZATION (see 4.4)

— Hardware/Architecture/SOFTWARE DOWNLOAD PACKAGE Compatibility Check (see 4.5)

— Download/(Re-)Transmission (see 4.6)

— Verification
— Application

— Software U

of Received SOFTWARE DOWNLOAD PACKAGE (see 4.7)
of Received SOFTWARE DOWNLOAD PACKAGE (see 4.8)

pdate Process Concluded (see 4.9)

Compliance is checked by inspection.
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Figure 4.1
Example of REMOTE Communication Path for Software Update Process
End Device Host
Communication - - Communication
Stack Virtual Connection Stack
Software (SW) Download Package
Boot Loader Downloader
+ Establish Remote SW Update Connection
«_Authentication
Device Kertel * Authorization . - OE)erating
+ Hardware/Architecture/SW Download Package Compatibility Check bystem
+ Download/Transmission
SCuf:rent + Verification of Received SW Download Package b Softwatreb
ch\év:; + Application of Received SW Download Package Sg i?:ag ede
* Remote SW Update Process Concluded
5u2888
4.2 Establish remote connection
421 The rmanufacturer shall identify..a.communication protocol for establishing a REMOTE connection
between the ost and end device.
Compliance is checked by inspection. Suitable technologies that may be used include, but afe not limited
to:
— IEEE 802.3
— IEEE 802.1{;

— IEEE 802.15.4;

— Other open

source and proprietary methodologies.

NOTE: Link and transport layer cryptographic techniques for these protocols may be used to fulfill the requirement of 4.6.

4.2.2 The REMOTE software download process shall include means to identify the host and end device
entities. Unless otherwise specified in the end product standard or by regulation, the manufacturer shall
specify the means for unique identification of the end product.

Compliance is checked by inspection.
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4.3 Authentication

The AUTHENTICATION process shall

— Establish the respective identities of the host and end device(s); and

— Include suitable means for verifying the host and end device entities are, by design, those intended to be
engaged in REMOTE software update.

AUTHENTICATI

NOTE: Suitable
Compliance

4.4 Author
The AUTHORI

— Include s\
software upd

— Include su
installation o

Compliance

ON attributes shall be encrypted.

s checked by inspection.
zation
VATION process shall:

itable means for verifying that the host ENTITY has the manufacturer sped
ate rights; or

table means for verifying that the end device may engage the host ENTITY in th
a REMOTE SOFTWARE DOWNLOAD PACKAGE.

s checked by inspection.

4.5 Hardware / Architecture / Software Download Package Compatibility Check

Means for a
Such means

— An end de
SOFTWARE D(

— The SOFT
DOWNLOAD PA

NOTE: Softwarg

nardware / architecture / SOFTWARE DOWNLOAD PACKAGE compatibility check shal
shall be one of the following:

WNLOAD PACKAGE;

[VARE DOWNLOAD PACKAGE is on a pre-selection list of manufacturer-specifi
CKAGES previously found compatible.

previotsly found to meet the necessary criteria is also known as a “whitelisted application.”

ified REMOTE

e receipt and

be provided.

vice means that demonstrates its hardware and software architecture is compatible with the

bd SOFTWARE

Compliance is checked by inspection.

4.6 Download/Transmission

Data transmission shall be encrypted. Suitable means for encryption shall be industry standard
cryptographic techniques as described in one or more of the following:

—ISO/IEC 9796;

—ISO/IEC 9797-1;

—ISO/IEC 9798-1;
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—ISO/IEC 10118-1;

—ISO/IEC 14888-1;

—ISO/IEC 15946-1;

—ISO/IEC 18033-1;

—ISO/IEC 29192-1;

—ISO/IEC 19772;

—NIST SP 80
—NIST SP 80
— FIPS 140-2

Other suitabl
techniques fu

Compliance i.

0-56A,;
0-57; or
(Annexes A, B and C)

b cryptographic techniques shown to be equivalent to the\industry standard ¢
fill these requirements.

5 checked by inspection.

4.7 \Verification of Received Software Download Package

The detailed
are device-sp

Verification of

the SOFTWARH
DOWNLOAD P

compatibility.
precluded by

Compliance i.

requirements for verification of the received SOFTWARE DOWNLOAD PACKAGE to
ecific and are as described in the end product standard.

the received SOFTWARE DOWNLOAD PACKAGE process shall include a check for 4

DOWNLOAD PACKAGE with-respect to the version management process (Clause ¢
NCKAGE data integrity \and hardware / architecture / SOFTWARE DOWNLQ

However, a check fer compatibility is not required where incompatibility affec
the end product design.

5 checked by inspection.

4.8 Application of Received Software Download Package

The detailed

ryptographic

end devices

uthenticity of

), SOFTWARE
AD PACKAGE

ling safety is

F DOWNLOAD

requirements for the application to _end devices of the received SOFTWAR|

PACKAGE are device-specific and are as described in the end product standard.

Application of the received SOFTWARE DOWNLOAD PACKAGE process shall:

— Include a means to verify suitable conditions are present to apply the received SOFTWARE DOWNLOAD

PACKAGE to th

e end device; or

— If the end device is operable during application of the received SOFTWARE DOWNLOAD PACKAGE, the
device shall continue to comply with the requirements of the end product standard during this application.

Compliance is checked by inspection.


https://ulnorm.com/api/?name=UL 5500 2023.pdf

	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Remote Software Update Process 
	4.1  General 
	4.2  Establish remote connection 
	4.3  Authentication 
	4.4  Authorization 
	4.5  Hardware / Architecture / Software Download Package Compatibility Check 
	4.6  Download/Transmission 
	4.7  Verification of Received Software Download Package 
	4.8  Application of Received Software Download Package 
	4.9  Conclusion of Remote Software Update Process 

	5 Remote Software Update Validation 
	5.1  General 
	5.2  Failure/Status Identification Detection 
	5.3  Response to Error Detection 
	5.4  Software Download Package Version 

	6 Documentation & Tracking 



