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INTRODUCTION
1 Scope
1.1 General

1.1.1 These requirements cover construction, performance, operation, and maintenance of:

a) Central station burglar alarm systems intended and specifically designated for burglary-
protection use at mercantile and banking premises, mercantile safes and vaults, and bank safes
and vaults;

b) Pqlice station connected burglar alarm units and systems for use in mercantile premises,
mercgntile safes and vaults, and bank safes and vaults;

c) Lofal burglar alarm units and systems for use in mercantile premises;"mercanfile safes and
vaulty, and bank safes and vaults;

d) Prgprietary burglar alarm units and systems;

e) Hqgldup alarm systems of the remote-station type intended \for installation in Hanks, stores,
cashigrs' cages, pay offices, and the like.

f) Didital alarm communicator system units, interconnected to or integral, for use with central
statioh burglar alarm systems, proprietary burglar alarim systems, police station-connected burglar
alarm| systems, and holdup alarm systems.

g) Pover supplies used to provide electrical power and standby power for burglar-alafm equipment
in acqordance with the following:

1) The requirements of this standard;

2) The Standard for Access‘Control System Units, UL 294;

3) The Standard for Intrusion-Detection Units, UL 639;

4) The Standard.for Household Burglar-Alarm System Units, UL 1023;
5) The Standard for Burglary-Resistant Electric Locking Mechanisms, UL 1034; and

6) The-Standard for Antitheft Alarms and Devices, UL 1037.

1.2 Centralstation burglar alarm

1.2.1 A central station burglar alarm system consists of electrical protection circuits and devices that are
transmitted automatically to, recorded in, maintained from, and supervised from a central (monitoring)
station that employs trained operators and alarm investigators who are in attendance at all times and take
appropriate action in response to a received signal.

1.2.2 These requirements serve as the basis of classification of central station burglar alarm system
transmission methods, however, the requirements covering the complete systems are contained in the
Standard for Central-Station Alarm Services, UL 827.

1.3 Police station connected burglar alarm

1.3.1 A police station connected alarm system consists of protective circuits and devices, connected
through control apparatus to an optional sounding device mounted on an outside or inside wall of the
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building in which the protected property is situated, and a constantly-manned police department or law
enforcement center. The connection to a police department may be:

a) Direct, or

b) Through a central (monitoring) station complying with the Standard for Central-Station Alarm
Services, UL 827.

1.3.2 Intrusion into or disturbance of the units or wiring causes the sounding device to be actuated (if
applicable) and a signal to be transmitted to the police department. The sounding device and signal to the
police department continue to operate until it is stopped by using the proper control key, by exhaustion of
the power supply, or by action of an automatic timing element that is preset for a definite operating period.

1.3.3 The @
domination o
connected sy
The installing
owner or poli
report malfun

14 Localb

1.41
apparatus to
which the pr¢
sounding deV
proper contro
preset for a
protection of
intended for t

142 Theo
others interes
regular inspe
troubles or c4
the system or

1.5 Proprie

1.5.1 A proy

A local alarm system consists of protective circuits ‘and devices, connected thr

peration of a police station connected alarm system is partially under the
F the owner or others interested in the property. However, it is required‘that |
stems be maintained under the care and regular inspection service of the install
company is expected to respond promptly to troubles or calls for.service on
e department. It is the responsibility of the owner to switch the system on and o
Ctioning of the system to the service company.

urglar alarm

AN enclosed tamper-protected sounding device mounted on an outside wall of t
tected property is situated. Intrusion into or disturbance of the units or wirin
ice to be actuated. The sounding device cofitinues to operate until it is stopped
| key, by exhaustion of the power supply, or by action of an automatic timing el
definite operating period. Local mercantile burglar-alarm systems are inte
Mmercantile premises or mercantile~safes and vaults. Local bank burglar alarm
ne protection of bank safes andwaults.

beration of a local alarm system is partially under the control and domination of t
ted in the property. However, it is required that systems be maintained under
ction service of the.installing company. The installing company is expected t
lIs for service promptly on report of the owner. It is the responsibility of the ow
and off duty.and’'to report malfunctioning of the system to the service company.

tary burglar alarm

rietary burglar alarm system as referred to by these requirements is a system in

control and
police station
ng company.
report of the
ff duty and to

bugh control
ne building in
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systems are

he owners or
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indirectly to

constantly monitored receiving equipment at a proprietary (monitoring) station. The proprietary
(monitoring) station is located at the protected property and intended for operation by personnel
responsible to the owner of the protected property.

1.5.2 The protected property may consist of a single property or of noncontiguous properties under a
single ownership. The system is arranged so that a predetermined change in the alarm initiating circuits or
devices automatically causes transmission of an alarm signal over a supervised signaling channel to the
proprietary (monitoring) station.

1.5.3 Proprietary burglar alarm units and systems are also specially designated as to their intended use
on mercantile premises, mercantile safes and vaults, and bank safes and vaults.
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1.6 Holdup alarm

1.6.1 Holdup alarm systems of the remote-station type intended for installation in banks, stores, cashiers'
cages, pay offices, and the like, are to provide a means of transmitting a silent call for help in the event of
interior robbery.

1.6.2 A holdup alarm signal shall be transmitted directly to a constantly-manned police station equipped
for broadcasting radio calls to cruising squad cars or to a central (monitoring) station with facilities for
relaying calls to a law enforcement agency with such broadcasting facilities. The central (monitoring)
station shall comply with the Standard for Central-Station Alarm Services, UL 827.

| icat it

1.7 Digital

1.7.1 The @
interested in
transmission

peration of a digital alarm communicator system is under the control of.theow
the property, and/or the operators at the monitoring station. A need for
will activate the digital alarm communicator transmitter that centacts a

communicat
(dial system)

r receiver located at a monitoring station through the telephone company's swit

1.7.2 Adigital alarm communicator system may be classified as policgstation-connected if:

a) lt

devicg, and an alarm housing that complies with this standard; and

b) Th
statio

b signals are transmitted to a digital burglar-alarm communicator receiver locatg
h that complies with Standard for Central-Station Alarm Services, UL 827.

1.8 Burglal alarm power supplies

1.8.1 Thes¢ requirements cover power.supplies for use as components in burglar-alarm
The input rafings of power supplies cavéred by these requirements are not more than 300
output ratings are low-voltage, power-limited. See 6.19(c). Power supplies integral with a
system unit,
sections of this standard. These requirements may also be covered by the standards specifi
as applicablg.

1.8.2 Police station ¢onnected burglar alarm units, local burglar alarm units, proprietary
units, centrgl station) burglar alarm units, and digital alarm communicator system

ner or others
off-premises
digital alarm
ched network

and transmits a message identifying the change in condition at the protected pr¢mises.

s used in combination with a protected premises~control unit, an optional alarm sounding

d at a central

system units.
volts and the
burglar alarm

r separate power supplies intended for use with a specific unit, are covered in the applicable

ed in 1.1.1(g),

pburglar alarm
nits, contain

requirementg for attack resistance against a power supply providing energy to a local audible alarm

sounding deyice\or to a device that will transmit a signal from the protected area to a remote

ocation, such

as a central

ments of this

standard that is to be used for any of these purposes shall be capable of being mounted inside an
enclosure that will provide the required attack resistance, or shall be provided with an enclosure that will
provide the required attack resistance. See Section 67 to determine the attack resistance requirements
that will apply.

1.8.3 These requirements do not cover power supplies for use at a central (monitoring) station. Such
power supplies are covered by the Standard for Central-Station Alarm Services, UL 827. These
requirements do not cover power supplies for use in hazardous locations, as defined in the National
Electrical Code, NFPA 70. These requirements do not cover power supplies covered by the Standard for
Power Units Other Than Class 2, UL 1012, or battery chargers covered by the Standard for Battery
Chargers for Charging Engine-Starter Batteries, UL 1236.


https://ulnorm.com/api/?name=UL 2610 2023.pdf

12 UL 2610 JANUARY 31, 2023

1.9 Common requirements

1.9.1 Protective devices installed on individual properties are further classified as to extent of protection
at each location. Requirements covering installation and classification (of extent) of alarm protective
equipment at individual locations are published in the Standard for Installation and Classification of Burglar
and Holdup Alarm Systems, UL 681, which is intended to be referenced by burglar-alarm installers.

1.9.2 If equipment covered by these requirements is intended for use in a combination burglar-alarm and
fire-protective signaling system, the portion of the equipment serving a fire-alarm function is covered by
the Standard for Control Units and Accessories for Fire Alarm Systems, UL 864, or the Standard for

Household Fire Warning System Units, UL 985.

1.9.3 Thes¢
defined by Ar

1.94 A sys
Encrypted Li
Equipment, 4

1.9.5 Equip
shall not be

upgrades as poted in Section 38.

1.9.6 Produ
National Elec
Visible Smok
2043.

1.9.7 For e
Communicati
specifications

2 Compongénts

2.1
requirements

used in the products egoVered by this standard.

2.2 Acomp

Except as indicated in 2.2, a component of a product covered by this standard shall co

systems usually operate within the limits of Class 2 remote control and sign
icle 725 of the National Electrical Code, NFPA 70.

tem that provides line security may be classified as either Standard Ling
ne Security. See Standard Line Security Equipment, 40.14, and‘Encrypted |
D.15.

ment used in a burglar alarm system shall comply with the requirements for tha
modified before, during, or after installation into thelsystem, except for softw

cts intended for use in air-handling spaces inAccordance with Section 300.2
frical Code, NFPA 70, are additionally investigated to the Standard for Fire Test
b Release for Discrete Products and TheirAccessories Installed in Air-Handling

uipment utilizing power overwéommunications cables, refer to Section 36,

bns Cable Equipment. Compliance with the Standard for Ethernet, IEEE 803

shall not be verified as partof these requirements. Refer to Appendix B.

for that component. See Appendix A for a list of standards covering compone

bnent/is not required to comply with a specific requirement that:

al circuits as

Security or
Lline Security

product and
are/firmware

2, (C) of the
for Heat and
Spaces, UL

Power Over

.3 (at or af)

mply with the
nts generally

a) Involves a feature or characteristic not required in the application of the component in the
product covered by this standard; or

b) Is superseded by a requirement in this standard.

2.3 A component shall be used in accordance with its rating established for the intended conditions of
use.

2.4 Specific components are incomplete in construction features or restricted in performance
capabilities. Such components are intended for use only under limited conditions, such as certain
temperatures not exceeding specified limits, and shall be used only under those specific conditions.
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3 Units of Measurement

3.1 Values stated without parentheses are the requirement. Values in parentheses are explanatory or
approximate information.

3.2 Unless otherwise indicated, all voltage and current values mentioned in this standard are root-mean-
square (rms).

4 Undated References

4.1 Any undated reference to a code or standard appearing in the requirements of this standard shall be
interpreted itt

aw
5 Terminology

5.1 The ten

alarm applications noted.

6 Glossary

6.1 Forthe

6.2 ACKN(
monitoring s

protection s
automatically

6.3 ADMIN|STRATOR — An authorized entity that is in possession of the credentials necs

ability to perf]

6.4 AIR-HANDLING SPACE - Space)not specifically fabricated for environmental air-hand
air handling purposes as a plenum. (The space above a hung ceiling used for gnvironmental

but used for
air-handling

6.5 ALARM
control unit.

break detect

6.6 ALARM

m "product” as used in this standard refers to all types of units and-systems

purpose of this standard, the following definitions apply.
WLEDGMENT SIGNAL — An audible and/or visual signal that is sent to the sub
ation to notify the subscriber that the closing ‘signal has been received, indic]

stem has been properly armed. The :acknowledgment signal can be sent
. Also referred to as "Ringback".

brm an upgrade to a control unit's software and/or firmware.

S an example.)

INITIATINGYDEVICE — A device whose operation results in a burglar alarm
Fxamples{of.alarm initiating devices are motion sensors, door/window contact s
prs, orthelike.

SIGNAL — An audible signal indicating a burglar alarm condition requiring imm|

for all burglar

scriber by the
ating that the
manually or

essary for the

ing purposes

signal at the
vitches, glass

ediate action,

suchasana

arm initiated from an intrusion detector, door switch, floor mat, or the like.

6.7 ALARM SOUNDING DEVICE - An audible signal appliance (bell, horn, siren, or speaker) complying
with the requirements in the Standard for Audible Signal Appliances for General Signaling Use, UL 464,
and this standard, that is used to signal unauthorized entry or attempted entry into a protected area or
object.

6.8 ALARM SOUNDING DEVICE HOUSING - A housing, or the equivalent, that is used to protect an
alarm sounding device from being silenced by physical attack. Also see Alarm Sounding Devices, 11.11.
There are two versions:

a) Outside — A housing intended to be located outside of the protected area.

b) Inside — A housing intended to be located within the protected area where it can be seen by an
intruder.
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6.9 ALARM SYSTEM - Protective system consisting of control units, alarm initiating devices, alarm
sounding devices, and off-premises communication devices, which emit and transmit remote and local
notification of alarm and/or trouble conditions occurring at the protected premises.

6.10 ANNUNCIATOR - A unit containing one or more indicator lamps, alphanumeric displays, computer
monitors, audible indicators, or other equivalent means in which each indication provides status

information about a circuit, condition, system, or location.
6.11

6.12 ARMING STATION (KEYPAD)
system. Pro ided—w Y j

A means for manually armmg dlsarmmg or controlll

(disarming)
equipment.
Automation

nd closing (arming), and similar signals that it reeceives from the central stat
Automation systems shall comply with the requirements in the Standard for Cg
ystems, UL 1981.

6.14 BANK|[SAFE AND VAULT ALARM SYSTEM - Burglar alarm system located in a ban
institution which includes protection for a safe and/orVault.

6.15 BASIC| INSULATION — The insulation, applied to live parts to provide basic protectio
risk of electfic shock. Basic insulation does not necessarily include insulation used e
functional purposes. See also the Standard for Double Insulation Systems for Use in Electricg
UL 1097.

within-albuilding, whose ownership is not the same as that of the prope
t is_manhed for the purpose of providing immediate attention to defined sig
from the projected property(ies). Also referred to as "Central Station", "Central Supervig

ARM — The act of turning on the burglar alarm system and setting the protective circuits.

ng the alarm

components,
, required to
stem that is
is connected
m is located.

ispry, opening

on receiving
entral-Station

k or financial

N against the
clusively for
| Equipment,

inglividual.

ildings, or an

y(ies) being
als received
ing Station",

"Monitoring Station", or the like.

6.18 CHECK-IN SIGNAL — A signal that is periodically sent by the control unit/‘communicator to verify
that the transmission equipment at the protected property, and the communication path, are operational. A
unique signal that is initiated at a pre-established frequency, or an opening, closing, or any other signal
sent by the alarm system that occurs within the pre-established frequency, may serve as a check-in signal.

6.19 CIRCUITS, ELECTRICAL:

a) High-Voltage — A circuit involving a potential of not more than 600 volts and having circuit
characteristics in excess of those of a low-voltage power limited circuit.

b) Low-Voltage — A circuit involving a potential of not more than 30 volts AC rms, 42.4 volts DC, or
AC peak.
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c) Power Limited — A circuit whose output is limited as specified in Article 725 of the National
Electrical Code, and as noted in Table 45.1 and Table 45.2. The power limitation shall be provided
by the construction of the transformer, a fixed impedance, a non-interchangeable fuse, a
nonadjustable manual reset circuit protective device, or a regulating network.

d) Power over Communications Cable — A limited energy circuit that meets the requirements of
Section 36.

e) Risk of Electric Shock — A risk of electric shock is determined to exist within a circuit unless that
circuit meets the following criteria:

1) The circuit is supplied by an isolating source such that the maximum open-circuit voltage

f) Ris

Excef
over

6.20 CLOS
(arming) the
business for

6.21 CODE
the connecti
station. The
times, if the g

rr\nfnnfiol available to the circuit-is not more-than 30 \LAC FRS-, 42 4\ nr‘, oLr.
and

2) The circuit is supplied by an isolating source such that the current|availa
1500-ohm resistor connected across any potential in the circuit (including to
not exceed 0.5 mA.

Section 36.
of Fire — A risk of fire is considered to exist at any twe.points in a circuit where:

1) The open circuit voltage is more than 30 V-AC'rms, 42.4 V DC, or 42.4 V
energy available to the circuit under any condition of load including short circy
current of 8 A or more after 1 minute of opération; or

2) A power of more than 15 watts.can be delivered into an external resist
between the two points.

ption: The product meets all of'the requirements of Section 36 for equipment |
ommunications cables.

ING SIGNAL — The transmission sent to the monitoring station upon the act
burglar alarm systém‘and setting the protective circuits. This signal represents
he day.

TRANSMITTER SYSTEM — A communication system, such as McCulloh, tha

code transmitter sends a coded signal to the monitoring station, repeated not Ig
ubseriber’s protective circuit is disturbed by an intrusion or unauthorized openin

42.4 V peak;

ble through a
ground) does

3) A limited energy, power over communications circuit_that’ meets the requirements of

beak, and the
it, results in a

or connected

tilizing power

of turning on
"closing" the

t provides for

bn of more than one protection system to a single alarm receiving unit at the monitoring

ss than three
.

6.22 COMMUNICATION CLOUD — The area in the communication path that is supported by providers of
communication services in which signals travel between a protected property and a monitoring station.
Depending on the type of transmission that is used, signals may travel on a single defined route or through
various routes depending upon availability when the signal is initiated.

6.23 COMPUTER SYSTEM, FAULT TOLERANT — A computer system containing multiple power
supplies, disk drives, processors, and controllers, each backing up and checking on the processes of
others. In the event of a component failure, the other modules take over the function performed by the
failed components without affecting the operation of the computer. In addition to the duplicating hardware,
a fault-tolerant system includes the necessary software components consisting of the operating system,
programming languages, and the alarm monitoring software required to make the system operational. A

fault-tolerant

computer system is considered to be redundant.
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6.24 COMPUTER SYSTEM, REDUNDANT — Two or more computer systems maintained at a monitoring
station, either of which can be quickly connected and operational for handling alarm signals in the event
that the other computer fails to operate. See 6.23 for the definition of a fault-tolerant computer system. A
fault-tolerant computer system is considered to be redundant.

6.25 CONTIGUOUS PROPERTY — A single owner or single user on a continuous plot of ground,
including any buildings thereon, that is not separated by a public thoroughfare, transportation right-of-way,
property owned or used by others, or body of water not under the same ownership.

6.26 CONTROL UNIT — A unit that directly or indirectly monitors the status of initiating devices,
processes any status-change signals, and performs logical control to generate output signals and/or off-

premises co

munication as required by the system type

6.27 CONT
employed to
annunciation,
resistors or di

6.28 CONT

a) Central Station — A system for use with mercantile premises, mercantile safes an

bank

transnpitted to a central (monitoring) station where competent and experienced pe

appro
and d
maintg

b) Hol
stores|

ROL UNIT ACCESSORY — A device or appliance externally connected to a cont

assure the intended operation of a system or to provide supplementa
or both. Examples of control unit accessories are: annunciators, auxiliary relay
pdes, keypads, or remote switches.

ROL UNIT SYSTEM TYPES:

bafes and vaults, in which status-change signals at‘a protected premises are

priate action in response to a received signal.. The central (monitoring) station
perated by a person, firm, or corporation® whose business includes th
ining, or monitoring of supervised burglaralarm systems.

Hup — Holdup alarm systems of the remote-station type are intended for installa
cashiers' cages, pay offices, and the like, to provide a means of transmitting a

help i
need

c) Lo
and v
proteg

d) Pol
vaults
a cong
arece

the event of interior robbery. ‘Holdup alarms are dispatched upon immediatel
r any type of alarm verification-

| — A system for use with-mercantile premises, mercantile safes and vaults, an
ults, which indicatestalarm and trouble conditions via alarm sounding devices |
ted premises.

ce Station Connected — A system for use with mercantile premises, mercant
and bank/safes and vaults, in which status-change signals are automatically t
tantly-manned police station where police authorities take appropriate action ir

ol unit that is

ry signaling,
5, end-of-line

d vaults, and
hutomatically
rsonnel take
is controlled
b furnishing,

ion in banks,
silent call for
y without the

d bank safes
bcated at the

le safes and
ransmitted to
response to

ived signal, or to a constantly-manned law enforcement center which dispatchés to a police
station).

e) Proprietary — A system installed at the protected premises in which status-change signals
occurring at the protected premises are automatically transmitted to a constantly manned, on-
premises proprietary (monitoring) station where trained, competent personnel take appropriate
action in response to a received signal. The protected property may be contiguous or

nonco

ntiguous but must be under a single ownership.

6.29 CORD-CONNECTED UNIT — A unit intended for connection to the power source by means of a
supply cord. Such a unit is intended to be moved for reasons of interchange or realignment of the units of a
system.

6.30 CREDENTIAL — A mechanism that defines or distinguishes the identity of an entity (e.g. a
password, PIN, or biometric means).
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6.31 CRITICAL COMPONENT — A critical component is one whose malfunctioning will impair the normal
operation of the product, or create a risk of fire or electrical shock.

6.32 CROSS ZONING — A means of installing and programming the burglar alarm system in such a way
that two or more zones are interdependent in creating an alarm condition. The control panel will not
annunciate and/or send an alarm to the monitoring station unless the system detects an alarm condition
from two or more zones in a particular area within a preset time window.

6.33 CRYPTOGRAPHIC AUTHENTICATION — Algorithms intended to ensure the secrecy and/or

authenticity of messages.

6.34 DEAD
is not condud

6.35 DIGIT
that will rece

6.36 DIGIT
from a digita
to a digital al

6.37 DIGIT
premises thg
telephone n
connect to a
protected preg

a) Prq

b) Intérfaces with an alarm or monitoring control unit that provides this function (a slav

6.38 DISAFR

AL ALARM COMMUNICATOR RECEIVER (DACR) — A unit located at & mon
ve and display signals from a digital alarm communicator transmitter/(DACT).

AL ALARM COMMUNICATOR SYSTEM (DACS) — A system.in which signals a
alarm communicator transmitter (DACT), by cellular and/er'telephone landline
brm communicator receiver (DACR) located at the monitoring station.

AL ALARM COMMUNICATOR TRANSMITTER (DACT) — A unit located at
t will contact the digital alarm communicator receiver (DACR) through the py
ptwork. The DACT seizes the connected telephone line, dials a pre-selects
DACR, and transmits the necessary data to/identify the DACT and the change o
mises. As covered by these requirements;.the DACT either:

vides all alarm or monitoring controlfunctions; or

kM — The act of turning(off'the burglar alarm system so that it will no longer 3

alarm event

6.39 DURHSS ALARM — ATsilent alarm signal generated by the manual entry of a designat

unless a particular circuit is programmed as a "24-hour zone").

cessible, that

toring station

re transmitted
transmission,

the protected
blic switched
d number to
f status at the

e unit).

nnunciate an

d code at the

system keypad in the event that the user needs assistance, such as when being forced fo disarm the
system against the user’s will to enter the premises. Duress alarms are typically treated as
holdup alarms by menitoring station personnel and are dispatched upon immediately witho
any type of ajJarm verification.

burglar alar

the need for

6.40 ENCRYPTION — The process of transforming information/data using an algorithm to make it
unreadable to anyone except those authorized, usually referred to as a key.

6.41
circuit for fau

It conditions.

END-OF-LINE DEVICE — A device installed at the end of a circuit for the purpose of monitoring the

6.42 ENDSPAN — A device that is typically a network switch capable of supplying power over a
communications circuit.

6.43 ENTITY — Person, device, and/or appliance or service which interacts with a control unit.

6.44 ENTRY/EXIT DELAY — A time delay on an entry/exit zone of a burglar alarm system that enables
the user to enter the protected premises and disarm the system, or arm the system and exit the protected
premises, without creating an alarm condition.
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6.45 ETHERNET CABLING — A structured cabling system using 4 pair unshielded or shielded twisted
pair cable, meeting Category 5e performance or higher and conforming to the Standard for Balanced
Twisted-Pair Telecommunications Cabling and Components, ANSI/TIA-568C.2, requirements. The extent
of the cabling is taken to be the channel that connects the appropriate port of the network switch to the
powered device.

6.46 EVENT LOG - A comprehensive data record, maintained at the monitoring station and/or control
unit, of the events that are associated with remote access.

6.47 FALSE ALARM — An annunciation and/or transmission by the burglar alarm system indicating the

occurrence of an alarm condition when no evidence of an actual alarm event is found.

6.48 FAULT

6.49 FIELD
source(s) of S

6.50 FIRMV]
Flash ROM, H

6.51 FIXED

6.52 GROU
condition.

6.53 HAND
of an event
monitoring st
lets the DACT

6.54 HARD

6.55 HARD
programming

6.56 HOLD
currency bills

6.57 HOLD

— An open, ground, or short-circuit condition on any line extending from a produ

WIRING - Conductors to be installed by qualified personnel to .connect
upply, devices, other products, and loads.

VARE — A software program or set of instructions programmed ,on a hardware
EPROM).

EQUIPMENT — A device intended to be permanently-eonnected electrically.

ND FAULT — A circuit impedance to ground sufficient to result in the annunciatio

SHAKE SIGNAL — For Digital Alarm Communicator Systems (DACS), upon th
requiring off-premises signaling, the ‘phone line is seized and automatica

btion receiver. Upon answering, the\receiver sends out a special tone ("hands
know that the DACR is ready to'receive data transmission.

VARE — Physical equipnent that constitutes the components of a burglar alarm

WARE KEY DEVICE\- A mechanical or electronic device employed to enabl
mode.

JP ALARMLINITIATING DEVICE — A switch operated by hand or foot, by key, &
or by other means to initiate a holdup alarm signal.

P "ALARM — A silent alarm generated by the manual or semiautomatic ac

ct.

A product to

device (e.g.

n of a trouble

B occurrence
lly dials the
hake") which

Ssystem.

e the remote

y removal of

tivation of a

designated

gvice ntended 1o signat—a robbery im progress.  Hotfdup atarms —are disp

immediately without the need for any type of alarm verification.

tched upon

6.58 HOSTED CENTRAL STATION — A hosted central station consists of services not limited to the
storage of data from alarm monitoring software, data center equipment co-location, housing the
automation system running alarm monitoring software, housing the receivers and automation system, or
any combination thereof. Hosted central stations shall comply with the requirements of the Outline of
Investigation for Hosted Central Station Services, UL 827A, the Standard for Central-Station Services, UL
827, and/or the Standard for Central-Station Automation Systems, UL 1981, as appropriate.

6.59 HVAC SYSTEM - Heating, Ventilating, and Air-Conditioning system.

6.60 INTERIOR ZONE — A protective circuit connected to a sensing device, such as a motion detector,
which only monitors the interior of the premises.


https://ulnorm.com/api/?name=UL 2610 2023.pdf

JANUARY 31, 2023 UL 2610 19

6.61 KISS-OFF SIGNAL - For Digital Alarm Communicator Systems (DACS), after the monitoring
station receives the transmission data, it sends a sign-off tone ("kiss-off") to the DACT to end the call and
release the phone line.

6.62 LINE SECURITY, ENCRYPTED - In addition to Standard Line Security as noted below, Encrypted
Line Security utilizes encryption algorithms with a minimum of 128 bits of security strength to provide data
protection against a compromise attempt. Also see Encrypted Line Security Equipment, 40.15.

6.63 LINE SECURITY, STANDARD — Methods of supervising the communication channel used to
transmit signals between the protected premises and the monitoring station. This supervision serves to

detect compromise attempts on the communication channel that are intended to prevent signals from

being annun
initiating a si

6.64 LINE

gynal at the monitoring station. Also see Standard Line Security Equipment, 40:14.

OLTAGE - The voltage at any field connected source of supply, nominally 50 —

either 115, 208, or 230 volts.

6.65 LIVEH

a)Th

PART — A part:
bt is conductively connected either:
1) To the power-supply circuit; or

2) To a secondary circuit that operates at more than 42.4 volts peak with
ground or accessible metal; and

mises without

60 hertz, and

reference to

b) In which the available current measured through a 1500-ohm resistor shunted with a 0.15-pF
capagitor connected from the part to ground;er to any other accessible part exceeds 0[.25 mA.
6.66 LOCAL ALARM — An alarm annunciation at the protected premises caused by activation of an
alarm sounding device.
6.67 LOCAL AREA NETWORK. (EAN) — A combination of personal computers, kervers, and
communicatipn devices that are.connected to share data files, resources and applications logated in close

proximity, su

6.68 LONG
protected prs
private radio

Ch as on the samé floor or in the same or nearby building(s).

-RANGE ,RADIO-FREQUENCY DEVICES — Any device that communicate
emises @and a monitoring station, subsidiary station, or another protected prer
network:

s between a
nises using a

6.69 MAN

GED FACILITIES-BASED VQICE NETWOQRK (l\/II:\/l\I) =A phyeir\s\l facilities b

sed network

capable of transmitting real-time packet switched data network (PSDN) signals with unchanged formats,
that is managed, operated, and maintained by the service provider to ensure service quality and reliability
from the subscriber location to public switched telephone network (PSTN) interconnection points or other
MFVN peer networks. Also referred to as "Voice over IP (VoIP)".

6.70 MERCANTILE PREMISES SYSTEM - Burglar alarm system located in a place of business
primarily under the control of the owner or others interested in the property.

6.71 MERCANTILE SAFE AND VAULT SYSTEM - Burglar alarm system located in a mercantile
establishment which includes protection for a safe and/or vault.

6.72 MESSAGE(S) - Communicated data that contains specific information relating to the product and is
transmitted via a wired or wireless pathway from an origin to a destination.
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6.73 MIDSPAN — A midspan device is Power Sourcing Equipment (PSE) that injects power onto
communications cable. It is located between the network switch and the Powered Device (PD).

6.74 MONITORING STATION — Term used throughout the standard to represent one of more of the
following applications: Central Station (see 6.17), Police Station (see 6.89), or Proprietary Station (see
6.99).

6.75 MULTIPLEXING - A signaling method using wire path, cable carrier, radio, or combinations of these
methods characterized by the simultaneous and/or sequential transmission and reception of multiple
signals in a communication channel including means for positively identifying each such signal.

6.76 NETWRRK

S a ending a unit of
data to its next destination.

6.77 NOR
its being tripp

AL STANDBY CONDITION — The ready-to-operate condition of the product ex
d or operated by an intrusion.

sting prior to

6.78 OFF-HOOK — The condition in which a connection has been established with the Pu
Telephone Ngtwork (PSTN) in preparation for dialing a telephone number.

blic Switched

6.79 ON-HQOK — The condition causing the equipment to disConnect from (hang up
Switched Telgphone Network (PSTN).

) the Public

6.80 ONE-WAY RADIO (RF) — A system in which alarm\system signals are transmitted
alarm transmitter through a radio channel to at least twe itndependently-powered, independen
and separately-located radio repeaters or radio alarm monitoring station receivers, or by on
least two segarate paths shall be provided from the radio alarm transmitter to the ultimatg

from a radio
Lly-operating,
e of each. At

radio alarm

monitoring station receiver.

6.81 OPEN|CIRCUIT FAULT — A circuit jimpedance increase sufficient to prevent normal opgration.

6.82 OPEN
(disarming) th
for the day.

NG SIGNAL - The transmission sent to the monitoring station upon the act
e burglar alarm system and protective circuits. This signal represents "opening"

Of turning off
the business

6.83 PACKE
divided into
computer net
Global Syste
technology.

vhich data is
ed across a
Protocol (IP),
es of PSDN

ET SWITCHED DATA NETWORK (PSDN) — A type of data transmission in V
backetsyeach of which has a destination address. Each packet is then rou
works-Aspacket may travel a different route than packets related to it. Internet
m for/Mobile (GSM), and General Packet Radio Service (GPRS) are examp

6.84 PANIC ALARM — An alarm generated by the manual activation of a designated device intended to
signal a response to a threat. Panic alarms are dispatched upon immediately after alarm verification by the
monitoring station.

6.85 PARTITION — Segmented section of a burglar alarm system that can be armed and disarmed
independent of other areas, but operated under a single system control.

6.86 PERIMETER ZONE — A protective circuit connected to a sensing device, such as a door/window
contact switch, which monitors an entry point of the protected premises.

6.87 PLAINTEXT — A character representation that is plainly readable as text and not masked and/or
hidden.
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6.88 POLICE DEPARTMENT — Any local or government-related law enforcement agency.

6.89 POLICE STATION — A physically protected building, distributed group of buildings, or an enclosed
area within a law enforcement agency, that is constantly manned by police authorities for the purpose of
providing immediate attention to defined signals received from the protected property(ies).

6.90 POLLING DATA LOOPS — An installation wiring circuit in which each device or component of an
alarm system that is attached to the loop is polled to verify the continuity of the circuit.

6.91 POLLING SIGNAL — A signal that is periodically sent by the central/proprietary (monitoring) station
to verify that the protected premises communication equipment, and the communication path, are
operational.

6.92 PORTABLE EQUIPMENT - Cord- and plug-connected equipment that is capableof|being carried
or moved abput.
6.93 POWER INJECTOR (INJECTOR/POWER BRICK) — Power sourcing equipment (PSE) similar to a

midspan devjce, comprising three ports. These are:

a) Daja in, typically from the network switch,

b) Data and power — nominal 48 or 53 VDC out, and

c) Ling voltage from a utility supply.

6.94 POWEH
over commu
conductors s

6.95 POWEH
powered de
enabled net
powered deV

6.96 POWE
(PSE) throug

6.97 PRIM

FR OVER COMMUNICATIONS CABLES= A'means to supply DC powerto an
nications cabling. The power supplied, to the device may or may not be
upporting data. Typical technologies.include PoE (see Appendix B) and USB.

EFR SOURCING EQUIPMENT, (PSE) — The power supply that provides DC
ice (PD) through the communications cabling. It may be an endspan devics
vork switch, or a midspan* device that is located in between the network sy
ice.

FRED DEVICE(PP) — A device that receives DC power from the power sourci
h communications cabling. Also referred to as the load.

ARY BATITERY — Any battery which, by design or construction, is not in

ptwork device
bn the same

power to the
, such as an
vitch and the

hg equipment

ended to be

recharged.

6.98 PRIMARY POWER - Power provided by a commercial source available at the protected premises.

6.99 PROPRIETARY STATION — A physically protected building, distributed group of buildings, or an
enclosed area within a building, having the same ownership as that of the properties being monitored, that
is constantly manned for the purpose of providing immediate attention to all signals received from the
protected areas and/or property(ies). Also referred to as "Central Supervising Station", "Central
Supervisory Station", or the like.

6.100 PROTECTED PREMISES — Any building or part of a building that has a complete physical
boundary. Examples of premises include stores, banks, offices, manufacturing facilities, warehouses, lofts,
and stockrooms, and similar locations, used for the storage, manufacturing, sale, or handling of
merchandise, valuables, and the like.


https://ulnorm.com/api/?name=UL 2610 2023.pdf

22 UL 2610 JANUARY 31, 2023

6.101 PUBLIC SWITCHED TELEPHONE NETWORK (PSTN) — An assembly of communications
equipment and telephone service providers that may utilize Managed Facilities-Based Voice Networks
(MFVN) to provide the general public with the ability to establish communications channels via discrete
dialing codes. (Source NFPA 72, 2010 edition).

6.102 RADIO FREQUENCY - Electromagnetic radiation, nominally above 20 kilohertz.

6.103 REINFORCED INSULATION — An improved basic insulation with such mechanical and electrical
qualities that it, in itself, provides the same degree of protection against the risk of electric shock as double
insulation. It may consist of one or more layers of insulating material. See, also, the Standard for Double

Insulation Systems for Use in Electrical Equipment, UL 1097.

6.104 REM
premises, wh
this definition
and are very

6.105 REM
control unit

DTE ACCESS — The act of accessing a control unit at a distance from*4

because they are intended to be used when in visual contact with the protec
imited in the distance they may be used.

DTE COMMUNICATION — Data exchange in which information iS exchanged
and an authorized entity. Information exchanges such “as remote monito

interaction, and software downloading would be considered remote communication.

6.106 REM
remote comn]

6.107 RESH
Condition or 1

6.108 SAFH
electric shock
circuit, for exd

6.109 SATH
communicatid
transmitted f{
communicatid
the subsidiary

6.110 SECC
recharged.

DTE OPERATION — The function or actuation ofythe protected premises co
unication.

ET — A control function that attempts to return a system or device to its Norn
on-alarm state.

TY CIRCUIT — Any primary or secondary circuit that is relied upon to reduce th
, or unintentional contact withsmoving parts that may cause injury to persons
mple).

LLITE/SUBSIDIARY STATION — A normally unattended physically secure fac
n channels to a.gentral (monitoring) station. Signals from protected pn
b the subsidiary station and then relayed to the central (monitoring) st
n link between.the subsidiary station and the central (monitoring) station is o
station can:be staffed and operated as a central (monitoring) station.

NDARY-BATTERY — Any battery which, by design or construction, is int

he protected

ereby the user does not have visual contact of the premises. Key FOB's @re’n¢t included in

ed premises

between the
ring, remote

ntrol unit via

mal Standby

e risk of fire,
(an interlock

lity linked by
operties are
ation. If the
Ut of service,

ended to be

6.111
upon the loss

of primary power.

SECONDARY/STANDBY POWER - Power provided from a secondary source, such as a battery,

6.112 SHORT CIRCUIT FAULT — A short circuit (wire-to-wire) fault is determined to be a resistance of
0.1 ohm or less across the circuit.

6.113 SHORT-RANGE RADIO-FREQUENCY DEVICES - Any device that communicates with
control/receiving equipment at the protected premises by low-power radio signals in accordance with the
Code of Federal Regulations (CFR) 47, Part 15.

6.114 SOFTWARE - Programs, instructions, procedures, data, and the like that are temporarily or
permanently stored in the computer's memory or central processing unit (CPU) of a product, and are used
to provide function and control of the computer's components, or are executed by the CPU of a product to
influence the functional performance of that product.
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6.115 SOFTWARE-BASED RECEIVING EQUIPMENT - Software packages that are installed in UL
60950-1 or UL 62368-1 evaluated Information Technology Equipment (ITE) network servers, configured to
store messages in a compatible database. The software and hardware combination is intended to serve
the same function as a traditional dedicated hardware receiving unit at the monitoring station. The
software supports all of the signal-receiving, -recording and -supervision functions necessary for the
normal operation of the associated subscriber's control units installed within a protected property.

6.116 STATIONARY EQUIPMENT - Cord- and plug-connected equipment that is intended to be
fastened in place, or located in a dedicated space.

6.117 SUBSCRIBER - The user of the premises or item protected by a burglar alarm system. An
authorized representative of the user may also be considered a subscriber.

6.118 SUP
(formerly fun
electrical brg
whole of the
Systems for

6.119 SYS]
items such 3
users, graph

6.120 TRA
DACT (telep
two-way radi

6.121 TRA
monitoring
demarcation

6.122 TRA
monitoring s
point as they

6.123 TRA
more transm

6.124 TRO

PLEMENTARY INSULATION — An independent insulation provided in addition
ctional) insulation to protect against the risk of electric shock in case of mechan
akdown of the basic insulation. An enclosure of insulating material.may form
supplementary insulation. See, also, the requirements for the Standard for Dou
se in Electrical Equipment, UL 1097.

[EM DATABASE - Information entered into the computer-by authorized perso
s, but not limited to, names, addresses, telephone numbers, security informati
cs and the like.

NSMISSION METHODS — Any of the following*communication methods: cod
hone line, cellular, or MFVN), multiplex, one<way radio (RF), packet switched da
b (RF).

NSMISSION PATH, DUAL — Communication signals from a protected propert
tation are sent by different (transmission techniques, which pass throd
points as they leave the protected property.

NSMISSION PATH, SINGLE — Communication signals from a protected propert
ation are sent by a‘single transmission technique and pass through a single
leave the protected, property.

NSMISSION-RATH (SINGLE/DUAL), ALTERNATE PRIMARY — A method of act
ssion path§to maintain the same level of supervision without interruption.

an open circy

|UBLE SIGNAL — A visual or audible signal indicating a fault condition of any n3

to the basic
cal rupture or
a part or the
ble Insulation

nel including
bn for system

e transmitter,

fa network, or

to a remote
gh separate

y to a remote
demarcation

vating one or

ture, such as

viring.

6.125 TRUSTED PHYSICAL PATH — A contiguous and direct path for communications constructed of
physical media. A directly connected crossover network cable, USB cable, or vendor approved cable
would be considered a trusted path.

6.126 TWO-WAY RADIO (RF) — A system in which alarm system signals are transmitted and received
through a radio channel between a radio alarm transmitter/receiver and a radio alarm monitoring station.
The signals may or may not be relayed through a radio repeater. A two-way radio system shall be
considered as a multiplex system.

6.127 UNINTERRUPTIBLE POWER SUPPLY (UPS) — Equipment that will continue to provide
alternating current (AC) power to a load in the event of failure of the normal AC power source. A UPS may
also provide a more constant voltage and frequency supply to the load. When the normal source of AC
fails, the UPS is powered by a DC source from batteries, an uninterruptible battery system (UBS), or both.
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6.128 USER — A person who has authorized access to the control unit or system.

6.129 USER VALIDATION — The act of an electronic device, upon the input of "user credentials",
validating that the credentials are legitimate, allowing the user to proceed to access the system, or upon
failure to match the credentials, deny access to the system.

6.130 WIDE AREA NETWORK (WAN) — A WAN differs from a LAN in that a WAN makes data
connection across a broad geographic area. Companies use a WAN to connect to various company sites
so that information can be exchanged between distant offices.

6.131 ZONE - A defined area within the protected premises from which a status indication can be
received or an-area-in-which-control can-be-executed-

7 Informatipn Required for Assessment

7.1 The follpwing documentation shall be required as applicable to determine.compliance,|and shall be
furnished with the sample(s) submitted for investigation:

a) Installation and operating instructions intended to accompany“each product or component as
produg¢ed (see Section 91);

b) Schematic diagrams of all circuits;
c¢) Printed wiring board construction drawings (e.g. component layouts, foil patterns);

d) Billl of Materials (BOM)/parts list (including.ma@nufacturer name and part number for critical
compaonents);

€) Meg¢hanical drawings; and

f) Markings to be applied to the productas required in Markings, Section 89.
8 Version Number
8.1 If reprogrammable, a unit,“system, or equipment shall provide some method to identify the current
version of thg software, firmare, and/or programming logic code being used. Subversions {hat are used
to distinguish|non-criticaldogic changes are not required to be identified. This information shall also appear

in the produc{ installation-instructions.

CONSTRUCTION

ASSEMBLY
9 General
9.1 Specific product requirements

9.1.1 Products that currently meet all the requirements of the Standard for Information Technology
Equipment — Safety — Part 1: General Requirements, UL 60950-1, or the Standard for Audio/Video,
Information and Communication Technology Equipment — Part 1: Safety Requirements, UL 62368-1, fulfill
the requirements of 9.3 (Electrical Protection), 10 (Servicing Protection), 11.1, 11.3 — 11.10 (Enclosure), 12
(Electric Shock), 13 (Corrosion Protection), 14 (Field Wiring Connections, General), 15 (Cord Connected
Products), 18 (Grounding), 19 (Internal Wiring, General), 20 (Wiring Methods), 22.1 (Mounting of
Components), 22.2 (Insulating Materials), 22.3 (Current-Carrying Parts), 24 (Printed-Wiring Boards), 25
(Transformers and Coils), 27 (Across-the-Line Components), 30 (Switches), and 33 (Spacings, General).
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9.2 Product assembly

9.21

particular use, as indicated by the performance requirements of this standard.

A product shall use materials that have been determined to comply with the requirements for the

9.2.2 The product shall be factory-built as a complete assembly and shall include all the components
necessary for its intended function when installed and used as intended. The product may be shipped from
the factory as two or more major subassemblies. See 9.2.3.

9.2.3

If the product is not assembled by the manufacturer as a complete unit, it shall be arranged in

major subassemblies. Each subassembly shall be capable of being incorporated into a complete

assembly wi

the installer.

Two or mor
installation ¢
incorporated
product instg
be assemble

9.3 Electrig

9.3.1
unintentional
compliance v
are to be re
Servicing Prq

9.3.2 Unins
11.3.1.3.

9.3.3 Knoc
in the mounti

9.34 |If pro
provided sha

10 Servicing Protection

10.1 Gene

hout reauirina-alterationcuttina —drillina threadina weldina —or similar tasks h
1 J I g7 g7 I I 4
2y

e subassemblies, which must bear a definite relationship to each other fg
r operation of the product, shall be arranged and constructed to permit
into the complete assembly only in the correct relationship with each other as in
llation instructions without the need for alteration or alignment, or such subass
d, tested, and shipped from the factory as one unit.

cal protection

contact with uninsulated high-voltage live paris./or film-coated wire. In
vith this requirement, parts such as covers, panéls,'and grilles used as part of
moved unless tools are required for their removal or an interlock is provid
tection, Section 10.

ulated high-voltage live parts shall be-loCcated, guarded, or enclosed as indicate

outs or openings in an alarm!sounding device housing for the connection of ci
ng surface only.

vision is made for.testing the condition of a product, such as a power supp
I not result in a risk)of electric shock, fire, or injury to persons.

al

10.1.1  Unin

r the correct
them to be
dicated in the
emblies shall

Louvers and other openings in the enclosure shall be constructed and located to red{ice the risk of

determining
the enclosure
ed. See also

cuits shall be

y, the means

corners and

wlaotad i ot £ bl ol o o HE - hazardat PAAVHAE—ASE = | bhaed
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projections within the enclosure, shall be formed, located, guarded, or enclosed so as to reduce the risk of
unintentional contact by persons performing service functions that may be performed while the equipment
is energized.

10.1.2 During the examination of a product in connection with the requirements in 10.1.1, a part of the
outer enclosure that may be removed without the use of tools, or part of the outer enclosure that may be
removed by the user to allow access for making routine operating adjustments, shall be disregarded; and it
shall be assumed that the removable part in question does not afford protection against the risk of electric
shock.

10.1.3 The following are not considered to be uninsulated live parts:

a) Coils of relays and solenoids, and transformer windings, if the coils and windings are provided
with insulating overwraps rated for the potentials encountered;
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b) Terminals and splices with insulation rated for the potential encountered; and

¢) Insulated wire.

10.2 Trained service personnel

10.2.1

When the linear distance from a component requiring servicing or an operating switch and any

uninsulated current-carrying parts of high-voltage circuits is less than 6 inches (152 mm), then protection
by properly applied insulating tape, barriers, or equivalent, shall be provided.

Exception: Not applicable for products complying with the Electric Shock Current Test, Section 51.

10.2.2 Insul
with the cauti

10.2.3 In lig
product shall

a) An

b) Th
"CAUT

10.3 Anten

10.3.1 Each
to the supply

ating barriers, or equivalent required by 10.2.1 shall be permanently and promin
pnary marking “CAUTION — High Voltage” or equivalent.

u of the minimum 6 inches (152 mm) requirement only for serviceable com
comply with one of the following:

nterlock shall be provided on the cover to de-energize all live parts in the enclos

e following permanent and prominent marking shall be provided on the
[ION — De-Energize Unit Prior To Servicing."

ha terminal discharge assembly

terminal provided for the connection of an\external antenna shall be conductivg
circuit grounded conductor. The condugtive connection shall have a maximum

5.2 MQ, a minimum wattage rating of 1/2 W, and shall be effective with the power switch in eif

off position.

Exception No

a) Su

means;

b) The

c) In
conne

1: The conductive connection need not be provided when:

h a connection is established in the event of electrical breakdown of the ante

s

breakdown does not result in a risk of electric shock; and

a construction using an isolating power transformer, the resistance of th
ction between the supply circuit and chassis does not exceed 5.2 MQ.

Exception Ng

ently marked

ponents, the

ure; or

cover front:

ly connected
resistance of
her the on or

nna isolating

b conductive

27 A component comprised of a capacitor with a built-in shunt resistor that

omplies with

the requirements for antenna-isolating capacitors is to be rated a minimum of 1/4 W.

Exception No. 3: The requirement is not applicable for antennas that are completely insulated with no
accessibility to the risk of electric shock.

10.3.2 The maximum value of 5.2 MQ specified in 10.3.1 is to include the maximum tolerance of the
resistor value used; that is, a resistor rated 4.2 MQ with 20 % tolerance or a resistor rated 4.7 MQ with a
10 % tolerance.
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11 Enclosures

11.1 General

11.1.1  All electrical parts of a product shall be enclosed to provide protection of internal components and
prevent contact with uninsulated live parts.

11.1.2 Operating parts, such as gear mechanisms, light-duty relays, and similar devices, shall be
enclosed to protect against malfunction due to dust or other material which may impair their intended

operation.

11.1.3 The
the attendar
Mechanical §

11.1.4
for mounting

11.1.5 An énclosure containing other than power-limited circuits shall~be constructed {
emission of flame, flaming or glowing particles, or flaming‘drops. See the Abnorinal Operation

possibility of
Test, Section
Units and Ac

11.1.6 The
requirements
combustible

Exception: G
enclosure un

1117 A c
assemblies,

Intennal parts such as the printed wiring board, power supply, etc., shall-be. provided

1 £ pu | 4 ball le Ll 4+ tlo et ool it 4 ot tatal ki
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t reduction of spacings, loosening or displacement of parts, or other defg
btrength Tests for Enclosures, Section 66.

58, and/or the Ignition Test Through Bottom-Panel-Openings per the Standa
Cessories for Fire Alarm Systems, UL 864.

in 11.3.4.2, or a protective barrier as illustrated in Figure 11.1 under all are
Mmaterials.

penings not larger than 1/16 squaré inch (40.3 mm?) may be provided for the
der areas containing only materials rated V-1 or less flammable. See 11.3.4.3.

bnstruction employing individual barriers under components, groups of co
bs illustrated in Figure 11.1, is considered to comply with the requirement in 11.1

collapse and
cts. See the

with a means

o reduce the

rd for Control

requirement in 11.1.5 necessitates either a ‘'nonflammable bottom in accordance with the

As containing

bottom of the

mponents or
5.



https://ulnorm.com/api/?name=UL 2610 2023.pdf

28 UL 2610 JANUARY 31, 2023

Figure 11.1

Enclosure Bottom

A — The entire component under which an enclosure (flat or dished with or without a lip or other raised edge) of noncombustible
material is to be provided. The sketch is of an enclosed component with ventilation openings showing that the enclosure is required
only for those openings through which flaming parts are to be emitted. When the component or assembly does not have its own
noncombustible enclosure, the area to be protected is the entire area occupied by the component or assembly.

B — Projection of the outline of the area of A that requires a bottom enclosure vertically downward onto the horizontal plane of the
lowest point on the outer edge D of the enclosure.

C - Inclined line that traces out an area D on the horizontal plane of the enclosure. Moving around the perimeter of the area B that
requires a bottom enclosure, this line projects at a 5° angle from the line extending vertically at every point around the perimeter of A
and is oriented to trace out the largest area; except that the angle shall be less than 5° when the enclosure bottom contacts a vertical
enclosure or side panel, or when the horizontal extension of the enclosure B to D exceeds 6 inches (152 mm).

D — Minimum outline of the enclosure, except that the extension B to D is not required to exceed 6 inches (152 mm), flat or dished
with or without a tip or other raised edge. The bottom shall either be flat or formed in any manner when every point of area D is at or
below the lowest point on the outer edge of the enclosure.
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11.2 Doors and covers

11.2.1
if it:

An enclosure cover shall be hinged, sliding, pivoted or similarly attached so it cannot be removed

a) Gives access to fuses or any other overcurrent protective device, the intended functioning of
which requires renewal or resetting; or

b) Is necessary to open the cover in connection with the intended operation of the unit.

Exception No. 1:

If the cover position is supervised by a tamper contact that is connected

in the closed

protective circuit, an enclosure need not comply with the requirements of this paragraph. See also 41.10.

Exception N¢.

11.2.2 Fast
access is nof

Exception: T|
11.2.3 The

protective wi
might be sub

Exception: A
protection.

11.3 Enclo

11.3.1 Gen
11.3.1.1 O
objects is p
constructiong

constructions.

11.3.1.2 An
diameter rod
contact any

or articulated g

eners requiring the use of a tool or key shall be used for the assembly of all
required for operation of the product.

his requirement does not apply to a product located at a monitoring station.

cover of an enclosure shall be provided with a supervisory contact, connected
ring circuit, if it gives access to any relays, termipals) controls, or related con
ect to tampering without causing an alarm or trouble signal. See also 41.10.

sure openings

leral

revented. See also\\11.3.2.1. See Figure 11.4 for examples of acceptab
that are deemed to prevent direct entry. See also Figure 11.5 for acceptable

opening\in an electrical enclosure that does not permit entrance of a 1 in
shall.be-sized and arranged so that a probe, as illustrated in Figure 11.2, cann
mnsulated live part (other than low- voltage) when inserted through the openln

2: These requirements do not apply to a product located at a monitoring station.

S

enclosures if

in the closed
nponents that

n enclosure located inside of a completely(protected safe or vault does not r¢quire tamper

enings in the enclosure ‘'shall be constructed and of such size so that direct entry of foreign

le top cover
side opening

h (25.4 mm)
bt be made to
j in a straight

ill permit and

rotated or angled before, durmg or after |nsert|on through the openlng to any posmon that is required in
order to examine the enclosure.

11.3.1.3 An opening that permits entrance of a 1 inch (25.4 mm) diameter rod is acceptable under the
conditions described and illustrated in Figure 11.3.
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Figure 11.2
Accessibility Probe with Web Stop
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Figure 11.3

Opening in Enclosure

ENCLOSURE OPENING
SECTION-A—A
< A | / >
\ /
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T T /=
\ /
\ % /
N /
~ * -

LIVE PART __~ia

EC100A

NOTE — The opening may be used if, within the enclosure, there is no uninsulated live part or film coated wire:

a) Less than X inches (mm) from the perimeter of the opening, as well as;

b) Within the volume generated by projecting the perimeter X inches (mm) normal to its plane.

X equals five times the diameter of the largest diameter rod that can be inserted through the opening, but not less than 6-1/16 inches
(154 mm).
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11.3.1.4 Openings are acceptable, without limitation of the size or number of openings, in areas
containing only PVC, TFE, CTFE, FEP, and neoprene insulated wire or cable, in areas containing plugs
and receptacles, and in areas underneath impedance protected or thermally protected motors.

11.3.1.5 Openings in the enclosure shall not give access to relays, terminals, controls, or related
components that might be subject to tampering by hand or with tools without causing an alarm or trouble
signal.

11.3.1.6 An enclosure intended for recessed mounting and whose front panel is to be flush with the
surface of the wall shall have no openings that vent into concealed spaces of a building structure, such as

into hollow spaces in the wall, when the product is mounted as intended.

Exception: N|
power-limited

11.3.1.7 The requirement in 11.3.1.6 does not apply to an opening for a mounting-screw o

manufacturin

a) An
mm) g

b) An
area g
produ

11.3.2 Encl
11.3.21 Op

any dimensio
contact an un

11.4 for top cover designs.

bt applicable for products supplied solely from power-limited sources and‘¢o
loads.

) operation (such as paint drainage) when:

bpening for non-mounting purposes does not have a dimension greater than 17
r an area greater than 0.055 ft? (35.5 mm?); and

opening for mounting does not have a dimension greater than 0.75 inch (19.0
reater than 0.7 inch? (430 mm?) and there are no‘more holes than are needed
Ct.

psure top openings

Eenings directly over uninsulated high.voltage live parts shall not exceed 0.20 inc
h unless the configuration is such that a vertically falling object cannot fall into
insulated live part. For examples complying with the intent of this requiremen

ntrolling only

r nail or for a

64 inch (6.75

5 mm) or an
to mount the

N (5.0 mm) in
the unit and
t, see Figure
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Figure 11.4

Cross Sections of Top Cover Designs

—

SLANTED OPENINGS

LLL

ECS500 VERTIGAL OPENINGS

11.3.3 Enc|osure side openings

11.3.3.1  Arjopening in the side of the.eh¢losure shall:
a) Nof exceed 0.20 inch (5.0'mm) in any dimension;

b) Be|provided with louvers shaped to deflect an external falling object outward (see Higure 11.5 for
examples of louverdesigns complying with the requirement); or

c) Bellocated.-and sized so that objects which are present cannot drop into the unit arld fall (with no
horizgntal yelocity) onto uninsulated live parts involving a risk of fire, electric shock] or electrical-
enerdy/high=current levels, or parts involving injury to persons (see Figure 11.6).
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Figure 11.5

Louvers

INSIDE OUTSIDE

EC510

|
OUTWARD PROJECTION

INSIDE OUTSIBE

INWARD, PROJECTION
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Figure 11.6

Example of Enclosure Side Opening

11.3.32 W
portion of th
11.3.4.3.

11.3.4 Enc

11.3.4.1 Th
component,
ventilation o

5

5

ot

S3162A

hen a portion of a side panel falls:within the area traced out by the 5° angle in Fig
e side panel shall be investigated as a bottom enclosure in accordance wi

osure bottom openings

e bottom of ‘an.'enclosure shall consist of a complete or partial bottom enclg
groups of J)components, or assemblies, as shown in Figure 11.1, that com
pening_requirements in 11.3.4.2 and 11.3.4.3 unless a test demonstrates th

enclosure p

t

material in the.intetior is ignited.

vidéd~contains flames, glowing particles or similar burning debris when al

ure 11.1, that
th 11.3.4.1 —

sure under a
lies with the
t the bottom
combustible

Exception: Openings without limitation on their size and number are permitted in areas that contain only
wires, cables, plugs, receptacles, and impedance- and thermally-protected motors.

11.3.4.2 Ventilation openings provided in the bottom of an enclosure under materials that are not rated
V-1 or less flammable meet the intent of the requirements when the openings are constructed so that
materials do not fall directly from the interior of the unit. Other bottom-opening constructions that comply
with the intent of the requirements are those that incorporate a perforated metal plate as described in
Table 11.1, or a galvanized or stainless-steel screen having a 14 by 14 mesh per 1 inch (25.4 mm)
constructed of wire with a minimum diameter of 1/64 inch (0.4 mm). Other constructions are to be used
only when they comply with the Ignition Test Through Bottom-Panel Openings per the Standard for Control

Units and Ac

cessories for Fire Alarm Systems, UL 864.
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Table 11.1
Perforated Metal Plates

Minimum spacing of holes center-to-
Minimum thickness, Maximum diameter of holes center

inch (mm) inch (mm) inch (mm)
0.026 (0.66) 0.045 (1.14) 0.067 (1.70)

[233 holes perin?]  [36 holes per cm?]
0.026 (0.66) 0.047 1.19) 0.093 (2.36)
0.032 (0.81) 0.075 (1.91) 0.125 (3.18)

[72 holes perin?]  [11 holes per cm?]
0.036 (0.91) 0.063 1.60) 0.109 2.77)
0.036 (0.91) 0.078 (1.98) 0.125 (3.18)

11.3.4.3 The bottom of the enclosure under areas containing only materials rated- V-1 or le

shall have op

bnings not larger than 1/16 square inch (40.3 mm?).

11.4 Screens and expanded metal

11.4.1 Scre
the requireme

11.4.2 Perfd
0.042 inch (1
1/2 inch? (323
mm) if zinc ¢
(102 mm).

Exception: If
live parts an
required valul
Section 66), (
zinc coated] 1

a) The
more

b) The

bns or expanded metal used as a guard, enclosure, arpart of an enclosure, shal
nts in 11.4.3 and 11.5.1 and with the Mechanical Strength Tests for Enclosures,

rated sheet steel and sheet steel employed for expanded metal mesh shall be
07 mm) thick [0.045 inch (1.17 mm) if zin€ coated] if the mesh openings or pe
mm?) or less in area, and shall be not léss than 0.080 inch (2.03 mm) thick [0.0
bated] for larger openings. The largest dimension of this material shall not exc

the indentation of a guard-or the enclosure will not alter the clearance betweer
o grounded metal so as fo impair performance or reduce spacings below 1
bs (see Spacings, General, Section 33, and the Mechanical Strength Tests fo
.020 inch (0.51 mm)expanded steel mesh or perforated sheet steel [0.023 inch
hay be employed,when:

exposed.mmesh on any one side or surface of the product so protected has a
han 72 inches? (464 cm?) and has no dimension greater than 12 inches (305 mn

width of the opening covered by this material is not greater than 3-1/2 inches (8§

5s flammable

| comply with
Section 66.

not less than
forations are
84 inch (2.13
ced 4 inches

) uninsulated
he minimum
 Enclosures,
(0.58 mm) if

n area of not
n); or

9 mm).

11.4.3 The wires of a screen shall be not less than 16 AWG (1.3 mm diameter) steel if the screen
openings are 1/2 inch? (323 mm?) or less in area, and shall be not less than 12 AWG (2.1 mm diameter)

steel for large

r screen openings.

11.5 Cast metal

11.5.1

The minimum thickness of cast metal for an enclosure shall be as indicated in Table 11.2.

Exception: Cast metal of lesser thickness may be employed if, after consideration has been given to the
shape, size, and function of the enclosure, it is determined to provide equivalent mechanical strength. See

the Drop Test,

Section 64, and the Mechanical Strength Tests for Enclosures, Section 66.
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Table 11.2
Cast-Metal Enclosures
Minimum thickness
Cast metal of other than the
Die-cast metal, die-cast type,
Use, or dimensions of area involved® inch (mm) inch (mm)

Area of 24 square inches (155 cm?) or less and having 1/16 (1.6) 1/8 (3.2)

no dimension greater than 6 inches (152 mm)

Area greater than 24 square inches (155 cm?) or having 3/32 (2.4) 1/8 (3.2)

any dimension greater than 6 inches (152 mm)

At a threaded conduit hole 1/4 (6.4) 1/4 (6.4)

At an unthreaded conduit hole 1/8 (3.2) 1/8 (3.2)

@ The area limitation for metal 1/16 inch (1.6 mm) thickness may be obtained by the provision of reinforcing, kibs'subjdividing a

larger area.
11.5.2 If thleads for the connection of conduit are tapped through a hole in|an enclosure| wall, or if an
equivalent construction is employed, there shall not be less than 3-1/2 nerunore than five fhreads in the
metal, and the construction shall be such that a standard conduit bushing ¢an be attached as|intended.

11.5.3 If th

eads for the connection of conduit are tapped only“part of the way through

enclosure wall, there shall not be less than 3-1/2 full threads in’ the metal, and there shall

rounded inle
the conducto

11.6 Sheet

11.6.1 The
Table 11.4, w

Exception: §
shape, size,
the Drop Tes

11.6.2 A sh
thickness of
of galvanizeq

11.6.3 If ag

hole for the conductors that has been determined to provide the same level o
s as that of a standard conduit bushing.

metal

thickness of sheet metal for an enclosure shall not be less than that indicated in
hichever applies.

heet metal of lesser thickness may be employed if, after consideration has bee
and function of the enclaosure, it is determined to provide equivalent mechanical
{, Section 64, and.the’\Mechanical Strength Tests for Enclosures, Section 66.

eet metal member to which a wiring system is to be connected in the field

steel, and'not less than 0.045 inch (1.14 mm) if of nonferrous metal.

ditiohal mechanical protection is required by other sections of this standa

a hole in an

be a smooth,

protection to

Table 11.3 or

h given to the
strength. See

shall have a

not less than+0.032 inch (0.81 mm) if of uncoated steel, not less than 0.034 inch (0.86 mm) if

rd, the metal

thicknesses

equired by those Sections shall take precedence over those shown in Tabte 11.2 — Table 11.4.

11.6.4 A plate or plug closure for an unused conduit opening or other hole in the enclosure shall have a
thickness not less than 0.027 inch (0.69 mm) if of steel or 0.032 inch (0.81 mm) if of nonferrous metal for a
hole having a 1-3/8 inch (34.9 mm) diameter maximum dimension.

11.6.5 A closure for a hole larger than 1-3/8 inch (34.9 mm) diameter shall have a thickness equal to that
required for the enclosure of the product or a standard knockout seal shall be used. Such plates or plugs
shall be securely mounted.

11.6.6 A knockout in a sheet metal enclosure shall be capable of being removed without excess
deformation of the enclosure.
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11.6.7 A knockout shall be provided with a surrounding surface of sufficient area to provide for seating of
a conduit bushing and shall be located so that installation of a bushing at any knockout likely to be used
during installation will not result in spacings between uninsulated live parts and the bushing of less than

those specified under Spacings, General, Section 33.

Table 11.3
Minimum Thickness of Sheet Metal for Electrical Enclosures — Carbon Steel or Stainless Steel

Without supporting frame?®

With supporting frame or equivalent
reinforcing?®

Minimum thickness

Uncoated, Metal coated,

Maximum width,” | Maximum length,® | Maximum width,” | Maximum length, | inches (mm) inches (mm)
inches  (c) | inches (¢Mm) | inches  (cm) | inches  (cm) [MSG] [GYG]

4.0 (1012) Not limited 6.25  (15.9) Not limited 0.020  (05f)[ 0.0p3  (0.58)

475 (1241 | 575  (146) | 675  (17.1) | 825  (21.0) [24] 24

6.0 (152) Not limited 9.5 (24.1) Not limited 0.026 () (0.66) | 0.0p9  (0.74)

7.0 a78) | 875  (22.2) 100  (25.4) 125  (31.8) [22) [2b]

8.0 (2013) Not limited 120  (30.5) Not limited 0.032  (0.81) | 0.0B4  (0.86)

9.0 @49 | 115  (202) | 130  (330) | 160  (40.8) [20] 201

125  (31]8) Not limited 195  (49.5) Not limited 0042  (1.07) | 0085  (1.14)

140  (396) 180  (457) | 210  (533) | 250 0\(63.5) [18] (18]

180  (457) Not limited 270  (68.6) Notlimited 0.053  (1.35) | 0.066  (1.42)

200 (50{8) | 250  (635) | 200  (737) | +860 @ (91.4) [16] [16]

22.0 (5919) Not limited 33.0 (83.8) Not limited 0.060 (1.52) 0.0p3 (1.60)

250 (635 | 310 (787) | 350  (889) | 430  (109.2) | [15] (5]

250  (635) Not limited 39.0 %99.1) Not limited 0.067  (1.70) | o0.0p0  (1.78)

200 (37 | 380  (91.4) | 410 (t0a) | 510 (1205) | (14 (4]

33.0 (838) Not limited 5110 (129.5) Not limited 0.080 (2.03) 0.0p4 (2.13)

38.0  (985) | 47.0  (119.4)y] ‘540 (137.2) | 660  (167.6) | [13] [14]

420  (104.7) Not limited 640  (162.6) Not limited 0.093  (236) | 0.007  (2.46)

470  (119.4) | 59.0 . (149.9) | 680 (172.7) | 840  (2134) | [12] (18]

520  (132.1) Not limited 80.0  (203.2) Not limited 0108  (274) | o111  (2.82)

60.0  (152.4) | J4.0° (188.0) | 840  (2134) | 1030 (261.6) | [11] 141

63.0 (160.0), Not limited 97.0 (246.4) Not limited 0.123 (3.12) 0.1p6 (3.20)

73.0 (181.4) 90.0 (228.6) 103.0 (261.6) 127.0 (322.6) [10] [10]

@ A supporting frame is a structure of angle or channel or a folded rigid section of sheet metal which is rigidly attached to and has
essentially the same outside dimensions as the enclosure surface and which has sufficient torsional rigidity to resist the bending
moments which may be applied via the enclosure surface when it is deflected. Construction that is considered to have equivalent
reinforcing may be accomplished by designs that will produce a structure which is as rigid as one built with a frame of angles or
channels. Construction considered to be without supporting frame includes:

1) Single sheet with single formed flanges (formed edges);

2) A single sheet which is corrugated or ribbed; and

3) An enclosure surface loosely attached to a frame; for example, with spring clips.

® The width is the smaller dimension of a rectangular sheet metal piece that is part of an enclosure. Adjacent surfaces of an
enclosure may have supports in common and be made of a single sheet.

¢ For panels which are not supported along one side, for example, side panels of boxes, the length of the unsupported side shall be
limited to the dimensions specified unless the side in question is provided with a flange at least 1/2 inch (12.7 mm) wide.
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Table 11.4

Minimum Thickness of Sheet Metal for Electrical Enclosures — Aluminum, Copper, or Brass

Without supporting frame?

With supporting frame or equivalent
reinforcing®

Maximum width,”

Maximum length,®

Maximum width,°

Maximum length,

Minimum thickness,

inches (cm) inches (cm) inches (cm) inches (cm) inch (mm)
3.0 (7.6) Not limited 7.0 (17.8) Not limited
35 (8.9) 40 (10.2) 8.5 (21.6) 95 (24.1) 0.023 (0.58)
4.0 (10.2) Not limited 10.0 (25.4) Not limited
5.0 (12.7) 6.0 (15.2) 10.5 (26.7) 13.5 (34.3) 0029 (0.74)
6.0 (15.2) Not limited 14.0 (35.6) Not limited
6.5 (16.5) 8.0 (20.3) 15.0 (38.1) 18.0 (45.7) > a6 (0.91)
8.0 (20.3) Not limited 19.0 (48.3) Not limited
9.5 (24.1) 1.5 (29.2) 21.0 (53.3) 25.0 (63:5) 0.045 (1.14)
12.0 (30.5) Not limited 28.0 (71.1) Not limited
14.0 (35.6) 16.0 (40.6) 30.0 (76.2) 37.0 (94.0) 0.058 (1.47)
18.0 (45.7) Not limited 42.0 (106.7) Not limited
20.0 (50.8) 25.0 (63.5) 45.0 (114.3) 55.0 1397 | o078 (1.91)
25.0 (63.5) Not limited 60.0 (152.4) Not limited
29.0 (73.7) 36.0 (91.4) 64.0 (162.6) 78.0 (198.1) 0.095 (2.41)
37.0 (94.0) Not limited 87.0 (221.0) Not limited
420 (106.7) 53.0 (134.6) 93.0 (236.2) 114.0 289.6) | 0122 (3.10)
52.0 (132.1) Not limited 123.0 (312.4) Not limited
60.0 (152.4) 74.0 (188.0) 130.0 (330.2) 160.0 (406.4) 0153 (3.89)

be limited to thie

1) Single sheet with single formed flanges (formed edges);

2) A single sheet whichk'is corrugated or ribbed; and

3) An enclosure surface loosely attached to a frame, for example, with spring clips.

@ A supporting fframe is a structure of angle or channel or a folded rigid section of sheet metal which is rigidly attachpd to and has
essentially the[same outside dimensions as the enclosure surface and which has sufficient torsional rigidity to resist the bending
moments which may be applied via the enclosure 'surface when it is deflected. Construction that is considered to hgve equivalent
reinforcing may be accomplished by designs that will produce a structure which is as rigid as one built with a frame |of angles or
channels. Congtruction considered to betwithout supporting frame includes:

® The width is the smallef dimension of a rectangular sheet metal piece which is part of an enclosure. Adjacent surfaces of an
enclosure may|have supports in common and be made of a single sheet.

¢ For panels whichare’ not supported along one side, for example, side panels of boxes, the length of the unsupporfed side shall

n) wide.

11.7 Polymeric materials

11.7.1

Polymeric materials used as an enclosure shall comply with the applicable portion of the Standard

for Polymeric Materials — Use in Electrical Equipment Evaluations, UL 746C, and also with the additional
requirements specified in this standard.

11.7.2 Conductive coatings applied to nonmetallic surfaces such as the inside surface of an enclosure,
shall comply with the appropriate requirements in the Standard for Polymeric Materials — Use in Electrical
Equipment Evaluations, UL 746C, unless flaking or peeling of the coating cannot result in the reduction of
spacings or the bridging of live parts.
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11.7.3 Among the factors taken into consideration when judging the acceptability of a nonmetallic
enclosure are:

a) The mechanical strength;

b) Resistance to impact;

c¢) Moi
d) Fla

e) Die

f) Res

under

All these fact

Section 62, a
11.74 A po

shall comply
for Enclosure

11.7.5 The

polymeric ma3

Standard for
11.8

11.8.1 Poly
for Polymeric

Exception: U
and similar e
with a minimy

11.8.2  All cq
Exception N9

tape, and oth
flame test ap

sture-absorptive properties;
mmability and resistance to ignition from electrical sources;

lectric strength, insulation resistance, and resistance to arc tracking; and

stance to distortion and creeping at temperatures to which the material may
any conditions of use.

nd the Mechanical Strength Tests for Enclosures, Section 66.

with the applicable requirements or polymeric enclosure conduit connections in
5 for Electrical Equipment, UL 50.

continuity of a conduit system shall be provided by{metal-to-metal contact and

Enclosures for Electrical Equipment, UL 50.

Internal materials

eric materials used within an enclosure shall be evaluated in accordance with
Materials — Use in Electrical Equipment Evaluations, UL 746C.

nrated resistors, capacitars, semiconductors, integrated circuit packages, opt
pctrical components weet the intent of the requirement when they are mounted
m flammability rating of V-1.

mbustible material used within an enclosure shall be V-2, HF-2, or better.

. 1. Moters, relays, capacitors, semiconductors, transformers, switches, insula

plicable to the component. Meter faces and cases (when determined capable

prs are considered with respect to aging in accordance with the Polymeric M

ymeric enclosure intended for connection to a rigid metallic ‘or'nonmetallic co

terial. It shall also comply with the requirements for polymeric enclosure bq

er.electrical elements are exempt from the above requirement when they cor

e subjected

aterials Test,

nduit system
the Standard

not rely on a

nding in the

the Standard

ical isolators,

on a material

ing tubing or
nply with the
for mounting

live parts) and indicator lamps or jewels, or both, are exempt from flammability requirements. The
following requirements apply to parts that are isolated either by at least 0.5 inch (12.5 mm) of air, or a solid
barrier of V-1 or less-flammable material from uninsulated electrical parts that involve a risk from electrical
energy-high current levels:

a) Gears, cams, belts, bearings, strain-relief bushings applied over PVC-jacketed cords, and other
small parts that contribute negligible fuel to a fire is not required to be investigated.

b) Tubing for air or fluid systems, and plastics, shall not be more flammable than HB. Foamed
plastics classed HBF in accordance with the Standard for Tests for Flammability of Plastic
Materials for Parts in Devices and Appliances, UL 94, are determined as complying with this
requirement.

Exception No. 2: Combustible material used within an enclosure is not prohibited from being HB when the

power source

s to the enclosure meet the criteria for no risk of fire as defined in 6.19(e).
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11.9 Produ

11.9.1

ct enclosure mounting

An enclosure shall have means for mounting that shall be accessible without disassembly of any

operating part of the product. Removal of a completely assembled panel to mount the enclosure is not
considered to be disassembly of an operating part.

11.10 Battery compartments

11.10.1

A compartment for vented storage batteries shall have a total volume at least twice the volume

occupied by the batteries. Ventilating openings shall be provided and so located as to permit circulation of
air for dispersion of gas while the battery is being charged at the highest rate permitted by the means

incorporated in-the-control-unit-
11.10.2 The interior of a storage battery compartment shall be protected so that it(will be resistant to
detrimental action by the electrolyte, such as two coats of acid-resistant and alkali-resistapt paint or by
baked enamel.
11.11 Alarm sounding devices
11.11.1  Englosures employed as a housing to protect an alarm sounding device from being|silenced by a
physical attgck shall comply with the construction requirementsyin 11.11.2 — 11.11.9, a$ well as the
performance|requirements noted in 67.2.2 (Attack Test).
11.11.2 The construction of an inside alarm housing shall:
a) Be equivalent in strength to a 0.053 in (1.35 mm) thick sheet steel enclosure Having a steel
baffle|plate over all louvers or direct sound gpening, and
b) Be|provided with door or cover securing devices, and otherwise constructed to resist attempts to
silende the alarm by the attack methods described in 67.2.3.1.
11.11.3 The construction of an outside alarm housing shall be at least equivalent in strength to a 0.067 in
(1.70 mm) sheet steel outer housing and an electrical inner lining of 0.053 in (1.35 mm) sheet steel,
covering all sides except the back. An attempt to remove the alarm housing from its mounting surface or
an attempt tg disassemble it shall result in an alarm signal when the alarm system is set for{duty. At least
one-half of the outer-cover-securing devices shall be supervised so as to result in an alarm signal if any
are removed while the alarm system is set for duty. If the alarm housing is intended for use outdoors, it
shall also comply with Sections 71 and 72.
11.11.4 The euter housing and inner lining of an outside alarm housing shall be connected in the closed

protection circuit or fully insulated electric Tinings shall be used so that an alarm will result if the housing is
penetrated by drills, pry bars, or similar tools.

11.11.5 Connection of linings, housings, and housing contacts shall be supervised by the closed
protection circuit that enters and leaves at different points. If the housing is intended to be grounded, it
shall be connected to the correct circuit with respect to single-circuit protection wiring.

11.11.6 For Bank Safe and Vault applications, the alarm housing shall be at least equal in mechanical
strength and electrical protection to a 0.123 in (3.12 mm) sheet steel enclosure with an electrically
connected lining completely covering the interior of the housing. Mechanical safeguards shall be placed
around the ringing mechanism, sources of energy, and the like, to withstand an attack as specified in
67.3.3.


https://ulnorm.com/api/?name=UL 2610 2023.pdf

42 UL 2610 JANUARY 31, 2023

11.11.7 The alarm housings described in 11.11.2, 11.11.3 and 11.11.6, shall be provided with an opening
or knockout for the connection of conduit or electrical metallic tubing in the mounting surface of the
housing that is to be used for the conductors used to supply power to the alarm sounding device. The
opening or knockout in the outside alarm housing shall only be accessible when the cover of the inner
housing or lining is removed.

Exception: Such an opening is not required if the power supply for the alarm sounding device is located
within the alarm housing.

11.11.8 An inside audible alarm sounding device shall provide for the connection of conduit or electrical
metallic tubing or shall provide for mounting to an electrical back box that will provide for such connection.

11.11.9 Alar
requirements
Systems.

12 Electric

12.1  Any p3
the Electric S

12.2 There

13 Corrosion Protection

13.1 lron ar]
be protected
means. Beari

13.2 There
other parts uf

Exception No
corrosion of
unintentional
unit.

Exception No
protection ag

noted in UL 681, Standard for Installation and Classification of Burglar@nd H

Shock

rt that is exposed during operator servicing shall not present.the risk of electri
nock Current Test, Section 51.

d steel parts, other than bearings, and.the’like, where such protection is imprad

ng surfaces shall be of such materials and construction as to resist binding due {

Huirement of 13.1 applies to-all enclosures of sheet steel or cast iron, and to al
on which intended mechanical operation may depend.

1: This requireméent.does not apply to parts, such as washers, screws, bolts, &
such unprotected_parts would not be likely to result in a risk of fire, elect
contact with rmoving parts that may cause injury to persons, or to impair the op

2: PRarts made of stainless steel, polished or treated, if necessary, do not requ
hinstcorrosion.

Im housings and their enclosed sounding devices are to be installed in accordJmce with the

loldup Alarm

c shock. See

blacement of any component used in the product shaltnot result in a risk of electric shock.

ticable, shall

against corrosion by enameling,-galvanizing, sherardizing, plating, or othgr equivalent

D corrosion.

springs and

nd the like, if
ric shock, or
pration of the

ire additional

13.3 Metals

shall be galvanically compatible.

Exception: If galvanic action does not impair intended operation of the product, or result in the risk of fire,
electric shock, or unintentional contact with moving parts that may cause a risk of injury to persons, this
requirement does not apply.

13.4 Hinges and other attachments shall be resistant to corrosion.

13.5 For outdoor use products, also refer to the Corrosion Tests in Section 80.

FIELD WIRING CONNECTIONS
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14 General

14.1

by the National Electrical Code, ANSI/NFPA 70.

15 Cord-Connected Products

15.1

Wiring terminals or leads shall be provided for connection of conductors of at least the size required

A portable product that is intended to be connected to high-voltage or line voltage branch-circuit

supply shall be provided with not less than 6 feet (1.8 m) of flexible cord and grounded attachment plug of
acceptable type and rated for connection to the supply circuit.

4 4. 44 Q

Exception Ng-

cord may re
persons, imy
product.

Exception N
when the prg

15.2  Aflexi

Ll ol L. L Ll VAN 3 A L flo oL L il dodlo o4 &L
r. 111 ouru lllay VT T1COoO UidimT U TCTl ( .0 lll/ mr lcl’yll' mirero Cvidcerio arrat tarec - uo

sult in damage to the cord or product, or result in a risk of fire, electric shot
air intended operation of the product, or is not required for the intended ‘0p

D. 2: A polarized attachment plug, rather than a grounded attachment plug,
duct has no accessible dead-metal parts likely to be energized:

ble cord is acceptable for use with a stationary product.

15.3 The flgxible cord shall have a voltage rating not less than thé rated voltage of the prod

have an amp

acity that is not less than the current rating of the product.

15.4 The fléxible cord on a cord-connected unit shall‘be"as indicated in Table 15.1 or shall |

least as serv|
those specifi

ceable for the particular application. 15.2 specifies cord types determined to be
pd in Table 15.1.

of the longer
k, or injury to
bration of the

is acceptable

uct, and shall

e of a type at
equivalent to

Table 15.1
Power Supply Cords
Type of appliance Type of cord

Table-model pfoducts (for use on a.table, desk, and the like) that are SV, SP-2, SP-3
not frequently noved
Products that gre intended foruse on desks, counters, or tables and SV, SP-2
are moved frequently
Hand-held profiucts TS?, SVP
Floor-mounted products SJ, S
Wall-mounted products SV°, SP-2°,SP-3°,5J,S

® Type SV and
¢ Type SV, SP-

2 A tinsel cord shall be used when all of the following conditions are met:
1) The cord is no longer than 8 feet (2.4 m);
2) The cord is attached to the product directly or by means of a plug intended for that purpose;
3) The product rating is not higher than 50 W; and

4) The intended use of the appliance requires an extremely flexible cord.

similar cords shall be used when each conductor is made up of 36 AWG (0.01 mm?) strands.
2, SP-3, and similar cords shall be used only when the cord is no longer than 5 feet (1.5 m).
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Table 15.2
Equivalent Cords

Basic cord type Equivalent types
TS TST
SP-2 SPE-2, SPT-2
SP-3 SPE-3, SPT-3
SV SVE, SVO, SVOO, SVT, SVTO, SVTOO
SJ SJE, SJO, SJOO, SJT, SJTO, SITOO
S SE, SO, SO0, ST, STO, STOO

15.5 The cU
rating.

15.6 Thevo
a product is
attachment p|
when shipped

15.7 A plug

accidental removal.

Exception: Tt
primary powe

15.8 The pd

result in straif being transmitted to terminals, splices, or internal wiring. See the Strain Relief

65.

15.9 Aknot
15.10 Clam
without varni

equivalent is

15.11 The s
cord-entry ho

rrent rating of the attachment plug shall not be less than 125 % of the produ

Itage rating of the attachment plug shall correspond to the rated voltage of the p
intended for use on two or more different values of voltage by internal con
ug provided with the product shall be rated for the voltage.for, which the pro
from the factory.

-in transformer shall be attached permanently to the{power receptacle so 4

is requirement is not applicable if a local audible trouble signal is annunciated
r.

wer supply cord shall be provided with;strain relief means so that a stress on thé

shall not be used to provide strain relief.

bs of any material{(metal or otherwise) are acceptable for use on cords and

necessary to prevent the clamp from damaging the cord or supply leads.

upply cord*or supply leads shall be prevented from being pushed into the uni
e if such displacement is likely to:

Ct nameplate

oduct. When
hections, the
duct is wired

s to prevent

upon loss of

cord will not

Test, Section

supply leads

hed-cloth insulating tubing or the equivalent under the clamp unless the tubing or the

I through the

a) Suk

jnnf the cord or cllpply leads tomechanical dnmago orto exposure toa fnmpo

ature higher

than that for which the cord or supply leads are rated;

b) Reduce spacings (such as to a metal strain-relief clamp) below the minimum acceptable values;

or

c) Damage internal connections or components.

16 Permanently-Connected Products

16.1

with the National Electrical Code, ANSI/NFPA 70, would be acceptable for it.

A fixed product shall have provision for connection of one of the wiring systems that, in accordance

16.2 A product intended for permanent connection to the branch-circuit supply shall have provision for
installing the supply conductors in rigid metallic or non-metallic conduit.
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16.3 A knockout or other supply-connection opening located where temperatures in excess of 140 °F
(60 °C) have been measured during the Temperature Test, Section 56, and not having qualifying marking
as specified in 89.13, shall be sealed by welding or the equivalent or be permanently marked adjacent to
the opening with: "Do Not Use".

16.4 A knockout provided for connection of a field-wiring system to a field-wiring compartment shall
accommodate conduit of the trade size determined as specified in Table 16.1.

Table 16.1
Trade Size of Conduit in inches (mm OD)

Wire sizt Number of wires
AWG (]nm?) 2 3 4 5 6
14 2.1 1/2 (21.3) 1/2 (21.3) 1/2 (21.3) 1/2 (21.3) 2 (21.3)
12 3.3 1/2 (21.3) 1/2 (21.3) 1/2 (21.3) 3/4 (26.7) /4 (26.7)
10 5.3 1/2 (21.3) 1/2 (21.3) 1/2 (21.3) 3/4 (26.7) /4 (26.7)
8 8.4 3/4 (26.7) 3/4 (26.7) 1 (33.4) 1 (33.4) 1{1/4 (42.3)
6 3.3 3/4 (26.7) 1 (33.4) 1 (33.4) 1-1/4 (42.3) 1{1/4 (42.3)
NOTE - This tgble is based on the assumption that all conductors will be of the saméssize and there will not be mor¢ than six
conductors in the conduit. If more than six conductors will be involved or if all of tiem are not of the same size, the ifternal cross-
sectional area ¢f the smallest conduit that may be used is determined by multiplying by 2.5 the total cross-sectional farea of the
wires, based on the cross-sectional area of Type THW wire.

16.5 The Ipcation of a terminal box or compartment in which branch-circuit conngections to a
permanentlyjwired product are to be made shall be\such that the connections can be reaglily inspected
without distufbing the wiring or the product after the’product has been installed as intended.

16.6 A terminal compartment intended_ for-the connection of a supply raceway shall He secured in
position and pttached to the product to prévent turning.

16.7 The figld-wiring compartment.area of a product shall be of sufficient size for completing all wiring
connections ps specified by the-installation wiring diagram.

16.8 Wherg damage to_field-wiring insulation may be caused by internal components or sharp edges in
the wiring compartment,-insulating or metal barriers having smooth, rounded edges shall b¢ provided, or
the following|or equivalent wording marked in the wiring area shall be present: “CAUTION — When Making
Installation, Route Field Wiring Away From Sharp Projections, Corners, and Internal Components”.

16.9 The wiring terminals of a product intended for mounting in an outlet box shall be located or
protected so that, upon installation, the wiring in the outlet box is not forced against the terminals or other
sharp edges so as to damage the conductor insulation, and/or the terminals or stripped leads do not come
into contact with the walls of the outlet box.

16.10 The product shall be provided with field-wiring terminals or leads for the connection of conductors
having an ampacity not less than 125 % of the current input of the product when connected to a rated
source of supply. It is assumed that branch circuit conductors rated 60 °C (140 °F) will be used.

16.11 The free length of a lead inside a terminal box or compartment shall be 6 inches (152 mm) or
more, provided with strain relief, shall not be smaller than 18 AWG (0.82 mm?), and the insulation
thickness, when of rubber or thermoplastic, shall not be less than 0.030 inch (0.76 mm) minimum average
and 0.027 inch (0.69 mm) minimum at any point when the lead is intended for field connection to an
external circuit.
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Exception: The lead shall be less than 6 inches (152 mm) long when it is evident that the use of a longer
lead results in a risk of fire or electric shock.

16.12 A field-wiring terminal shall be kept from turning or shifting in position by means other than friction
between surfaces. This shall be accomplished by two screws or rivets, by square shoulders or mortises,
by a dowel pin, lug or offset, by a connecting strap or clip fitted into an adjacent part, or by some other
method determined to be the equivalent.

16.13 A field-wiring terminal shall comply with the requirements in 17.2 for field-wiring terminals (general

application) except a wire-binding screw shall not have a diameter smaller than No. 8 (4.2 mm).

16.14 A terminal-intended—for-the—connection—of-a nr'r\llnrlari Qllphl\l conductor /nnllf'

composed of
terminals, or
attached wirin

16.15 Alea
or gray color

16.16 A me
mechanical s|
leads providg
internal conn
Test, Section

17 Other Fi

17.1 Gener
17.1.1
least the size]
circuit.

17.1.2  All fi
integral with t

17.1.3 Dupl
products inte
addressable
It is not proh

A product shall be provided withwiring terminals or leads for the connection of con

or plated with metal that is white in color and shall be dlst|ngmshable frg
identification of that terminal shall be clearly shown in some other mannery/sy
g diagram.

i intended for the connection of a grounded supply conductor (neufral) shall be f
hnd shall be distinguishable from the other leads.

ans of strain relief shall be provided for the field supply(leads of a product tg
ress from being transmitted to terminals and internal.eonnections. Inward moy
d with a ring-type strain relief or means determined\o be the equivalent shall
bctions or components, or result in a reduction-of electrical spacings. See the
65.

eld-Wiring Connections

Al

required by the National-Electrical Code, ANSI/NFPA 70, corresponding to the

pld-wiring connections shall be contained in either an enclosed field wiring
he product or.in\a’separate outlet box to which the product is to be mounted.

cate terminals or leads, or an equivalent arrangement, shall be provided fi
hded<to be connected to initiating-device circuits, notification appliance circ
signaling line circuits of a control unit; one for each incoming and one for each o

al) shall be
m the other
ch as on an

nished white

prevent any
ement of the
not damage
Strain Relief

ductors of at
rating of the

compartment

br circuits of
uits, or non-
utgoing wire.

bited that a2 common terminal be used in lieu of Hllplir\nfn terminals when it i

intended to

prevent the looping of an unbroken wire around or under a terminal screw in a manner that permits the
looped wire to remain unbroken during installation, thereby precluding supervision in the event the wire
becomes dislodged from under the terminal. A notched clamping plate under a single securing screw,
where separate conductors are intended to be inserted in each notch, is an equivalent arrangement.

17.1.4 There shall be adequate space within a terminal or wiring compartment to permit the use of a
standard conduit bushing when a bushing is required for installation.

17.1.5 The field-wiring compartment area of a product to which connections are to be made is to be of
sufficient size for completing all wiring connections as specified by the installation wiring diagram.

17.1.6 The wiring terminals of a product intended for mounting in an outlet or junction type box shall be
located or protected so that, upon installation:
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a) The wiring in the outlet box is not forced against the product, product's terminals, or sharp edges
so as to damage the conductor insulation or product's unprotected components; and/or

b) A product with exposed wiring terminals shall be held in its intended mounting location inside the
box by mechanical means.

17.2 Field-wiring terminals (general application)

17.2.1

As specified in these requirements, field-wiring terminals are those terminals to which power,

signal, or communication circuits (including equipment grounding) will be made in the field when the
product is installed as intended.

17.2.2 Afig

a) 17

b) Th
c) Th

d T
Cond

e) Th

also

The current-

material. Se
terminals int

Standard for
installation in
specific conn

Exception:

communicati
minimum pe
AWG for hori

1723 A fi
accomplishe
lug, or offset

I

e Standard for Equipment Wiring Terminals for Usey'With Aluminum amd/or Copper

Id-wiring terminal shall comply with the requirements in:
2.4 —-17.2.7;
b field wiring requirements in the Standard for Electrical Quick-Connect Terminal

Standard for Wire Connectors, UL 486A-486B;

Lictors, UL 486E; or

b Standard for Terminal Blocks, UL 1059, rated forfield-wiring (FW) Code 2 ap

carrying parts shall be silver, copper, a'copper alloy, or a similar nonferrod
curing screws and the like may be plated steel. Equipment provided with
ended for field termination of electrical conductors to the equipment and comp
Electrical Quick-Connect Termjnals, UL 310, shall be provided with strain r|
structions shall include instructions for effecting the strain relief and include ref
ectors to be used.

n the case where.power is supplied to the burglar alarm unit from a
pns cable source-~that has been tested and is in compliance with Section
'missible field wiring wire size to be used shall not be less than 26 AWG for pa
zontal or riser.cable.

pld-wiring) terminal shall be prevented from turning or shifting in position.
l by means, such as two screws or rivets; by square shoulders or mortises; by
or'by a connecting strap or clip fitted into an adjacent part. Friction between s

uitable for the voltage, current, wire range, and.wire type of the intended applicafi

s, UL 310;

plications and
on.

s conductive
nuick-connect
lying with the
clief, and the
erence to the

power over
36, then the
tch cords; 24

This may be
a dowel pin,
urfaces is not

acceptable f

r preventing movementof the terminats:.

17.2.4 Nonferrous soldering lugs or solderless (pressure) wire connectors shall be used for 10 AWG (5.3
mm?) and larger wires. When the connectors or lugs are secured to a plate, the plate thickness shall not
be less than 0.050 inch (1.3 mm) thick. Securing screws may be plated steel.

17.2.5 A wire binding screw used at a wiring terminal shall not be smaller than No. 8 (4.2 mm diameter).
Plated screws are not prohibited.

Exception: A No. 6 (3.5 mm diameter) screw may be used for the connection of one 14 AWG (2.1 mm?) or
smaller conductor and a No. 4 (2.8 mm diameter) screw may be used for the connection of one 19 AWG
(0.65 mm?) or smaller conductor.

17.2.6 Terminal plates tapped for wire binding screws shall:
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a) Have not less than two full threads in the metal (the terminal plate metal may be extruded to
provide the two full threads) and shall have upturned lugs, clamps, or the equivalent, to hold the
wires in position. Other constructions may be employed if they provide equivalent thread security of
the wire binding screw. However, two full threads are not required if fewer threads will result in a
secure connection in which the threads will not strip with tightening torque in accordance with the
values indicated in the Standard for Wire Connectors, UL 486A-486B.

b) Be of a nonferrous metal not less than 0.050 inch (1.3 mm) thick when used with a No. 8 (4.2
mm diameter) or larger screw, and not less than 0.030 inch (0.76 mm) thick if used with a No. 6 (3.5
mm diameter) or smaller screw.

17.2.7 When two or more conductors are intended to be connected by wrapping under the same screw,

a nonferrous| intervening metal washer shall be employed for each additional conductar.

washer is nof required when two conductors are separated and intended to be secured Wnd

clamping pla
means, such

L

. When the wires protrude above terminal barriers, the nonferrous separator
s upturned tabs or sides, to retain the wire.

17.3 Field-wiring terminals (qualified application)

17.3.1 Any
they comply

a) Tel
securi

b) So
specig

c) Qui
posts

conne
shall 4

d) Pu
switch
type r
spring
condu
be us¢

e) Sol

pf the following terminal configurations may be employed for connection of field
yith all of the requirements in 17.3.2.

ephone Type Terminals — Nonferrous terminal platés using a narrow V-sh
g of a conductor in a special post design. Requires special tool for wire connec

derless Wrapped Terminals — Solderless.wWrapped nonferrous terminals whi
| tool and terminal post design;

ck-Connect Terminals — Nonferrous quick-connect (push type) terminals consi
permanently secured to the device and provided with compatible female cq
ction to field wiring. These require a special tool for crimping of field wires. Mat
e shipped with the product with instructions for their installation;

sh-In Terminals — Nonferrous (screwless) push-in terminals of the type us
es and receptacles:wherein solid conductors may be pushed into slots contg
emaining contaets./The leads can be removed by means of a tool inserted t
tension on the-conductor. Push-in terminals are not acceptable for use w
ctors. The-marking adjacent to the terminal shall indicate that copper conducto
d;

HerTerminals — Conventional nonferrous solder terminals;

A separator
Br a common
shall include

wiring when

ped slot for
ion;

ch require a

s5ting of male
nnectors for
ing terminals

ed on some
ining spring-
o relieve the
th aluminum
's only are to

f) Communication Terminals — For Ethernet, USB, FireWire (IEEE 1394), and the like data
transmission, employing connectors complying with the requirements of the Standard for
Communications-Circuit Accessories, UL 1863, or the Standard for Component Connectors for
Use in Data, Signal, Control and Power Applications, UL 1977;

Exception: In the case where power is supplied to the burglar alarm unit from a power over
communications cable source that has been tested and is in compliance with Section 36, then the
field wiring terminal shall typically be an RJ-45 style jack that complies with the requirements of the
Standard for Communications-Circuit Accessories, UL 1863.

g) Other Terminals — Other terminal connections may be employed if found to be equivalent to (a) —
(f) and limited to the same restrictions.

17.3.2 Any of the terminal configurations listed in 17.3.1 may be employed for connection of field wiring

when there is

compliance with all of the following:
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a) When a special tool is required for connection, its use shall be indicated on the installation wiring
diagram and the name of its manufacturer and its model number or equivalent shall also be
indicated, along with information as to where the tool may be obtained.

b) The range of wire sizes shall be indicated on the installation wiring diagram. The minimum

permi

ssible wire size shall not be smaller than 26 AWG (0.13 mm?).

¢) The wire size to be employed shall have the current-carrying capacity for the circuit application.

d) The terminal configuration shall comply with the requirements in the Special Terminal
Assembilies Tests, Section 68.

Exce

tion: Terminals complying with the requirements in any of the standards spec

ified in 17.2.2

(b) -
17.4 Field-
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wiring leads

Leagls provided for field and/or splice connections to a low-voltage power-limited ci

6 inches (152 mm) long, shall not be smaller than 22 AWG (0.32 mm?), a
/64 in. (0.4 mm) thick.

. 1: A lead may be less than 6 inches long if it is evident that the use of a lon
page to the lead insulation or product, or result imadtisk of fire, electric shoc
b not required for the intended operation of the product.

. 2: Copper leads as small as 26 AWG (0.18mm?) may be used if:

b current does not exceed 1 ampere foklengths up to 2 feet (61 cm) and the cu
d 0.4 ampere for lengths up to 10 feet(3.05 m);

bre are two or more conductors and they are covered by a common jacket or the
b assembled conductorscaomply with the requirement of 62.2 for strain relief; and

b installation instructions indicate that the lead shall not be spliced to a conduct
VG (0.82 mm?).

D. 3: In the-case where power is supplied to the burglar alarm unit from
bns cable‘source that has been tested and is in compliance with Section
'missible-field wiring wire size to be used shall not be less than 26 AWG for pa
Zontal or riser cable.

pction 68.
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h power over
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17.4.2 Leads intended for connection to a high voltage circuit shall not be less than 6 inches (152 mm)
long and shall not be smaller than 18 AWG (0.82 mm?). The insulation, when of rubber or thermoplastic,
shall be a minimum 0.30 inch (0.76 mm) minimum average and 0.027 inch (0.69 mm) minimum at any
point.

17.4.3 All leads intended for connection to an external circuit shall comply with the Strain Relief Test of
Section 65.

17.5 Power-limited circuits

17.5.1 When the design of the product is such that the product either requires or permits power-limited
circuit conductors to occupy the same enclosure as electric light, power, Class 1, or non-power-limited fire-
protective signaling-circuit conductors, or medium-power network-powered broadband communications-
circuit conductors, both of the conditions in (a) and (b) shall be met:
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a) The enclosure shall provide one or more cable openings into the enclosure. When a single
opening is provided, a continuous and firmly fixed nonconductor, such as flexible tubing, shall be
provided. This is required so that the power-limited conductors are segregated from electric light,
power, Class 1 conductors, non-power-limited fire-protective signaling conductors, and medium-
power network-powered broadband communications-circuit conductors. The installation document
of the product shall completely detail cable entry routing of all conductors into the product;

b) The product shall be constructed so that, with all field-installed wiring connected to the product,

either:

1) A minimum 1/4 inch (6.4 mm) is provided between all power-limited conductors and all
electric light, power, Class 1 conductors, non-power-limited fire-protective signaling

17.5.2 Com
configuration
maintain the

See also 89.3.

17.6 Comnlunication circuits

17.6.1 Whe
as covered by
requirements
Information T
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conductors; or

2) For circuit conductors operating at 150 V or less to ground where-the
conductors are installed using Types FPL, FPLR, FPLP, or equivalent cableg
1/4 inch (6.4 mm) separation is provided between these powersimited cabl
extending beyond the jacket and all electric light, power, Class*1 conductors
limited fire-protective signaling conductors, and medium-power netw
broadband communications-circuit conductors.

pbliance with the requirements in 17.5.1 shall -be’ achieved by specific
5 that are detailed in the installation document, or when a wire routing sch
equired separation, barriers, or nonconductive.sfeeving shall be used to provid

e a product has provisions for,connection to communication circuits that use g
Article 800 in the National Electrical Code, ANSI/NFPA 70, the product shall co
for protection against overvoltage from power line crosses described in the
bchnology Equipment — Safety — Part 1: General Requirements, UL 60950-1, or
Lo, Information and €ommunication Technology Equipment — Part 1: Safety R

nding means shall be provided for all equipment containing high voltage circui
At require grounding.
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18.2 The fol

lowing are considered to constitute means for grounding:

a) In a product intended to be permanently connected by a metal enclosed wiring system, a
knockout or equivalent opening in the metal enclosure of the product for the connection of metal-
clad cable, conduit, metal raceway, or the like.

b) In a product intended to be permanently connected by a nonmetallic enclosed wiring system,
such as nonmetallic-sheathed cable, an equipment grounding terminal or lead.

¢) In a cord-connected product, an equipment grounding conductor in the cord.

18.3 On a permanently-connected product, a terminal intended solely for the connection of an equipment
grounding conductor shall be capable of securing a conductor of the size rated for the application in
accordance with the National Electrical Code, ANSI/NFPA 70.
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18.4 A soldering lug, a push-in terminal, a screwless connector, or a quick-connect or similar friction fit
connector shall not be used for the grounding terminal intended for the connection of field supply
connections or for the grounding wire in a supply cord.

18.5 On a permanently-connected product, a wire-binding screw or a pressure wire connector intended
for the connection of an equipment-grounding conductor shall have one of the following:

a) A green-colored head that is hexagonal, slotted, or both;
b) A plainly identified marking of "G," "GR," “GND”, "Ground," or "Grounding," or the like;

¢) A marking with the Symbol 5019 graphic from IEC Publication 60417-1 shown in Figure 18.1; or

d) A marking on a wiring diagram provided on the product.

The wire binding screw or pressure wire connector shall be secured to the frame lor englosure of the
product and|shall be located so that it is unlikely to be removed during service' operatipns, such as
replacing fusgs, resetting manual-reset devices, or the like.

Figure 18.1

International Electrical Symbol

istaken for a
..... , ) . ROUND" or

18.6 If a presstire wire connector intended for grounding is located where it could be
neutral condueter-ef-a—greunded-supply— j ii i
with a green color identification or both.

18.7 A field-wiring terminal intended solely for connection of an equipment-grounding conductor shall be
capable of securing a conductor of the size specified in Table 18.1.
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Table 18.1
Bonding Wire Conductor Size

Size of bonding conductor?
Rating of overcurrent device, Copper wire, Aluminum wire,

amperes AWG (mm?) AWG (mm?)

15 14 2.1) 12 (3.3)

20 12 (3.3) 10 (5.3)

30 10 (5.3) 8 (8.4)

40 10 (5.3) (8.4)

O 1Y (573) 8 (8.4)

100 8 (8.4) (13.3)

400 6 (13.3) 4 (21.2)

@ Or equivalent cross-sectional area.

18.8 On a permanently-connected product, the surface of an insulated\lead intended dolely for the
connection of an equipment-grounding conductor shall be green with ‘o without one or|more yellow

stripes, and n

18.9 On a g
without one o
shall be secu
to be remov

conductor shall be connected to the grounding blade orterminal of the attachment plug.

18.10 Wher
each such co

18.11
grounding of
energized an
operations lik

18.12 Uning
components,
except as ind

In a product intended for connection to a high-voltage source, provision shall be

o other lead shall be so identified.

ord-connected product, the grounding conductor ©f the flexible cord shall be
' more yellow stripes, and no other conductor shall be so identified. The groundi
red to the frame or enclosure of the product by:a-positive means (see 18.18), th
bd during any servicing operation not involving the power supply cord. TH

a product is provided with means-for separate connection to more than one g
hnection shall be provided with almeans for grounding.

all exposed or accessible noncurrent-carrying dead metal parts that are m
d that may be contacted by the operator, user, or by service personnel d
bly to be performéd)while the product is energized.

ulated metal-parts, such as cabinets, electrical enclosures, capacitors, and ot

cated.in"18.13.

18.13 Meta

g conductor
tis not likely
e grounding

I.‘reen with or

ower supply,

made for the
ight become
iring service

her electrical

shall be~bonded for grounding if they may be contacted by the operator or sg¢rviceperson,

pnr’fe described as follows need not be grol inded-

a) Adhesive-attached metal-foil markings, screws, handles, and the like, which are located on the
outside of enclosures or cabinets and isolated from electrical components or wiring by grounded
metal parts so that they are not likely to become energized.

b) Isolated metal parts, such as small assembly screws, etc., which are positively separated from

wiring

and uninsulated live parts.

c) Cabinets, panels, and covers that do not enclose uninsulated live parts when wiring is positively
separated from the cabinet, panel, or cover so that they are not likely to become energized.

d) Panels and covers which are insulated from electrical components and wiring by an insulating
barrier of vulcanized fiber, varnished cloth, phenolic composition, or similar material that is a
minimum of 1/32 inch (0.8 mm) thick, and secured in place.
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18.14 All dead-metal parts that are accessible during intended use or user servicing, and that are
capable of becoming energized from circuits involving a risk of electric shock, shall be connected together
and to the grounding means.

Exception: Not applicable for metal parts as described in 18.13.

18.15 The metal enclosure of a product having a slide-out chassis is considered to be grounded if the
resistance between the point of connection of the equipment grounding means and enclosure does not
exceed 0.1 ohm. Unless a separate grounding conductor is used, this will require that all nonconductive
coatings between the enclosure and equipment grounding means be penetrated when the chassis is
inserted in the enclosure. In such cases, metal-to-metal contact must be maintained at any point of

insertion or

ithdrawal of the chassis

18.16 Meta
for bonding 3

a)An
b) Th
18.17 A se
acceptable fq

against corr
separate bor

a) Be
or fra

b) No
unles|

I-to-metal hinge bearing members for a door or cover are considered to meet/th
door or cover for grounding if:

hinimum of two pin-type hinges are employed, each with a minimuri-of three kny

e hinges are continuous (piano-type).

r use as an electrical conductor. Ferrous metal parts_in the grounding path shal
pbsion by metallic or nonmetallic coatings, such“as enameling, galvanizing,
ding conductor or strap shall:

protected from mechanical damage or be-lo¢ated within the confines of the oU
me; and

[ be secured by a removable fastenerused for any purpose other than bonding
5 the bonding conductor is unlikely to be omitted after removal and replac

fastener.

18.18 The

bolted or scr
paint or vitre
or other nonr

18.19 With
serrations u
bonding meg

bonding shall be by a positive means, such as by clamping, riveting, brazing, V

bus enamel. Bonding around a resilient mount shall not rely on the clamping ag
netallic material.

nder the—screw head, is acceptable for penetrating nonconductive coatings
ns.depends upon screw threads, the use of two or more screws or two full threg

screw engag

b requirement

ckles; or

parate component-bonding conductor shall be of copper; a copper alloy, or ¢ther material

be protected
or plating. A

ter enclosure

for grounding
ement of the

velding, or by

ewed connection. The bonding connection shall penetrate nonconductive coatjngs, such as

tion of rubber

reference{to 18.18, a bolted or screwed connection that incorporates a stpr washer or

5. Where the
ds of a single

ng.the metal is in compliance with 18.18.

18.20 On a cord-connected product, a bonding conductor or strap shall have a cross-sectional area not
less than that of the grounding conductor of the supply cord. See also 18.23 and 18.25.

18.21

On a permanently-connected product, the size of a conductor employed to bond an electrical

enclosure shall be based on the rating of the branch-circuit overcurrent device to which the equipment will
be protected. The size of the conductor or strap shall be in accordance with Table 18.1. An equipment
grounding conductor is not required to be larger than the circuit conductors supplying the equipment.

18.22 A conductor, such as a clamp or strap, used in place of a separate wire conductor as indicated in
18.21, is acceptable if the minimum cross-sectional conducting area is equivalent to the wire sizes
specified in Table 18.1.
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18.23 A bonding conductor to an electrical component need not be larger than the size of the conductors
supplying the component.

18.24 Splices shall not be employed in wire conductors used to bond electrical enclosures or other
electrical components.

18.25 If more than one size branch circuit overcurrent protective device is involved, the size of the
bonding conductor is to be based on the rating of the overcurrent device intended to provide ground-fault
protection for the component bonded by the conductor. For example, if a component is individually
protected by a branch circuit overcurrent device smaller than other overcurrent devices used with the
equipment, a bonding conductor for that component is sized on the basis of the overcurrent device
intended for ground-fault protection of the component

18.26 The dontinuity of the grounding system of the product shall not rely on the dimensional integrity of
nonmetallic material.

18.27 Wher a means for grounding is provided on the product, even thoughtit is not reqpired, it shall
comply with the requirements in 18.1 — 18.26.

INTERNAL WIRING

19 General

19.1 The wifing and connections between parts of a produet'shall be protected or enclosed] or they shall

be inacord o

19.2 Interng
for 0 — 300 vd
wiring is not 3
than 1/32 inc
to the interna

19.3 Leads
length to pern

I cable that has been evaluated and determinéd to be rated for the application.

| wiring shall have thermoplastic or rubber insulation not less than 1/64 inch ((
It applications if power is less than-375 volt-amperes, current is less than 5 amp
ubject to flexing or mechanical*abuse. Otherwise, thermoplastic or rubber insul
n (0.8 mm) thick and rated 600-volts, or appropriately rated supplementary insu
wiring, shall be used.

or a cable assembly; connected to parts mounted on a hinged cover, shall be
nit the full opening of the cover without applying stress to the leads or their conr

leads shall bg¢ secured or equivalently arranged to reduce the risk of abrasion of insulation

between part

19.4 Insulat
as a result of

5 of the enclosure.

on, such as coated fabric and extruded tubing, shall not physically or electrical
expoesure to the temperature or other environmental conditions to which it may

(=)

in intended us

.4 mm) thick
bres, and the
htion not less
ation applied

of sufficient
ections. The
and jamming

y deteriorate
be subjected

19.5 Internal wiring shall be evaluated and determined to be rated for the application, with respect to
temperature, voltage, ampacity, and exposure to oil, grease, solvents, acids, and other conditions of
service to which the wiring is subjected.

19.6 When it is possible that internal wiring is to be exposed to moisture, including any condensation
resulting from operation of the product, the wiring shall be evaluated and determined to be rated for such
exposure. See Outdoor Use Equipment, Sections 71 — 82.

19.7 Vibration, impact, flexing, or other movement of wires during intended use, including user servicing,
shall not reduce the wire insulation or the wire termination integrity.
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19.8 Wireways shall be smooth and free from sharp edges, burrs, fins, moving parts, and the like, that
may cause abrasion of the conductor insulation. Holes in sheet metal walls through which insulated wires
pass shall be provided with a bushing if the wall is 0.042 inch (1.07 mm) or less in thickness. Holes in walls

thicker than 0.042 inch shall have smooth, rounded edges.

20 Wiring Methods

20.1

All splices and connections shall be mechanically secure and electrically bonded. Consideration

shall be given to vibration when investigating electrical connections. Pressure-wire connectors have been
determined to comply with the requirements.

20.2 Stranded-
strands soldg

20.3 A splig

20.4
type of tape
factors suc
characteristig
requirement.

20.5 When
of wire that g

pressure-terminal connectors, soldering lugs, crimped eyelets, soldering all strands of the wi

other means

206 Atag
there shall b
the cord may

In detérmining whether or not splice insulation consisting of coated-fabfic,-thermoplas

red together or equivalently arranged.
e shall be provided with insulation equivalent to that of the wires involyed.
or tubing complies with the aforementioned requirements, a.comparison is t

n as mechanical strength, dielectric properties, and“.heat- and mois
s. Thermoplastic tape wrapped over sharp edges does mot comply with the

stranded internal wiring is connected to a wire-binding screw, there shall not be
ontact other uninsulated live parts or dead-metal parts. This shall be accomplis

that have been determined to be equivalent.

oint where a flexible cord passes-through an opening in a wall, barrier, or en
e a bushing or the equivalent which shall provide a smooth, rounded surface
bear.

ord hole is in phenolic.composition or other nonconducting material, or in meta
.07 mm) thick, a smooth, rounded surface is considered to be the equivalent of &

20.7 Ifthe
0.042 inch (1
20.8 Cera

been investigated and found acceptable for the purpose.

20.9 Fiber

under intendgd gperating conditions if the bushing is not less than 3/64 inch (1.2 mm) thick a
be exposed omoisture

ic materials and-some molded compositions may be used for insulating bushing

ay beremployed where it will not be subjected to temperatures higher than 9

e-the individual

ic, or another
b be made of
ture-resistant
intent of this

loose strands
hed by use of
e together, or

closing case,
hgainst which

not less than
bushing.

s if they have

D °C (194 °F)
nd if it will not

20.10 A soft rubber bushing may be employed in the frame of a motor if the bushing is not less than 3/64
inch (1.2 mm) thick and if the bushing is located so that it will not be exposed to oil, grease, oily vapor, or
other substance which may have a deleterious effect on rubber. If a soft rubber bushing is employed in a
hole in metal, the hole shall be free from sharp edges, burrs, projections, and the like, which would be
likely to cut into the rubber.

20.11  An insulating-metal grommet is acceptable in lieu of an insulating bushing, when the insulating
material used is not less than 1/32 inch (0.8 mm) thick and completely fills the space between the grommet
and the metal in which it is mounted.
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21 Separation of Circuits
21.1 Internal wiring of circuits that operate at different potentials shall be separated by barriers, clamps,

routing, or other equivalent means, unless all conductors are provided with insulation that is rated for the
highest voltage involved. Also see 17.5, Power-limited circuits, for separation of circuits criteria for product
wiring.

21.2 A barrier used to provide separation between the wiring of different circuits shall be of metal or of
insulating material. A barrier of insulating material shall not be less than 0.028 inch (0.71 mm) thick. Any
clearance between the edge of a barrier and a compartment wall shall not be more than 1/16 inch (1.6
mm).

COMPONENITS, ELECTRICAL
22 General
22.1

Mounting of components

22.1.1 All parts of a product shall be mounted in position and prevented*from loosening or furning when

such motion
shock, and/or

221.2 A sw
secured in po

2213 The

conditions arg met:

a) The
is con

switchy;

b) The
it;

c) Spg
d) The

22.1.4 Alan

rt
Imy adversely affect the performance of the product, or may increase the risk 9

injury to persons incident to the operation of the product.

itch, lampholder, attachment-plug, connector base, or similar electrical compo
sition and, except as noted in the following paragraphs, shall be prevented from

requirement that a switch be prevented from turning may be waived if all of

switch is a plunger or other typée.that does not tend to rotate when operated. A

f fire, electric

hent shall be
turning.

the following

toggle switch

sidered to be subject to forces-that tend to turn the switch during intended opeération of the

means for mounting.the switch makes it unlikely that the operation of the switd

h will loosen

cings are notireduced below the minimum required values if the switch rotates; and

operation‘of the switch is by mechanical means rather than by direct contact by

hpholder of the type in which the lamp cannot be replaced, such as a neon pild

persons.

t or indicator

light in whichlth

laran—i lad in aarnramavakl reval—n Aot b Braventad-frana—tien.
IS 1arfiy 10 otaicu 1nr d Tivrmcinouvavlc JUVVUI, MmoTuU 11Ul VT PIovioTnocu mmurtT tutti

will not reduce spacings below the minimum required values.

ng if rotation

22.1.5 Uninsulated live parts shall be secured to the base or mounting surface so that they will be
prevented from turning or shifting in position, if such motion may result in a reduction of spacings below
the acceptable values. (Securing of contact assemblies shall provide for the continued alignment of
contacts.)

22.1.6 The means for preventing turning shall not consist only of friction between surfaces.

22.1.7 A lock washer which provides both spring take-up and an interference lock is acceptable as the
means for preventing from turning a small stem-mounted switch or other device having a single-hole
mounting means.
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22.1.8 A rotating part that by loosening presents a risk of fire, electric shock, electrical-energy/high-
current levels, or injury to persons, shall be assembled so that the direction of rotation tends to tighten the
means that hold the rotating part in place.

Exception: A keyed part, a press fit, a part locked in place with a pin, or means that have been determined
to be equivalent, can be used to hold a rotating part in place.

22.1.9 Aflush plate for outlet-box mounting shall be of 0.030 inch (0.76 mm) or thicker ferrous metal, of
0.040 inch (1.02 mm) or thicker nonferrous metal, or of 0.100 inch (2.54 mm) or thicker nonconductive

material.

22.1.10 Ay

outlet box or

similar back
of thickness
steel.

22.1.11  All
the product 4

22.2 Insuls

22.2.1 Insu
fire, electric

nl(n, efrap, or-the mr\llnfing ears of a parf ntended-to-be mounted on-a standar
box shall be of 0.040 inch (1.02 mm) or thicker steel. If a nonferrous metal is‘us

sufficient to provide mechanical strength and rigidity equivalent to thatof 0.

subassemblies, modules, and printed-wiring boards shall be heldiin their inte
y mechanical means.

ting materials

ating materials used as a base for the direct or indirect support of live parts in
hock, or electrical-energy/high-current levels shall be of a flame-resistant, mois

insulating m

comply with {he Standard for Polymeric Materials — Use if‘Electrical Equipment Evaluations,

2222 Ab
mounting su
equivalently
screws from

22.2.3 Vulg
for the sole s
risk of fire or

22.2.4 Molq
service.

22.2.5 A cd

terial, such as porcelain, phenolic or cold-melded composition, or the equiva

se mounted on a metal surface shall*be provided with an insulating barrier|
face and all live parts on the undetside of the base which are not staked, ups
prevented from loosening so as(io prevent such parts and the ends of replacs
coming in contact with the supporting surface.

anized fiber may be used-for insulating bushings, washers, separators, and ba
upport of live partsiwhere shrinkage, current leakage, or warping of the fiber ma
electric shock.

ed parts shall*have the mechanical strength and rigidity to withstand the streg

untersunk sealed live part shall be covered with a waterproof insulating comp

ed, it shall be
40 inch thick

nded place in

bolving risk of
ture-resistant
ent and shall
UL 746C.

between the
et, sealed, or
able terminal

rriers, but not
y introduce a

ses of actual

ound that will

not melt at a

fnmpnrnhlrn 15 °C (RQ °|:) highnr than the maximum intended npnrn’ring fnmrr_\

erature of the

assembly, and at not less than 65 °C (149 °F) in any case. The depth or thickness of sealing compound
shall not be less than 1/8 inch (3.2 mm).

22.2.6 Aninsulating liner shall be investigated and determined to be rated for the purpose. Barriers shall
be held in place by a means more secure than friction between surfaces. The elasticity of tubing shall not
be depended upon to hold the tubing in place. Heat-shrink tubing has been determined to meet this
requirement where a sharp edge or point is not involved.

22.2.7 The thickness of a flat sheet of insulating material, such as phenolic composition or the
equivalent, used for panel-mounting of parts shall not be less than that indicated in Table 22.1.
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Table 22.1
Thickness of Flat Sheets of Insulating Material

Maximum dimensions
Length or width, Area, Minimum thickness,?
inch (cm) inch? (cm?) inch (mm)
24 (60.9) 360 (2322) 3/8 (9.5)
48 (122.0) 1152 (7432) 12 (12.7)
48 (122.0) 1728 (11148) 5/8 (15.9)
Over 48 (122.0) Over 1728 (11148) 3/4 (19.1)
@ Material less thanr-3/8-irch{2.5 mm) but notless-than1/8 inch-(3-2 mm)inthickness-may be employed for a-pansHf the panel is
supported or re|nforced to provide rigidity not less than that of a 3/8 inch sheet. Material less than 1/8 inch (3.2 mm,) may be
employed for slibassemblies, such as supports for terminals for internal wiring, resistors, and other components.

22.3 Current-carrying parts

2231 Allc
other materia

irrent-carrying parts shall be of silver, copper, a copper alloy; stainless steel,
recognized as acceptable for use as an electrical conductor:

Exception: Multimetallic thermal elements and heater elements of.a thermal protector nee

with this requ
22.3.2 Bear
23 Protecti

23.1 A fuse
position), the
a marked off
circuit.

23.2 A fuse
be limited to 4

23.3 Fuseh
applicable req

rement.
ngs, hinges, and the like, are not acceptable for-use as current-carrying parts.
ve Devices

holder, overcurrent protective device (other than an automatic control without
center contact of a screwshell-base lampholder, an interlock, and a manual on-g
position, shall be connected-te-the ungrounded side of the line when used in a

quipment rated-at.not more than 125 or 125/250 V.

blders, fusesyand circuit breakers shall be rated for the application and must co
uirementsfor the component (see Appendix A).

aluminum, or

il not comply

A marked off
ff switch with
high-voltage

nolder shall be of either the cartridge-enclosed or plug-fuse type. The use of pllig fuses is to

mply with the

23.4 A fuseholder shall be installed or protected so that adjacent uninsulated high-voltage live parts,
other than thmﬂmﬂmmhmmmmm—#i fuseholder,

will not be exposed to contact by persons removing or replacing fuses. A separation of less than 6 inches
(152 mm) is considered to be adjacent. See Trained Service Personnel, 10.2.

23.5 A fuse or circuit breaker provided in the output of a power supply shall comply with the requirements
noted in the Power-Limited Circuits Test, Section 45.

23.6 A fuse or other overcurrent protective device provided in the supply circuit of a power supply shall

have a rating

not greater than 150 percent of the input rating of the power supply unit.

23.7 All external circuits intended to be connected to nonpower-limited wire shall contain either current-
limiting or overcurrent protection to prevent fault currents in excess of the current rating for the gauge wire
size permitted by the National Electrical Code, ANSI/NFPA 70, or as specified in the installation wiring
diagram/instructions.
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24 Printed-Wiring Boards

241 Printed-wiring boards shall be suitable for the application and shall comply with the requirements in
the Standard for Printed Wiring Boards, UL 796. The securing of components to the board shall be made
in the intended manner and the spacings between circuits shall comply with the requirements for
Spacings, General, Section 33. The board shall be reliably mounted so that deflection of the board during
installation or servicing shall not result in damage to the board or in developing a risk of fire or electric
shock.

24.2 All printed-wiring boards shall have a minimum flammability rating of V-2, rated for direct support of
current-carrying parts, and be suitable for the soldering process used.

24.3 A pri

ed wiring assembly employing insulating coatings or encapsulation shall.co

requirementg of the Dielectric Voltage-Withstand Test, Section 55, before and after being f
impractical tq use untreated samples, finished samples shall comply with the requirements of
Voltage-Withstand Test, after they are subjected to the Humidity Test, Section 49,-the Tem
Section 56, gnd other applicable tests in this standard.

24.4 Any cpnformal coating or laminate used on a printed-wiring board. shall comply with

for Polymeri
Used in Prin

Materials — Industrial Laminates, Filament Wound Tubing; Vulcanized Fibre,
d Wiring Boards, UL 746E.

25 Transformers and Coils

25.1 Relay
for the inteno

25.2 Atran

Exception: A
output circui
circuits are Iq

25.3 Coils
impregnated

254 Film-c
the risk of mgq

5, transformers, and similar devices used in high-voltage circuits shall be evalug
ed purpose, or comply with the applicablerequirements for the component (see

sformer shall be of the two-coil or insulated type.

n autotransformer may be employed, when the terminal or lead common to b
s is identified as being inténded for connection to the grounded conductor, a
cated only within the enclosure containing the autotransformer.

shall be treated\ with an insulating varnish, or the equivalent, and baked
to exclude moisture.

pated or-equivalently coated wire is not required to be given additional treatm
isture-absorption.

mply with the
reated. If it is
the Dielectric
pberature Test,

the Standard

and Materials

ted and rated
Appendix A).

oth input and
nd the output

or otherwise

ent to reduce

26 Semico

26.1

ncuctors

Semiconductors shall be rated for the intended application under all environmental conditions to

which they may be exposed in service, and must comply with the applicable requirements for the
component (see Appendix A). See Performance Tests, Sections 35 — 82.

27 Across-the-Line Components

271

Components such as capacitors and EMI filters, connected across the high-voltage supply circuit of

a product, shall be rated for the purpose and must comply with the applicable requirements for the
component (see Appendix A).

27.2 A component is considered to be across the high-voltage supply circuit when, in a shorted
condition, a current of more than 1 amp passes through it when the product is in any condition where the
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individual components have reached ultimate operating temperatures. The current through the component
can be limited to 1 amp or less by a fixed impedance or a protective device rated 1 amp or less.

27.3 A capacitor is also considered to be across-the-line when it is used under either of the following
conditions:

a) For high-voltage supply-line bypass in equipment provided with a terminal or connection
intended to be grounded; or

b) For antenna blocking or high-voltage supply-line bypass in equipment provided with one or more
external antenna terminals that may be grounded.

28 CapaciTrs

28.1 The infended operation of a capacitor shall not be impaired by the temperaturg, te whjch it may be
subjected under the most severe conditions of intended use. See the Temperature, Test, Sectipn 56.

29 VoltageDropping Resistors

29.1 A carbon composition resistor shall not be used as a line voltage-dropping resistor] in the high-
voltage supply circuit of a product.

30 Switchef

30.1 A switgh provided as part of the product shall have@ current and voltage rating not lesg than that of
the circuit which it controls when the device is operatediunder any condition of intended servige.

31 End-of-Line Devices

31.1 An end-of-line device shall be constriicted as follows:

a) Where the circuit in which the end-of-line device is to be connected is intended for gonnection by
condujt or metal-clad cable, the device shall be arranged for mounting inside of a metal box to
which|such connection-ean be made. Mounting on an outlet box cover with terminpals or leads
provided for field connection, or an equivalent arrangement, has been determined Is complying

b) WHere the” énd-of-line device is intended to be installed inside a backbox, spljce leads, or

Is_suitable for making field connections, shall be provided. Splice leads ghall have a

diameter of/hot (0.82 mm?). The exp ly, except for
v ~ Livalent.

c) Where the end-of-line device is intended to be installed inside a product, such as a burglar alarm
control unit or accessory:

1) Splice leads or terminals suitable for making field connections shall be provided. Splice
leads shall have a diameter not less than 18 AWG. The exposed live parts of the assembly,
except for the connection portion of the terminal, shall be covered with insulating tubing or
the equivalent; or

2) It shall be provided with terminations compatible with the product's provisions for field
wiring connections. When installed per the manufacturer's installation instructions, it shall
be securely fastened with no means to open circuit, short to an adjacent circuit node, or
cause a risk of electric shock. To avoid damage to the body of the end-of-line device during
installation, the device shall be either supplied pre-formed or forming instructions shall be
included in the installation instructions.
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32 Batteries
321 Rechargeable (secondary) batteries

32.1.1 A storage battery shall have sealed cells, or cells with spray trap vents, and shall be maintained in
the charged state.

32.1.2 Batteries shall be located and mounted so that terminals of cells are prevented from coming into
contact with terminals of adjacent cells or with metal parts of the battery enclosure as a result of shifting of
the batteries.

32.1.3 Themounting—arrangemern or—the—batteries—shs sermit—access o—the—cells—for testing and
maintenancd, or the product shall provide integral meters or readily accessible terminal fafilities for the
connection of meters for determining battery voltage and charging current.

32.1.4 A conditioning charge shall be limited so that, with the maximum rate.of charge that can be
obtained, the battery gases do not adversely affect any part of the product(The trickle and fast charge
rates of a baftery shall not exceed the battery manufacturer's recommended.rates.

32.1.5 The|battery shall be protected against excessive loading or charging current by a[fuse or other
overcurrent protective device rated at no less than 130 nor mete than 200 percent of the maximum
operating logd on the battery, or shall comply with the low-voltage/power-limited requirements as defined
in 6.19(c).

32.2 Nonrgchargeable (primary) dry-cell batteries

32.2.1 Whgn a battery or set of batteries is used;as the main source, or the non-rechargeable standby
source of power of a product, it shall meet the-requirements for Nonrechargeable (Primary) Batteries —
57.3.

32.2.2 Batteries shall be located and mounted to reduce the risk of terminals of cells comjng in contact
with uninsulated live parts, terminals or adjacent cells, or metal parts of the enclosure as a result of
shifting.

32.2.3 Reafdy access shall-be available to the battery compartment to facilitate battery [replacement,
without damage to the préduct components or disassembly of any part of the product, except|for a cover or
similar parts.

32.2.4 RemovaMof the product from a mounting support to replace a battery shall be germitted only
where the cbrfiected—wiring—is—hot-subjected—to—flexing—orstress—and—the—mounting—of-the product is

supervised.

32.2.5 Lead or terminal connections to batteries shall be identified with the proper polarity (plus or minus
signs), and strain relief provided for any leads.

32.2.6 Connections to battery terminals shall be either by a lead terminating in a positive snap-action
type clip, a fixed butt-type connection, or another connection means that has been determined to be
equivalent. The connection shall consist of an unplated or plated metal that is resistant to the corrosive
action of the electrolyte.

32.2.7 Each lead of a clip lead assembly used as part of a battery operated product shall be suited for
the intended application, shall be minimum 26 AWG (0.13 mm?) stranded wire size with minimum 1/64
inch (0.4 mm) insulation and provided with strain relief.
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32.3 Lithium batteries

32.3.1 Lithium batteries shall comply with the requirements in the Standard for Lithium Batteries, UL
1642.

32.3.2 Alithium battery shall be protected from abnormal charging currents during use as required in the
Standard for Lithium Batteries, UL 1642.

Exception: A circuit that obtains power solely from a lithium battery (for example, a circuit in which the
lithium battery serves as the sole power source as opposed to serving as a standby power source) is not
required to be subjected to the abnormal charging current requirements in Standard for Lithium Batteries,
UL 1642.

SPACINGS
33 General

33.1 Excepf as specified in 34.1, spacings between uninsulated live parts_or between uninsulated live
parts and degd-metal parts shall not be less than those indicated in 33.2« 33.6.

33.2 Where| deformation of the enclosure is likely to reduce™~spacings, the spacings |between an
uninsulated liye part and:

a) Awgll or cover of a metal enclosure;
b) A fifting for conduit or metal-clad cable; and

c) A metal piece attached to a metal enclosure,

shall not be Igss than those indicated in Table 33.1. Also see Figure 33.1.

Table 33.1
Minimum Spacings

Minimum spacings® ¢

Point of application Voltage range? Through air, Over surface,

volts inches (mm) inches (mm)

To walls of enclpsure:

Cast metal enclosures 0-—300 1/4 (6.4) 1/4 (6.4)
Sheet metal enclosures 0-50 1/4 (6.4) 1/4 (6.4)
51-300 12 (12.7) 12 (12.7)

Installation wiring terminals:
With barriers 0-30 1/8 (3.2) 3/16 (4.8)
31-150 1/8 (3.2) 1/4 (6.4)
151 -300 1/4 (6.4) 3/8 (9.5)

Installation wiring terminals:
Without barriers 0-30 3/16 (4.8) 3/16 (4.8)
31-150 1/4 (6.4) 1/4 (6.4)

Table 33.1 Continued on Next Page
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Table 33.1 Continued
Minimum spacings® ¢

Point of application Voltage range?® Through air, Over surface,
volts inches (mm) inches (mm)
151 —-300 1/4 (6.4) 3/8 (9.5)

Rigidly clamped assemblies®

Class 2, Power-Limited 0-30 - - - -
Class 2, Power-Limited Over 30 3/64 (1.2) 3/64 (1.2)
Non Class 2, Power-Limited 0-30 3/64 (1.2) 3/64 (1.2)
31-150 116 (1.6) 1716 (1.6)
151 -300 3/32 (2.4) 3/32 (2.4)
Other parts 0-30 1/16 (1.6) 1/8 (3.2)
31-150 1/8 (3.2) 1/4 (6.4)
151 —-300 1/4 (614) 3/8 (9.5)

@ These are sirje wave alternating current rms values. Equivalent direct current or peak voltages~= 42.4 volts for 30 polts in the
table, 70.7 volts for 50 volts in the table, 212 volts for 150 volts in the table, and 424 volts for.300 volts in the table.

® An insulating|liner or barrier of vulcanized fiber, varnished cloth, mica, phenolic compdsition, or similar material used where
spacings wouldl otherwise be insufficient, shall not be less than 0.028 inch (0.71 mm)'thick; except that a liner or bafrier not less
than 0.013 inclp (0.33 mm) thick may be used in conjunction with an air spacing.of not less than one-half of the throyigh-air spacing
required. The lIner shall be located so that it will not be affected adversely by arcing. Insulating material having a thickness less
than that specified may be used if it is suitable for the particular application.

¢ Measurements are to be made with solid wire of adequate ampacity for the applied load connected to each terminal. The wire
shall not be snjaller than 18 AWG (0.82 mm?).

94 Rigidly clamped assemblies include such parts as contact springs‘en relays or cam switches, printed wiring boards, and the like.

Figure 33.1

Component Spacings

A — Uninsulated live parts of a component.
B — Insulating material of a component.

C — Mounting screw of a component.
D — Dead metal part of a component.

E — Dead metal parts of the product.

F — Spacings to which the requirements of this standard apply unless specifically noted otherwise.

G — Spacings to which the requirements of this standard may not apply.

33.3 The spacings between an uninsulated live part and:

a) An uninsulated live part of opposite polarity;
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b) An uninsulated grounded dead-metal part other than the enclosure; and

¢) An exposed dead-metal part that is isolated (insulated),

shall not be less than those indicated in Table 33.1. See 34.1 — 34.4 for exceptions to this requirement.

33.4 The through-air and over-surface spacings at an individual component part are to be determined on
the basis of the volt-amperes used and controlled by the individual component. The spacing from one
component to another, however, and from any component to the enclosure or to other uninsulated dead
metal parts, shall be determined on the basis of the maximum voltage and total volt-ampere rating of all
components in the enclosure.

the intended
he spacings
ble 33.1.

operation of [the product without simultaneously producing an alarm or trouble signal;

335 Ifa shfrt circuit between uninsulated live parts of the same polarity would prevent
between the

ninsulated live parts shall not be less than those indicated for "Other parts’in T3

33.6 Film-c
the spacing r

ated wire is considered an uninsulated live part in determining cempliance of a
quirements, but film coating may be used as turn-to-turn insulation’in coils.

product with

!

34 Compornents

341 Where

printed wiring
Dielectric Vol

34.2 The sy
except at wir|
control unit.

minimum values of spacings cannot be measured)'such as those present on

age-Withstand Test, Section 55.

acings requirements in Table 33.1 do, hot apply to the inherent spacings in
ng terminals, or to the inherent spacings of a component which is provided 3
Such spacings are determined on\the basis of the requirements for the con

multi-layered

boards, the spacings shall be such that the circuit(s) will comply with the requir¢gments in the

side motors,
s part of the
ponent. The

electrical clearance resulting from the assemply of a component into the complete devi
clearances to]dead metal or enclosures, shall be as specified in Table 33.1.

ce, including

34.3 The "Tp-walls-of-enclosure" spaeings indicated in Table 33.1 are not to be applied to[an individual
enclosure of & component part within an outer enclosure.
34.4 The spacings within 'snap switches and similar wiring devices supplied as part of|the unit are

investigated gn the basis+ef,the requirements for such devices.

PERFORMANCE

35 All Units

35.1 Specific product information

35.1.1 Products that currently meet all the requirements of the Standard for Information Technology
Equipment — Safety — Part 1: General Requirements, UL 60950-1, or the Standard for Audio/Video,
Information and Communication Technology Equipment — Part 1: Safety Requirements, UL 62368-1, fulfill
the following requirements: Leakage Current Test, Section 50; Electric Shock Current Test, Section 51;
Dielectric Voltage-Withstand Test, Section 55; Abnormal Operation Test, Section 58; Polymeric Materials
Test, Section 62; Strain Relief Test, 65.1 only; Mechanical Strength Tests for Enclosures, Section 66; and
Special Terminal Assemblies Tests, Section 68.

35.1.2 In addition to 35.1.1, products that currently meet all the Limited Power Source (LPS)
requirements of the Standard for Information Technology Equipment — Safety — Part 1: General
Requirements, UL 60950-1, or the Standard for Audio/Video, Information and Communication Technology
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Equipment — Part 1: Safety Requirements, UL 62368-1, also fulfill the requirements of the Power-Limited
Circuits Test, Section 45.

35.2 Test units and data

35.2.1 Burglar alarm units that are fully representative of production units are to be used for the tests
described in Sections 36 — 82, unless otherwise specified.

35.2.2 The devices used for testing are to be those specified by the wiring diagram of the product, except
that substitute devices may be used if they produce functions and load conditions equivalent to those
obtained with the devices intended to be used with the product.

35.3 Test samples and miscellaneous data

35.3.1 Thelfollowing shall be provided for testing:
a) Twp or more complete burglar alarm units of each model to be tested:

Exception: A single sample may be provided if the size and complexity of the product would make it
impracticable to provide more than one sample. The single sample shall be fully representative of
the product/system.

b) One or more samples of each encapsulated or sealed assembly are to be prpvided in the
uneng¢apsulated or unsealed condition.

c) Addglitional samples as required by the specific-test.

d) Information required for assessment (see:Section 7).
35.4 Test voltages

35.4.1 Unlgss specifically noted otherwise, the test voltage for each test of a product shall he at the rated
voltage as specified in Table 35.1.

Table 35.1
Voltage for Tests
Voltage rating of product Test potential, volts
110-120 120
220 — 240 240
Other Marked rating

OPERATION
36 Power Over Communications Cable Equipment
36.1 General

36.1.1 This section provides requirements for the evaluation of power over communications cable
devices for burglar alarm systems and equipment. Power sources may be provided integral with the
burglar alarm equipment or as a separate device supplying power.
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36.1.2 The equipment is intended to comply with the following sections of the National Electrical Code,
ANSI/NFPA 70:

a) Where the power supplied over a communications cable is less than or equal to 60 watts: Article
725.121, Power Sources for Class 2 and Class 3 Circuits;

b) Where the power supplied over a communications cable is greater than 60 watts: Article
725.144, Transmission of Power and Data.

36.1.3 The power sourcing equipment (PSE) shall comply with the Standard for Information Technology
Equipment — Safety — Part 1: General Requirements, UL 60950-1, and/or the Standard for Audio/Video,
Information and Communication Technology Equipment — Part 1: Safety Requirements, UL 62368-1, the

requirements
applicable re

this Section, as well as all other applicable requirements of this Standard.

36.1.4 Theg
normal opera

36.1.5 A po
amperes, ang

36.1.6 Equi
subject to the
any equipme
methods.

36.2
36.2.1

36.2.1.1 WH
Article 800 in

Protection Against Overvoltage -From Power Line Crosses described in the Standard fo

Technology §

Audio/Video,
62368-1.
36.2.1.2 W

equipment us

Installation and operation

Communications circuits

of this—Sectlon, as wellas meet the requirements of 911, 35.1.1, 35.1.2,
huirements of this Standard. Powered Devices (PD) shall comply with thereg

e requirements apply to all connected equipment and interconnections necess
ion of the network powered burglar alarm system.

wer over communications circuit must be power-limited afd shall not exceed ¢
/or 100 watts. Products shall be evaluated at the marked input/output circuit rati

bment covered by this section that is intended to\be located in an outdoor er

ht installed in outdoor applications shall employ National Electrical Code, C

ere a product has provisions for connection to a telephone, or outside wiring a
the National Electrical Code, NFPA 70, the product shall comply with the req

Fquipment — Safety — Part 1: General Requirements, UL 60950-1, or the
Information and"Communication Technology Equipment — Part 1: Safety Requ

ers; 'the product shall comply with requirements for Protection of Equipment

nd all other
uirements of

hry to ensure

50 V DC, 8.0

ngs.

vironment is

requirements noted in Outdoor Use Equipment;Sections 71 — 82, as applicablg. In addition,

ass 3 wiring

s covered by
lirements for
- Information
Standard for
rements, UL

ere the'product is intended to, or under normal use conditions can come in comtact with the

Users From

Overvoltages

o Tetecommunication Networks, described i the—Standardforinformatio

Technology

Equipment — Safety — Part 1: General Requirements, UL 60950-1, or the Standard for Audio/Video,
Information and Communication Technology Equipment — Part 1: Safety Requirements, UL 62368-1.

36.2.2 Location of midspan PSE or power injector

36.2.2.1

The midspan PSE or power injector can be located at any point within the defined structured

cabling channel compliant to the Standard for Balanced Twisted-Pair Telecommunications Cabling and

Components,
36.2.3 Cabl

36.2.3.1

ANSI/TIA-568-C.2, between the network switch and the powered device (PD).

ing requirements

category utilized should match the transmission speed required at the installation site.

Category 5e cabling is the minimum performance category recommended. The performance
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36.2.3.2 The minimum conductor gauge permitted to connect between the PSE or power injector and the
PD shall be 26 AWG (0.13 mm?) for patch cords; 24 AWG (0.21 mm?) for horizontal or riser cable.

36.2.4 Additional requirements

36.2.4.1 Products that utilize power over communications cable are typically connected through
standard eight-pin RJ-45 connectors. The connector configuration shall be supplied in the product
documentation with the power over communications equipment.

36.2.4.2 The equipment shall be provided with information concerning the power sourcing equipment
(PSE) connector configuration (for example, Alternative A or Alternative B or both), and the maximum

power class s

36.2.4.3 Pg
shall specify

36.3 Marki

36.3.1 PoFE
Power-Limitg
designation.
product.

36.3.2 The

supported-by-the PSE.

wer sourcing equipment and powered devices that meet the requiremeghts“of
the network powered burglar alarm system and equipment with which it islcomp

ngs

equipment for burglar alarm systems that complies with. thé requirements g
d Circuits Test, shall be marked to specifically identify dlDpower-limited circui

maximum voltage and current for each power‘@ver communications circuit shall

this standard
htible with.

f Section 45,
s by terminal

This marking may be on a separate installation witing diagram if so refer¢gnced on the

be marked in

accordance vith 89.1(d).

36.3.3 In gddition to “Security Equipment’, pewer over communications cable equipment shall be
identified as|"UL 60950", "UL 60950-1", "Information Technology Equipment" (or "Info. Te¢h. Equip." or
"LT.E."), “Ul 62368", “UL 62368-1”, or *Audio/Video, Information and Communication Technology
Equipment”, ps applicable.

36.4 Installation and operating instructions

36.4.1 In afdition to the infermation noted in Section 91, the following paragraphs confain essential

information t

cable equipment:

a) 1.9

b) 36

nat shall be provided in the product installation instructions of the power over co

.7, IEEE-statement;

1:2/NEC statement;

mmunications

c¢) 36.1.6, outdoor applications;

d) 36.2.1.1, outside wiring;

e) 36.2.3.1, Cat 5e cabling;

f) 36.2.3.2, min. conductor gauge; and

g) 36.

2.4.1, 36.2.4.2, connector configurations.

37 Software-Based Receiving Equipment

37.1

This section describes alternate methods for the evaluation of software-based central/proprietary

(monitoring) station receiving equipment meeting the conditions specified in 37.4. This section does not
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apply to hardware receiving units or to equipment intended for use at the protected premises such as
control units, intrusion detection units, and the like.

37.2 The software and hardware combination as indicated below is intended to serve the same function
as a traditional dedicated hardware receiving unit. The software supports all of the signal-receiving,
-recording, and -supervision functions necessary for the normal operation of the associated control units
installed at the protected premises.

37.3 For protection against compromise, the communication channel between the protected premises
and the monitoring station may be provided with Standard Line Security and/or Encrypted Line Security as
indicated in 40.14 and 40.15.

37.4 Software receiving equipment meeting all the conditions specified in (a) — (p) need.nét|be subjected
to Sections 42 — 68.

a) Data processing equipment and office appliance/business ,equipment used as
centrg/proprietary (monitoring) station equipment shall comply with theé Standard for Information
Technplogy Equipment — Safety — Part 1: General Requirements, UL 60950-1, or the|Standard for
AudiofVideo, Information and Communication Technology Equipment — Parf 1: Safety
Requifements, UL 62368-1.

b) As| noted in the product installation instructions, the~manufacturer specifies the minimum
receivlng equipment configuration(s) consisting of the following:

1) Operating system and revision level;

2) Microprocessor manufacturer, type/family, and minimum clock speed;
3) Minimum storage requirements;

4) Minimum memory requirements;

5) Required features (suchias media needs (DVD, etc.), drivers, etc.);
6) Required input/otitput functionality (such as serial ports, USB ports, and network cards);
7) Monitoring software revision level; and

8) Intercomnection of redundant equipment including any operator interfaces, gignal inputs,
and outputs to automation equipment, where applicable.

c) Eqlipment meeting, but not exceeding the specifications of 37.4(b), shall be gubmitted for

evaluation.n addition, anplinnnn with-the ‘Fnlln\l\ling tests shall be lr_\nrfnrmnd'

1) Normal Operation;
2) Communication Operation;
3) Electrical Supervision.

d) The installation instructions shall specify supply line transient protection complying with the
Standard for Surge Protective Devices, UL 1449, with a maximum marked rating of 330 V.

e) The installation instructions shall specify signal line transient protection complying with the
Standard for Protectors for Data Communications and Fire Alarm Circuits, UL 497B, with a
maximum marked rating of 50 V.
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f) The installation instructions shall specify that communication circuits and network components
connected to the telecommunications network shall be protected by secondary protectors for
communication circuits. These protectors shall comply with the Standard for Secondary Protectors
for Communications Circuits, UL 497A, with a maximum marked rating of 150 V. These protectors
shall be used only in the protected side of the telecommunications network.

g) The installation instructions shall indicate that receiving equipment be installed in a temperature
controlled environment. A temperature controlled environment is defined as one that can be
maintained between 13 — 35 °C (55 — 95 °F) by the HVAC system. Twenty-four hours of standby
power shall be provided for the HVAC system. The standby power system for the HVAC system
may be supplied by an engine driven generator alone. A standby battery is not required to be used.

arirHAE

0

h) Al be—comptetety =ate . stor switgthover to the
backyp system within 30 seconds. The backup system shall be fully operational within 6 minutes of

the logs of the primary system. This allows 30 seconds for the backup system.to'bé f
and cpnnected to necessary communication lines and other devices, followed by 5-1
the system to boot up, conduct memory tests, file system check, security verification
for full system operation. The backup computer shall have equivalentorigreater cap
primary, such as memory, speed and the like.

i) Failure of the main computer system, hard disk, and alarm manitor shall result in
the backup system and shall be indicated by an audible or obvious visual indication.

j) The
comp
softw

installation instructions shall specify that a fauli(tolerant system may be u
ete duplication of the system if every compaonent in the fault tolerant system,
bre and the power supply, is duplicated.

k) Th¢ installation instructions shall specify that'in addition to the main power supply a
powel supply that are required to be proyvided at the central supervisory station, t
shall be provided with an uninterruptable-power supply (UPS) with sufficient capacity
comppter equipment for a minimum.of 15 minutes. If more than 15 minutes is re
secor
input power for at least that amount of time.

[) The installation instructions shall specify that the UPS shall comply with the
Uninterruptible Power Systems, UL 1778, or the Standard for Power Supplies for F
Signdling Systems, UL,1481.

2
L
=}
C

m) T
servid
the reg

ne installation instructions shall specify that in order to perform maintenang
e, a méans for disconnecting the input to the UPS while maintaining continuit
ceiving-equipment shall be provided.

Llly energized
2 minutes for
5 and prepare
hbilities of the

switchover to

sed in lieu of
including the

nd secondary
he equipment
0 operate the
uired for the

dary power supply to supplylthe UPS input power, the UPS shall be capabl¢ of providing

Standard for
ire Protective

e and repair
y of power to

n) A

power conditioner used with the rnr‘ni\/ing nqnipmnnf shall r\nmlr_\ly with t

he applicable

requirements in the Standard for Power Units Other Than Class 2, UL 1012.

0) The installation instructions shall specify that no software other than the operating system
software, monitoring software, and anti-virus/security protection software shall be installed on the
primary and backup computers/servers.

p) The installation of all equipment used at the central/proprietary (monitoring) station shall be in
compliance with the Standard for Central-Station Alarm Services, UL 827.
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38 Remote Access

38.1 General

38.1.1 Aremotely accessible system is a system that is able to be accessed with a device other than that
located at the protected premises. The device can take the form of a smart phone/tablet, an internet-
connected device, or any other means of accessing a burglar alarm system that is not using the control
unit's human interface, albeit a wired and/or wireless keypad (arming station).

38.1.2 When equipment complies with the requirements in Section 38, the system shall be identified for
Remote Access. Also see 38.1.14. These requwements appIy to Central Statlon Local Police Station

Connected ay
Remote rem
functions, wh

38.1.3 The
environments
operation, ar
requirements
operate secl
unattended b

2 Also referred t
system platform

38.1.4 Valid
minimum sec

38.1.5 The
from a contrd
applicable og
functions.

Exception: A
precedence g

38.1.6 The
the operation

)te operatlon is proh|b|ted from use in Holdup Alarm apphcatlons or pani
bre system commands should only be performed locally.

purglar alarm system components and the software used in network'eonnected
are within the scope of this standard?. The requirements for remote’communic
d software downloading and installation are given in 38.4 —"38.10 (inclu
specifically address the operation of remote controlled control units that arg
rity control equipment located within the protected premises that may K
the user.

as "control unit". Generally these include the protected premises control unit, accessories, and/q
Euch as a monitoring station.

ation of the user, performed through the remote device/connection, shall con
Lirity measures as detailed in 38.2.

system, when being accessed remotely, shall operate as it would if it were be
I unit's human interface (keypad) located within the protected premises. As s
erational requirements ©f this Standard shall also be applied to any remote

ny action initiated-by the control unit via a direct (trusted physical) path shal
ver a remotesaction. See 38.1.9.

ise of remote access shall not compromise the integrity, change the intended U
of th&burglar alarm system.

instructions,
c/emergency

and/or smart
ation, remote
sive). These
intended to
e physically

r it's supporting

nply with the

ng accessed
ich, all other
y accessible

always take

se, or impair

38.1.7 The

manuracturer s intended remote access operation shall be deTfined In T

installation and operating instructions.

e product's

38.1.8 A control unit shall be locally programmed or remotely programmed and securely configured per
38.1 — 38.3 for remote operation before remote access is to be permitted.

38.1.9 Any actions or control activity initiated by the control unit via a direct (trusted physical) path takes
precedence and priority over a remotely actuated action.

38.1.10 When remote access features are employed, the manufacturer shall specify the minimum

configuration

consisting of the following:

a) Transmission technology employed (e.g. GSM, CDMA, HSPA, LTE), along with protocol name
and version number if applicable;
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b) Remote device operating system(s) and revision level, along with kernel version (if applicable);

c) Remote device application software and build revision levels. The application software shall be
specifically developed by the manufacturer or its subsidiary and be proven compatible with specific
control units/equipment; and

d) The burglar alarm system shall have the means to distinguish between the type of
command/control information received from the local alarm system keypad versus that received
from a remote device, via code or description. This user information, along with date/time stamp,
shall be transmitted to the monitoring station (as applicable) so it is known which user (local vs.
remote) has performed a specific system command.

e) Allj

38.1.11 The burglar alarm system shall allow the connection of a user under the following conditions:

the manufacturer of no communication activity and/or no user connectiony shall be implemented if
the rgmote connection is lost, broken, or ended. The communication session shall be|automatically

b) There can be multiple remote connections per system at a‘time for monitoring/communication
purpgses only. Remote operation, remote service/maintenance, and/or software/firmware

c) Actess levels that are configured to provide specific functionality on the burglar plarm system
shall then provide that functionality on the systems-that the user is permissioned to exgcute.

d) Mgans shall be provided to detect repeated attempts to gain access not recogniz¢d as valid by
the cgntrol unit. There shall be a mechanism to lockout the system or an individual user from future
validgtion after a maximum of 5 unsucgessful attempts within a 10-minute period, a$ specified by
the manufacturer in the product installation instructions. Further attempts during this time period
shall be automatically disabled.

38.1.12 If dlosing (arming) the burglar alarm system remotely, an acknowledgment signall consisting of
an audible apd/or visual notification shall be provided to the remote device by the monitofing station to
indicate that fhe closing signaljhas been properly received. See also 40.13.

38.1.13 WHhen closing{(arming) the burglar alarm system remotely, the control unit shall bel programmed
to arm the system ‘without an exit delay. See also 6.44. This requirement must be noted in the product
installation infstructjons.

38.1.14 When remote access features have been evaluated, the term “remote access” or the equivalent
shall be provided as part of the product use marking shown in 89.2(c).

38.2 Validation of remote access credential

38.2.1 User validation — All remote access communications for the purpose of remote operation to the
control unit shall comply with the authentication requirements detailed in this section.

a) There shall be an assigned “administrator” that has the rights to perform a software/firmware
upgrade if this is allowable on the control unit. The administrator shall have priority over commands
accessed by remote users.

b) All remote connections shall require defined users. The manufacturer of the control unit shall
document any default users (such as factory authorized installers) in the product's installation
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instructions or manuals. Any special "Undocumented users" (such as system administrators)
defined for debugging or test purposes shall follow the rules of this entire section and shall ensure
there is no security risk or unintended use of the control unit with an "Undocumented user".

38.2.2 There shall be a means to validate the identity of the user. This means shall be a user-name and
credential that authenticates the validity of the identity of the user. A credential can be a password, PIN,

biometrics, to

ken, cryptographic mechanism, or key.

38.2.3 The validation means shall have a factory default or installation default that comes with the control
unit at installation, for example a default PIN or password, with no biometrics or keys as a default.

38.2.4 The

38.2.5 The
less than 6 ch

38.2.6 The
during installz

38.2.7 Awus
existing or n¢
connection.

38.2.8 The
remote conne
Integrity Stan

38.2.9 Whe
be in plain tex

alidation-means-shallhave-a-wav to resetorreturnto-the factornsorinstallation-default
B4 J )

ser validation means may be a combination of numbers, letters, and symbols.
aracters.

user validation means shall have a way to modify or change the factory defa
tion and setup.

br validation mechanism as described in this section shall_be used to modify o
w user validation data and shall be considered a remete operation if performed

transmission of the user validation mechanism or credential from a remote
ction to a control unit covered in this sectier’shall be encrypted. (See Commu
Hards, 38.4.)

h provided on the control unit, the storage of the validation mechanism or crede
t and shall be protected from unauthorized disclosure or modification.

38.3 Communication

38.3.1
38.2.

All re

38.3.2 Any
by default or

38.3.3 Rem

mote access connéctions shall be required to be authenticated and meet the regq

emotely accessible features for maintenance and diagnostic testing shall eithe
vhen enabled, shall meet the requirements of this section, as well as 38.9 and 3{

bte \connection(s) from different sources shall not degrade the intended opg

It shall be no

ult credential

change any
via a remote

device via a
hication Data

htial shall not

uirements of

I be disabled
B.10.

ration of the

system at th

protected premises and shait ot cause any Security COmpromise. A i

different sources shall be used (e.g. Web server, smart phone, tablet, etc.).

um of three

38.3.4 The remote connection to a control unit shall be capable of withstanding a compromise attempt by
the way of corruption of data, message alteration, spoofing, or replay between the sender and the receiver.

38.3.5 Invalid or incorrect data received by the control unit shall not impair the operation of the burglar
alarm system or cause a security compromise.

38.3.6 Session termination (either intended or unintended) shall not impair the operation of the burglar
alarm system or create a security compromise.

38.3.7 Evidence of compliance for the validation of approved communication security functions shall be
provided. Compliance shall be from the National Institute of Standards and Technologies (NIST)
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cryptographic algorithm validation program (CAVP) and shall be a current valid certificate for the security
function used by the system and security function. (See Communication Data Integrity Standards, 38.4.)

38.4 Communication data integrity standards

38.4.1 Examples of standardized communication data integrity protection mechanisms are defined in the
following:

a) Symmetric Algorithms and techniques:

1) NIST SP 800-67, Recommendation for the Triple Data Encryption Algorithm (TDEA)
Block Cipher;

2) FIPS PUB 197, Advanced Encryption Standard.

b) Asymmetric algorithms and techniques:

1) FIPS PUB 186-4, Digital Signature Standard (DSS).

¢) Message authentication codes and techniques:

1) FIPS PUB 198-1, The Keyed-Hash Message Authentication Code (HMAC).
d) Hagh functions:

1) FIPS 180-4, Secure Hash Standard (SHS);

2) FIPS 198-1, The Keyed-Hash Message ‘Authentication Code (HMAC).

e) Authentication Encryption:

1) NIST SP 800-38B, Recommendation for Block Cipher Modes of Operation: The CMAC
Mode for Authentication;

2) NIST SP 800-38C,‘Recommendation for Block Cipher Modes of Operatipn: The CCM
Mode for Authentication and Confidentiality;

3) NIST SP ,800-38D, Recommendation for Block Cipher Modes df Operation:
Galois/Counter Mode (GCM) and GMAC.

38.5 Software/firmware upgrade

38.5.1 If the product covered in this standard allows for software or firmware to be modifled outside of
the manufacturer's facilities, then the product shall comply with this section. These requirements describe
the testable criteria for established software/firmware deliverables onto the control unit and its
evaluated/compatible system devices.

38.5.2 The software and firmware components described in this section shall include the following:
a) The software or firmware operating system of the product;
b) The application components of the product;

c) Any apps, applications or binary deliverables required to operate the product for its intended use
of this standard; and
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d) Any apps, applications or binary deliverables required to add non-safety features and
functionalities to the product that are separate from the safety or performance features of the
equipment.

38.5.3 The software and firmware components of this product shall use a mechanism of configuration
management that is defined by the manufacturer. The configuration management mechanism shall
maintain a version control and labelling policy to track and record different versions of software/firmware
components.

38.5.4 The software and firmware components of this product shall be clearly documented in the product

installation instructions and traceable by versions.

38.5.5 The
software and

38.5.6 The
protects the
unauthorized

38.5.7 Rem
panel's accol
programming
audit trail sha

38.5.8 Ther
remotely is ng

38.5.9 Evid¢nce of compliance for the validatien*of approved communication security func

provided. Cdg
cryptographig
function used

38.6 Data integrity standards

38.6.1 Exan

a) Asy

broduct shall be able to easily display or demonstrate the version of the currg
firmware components. Also see Version Number, Section 8.

software and firmware components of the product shall be created and-delivere
brevious operable code and all executable code from modification’and disclo
source.

bte panel programming or configuration access shall require the use of a valid p
nt or network address, and a unique credential or hardware key device to ena
mode. If an internet connection is used, the data)yshall be encrypted (see 3§
| be created in the subscriber control unit and/orthe*central (monitoring) station.

b shall be an acceptable integrity mechanismy to ensure that software and firmy
t corrupted.

mpliance shall be from the :\National Institute of Standards and Technol
algorithm validation program/{(CAVP) and shall be a current valid certificate fo
by the system and securityfunction. (See Data Integrity Standards, 38.6.)

nples of standardized data integrity protection mechanisms are defined in the fol
mmetric-algorithms and techniques:

1)FIRS 186-4, Digital Signature Standard.

ntly installed

d such that it
sure from an

assword, the
ble a remote
.5.9) and an

are installed

Ions shall be

gies (NIST)
r the security

owing:

b) Message authenticationm codes:

1) FIPS 140-2, Security Requirements for Cryptographic Modules;

2) FIPS 185, Escrowed Encryption Standard.

¢) Hash functions:

1) FIPS 180-4, Secure Hash Standard (SHS);

2) FIPS 198-1, The Keyed-Hash Message Authentication Code (HMAC).
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38.7 Software/firmware deployment process

38.7.1 The new software and firmware components shall be created with an approved software integrity
mechanism to generate a factory code or signature for the binary. (See Data Integrity Standards, 38.6.)

38.7.2 Deployment of the software/firmware components to the control unit/system shall begin with the
download of the software/firmware components which can be via a remote connection or direct physical
connection.

38.7.3 If upgrade of the software/firmware components to the control unit/system interrupts the
continued operation of the system, it shall be annunciated at the protected premises and the monitoring
station.

38.7.4 Aftef upgrade of the software component, a system integrity confirmation shall be"pérformed, and
meet the follpwing conditions:

a) Upgon successful completion of the re-programming, the integrity,\Confirmation| requires the
contrgl unit/system to generate a new integrity value in accordance with the standprds noted in
38.6;

b) The integrity confirmation performs a comparison of the' factory generated codg or signature
validgdted against the integrity value in (a) If the comparison fails, the integrity confirmdtion fails;

c) If the integrity confirmation fails and the burglar alarm system becomes inoperable, a trouble
signal shall be annunciated locally and at the monitoring station;

d) If the integrity confirmation fails and the control unit/system can fully recover, it shall revert back
to a pfevious known and functional state;

e) The comparison of the integrity mechanism shall only occur when the control unit/system has
the cgmplete software binary. It shall not be done prior to upgrade; and

f) The factory code or signatdre shall be included in the software binary and|shall not be
down|oaded separately.

38.8 Eventlog

38.8.1 If a|manufactlrer incorporates an event-log, within their control unit, it shall be ¢onfigured as
follows:

a) Logs of'power shall have no effect upon the event log;

b) The log shall be remotely accessible;

c) If a remote session is terminated unexpectedly and without proper sign-off, it shall be recorded;
and

d) The manufacturer shall specify the period of time in which the log shall be preserved.

38.8.2 Each event logged shall, at a minimum contain:
a) Date of the event, or equivalent means to determine date;
b) The time of the event, or equivalent means to determine date;

c¢) An event identifier; and
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d) The identification of the user who initiated the event.

38.9 Remote diagnostics connection

38.9.1
and 38.5 shal

| apply.

If a manufacturer allows access for the purpose of remote diagnostics, the requirements in 38.3

38.9.2 Multiple remote access connections to the burglar alarm system for the purpose of diagnostics

shall be allow

38.9.3 A burgla
implement maek

38.9.4 Rem

ed.

r alarm system providing the option to acquire information by a remote

pte diagnostics shall not impair or interrupt the normal operation of the burglar al

38.10 Remote service and maintenance
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apply.
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time during re
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4 hrs is providg

39 Normal
39.1

39.1.1 Aun
this section a

39.1.2 As a
product instal

39.1.3 The
attachments

General

manufacturer allows access for the purpose of remotelysupdating systg
5, and/or servicing of the burglar alarm system, the requirements in 38.3, 38.5 4

device shall

arm system.

m software,
nd 38.7 shall

hote access to the burglar alarm system shall be restricted to a single user pe
mote service/maintenance.

hote control is permitted during remote servicing/maintenance where a maximu
ed.

Dperation Tests

t shall perform its intended function when installed in accordance with the red
nd 39.2 — 39.6 as@applicable.

pplicable, therequirements noted in this section and 39.2 — 39.6 shall be p
ation instruetions, and the functions specified in 91.5(f) shall be verified as appli

subscriber’s control unit shall provide for the connection of protective wiring, corn

system at a

m time out of

uirements of

resent in the
cable.

ductors, and

n\accordance with the Standard for Installation and Classification of Burglan

and Holdup

Alarm Systems, UL 681, and as applicable, shall provide for the transmission of status change signals to a
monitoring station in accordance with the Standard for Central-Station Alarm Services, UL 827.

39.1.4 A unit shall operate for all conditions of its intended performance when employed in conjunction
with initiating devices and indicating devices to form a system combination of the type indicated by the
installation wiring diagram and any supplementary information provided.

39.1.5 The unit is to be mounted in the intended manner and its terminals connected to initiating and
indicating devices as specified by the installation wiring diagram to form a typical system combination. The
product is then to be operated for each condition of its intended performance and shall not cause false
operation.
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39.1.6 Where extra terminals are provided to which field connections are not intended, the installation
wiring diagram/instructions shall indicate the notation “No Connection”, “Do Not Connect’, or the
equivalent.

39.1.7 The initiating devices, door contacts, floor mats, intrusion detection units, and the like, employed
for testing are to be those specified by the installation wiring diagram. However, substitute devices may be
used if they produce equivalent signal indication and circuit loading. Substitute load devices are
considered to be those that have been found by investigation to provide the same load conditions as those
obtained with the devices intended to be used with the product in service.

39.1.8 If equipment must be mounted in a definite position in order to function as intended, it shall be
tested in that position

39.1.9 Power-input supply terminals are to be connected to supply circuits of (rated| voltage and
frequency. Alproduct under test shall be in the normal supervisory condition ready for-intended signaling
operation whien it is connected to related devices and circuits as specified in this section.

39.1.10 The protection circuit may be either an open circuit or closed circuit or a combinatipn of the two.
The circuits ghall be fully supervised and an open in the circuit (or a closure) shall result in efther an alarm
or trouble signal. The operation of a detection device, such as a switgh or motion detector, [shall result in
an alarm wheen the system is armed, and a trouble condition when the system is disarmed (unless the
device is connected to a 24-hr alarm zone or other scheduling).

39.1.11 The¢ system shall be arranged so that an alarmuinitiated from protective circults cannot be
stopped by rémoving the cause thereof.

39.1.12 Prqvision shall be made for the user to conveniently test the operability of the product each time
it is placed o duty for the closed period.

39.1.13 An|alarm silencing switch, if provided separately from an on-off switch, shall prgvide a visual
signal indicafing that the system is silenced.

39.1.14 A reset switch, if provided separately from an on-off switch, shall be of the momentary action
self-restoring type.

39.1.15 The system shjalhhot reset if the cause of the alarm has not been cleared.

39.1.16 A diser must manually bypass each faulted zone to bring awareness of the potential lapse in
coverage forla particular area/zone. A force arming feature (aka auto-arm, auto-bypass) is ndt permissible,

and must be ldescribed-as such inthe prndlmf installation-instructions

39.1.17 As indicated in the product installation instructions, a time delay used to prevent an alarm during
egress shall not exceed 60 seconds.

39.1.18 Asindicated in the product installation instructions , a time delay used to prevent an alarm during
entry shall not exceed the time established in 67.2.1.3 or 67.2.2.3 as applicable, and shall not in any case
exceed 60 seconds.

39.1.19 If a system requires a key code to turn it off, the number of codes available shall not be less than
1000.
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39.1.20 A system of the type described in 39.1.19 shall be provided with a tamper contact or the
equivalent that will cause an immediate alarm or trouble signal at the monitoring station if the key code
control (keypad) is opened in an attempt to defeat the system. See also 39.1.21.

Exception: For Local Burglar Alarm applications, annunciation of the tamper condition shall occur locally at

the protected

39.1.21

premises.

area shall cause an alarm or trouble signal at the monitoring station.

Tampering with, or removal of, a remote key code control (keypad) located outside the protected

Exception: For Local Burglar Alarm applications, annunciation of the tamper condition shall occur locally at

the protected,

nremises.
2 -

39.1.22 Manually-operated switches used to initiate the system shall be guarded to prevent

operation.

39.1.23 Ab
with standby
in the event
secondary pd
specified in
requirement g

39.1.24 An

for central ste
with the Stan
requirements

39.1.25 Upq
continuously
not operate in

39.1.26 In4
distinct from
Standard for
Accessories f

39.1.27 Ifa
the same trou

urglar alarm unit and/or power supply operated from commercial -power shall
power sufficient to operate the product for the period specified.in Power Failurg
of loss of the primary source of power. Immediately follewing the standby
wer source shall have the capability to power an alarm sounding device for th

$9.1.25. The minimum and maximum capacity battéry(ies) to be employed

hall be specified in the product installation instructions:

hlarm sounding device is required for local burglar alarm applications but consid
tion, proprietary, or police station connected’applications. When one is used, it
jard for Audible Signal Appliances for General Signaling Use, UL 464, and with
given in 39.1.25, and 39.3.1 and 39.3.3\as applicable.

n the occurrence of an alafm condition, the alarm sounding device ¢
for at least 15 minutes. The ‘audible signal may have an automatic cutoff featu
less than 15 minutes. Thisfeature must be described in the product installation

system used in conjunction with a fire-alarm system, the audible alarm for bur:
the audible alarm for fire. The fire alarm audible signal shall be in accorda
Household Fire JWarning System Units, UL 985, or the Standard for Contn
pr Fire Alarm.Systems, UL 864, as applicable.

troublessignal is used, it shall be distinctive from an alarm signal, but in a combir
ble'signal may be employed for both burglar alarm and non-burglar alarm circuit

unintentional

be provided
, Section 57,

period, the
b time period
to meet this

ered optional
shall comply
the audibility

hall operate
re but it shall
instructions.

glary shall be
nce with the
ol Units and

ation system
5.

39.1.28 Any supplementary types of signals shall be distinctive from burglary and fire, but may use the
trouble signals.

39.2 Burglar alarm - central station; proprietary

39.2.1 Central Station and Proprietary burglar alarm units shall comply with the applicable requirements
for construction and performance in this standard, as used in the applications specified in 6.28 (a) and
6.28(e), respectively. In addition, these units shall comply with 39.1 and 39.3 as applicable, as well as the
applicable requirements noted in Communication Operation, Section 40.
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39.3 Burglar alarm - police station connected; local

39.3.1 Mercantile premises alarm systems

39.3.1.1 Police Station Connected and Local burglar alarm units shall comply with the applicable
requirements for construction and performance in this standard, as used in the applications specified in
6.28 (d) and 6.28 (c), respectively. In addition, these units shall comply with 39.1 as well as with the
requirements noted in this section.

39.3.1.2 Police Station Connected units shall also comply with the applicable requirements noted in

Communicat

ion Operation, Section 40.

39.3.1.3 Th
if the protect

e protective circuits shall be of the electrically-supervised type, arranged toprogd
ve circuit is opened, if circuits of opposite polarity are crossed, or if an inifiating

circuit transférs to the alarm condition.

uce an alarm
device in the

39.3.1.4 A ime delay of up to 1 second to prevent accidental alarms resulting-from momentary breaks,
crosses, leakage to ground, or the like, is acceptable in circuits wheresquick reaction tp such alarm
conditions is|not required.

39.3.1.5 Fdg
circuit shall b

39.3.1.6 TH
Signal Applia
section.

39.3.1.7 THh
position, shal
sound press
voltage. See

39.3.1.8 Th

r local burglar alarm applications, a control unit that has'a field programmable al
e programmed to conduct a test of the alarm sounding’device when the system

e alarm sounding device shall comply with thé\requirements of UL 464, Standal
nces for General Signaling Use, and shalk.in addition, comply with the requirg

e alarm sounding device, mountediwithin its intended housing and in its inten
| provide a sound output equivalent to that of an omnidirectional source with g
Lire level of at least 85 decibels at 10 feet (3.05 m) while connected to a sg
35.4.1.

e output specified in’39.3.1.5 shall not be less than 82 decibels when the volta

to the minimyim value specified_in the Undervoltage Operation Test, Section 46.

39.3.1.9 TH
39.3.1.5forn

39.3.1.10 A

e alarm sounding device, with its power supply, shall produce sound at the lev
ot less than 15 minutes.

s.indicated in the product installation instructions, an alarm cutoff feature shall

arm sounding
s armed.

rd for Audible

ments of this

ded mounted
n A-weighted
urce of rated

ge is reduced

b| specified in

hot operate in

H-wit 3
mriutCo.

less than 15

39.3.1.11 For police station connected applications, the sounding of the protected premises audible
alarm may be delayed by not more than 5 minutes, but the transmission of an alarm to the police station
shall be delayed not more than 60 seconds after the alarm has been initiated. See 39.1.17, 39.1.18.

39.3.1.12 There shall be an indication, at the time of setting the system, that all protection up to the
egress door is set for duty.

39.3.1.13 The system shall be such that the setting of closed-circuit wiring, detection devices, or alarm
sounding device circuits is not dependent upon the operation of an egress-door-actuated switch or transfer
mechanism on the door unless failure of these switches to operate as intended at closing time gives
position indication to the user.
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39.3.1.14 Key-operated controls located outside of the protected area shall employ high-security locking
cylinders complying with the Standard for Key Locks, UL 437.

39.3.1.15 Switches other than the entrance door shunt, that permit convenient shunting of portions of the
protection by the user, shall not be used unless audible or visual indicators, or both, are provided to remind
the user to remove the shunt.

39.3.1.16 There shall be constant indication to the user, of the condition of the protection circuit power
supply.

39.3.1.17 Either a graduated m|II|ammeter in the protectlon CIrCUIt or an under Ioad device adjusted to
operate a trogble-s A C e acceptable
methods of s{ipervising the cond|t|on of the protection-circuit power supply

39.31.18 T
device and its

ne system shall be arranged to provide at least one daily automatic_ test of the sounding
source of energy. This feature shall be described in the product installation instructions.

39.3.2 Mergantile safe and vault alarm systems

39.3.21 Sy
premises, or
See also 41.]
requirements
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mechanically
Holdup Alarn
cutting or shoj

39.3.2.3
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39.3.3 Banl
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specified for 1

If the system makes provisien-for connection of vault or safe wiring to the same cirg

stems for mercantile safes and vaults shall comply with)the requirements fq
shall provide equivalent protection, and shall comply-Wwith the requirements of
[ 2. In addition, police station connected line secufityvequipment must also cor
in Standard Line Security Equipment, 40.14, and/or Encrypted Line Security
licable.

protected as required in the Standard for Installation and Classification of
Systems, UL 681, or the circuit shall be constructed so that the system is nof
rt-circuiting connections between.the control unit and the alarm housing.

ousing used with premises wiring on the surrounding premises, tampering with
bt defeat the safe or.vault wiring.

k safe and vault-alarm systems

stems  fory'bank safe and vault burglar alarm units shall comply with the
hercantile safe and vault alarm systems, and with the requirements in this sectio

r mercantile
this section.
nply with the

Equipment,

leads providing operating power to the-alarm sounding device shall be elgctrically and

Burglar and
defeated by

uit and to the

the premises

requirements
n.

39.3.3.2 All

#-to the alarm
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housing so that an alarm is produced if the cable is severed or disconnected.

39.3.3.3 When the system is placed on duty, a timer in the system shall prevent the turning off, prior to a
time set by the user, of the door protection and of other circuits that are inoperative during the open period.
The timer shall be capable of covering a closed period of at least 96 hours (4 days). This feature shall be
described in the product installation instructions.

39.3.3.4 The door protection and other circuits that are inoperative during the open period shall be
arranged so that they are placed on duty manually at the time of closing or automatically by the timer
within 30 minutes after closing of the door and setting of the system for the closed period. This feature
shall be described in the product installation instructions.
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39.3.3.5 The requirements of 39.3.3.3 and 39.3.3.4 may be provided by a 7 day (1 week) timer that will
automatically place the protection on duty not later than 10 p.m. and remove it not sooner than 6 a.m. the
next business day. These times may be revised if they conflict with normal business hours of the protected
vault or safe. The timer shall automatically maintain the protection on duty on Sundays and holidays. An
electrically protected key or combination control shall be provided for the user to change the ON and OFF
times and to adjust the holiday carry-over as required. If employed, this feature shall be described in the
product installation instructions.

39.3.3.6 An audible or prominent visual signal (or absence thereof) shall indicate automatically to the
user if winding of any time-control mechanism is neglected.

rol units, and

shall be of the normally closed circuit fully supervised type.

39.3.3.8 Adlxiliary protection circuits used to supplement or reinforce the main_protective devices on

these units
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39.3.3.11 T
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section.

39.3.3.12 The alarm sounding device mounting within its intended housing and in its inten

position, shal
sound press
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39.3.3.13 The output specified"in 39.3.3.12 shall not be less than 84 decibels when {

reduced to th
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a) No

ay be of the non-supervised type.

stems employing sound-, vibration-, or proximity-detector systems shall includg
beration of detectors and all associated relays and circuits ‘without sounding th
Perimeter Detection Devices, 39.5.

rovision shall be made for a separate test of deteciors in each safe or vault ¢
unit.

he alarm sounding device shall comply with the requirements of UL 464, Standg
nces for General Signaling Use, and shall; in addition, comply with the requirg

| provide a sound output equivalent to that of an omnidirectional source with g
Lire level of at least 87 decibels at 10 feet (3.05 m) while connected to a sq
35.4.1.

e minimum value’specified in the Undervoltage Operation Test, Section 46.

s indicated in the product installation instructions, the alarm sounding device,
be capable of sounding at the level specified in 39.3.3.12 for:

I less than 15 minutes nor more than 30 minutes if the alarm condition has not cl

provision for
e alarm. See

bnnected to a

rd for Audible
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Hed mounting
n A-weighted
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he voltage is

ith its power

eared; or

b) Not less than 5 minutes if an automatic feature is provided to silence the alarm and reset the
system if the alarm system has cleared.

39.3.3.15 A mechanical ringer shall give an indication automatically to the user when only 5 minutes
operating power remains in the sounding device.

39.3.3.16 For police station connected applications, the sounding of the local alarm may be delayed by
not more than 5 minutes, but the transmission of an alarm to the police station or central station shall be
delayed not more than 60 seconds after the alarm has been initiated. See 39.1.17 and 39.1.18.

39.3.3.17 If the system design provides for two electrically powered alarm sounding devices, and one is
to be mounted inside and one outside the building, the inside alarm shall have resistance to tampering and
an audibility equal to that specified for a single outside alarm.
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39.3.3.18 There shall be provision for testing of automatic meter supervision over all sources of electrical
energy. If testing is used, it is to be made under load with the sounding device operating.

39.3.3.19 Switches provided on the control unit by use of which the user can turn off portions of the
protection or turn off the alarm, shall give an audible or prominent visual indication to the user as long as

the switches remain in the inoperative position.

39.4 Holdup alarm

39.4.1

Holdup alarm units shall comply with the applicable requirements for construction and

performance in this standard, as used in the application specified in 6.28(b). In addition, these units shall

n

comply with 3
as necessary

39.4.2 Aho
for broadcast

01 ac well as the annlicahle reauirements noted-in Communication Onearatio
5 P < 1

dup alarm signal shall be transmitted directly to a constantly staffed police stat
ng radio calls to cruising squad cars, or to a central station with facilities’for relay

law enforcement agency with such broadcasting facilities. The central station shall con

Standard for
39.4.3 Hold

3944 A ho
require being

Central-Station Alarm Services, UL 827.

Lp alarm initiating devices as specified in this standard shall be of the fully super

manually reset or it shall display a visual indication of having been operated at {

the control unit, or at the location where the holdup alarm<signal is received. The visual in

require manu

39.4.5 Each
alarm signal.

3946 As i
initiating devi
in a manner
device shall b
noticeable to

3947 An"

bl reset.

holdup alarm initiating device shall-fequire positive, intentional action to initi
ndicated in the product installation instructions, each manually operated H
ce shall be installed so that\it cannot be observed by the public and so that it can

that will not be obvious*to an attacking party. Each semiautomatic holdup al

the public or an attacking party prior to a holdup attempt.

bpen” in théveff-premises communication circuit shall produce a trouble signal

premises or guard station, and shall produce an alarm signal at the central monitoring sta

station.

39.4.8 Ash

, Section 40,

on equipped
ing callsto a
ply with the

vised type.

dup alarm initiating device shall lock into the alafi“position when it is operaled and shall

he device, at
flication shall

ate a holdup

oldup alarm
be operated
arm initiating

e installed so that it.is\not noticeable to an attacking party during a holdup attenmpt and is not

either at the
ion or police

bri~Circuit in the nff.prnmienc communication circuit, if sufficient to prn\/nnf trans

mission of an

alarm, shall produce a trouble signal either at the premises or a guard station, and shall transmit an alarm
signal to the central monitoring station or police station.

39.4.9 The trouble signal at the premises may be omitted on systems supervised continuously by a
central monitoring station or police station.

39.4.10 The systems shall be arranged so that when an alarm is initiated and transmitted it will continue
to register until manually reset by controls intended for the purpose in the protected premises.

39.4.11

If an alarm signal is annunciated at a guard station, it shall be of a type which is distinctly audible

anywhere within the guard station. The audibility shall be determined at the minimum voltage specified in
the Undervoltage Operation Test, Section 46.
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39.4.12 A test switch that permits shunting of portions of the protection shall restore to the non-shunting
position automatically or shall give a visual indication, audible indication, or both, when in the non-
operative position.

39.4.13 The operation of an initiating device at the protected premises, and transmission of an alarm to a
guard station, central station, and/or police station, shall not produce within the premises a signal which
may be audible or visible to the attacking party.

39.4.14 Systems operated in conjunction with other types of alarm systems shall produce a signal at the
guard station, central station, and/or police station intended to identify it as a holdup alarm.

39.4.15 In
and Classifi

tio

39.5 Burglar alarm power supplies

39.5.1 Burg
performance
requirementg

lar alarm power supplies shall comply with the applicable requirements for corn
in this standard, and shall operate as intended in accordance with th
noted in 41 — 82.

struction and
e applicable

39.6 Outsige alarm devices

39.6.1 Outgide sounding devices shall be of the enclosed type and shall comply with thel Standard for
Audible Sigrjal Appliances for General Signaling Use, UL\464, for outdoor use and with|the audibility
requirementg given in 39.3.1.7 — 39.3.1.10 and 39.3.3.4%+ 39.3.3.14. Also see Outdoor Use Equipment,
Sections 71 + 82.

39.6.2 The|construction of the outside alarm heusing shall be such that it will shed water when mounted
as intended.| Sufficient drain openings shall\be provided in the lowest part of the housing to prevent

accumulatiorn

39.6.3 Prot

of water. See the Rain Test,-Section 76.

bctive linings employed in"housings shall be sealed in a moisture-tight envelope

resisting material or treated to resist corrosion. If air is depended upon for insulation, "live" i

spaced not |
that would re

bss than 1/4 inch\ (6.4 mm) nor more than 1 inch (25.4 mm) from the housing
sult in an alarmiifthey contact the protective lining.

unless of rust
nings shall be
br other parts

39.6.4 Instiumentsand connecting wire shall be located at a sufficient height above the pottom of the
housing to ayoid saturation with water, snow, and the like.
39.6.5 Ringingmechanisms—andotherapparatusinhotsings—subjectto-vibrationshattbe-mounted with

lock washers or the equivalent to prevent loosening.

39.6.6

Classification of Burglar and Holdup Alarm Systems, UL 681.

39.7

39.7.1

Intrusion and perimeter detection devices

Installation of an outside alarm device shall be governed by the Standard for Installation and

Intrusion detection components of a burglar alarm unit/system, such as a motion detector,

proximity detector, sound detector, vibration detector, or the like, shall comply with the Standard for
Intrusion-Detection Units, UL 639. In addition, the requirements of this standard shall apply as appropriate.

39.7.2 Perimeter detection components of a burglar alarm unit/system intended for use in protective
circuits to supervise doors, windows, hatches, etc., such as magnetically-actuated switches, mercury
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switches, floor mats, or the like, shall comply with the Standard for Connectors and Switches for Use with
Burglar-Alarm Systems, UL 634. In addition, the requirements of this standard shall apply as appropriate.

40 Communication Operation Tests
40.1 General

40.1.1 This section describes the requirements for the transmission path(s) between the protected
premises and the monitoring station, and/or the communication path (s) between remote satellite/
subsidiary station(s) and the monitoring station. Also see Table 40.1.

Table 40.1
Off-Premises Communication Equipment
Communication check-in/Polling times
Communication Communicator Alternate-primary Altefnate primary
type method Single path Dual path®? wisingle path®® w/dual path®%®
Public Switchgd DACT 24 hr 360 sec primary/ N/A 360|sec primary/
Telephone 24 hr secondary alternate primary;
Network (PSTN) 24 hr secondary
Cellular Cellular DACT 24 hr 360 sec primaryf N/A 360|sec primary/
24 hr secondary altenate primary;
24 hr secondary
Managed DACT via IP 200 sec 360 sec primary/ 200 sec primary/ 360|sec primary/
Facilities-Basgd 200 sec'secondary 200 sec alternate altenate primary;
Voice Netwolk primary 360 gec secondary
(MFVN)?
Code Transmifter McCulloh 1hr 360 sec primary/ N/A 360[sec primary/
1 hr secondary altenate primary;
1 Hr secondary
One-Way R One-Way Radio 24 hr 360 sec primary/24 N/A 360|sec primary/
hr secondary altenate primary;
24 hr secondary
Two-Way R Two-Way Radid 200 sec 360 sec primary/ 200 sec primary/ 360|sec primary/
200 sec secondary 200 sec alternate alternate primary;
primary 360 gec secondary
Multiplex Multiplex 200 sec 360 sec primary/ 200 sec primary/ 360|sec primary/
200 sec secondary 200 sec alternate altenate primary;
primary 360 gec secondary
Packet Switchied IP, GSM, GPRS, 200 sec 360 sec primary/ 200 sec primary/ 360[sec primary/
Data Networks etc. 200 sec secondary 200 sec alternate alternate primary;
(PSDN) primary 360Sec secondary

@ Standard Line Security (or Encrypted Line Security) is required on one of the paths.
® Products must be in compliance with the applicable Exceptions per 40.8 to qualify for 360 sec check-in/polling.
¢ The same level of Line Security is required on both the primary and alternate primary paths. See 40.2.3 or 40.8.10.

4 Managed Facilities-Based Voice Networks (MFVN) employ “Voice over IP (VoIP)” technology governed by the PSDN
requirements in 40.7.

¢ The alternate primary path is only active when the primary path fails and is brought into service before the next check-in/polling
time interval.

40.1.2 The transmission path from the protected property consists of the following four elements:

1) The means of transmission from the protected property;
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2) The premises demarcation point, consisting of the connection point and intermediate Information
Technology Equipment, provided at the protected premises that may or may not be supplied as
part of the alarm system;

3) The communication cloud through which signals are transmitted to the monitoring station; and

4) The monitoring station such as central station, hosted central station, proprietary station, police
station, or the equivalent.

40.1.3 Where utilized, dual path transmission systems shall provide for redundancy as indicated in Dual
Path Transmission Methods, 40.8.

40.1.4 A sipgle break (open), wire-to-wire short, or ground fault on any transmission or-c

circuit shall
other than th

4015 Asi
station shall
system is in {

40.1.6 Loss

annunciated
parameters 1

Exception: T|
systems that

40.1.7 The

does not megt the intent of the requirements in.40.1.4.

40.1.8 The
closing (armi

40.1.9 Sign
40.1.10 As
receiver(s) p

in the produdg

40.1.11 As

ot cause a local alarm signal, or affect the required operation of the burglar-a
b |oss of the faulted communication circuit.

hdicated in the product installation instructions, loss of communication with t
be treated as an alarm condition by monitoring station personnel when the
he armed state, and as a trouble condition while the system js\disarmed.

of communication between the protected premises’,and the monitoring stg
at both the monitoring station and the protected{premises in accordance
oted in Table 40.1.

he local annunciation requirement noted above is not applicable to proprietary
are constantly monitored by the central supervisory station.

utilization of a double loop or redundant conductors or circuits to avoid electric

protected premises alarm:.controls shall be such that the act of opening (disa
hg) the protected premises in the prescribed manner does not transmit an alarm

als shall be indicated both audibly and visually at the monitoring station receivin

evaluated,«the*protected premises communicator(s)/equipment and the mon
roven to_Be-compatible with the requirements of this standard must be specific
t installation instructions.

bmmunication
larm system,

e monitoring
purglar alarm

tion shall be
with the time

burglar alarm

bl supervision

rming) and/or

j equipment.

toring station
blly described

applicable, the off-premises communicator and/or its power supply may be subject to attack

resistance re

quirements. See Attack Tests, Section 67.

40.2 Single path transmission methods

40.2.1 Sign

a)Co

als shall be transmitted by one (or more) of the following methods:

de Transmitter (McCulloh) (see 40.3.1);

b) DACT (see 40.3.2):

1) PSTN;
2) Cellular;

3) MFVN (see 6.69).
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c) One-Way Radio (see 40.4);
d) Two-Way Radio (see 40.5);
e) Multiplex (see 40.6);

f) Packet Switched Data Networks (PSDN) (see 40.7).

40.2.2 The specific transmission function as indicated in 40.2.1 shall be provided as part of the product
use marking shown in 89.2(c).

40.2.3 A system may also employ an alternate pr|mary path for off-premlses communication. A single
path transmigstor f f nate primary path
provides the $ame level of mtegnty as the prlmary path and is brought into service before thg next check-
in/polling timg interval should the primary path become inoperative. In addition, boththe primary and the
alternate primpary paths shall be provided with the same level of Line Security (e.g. both hgve Standard
Line Security|both have 128-bit Encrypted Line Security, both have 256-bit Encrypted Line Sgcurity).

40.2.4 The alternate primary path shall comply with all the applicable requirements in Sectioh 40.

40.2.5 The fime lapse between the occurrence of the faults described in 40.6.11 and the [annunciation
and recording of those conditions at the monitoring station shall'not exceed 200 seconds| on both the
primary and glternate primary paths.

40.3 Transmitter systems
40.3.1 Cod¢ transmitter (McCulloh)

40.3.1.1 As|used in this standard, the term "code transmitter (McCulloh) system" refers to & system that
provides for tihhe connection of more than onge protection system to a single alarm receiving unit.

40.3.1.2 Copnection between the Subscriber's protective wiring and the monitoring station shall be
affected by means of a code transmitter connected to or integrated with the subscriber's| control unit.
Under this grrangement, placing* the subscriber's control unit in the armed condition|shall cause
transmission of a closing signal’Any disturbance of the subscriber's protective system durirjg this period
when protectjon is set shall immediately operate the code transmitter, thereby signaling the monitoring
station.

40.3.1.3 The monitoring station communication circuit shall be of the closed-circuit (supgrvised) type.
Signals from ]he premises code transmitters shall normally be affected by opening this circuit.

40.3.1.4 Circuitry within the monitoring station and communication circuitry connecting code transmitters
to the monitoring station shall be arranged so that neither a single break, wire-to-wire short, nor a single
ground in the line can prevent the reception of signals from any code transmitter on that circuit.

40.3.1.5 The communication circuitry specified in 40.3.1.4 shall be arranged so that a break, short, or a
ground in the line causes a signal at the monitoring station that calls the operator's attention to, and
identifies, the nature of the trouble.

40.3.1.6 A visual indication to the operator shall be activated whenever the circuit is being operated with
a break, short, ground, or other impairment.

40.3.1.7 To check that both lines connecting a code transmitter to the monitoring station have not been
severed, shorted, or grounded, either an hourly automatic test signal shall be transmitted from each
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subscriber's premises during the closed (armed) period, or the monitoring station operator shall, at will, be
able to cause each code transmitter to send in a test signal.

Exception: Hourly test signals are not required if either:

a) Monitoring station lines enter the premises in underground cables; or

b) These lines enter and leave the premises at separate points at least 10 feet (3.1 m) apart and
the subscriber's protective circuit is installed with the monitoring station line to the nearest junction.

The methods of installation above shall be included in the product installation instructions.

40.3.1.8 Th
protective cir

40.3.1.9 Cq
instrument. T
permanence

40.3.1.10 A
audible sign4

40.3.1.11 H
visible during
identify the ¢

40.3.1.12 |
circuit, there

a) Tw

b)Ad

40.3.1.13 |
signal to the

40.3.1.14 A
monitoring st
an initiating ¢

e test signals specified in 40.3.1.7 shall provide supervision of both the
cuit and the connecting line between the monitoring station and the code transm

he recording instrument shall print records either in ink or anotherimedium hav

n audible supervisory signal shall sound while a code signal is being receive
| may be used.

ach communication circuit shall be provided with a visual supervisory signal

rcuit from which the signal is being transmitted.

shall not be loss of signals from any\code transmitter on the communication circ

b or more simultaneous transmissions; or

a subscriber's protective circuit is disturbed, the code transmitter shall trans
monitoring station.ahd shall repeat this code not less than three times.

subscribep.control unit used in a code transmitter system shall transmit an alarn
ation if the protective circuit is opened, if its conductors of opposite polarity are
evicetin the circuit transfers to an alarm condition.

econd code transmitter operating before the first has completed its transmission|.

subscriber's
tter.

de signals shall be received at the monitoring station on a tape register or other recording

ng equivalent

0. A common

hich shall be

the time a signal is being received from any equipment on its circuit. The arrapgement shall

provision is made to prevent signal clash between code transmitters on the same signaling

lit due to:

mit the code

n signal to the
crossed, or if

40.3.1.15 1

he transmitting —mechanism _shait—be enclosedim_an_etectricatty protect

d enclosure.

Protection for the transmitting mechanism shall comply with the requirements in the Attack Tests, Section

67.

40.3.1.16 Electrically operated code transmitters shall be provided with supervision of both their source
of energy and their driving mechanism.

40.3.1.17 Spring-wound or mechanically operated code transmitters shall be provided with supervision

over the wou

nd condition of the mechanism.

40.3.1.18 Winding keys projecting outside of the case shall not enable application of enough torque to

stop the mec

hanism before one complete round of the code signal is transmitted.
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40.3.1.19 Means shall be provided whereby the subscriber may test the protection at closing (arming).
The results of a positive test shall be indicated by visual or audible means.

40.3.1.20 A normal closing (arming) signal shall not be transmitted if the protection is not set when the
subscriber control unit is placed in the operating mode used for a closed period (protection on).

40.3.2 Digital alarm communicator transmitter (DACT)

40.3.2.1

These requirements cover digital alarm communicator system units for use in central-station

burglar-alarm systems, proprietary burglar alarm systems, police station connected burglar alarm
systems, and holdup alarm systems The requwements in this section also apply to ceIIuIar communicator

transmitters t
Networks (M
Switched Dat

40.3.2.2 The

and/or install
described in
Requirement
Equipment —

40.3.2.3 A need for off-premises transmission will activate the digital alarm communicatq

(DACT) that

through the felephone company's switched network (PSTN) and transmits a message id

change in corn

40.3.2.4 All
monitoring st

Exception: A
40.3.25 Ift

station, it sha
progress, ang

been complefed and the digital alarm communicator transmitter disconnects.

40.3.2.6 In
disconnect a

VN) (or “V0|ce over IP” (VoIP) networks) are covered by the reqwremen
B Networks (PSDN), 40.7.

digital alarm communicator transmitter unit shall comply with_the-constru
ation instruction requirements for protection against overvoltage ffom power
the Standard for Information Technology Equipment — Safety — Part
5, UL 60950-1, or the Standard for Audio/Video, Information*and Communicatio
Part 1: Safety Requirements, UL 62368-1.

contacts a digital alarm communicator receiver (DACR) located at a monit

dition at the protected premises.

data exchanged between the transmitter at the protected premises and the rd

oice message may be used-to provide supplementary data only.

ne digital alarm comrmunicator transmitter is required to send a message to th
Il seize the telephone line at the protected premises, cut off any outgoing tele
prevent use of the line for future outgoing telephone calls until the signal tran

s-Based Voice
ts in Packet

ction, safety,
line crosses
1: General
h Technology

r transmitter
oring station
entifying the

ceiver at the

htion shall be by digital code or equivalent. Signal repetition, digital parity ch¢ck, or some
equivalent mgans of signal verification shall be used.

e monitoring
phone call in
smission has

hddition.to the requirement of 40.3.2.5, the digital alarm communicator transmit
ny incoming call to free the telephone line for a signal transm|SS|on See 4

requirement \

er shall also
0.3.2.7. This

disconnection of an mcomlng caII cannot be obtalned if the calllng party does not go on-hook (hang up).

40.3.2.7 The digital alarm communicator transmitter shall obtain a dial tone by one of the methods

specified in ei

ither (a) or (b):

a) After going off-hook, the transmitter shall wait for 3 to 7 seconds before beginning the dialing

process.

length

ened before beginning the dialing process.

If additional attempts are needed to contact the central-station, the wait may be

b) After going off-hook, the transmitter shall wait until the dial tone frequency(s) has been detected
and then begin the dialing process. The wait for the dial tone shall not exceed 7 seconds. If the dial
tone has not been detected within 7 seconds, the transmitter shall go on-hook, wait for a
predetermined period of time, go off-hook and start the sequence again. On the second and
subsequent attempts to detect the dial tone, the wait may exceed 7 seconds.
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The time spent on-hook between attempts for method (a) or (b) shall be sufficient to cause the telephone
company's system to disconnect any incoming call that may have been present when the transmitter went
off-hook. See 40.3.2.6.

Exception: The wait of 3 to 7 seconds specified in (a) may be shortened or lengthened if the telephone
system in which the transmitter is being used permits or requires it.

40.3.2.8 After the digital alarm communicator transmitter has contacted the digital alarm communicator
receiver:

a) It shall verify that contact has been made with the proper receiver and obtain verification that the
receiver is ready to receive signals (handshake signal);

b) The transmitter shall send its message;
c) The receiver shall verify that the message is valid; and

d) TH
mess

e transmitter shall switch to on-hook (disconnect) as soon as\the verification of its final
hge and action is received from the digital alarm communicator.receiver (kiss-off{signal).
The probability of verifying an invalid signal shall be a ratio of 1 to 1000or less.

40.3.2.9 TH
specified in (

e digital alarm communicator transmitter and rec€iver units shall provide for the conditions
R) and (b):
ade with the

a) If the transmitter does not receive a signal werifying that contact had been n

recei
conta

b) If t
been
conta
befor
case.

er, it shall go on-hook after waiting no*more than 45 seconds and then atte
ct again.

ne transmitter does not receive a-sign-off (kiss-off) signal indicating that a valid
received, verified and accepted;-the transmitter shall go on-hook, and then att
ct and deliver the message again. The transmitter may send the message a
b going on-hook, but shall not wait more than 5 seconds for the sign-off (kiss-off

40.3.2.10 The DACT shallimake no less than five, nor more than ten, attempts to contact t

station recei
has made th
sign-off (kiss

Exception N

er, deliver an.acceptable message, and receive a sign-off (kiss-off) signal. If t

mpt to make

message has
empt to make
second time
signal in any

he monitoring
e transmitter

e maximum_number of attempts to contact the receiver and has not received an acceptable

off) sighal,"an indication of this failure shall be presented to the alarm system us

~JIy“There may be an indication to the alarm system user that an attempt has

er.

been made to

contact the

oniroring Statiom receiver auring e arrried rmoae wrietrier coriact was actuaily

made or not,

but a signoff (kissoff) signal as described in 40.3.2.11 is still required as confirmation that the transmission
has been successful.

Exception No. 2: If the transmission line has been restored prior to completing the maximum number of
contact attempts and all stored signals have been sent, or a communication failure message has been
delivered to the monitoring station, the failure to communicate indicator at the protected premises does not
need to latch in.

40.3.2.11  When the digital alarm communicator transmitter is placed into the armed mode, the receipt of
the sign-off (kiss-off) signal indicating a successful transmission shall be indicated to the user by audible,
visual, or both types of signals. If a backup line is used with the transmitter (see 40.3.2.12, the condition of
that line, normal or abnormal, shall be indicated to the alarm user when the system is placed into the
armed mode.
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40.3.2.12 The telephone line connected to the digital alarm communicator transmitter shall be
supervised as specified in either (a) or (b):

a) Two telephone lines shall be used and the transmitter shall be able to switch from one to the
other. Both telephone lines shall be monitored so that if a fault develops on either one, the
transmitter will contact the receiver through the remaining line to report the fault and identify it as a
telephone line trouble. In systems having telephone instruments without bell-ringing capacitors, the
fault shall be present at least 15 seconds but no more than 45 seconds before the trouble signal is
transmitted. In systems having telephone instruments with bell-ringing capacitors, the time to
detect a fault may be approximately 65 seconds for each telephone instrument on the line.
Therefore, no more than two telephone instruments shall be on each of the two telephone lines. It
is suggested that the telephone line used for primary reporting be connected to no more than one

instrunent.

b) The
The n
purpo
used f

40.3.2.13 If
switch to the
primary telep
shall switch b
number of att

40.3.2.14 A

transmitter shall contact the receiver with an identifiable signal at least orice'ev

brmally scheduled opening signal, closing signal, or any other signal.may be
be. If none of these signals are transmitted during a 24-hour period, an ident
Or this specific purpose, shall be transmitted.

telephone line supervision is provided as described in 40.3.2.12(a) the trarn
secondary telephone line after one or two attempts to make contact with the re
none line. After making one or two attempts on the secondary telephone line, th
ack to the primary line. This sequence shall be confinded until the transmitter H
empts required in 40.3.2.10.

digital alarm communicator receiver unit,shall accommodate a minimum of

telephone lings. Incoming transmissions shall go to the first available line.

40.3.2.15 A
a) On

message shall be displayed:

A visual display and a printer;

b) on & minimum of two printers; or

c) by 4
A permanent

40.3.2.16 E
The audible s

ny other equivalentdual means.

recording of each message shall be made.

ery 24 hours.
used for this
fiable signal,

smitter shall
ceiver on the
e transmitter
as made the

WO incoming

hch message shall initiate an audible signal that shall continue to sound until manually reset.

gnal may be silenced separately from the clearing of the visual display. See 40.1

8.2.17.

40.3.2.17 When a visual display and a printer are used, the printer shall automatically record each
message as it is received. The message shall also be automatically shown on the visual display and shall
remain visible, or be periodically repeated (scrolled), until manually cleared. The printer or visual display
shall continue its operation when the other is out of service.

40.3.2.18 When two or more printers are used, they shall operate as specified in either (a) or (b):
a) A minimum of two printers shall automatically record each message received; or

b) One printer shall automatically record each message received and a standby printer shall be
provided that can be put into service within 30 seconds. Failure of an operating printer shall result
in audible and visual signals that identify the failed printer. The ratio of standby printers to operating
printers shall not be less than 1 to 5.
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40.3.2.19 Messages shall be displayed in an alphanumeric code, numeric code, written text, or
equivalent code that will identify the transmitter and the nature of the condition that has caused the
message to be transmitted.

40.3.2.20 An opening, closing, alternating current power failure, battery failure, or the like, shall be
distinguished from alarm signals. An opening (disarming) and closing (arming) signal shall be identified as
such.

40.3.2.21 If the digital alarm communicator receiver is automated or connected to a central station
automation system, only those messages that require action by an operator need be displayed, for
example an unauthorized entry, power failure, battery failure, and the like. Messages relating to opening
(disarming) ' i ithi i i ' ponse by the

automated system and shall be recorded in a manner that will allow recall and display by:-3
other authorized monitoring station personnel. Automated systems shall comply with the [reg
automated central station systems in the Standard for Central-Station Automation Systems,

n operator or
uirements for
UL 1981, and

the applicable requirements in this standard.

40.3.2.22 I the digital alarm communicator transmitter determines that opening (disarming
(arming) sighals are acceptable or unacceptable, a transmission only‘\once every 24
monitoring sfation is required if the method of supervision specified in 40:3.2.12(b) is used.

) and closing
hours to the

40.3.2.23 ith reference to the requirements of 40.3.2.22, a digital alarm communicator trg
determine an acceptable or unacceptable opening (disarming) and closing (arming) as spe
(a) or (b). THe indication of a successful closing signal transhiission required by 40.3.2.11 i
under these ¢onditions.

nsmitter may
ified in either
5 not required

a) The day to day opening and closing schedule shall be established in the m
transinitter so that an opening (disarming)<or closing (arming) taking place at an ac
will nt cause a transmission to the monitoring station. An opening (disarming) or clgsing (arming)
taking place at an unacceptable time‘will result in a transmission of this condition to the monitoring
statiopn. The opening and closing time parameters shall comply with the Standard for Central-
Statign Alarm Services, UL 827.

emory of the
ceptable time

b) Th
an op
Entry

b alarm user shall be provided with a code that when entered in combination with the action of
ening or closing,(shall prevent the DACT from sending a message to the monitoring station.
of an incorrect'code shall result in a transmission to the DACR.

40.3.2.24
available for]
combination

10,000 codes
ser and each

Vith referefnce to the requirements of 40.3.2.23(b), there shall not be less than
use.invthe system. A combination of codes may be used by each alarm u
may.have different levels of acceptance.

40.3.2.25 The scheduled openings and closings acceptable under the requirements of 40.3.2.23, shall
be stored and transmitted to the central-station receiver for recording when the transmitter makes its
check-in transmission once every 24 hours. Equivalent methods of storing and recording of the scheduled
openings and closings may be used.

40.3.2.26 To prevent the transmission of an alarm signal before an acceptable opening has been
initiated, an entry alarm caused by the alarm user entering the protected premises may be delayed up to
45 seconds. However, this delay time shall be added to the attack time specified in 67.2.1.2(b).

40.3.2.27 A digital alarm communicator transmitter shall either be an integral part of the subscriber's
control unit or a separate unit that can interface with a subscriber's control unit. As applicable, a separate
unit shall comply with the cover and/or rear tamper requirements in this standard.
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40.3.2.28 A digital alarm communicator transmitter shall be connected into the telephone switched
network (PSTN) and programmed to contact a digital alarm communicator receiver with which it is

compatible. T

he compatible DACR shall be indicated in the product installation instructions.

40.4 One-way radio (RF) systems

40.41

Systems employing one-way radio for off-premises communication to the monitoring station shall

comply with the applicable requirements in the Standard for Control Units and Accessories for Fire Alarm
Systems, UL 864, as well as any operational or attack test requirements of this Standard.

40.5 Two-way radio (RF) systems

40.5.1

40.6 Multipjex systems

40.6.1 As

signaling chafacterized by the simultaneous or sequential transmission and reception of mu

over a singl
signaling ma
switched dat
multiplex sys

40.6.2 The
station, or thr

40.6.3 Any
be indicated 4

alarm, troublg

40.6.4 Ach

the new statlis, and include-the time and date. A recording device shall consist of either

magnetic me
upon request
signals shall
Central-Statig

Systéms employing two-way radio for off-premises communication to the monitoring
comply with the multiplex requirements of this standard, 40.6, as well as with the applicable

in the Standard for Control Units and Accessories for Fire Alarm Systems, UL. 864, as
operational rgquirements of this Standard.

ed in this standard, the term "multiplex system" refers)to a system using

communication channel and provision of mean® to positively identify each
be accomplished over a wire path, telephone communication channel, radio ¢
networks, or any combination of these. A two-way radio system shall be cor
m.

signal may be transmitted from thecprotected premises system directly to th
bugh either a satellite or subsidiary-station.

Change in the status of the pratection circuit which is initiated at the protected p
t the monitoring station by audible and visible means. Opening (disarming), clos
, and their restoration to hormal, are considered status change signals.

hnge in status shall)be automatically recorded. The record shall identify the sys

jium or oth&r-nonvolatile electronic memory capable of being viewed or printed
The yeat‘may be manually recorded and need not be shown for each recordin
be stored in accordance with the applicable time parameters noted in the
n Alarm Services, UL 827.

station shall
requirements
well as any

a method of
Itiple signals
signal. The
arrier, packet
sidered as a

e monitoring

remises shall
ing (arming),

tem, indicate
a printer or
immediately
g. Recorded
Standard for

40.6.5 Neither an integral nor a supplementary automatic printout is required if each individual protection
system supervised by the multiplex system is provided with an individual display. A change in status shall
be indicated automatically by the individual display affected.

40.6.6 The system shall continue to monitor the other systems while a status change is being recorded.

40.6.7 A signal that is repeated may be recorded only once, provided that the record indicates the nature
of the signal.

40.6.8 Receipt of the signal shall require acknowledgment by the operator. Acknowledgment shall
silence the audible signal and result in a visual display of the condition of the system.
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Exception: In proprietary burglar alarm applications, acknowledgment is not required for a status change
initiated by the operator at the proprietary station, however the initiation of the status change shall result in
a visual display (at the proprietary station).

40.6.9 If no constant visual display is provided to indicate the condition of each protection system, a
means shall be provided by which the monitoring station operator can determine the condition of any
system at any time. A multiplex receiver used in conjunction with an automation system may be employed
to determine the status of each system.

40.6.10 There shall not be loss or confusion of signals due to temporary outage of monitoring station
equipment or outage of the connecting link between the monitoring station and the protection systems.
The protecti i i idi i i i ncerning any

status chan
re-establish

40.6.11 Th
of signal, or

affected by t
not exceed 2
and the reco
protective sy

Exception: If
time to annu
to 40.8.

40.6.12 Th
an alarm if t
initiating dev
control unit ig

40.6.13 In
indicated in 1
exceed 90 s
more than §
annunciating
For systems
annunciating

40.6.14 A{

occurring during such an outage. Once the connection to the monitoring sta
, all buffered signals shall be forwarded to the monitoring station.

time lapse between the occurrence of a single break, single ground, wire-to-w
ny combination of these that can prevent the receipt of signals frem’the portion
ne fault, and the annunciation and recording of that condition.at the monitoring
00 seconds from the time the fault is initiated. These faults_shall be automatic
rd shall identify each protective system and circuit affected. All changes in the
stems affected shall also be recorded when the fault is€Cleared.

the protection system uses dual path transmission methods to the monitorin
hciate and record a communication failure condifion may be 6 minutes (360 se

b protective circuits shall be of the electrically-supervised type and arranged sq
he protective circuit is opened, if its“conductors of opposite polarity are crof
ce in the circuit transfers to the alarm condition. The wiring between a zone exp
considered a portion of the burglar alarm initiating protective circuit.

A multiplex alarm system) the time lapse between the occurrence of a staty
10.6.3 and the annunciation and recording of that change at the monitoring sta
pconds from the time the fault is initiated. In this time interval, all supervised sy
00 separate sighals shall be scanned and the monitoring station shall b
and recording. not less than 50 simultaneous status changes in the 90-second

ion has been

ire short, loss
of the system
station, shall
ally recorded
status of the

g station, the
conds). Refer

as to initiate
tsed, or if an
ander and the

s change as
tion shall not
stems having
e capable of
time interval.

having {ess than 500 separate signals, the monitoring station shall bg¢ capable of

and recording not less than 10 percent of the total status change signals.

ubscriber’s control unit shall transmit an alarm signal to the monitoring statior

if a circuit in

the permane
disarmed.

nt protective wiring (24-hr zone) opens even when the premises Is open and

he system is

40.6.15 A multiplex system shall give priority to signals in the order specified in (a) — (d), and shall
annunciate subsequent signals at a rate of not less than one every 10 seconds. The order of priority of

signals shall

be:

a) Signal associated with life safety (fire alarm, carbon monoxide alarm, medical alarm);

b) Duress, holdup or panic alarm;

c) Burglar alarm;

d) Supervisory signals and trouble signals associated with life safety or security;
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e) All other signals.

40.6.16 If a multiplex system does not annunciate signals in compliance with the order of priority
specified in 40.6.15, signals shall be annunciated by separate means in such a way that the order of
priority is maintained. A multiplex receiver provided with a constant connection to an automation system
that has been evaluated in accordance with the requirements of the Standard for Central-Station
Automation Systems, UL 1981, satisfies the intent of this requirement.

40.6.17 A multiplex system that incorporates more than five-hundred initiating device circuits, and does
not give priority to signals, shall annunciate successive signals at a rate of 1 signal every 1.8 seconds or
less (50 signals per 90 seconds). For systems with five-hundred or fewer initiating device circuits, the
minimum number of signals annunciated every 90 seconds shall equal 10 percent of the total number of
initiating devites in the system.

40.6.18 If m
station and t
beyond the fg

ultiplex system signals are transmitted directly from the protected systems to t
ne loss of the communication path prevents the receipt of signalsnfrom protg
ult, the number of separate signals on a single path shall be limited\to 1000.

e monitoring
ctive circuits

40.7 Packet switched data networks (PSDN)

40.7.1 As uped in this standard, the term “packet switched data network (PSDN)” refers to
accomplisheq via Internet Protocol (IP), Global System for Mobile\(GSM), General Packet R
(GPRS), Codle Division Multiple Access (CDMA), High Speed Packet Access (HSPA
Evolution (LTE), and other equivalent technologies.

transmission
adio Service
, Long-Term

40.7.2 In ad
networks sha

dition to the applicable requirements for\Multiplex Systems in 40.6, packet switched data

| comply with the requirements in this-section.

40.7.3 PacKket switched data network (PSDN) interface equipment, manufactured by other than the
burglar alarn equipment manufacturer, that is not provided with the burglar alarm system and/or not

required for
Standard for
the Standard
Requirement
or manipulate

like, shall comply with the.applicable requirements noted in this standard.

40.7.4 The
the use of
connection/si
unit.

the processing of the sighals shall be evaluated to the applicable requirer
nformation Technology Equipment — Safety — Part 1: General Requirements, U
for Audio/Video, Information and Communication Technology Equipment — B
5, UL 62368-1, as’communication equipment. Any network interface device whig
s the original data packet such as changing transmission formats, adding encryy

connegction to the network shall be of an "always on" or “on demand” nature an

the\ public switched telephone network to make a "dial up" connection]

nents of the
| 60950-1, or
art 1: Safety
h adds value
tion, and the

d not require
A loss of

nal shall be reported and identified within 200 seconds at the monitoring station receiving

Exception: If the protection system utilizes dual path transmission methods in accordance with 40.8, the
time to annunciate and record the communication failure condition may be extended to 6 min (360 s).

40.7.5 A single open, single earth ground, or wire-to-wire short on the packet switched data network
circuit shall not affect the performance of the premises control unit except for the loss of the
communication function extending from that circuit.

40.7.6 Supervision signals between premises alarm equipment and monitoring station alarm receiver
equipment shall be managed by the monitoring station receiving equipment and not an intermediate
station or intermediary network agent, device or service, unless investigated for such service as a
monitoring station.
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40.7.7 Neither panel nor receiver operating systems (software or firmware) shall be susceptible to known
security breaches.

40.7.8 There shall be message authentication between the premises control unit and control receiving

equipment:

a) Each message exchanged between the premises and monitoring station receiving equipment
shall include the network address of the premises equipment, and a hashed (scrambled) key which
is changed on every message exchange; or

b) A system shall be able to accommodate a minimum of 65,000 distinct account numbers.
Message authentication shall consist of an account number plus an additional authentication key

whic
40.7.9 Nety

40.7.10 Sig
wireless mes

a) Th
props
props

b) E4
equip

40.7.11 Wh
for off prem
encrypted.

40.7.12 Th
comply with {

40.7.13 Ift
be provided
time. A pack
determine th

40.7.14 Th
medium, or g

IS changed such that a compromise 15 detected i accordance with 40- 124
vork addressing of devices shall not make use of public domain name servers.

nals between the premises control unit and the receiving equipment, when 1
ns, shall be protected by one of the following methods:

e installation instructions shall state that the communication medium betwe
rty and communications service provider shall be for the exclusive use of
rty and is not to be shared with other communications-sérvice provider subscrib

ch message sent between the premises contrgl unit and the supervising st
ment shall be protected with a cryptographic authentication means.

en the premises control unit uses a wirgless RF link to a device at the point o
ses transmission (wireless LAN or WAN) or directly to the receiver, the sig

e display and annunciation réquirements for packet switched data network rg
he requirements as indicatéd-in this standard.

by which the mohitoring station operator can determine the condition of any s
b status of each’system.

)

b alarm, receiving equipment shall have a recording device of either a prin
ther.nonvolatile electronic memory capable of being viewed or printed.

]

ot carried by

en protected
the protected
rs; or

ion receiving

demarcation
nals shall be

pceivers shall

nere is no constant.isual display provided to indicate each protective system, a means shall

ystem at any

bt switched data_receiver used in conjunction with an automation system may bg¢ employed to

ter, magnetic

40.8 Dual path transmission methods

40.8.1

Signals shall be transmitted by two or more of the following methods:

a) Code Transmitter (McCulloh) (see 40.3.1);

b) DACT (see 40.3.2):

1) PSTN;
2) Cellular;

3) MFVN (see 6.69).

c) One-Way Radio (see 40.4);
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d) Two

-Way Radio (see 40.5);

e) Multiplex (see 40.6);

f) Packet Switched Data Networks (PSDN) (see 40.7).

40.8.2 Each transmission path shall employ different methods of transmission technology, which pass
through separate demarcation points, as they leave the protected property.

Exception: Both transmission paths may be Internet Protocol (IP), provided that each IP path employs a
separate IP address and/or Internet Service Provider (ISP). Also see 40.8.8.

40.8.3 The
marking. In a
paths shall beg

40.8.4 Atra
used alone. A

40.8.5 Loss|
seconds. If a
send a signal

Exception No
to 6 minutes

a)Ap
paths

b) Ea
report

c) If ope path is lost, communication supervision shall be maintained on the remaining

single
restor

d) An
switch

specific transmission function indicated in 40.8.1 shall be provided as part of thg
ddition, a system that meets the requirements of 40.8.5 and transmits alarmi sig

hsmission method that does not provide an acknowledgment signah(see 40.13

marked for its function as a dual path transmission system. See 89.2(c)

n additional transmission method shall be required to provide an acknowledgms

of communication shall be annunciated at the monitering station receive
fault is detected on any of the transmission paths, at ledst one of the transmissid
to the monitoring station to report the fault within 200.seconds.

1: The time to annunciate and record the communication failure condition may
360 seconds), if the following conditions aregmet:

fotection system that uses this method«0f communication supervision shall use
pf transmission to the monitoring station.

h transmission path shall supervise the other. Loss of either path of transmis
bd to the monitoring station within 6 minutes (360 seconds) over the operable pa

path requirements for ‘the technology used, until dual paths of transmissio
pd. See Table 40(1.

alarm signal\is- sent to the monitoring station over both paths of transmissior]
ed data nétworks, alarm signals do not have to be sent over both transmission p

1) An-alarm signal confirmation is sent from the monitoring station receiver to

product use
nals on both

shall not be
nt signal.

r within 200
n paths shall

be extended
fwo separate
sion shall be
th.

path per the
h have been
. For packet
aths if:

he protected

premiises over the primary path;

2) The alarm signal confirmation is received and annunciated at the protected premises

within 20 seconds of being sent by the monitoring station receiver; and

3) The alarm signal confirmation procedure is documented in the product installation

instructions.

e) The following individual faults on the antenna circuit on a One-Way or Two-Way Radio (RF)
system that prevents communication to the monitoring station shall be annunciated at the
monitoring station receiver within 200 seconds. A fault is defined as:

1) A single open;
2) A single earthground; or

3) A wire-to-wire short.
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Exception No. 2: During the disarmed period, the time to annunciate and record the communication failure
condition at the monitoring station may be extended to 60 minutes if Exception No. 1 and the following
conditions are met:

a) The method used to detect and report the occurrence of a condition that can prevent the receipt
of signals from the protection system and to annunciate that condition shall be applied at a
statistically random rate. The minimum time between random checks shall be 5 minutes or less.

b) When armed, the system shall check that signals can be transmitted to the monitoring station. If
the system cannot send a signal to the monitoring station, a signal to report the condition shall be
transmitted to the monitoring station over the second path of transmission.

40.8.6 Whgna on one of the
paths, alarm|signals shall be transmitted over that path. Opening (disarming) signals shall-he transmitted
immediately py either:

- alarm SyStem proviae andard tine Security or

a) The method of transmission that provides Line Security; or

b) The method that does not provide Line Security. If the opening signal is not transmitted within
five aftempts, the opening signal, or a failure to communicate that sighal, shall be trapsmitted over
the method that provides Line Security.

40.8.7 Whgn an alarm system does not provide Standard Line\Security or Encrypted Ling Security on
either path, the system shall have the capability to transmit an<alarm signal over both paths.

40.8.8 A dpal line DACT shall be considered as a @ual path transmission system if|it meets the
requirementg of 40.8.5 and 40.8.7 and provides for a.24-hour check-in signal over one path. One path
shall be a switched landline and the other shall be cellular.

40.8.9 In aldual path transmission system, individual faults on the antenna circuit on an RF system that
prevents communication to the monitoringistation shall be annunciated at the monitoring sthation receiver
within 200 sgconds. A fault is defined as:

a) A gingle open;
b) A gqingle earthground;-or

c) A wire-to-wire.Short.

40.8.10 A system-may also employ an alternate primary path for off-premises communigation. A dual
path transmission’system with an alternate primary path is one in which the alternate [primary path
provides the lsame_level of infngrify as the rr_\r'imnry ps\i‘h and-is brou |gh1‘ into_service before thie next check-
in/polling time interval should the primary path become inoperative. In addition, both the primary and the
alternate primary paths shall be provided with the same level of Line Security (e.g. both have Standard
Line Security, both have 128-bit Encrypted Line Security, both have 256-bit Encrypted Line Security).

40.8.11 The alternate primary path shall comply with all the applicable requirements in Section 40.

40.8.12 The time lapse between the occurrence of the faults described in 40.6.11 and the annunciation
and recording of those conditions at the monitoring station shall not exceed the timings specified in Table
40.1 for the primary, alternate primary, and secondary paths.
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40.9 Central/proprietary/police (monitoring) station units

40.9.1 Central/proprietary/police (monitoring) station receivers shall comply with the applicable
requirements in this standard, and the Standard for Central-Station Alarm Services, UL 827, or the Outline
of Investigation for Hosted Central Station Services, UL 827A. Software-based receiving equipment shall
comply with Section 37.

40.9.2 The number of signals in each system used for burglar-alarm signals shall be limited to 1000. If
applicable, this requirement shall be noted in the product installation instructions.

40.9.3

If the central/proprietary/police (monitoring) station equipment is completely duplicated with

th no loss of

standby equi
signals during

4094 The

ment—and a switchover can be accomplished-in not more than 90 seconds \wi
T 1

this period, the capacity of the system is to be considered unlimited.

Central/proprietary/police (monitoring) station equipment shall be designed ang

constructed

so that any cilitical component can be replaced and the system restored to service\within 30 minutes. This

requirement s

40.9.5 With
prevent the re

40.10 Auto

40.10.1 As
equipment th
record them.

40.10.2 Aut
Automation §

40.10.3 An
switchover in
requirement g

Exception: If
than five thou
active systen
been:

hall be noted in the product installation instructions.

ceipt and interpretation of signals by the monitoring stationoperator.
mation system units

used in these requirements, an automation- system unit refers to monit
bt can automatically process routine signals;“such as scheduled openings and

ystems, UL 1981.

automation system unit shall be completely duplicated and provision shall
a period of not «more than 90 seconds, without loss of signal during th
hall be noted on.the product installation instructions.

bn automated' system unit serves not more than one thousand active systems
sand inactive systems, and uses manual backup equipment, duplication is not|
is assystem that transmits a signal to the monitoring station indicating that the

reference to the requirement in 40.9.4, a critical component is-one in which a malfunction will

bring station
Closings, and

A signal requiring an operator's attention; such as an alarm signal, shall be fecorded and
both visually and audibly annunciated in a manner that identifies the source and type of signal

for action.

bmation systems shall comply<with the requirements in the Standard for Ce¢ntral-Station

be made for
s time. This

and not more
required. An
b system has

a) Opened and the alarm protection removed; and

b) Closed and the alarm protection set.

40.10.4 An inactive system is a system that transmits a signal to the monitoring station only when an
unintended condition exists or it is under test. A holdup alarm system is considered inactive since it
supervises protected circuits without the use of opening and closing signals.

40.11 Satellite/subsidiary stations

40.11.1 A satellite/subsidiary station shall be connected to a manned central-/proprietary/police
(monitoring) station by two or more supervised channels, of which any can be used to operate the system.
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40.11.2 If all of the channels between a satellite/subsidiary station and a manned monitoring station are
inoperative, any signals received by the satellite/subsidiary station shall be automatically recorded or
stored until the satellite/subsidiary station can be manned or the channels restored.

40.11.3 Signals received at the satellite/subsidiary station during the time that the channels are
inoperative shall be transmitted to the monitoring station when operation is restored.

Exception: Transmission is not required if personnel manning the satellite/subsidiary station have cleared
the signals.

40.11.4 A satellite/subsidiary station shall be equipped so that it can be manned and operated as a
monitoring station—and-as-such-shall-alsocomphwith-the reguirements. of40 0
g L 4 1 TITOT

40.12 Private radio facilities

40.121 If4

40.12.2 Ce

transmitting &nd receiving equipment.

Exception: R
dependent o

40.12.3 Ea
be used for g

40.12.4 Sw
seconds or
personnel.

40.12.5 Op

40.12.6 Th
usable outpu

40.12.7 Ift

station and the equipment shall be supervised to indicate to operating personnel that a fault h

40.12.8 Ea

private radio carrier is used, the requirements in 40.12.1 — 40.12.10 'shall apply.

htral, proprietary, police, satellite, or subsidiary stations«shall be provids

emotely located equipment need not be duplicated unless six or more protectio
n it.

Ch set of equipment in a dual-equipment installation shall be arranged so that
peration of the system.

itchover from the operating transmittérto the standby transmitter shall be accon
ess. The transfer shall be automatic, or capable of being affected manually

erating personnel shall be able to deactivate either transmitter independently of

b dual receivers shall*be energized at all times and provision shall be made for
t from one of the two.

ne equipment is located in an unmanned area, the circuit extending between t

Ch.transmitter and each receiver shall have its own antenna.

ed  with dual

N systems are

bither set can

nplished in 30
by operating

he other.

selection of a

he monitoring
as occurred.

40.12.9 A visible display at the monitoring station shall, at all times, indicate the condition of each set. An
audio-visual signal shall annunciate any malfunction that would prevent either set from operating.

40.12.10 The conditions specified in (a) — (d) shall be supervised at the monitoring station:

a) Transmitter in use (radiating).

b) Impaired operation of AC power supplying either the transmitting or receiving equipment.

c) Receiver malfunction.

d) Automatic switchover.
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40.13 Acknowledgment signal

40.13.1 A system shall provide means for the monitoring station operator or equipment to send an
acknowledgment signal to the subscriber to confirm that a normal closing signal has been received once
the system has been armed. The premises control unit shall cause an audible or visual indication, or both,
when it receives the acknowledgment signal transmitted from the monitoring station. Acknowledgment
signal is also referred to as “ringback”.

Exception: In proprietary burglar alarm applications, acknowledgment is not required for a status change
initiated by the operator at the proprietary station, however the initiation of the status change shall result in
a visual display (at the proprietary station).

40.13.2 Thg acknowledgment signal may be sent manually or automatically.

40.13.3 Thg acknowledgment signal procedure shall be documented in the product installation
instructions.

40.14 Standgard line security equipment

40.14.1 Line security equipment utilizes a secure, end-to-end connection that guards againgt an attempt
to compromige the connecting line or communication channel between the monitoring stgtion and the
protected premises.

40.14.2 As [referred to in 40.14.3 (b) and (c), a compremise is the disconnection of the protected
premises from the connecting line or communication channel in a manner that does not cauge a signal at
the monitoring station and therefore may allow entry into the protected premises without initiating a signal
at the monitofing station. Equipment complying with the requirements in this section shall be identified as
Standard Ling Security equipment.

40.14.3 Stapdard Line Security equipment-shall comply with the following:

a) Supervision — Opens, shorts, and ground faults on the communication channel [between the
protegted premises and_the ‘monitoring station, either shall not adversely affect the intended
operafion of the end-to+€nd equipment, or shall be indicated by a trouble signal (disarined state) or
m signal (arméd)state) at both the local premises and the monitoring station. As applicable,

ion: The local annunciation requirement noted above is not applicable to proprietary burglar

b) Equi i ¢ W he protected
premises control unit shall be supervised to automatically detect a compromise attempt within 6
minutes by the direct substitution of randomly selected equipment. Equipment used to make
substitutions is to be identical in all aspects to the original equipment.

Exception No. 1: If a product has a unique digital signature, equipment compromise can be waived
as applicable.

Exception No. 2: During the disarmed period, the time to detect a compromise may be longer than
6 minutes, but shall not be longer than 60 minutes, if (a) — (d) are all met:

a) The method used to detect and report a compromise attempt shall be applied at a
statistically random rate. The minimum time of a random check for a compromise attempt
shall be 5 minutes or less.
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b) The system shall check for substitution of premises equipment when it is armed. If
substitution has occurred, the system shall provide an alarm signal to the monitoring
station. The check shall be made by some automatic means, such as an identifying code
built into read-only memory, rather than relying on some action or acknowledgment by the
user that an acknowledgment signal has been received from the monitoring station,
indicating that the monitoring station/police station has received a normal closing signal.

c) A protection system that uses this method of checking for a compromise attempt shall
use two methods of signal transmission to the monitoring station. Each method of signal
transmission shall monitor the other and if either method of signal transmission becomes
unable to transmit to the monitoring station, a signal shall be sent by the other, informing the

monitoring station of the condition.

c) Nsg
secur
Denig
Softw
provig

d) Cq
statio
instal

40.144 A ¢
that requires

40.14.5 An
alarm signal.

40.14.6 |If
against whic
the attempt {
line or chann

40.14.7 Th
premises at

d) An alarm signal shall be sent to the monitoring station over both meth
transmission. Only one of the transmission methods need comply with\the
requirements, the other shall comply with the requirements of one of the met
transmission of this standard.

twork Compromise — As applicable, the system shall be provided with mini
ty ensuring authorization of access to data within a networktoyguard against su
| of Service (DoS), spoofing, sniffing, hijacking, Trojans, viruses/worms,
are/hardware, a firewall, and/or a network intrusion. detection system (NI

e

[«

ods of signal
Line Security
hod’s of signal

mum network
ch threats as:
nd malware.
DS) shall be

ed as applicable and maintained with the latest updates, as supplied by the manufacturer.

mpatibility — As evaluated, the protected premises communicator(s) and th
h receiver(s) determined to be compatible_must be specifically described ir
ation instructions.

ompromise attempt as specified in.40.14.3 (b) and (c) shall cause a locked-ir
attention by monitoring station personnel.

e monitoring
the product

alarm signal

alarm signal caused by acompromise attempt need not be distinguished fiom a normal

number of systems*depend on one signaling line or communication channg
N a compromise-attempt is made in accordance with 40.14.3 (b) and (c) shall be
hall not cause_confusing signals that appear to originate in one of the other sy
el.

b compromise attempts described in 40.14.3 (b) and (c) are to be conducted at
theyend of the connecting line or communication channel, at terminals or a

I, the system
identified and
stems on that

the protected
point located

outside of th

protected premises.

40.14.8 Equipment that meets the requirements for Standard Line Security shall be marked for its
function as part of the product use marking. See 89.2(b).

40.15 Encrypted line security equipment

40.15.1

In addition to the Standard Line Security requirements of 40.14, Encrypted Line Security, 40.15,

equipment shall utilize encryption algorithms with a minimum of 128 bits of security strength to provide
data protection against a compromise attempt.

40.15.2 For products incorporating Encrypted Line Security, evidence of compliance for the validation of
encryption algorithms (for example, Federal Information Processing Standards (FIPS), Specification for
the Advanced Encryption Standard, FIPS 197) or validation of security requirements for cryptographic
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modules (for example, FIPS 140-2, “Security Requirements for Cryptographic Modules”) with the National
Institute of Standards and Technology (NIST) shall be provided.

40.15.3 A compromise attempt against a system provided with Encrypted Line Security equipment shall
cause an audible and visual signal within 6 minutes that will require attention by monitoring station
personnel. The signal shall be stored at the monitoring station after the signal is acknowledged in
accordance with the requirements in the Standard for Central-Station Alarm Services, UL 827. Equipment
complying with the requirements in this section shall be identified as Encrypted Line Security equipment.

40.15.4 Equipment that meets the requirements for Encrypted Line Security shall be marked for its

function as part of the product use marking. See 89.2(b).

41 ElectricLI Supervision Test

411 Theini
that a distinc
(open), single
signals by th
standby cond

41.2 An ini
accordance W

tiating and indicating device circuits of a burglar alarm unit shall be electrically s
ive visual or audible trouble signal will promptly indicate the occurrence of a

ground fault, or wire-to-wire short, which would prevent the intended operat
b control unit. Prior to the application of a fault the unit shalkbe ‘energized in
tion while connected to a rated source of voltage and frequency.

iating device circuit using radio frequency (RF) {ransmission is to be s
ith 69.10.1.

41.3 A malfunction or loss of primary power shall be shewh by de-energization of an "A|
ble from the exterior of the product. The location and function of the indicator must be

indicator, visi
described in
89.1(p).

he product installation instructions and.the component shall be marked in acg]

41.4 A malfunction of the power supply, or{loss of either primary power or standby battg

shall result in

an alarm or trouble signal.

41.5 An opeén, short, or ground fault<in any circuit extending from a unit, other than the

indicating de

ice circuits, shall .not affect the operation of the unit except for the loss of

extending fropn that circuit.

Exception: If
indicate the f3

416 A sing

upervised so
single break
on for alarm
the intended

upervised in

C power on"

prdance with

ry capability,

nitiating and
the function

buch a fault'will affect the operation of the product, a trouble signal or alarm condlition that will

ult is required.

e ground fault in any initiating or indicating device circuit, any circuit extend

ing from the

control unit,

o infnrrllpfinn and restoration of any-source of electrical energy connected to g

control unit,

shall not cause an alarm signal.

41.7 A fault condition (open, ground, or short) of other than a burglar alarm circuit of a combination
control unit shall not affect the burglar-alarm signaling.

41.8 A trouble signal shall be distinctive from all alarm signals. In a combination system, both burglar
alarm and non-burglar alarm circuits are not prohibited from using the same trouble signal.

41.9

If a silencing means, such as a switch, is provided to de-energize the audible trouble signal,

actuation of the silencing means shall be indicated by a trouble light or equivalent visual indication.


https://ulnorm.com/api/?name=UL 2610 2023.pdf

JANUARY 31, 2023 UL 2610 103

41.10 For all equipment, any cover, door, access panel, or mounting means shall be electrically
supervised if it gives access to any relays, terminals, controls, or related components that might be subject
to tampering, so that opening or removal shall result in an alarm or trouble signal at the monitoring station.

Exception No. 1: This requirement does not apply to an enclosure located inside a completely protected
safe or vault, or to equipment located at a monitoring station.

Exception No. 2: For power supplies and Local Burglar Alarm applications, annunciation of the tamper

condition shall occur locally at the protected premises.

41.11
that remova

of the device from its maountina surface shall roasult in an alarm ar trauhblg
J

The mounting of a product located outside the protected area shall be electrically supervised so

signal at the

monitoring st

Exception: F|
shall occur Ig

4112 Aco
safe shall be

of the systenp without resultant initiation of an alarm condition. A tampen device that will initi

the unit is r

mounting sufface side of the unit.

41.13 Openings in the enclosure shall not give access<te any relays, terminals, contrg

components
without caus

4114 As 4
and/or at the

41.15 In ag
electrical sup

COMMONT
42

Incorre

421 There
connected tg

ation.

cally at the protected premises.

htrol unit or terminal panel intended to be located outside of.a complete vault
electrically protected so that an opening cannot be created ‘of’ sufficient size to

bmoved from its mounting surface is to be considefed sufficient for the pro

that might be subject to tampering by handyor with hand tools, wires, hooks,
ng an alarm or trouble signal.

pplicable, the occurrence of any fault indicated in Section 41 shall be annun
monitoring station within a maximum of 90 seconds from the time the fault is init

dition to the requirements\noted above, refer to Communication Operation, §
ervision requirements forthe off-premises communication circuit(s).

ESTS
ct Connection Test

shallkbe no internal damage to circuitry if field wiring terminals are shorted td
power supply terminals. See also 42.4.

br power supplies and Local Burglar Alarm applications, annunciationof the tamper condition

br a complete
permit defeat
te an alarm if
ection of the

Is, or related
and the like,

ciated locally
ated.

ection 40, for

gether or are

42.2 A power source of rated voltage is to be connected between the terminal under test and ground.
See 354.1.

42.3 There shall be no internal damage to circuitry if all connections to power terminals, input and output
circuits, and off-premises communication terminals are reversed as pairs, reversed individually, or
individually connected to any terminal adjacent to the one to which it is intended to be connected. See also
42.4.

42.4 If damage can result from incorrect connection, markings shall be provided, clearly visible to the
installer during installation, that warn of consequences of improper connection. If correct polarity is
required, polarity markings shall appear immediately adjacent to wiring terminals.
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43 Input Measurement Test

43.1  With the product energized from rated voltage and connected to maximum rated load, the input to a

product shall not exceed the marked current, power, or volt-ampere rating by more than 10 percent when
the product is operated under all conditions of use.

43.2 The test voltage for this test is to be the maximum rated voltage for the product. For a product
having a single voltage rating, such as 115 volts, maximum rated voltage is to be that single voltage. If the
voltage is given in terms of a range of voltages, such as 110 — 120 volts, the maximum rated voltage is the

highest value

44 Output Measurement Test

441 Them
under the foll

a) Wit

standlyy battery is used, a fully charged battery shall be connected.

b) Wit

standlyy battery is used, it shall be disconnected.

c)lIfa
The s
voltag

442 Measu

manufacturer
minimum loag

44.3 Upon (

of the range.

pasured voltage of all output circuits shall be within 85 and 110 percent of their 1
bwing conditions:

h primary power connected and varied from 85 percent to 110 perCent of rated

h primary power connected and varied from 85 percent t0<110 percent of rated

standby battery is used, the product shall be tested“with the primary power d
andby battery shall be replaced with a variable.voltage filtered DC power su
b varied from 85 percent to 110 percent of rated. battery voltage.

rements shall be made with no load or“with the minimum load that is spe
If more than one output circuit is proyided, all circuits shall have no load con
that is specified by the manufacturer connected to each circuit.

ompletion of 44.2, measurements shall then be made with the maximum load

the output ci

cuit. If more than one gutput circuit is provided, all circuits shall have the m

narked rating

voltage. If a

voltage. If a

isconnected.
pply and the

cified by the
hected to the

connected to
aximum load

connected. Iflconnecting the maximum load to each output circuit will exceed the total outpit capacity of

the product, the output circuit tosbe measured shall be loaded to its maximum rating and the

circuits shall
This shall be

44 .4 Rated
connected to

ave their load adjusted so that the maximum total output capacity of the produ
epeated for each test.

load is that value of resistive load which causes the rated current to flow whe
the output circuit and the input voltage to the product is adjusted to its rated volta

140

other output
't is reached.

n the load is
ge.

445 Forp

P ) £ eotadd ol
CCTIU VT TdAdlTU  vdAdiu

e, the output

PPN ET- H whan—th e valiaa H Adictad $
vlTl OoUpPMIITS, WITCTT UTe Trput VUILQBU 1S OUJUOLUU W TTu puol

voltage (or voltages) of a product shall not be more than 130 percent of rated value with:

a) No load (open circuit); or

b) The minimum load specified by the manufacturer, connected to the output circuit (or circuits).

44.6 The measured voltages at the output circuits, with the minimum and maximum rated loads applied
in turn, shall be compatible with the rating of the product intended to be connected to the circuit.

44.7 An output circuit that has a voltage deviation greater than permitted in 44.1 shall be identified in the
product installation instructions as “special application”. In addition, the product installation instructions
shall describe the manufacturer’'s name and model designation of the specific device(s) intended to be
powered by the non-regulated circuit that have been proven to be compatible at that same marked voltage
rating or range.
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44.8 The output circuits of a burglar alarm unit shall be power limited. See 6.19(c).

Exception: This requirement does not apply to an output circuit using a connecting device or other method
recognized for high-voltage wiring, such as a 125 volt, 15 ampere, parallel blade receptacle.

45 Power-Limited Circuits Test

451 General

45.1.1 All field-wiring circuits that derive energy from power sources connected to a control unit shall be
classified as a power-limited or non-power-limited circuit. A circuit shall be considered non-power-limited

unless otherprise—identifedin—the—instattation—doctmentatiorm—and |||a||r\;||3 orthe pluduut. See 17.5 and

89.3.

45.1.2 The|power source (or sources) supplying a power-limited circuit shall be either inhg¢rently limited
requiring no| overcurrent protection, or limited by a combination of a power "'source ang overcurrent
protection dgvices such that a power-limited circuit has electrical characteristics as described in Table 45.1
for AC circuits or Table 45.2 for DC circuits.

Table 45.1
Power Limitations for AC Circuits
Inherently limited power source Not inherently limited power source
(overcurrent protection not required) (overcurrent protection fequired)
Circuit voftage Vp,a," 0-20 over20-30 | over30-100 0-20 over 20 —100 ||over 100150
Power limitatigns VApa" (volt- - - - 2509 250 -
anjps)
Current limitatipns I,,,,°(@mps) 8.0 8.0 150/V max 1000/V ax 1000/V pax 1.0
Maximum pvercurrent - = - 5.0 100/V ax 1.0
protectign (amps)
Power source || VA (volt-amps) | 5.0 x Vax 100 100 5.0 X Vjax 100 100
maximum
nameplate Current 5.0 100/Vmax 100/Vax 5.0 100/V ax 100/V max
ratings (@amps)

8V nax is the maximum output voltage’regardless of load with rated input applied.

b VA ax is the maximum volt-ampere output after 1 minute of operation regardless of load and with overcurrent protgction bypassed
if used. A currept-limiting impedance shall not be bypassed when determining I, and VA,x-
°lmax is the majimum output current under any noncapacitive load, including short circuit, and with overcurrent protgction bypassed
if used. If a transformenlimits the output current, |,,, limits apply after 1 minute of operation. If a current-limiting impgdance (e.g.
PTC), determined t6,be suitable for the purpose, is used in combination with a nonpower-limited transformer or a stpred energy
source, such as-astorage-battery-totimitthe-ottputctirre etimitsapply-after-S-secondsofoperatic

4 If the power source is a transformer, VA, is 350 or less when V., is 15 or less.

NOTE — Reproduced in part from the National Electrical Code, ANSI/NFPA 70, copyright National Fire Protection Association,
Quincy, MA 02269.
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Table 45.2
Power Limitations for DC Circuits

Inherently limited power source (overcurrent Not inherently limited power source
protection not required) (overcurrent protection required)
o over over over over over
Circuit voltage V5" 0-20 20-30 30-100 100 — 250 0-20 20-100 100 — 150
Power limitations VA ,.,° - - - - 2509 250 -
(volt-amps)
Current limitations |;,,° 8.0 8.0 150/V max 0.030 1000/V ax 1000/V ax 1.0
(amps)
Maximum overcurrent — - - — 5.0 100/V ax 1.0
protection (@mps)
Power VA (volt- 5.0 x Vinax 100 100 0.030 X Vipax | 5.0 %X Vijax 100 100
source amps)
r';’;if'e';‘;':”e Current 5.0 100NV, | 100V, 0 0.030 5.0 100N,ae || 100V,
ratings (@amps)

2V ax is the ma

b VA .y is the m
if used. A currer]
I max is the max
if used. If a tran
PTC), determing
source, such as

91f the power sd

imum output voltage regardless of load with rated input applied.

hximum volt-ampere output after 1 minute of operation regardless of load and With overcurrent prote:
t-limiting impedance shall not be bypassed when determining |,.x and VA4,

Imum output current under any noncapacitive load, including short cir€uit,-and with overcurrent prote
former limits the output current, |, limits apply after 1 minute of gperation. If a current-limiting imp¢g
d to be suitable for the purpose, is used in combination with a nohpewer-limited transformer or a stg
a storage battery to limit the output current, I, limits apply after's seconds of operation.

urce is a transformer, VA, is 350 or less when V. is 15:0cless.

ttion bypassed

Ction bypassed
dance (e.g.
red energy

NOTE - Reprod
Quincy, MA 022

uced in part from the National Electrical Code, ANSI/NFPA 70, copyright National Fire Protection As
59.

sociation,

45.1.3 Rela
a) Tra
b) The

c) Cirg
tempe

d) Sui

45.1.4 Rela

ive to 45.1.2, acceptable means for-current limiting include:
nsformer winding impedance;
rmal link embedded within’the winding overwrap of a transformer;

uit components (resistors, regulators, transistors, and similar devices) which co
rature test under I3, condition; and

ive t6:45.1.2, the following are not acceptable means of current-limiting:

a) Cird

mply with the

able current-limiting impedances (positive temperature coefficient varistor, and the like).

wtfcom
GO

b) Per!

manent or replaceable fuses;

¢) Opening of conductors on printed-wiring boards; and

d) Opening of internal wiring conductors.

45.1.5 The overcurrent protection device specified in 45.1.2 shall be of the non-interchangeable type
such that it cannot be renewed in the field with an overcurrent device having a higher current rating.

45.1.6 When conducting |, and VA.x measurements, all overcurrent protection devices of the control
unit are to be short-circuited. However, current-limiting devices are not to be bypassed and are to be
allowed to remain functional.
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45.1.7 Where the product contains a float battery charger, V ax, Inax, @nd VA,.x measurements are to be
conducted with both AC and battery connected to the product. If the product contains a battery transfer
relay or contains a trickle charge battery circuit, measurements of V., lmax @nd VA,.x are to be
conducted with the product first energized only from the AC power source and then repeated with the
product energized solely from the battery. The battery used during these measurements is to have the
largest capacity as specified in the manufacturer's installation document.

45.1.8 The loads referenced in 45.2.1 — 45.4.1 shall be resistive.
45.2 Maximum voltage

45.2.1 With

the nroduct eneraized r\nl\l fraom its rated nrimarvy nower SOLHCS; the ol |fn| it
1 1) g P A o

oltage of the

circuit under
conditions. T
the product
energized s@
Viax Vvalue

requirements

test is to be measured whlle the circuit is connected to full rated Ioad and unde
he maximum voltage recorded under these two conditions is to be considered
incorporates a secondary source of supply, the test is to be repeated with
lely from the secondary power source and with the primary power source discg
pbtained from each power source is to be considered separately when
of Table 45.1 or Table 45.2.

45.3 Maxi

45.3.1

um current

In ofder to determine compliance with the |, limitation,/a variable load resistor

draw rated durrent is to be connected across the circuit. The current through the load res

noted and

e load removed. The resistance of the load shall then be incrementall

momentarily [reconnected across the circuit while noting the current, and then removed. The
be repeated until a short-circuit condition is obtained. The load resistor is then to be readjus
capable of pfoducing and maintaining a current equal to the maximum permitted in Table 4

r open circuit
Vimax- Where

the product
nnected. The

applying the

initially set to
istor is to be
y decreased,
method is to
ted to a value
b.1 and Table

45.2. The lofd resistor is then to be connected\to the circuit and the current through the

measured aff

45.3.2 The
energized an
when the ou
continuously
momentary g

45.3.3 Whs

er 1 minute or after 5 seconds as-determined from Table 45.1 or Table 45.2.

maximum current measurement is to be the rms value for circuits that a
d the peak value for circuits that pulse the output. The measurement of the time
fput is initially energized with the load specified in 45.3.1, and continues until
below the |, value'indicated in Table 45.1 or Table 45.2. The time period is t
eriod where the output current temporarily drops below the required |, value li

re a transformer limits the value of I,,,,, and when I, cannot be maintained for

load resistor

re constantly

period starts
the current is
o include any
mit.

1 minute due

to transformer burnout, a plot of current versus time is to be generated and the graph extijapolated to 1

minute. The

esults.satisfy the requirement of the test when the extrapolated value of |, at

minute does

not exceed the.ly,, limitations as indicated in Table 45.1 or Table 45.2.

45.3.4 Where a transformer does not limit the current of |,,,,,, and when the maximum current through the
load resistor cannot be maintained for 5 seconds due to current-limiting devices (opening of thermal link
power supply foldback, PTC varistor effect, and similar devices) the current load resistor shall be adjusted
to a value which will produce a current just above the |, value indicated in Table 45.1 or Table 45.2. The
results are in compliance when the |, value stated in Table 45.1 or Table 45.2 cannot be maintained for
more than 5 seconds.

45.4 VA,,.. (not inherently limited circuits only)

45.4.1 In order to determine VA, the product is to be energized from a rated source of supply and the
circuit under test open-circuited. A variable load resistor, initially set to draw rated circuit current, is then to
be connected across the circuit, the circuit voltage and current recorded, and the load removed. The
resistance of the load is then to be incrementally decreased, momentarily reconnected across the circuit
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while recording the voltage and current, and then removed. This procedure is to be repeated until the load
resistance has been reduced to a short circuit. Using the recorded voltage and current, the volt-ampere
output under each load condition is to be calculated. The load resistor is then to be adjusted to that value
which produced the maximum volt-ampere calculated and then connected to the circuit. After 1 minute, the
voltage and current are again to be measured. The results of this test are acceptable if the calculated volt-
ampere output of the circuit after 1 minute does not exceed the value specified in Table 45.1 or Table 45.2,
as appropriate.

46 Undervoltage Operation Test

46.1
percent of its

ated voltage

A burglar alarm unit shall operate for its intended signaling performance while energized at 85

46.2 If a stg
nominal batte

46.3 A prod
nominal batte
by secondary

46.4 A prod
at 85 percent

46.5 If the n
less than 100
circuit during
of 100 ohms i

47 Overvol

471 A burg
the standby ¢

47.2 A prod
at 110 percen

47.3 The pr
its intended s
device circuit

ndby battery is used, the reduced voltage value is to be computed on the basis
ry voltage.

uct that uses batteries for principal power shall be tested forperation at 6
ry voltage if supplied by primary batteries, or 85 percent of nominal battery volta
batteries.

uct that uses primary or secondary batteries for standby power shall be tested
of nominal battery voltage while operating from standby power.

haximum impedance of an initiating device circuit extended from a product is rg
ohms in order to obtain intended operationimaximum impedance is to be con
this test. If no impedance limitation is indieated in the installation instructions, a
5 to be used in the initiating device circuiit.

age Operation Test

ar alarm unit shall withstand 110 percent of its rated supply voltage without dg
bndition and shall operate-for its intended signaling performance at the increase

uct that uses primary or secondary batteries for standby power shall be tested
t of nominal hattery voltage while operating from standby power.

bduct isto be subjected to the increased voltage in the standby condition and th
ignaling performance. For this test, a 0-ohm line impedance shall be used in

5 of the rated

0 percent of
je if supplied

for operation

bquired to be
hected to the
n impedance

mage during
] voltage.

for operation

en tested for
the initiating

48 Variable

Ambient Test

48.1 With the product energized from rated voltage and connected to maximum rated load, a burglar
alarm unit shall function as intended at ambient temperatures of 0 and 49 °C (32 and 120 °F). The
exposure to each of these temperatures shall be for a minimum of 4 hours.

Exception: A product intended for use in a monitoring station equipped with heating and air conditioning
systems, and a secondary power supply to maintain the operation of these systems, may be exposed to
temperatures of 13 and 35 °C (55 and 95 °F). The installation instructions of a product tested at these
temperatures shall indicate these necessary conditions. See 89.1(r). These products need not comply with
the requirements in the Humidity Test, Section 49, but shall comply with the requirements in the Leakage
Current Test, Section 50, but without humidity conditioning. This exception does not apply to products that
are intended to be used in a satellite station, a repeater station, or a protected premises.
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48.2 For power supplies, following exposure to each of the temperatures in 48.1, the product shall
comply with the requirements of the Undervoltage Operation and Overvoltage Operation Tests, Sections
46 and 47.

49 Humidity Test

49.1 With the product energized from rated voltage and connected to maximum rated load, a burglar
alarm unit shall function as intended during and after an exposure of 24 hours to air having a relative
humidity of 85 +5 percent and a temperature of 30 +2 °C (86 +3 °F).

49.2 Cord-connected products powered from a high-voltage source shall comply with the applicable
requirement‘_ inthe | nnl{ggn Current Tnef, Section r\ﬂ, immnrlinfnl\]l fr\llr\\nling exposure to-the environment

specified in 4 o

49.3 For pq
of the Undeny

50 Leakag

50.1 Wherg
current at an

9.1.

wer supplies, following the exposure in 49.1, the product shall comply. with the
oltage Operation and Overvoltage Operation Tests, Sections 46 and47.

e Current Test

a cord-connected product is powered by a source greater than 42.4 V peak
y exposed surface, or between any accessible part and‘earth ground, or any oth

requirements

, the leakage
er accessible

part with an ppen potential of greater than 42.4 V peak shall ngp bé more than the values shown in Table
50.1 when telsted in accordance with 50.2 — 50.8, immediately.after exposure to the Humidity] Test, Section
49.

Table.50.1
Maximum Leakage Current

Type of product® Maximum leakage current,] mA
2-wire cord-copinected portable or stationary product 0.50
3-wire (including grounding conductor) cord-connected portable product 0.50
3-wire (includi:[g grounding conductor)cord-connected stationary or 0.75
fixed product
& Products whigh incorporate a loss-0f-ground detector which dependably opens the live conductors are exempted from the

h this table.

agnetic radiation suppression filter is necessary for the equipment to function as intended, the leaka
hn 2.5 milliamperes if the equipment complies with the following conditions:

requirements i

® If an electron
not be more th

ge current shall

1. The equi hnected

equipment ;n‘Section 15.

Fment is'provided with grounding means in accordance with the applicable requirements for cord-co

2. With the filter removed from the equipment, the leakage current does not exceed the limits specified in this table, as
applicable.

3. The equipment is marked in accordance with 89.15.

50.2 With regard to the requirements in 50.1, leakage current refers to all currents, including capacitively
coupled currents that are capable of being conveyed between exposed conductive surfaces of the
equipment and ground, or between exposed conductive surfaces of the equipment.

50.3 Leakage currents from all exposed surfaces are to be measured to the grounded supply conductor
individually as well as collectively where exposed surfaces are simultaneously accessible, and from one
exposed surface to another where the exposed surfaces are simultaneously accessible. A part is
considered to be an exposed surface unless it is guarded by an enclosure determined to protect against
the risk of electric shock. Surfaces that can be readily contacted by one or both hands of a person at the
same time are determined to be simultaneously accessible. For the purpose of these requirements, one
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hand is determined to be able to contact parts simultaneously when the parts are within a 4 by 8 inches
(102 by 203 mm) rectangle, and two hands of a person are determined to be able to contact parts
simultaneously when the parts are no more than 6 feet (1.8 m) apart.

50.4 Where a conductive surface other than metal is used for the enclosure or part of the enclosure, the
leakage current is to be measured using a metal foil having dimensions of 3.94 by 7.88 inches (10 by 20
cm) in contact with the surface. Where the surface is less than 3.94 by 7.88 inches (10 by 20 cm), the
metal foil is to be the same size as the surface. The metal foil is not to remain in place long enough to
affect the temperature of the product.

50.5 The measurement circuit for the leakage current test is to be as illustrated in Figure 50.1. The
measurementinstrument is defined in (a) — (c). The meter used for a measurement need only indicate the
same numerifal value for the particular measurement as would the defined instrument. Thel meter is not
required to hgve all of the attributes of the defined instrument:

a) Thg meter is to have an input impedance of 1500 W resistive shunted by, a capacifance of 0.15
HF;

b) Thg meter is to indicate 1.11 times the average of the full-wave rectified composite|waveform of
voltage across the resistor or current through the resistor;

c) Over a frequency range of 0 — 100 kHz, the measurement circuitry is to have|a frequency
respomse (ratio of indicated to actual value of current) thatis’equal to the ratio of the impedance of
a 150§—W resistor shunted by a 0.15 pyF capacitor to 1500"W. At an indication of 0.5 or|0.75 mA, the
measyrement is to have an error of not more than 5 %.at 60 Hz.
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Figure 50.1

Leakage Current Measurement Circuits
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i for connection to a 3-wire, grounded neutral 120/240-V power supply, as illustrated above.
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 for connection:to'a 3-wire, grounded neutral 120/240-V power supply, as illustrated above.

Ehielded |lead» Under some circumstances where higher frequency components are present, shield
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nd used as clip when measuring currents from one part of a product to another.
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50.6 Unless the meter is being used to measure the leakage current from one part of a product to
another, the meter is to be connected between the accessible parts and the grounded supply conductor.

50.7 Systems of interconnected equipment with individual connections to primary power shall have each
piece of equipment tested separately. Systems of interconnected equipment with one common connection
to primary power shall be treated as a single piece of equipment. Equipment designed for multiple
(redundant) supplies shall be tested with only one supply connected.

50.8 A sample of the product is to be tested in the as-received condition initially with all switches
indicated below closed, but with its grounding conductor, when provided, open at the attachment plug. A
product that has not been energized for a minimum of 48 hr prior to the test, and that is at room

temperature,
voltage mark
sequence (Wi

a) Wit
to be
their n

b) Swi
meas

normg| operating positions;

c) Leakage current is to be monitored until thermal stabilization occurs. Both positionsg

are t

opera
51 Electric
511

either earth g
with the requi

51.2 The cd
Table 51.1 wh
and either ea

51.3 The dd

If the ¢pen circuit potential between any part that is exposed only during operator §

is determined to be in the as-received condition. The supply voltage is to be {

€ maximum

ed on the product, in accordance with 35.4.1, but not less than 120 or 24(
h regard to Figure 50.1) is to be as follows:

n switch S1 open, the product is to be connected to the measuring cir€uit. Leaka
measured using both positions of switch S2, and with the product@witching de
ormal operating positions;

tch S1 is then to be closed, energizing the product, and within-5 s the leakage cu
red using both positions of switch S2 and with the product switching device

be used in determining this measurement:"Fhermal stabilization is to be
ion of the product as in the Temperature Test;;Section 56.

Shock Current Test

round, or any other exposed-accessible part exceeds 42.4 volts peak, the part
rements in 51.2 — 51.4, as‘applicable.

ntinuous current flowsthrough a 500-ohm resistor shall not exceed the values

th ground or any other exposed accessible part.

ration of\a. transient current flowing through a 500-ohm resistor connected as

V. The test

ge current is
vices in all of

rrent is to be
s in all their

of switch S2
obtained by

ervicing and
shall comply

specified in

en the resistor is(connected between any part that is exposed only during operator servicing

described in

51.2 shall notjexceed:
a) Thq value determined by the following equation:
1.43
20~/2
Irs|——
1
in which:

b) 809

T is the interval, in seconds, between the time that the instantaneous value of the current
first exceeds 7.1 mA and the time that the current falls below 7.1 mA for the last time; and

lis the peak current in milliamperes; and

mA, regardless of duration.
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The interval between occurrences shall be equal to or greater than 60 seconds if the current is repetitive.
Typical calculated values of maximum transient current duration are shown in Table 51.2.

Table 51.1
Maximum Current during Servicing

Frequency, hertz® Maximum current through a 500-ohm resistor, mA peak
0-100 71
500 9.4
1,000 11.0
2000 44
3,000 17.3
4,000 19.6
5,000 22.0
6,000 2541
7,000 or more 27.5
@ Linear interpglation between adjacent values may be used to determine the maximum current corresponding to frequencies not
shown. The table applies to repetitive nonsinusoidal or sinusoidal waveforms.

51.4 The maximum capacitance between the terminals of a“capacitor during operator servicing shall

comply with {he following equations:

88,400

in which:

C is the maximum capacitahce of the capacitor in microfarads; and

E is the potential in volts across the capacitor prior to discharge.

C=
E'"S(n E-1.26)

C =35,288E: 3% for 400 < E <1000

Jor 42.4 < E <400

E is to be mgasured,/5.seconds after the capacitor terminals are made accessible, such as by the removal
or opening qf an.inferlocked cover, or the like. Typical calculated values of maximum capacitance are

shown in Talle §4.3.

Table 51.2
Maximum Transient Current

Maximum peak current (I) through 500-ohm resistor, mA

Maximum duration (T) of waveform containing excursions
greater than 7.1 mA peak

7.1
8.5
10.0
12,5
15.0
17.5

7.26 seconds
5.58
4.42
3.21
2.48
1.99

Table 51.2 Continued on Next Page
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Table 51.2 Continued

Maximum duration (T) of waveform containing excursions
Maximum peak current (I) through 500-ohm resistor, mA greater than 7.1 mA peak
20.0 1.64
22.5 1.39
25.0 1.19
30.0 919 milliseconds
40.0 609
50.0 443
60.0 341
70.0 274
80.0 226
90.0 191
100.0 164
150.0 92
200.0 61
250.0 44
300.0 34
350.0 27
400.0 23
450.0 19
500.0 16
600.0 12
700.0 10
809.0 8.3
Table 51.3
Electric Shock — Stored Energy
Potential aqross capacitance prior.to\discharge, volts Maximum capacitance, microfaragls
1000 0.868
900 1.02
800 1.22
700 1.50
600 1.90
500 2.52
400 3.55
380 3.86
360 422
340 4.64
320 5.13
300 5.71
280 6.40
260 7.24
240 8.27
220 9.56
200 11.2

Table 51.3 Continued on Next Page
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Table 51.3 Continued

Potential across capacitance prior to discharge, volts Maximum capacitance, microfarads
180 134
160 16.3
140 20.5
120 26.6
100 36.5
90 43.8
80 53.8
70 68.0
60 89.4
50 124.0
45 150.0

42.2 169.0

51.5 Withr
is connected

a) Ea
b) All

eference to the requirements in 51.2 and 51.3, the current is ta*be measured wh
between ground and:

Ch accessible part individually;

accessible parts collectively if the parts are simultaneously accessible.

The current glso is to be measured while the resistor is connected between one part or grou

another part

51.6 Withr
they can be
requirements

br group of parts, if the parts are simultaneously accessible.

ference to the requirements in 51.5;"parts are considered to be simultaneously
contacted by one or both handsyof a person at the same time. For the pury

by 8-inch (102- by 203-mm) rectangle,-and two hands of a person are considered to be a

parts simulta

51.7 Electr|

heously if the parts are notimore than 6 feet (1.8 m) apart.

c shock current refers to all currents, including capacitively coupled currents.

51.8 |Ifthe

in turn to each side of a/3=wire, direct current supply circuit.

51.9 Currept measurements are to be made:

le the resistor

b of parts and

accessible if
ose of these

, one hand is considered to be able to contact parts simultaneously if the parts are within a 4-

ble to contact

roduct has«adirect-current rating, measurements are to be made with the produict connected

a) With any operating control, or adjustable control that is subject to user operation, in all operating
positions; and

b) Either with or without a vacuum tube, separable connector, or similar component in place.

These measurements are to be made with controls placed in the position that causes maximum current

flow.

52 Overload Test

52.1

52.1.1

General

A burglar alarm unit other than that operating from a primary battery shall operate as intended

after 50 cycles of operation at a rate of not more than 15 cycles per minute while connected to a source of
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supply adjusted to 115 percent of rated voltage. Each cycle is to begin with the product energized in the
standby condition, followed by intended operation, and then restoration to standby condition.

52.1.2 Rated test loads are to be connected to the output circuits of the product. The test loads are to be
remote indicators, relays, or the equivalent. If an equivalent load is used to simulate an inductive
component, a power factor of 60 percent is to be used. The rated loads are to be established with the
product initially connected to a source of supply in accordance with the requirements of 35.4.1 following
which the voltage is to be increased to 115 percent of the initial value.

52.1.3 For DC circuits, an equivalent inductive test load shall have the:

a) Required DC resistance for the test current; and

b) Ind nnected to a

60-He

ictance (calibrated) necessary to obtain a power factor of 60 percent when cg
Itz AC rms voltage equal to the rated DC test voltage.

The resultant|AC current shall be equal to 60 percent of the DC current when the-load is conmected first to
an AC voltag¢ and then to a DC voltage equal to the rms value of the AC source,

52.2 Separately energized circuits

52.2.1 Sepgrately energized circuits that do not receive energy from the product (e.g| dry-contact

a rate of not

relays), such
more than 15
of 35.4.1 and

52.2.2 The
separate sou

52.3 Power

52.3.1
52.3.2.

The

52.3.2 With
35.4.1, a loaq
reduced to th
where each d
reduction).

as dry contacts, shall operate as intended after 50cycles of signal operation at
cycles per minute while connected to a voltage'source in accordance with the
with 150 percent rated current loads at 60 percent power factor applied to the oy

est loads shall be adjusted to draw 150. percent of their rated current while co
ce of supply in accordance with 35.4.4/

supplies

power supply shall operate as intended following 50 cycles of operation as

the input connéected to a voltage source of 115 percent of the appropriate valu
(s) drawing.150 percent of maximum rated output power is to be applied, then
b manufacturer's specified minimum value) at the rate of not more than 15 cycle
ycle consists of the load(s) application followed by an equal time of the load(s

requirements
tput circuits.

nnected to a

described in

p specified in
removed (or
5 per minute,

removal (or

52.3.3 A power supply for use with a grounded supply circuit is to be tested with the enclosure and all
other normally grounded parts connected through a 15-ampere fuse to the grounded conductor of the
supply circuit.

52.3.4 At the conclusion of this test, there shall have been no electrical or mechanical malfunction of any
components, as evidenced by compliance with the requirements of the Undervoltage Operation and
Overvoltage Operations Tests, Sections 46 and 47.

53 Endurance Test

53.1 General

53.1.1 A burglar alarm unit shall operate at rated voltage with rated devices or equivalent maximum load
connected to the output circuits for the number of cycles indicated in Table 53.1. Each cycle shall consist
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of starting with the product in the normal standby condition, actuating for alarm, and returning to the
normal standby condition. The rate of operation shall:

a) Not be more than 15 cycles per minute or the product's rated speed of operation, whichever is
faster, for a product designed to operate repeatedly; or

b) Be 2 pulses per second for a product receiving a signal from a code. transmitter.

At the completion of the test, the product shall be mechanically and electrically operable, shall perform its
intended function, and shall not show manifestation of fire or risk of electric shock.

Tahbla-£52-4
apte-9J-1

Cycles of Operation

Product Number of cycles
Control units and accessories 6,000
Police stgtion connected and local burglar alarm units See 53.2
Power supplies 2,000
Holdup alarm units 2,000
Digitallalarm communicator transmitter (DACT) 6,000
Central (monijtoring) station receivers (e.g. DACR, Multiplex) 30,000
Code trangmitter (McCulloh) receiving unit and register 500,000 pulses
Alarm printer 500,000 lines

53.2 Police station connected and local burglaralarm units

53.2.1 Apr
cycles of inte

53.2.2 Apr
cycles of inte

53.2.3 Apr
for 1000 cycl

nded operation.

nded operation.

bs of intended operation.

pduct intended to be operated:one to five times a day shall operate at test vol

bduct intended to be operated six or more times a day shall operate at test voltg

bduct that operates only when it is required to perform its function shall operate

tage for 6000

ge for 50,000

ht test voltage

53.2.4 Theldevice-may be cycled at any rate up to 15 cycles per minute.
53.3 Powel-stpplies
53.3.1 The product shall operate as intended following 2000 cycles of operation as described in 53.3.2.

53.3.2 With the input connected to a voltage source in accordance with 35.4.1, a load(s) drawing
maximum rated output power is to be alternately applied then removed (or reduced to the manufacturer's
specified minimum value) at the rate of not more than 15 cycles per minute, where each cycle consists of
the load(s) application followed by an equal time of the load(s) removal (or reduction).

53.3.3 At the conclusion of this test, there shall have been no electrical or mechanical malfunction of any
components, as evidenced by compliance with the requirements of the Undervoltage Operation and
Overvoltage Operations Tests, Sections 46 and 47.
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53.4 Integral operating devices
53.4.1 An operating device supplied as a part of a product (such as a power/tamper switch, wet-contact

relay, or motor), shall perform as intended when operated for the number of cycles and at the rate
indicated for the application noted in Table 53.1. When an electrical load is involved, the contacts of the
device are to make and break the normal current at the rated voltage. The load is to represent that which
the device is intended to control or an equivalent load consistent with 53.5.1. The endurance tests of these
devices may be conducted in conjunction with the endurance test on a product.

Exception No. 1: This requirement does not apply when the circuit controlled has a power factor less than
75 %, and the integral operating device employs the following ratings:

a) A hprsepower rating (evaluated on the basis of the ampere equivalent); or

b) A clirrent rating of not less than 200 % of the maximum load current.

Exception No
cycling at full

53.5 Separately energized circuits

53.5.1 Sep4g
shall operate
connected to
applied to out

Exception: TH

. 2: This requirement does not apply to components previously investigated fc
rated load during evaluation to the UL component standards noted.in Appendix

rately energized circuits that do not receive energy.from the product (e.g. dry-cq
as intended following the applicable Endurance.Jest cycles as specified in Tab
a source of supply in accordance with 35.4.1 and with rated load at 60 percent
put circuits.

is requirement does not apply to compenents previously investigated for endu

br endurance
.

ntact relays)
le 53.1 while
power factor

rance cycling

at full rated lojad during evaluation to the UL compofent standards noted in Appendix A.
54 Jarring Test
54.1 A burdlar alarm unit shall withstand jarring resulting from impact and vibration antigpated in the

intended application without:

a) Regulting in a fire hazafd or risk of electric shock;

b) Caysing false-operation of any part; and

c) Imp requirements

in the

airing-its-subsequent intended operation, as evidenced by compliance with the
Normal Operation Test, Section 39.

54.2 For power supplies, following the jarring the product shall comply with the requirements of the
Undervoltage Operation and Overvoltage Operations Tests, Sections 46 and 47.

54.3 Product utilizing freestanding, or other non-wall- or ceiling-type mounting shall comply with the
requirements in 54.1 when subjected to the jarring described in 54.5. Desktop products shall comply with
the requirements in 54.1 when subjected to the conditions described in 54.7.

54.4 Products weighing less than 30 Ibs (13.6 kg) and utilizing wall or ceiling mount configurations shall
comply with the requirements in 54.1 when subjected to the jarring described in 54.6. Products weighing
30 Ibs (13.6 kg) or more and utilizing wall or ceiling mount configurations shall comply with the
requirements in 54.1 when subjected to the jarring described in either 54.5 or 54.6. The direct impact shall
be applied to the center of the side of the product intended to be adjacent to the mounting surface during
intended mounting.
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54.5 Animpact of 4.08 J (3 ft-Ib) is to be applied directly to any non-display area of the product by means
of a 1.18-Ib (0.54 kg), 2-inch (51-mm) diameter steel sphere swung through a pendulum arc from a height
(h) of 30.5 inches (775 mm). The at-rest suspension point of the steel sphere is to be 1-inch (25.4-mm) in
front of the plane of the product to be impacted.

54.6 The product and associated equipment is to be mounted as intended to the center of a 6 by 4 foot
(1.8 by 1.2 m), nominal 3/4 inch (19.1 mm) thick plywood board that is secured in place at four corners. A
4.08 J (3 ft-Ib) impact is to be applied to the center of the reverse side of this board by means of a 1.18-Ib
(0.54 kg), 2 inch (50.8 mm) diameter steel sphere either:

a) Swung through a pendulum arc from a height (h) of 30.5 inches (775 mm); or

b) Drppped from the height (n) of 30.5 Inches (775 mm), depending upon the mqunting of the
equipment.

See Higure 54 .1.

Figure 54.1

Jarring Test

Steel Sphere

; Rl
~ Ve
y 7 S
? |
-1 e — — — e | h
7 |
] Product Under Test : l
z \\‘/(
-~
- TTrrrrrrrirrrrrrri
(1) (2)
Test Method For Unit Test Method For Unit
Intended to be Mounted Intended to be Mounted
Vertically Horizontally
IP110

54.7 Products intended to be mounted on a desktop shall be permitted provided both of the following
conditions are met:

a) The product is supervised such that a tamper event/signal is annunciated when it is displaced
from the mounting position; and

b) The product operates as intended after being dropped four consecutive times onto a hardwood
floor from a height of 775 mm. If the sample has corners, it is to be dropped on a different corner
each time, selecting the four corners that appear to be most susceptible to damage. If the product
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has no corners, it is to be dropped on the four portions that appear to be most susceptible to
damage. Reassembly without the use of tools is allowed provided no permanent damage has

occurr

ed.

54.8 During this test, the unit is to be operated in the normal standby condition and connected to a rated

source of sup

ply in accordance with the requirements in 35.4.1.

55 Dielectric Voltage-Withstand Test

55.1

A product shall withstand for 1 minute without breakdown the application of an essentially

sinusoidal AC potential of a frequency within the range of 40 — 70 Hertz, or a DC potential, between live

parts and th
different pote

a) For

potential is used);

Excep

b) For
1000

c) For
(1414

55.2 Expos¢d dead-metal parts are non-current-carrying metal parts that are capable

energized an

55.3 For th
frequencies,
voltage of the
the circuits ar|

554 Ifana
AC test poter
volts.

55.5 Ifthecg
line to earth
filter is to be t

enclosure live narts and exnosed-dead -metal narts —and live narts of circuits
7 Lig 1 Lig 7 g

htials or frequencies. The test potential is to be (also, see 55.3):

circuits rated 30 V AC rms (42.4 V DC or AC peak) or less — 500 V AC (707 \}

tion: This test can be waived for low-voltage, power-limited circuits,

circuits rated greater than 30 and equal to or less than 150 VVAC rms (42.4 and
AC (1414 V, when a DC potential is used);

circuits rated more than 150 V AC rms (212 V DC)s1000 V AC plus twice the
plus 2.828 times the rated AC rms voltage, whena DC potential is used).

| are accessible from outside of the enclosure of a product.

application of a potential between, live parts of circuits operating at different
he voltage is to be the applicablé_ value specified in 55.1 (a), (b), or (c), based o
circuits under test instead of\the rated voltage of the product. Electrical connect
e to be disconnected beforé the test potential is applied.

Litotransformer is in.the circuit, the primary of the transformer is to be disconng
tial in accordance with 55.1 (c) is to be applied directly to all wiring involving m

harging-eutrent through a capacitor or capacitor type filter connected across the
ground;yis sufficient to prevent maintaining the specified AC test potential, the
bstéd using a DC test potential in accordance with 55.1.

operating at

, when a DC

212V DC) -

rated voltage

of becoming

potentials or
h the highest
ons between

bcted and an
ore than 150

line, or from
capacitor or

55.6 The test potential may be obtained from any convenient source having sufficient capacity to
maintain the specified voltage. The output voltage of the test apparatus is to be monitored. The method of
applying the test voltage is to be such that there are no transient voltages that result in instantaneous
voltage being applied to the circuit exceeding 105 % of the peak value of the specified test voltage. The
applied potential is to be:

a) Increased from 0 at a uniform rate so as to arrive at the specified test potential in approximately
5s; and then

b) Maintained at the test potential for 1 min without an indication of a breakdown.

Manual or automatic control of the rate of rise is not prohibited.
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55.7 A printed wiring assembly or other electronic circuit component that would be damaged by the
application of, or would short-circuit, the test potential, is to be removed, disconnected, or otherwise
rendered inoperative before the dielectric voltage-withstand tests are made. A representative
subassembly may be tested instead of an entire unit. Rectifier diodes in the power supply may be
individually shunted before the test to avoid destroying them in the case of a malfunction elsewhere in the
secondary circuits.

55.8 A printed-wiring board, as specified in 34.1, shall withstand for 1 min without breakdown the
application of a dielectric withstand potential between the traces having reduced spacings, in accordance
with 55.1, as appropriate.

559 As s 55.8 d capacitors
connected between traces having reduced spacings, are to be removed or disconnectefl so that the
spacings and insulations, rather than these component parts, are subjected to the fulldielectric voltage-
withstand tedt potential.

56 Temperpture Test

56.1 The materials used in the construction of a burglar alarm unit_shall not attain temperature rises
greater than those indicated in Table 56.1.

Table 56.1
Maximum Temperature Rises

(Signgling) alarm
Normal standby, cgndition,
Materials and components °c (°F) °C (°F)
A. COMPONENTS
1. Capacitdrs: P
a. Elecjrolytic types 25 (45) 40 (72)
b. Othgr types 25 (45) 65 (117)
2. Rectifierg — At any point
a. Germanium 25 (45) 50 (90)
b. Selehium 25 (45) 50 (90)
c. Silicpn 50 (90) 50 (90)
3. Relay, s@lenoid;-transformer, and other coils with:
a. Clasp 108 (formerly Class A) insulation system:
Thermocouple method 65 17) 65 (117)
Resistance method 85 (153) 85 (153)
b. Class 130 (formerly Class B) insulation system:
Thermocouple method 85 (153) 85 (153)
Resistance method 105 (189) 105 (189)
c. Class 155 insulation system:
(i) Class 2 transformers:
Thermocouple method 95 171) 95 (171)
Resistance method 115 (207) 115 (207)
(ii) Power transformers:

Table 56.1 Continued on Next Page
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Table 56.1 Continued

(Signaling) alarm
Normal standby, condition,
Materials and components °C (°F) °Cc (°F)
Thermocouple method 110 (198) 110 (198)
Resistance method 120 (216) 120 (216)
d. Class 180 insulation system:
(i) Class 2 transformers:
Thermocouple method 115 (207) 115 (207)
Resistance-method 135 (243) 135 (243)
(ii) Power transformers:
Thefmocouple method 125 (225) 125 (225)
Regdistance method 135 (243) 135 (243)
4. Resistorst ©
a. Carbpn 25 (45) 50 (90)
b. Wire fvound 50 (90) 125 (225)
c. Othe 25 (45) 50 (90)
5. Solid statp devices See footnote d.
6. Other corhponents and materials:
a. Fiber|used as electrical insulation or cord bushings 65 (117) 65 (117)
b. Varnished cloth insulation 60 (108) 60 (108)
c. Therrhoplastic materials Rise based on temperature limit of fhe material
d. Phenplic composition used as electrical insulation-of.as parts 125 (117) 125 (225)
whose malfunction or deterioration may result in a risk of electric
shock, gxplosion, fire, or injury to persons®
e. Woo(q or other combustibles 65 (117) 65 (117)
f. Sealirlg compound 22 °C (72 °F) less than the melting|point of the
compound
g. Fuse$
i) Class|G, J, L, and CC:
Tube 100 (180) 100 (180)
Ferrule pr blade 85 (153) 85 (153)
ii) Othefs 65 (117) 65 117)
B. CONDUCTQRS
1. Appliancd-witirg-materiall 262G Hess-thar th\, temperatdire limit of the
wire
2. Flexible cord (for example, SJO, SJT) 35 (63) 35 (63)
3. Conductors of field-wired circuits to be permanently connected to 35 (63) 35 (63)
the product
C. GENERAL
1. All surfaces of the product and surfaces adjacent to or upon which 65 (117) 65 (117)
the product may be mounted
2. Surfaces normally contacted by the user in operating the unit
(control knobs, push buttons, levers, and the like):
a. Metal 35 (63) 35 (63)
b. Nonmetallic 60 (108) 60 (108)

Table 56.1 Continued on Next Page
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Table 56.1 Continued

(Signaling) alarm
Normal standby, condition,
Materials and components °c (°F) °C (°F)
3. Surfaces subjected to casual contact by the user (enclosure, grille,
and the like):
a. Metal 45 (81) 45 (81)
b. Nonmetallic 70 (126) 70 (126)
4. Printed-wiring board See footnote g.

@ For an electrolytic capacitor which is physically integral with or attached to a motor, the temperature rise on insulating material

integral with theTapacitorenciosure staftmotbe more tham 65 C {7 F -

ay be evaluated on the basis of its marked temperature rating , or with component reliability data ba
a similar application or the Military Handbook “Electronic Reliability Design Handbook, MIL-KHDBK-3
h as RIAC 217Plus) such that the failure rate is equal to or less than 0.5 failures per million hours of

® A capacitor nf
performance in]
equivalent (su

¢ The tempera
manufacturer'
Handbook “Elq
rate is equal tg

ure rise of a resistor may exceed the values shown if the power dissipation is 50 percent'er less of th
rating , or with component reliability data based on actual performance in a similar, application or thg
ctronic Reliability Design Handbook, MIL-HDBK-338", or equivalent (such as RIAC|217Plus) such th
or less than 0.5 failures per million hours of operation.

4 The temperafure of a solid-state device (for example, transistor, SCR, integrated circuits), shall not exceed 50 per|
rating during the normal standby condition. The temperature of a solid-state device shall hot exceed 75 percent of i
temperature ufder the alarm condition or any other condition of operation which préduces the maximum temperatu
of its componehts. For reference purposes 0 °C (32 °F) shall be considered as 0‘pefcent. For integrated circuits thg

shall not exceqd 50 percent of its rating under the normal standby condition and’75 percent under any other conditi

In lieu of the alpove, both solid-state devices and integrated circuits may be‘eperated up to 100 % of their rating und
condition of nofmal use if the components are subjected to one of the following:

1. For intedrated circuits, the component complies with the requirements of the Test Method Standard for Micro
STD 883H . For all other solid state devices (such as diodes, transistors, SCR's, LEDs) the component complieg
requiremerts of the Standard for Test Methods for Semiconductor Devices, MIL-STD-750F.

2. A qualityfcontrol program is established by the manufacturer consisting of inspection and stress testing of all
parameterq of 100 % of all components, either on an.ndividual basis, as part of a subassembly, or equivalent.

3. Each asgembled production unit is subjected-tea burn-in test, under the condition which results in the maxim
temperaturps, for 24 hours while connected to'a source of rated voltage and frequency in an ambient of at least
followed by an operational test.

4. Compongnt reliability data based.onactual performance in a similar application, or the Military Handbook "El
Reliability Design Handbook, MIL-HDBK-338" or equivalent (such as RIAC 217Plus), such that the failure rate i
less than 0|5 failures per milligh'hodrs of operation.

5. The col
Optimum P

ponent complies\with the requirements for a benign environment in Table 3.14-3 of the Electronic De
erformance{RIAC (Reliability Information Analysis Center), dated November 15, 2006.

¢ The limitation}s on phenolic composition and on rubber and thermoplastic insulation do not apply to compounds wi
investigated and detétmined to meet the requirements for use at higher temperatures.

Led on actual

38", or
loperation.

e
Military
at the failure

cent of its

s rated

re dissipation
loading factor
bn of operation.

er any

tircuits, MIL-
with the

pertinent

um
49 °C (120 °F),

pctronic
b equal to or

rating for

hich have been

bl Code,

ANSI/NFPA 70;
in question.

material.

9 Temperatures on the surface of any printed-wiring board shall not exceed the temperature limits of the printed-wiring board

ng of the wire

56.2 The temperature values in Table 56.1 are based on an assumed ambient temperature of 25 +15 °C
(77 £27 °F), and tests are to be conducted at an ambient temperature within that range. When equipment
is intended specifically for use with a prevailing ambient temperature constantly more than 25 °C (77 °F),
the test of the product is to be made with the higher ambient temperature, and the allowable temperature
rises specified in Table 56.1 are to be reduced by the amount of the difference between that higher

ambient temperature and 25 °C (77 °F).

56.3 As applicable, the Temperature Test is to be performed in conjunction with the Power Failure Test
(Section 57) to measure worst-case heat dissipation for components in charging and discharging circuitry.
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56.4 Temperatures are to be measured by thermocouples consisting of wires not larger than 24 AWG
(0.21 mm?) or by the change-in-resistance method, except that the thermocouple method is not to be used
for a temperature measurement at any point where thermal insulation is used.

56.5 Thermocouples consisting of 30 AWG (0.05 mm?) iron and constantan wires and an infrared
temperature probe of the equivalent shall be used whenever referee temperature measurements by
thermocouples are necessary.

56.6 The temperature of a coil winding may be determined by the change-in-resistance method, wherein
resistance of the winding at the temperature to be determined is compared with the resistance at a known
temperature, by means of the equation:

R
At=—(k+ 1)~ (k+1,)

in which:

At is the temperature rise in degrees C;

R is the resistance in ohms at end of test;

ris the resistance in ohms at start of test;

k is 234.5 for copper or 225.0 for electrical conductor grade aluminum;

t; is the room temperature at start of test, in degrees C; and

t, is the room temperature at end of test, in degrees C.
56.7 To detIrmine compliance wi_th these requirem.ents, the product is to be conngcted to a pupply circuit
of rated volthge and frequency in accordance with 35.4.1, connected to maximum rated load, and

operated cor
temperature.

56.8 For po
failure (see 5
test.

56.9 Ifacu
maximum res

tinuously under representative service conditions that are likely to produce

ver supplies using rechargeable batteries, the product is to be subject to an ext
7.7.7) before thetest is conducted. All required batteries shall be connected th

rent-regulating resistor or reactor is provided as a part of a unit, it is to be adj
istance or reactance at intended current.

the highest

ended power
roughout the

usted for the

56.10 The testis to be continued until:

a) Constant temperatures are attained during the normal supervisory condition; and

b) One hour has elapsed during the normal alarm signaling condition of a unit intended to produce
a continuous signal until it is restored to normal.

56.11

A temperature is considered to be constant when three successive readings taken at intervals of

10 percent of the previously elapsed duration of the test, but at not less than 5-minute intervals, indicate no

change.

56.12

alarm condition.

If a product has provision for multiple zones, all initiating circuits shall be activated during the
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57 Power Failure Test
57.1 General

57.1.1 These requirements apply to an integral or separately-provided power supply located at the
protected premises and intended to supply power to the burglar alarm unit/system. Power supply
requirements for receiving equipment located at the monitoring station, satellite station, or subsidiary
station are specified in the Standard for Central-Station Alarm Services, UL 827. Also see Section 37,
Software-Based Receiving Equipment.

57.1.2 The standby capacity for batteries provided with burglar alarm units/power supplies shall be as
shown in Tahle-571-

Table 57.1
Battery Standby Time for Burglar Alarm Systems

Standby time
Alarm application Type of burglar alarm system required Regharge time
Mergantile Alarm? Central Station, Local, Police Station 4 hours 24 hours
Mercantile $afe and Vault Alarm? Central Station, Local, Police Station 4 hours 24 hours
Bank Saf¢ and Vault Alarm®® Central Station, Local, Police Station 72 hours 72 hours
Hpldup Alarm Holdup 8 hours 48 hours
Progrietary Alarm?® Proprietary 24 hours® 48 hours
Alarm Sounfding Device or Output Central Station, Local, Pglice Station 15 minutes N/A
Proprietary
DACT Ay, See note d $ee note d
Power Supply Any See note d $ee note d

2 If the product|is also to provide power for an alarm sounding device, it shall provide an additional 15 minutes of st@andby power.
® Applies only fo a power supply that will be located inside of the bank vault or safe.

¢ Standby capdcity of less than 24 hours may‘be’provided if a signal indicating that the protected area unit is operatjng on standby
power is transmitted to the proprietary monitoring station before the capacity of the standby power has decreased RQelow 4 hours.
See 57.5.2.

4 For a separafely-supplied DACT or\poWwer supply, the required standby and recharge times are dictated by the requirements for
the particular Hurglar alarm application noted in the table above.

57.1.3 Sysfems shall)not depend solely on commercial power if failure thereof will cause a| power failure
or render thelsystémrinoperative.

57.1.4 Sources of electrical power that may be used for burglar alarm protected premises units include
rechargeable (secondary) batteries on full float or trickle charge, a power supply with battery standby, and
primary batteries.

57.1.5 If the product is equipped with terminals for the connection of standby power, the terminals shall
be marked with, or reference a drawing that shows, their power ratings including voltage, current, and
capacity of batteries in ampere-hours, and the number and type of batteries to be used. See 89.1(h) and

(i).

57.1.6 As applicable, the Power Failure Test is to be performed in conjunction with the Temperature Test
(Section 56). Also see 56.3.
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57.2 Recha

57.2.1

rgeable (secondary) batteries

The burglar alarm unit manufacturer shall:

a) Provide all specifications, information, and calculations necessary to determine that the
rechargeable battery is used within its specifications; and

b) Confirm that the charging method used complies with the battery manufacturer's specifications
and continues to provide a charging current while connected to rated load, while connected to no
load, and while under all conditions of intended use.

The conditions of intended use shall include over and undervoltage conditions as described under the

Undervoltage
combinations

57.2.2 The
obtained, the
a battery shal

57.2.3 A p9
after an exten

5724 Al c
with regard tg
damage.

5725 If tw
equalization ¢

57.26 The
to position, te

57.2.7 If the

shall be madg for cycling of the-battery to prevent the condition or for a method of detecting 1

of a capacity

57.2.8 A wg
necessary, s
temperature
capacity due

Operation Test, Section 46, and the Overvoltage Operation Test, Sectig
with the temperature variations described under the Variable Ambient Test,Sec

charging current shall be limited so that, with the maximum rate_of, charge
battery gases will not affect any part of the power supply. The trickle,and fast ch
not exceed the battery manufacturer's recommended rates.

wer supply using a rechargeable battery shall be tested with the battery fully
ded discharge (see 57.7.6). The battery shall continueo charge.

pnditions of battery discharge shall comply with the battery manufacturer's s
rate of discharge and with automatic voltage cutoff, if required to prevent polari

b or more cells are used in series.or parallel, the conditions of use shal
f cells in compliance with the battery.manufacturer's specifications.

conditions of storage shall comply with the battery manufacturer's specification
mperature, and state-of-charge.

battery is of a typetthat will lose capacity as a result of long periods of inactiv

0SS.

rning of precautions necessary to prevent premature battery failure, if any prg
nall be'contained in the installation instructions and shall include position
imits, \state-of-charge, and periods of inactivity if the battery is of a type th
te_these conditions. Markings on the product adjacent to the battery shall in

n 47, in all
ion 48.

that can be
arge rates of

charged and

pecifications,
ty reversal or

provide for

5 with regard

ity, provision
he existence

cautions are
of mounting,
at may lose
dicate either

battery type and estimated life, or a method of testing battery condition.

57.3 Nonrechargeable (primary) batteries

57.3.1

No. 6 size, 1-1/2-volt nonrechargeable cells may be expected to perform and require replacement

at the intervals shown in Table 57.2 when used indoors on burglar alarm units, depending on whether the

"ignition type"

(high-amperage) or "protective alarm type" (low-amperage) cells are used.

57.3.2 Table 57.2 applies to systems wherein the load may not be applied 24 hours each day. If the

battery is ope

rated continuously, a shorter replacement period may be considered.
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Table 57.2

Dry-Cell Replacement Period

Minimum replacement period, months
Drain in milliamperes Final working voltage Ignition-type cell Protective alarm-type cell
2 1.0 12 24
3 1.0 10 22
5 1.0 14
6 1.0 12
10 1.0 6
57.3.3 Nonfechargeable batteries shall be replaced when the short-circuit current_is Jess than 10
amperes or |when the cell voltage is less than 1 volt while connected to a load of |1 ohm per cell.

Nonrechargdable batteries shall be replaced at least annually, or every two years if of the

type, regardl

57.3.4 A upit-type nonrechargeable battery shall be replaced when its voltage is less th

bss of their condition.

nominal voltgge while connected to a load so as to deliver a current of 1 ampére.

57.4 Testn

5741 Ab
sufficient to ¢
of power.

57.4.2 With
cause an ala

5743 Tod
normal supe
minute for a {

57.4.4 Con
power supply
condition for

a) Ba

b) M¢

nethod — general

perate the product for the period specified in §%.4.4 in the event of loss of the p

standby power connected, neither lgss nor restoration of a commercial powe
Fm signal.

etermine compliance with thelrequirement in 57.4.2, the control unit is to be en
visory condition and the supply circuit is to be interrupted for 1 minute and then
otal of 10 cycles of supply-circuit interruption.

pliance with the(requirement in 57.4.1 necessitates the automatic provision
in the event of.commercial power loss so that the product will be maintained in
the following-periods of time:

hk Safe'and Vault Alarms — 72 hours.

rcantile and Mercantile Safe and Vault Alarms — 4 hours.

irglar alarm unit operated from commercial pewer shall be provided with sf

brotective-cell

an two-thirds

andby power

rimary source

r source shall

ergized in the
restored for 1

of a standby
the intended

c¢) Plus an additional 15 minutes of alarm load immediately following standby time period (a) or (b)
(as applicable).

57.4.5 Loss of commercial power shall be indicated by the de-energization of a visual “AC power on”
indicator. See 41.3.

57.4.6 Ultimate loss of battery power for the protection circuit shall result in an alarm or trouble signal.

Exception: This requirement does not apply if a signal indicating a power failure is transmitted to the
monitoring station within 8 hours after the beginning of the power failure.

57.4.7

If the power supply is intended to provide a continuous output for the protection circuit and an

intermittent output, such as for a code transmitter or an alarm sounding device, it shall comply with the
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requirements of 57.2.1(b) while supplying the continuous output, but may provide power from the battery
while supplying the intermittent output.

57.4.8 Under standby conditions, the continuous output shall not deplete the battery to a level where it
cannot provide the intermittent output for the required period. This may be done by removing the constant
load after the required standby time has been exceeded and before the battery capacity has fallen below
that required for the intermittent load.

57.4.9 Following an extended power failure and restoration of power, rechargeable batteries shall
recharge sufficiently within 24 hours to provide the required power for 4 hours of standby operation and

shall recharge sufficiently within 72 hours to provide 72 hours of standby operation.

57.4.10 Cor

a) Ful
than 7]

npliance with the requirement of 57.4.4 is to be determined by the following pfag

y charging the standby battery by operating the product from commercial pows
days (168 hours); then

b) Opg¢rating the product on the standby battery for an extended power failure (see 57,

c) Reg

onnecting the product to commercial power for the time periodrequired in 57.4.4

d) Opegrating the product on the standby batteries for the peried of time required in 57 .4

57.4.11 An
a)72

b) 24

57412 If sf
condition of th

|

pxtended power failure is defined as follows:
ours for bank vault alarms; and

ours for mercantile and mercantile safe-and vault alarms.

andby power is provided from nonrechargeable batteries, provision shall be ma
e batteries.

edure:

r for not less

4.11); then
); and then

1.4.

de to test the

57.5 Test method — proprietary burglar alarm

57.5.1 In addition to the requifements noted in 57.4, “Test method — general”, the requiremgnts shown in
57.5.2 — 57.5]3 apply to proprietary burglar alarm units.

57.5.2 The gapacity-0f the standby power shall be sufficient to operate the product for 24 Hours while in

the superviso

'y mode-of operation that consumes maximum power.

Exception: L

ss-than 24 hours standby capacity may be provided if a signal indicating that

he protected

area unit is operating on standby power is transmitted to the central supervising station before the capacity
of the standby power has decreased below 4 hours.

57.5.3 Standby power for a protected area unit that operates a local audible alarm shall operate the

audible alarm

a minimum of 15 minutes at the end of the standby period specified in 57.5.2.

57.5.4 Following restoration of power after an extended power failure of 24 hours or more, the product
shall recharge, within 48 hours, sufficiently to provide the required standby power.

57.5.5

condition of the battery.

If standby power is provided from primary batteries, a means shall be provided to test the
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57.6 Test method — holdup alarm

57.6.1

A holdup alarm unit powered by commercial power shall be provided with standby power or

terminals for the connection of standby power that can operate the unit for at least 8 hours in the event of
loss of the primary source of power.

57.6.2

57.6.1 — 57.6.5 apply to holdup alarm units.

In addition to the requirements noted in 57.4, “Test method — general”, the requirements shown in

57.6.3 Ultimate loss of battery power during a power loss shall result in an alarm or trouble signal. The
trouble signal shall have the same characteristics as an alarm signal, but shall be identifiable as a trouble

S|gna| rather-thapn—as—an—alarm clgngl_ This rnqlnramnnf does-not gpply o3 mnnlfnrlng

supply.

57.6.4 Afte
sufficiently tg

57.6.5
test the cond

57.7 Testn

57.7.1
57.7.3 - 57.7

57.7.2 The

57.7.3 Tod
batteries is tq
standby batt

- an extended power loss of 24 hours and restoration of power, the product s
provide the required standby power within 48 hours.

If standby power is provided from primary batteries, a means shall be provided tg

tion of the battery.

nethod — power supplies

In agldition to the requirements noted in 57.4, “Test method — general”, the requirem

.8 apply to power supplies.
standby capacity for batteries provided with power supplies shall be as shown in

etermine compliance with the requirements of 57.7.2, a power supply using
be connected to a rated sourcé.of supply, see 35.4.1, with no load on the outpy
ries connected and charged for 72 hours or more. The output(s) is then to be ¢

load of ratechurrent(s) and the commercial power input disconnected. At the end of the req

time, the ou
current(s).

57.7.4 A pqg
rechargeablg

57.7.5 Follg
rechargeablq

put voltage(s) and current(s) shall be not less than 85 percent of the rated

wer supply using nonrechargeable batteries shall be tested in the same manng
batteries,see 57.7.3, except that the charge/recharge period is not required.

batteries shall recharge sufficiently to provide the required standby power spe

station power

hall recharge

conveniently

ents shown in

Table 57.1.

rechargeable
t and with the
bnnected to a
uired standby
oltage(s) and

br as one with

wingsah extended commercial power failure and restoration, a power supply ¢quipped with

cified in Table

57.1:

a) Within 24 hours if 4 hours standby is required.

b) Within 48 hours if 8 or 24 hours standby is required.

¢) Within 72 hours if 72 hours standby is required.

57.7.6 An extended power failure occurs when a power supply is connected to a rated load and the
duration of lack of commercial power is:

a)24

b) 48

hours for mercantile and mercantile safe and vault alarms.

hours for holdup and proprietary alarms.

¢) 72 hours for bank safe and vault alarms.


https://ulnorm.com/api/?name=UL 2610 2023.pdf

130 UL 2610 JANUARY 31, 2023

57.7.7 The output voltage and current shall not be interrupted when the commercial input power is
interrupted or restored.

57.7.8 To determine compliance with 57.7.7, the power supply is to be connected to a rated source of
voltage, see 35.4.1, with fully charged batteries. The output is to be connected to a load of rated current
and the input power interrupted for 1 minute and restored for 1 minute for a total of 10 cycles.

57.8 Test method — digital alarm communicator transmitters (DACT)

57.8.1 In addition to the requirements noted in 57.4, “Test method — general”, the requirements shown in
57.7.3 — 57.7.8 apply to separately-supplied DACT'’s.

57.8.2 The standby capacity for batteries provided with separately-supplied DACT’s shall bg as shown in
Table 57.1.

57.8.3 Following an extended commercial power failure and restoration, a power supply equipped with
rechargeable|batteries shall recharge sufficiently to provide the required standby-power spedified in Table
57.1:

a) Within 24 hours if 4 hours standby is required.
b) Within 48 hours if 8 or 24 hours standby is required.

¢) Witlhin 72 hours if 72 hours standby is required.

57.8.4 An extended power failure occurs when a power supply is connected to a rated |oad and the
duration of la¢k of commercial power is:

a) 24 hours for mercantile and mercantile-safe and vault alarms.
b) 48 hours for holdup and proprietafy alarms.

c) 72 hours for bank safe and vault alarms.
58 Abnormal Operation Test

58.1 A burgdlar alarm unitioperating in any condition of intended operation shall not increase the risk of
fire or electrigshock when abnormal fault conditions are introduced.

58.2 To detg¢rmine compllance with the reqwrement in 58.1, the product i is to be connected tp a source of
supply in accprda ) J s likely to be
encountered in service. There shaII not be emission of flame or molten metal, or any other manifestation of
fire; see 58.4. The product shall also comply with the requirements in the Dielectric Voltage-Withstand
Test, Section 55, following the abnormal fault conditions.

58.3 The fault condition is to be maintained continuously until constant temperatures are attained or until
burnout occurs, if the fault does not result in the operation of an overload protective device. Shorting of the
secondary of the power supply transformer and shorting of an electrolytic capacitor represent typical fault
conditions.

58.4 The product shall be wrapped in a single layer of bleached cheesecloth having an area of 14 — 15
square yards to the pound (26 — 28 m?/kg) and having a thread count of 32 by 28, and then energized.
There shall not be molten metal or flame emitted from the unit as a result of this test as evidenced by
ignition or charring of the cheesecloth. The dielectric voltage-withstand test shall be conducted
immediately at the conclusion of the test.
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58.5 Where a product has provisions for connection to telephone, telegraph, or outside communication
circuit wiring as covered by Article 800 in the National Electrical Code, ANSI/NFPA 70, the product shall
comply with the requirements for protection against overvoltage from power line crosses described in the
Standard for Information Technology Equipment — Safety — Part 1: General Requirements, UL 60950-1, or
the Standard for Audio/Video, Information and Communication Technology Equipment — Part 1: Safety

Requirements, UL 62368-1, (e.g. telco overvoltage test).

59 Electrical Transient Tests

59.1

5911 Ab

General

signaling pe
transients, a
with 35.4.1.

59.2 Supp

59.2.1 A hi

rformance after being subjected to 500 supply line transients, 500 infex
nd/or 60 input/output circuit transients while energized from a source of supply i

y line transients

retain requir

when subjected to supply line transients induced directly onto the power supply circuit con
product undgr test. Supplemental information stored within the unit.need not be retained.

59.2.2 For this test, the product is to be connected to atransient generator capable of

Location Ca
Surge Volta
impedance).

59.2.3 The
every min. A

phase with r¢ference to earth ground.ofithe 60 Hz cycle, and the remaining 250 pulses are

90° into the
each polarity

applied with {he product in the@larm condition.

59.3

59.3.1 The
supply in acq

Internally induced transients

gh-voltage AC-operated product shall not false alarm, shalkaperate as intend
d stored memory (such as date, type and location of a signal transmission w

gory A3, 100 kHz Ring Wave transient as'defined in the IEEE Recommende
jes in Low-Voltage AC Power Circuits,»ANSI/IEEE C62.41 (6 kV @ 200

total of 250 pulses are to bé-applied so that the transient is induced 90° int

negative phase with reference to earth ground of the 60 Hz cycle. Of the total
. 225 are to be applied’ with the product in the normal standby condition and

product'is to be energized in the intended standby condition while connected {
ordance with 35.4.1. The supply source is to be alternately de-energized for ap

rglor alarm ||n|f, otherthan that r\pnrnhng from 2 primary hgﬂ'nry’ shall npnrgfn for its intended

nally induced
h accordance

ed, and shall
thin the unit),
Huctors of the

broducing the
d Practice on
A, 30 ohms

product is to be subjected to 500 transient pulses induced at an average rate of 3 pulses

b the positive
to be induced
P50 pulses at
25 are to be

0 a source of
proximately 1

second, the

energized for approximately 9 seconds, for a total of 500 times. Each interrupti

nistobeata

rate of not more than 6 interruptions per minute. Standby power is to be connected during this test.

59.3.2 As a result of the above test, the unit shall comply with 59.1.1, as well as the requirements in the
Normal Operation Test, Section 39.

59.4 Input/

59.4.1

output circuit transients

The product is to be energized in the normal standby condition while connected to a source of

supply in accordance with 35.4.1. All field-wiring circuits are to be tested as specified in 59.4.2 and
59.4.3.The product and equipment connected to these circuits shall:

a) Not false alarm;

b) Op

erate as intended; and
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c) As appropriate, retain required stored memory (such as date, type, and location of signal
transmission) within the unit. Supplemental information stored within the unit need not be retained.

Exception No. 1: This test is not required when the product installation instructions indicate that it is not
permitted to connect cables greater than 98.5 ft (30 m) long to the product or to specific circuits of the
product under test.

Exception No. 2: Transients applied to an evaluated ITE modem or interface module of packet switched
data network system, or an onboard circuit integral to the control unit, shall not affect the operation of the
system except for the modem or interface circuit. Failure of the packet switched data network circuit,
modem or interface module is acceptable if the loss of communication is annunciated at the monitoring
station. See 40.7.4

59.4.2 For this test, each input and output circuit is to be subjected to the transient waveforms specified
in Table 59.1{ as delivered into a 200-ohm load. The transient pulses are to be coupled dirgctly onto the
input/output dircuit conductors of the equipment under test.

Table 59.1
Input/Output Circuit Transients
Peak voltape level, V Minimum energy level, J Minimum pulse duration, ys Figurg No.
24p0 1.0 80 Figurg 59.1
1000° 0.31 150 Figurg 59.2
50p@ 0.10 250 Figurd 59.3
1o 0.011 1120 Figurg 59.4

@ Other applied fransients having peak voltages representative.of the entire range of 100 — 2400 volts shall be used |n lieu of these
values when the output circuit is only designed specifically te\protect against these predetermined values. The transjents shall

meet or exceed the specified minimum pulse duration (Figure 59.5) and minimum energy level (Figure 59.6) paramgters, and shall
have an equal @r faster minimum transient pulse rise time than that specified in Figure 59.7.
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Figure 59.1
Input/Output Circuit Transients — 2400V Curve
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Figure 59.2
Input/Output Circuit Transients — 1000V Curve
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Input/Output Circuit Transients — 500V Curve

Figure 59.3
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Figure 59.4
Input/Output Circuit Transients — 100V Curve
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Figure 59.5
Minimum Transient Pulse Duration vs. Transient Peak Voltage
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Figure 59.6
Minimum Transient Energy Level vs. Transient Peak Voltage
1.2
1 NHl

8
>
_O>
3 08
>
3
&
2
w06
5
2
g
=
g 04
£
= 0.31
£

0.2

/
011
) 0.0
500 1000 1500 2000 2500 3000

S5064A

Transient>Peak Voltage, volts



https://ulnorm.com/api/?name=UL 2610 2023.pdf

138 UL 2610 JANUARY 31, 2023

Figure 59.7

Minimum Transient Pulse Rise Time vs. Transient Peak Voltage
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59.4.3 Each conductor of a circuit is to_be subjected to 60 transient pulses induced at the rate of six
pulses per minute as follows:

a) Twenty pulses (four at the 2400 peak voltage level and two at each of the other trarfsient voltage
levels|specified in 59.4.2).between each lead or terminal and earth ground, consisting|of ten pulses
of one| polarity, and ten of the opposite polarity (total of 40 pulses); and

b) Twenty pulses {four at the 2400 peak voltage level and two at each of the other trarsient voltage
levels|specifiedin-59.4.2) between each circuit pair, consisting of ten pulses of one polarity and ten
pulseq of the.opposite polarity (total of 20 pulses).

59.4.4 As ap alternate to 59.4.2 — 59.4.3, the product shall be subjected to the Standard for Surge Tests
per Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement techniques — Surge
immunity test, IEC 61000-4-5: 2005, and in accordance with the following and 59.4.5 — 59.4.9.

Table 59.2
Product Test
Open Circuit Test Voltage,®® Line to Ground 0.5kV and 1kV
Polarity +and -
Minimum number of surges at each polarity, voltage, coupling 5
mode and signal line at a maximum rate of 1 per 5 second
Impedance in series with the transient generator 40 Ohm

Table 59.2 Continued on Next Page
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Table 59.2 Continued

Open

Circuit Test Voltage,f"b Line to Ground 0.5kV and 1kV

Combination Wave Generator 1.2/50 ps

@ This test is not required when manufacturer's installation instructions indicate that it is not permitted to connect cables greater
than 98.5 ft (30 m) long.

® The test pulses are coupled into the leads to be tested by means of appropriate coupling networks that maintain the test pulses
within Standard for Surge Tests per Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement techniques —
Surge immunity test, IEC 61000-4-5 specification.

59.4.5 The product under test is to be connected in accordance with the manufacturer's installation

instruction, \

dththe intended ancillary _eauinment and interconnectina _cables insulated
J | Ll J

from ground

reference for

59.4.6
only, using a

59.4.7
each type o
identical circ

59.4.8 The
coupling/dec]
manufacture
cables, then
to the shield
decouple inp|

5949 Am
levels. The n
due to apply|

pulses at a rate of less than 1/min.

59.4.10 As
the Normal C

60 RadioH

60.1 A burg

Inpu

If th¢ product has a large number of identical input/output circuits, then representati

this test. Normal operation of the product shall be confirmed prior to the test.

t/output circuits shall be subjected to transients injected by line-to-ground c
40 ohm series resistor.

input/output circuit may be subjected to this test and considered represent
lits.

length of the unshielded input/output circuit conhductors between the pro
pupling network(s) shall be less than or equalio 6.5 feet (2 m). If it is sp
's installation instructions that input/output eireuits shall only be connected
n these cases, the transients shall be applieddirectly (e.g. without the 40 ohm s
of a 65.5 foot (20 m) length of shielded cable. Current compensated chokes m
ut/output circuits carrying high frequepgy'signals, to reduce attenuation problem

nimum of 5 pulses of each polarity shall be applied at each of the 0.5 kV and
haximum pulse rate of 1 per'8-s is used. If it is necessary to ensure that any f3
ng the pulses too frequently’'then the devices shall be replaced and the test

a result of the abbove tests, the unit shall comply with 59.1.1, as well as the re
peration Test, Section 39.

requency‘nterference (RFI) Test

laralarm unit shall not false alarm and shall operate as intended when subject

radio frequer

bupling mode

e samples of
btive of other

juct and the
ecified in the
with shielded
eries resistor)
By be used to

b

D.

1 kV, voltage
ilures are not
repeated with

nuirements in

bd to radiated

cy interference sources

60.2 To determine compliance with the requirements specified in 60.1, a product is to be energized from
a source of rated voltage and frequency and subjected to the radio frequency generated by sources
described in 60.3.

60.3 The radio frequency interference source is to be a 5-watt radio transmitter placed 10 feet (3.05 m)
from the burglar alarm unit and any connecting lead(s), radiating signals from a vertical 1/4-wave
monopole antenna. All leads are to be connected according to the manufacturer's installation wiring
instructions and are to be straight leads 9 feet (2.7 m) long. There are to be six trials consisting of five
transmissions each, each transmission consisting of 5 seconds ON and 5 seconds OFF, with the product
operating in the normal standby condition, at the following carrier frequencies:

a) 27 MHz, nominal.
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b) 150
c) 450
d) 866

e) 900

MHz, nominal.
MHz, nominal.
Mhz, nominal.

MHz, nominal.

Each trial shall be from a different location with respect to the product. The antenna shall be in a vertical

position.

Exception: Terminals intended solely for the connection of shielded cable are considered to comply with

61.1 A burg
alternating cu
throughout th

Exception: A
shielding con
is not require

61.2 To det|

into each cir|
illustrated in H

tion Test

e premises wiring.

lar alarm unit shall not false alarm and shall operate as intended when sul
rrent induced onto any field wiring terminal, field wiring lead, orany other leads

brmine compliance with the requirements in 61.1, the product is to be ener
source of rate¢d voltage and frequency in accordance\with 35.4.1, and a 60-hertz current is t
cuit extending from the product. The AC signal current shall be induced k
igure 61.1 to simulate induction from AC power sources.

hte that only

jected to an
which extend

C power leads and any leads consisting of conductors insulated from and surfounded by a
Huctive surface grounded at one or more ends are“€xempted from this requirem
) when the product installation instructions indicate that only shielded cables are

ent. This test
to be used.

gized from a
D be injected
y the circuit
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Figure 61.1
AC Induction Test Circuit
1500 ohms
0.01ufd
/7~ N\
60 Hz.
62 Polymeric Materials Test
62.1 Polymeric materials used as an.efclosure, or for the support of current-carrying partg shall comply
with the appl|icable requirements in the*Standard for Polymeric Materials — Use in Electrigal Equipment
Evaluations, [UL 746C.
63 Battery|Replacement Test
63.1 The battery connections of a burglar alarm unit shall withstand removal and replaceinent from the
battery termihals without appreciable reduction in contact integrity. Batteries used for principal power shall

be subjected

to 50°cycles, and standby batteries to 10 cycles, of removal and replacement.

63.2 Forth

s test, a product is to be installed as intended in service and the battery connect

ions removed

and replaced as recommended by the manufacturer. The product then shall comply with the requirements

in the Norma

| Operation Test, Section 39.

64 Drop Test

64.1

A sample of a portable cord-connected high-voltage product is to be dropped four times from a

height of 3 feet (0.91 m) onto a hardwood floor. If it has corners, it is to be dropped on a different corner
each time, selecting the corners that appear to be most susceptible to damage. If the product has no
corners, it is to be dropped on the four portions that appear to be most susceptible to damage. If the
product is intended to use internally mounted batteries, the batteries are to be in place for this test.

64.2 As aresult of the product being dropped onto a hardwood floor, as described in 64.1:
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a) The electrical spacings within a portable cord-connected high-voltage product shall not be
reduced below the limits specified in Spacings, General, Section 33, and Spacings, Components,
Section 34;

b) No risk of fire after product energization as described in 64.3; and

¢) No high-voltage live parts shall be exposed. See 11.3.1.2 and 11.3.1.3.

64.3 Following the test described in 64.1, the product then is to be wrapped in a single layer of bleached
cheesecloth having an area 14 — 15 square yards to the pound (26 — 28 m?/kg) and having a thread count
of 32 by 28, and energized for 3 hours at rated voltage in accordance with 35.4.1. There shall be no molten
metal or flame emitted from the unit, as evidenced by ignition or charring of the cheesecloth. The product

shall also cofpty With the Tequirements of the Dielectric Voltage-Withstand Test, Section 55, [following the
test.

65 Strain Relief Test

65.1 Supply cord

65.1.1 Whep tested as described in 65.1.2, strain relief means provided on the flexible cord shall

withstand for
this test the ¢

65.1.2 A35
that the strai

There shall b}

the internal c

65.2 Field-Wiring leads

65.2.1 EacH
minute withol

1 minute without displacement, a pull of 35 pounds-force (156 N) applied to the
bnnections within the product are to be disconnected:

relief means will be stressed from any angle*that the construction of the pro
no movement of the cord sufficient to indicate that stress would have been t
nnections.

lead used for field conneg¢tions shall withstand a pull of 10 pounds-force (4
t evidence of damage of. of transmittal of stress to the internal connections.

cord. During

pounds-mass (15.88-kg) weight is to be secured to the cord and supported by the product so

Huct permits.
ransmitted to

4.5 N) for 1

66 Mechanjcal Strength Testsfor Enclosures
66.1 The external enclesure of a product containing high-voltage circuits or other than power-limited
circuits shall Withstand @‘force of 25 pounds-force (111 N) for 1 minute without:
a) Permanent distortion to the extent that spacings are reduced below the valueq specified in
Section33;

b) Transient distortion that results in the enclosure contacting live parts; and

¢) Causing openings which expose uninsulated high- or low-voltage live parts.

The force is to be applied by the curved side of a 1/2-inch (12.7-mm) diameter steel hemisphere. Any
openings that occur during application of the force are to be evaluated according to the requirements
specified in 11.3.1.2 and 11.3.1.3.

66.2 The external enclosure of a product containing only non-power-limited low-voltage circuits is to be
subjected to the test in 66.1, except that the enclosure shall withstand an applied force of 10 pounds (44.5
N). Products containing only power-limited, low-voltage circuits are exempt from this test.

66.3 The external enclosure of a product containing high-voltage circuits or other than power-limited
circuits shall withstand an impact of 5 foot-pounds (6.78 J) without:
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a) Permanent distortion to the extent that spacings are reduced below the values specified in
Section 33;

b) Transient distortion that results in the enclosure contacting live parts; and

c) Causing openings that expose uninsulated high-voltage live parts or non-power-limited low-
voltage live parts.

The impact is to be applied by means of a solid, smooth, steel sphere 2 inches (50.8 mm) in diameter and
weighing approximately 1.18 pounds (0.54 kg) falling freely from rest through a vertical distance of 51
inches (1.30 m). Any openings resulting from the impact are to be evaluated according to the requirements
in 11.3.1.2 and 11.3.1.3.

66.4 Thee
subjected to
is to fall free
power-limiteq
Exception: 1
enclosures (
however, ardg
subjected to

67 Attack T

67.1 Gene
67.1.1 A pn
below for the
silence the Ig

kternal enclosure of a product containing only non-power-limited low-voltage i
the test described in 66.3, except that the impact is to be 2 foot-pounds (2.7J) a
y from rest through a vertical distance of 20-13/32 inches (0.52 m). Rreducts ¢
, low-voltage circuits are exempt from this test.

'he Mechanical Strength Tests described in 66.1 — 66.4\are not required
omplying with the thickness requirements in 11.5.1, 11.6.1,”and Table 11.2

rcuits is to be
nd the sphere
bntaining only

| for metallic
- Table 11.4,

as of an enclosure containing perforated sheet steel orventilation openings
fhe tests noted above.

[ests
al

pduct complying with these requirements shall resist the attacks specified in th
length of time required to transmitthe off-premises signal(s) to the monitoring
cal alarm sounding device.

Table 67.1
Summary of Attack Resistance Requirements

shall still be

e paragraphs
station, or to

Attack on alarm sounding Attack on off-premisgs alarm
Type of system device communicato
Mercpntile Premises — Local Required N/A
Mercantile Premises — CS, PS, P Optional Required for code transmitters, DACT’s,
1-Way radio onl
Mercantile/Bark-Safe-&-Vault—Local Reguired NA
Mercantile/Bank Safe & Vault- CS, PS, P Optional Required for code transmitters, DACT's,
1-Way radio only
Code Transmitter (e.g. McCulloh) Optional Required
DACT Optional Required
1-Way Radio Optional Required
2-Way Radio Optional N/A
Multiplex Optional N/A
Packet Switched Data Network (PSDN) Optional N/A

Local = Local Burglar Alarm

CS = Central Station Burglar Alarm

Table 67.1 Continued on Next Page
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Table 67.1 Continued

Type of system device communicator

Attack on alarm sounding Attack on off-premises alarm

PS = Police Station Connected Burglar Alarm
P = Proprietary Burglar Alarm
N/A = Not Applicable

67.2 Mercantile premises alarm applications

67.2.1 Off-premises alarm communicator

67.2.1.1 The enclosure protecting a system's off-premises alarm communicator in. the

subscriber's

control unit, Qr as provided as a separate unit, shall resist the attacks specified in 67.2:3 long enough to

permit the cgmplete transmission of a signal to the off-premises monitoring station befo
communicator can be disabled. A burglar alarm power supply that provides pewer to an
alarm commynicator would also be subject to the attack requirements noted below.

67.2.1.2 The attack resistance time shall be as follows:

a) For a code transmitter system (e.g. McCulloh), the eomplete transmission of g
complete code rounds. If the number of pulses in each feund affects the length of tim
transmit the round, an average length of transmission shall be used to determine the 4§
unit thpt can be set for 111 — 999 shall use the code 555 or 456.

b) Fora digital alarm communicator transmitter'complying with the requirements sho
sufficignt time to allow the transmitter to contact its digital alarm communicator receive
accepjable signal, and receive a sign-off.signal (kiss-off), assuming that contact is nj
receiver on the first attempt. A ten-digibnumber is to be used at the slowest transmi
The transmission shall be over a lo¢al public telephone system. Ten transmissions s

re the alarm
off-premises

t least three
e required to
ttack time. A

wn in 40.3.2,
I, transmit an
ade with the
5sion format.
hall be made

and the average time to complete'the transmission shall be the required attack resistamce time.

Exception: The manufacturer-may specify the slowest transmission format suitable
alarm|system installedin~accordance with the requirements of the Standard for Ins
Classffication of Burglar,and Holdup Alarm Systems, UL 681.

c) Forla one-way radio system, sufficient time to allow the radio to make contact wit
and dgliver a complete alarm signal.

d) Produets.employing Multiplex and/or Packet Switched Data Network technology forj

for use in an
tallation and

h its receiver

off-premises

trans
applicable 200-second communication channel supervision criteria).

67.2.1.3 Each attack is to be continued beyond the time required to complete off-pre

K (due to the

mises signal

transmission for an additional 60 seconds, or until the transmitter, its circuitry, or its power supply is

sufficiently exposed so that if the transmitter were still operating, it could be stopped, and t

he additional

time recorded. The minimum additional time recorded shall establish the maximum entry time delay

described in 39.1.18.

67.2.1.4 If turning an alarm system off will prevent the transmission of a complete alarm to the off-

premises receiving location, the switch used to turn the alarm system off shall:
a) Be key operated; or

b) Require the input of a code having at least 1000 possible codes.
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Exception: This is not required for a transmission system that either immediately transmits a signal or
results in an indication at the receiving location that the control at the protected premises is no longer

functioning.

67.2.2 Alarm sounding device

67.2.2.1

An alarm sounding device is required for Local Burglar Alarm applications, and considered

optional for Central-Station, Proprietary, and Police Station Connected Burglar Alarm applications. If the
product installation instructions specify that an alarm sounding device is to be used, the attack resistance
requirements noted below shall be applied.

67.2.2.2 Th

e cut or short-

circuited to s

67.2.2.3 E4
period for an
The minimun

67.2.24 TN
enclosures, §

a)Th

b) An

67.2.2.5 Th
attack methg
initiate the al
insulated ele
bars, or simil

67.2.2.6
not prevent t
not required
immediately
protected preg

67.2.3 Test

67.2.3.1 Th

e-alarm saundina-device nower sunph.control switches —and circuits that can b
4 1 PP v

lence the alarm sounding-device shall be located in enclosures as specified.ifn*]

ch attack on the inside alarm housing is to be continued beyond an_initial 6
additional 60 seconds, or until the alarm has been silenced, and theladditional t
N additional time recorded shall establish the maximum entry delay, tilme describsg

e door or cover of the control unit and sounding-device’ power supply
hall be arranged so that:

b door or cover must be closed and secured before the user can arm the system

alarm is initiated if the door or cover is opened while the system is armed.

e outside alarm housing shall resist, for<120 seconds, attempts to silence the
ds described in 67.2.3. The alarm is to.be silent when the attack is started and th
arm. The outer and inner housings shall be connected in the closed protection
ctric linings shall be used so that-an"alarm will result if the housing is penetrate
ar tools.

If @an attack against the control unit in an attempt to silence the local alarm soundi

he complete transmission of a signal to the off-premises receiving location, the

transmits a signal-or results in an indication at the receiving location that the
mises is no lenger functioning.

method

e\tools used in the attack tests against control units, transmitter mechanisms,

1.11.

D-second test
me recorded.
din 39.1.18.

enclosure, or

and

alarm by the
e attack shall
circuit or fully
i by drills, pry

ng device will
control unit is

to offer an attack-resistance. This requirement applies to a transmission syst¢m that either

control at the

power-supply

enclosures, alarm housings, or the Tike, are to include:

a) The type of tool intended for use with the fastener used to assemble the product, excluding a key
or lock pick;

b) A blade type screwdriver not more than 8 inches (203 mm) in length from the blade tip to the
handle and not more than 1/4 inch (6.4 mm) square or 9/32 inch (7.1 mm) in diameter; and

c) Wire cutters, to be restricted to the cutting of conductors inside the enclosure under attack.

67.2.3.2 During the attack, the product under test is to be securely mounted in its intended position on a
3/4 inch (19 mm) thick plywood board extending a minimum of 12 inches (305 mm) beyond each edge of
the product which is, in turn, mounted on a substantial rack. The attack is to be performed by one operator.

67.2.3.3 The product is to be subjected to three separate attacks as follows:
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