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Forward — G-12 Guidelines

A counterfeit item is one whose identity or pedigree has been deliberately altered or
misrepresented by its supplier.

Counterfeiting of parts and materials in the electronic business segment is growing at an
alarming rate. Since Julius Caesar hung the “caveat emptor” in the ancient Roman
market place, it has never been more important for the “buyer to beware.” In Roman

times it was
the product
themselves

noticed that att Seffers “exaggerate, ™ and that buyers must Check 1
before they buy to protect themselves. So too today’s buyers mus
pefore they buy. It is impossible to fix all of the sellers in the-wor

stop the mis
buy.

The G-12 C
The only

counterfeiters is to only procure from the Original Equipment Manufactur

that mak
other pr
Any par
some rig

representation of product; therefore we must fix how we*buy and

ounterfeit Task Group has unanimously agreed that:
control or safeguard to protect your Program,from today’s sophi

tes and warranties the part or material, or:their designated franchis
bcurement approaches offer significant'risk to the Program.
t or material that has been out of the OEM’s authorized supply cha
k of not fulfilling its intended mission objectives.

be sure of
[ protect
d and try to
\vhat we

ticated
er (OEM)
pes. All

in has
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1 Scop

e

This Technical Bulletin covers the following areas of concern.

Prevention:
[ ]

counterfeiting.

Actions
Detection:

recommended when buying from a non-authorized supplier.

TB-0003

Actions recommended for procuring parts and materials with a full warranty.
Actions recommended for minimizing risks and protecting your Program from

Actions recommended when procuring parts from an unauthorized supplier or

otherwise suspect that a part or material at risk of being counterfeit has been

gnis

non-

inspection,

'evious use,

the item

procureg

Risk Mitigltion

e Actionsfrecommended when no reasonable alternatives exist (e.g., aredes
required, an unacceptable schedule delay will result, the program-or customer cannot
bear the|additional cost) and the decision has been made to practire from g
authorized supplier.

2 Definitions

Identity: Qriginal manufacturer, part number, date cade, lot number, testing,

documentatjon, or warranty, etc.

Pedigree: Qrigin, ownership history, storage;-handling, physical condition, p

etc

Program: The entity or function that,directs the requirement for, and use of,

being procured.

OEM: Original Equipment Manufacturer, also sometimes call Original Comj

Manufactur

Designated
product wit
oversight of

br. The manufacturer of the part or material

Franchisee: A supplier authorized by the OEM to resell the OEN
n the, OEM’s full warranty. A designated franchisee operates undg

honent

1°s
r the

the'OEM. Also may be referred to as an Authorized Distributor.

Non-franchised / non-authorized supplier: a supplier not approved or under the
oversight of the part’s or material’s OEM. A supplier that cannot offer an item with the
full manufacturer’s warranty.
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3 Prevention

Procuring Parts and Materials
Counterfeit electronic components can jeopardize the performance and reliability of

electronics.

In today’s supply chain environment, electronic equipment manufacturers and
Government users must be vigilant in order to avoid counterfeit electronic components.
The vast majority of counterfeit cases reported are associated with purchases through

Independent Distributors. Analysis of recent problems, report that counterfeit
components can change hands several times while within the independent distribution
supply chain, and are of unknown origin.

The most efffective approach to avoiding counterfeit electronic componentsfis

product dire
reseller, or §
manufacturg

The OEM s
manufacturg
Manufactur
products frg

ctly from the Original Equipment Manufacturer, or from a distrib
iftermarket supplier who is franchised or authorized by the-origing
r.

nould be solicited by the using contractor becausecthere is less risk
2, sell, and warranty the requested part or material. An Original E
br may franchise the sales of its products. It.isreasonable to acqui
m the OEM, or the OEM’s franchisee. It is reasonable to request

from multiple franchisees of the OEM, and select the one best able to meet thg

cost and sch

It is risky to
Assuring th
supplying th
supplier has
those incurn
assessment
supplier’s q

It is not adv
introducing

edule needs.

request a quotation from a non-franchised (non-authorized) supp

ht the quotation is meaningful; that the non-franchised supplier is ¢
e authentic, reliable goads-or services requested, and that the non;
delivered the authentic-product, may result in excessive costs far
ed in using the OENKor their authorized suppliers. All of these as
costs should be €onsidered a part of the non-franchised, non-authg
Liotation price.

isable te=acquire an item from a non-franchised supplier because @
a counterfeit part into the product delivered to the customer.

A|1't0r,

0 purchase

, and they
Juipment

re OEM
fuotations

e Program’s

er.
apable of
franchised
pxceeding
surance
rized

f the risk of

Assessment of Electronic Part Distributors

Electronic part distributors are not all the same. Their actions or inactions can affect the
cost, quality, reliability, and lead time of the products they supply. All suppliers of
electronic parts and materials, authorized or otherwise, need to be assessed before their
selection. A distributor assessment process needs to cover the following categories:
delivery performance; technical product knowledge and technical production/test
equipment, quality control; process control; handling, storage, and shipping control; part
traceability; corrective and preventive action; and customer support and service.
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The life-cycle cost of the item purchased should include the cost of assessing the supplier
and the item. The buyer should account for this cost when comparing bids since the cost
of these assessments may equal or exceed the item’s cost.

Use of a non-authorized supplier

It is understood that Program requirements (e.g., obsolescence, schedule) may make the
use of the OEM or an authorized distributor impossible. A substantial number of products
required to produce and support defense electronics are no longer available from the
original equipment manufacturer, or through franchised / authorized suppliers.
Independent distributors are often used to fill this gap. While various mitigation methods
can reduce the risk of receiving counterfeit parts from Independent Distributors, there is

no failsafe r%ﬂaed%%&wpeeﬂm%—wd%&rwaeee%%dﬁe&eej‘nterfeits
and eliminate infant mortality defects, and to establish a high level of confidence in field
performance and reliability. Acquisition traceability mechanisms and product jassurance
controls for|product acquired from Independent Distributors must improve.
If an unauthorized supplier (including a broker) must be used, it’is strongly adyvised to
notify the clistomer, and the following guidelines are recommiended to minimiize the risk
of obtaining counterfeit part or materials.
e Know ypur source
a. Usesources with an established, good histary with your firm or one that can be
independently verified.
b. Chegk their stability (overall business and staff) and financial conditiop.
c. Chegk for GIDEPs citing them as; the source of counterfeit or defective parts.
d. Survey them. Look at their:
i. quality systems
Ii. procurement system
iii. [sources
Iv. [inventory/storage’facility
V. [inspection.and‘test facility
vi. [ESD and handling controls
vii. [ inspection and test plans
viii testequipment capability, calibration, etc.
iX. Linspection and test personnel
X. outside sources used for testing, DPA, etc. Verify and approve these.
e. Consider the supplier’s plans for handling, inspection, test and packaging of the
part or material procured.
f.  How did/will the supplier verify the item’s pedigree?

If the supplier satisfies these requirements, perform the following part/program

specific

e ASSessr

assessments.

isk of use

a. What is effect on mission, schedule, cost of a counterfeit part going undetected?
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b. Based on the item’s characteristics (ability to inspect, test, etc., including cost and
destructive sample available) is it likely that a counterfeit part can be detected?

c. At what stage in procurement-inspection-stock-use cycle will a counterfeit likely
be detected?

e Develop an inspection and test plan

i.
J.

e Haveal
a.
b.

e Develop
a.
b.
C.

4 Dete

When a co

~® o0 oW

Risk

/ Cost / Schedule driven

Where/who can do necessary tests and inspections?
Required equipment, etc. or outside source
Destructive samples required

DPA?

Sample size for testing (100%, Confidence Level, AQL, LTPD, etc.) — risk of
failing to detect determines sample size

Is ot definition, homogeneity understood?

Hav
rejeq
Kno
Che

Whq
Wh3

Obs
Inve
Mat

e a plan for what to inspect, test, etc., including criteria for accepts
tion

W characteristics of a good part

ck materials (lead, lead-free, etc.)

lisposition plan

m to notify if counterfeit found

t to do with the parts - DON”T RETURN

a plan to avoid using a non-authorized supplier in the future
blescence management

ntory control

erial Requirements Planning (MRP)

ction

nterfeit part or material is suspected, a disciplined approach is

detect a counterfeit or exonerate:a'good item. Using the proper techniques wi
the Program) from the risks asseciated with using a suspect item. Not using th
methods, or{being unwilling to take the necessary time and incur the needed e
leave the Prpgram at risk-of using a counterfeit part or material that will fail p
with unforegeen reliability and liability effects.

Suspected cpuntérfeit electronic parts and some materials should be evaluated
appropriate [evaluation methods from Table 1.

nce and

needed to

| protect

P right
xpense, will
rematurely

using the
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Table 1 — Risk Mitigation Methods

Detection/Risk Mitigation Methods

Full Full

Electrical
Test (Hot
/ Cold Am

bient)

Verificati
on of
Manuf.
LDC,
SNs, etc.

Visual /

Marking

Inspec-
tion

Electri-
cal Test
(Am-
bient)

Minimal
Electrical
Test

Mater-ial
Analy-sis

Radio-

Seal Test 1
graphic

No Die / Non-

No No No No Yes Yes

functional

Mal

terial Content No Yes No No No

Wrong Die P No No

Re-used /
Repaired /
Salvaged

No P

Scrapped /

Reject No

Mechanical

Damage O

M

Manufacturer

is-Handling /

Storage M®

Change P

L

ess Reliable b

o
eliability /
uality Issue
ESD / EOS

No

Damage o

Counterfeit Concern

Cq
fi

unterfeit with

nctional die >

No

1

emperature
Range
pmarking

No No No No

No
P
Ye:

e:
= Unlikely to Find
Possibly Find

= Probably Find

Shading:
Green = Low Cost / Easily Accomplished
Yellow = Moderate Cost / Some time involved
Red = High Cost / Significant time to accomplish
Dotted Pattern = Will be found at first electrical test
This chart was developed from one created by Mark Marshall of Integra Technologies.
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Note: It may
Different m
combinatiof
destructive
above chart
labeled part]

The evaluat
based on a |
suspicion.

When a co
a. Segreg

supply g

3

ethods will find different types of counterfeits, though no method
is fool-proof and some may yield “false positives.” A proper ang
physical analysis (DPA) is the most general technique as can be se
but even this is not a panacea; for example, it may not identify a 1

on methods used both from Table 1 and other techniques should [
art’s technology, (physical and electrical characteristics and the re

nterfeit(part or material is confirmed:

hain:

b. Review

require more than one method to evaluate“a suspect part or mateial.

DI
complete

en from the
fraudulently

e.g. acommercial part relabeled as a military temperature range part.

e selected
hson for

e the-Counterfeit item, and it is suggested that the item not be returned to the

the’evidence with procurement and investigative organizations

C.

Try to procure the authentic part or material directly from the OEM or their

franchised/authorized distributor. (Franchised or authorized distributors may be
found by contacting the OEM who manufactures and warranties the parts or

material
Contact

objectiv

s.) This will help support the Program schedule.
GIDEP or follow Program guidelines to report the problem.

es, notify the Program and consider redesigning the system.

If no bonafide OEM parts or materials can be procured to support the Program

To report a problem through the GIDEP system, GIDEP participants should submit a
GIDEP report in accordance with GIDEP instructions. Non-participants can contact the
GIDEP Help Desk (915-818-3207) for guidance.
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5 Risk

Mitigation

When no alternatives exist except a full redesign and the Program has directed the
use of an item obtained from an unauthorized source, a process should be followed to
assess Program requirements and to mitigate some of the risk of the item’s use. Since
risk mitigation is expensive and time consuming, the Program must determine the amount
of risk it can afford to retire, understanding that it is impossible to eliminate all risk of
use. As with the detection methods discussed in Section 4, this process will not
guarantee an item’s suitability for the Program’s application, it will only either identify
some risks or improve the confidence that the item will fulfill its intended purpose. The
same methods identified in Section 3, Table 1, and the techniques outlined in Figure 1
provide guidelines in developing a risk mitigation plan. The item’s characteristics

(physical, e
environmen
failure, etc.
schedule an
are also con

A risk mitig
a. ldentify
factors,
Section
Obtain f]
evaluati

Conducf
The pro

al) and required reliability (expected service life, ability to becrep
must all be considered in developing and implementing a pfan. d
d the risk of both failing to detect a deficiency and in damaging a |
siderations.

ation process should include the following actions:
to the Program the risks associated with the item’s use, any redun

1, use of a non-authorized supplier, forideas on what a plan shoul
he Program’s (customer’s if necessary) approval to proceed with t
DN plan.

the planned evaluation to mitigate some of the risks.

curement of a large quantity of parts will be necessary to give any

in a lot ¢of parts or materials that is procured from a source other than the

manufag
A Destr
MIL-ST]
22 piece
should |
The rest
identify

turer of the product:

ictive Physical Analysis (DPA) should be conducted in accordanc
D-1580 on a random sample with a minimum of a 90% confidenc
sample, C.=0) at a program approved laboratory. A sample (22 p
e selected-from each lot / date code.

Its of-all tests, evaluations and investigations should be carefully 1
any/evidence of defects that jeopardize the item’s use in its intend

cluding
aced after
ost,

‘good” part

dancy

and the plan to verify the item’s suitability for its intended application. See

1 include.
he

confidence

e with
e level (i.e.
ieces)

eviewed to
ed

applicat
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