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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Pay

The main| task of technical committees is to prepare International Standards. Draft Intétnatio
Standardg adopted by the technical committees are circulated to the member bodies™for voti

[ 2.

hal
ng.

Publicatign as an International Standard requires approval by at least 75 % of the member bodfies

casting a yote.

In other c
technical

An ISO/PAS or ISO/TS is reviewed after three years in order to decide whether it will be confirmed

an IS

experlts in an ISO working group and is accepted for publication if it is-approved by more than 5(
of thefmembers of the parent committee casting a vote;

an IS
techn

comnjittee casting a vote.

a further
ISO/TS is

transforn]ed into an International Standard or berwithdrawn.

Attention
patent rig

ISO/TS 14

rcumstances, particularly when there is an urgent market requirementfor’such document
fommittee may decide to publish other types of document:

D Publicly Available Specification (ISO/PAS) represents an agreement between techni

D Technical Specification (ISO/TS) represents an agreement between the members o
ical committee and is accepted for publication if it istapproved by 2/3 of the members of

three years, revised to become an Internatienal Standard, or withdrawn. If the ISO/PAS
confirmed, it is reviewed again after afurther three years, at which time it must either

is drawn to the possibility that somie of the elements of this document may be the subject
hts. ISO shall not be held responsible for identifying any or all such patent rights.

441 was prepared by Technical Committee ISO/TC 215, Health informatics.
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Introduction

As local, regional and national EHR infostructures develop, electronic patient record systems are
being implemented at the many points of care where patients are seen [point-of-service (POS) clinical
systems]. In addition to institutional settings like hospitals, where the systems in various departments
(e.g. nursing units) are typically integrated into a single patient record, smaller single purpose systems
such as electronic medical records (EMRs) are also being implemented in physician offices and other
non-institutional settings such as public health where the sophistication of the systems and the local

IT support infrastructure is much less. As countries begin to connect these POS clinical systems to

EHR-+ OS tretares{or-directyexelra ;. O attorwi O e+ cHteat-syste Sthrough

system-to-system communications), the security and privacy of these systems becomes Tjuch more

critical and complex than when the systems operated in a disconnected or ‘stand-alene} state. To

ensure the required standards are implemented correctly into these systems, so that they will securely

ineract with EHR infostructures and maintain the privacy of patient informatien, many|countries

ar¢ implementing certification and conformance testing programs to provide, objective eyidence of

conformity with these requirements.

Thiis Technical Specification identifies the security and privacy requireménts, harvested from|the above

mgntioned standards and international experiences, which should be-in-place for conformarice testing

for] interoperable POS clinical (electronic patient record) systems interfacing with EHRs.

Thee POS clinical systems profiled receive, store, process, display and communicate clinical data and

administrative actions, as well as information related to system users (demographics, personal).

Th systems are always accessed by authorized and authenticated users. These users are:

—| health professionals that input, access and use-patient data, clinical procedures, and statistics;

—| administrative users that input and read patient’s personal and demographics data, administrative
and statistical information;

—| administrators that control users power, perform backups, provide system configuration|including
security ones;

—| auditors that read audit trails;

— | other EHR systems thatinput and receive data;

— | subjects of care and their substitute decision makers, who may have restricted access to|input and
retrieve authorized data.

Kely assumptionsithat apply for compliant POS clinical systems are as follows:

—| theTargetiof Evaluation (TOE) comprises commercial offthe shelf (COTS), governmental, proprietary
and free'and open source software;

— | authenticated users recognize the need for a secure IT environment;

— authenticated users can be trusted to comply with the organization’s security policy;

— business security processes are implemented with due regard for what can (and cannot) be

reasonably accomplished in a clinical setting;

operations.

competent security administration is carried out in relation to the system’s installation and ongoing

This Technical Specification draws from international standards, which have been developed by
ISO/TC 215 for EHRs, as well as other ISO standards such as such as ISO/IEC 27001 and the ISO/IEC 17000
series of standards developed by the ISO Committee on conformity assessment (CASCO). This Technical
Specification also reflects the experience that various countries have had to date in implementing
certification and conformance testing programs in addressing privacy and security requirements in the

© IS0 2013 - All rights reserved
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context where electronic patient record (clinical) systems at the point of care are interoperable with

regional a

nd national EHRs.

This Technical Specification includes:

— security and privacy requirements that should be met to ensure that information is protected as
well as the main categories of attack;

— discussion of the theoretical foundations underpinning the requirements;

— guidance on best practice for establishing and maintaining conformity assessment programs;

— descr

Annex A
examples

Annex B
jurisdictid

the security and privacy requirements in Clause 5.

This Tech
health so
software
systems W

ption of the conformity assessment process, including the key concepts and processes;

provides more detailed information on conformity assessment models and progcesses, p
of conformity assessment programs in four example countries at a point in time((2010).

brovides a detailed examination of the privacy and security requirements'in place in f|
ns at the time that this Technical Specification was written. This analysis-was used to der

hical Specification is to be used by agencies which accredit or operate programs for certify
'tware products through conformity assessment against priyacy and security standar
uppliers demonstrating their compliance with those requirements, and purchasers of th
'ho want assurance that the requirements have been met.

lus

lve
lve
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Health informatics — Security and privacy requirements of
EHR systems for use in conformity assessment

1

Thi
arg

Sp

Scope
also interoperable with EHRs. Hardware and process controls are out of the scope. This
ecification addresses their security and privacy protections by providing a set of secufity a1

requirements, along with guidelines and best practice for conformity assessment.

IS(

Te
Co
ty
co

1nd

Sp

/IEC 15408 (all parts) defines “targets of evaluation” for security evaluatipnxof IT pro

mmon Criteria categories in ISO/IEC 15408 (all parts). The point-of-service)(POS) clinical s

Eically part of a larger system, for example, running on top of an operating system, so it my|

cert with other components to provide proper security and privacy». While a Protection P
ludes requirements for component security functions to support system security services,
ecify protocols or standards for conformity assessment, and does'not address privacy requ

Thiis Technical Specification focuses on two main topics:

a)

b)

Po
ad

the

2

Security and privacy requirements (Clause 5). Clause\5 is technical and provides a comp
set of 82 requirements necessary to protect (information, patients) against the main cat
risks, addressing the broad scope of security aud privacy concerns for point of care, inte
clinical (electronic patient record) systems. These requirements are suitable for c
assessment purposes.

Best practice and guidance for establishing and maintaining conformity assessment
(Clause 6). Clause 6 provides an ovetiview of conformity assessment concepts and processs
be used by governments, local-atithorities, professional associations, software developg
informatics societies, patients*representatives and others, to improve conformity w
software security and privacy requirements. Annex A provides complementary informat
to countries in designing gonformity assessment programs such as further material on c
assessment business models, processes and other considerations, along with illustrative
of conformity assessment activities in four countries.

icies that apply~to a local, regional or national implementation environment, and p
ministrative erphysical (including hardware) aspects of privacy and security management a
scope of this-Technical Specification. Security management is included in the scope of IS(]

Normative references

f care that
Technical
nd privacy

cts. This

u
thnical Specification includes a cross-mapping of 82 security and privacy requirements ;Lainst the

pftware is
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it and are

indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 17000, Conformity assessment — Vocabulary and general principles

ISO 27799:2008, Health informatics — Information security management in health using ISO/IEC 27002

3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.
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3.1

accountability
principle that individuals, organizations, and the community are responsible for their actions and may
be required to explain them to others

[SOURCE:

ISO 15489-1:2001, definition 3.2]

Note 1 to entry: This requires that all users of PHI be traceable.

3.2

access control

ameans of ensuring that the resources of a data processing system can be accessed only by authaniz

entities in
[SOURCE:
3.3

authorized ways

ISO/IEC 2382-8:1998, definition 08.04.01]

accreditation body

authoritat
Note 1 to e
[SOURCE:

3.4
anonymi}
process th

[SOURCE:

3.5
asset
anything

Note 1 to 4
services, h
report dat3

Note 2to e

3.6

assuranc
result of a
of its infol

3.7
attestatig
issue of a
been dem

ive body that performs accreditation
htry: The authority of an accreditation body is generally derived from government.

ISO/IEC 17000:2004, definition 2.6]

ration
at removes the association between the identifying data set and the data subject

ISO/TS 25237:2008, definition 3.2]

hat has value to the organization

ntry: In the context of health information security, information assets include health information
hrdware, software, communications facilities, media, IT facilities, and medical devices that record
.

htry: Adapted from ISO/IEC(27000:2012, definition 2.4.

P
set of complianc€processes through which an organization achieves confidence in the sta
mation security' management

2

bnstrated

ed

or

fus

statement, based on a decision following review, that fulfilment of specified requirements }ras

Note 1 to entry: The resulting statement, referred to in this Technical Specification as a “statement of conformity”,
conveys the assurance that the specified requirements have been fulfilled. Such an assurance does not, of itself,
afford contractual or other legal guarantees.

Note 2 to entry: See also scope of attestation.

Note 3 to entry: Adapted from ISO/IEC 17000:2004, definition 5.2.

© ISO 2013 - All rights reserved
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3.8

audit

systematic, independent, documented process for obtaining records, statements of fact or other relevant
information and assessing them objectively to determine the extent to which specified requirements
are fulfilled

Note 1 to entry: While “audit” applies to management systems, “assessment” applies to conformity assessment
bodies as well as more generally.

[SOURCE: ISO/IEC 17000:2004, definition 4.4]

3.9
availability
property of being accessible and usable upon demand by an authorized entity

[SQURCE: ISO/IEC 27000:2012, definition 2.10]

3.10
certification
third-party attestation related to products, processes, systems or persons

Note 1 to entry: Adapted from ISO/IEC 17000:2004, definition 5.5.

311
compliance
the action of doing what is necessary to meet a specified requirement

3.12

confidentiality
property that information is not made available or disclosed to unauthorized individuals, gntities, or
processes

[SQURCE: ISO 7498-2:1989, definition 3.3:16]

3.13

copformity assessment
demonstration that specified requirements relating to a product, process, system, person or organization
ar¢ fulfilled

Note 1 to entry: Adapted freni1SO/IEC 17000:2004, definition 2.1.

3.14
copformity assessment system
rules, procedures-and management for carrying out conformity assessment

Nofe 1 to_entry: Conformity assessment systems may be operated at international, regional, natiopal or sub-
nafionaldevel.

[SQURCE: ISO/IEC 17000:2004, definition 2.7]

3.15
data subject
person to whom data refer

Note 1 to entry: In this Technical Specification, a data subject refers to a single person (versus persons).

3.16
entity
natural or legal person, public authority or agency or any other body

Note 1 to entry: In the context outside the scope of this Technical Specification, an entity may refer to a natural
person, animal, organization, active or passive object, device or group of such items that has an identity.

© IS0 2013 - All rights reserved 3
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3.17

first-party conformity assessment activity
conformity assessment activity that is performed by the person or organization that provides the object

Note 1 to entry: See also second-party conformity assessment activity, and third-part conformity assessment

activity.

Note 2 to entry: Adapted from ISO/IEC 17000:2004, definition 2.2.

3.18

health information system

repository
and trans

[SOURCE:

Note 1 to ¢
health recq

Note 2to e
it contains

3.19
healthcai

any type (
[SOURCE:

3.20
health or]
organizat

Note1toe

3.21
health pr

person who is authorized by a recognised body to be qualified to perform certain health duties

Note1toe

Note 2 to
Technical §
When used

3.22
identity
set of attr

3.23

r of information regarding the health of a subject of care in computer-processable form, sto1
mitted securely, and accessible by multiple authorized users

ISO 27799:2008, definition 3.1.2]

ntry: It has a commonly agreed logical information model which is independent of EHR (electro
rd) systems.

ntry: Its primary purpose is the support of continuing, efficient and quality integrated healthcare {

information which is retrospective, concurrent and prospective.

e
f services provided by professionals or paraprofessionals4vith an impact on health status

European Parliament, 1998, as cited by WHO]
ganization

on involved in the direct provision of health activities
htry: Adapted from ISO/TR 20514:2005, definition 2.21.

ofessional

htry: Adapted from ISO 1709031:2008, definition 3.1.8.

ed

nic

nd

entry: The defined termyis often “healthcare professional”. A convention has been adopted in this

pecification wherebfthe term “healthcare” is abbreviated to “health” when used in an adjectival fo
in a noun form, thesword “care” is retained but as a separate word (e.g. delivery of healthcare).

butes which make it possible to recognize, contact or locate the subject of care

identifiableperson

Fm.

one who can be identified, directly or indirectly, in particular by reference to an identification number
or one or more factors specific to his physical, physiological, mental, economic, cultural or social identity

[SOURCE: Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data]

3.24

identification
recognition of a person in a particular domain by a set of his or her attributes

© ISO 2013 - All rights reserved
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3.25

information governance

processes by which an organization obtains assurance that the risks to its information, and thereby the
operational capabilities and integrity of the organization, are effectively identified and managed

3.26

information privacy

rights and obligations of individuals and organizations with respect to the collection, use, retention,
disclosure and disposal of personal information

iples of the

3.27
information security
préeservation of confidentiality, integrity and availability of information

Note 1 to entry: In addition, other properties, such as authenticity, accountability, nen-repudiation, and reliability
caij also be involved.

[SQURCE: ISO/IEC 27000:2012, definition 2.30]

3.28
ingpection
exgamination of a product design, product, process or instatlation and determination of its cpnformity
with specific requirements or, on the basis of professionaljudgment, with general requirements

Note 1 to entry: Inspection of a process may include inspection of persons, facilities, technology and mgthodology.
[SOURCE: ISO/IEC 17000:2004, definition 4.3]

3.29

personal health information
PHI
information about an identifiable person that relates to the physical or mental health of the individual,
or ko provision of health services to-the individual

Nofe 1 to entry: Such informatien'may include a) information about the registration of the individual for the
pravision of health services, by information about payments or eligibility for health careinrespectto thelindividual,
¢) 4§ number, symbol or particular assigned to an individual to uniquely identify the individual for healt{purposes,

d) pny information about.the individual that is collected in the course of the provision of health services to the
individual, e) information derived from the testing or examination of a body part or bodily substajnce, and f)
identification of a geyson (e.g. a health professional) as provider of healthcare to the individual.

Note 2 to entrywPersonal health information does not include information that, either by itself or when combined
with other information available to the holder, is anonymized, i.e. the identity of the individual who is[the subject
of the infermation cannot be ascertained from the information.

3.30
PHI disclosure
divulging of, or provision of access to, personal health information

Note 1 to entry: Adapted from ISO/TS 25237:2008, definition 3.20.

3.31

point-of-service (POS) clinical system

system that is used at the point of care or service in the provision of clinical services to the subject of
care

EXAMPLE Electronic Medical Record (EMR), Pharmacy Management System (PMS), Hospital Information
System (HIS), Public Health Information System (PHIS).

© IS0 2013 - All rights reserved 5
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3.32

privacy breach

situation where PHI is processed in an unlawful manner or in violation of one or more relevant privacy
policies

3.33
privacy control
technical and organizational measures aimed at mitigating risks that could result in privacy breaches

Note 1 to entry: Privacy controls include policies, procedures, guidelines, practices or organizational structures,
which can he administrative, technical, management orlegal in nature

Note 2 to eptry: Control is also used as a synonym for safeguard or countermeasure.

3.34
privacy policy
specificatjon of objectives, rules, obligations and privacy controls with regard to the ptocessing of PHI
in a partidular setting

3.35
privacy preferences
specific of implied choices made by an individual about how his/her PHI should be processed

3.36
privacy principles
set of shafed values governing the privacy protection of the PHI-when processed in ICT systems

3.37
privacy rjsk assessment
analysis of the risks of privacy breach involved in an envisaged processing operation

Note 1 to ¢ntry: This analysis, also known as privacy impact assessment, is achieved to (a) ensure processjiing
conforms tjo applicable legal, regulatory and policy requirements regarding privacy, (b) determine the risks and
effects of grocessing PHI, and (c) examine and evaluate privacy controls and alternative processes for handling
PHI to mitigate identified privacy risks.

3.38
privacy spfeguarding requirements
criteria tq be fulfilled when implényenting privacy controls designed to help mitigate risks of privgcy
breaches

3.39
procedure
specified way to carryQut an activity or a process

[SOURCE:|ISO 900022005, definition 3.4.5]

3.40
processing af PHI
any operation or set of operations performed upon PHI (e.g. collection, storage, access, analysis, linkage,
communication, disclosure and retention)

341

profile

set of automatically generated data characterizing a category of individuals that is intended to be applied
to an individual, namely for the purpose of analysing or predicting personal preferences, behaviours
and attitudes

6 © IS0 2013 - All rights reserved
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3.42
product
result of a process

Note 1 to entry: Four generic product categories are noted in ISO 9000:2005: services (e.g. transport); software
(e.g. computer program, dictionary); hardware (e.g. engine, mechanical part); processed materials (e.g. lubricant).
Many products comprise elements belonging to different generic product categories. Whether the product is then
called service, software, hardware or processed material depends on the dominant element.

Note 2 to entry: The statement of conformity can be regarded as a product of attestation.

No

3.4

ps
pr

No
dis
be
an

3.4

rey
vel
an

[S(

fe 5 to entry: Adapted from IS0 9000:2005, 5.4.2.

3
pudonymization
pcess applied to PHI which replaces identity information with an alias

Le 1 to entry: Pseudonymization allows, for example, a subject of care to use a resource or servi
closing his or her identity, while still being held accountable for that use. After pseudonymization,
possible to determine the subject of care’s identity based on the alias and/or to'link the subject’s act
ther and as a consequence, to the subject of care.

4

iew
ification of the suitability, adequacy and effectiveness ¢f\selection and determination

URCE: ISO/IEC 17000:2004, definition 5.1]
5

3.4

rigk
cosinbination of the probability of an eventand its consequence

ce without
it may still
ions to one

activities,

1 the results of these activities, with regard to fulfilment of specified requirements by an object of
conformity assessment

tance, risk

Note 1 to entry: Adapted from ISO Guide Z3:2009, definition 1.1.

3.46

rifk assessment

overall process of risk analysis and risk evaluation

Nofe 1 to entry: Adapted from ISO Guide 73:2009, definition 3.4.1.

3.47

rigk management

coprdinated agtivities to direct and control an organization with regard to risk
[SOURCE=ISO Guide 73:2009, definition 2.1]

Note~l to entry: Risk management generally includes risk assessment, risk treatment, risk accep
cothnfanication, risk-menitoringand riskreview

3.48

risk treatment

process of selection and implementation of measures to modify risk

Note 1 to entry: Adapted from ISO Guide 73:2009, definition 3.8.1.

3.49
sampling
provision of a sample of the object of conformity assessment, according to a procedure

[SOURCE: ISO/IEC 17000:2004, definition 4.1]
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3.50
scope of attestation
range or characteristics of objects of conformity assessment covered by attestation

[SOURCE: ISO/IEC 17000:2004, definition 5.3]

3.51

second-party conformity assessment activity

conformity assessment activity that is performed by a person or organization that has a user interest in
the object

Note 1 to ¢ntry: Persons or organizations performing second-party conformity assessment activities inclyde,
for example, purchasers or users of products, or potential customers seeking to rely on a supplier’s managemnt
system, or organizations representing those interests.

[SOURCE:|ISO/IEC 17000:2004, definition 2.3]

3.52
specified/requirement
need or ejpectation that is stated

Note 1 to gntry: Specified requirements may be stated in normative documents Sueh as regulations, standafds
and technifal specifications.

[SOURCE:|ISO/IEC 17000:2004, definition 3.1]

3.53
subject of care
patient
one or mojre persons scheduled to receive, receiving, or having received a health service

Note 1 to eptry: Adapted from ISO 18308:2011, definition\3.47.

3.54
system integrity
property that a system performs its intendedfunction in an unimpaired manner, free from deliberatg or
accidental unauthorized manipulationof the system

[SOURCE:|ISO 27799:2008, definition.3.2.14]

3.55
target of pvaluation
TOE
set of software, firmware-and/or hardware possibly accompanied by guidance

[SOURCE:|ISO/IEGC15408-1:2009, definition 3.1.72]

3.56
testing
determination of one or more characteristics of an object of conformity assessment, according to a
procedure

Note 1 to entry: “Testing” typically applies to materials, products or processes.
[SOURCE: ISO/IEC 17000:2004, definition 4.2]

3.57

third-party conformity assessment activity

conformity assessment activity that is performed by a person or body that is independent of the person
or organization that provides the object, and of user interests in that object

Note 1 to entry: Criteria for the independence of conformity assessment bodies and accreditation bodies are
provided in the International Standards and Guides applicable to their activities (see Bibliography).

8 © IS0 2013 - All rights reserved
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[SOURCE: ISO/IEC 17000:2004, definition 2.4]

3.58
threat
potential cause of an unwanted incident, which may result in harm to a system or organization

[SOURCE: ISO/IEC 27000:2012, definition 2.77]

3.59
vulnerability
weakness of an asset or control that can be exploited by a threat

4 | Abbreviations

For the purposes of this document, the following abbreviations apply:

EHR Electronic Health Record
HL7 Health Level 7

PH[I Personal Health Information
POS Point-of-Service

PP Protection Profile

5 | Security and privacy requirements

5.1 General

(infformation, patients), the main categories of risks, and the broad scope of security arld privacy

T}:{s clause is technical and establishesla set of requirements; describing what is necessary to protect
concerns for point of care, interoperable electronic patient record systems.

5.2 Theoretical foundation

5.2.1 Overview

h growth in thejadoption of health information systems by all players in the health area, (providers,
goyernments, payers and patients), and the need for these systems to be able to exchange patient
prmation-td improve the continuity and safety of patient care, it becomes essential to engure these
computational systems are managing the security of electronic health information to ensure it§ integrity,

Thlexsigration from traditional patient record keeping processes much based on paper-to thellectronic
process, represents a completely new scenario. One professional may understand very well the security
and privacy risks of, for example, storing and transporting a paper-based health record. However, at
the moment that this information is no longer on paper and information is exchanged electronically
and accessed by multiple providers at multiple care delivery locations, a completely new set of risks
is involved. Is it clearly understandable for all users what the risks are of storage and transport of an
electronic health record? To understand requires an appreciation of all the features of the computational
systems and hardware that handle the information, plus the new processes that are performed to
manage the electronic system.

Security goals encompass confidentiality, availability and integrity of information (in this case, health
information). Some other security concepts are also included in this broad definition, like authenticity,
accountability and auditability. The consequences of security failures are diverse, and range from legal
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to clinical impact, information not being available for treatment and even serious injury or death may
be the result. On the other hand, good security controls allow electronic systems to work correctly and
enable clinical activities to provide better treatment by having the right information available when and
where needed.

Many factors affect the security and privacy of health information. In the non-electronic world, paper
may be secured in locked cabinets but equally important is how securely the key to the cabinet is
stored. As a parallel in the electronic environment, there are both electronic hardware and software
components that can enhance security and privacy, but these are insufficient without the concomitant
processes that persons must follow in manipulating the electronic information and using information
systems. Robustsecurity andprivacy tstheresultingcombtmationmrof controtstrbotirthe—etectropic
componeijts and processes. If one control fails it can risk the overall protection.

An examylle of a security requirement for software is that the information system must record audit
informatipn on all patient record transactions, including those which create, read, update,and archjve
informatipn. An example of a hardware requirement is that it must record evidence of tampering. |An
example g¢f a process requirement is a policy and monitoring process preventing users from leaving
passwordp written down and available.

The main jasset is information. Health information includes:
a) personal health and identification information,

b) pseudonymized data derived from personal health information via some methodology ffor
pseudonymous identification,

c) statisfical and research data, including anonymized data dérived from personal health informatfon
by refnoval of personally identifying data,

d) clinichl/medical knowledge not related to any spetific subject of care, including clinical decisjon
suppqrt data (e.g. data on adverse drug reactions);

e) data ¢n health professionals, staff and volunteers,

ation related to public health suryeillance,

g) auditfrail data, produced by health.information systems, that contain personal health informatjon
or ps¢udonymous data derived from personal health information, or that contain data about the

h) system security data foryhealth information systems, including access control data and other

Itisimportant to note from the listabove that patientinformation is not the only confidential informatjon
in a healthcare envirfonment. The extent to which confidentiality (and hence, patient privacy), data
integrity and systemm availability must be protected depends upon the nature of the information, the
be
hta

confident{al/but protecting its integrity may be important to the organization. Likewise, audit trail d
[T P availapiiity buti ONtet Iay be niePny confidentiat;

The scope of this Technical Specification is focused on security and privacy requirements for health
software systems. Hardware and process controls are outside the scope.

As described in ISO 27799:2008, Annex A, the threats to the privacy, confidentiality, integrity and
availability include:

a) masquerading by insiders such as health professionals and support staff by service providers and
outsiders, including hackers,

b) unauthorized use of a health information application and data stored within,

c) introduction of damaging or disruptive software, including viruses, worms, and other “malware”,

10 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=1484dc49ada4ee08a643deddc69f31f4

ISO/TS 14441:2013(E)

misuse of system resources,

communications infiltration, such as denial of service and replay attacks,
communications interception,

repudiation of data origin or receipt,

connection failure,

accidental misrouting,

Al
to

brpadly categorize privacy threats into two areas:

These two types of threats are described in 5.2.2 and 5.2.3.

5.2

technical failure of the host, storage facility, or network infrastructure,

environmental support failure, including power failures and disruptions of seryice arising from
natural or man-made disasters,

application software failure,
operations error,
maintenance error, and
user error.

hough health information privacy has been widely discussed, there is a lack of systemic investigation
identify and classify various sources of threats to information privacy. Recent policy-bas¢d studies

organizational threats that arise from inappropriate access of patient data by either interpal agents
abusing their privileges or external agents exploiting a vulnerability of the information systems;
and

systemic threats that arise from an agent in the information flow chain exploiting the data beyond
its intended use.

.2 Organizational threats

These threats assume different forms, such as an employee who accesses data without any |egitimate

ne
std
int

ed or an outside attacker (hacker) that infiltrates an organization’s information infrastfucture to
al data or rendé€r-it inoperable. The broad spectrum of organizational threats could be cqtegorized
o five levels, listed in increasing order of sophistication:

Accidental disclosure: healthcare personnel unintentionally disclose patient informatior] to others
(e.g. emdil message sent to wrong address or inadvertent web posting of sensitive data).

Insider curiosity: an insider with data access privilege pries upon patient’s records out of curiosity

£ N L o 1ot A3 1. + £o11 1 £ :
O TOTr NI oW ptrposSe(C- gt seacceSSigmormatiotao ottt a renow—emproyee—<o etermine
possibility ofasexually transmitted disease or medical personnel accessing potentially embarrassing
health information about a celebrity and transmitting it to the media).

Data breach by insider: insiders access patient information and then use or transmit or disclose it to
outsiders for profit or revenge.

Data breach by outsider with physical intrusion: an outsider enters the physical facility either by
coercion or forced entry and gains access to the system.

Unauthorized intrusion of network system: an outsider, including former employees, patients,
or hackers, intrudes into an organization’s network from the outside to gain access to patient
information or render the system inoperable.
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5.2.3 Systemic threats

These threats occur, not from outside of the information flow chain, but from insiders who are privileged
to access patient information. For example, insurance firms may deny life insurance to patients based
on their medical conditions, or an employer having access to employees’ medical records may deny
promotion or terminate employment. Patients or payer organizations may incur financial losses from

fraud including rendering medically unnecessary services.

5.2.4 Applicability

As previofisty stated; the scope of Techmicat Specification s focused o Security and privacy of point
service pdtient record software; hardware and process controls are out of the scope. There are.mé

of-
ny

different §ecurity and privacy requirements developed and published around the world, this Technifcal

Specificatjon does not intend to create completely new requirements, but rather it harvests.the m

DSt

suitable r¢quirements already published, and adapts them to be used for conformance testing of systems.

The most|well-known international security standard is the ISO/IEC 27002. Although its focus is
informatipn security management in general, its controls apply to electronic systems. A health indus
specific standard, ISO 27799, is one of several standards developed through ISO/TC 215 to support
implemenfation of sound security controls and practices in the health care environment.

With regdqrd to security evaluation, one of best known standards is ISQAIEC 15408 (all parts), wh
provides general concepts and principles of IT security evaluation afid includes the Common Crite]
framework through which security requirements can be expressed;

At the samme time, some countries are deploying health softwarg'systems certification processes, eg

on

[ry
he

ich
ria

ich

one with jts own set of requirements. Some examples include the US, Canada, Brazil, The Netherlands,

UK, Australia and Europe.

This Technical Specification identifies the security andprivacy requirements, harvested from the ab
mentionedl standards and international experiences;*which should be in place for conformance test
for interoperable POS clinical (electronic patient'tecord) systems interfacing with EHRs.

A set of requirements must be clear and-well expressed, in a manner that software developer ¢
properly deploy them in their systems, and-an evaluation process can declare that all requirements

or are nof met in that specific system\This is the main reason that procedural requirements are

included, as it is not possible to ensure'that they are in place merely by evaluating the software itsel
would be hecessary to evaluate thejoperational environment in which this software is in use, includ
the profilgs of users and administrators and knowledge of the system’s use. Nevertheless, this broa
issue of adlministration is esséntial for promoting security and privacy and so it is recommended th
in addition to the softwareZertification and conformance, an environmental inspection of the syste
ongoing mlanagement based on [SO 27799 be performed.

Another cpnsideration in the process of elaborating the requirements was that they should be, as mi
as possible, imniune to short-term technological change and evolution. Because of this, referencesg
technical [inférmation, like cryptograph algorithms, key length, protocols and others have not bg

ve
ng

an
hre
not
1t
ng
ler
at,
n'’s

iIch
to
en

made. Sugplémental information on these technical criteria may be needed.

5.3 Privacy and security requirements

5.3.1 General

This clause presents the requirements which would apply to all POS clinical systems within scope of this

Technical Specification.
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5.3.2 Data subject’s consent to collect, use or disclose personal health information

Requirement 1 Recording consent: Where data subjects have a right, by law or custom, to withhold or
revoke their consent to the use or disclosure of their personal health information, POS clinical systems:

a) shall provide a facility to record a data subject’s consent directives, including the withholding or
revocation of consent;

b) shall be able to accomplish this in a way that allows each organization to comply with its own legal
or policy requirements on consent;

NOTE The consent can be for all or part of the data subject’s personal health information or ferja specified
pufpose.

Requirement 2 Minimum data recorded: where POS clinical systems record a data subjéct’s fisclosure
dirfectives, the characteristics of the directive shall be recorded (for example, the withholding ¢f consent,
or the withdrawal of consent previously given) as well as the type of consent in those jurisdiqtions that
re¢ognize two or more types of consent (for example, implied consent versus express consent) and the
date on which the directive was given.

Requirement 3 Directives follow the data: where data subjects have’a right, by law or ¢ustom, to
withhold or revoke their consent to the collection, use or disclosureofitheir personal health information,
PO clinical systems should provide a facility to transmit restrictions on further (i.e. onward) flisclosure
algng with the data disclosed if the recipient(s) of the disclosure could not otherwise be awhre of and
hohour the data subject’s consent directives. The POS clinigal\system should be able to accomplish this
in § way that allows the sending and receiving jurisdictions.to comply with their own legal reqpirements
or policies on consent.

Relquirement 4 Emergency access: emergency medical care (such as that given to an urlconscious
patient) or other special situations permitted by law or policy (such as public health investigatigns during
communicable disease outbreaks) may necessitate access to patient records stored in a PQS clinical
system without regard for previously recorded disclosure directives. Such emergency access|capability
shall only be provided to authorized users'and its invocation (along with a reason the user is ¢verriding
the consent directive) shall be recordedin an audit log. Except where overriding of consent difectives is
allpwed by law or policy, and to elimirate uncertainty as to whether a user intended to override patient
consent directives, the system should either allow the user to expressly invoke emergency accgss or else
the system should inform the“accessing user, prior to granting access, that the access will fonstitute
enjergency access.

Relquirement 5 Loggingemergency access: POS clinical systems shall be able to:
a) | log when the protessing of consent directives prohibits the disclosure of data;

b) | log the identity of any user who overrides a data subject’s consent directives, the reaspn for the
emergéncy access, a unique identifier that can be later used to identify the data subject, the date and
time.when the emergency access occurred;

c) | Where an individual in the user’s organization is accountable for facilitating privacy campliance,
notify this individual of the emergency access.

Requirement 6 Consent given by a legally authorized representative: where a consent directive
is given on behalf of a subject of care by a legally authorized representative, the POS clinical systems
should be able to record the identity of this representative and the representative’s relationship to the
subject of care.

Requirement 7 Reporting changes to consent: POS clinical systems recording consent directives
shall be able to indicate which consent directives, if any, were in force at any given point in time for any
given subject of care.

Rationale
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Healthcare organizations need to know that they have obtained the consent required in their
jurisdiction when they collect, use or disclose PHI. The form of the consent sought by organizations
may vary, depending upon the jurisdiction, the circumstances under which the information is disclosed
(for example, to a healthcare specialist versus a social services agency) and the type of information
disclosed (for example, mandatory reporting of communicable diseases will not likely require consent
from the data subject).

It is those entering PHI into a POS clinical system within a particular jurisdiction that have the primary
obligation of obtaining and recording the consent directives of data subjects and it is often at the point of
collection where it is most efficient to obtain and record consent. The POS clinical system has to provide

means so
informati
example, Y

Referenc

ISO 27799

5.3.3 Li

tiatthe Healthcare organizatiomrcaremrsure-tiat those—accessing PHonly obtatraccess
bn that is legitimately available on the basis either of consent or of legal authorizatign ]|
vhen records are disclosed in response to a court order).

S

, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789
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as not to 9
and care,
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fion, use or disclosure: personal health information should ohly be used or disclosed
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medical billing, or clinical research.

nt 9 Limiting disclosure of data subject’s infermation to healthcare providers w
ship to the data subject: it should be recorded{for example, the withholding of consent
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hited to provision'of healthcare, supporting the operation of the healthcare system, or ensur
Ith.

clinicaksyStem users engaged in the subject’s care and support have the implied consent of
care toaccess the subject’s data. Without such consent, the data cannot normally be access
eed to ensure that access is appropriately controlled to records of a specific data subjg

to
for

for
for

SO
bnt

ith
or
hat
he

on

viders’ ability to previde care. In jurisdictions where health data protection legislation has

hal
ng

he
ed.
ct.

For exam
accessible

e, any Tecords of patients o oNger TERIStEred at a CHIIT O practice sioutd not be norma
to users at that clinic.

References

OECD Fair Information Practices

1y

5.3.4 Data subject access to personal health information and correction of inaccurate informa-

tion

Requirement 11 Data subject access: when a data subject challenges the completeness or accuracy
of information in the subject’s record, and the organization disagrees with the subject’s assessment of

14
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incompleteness or inaccuracy, the POS clinical system should be capable of recording the disagreement
and/or the reason for the refusal to update the record.

Requirement 12 Accessibility: POS clinical systems should be capable of output or display of personal
health information in a format that can be read by the subject of care.

NOTE In some jurisdictions, data subjects have a right to access their record and to request changes to the
record.

Rationale

dafe. Matters of opinion, including a diagnosis by a healthcare professmnal may result in disagreements
abput the accuracy of a patient record. The issue of correction or addition is especially.veleyant if the
information can make a possible difference in the treatment of a person or in decisions.made pbout him
or her.

Some corrections or amendments will have a particular relevance to a subject'ssongoing healthcare and
th¢se changes should be made known appropriately. Fortunately, a develgp€d electronic heallth record
system will have the capability to automatically distribute the most up-to ‘date information [when it is
required for authorized purposes.

Refference

IS) 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.5 Dataaccuracy

Requirement 13 Accuracy: POS clinical systems shall include measures to ensure that PHI is accurate
anfl complete as is necessary for the purposes forswhich it is to be used. Examples include implementing
dafa input validation controls and using integrity checks such as checksums and hash totals.

Requirement 14 Subject of care identification: POS clinical systems shall accurately identify a subject
of fare in the system by means of unique€-identifiers, searchable by users, when accessing or modifying
the subject’s records.

Rationale

An| electronic health record environment should facilitate the achievement of better quality ijecords by
bujlding in automatic cliecks on data entry and making it easy to update demographic informjation on a
subject of care.

In fddition, itis ofcritical importance for patient safety that POS clinical system users accurately identify
subjects of carePprior to accessing or modifying their PHI.

Reference

ISQ 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.6 User identification and authentication

Requirement 15 User identification: users of POS clinical systems shall be assigned an identifier (user
ID) that, perhaps in combination with other identifiers (e.g. facility identifiers, jurisdictional identifiers)
uniquely identifies each individual user and that is used in user authentication and audit logging.
Where transactions extend across organizational or jurisdictional boundaries, user IDs, in combination
with other user registration information (e.g. user names, addresses, facility identifiers, jurisdictional
identifiers) shall:

a) uniquely identify each user,

b) allow access control decisions (see 5.3.7), and
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c) allow the compilation of audit records (see 5.3.16) that can unambiguously associate user identities
with their audited user actions.

Requirement 16 User IDs: POS clinical systems shall support case-insensitive user identifiers that
contain characters drawn from ISO/IEC 8859 (all parts) (e.g. ISO/IEC 8859-1, also known as US ASCII) or
from ISO/IEC 10646 (also known as Unicode).

Requirement 17 User authentication: POS clinical systems shall ensure that all users are securely
authenticated.

irement 18 User authentication: POS clinical systems shall authenticate every user before access
to personpl health information or related POS clinical system services are granted to the user. For
greater clarity, this includes access granted when not connected to a network (e.g. when the POS-clinical
system is pvailable for access offline).

nt 19 Authentication methods: where practicable, POS clinical systems should suppprt
multi-factpr user authentication.

Requir nt 20 User and system authentication: POS clinical systems shall authérnticate every entiity
seeking ag¢cess to personal health information.

POS clinidal systems shall ensure the authenticity of remote nodes (mutual'wode authentication) when
communig¢ating personal health information over the Internet or other kiiown open networks by using
a secure standards-based protocol.

Requirement 21 Protecting user profiles, passwords, and other authentication tokens: all datg or
parametefs used in the POS clinical system user authentication.process shall be stored or transported in
asecure manner and protected from unauthorized access (including viewing, modification, or deletign).

Where user passwords are employed, either hash codes computed from each user’s password should|be
stored insftead of the actual password, or else the password should be encrypted with cryptographicdlly
secure algorithms.

Passwords: use, quality, reset, and user changes: when passwords are used, the
POS clinicpl system shall implement the folowing security controls:

a) Password quality: check password quality at the time the user defines it by ensuring, for examjple,
that passwords have at least eight'characters, of which at least one should be non-alphabetic.

b) Frequency of password /changes: implement a function that requires users to change their
password according to ab-adjustable maximum time period.

c) Passwordreset: provide an administrative function that resets passwords. User accounts that have
been feset by an administrator shall require the user to change the password at next successful
logon

d) Case | senSitivity: support case-sensitive passwords that contain characters drawn frpm
ISO/IEE-8859 (all parts) (e.g. ISO/IEC 8859-1, also known as US ASCII) or from ISO/IEC 10646 (a|lso

knowr-as-Hnicede):

Requirement 23 Failed Login Attempts: POS clinical systems shall enforce a limit of consecutive
invalid access attempts by a user to protect against further (possibly malicious) user authentication
attempts. Examples of appropriate mechanisms include locking the account/node until released by
an administrator, locking the account/node for a configurable time period, or delaying the next login
prompt according to a configurable delay algorithm.

Requirement 24 User feedback during authentication: the POS clinical system shall provide
only limited feedback information to the user during authentication that does not assist the user in
discovering user IDs and passwords.

Rationale
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This requirement facilitates audit logging of user initiated events (such as access to, or modification of,
a data subject’s record). Authentication also helps to ensure that PHI is not compromised by access or
modification by unauthorized users.

References

ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.7 Access control

s+POS al-sys s-sha 3 au ated person or
| health information is authorized to access such information.

ity seeking acce

Ss to persona

related to
ty has the

Relquirement 26 Authorization control: prior to carrying out a system of data function
sonal health information, POS clinical systems shall verify that the requesting user or ent
uired access privileges.

ed access
re system

Role-based access control: POS clinical systems shall-support role-bas

ctions or access privileges.

quirement 28 Other forms of access control: POS clinical systems should additionally e capable
pping each user to access rights assigned or restricted based on:

working groups to which the user belongs, or

cli
of

the context of the transaction (for example, time-ofs¢day, workstation-location, or emergen

quirement 29 Delegation of access to the personal health information of subjects of
hical systems should be capable of maintaining:an association between selected users and tl
ubjects of care and permit access based on this association; i.e. POS clinical systems should

Cy access).

care: POS
e records
be capable

of

branting delegated access to records based upon a user with authorized access to a subjeqt of care’s

re¢ords granting access rights for those records to another user.

Where implemented, such granting-ofiaccess shall not:

a) | allow a user, by system medns, to grant another user access to a record if the granting usdr does not

possess such access with iespect to the record, or
b)
Re)

giv
md

exceed the role-based access privileges of the user being granted the access.

iquirement 30 Reporting access privileges: POS clinical systems should be able to rej
en user, whethiep the user can access the records of a given subject of care and the privileges
dification,etC.) the user has in respect of the subject’s records.

port, for a
(viewing,

than one
the user is

iquirement 31 Restrictions on access privileges: where a user has been assigned morég
br roleythe POS clinical system shall allow the user to select which of the roles allocated to
becapplied to that user’s session.

Re
us
to

Requirement 32 Revoking access privileges: POS clinical systems shall support revocation of a user’s
access privileges without requiring the deletion of the user from the system. POS clinical systems shall
prevent users whose access privileges have all been revoked from logging into the system.

Rationale

At the moment that a system is ready to be used, it is able to be accessed not only by authorized users,
but potentially also unauthorized ones. Systems therefore need to be designed with appropriate access
controls. As well, there need to be controls that detect attempts at unauthorized access, and take action
to block these attempts.

As a practical matter, users of POS clinical systems (and there could be thousands of them) cannot

individually be mapped to system functions upon user registration in order to control the extent of their
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user access privileges. Such a mapping is too complex and too error prone to be done on a user-by-user
basis. Rather, users need to be mapped to roles, and then the roles mapped to system functions.

It is unreasonable to assume that all physicians ought to be able to access all patient records in a large
POS clinical system, as this may be many tens of thousands of data subjects. Controls need to be put into
place to restrict user access. There may be a need to maintain a list of one or more workgroups to which
the user is a member. Examples might include surgical teams at a specific hospital or physicians with
admitting privileges at a specific hospital. Such workgroups would enable a user’s relationship with a
subject of care to be inferred from existing relationships between the subject and other members of the
workgroup.

It is impoftant to note that delegated access control does not “trump” role based access control+For
example, yvhere permissible, a family physician can grant another physician (a specialist, say) fulthaccess
to one of hler patient’s records. The specialist might later use that access to write an e-prescription for the
patient. Hpwever, if the physician grants access to a nurse, the nurse cannot later write an exprescriptjon
for the p4tient, as role based access control would typically prevent nurses from exercising such a
function.

The requirement for removing access privileges is intended to provide the ability to remove a usgr’s
privileges|, but maintain a history of the user in the system.

References

ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, 1SO 27789, ISO/TS 22600 (all parts)

5.3.8 Agceptable Use

Notifications to users: in each user’s session, either prior or immediately follow]ng
user login or other periodic intervals, the POS clinical system should display a configurable warnjng
or login banner to remind the user of the confidentiality and appropriate use of the personal heallth
informatipn accessible from the system and/or applicable penalties for misuse of the system.

Rational

Users of POS clinical systems need to be aware of their obligations (ethical and legal) in relation to the
personal health information they are accessing. Several jurisdictions have implemented requirements
whereby dystems prominently display'a message upon application start-up or upon user log in to remind
users of their responsibilities andthe’legal constraints on the use of the system.

For administrators to have legal recourse against users who flout information privacy protections|by
accessing|personal information unrelated to the course of their work, these administrators may n¢ed
to establish that the usérs were clearly aware of the confidential nature and purposes of use of the
informatipn accessed™A" clear message upon user login provides additional protection against the
possibility of spurious claims from rogue users insisting that they were unaware of the confidential
nature of the inferhiation accessed or restrictions on its use. Clear warnings help to facilitate the purguit
of penalti¢s againist unauthorized users.

References

ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.9 Session security and timeout

Requirement 34 Session security: POS clinical systems should protect unattended workstations
against an unauthorized person taking the opportunity to use the workstation while the system is
active with automatic timeout after a period of inactivity.

Requirement 35 User session timeout: POS clinical systems shall protect unattended workstations
from being accessed by unauthorized person(s) by means of an automatic timeout after a configurable
period of user inactivity. Examples of such protection include application of a screen-saver or application
locking, requiring a legitimate user to re-authenticate. Automatic timeout should be preceded by a
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warning (at a configurable interval of time) that timeout is about to take place. When a user’s session
has timed out, the same user should be able to return to the session by re-authenticating, or another
user should be able to end the previous session (without reactivating it) in order to be able to proceed
with a new session.

Requirement 36 Connection timeout: where appropriate, the POS clinical system should restrict
connection duration to a configurable period of time to force a reconnect when a connection has been

held open for an excessively long time.

ex

ny POS clinical systems already implement session security, at least at a rudimentary|
nmple, by automatically logging out users after a period of inactivity or invoking a scy

function that can only be unlocked after user re-authentication). Note that as 'Some workst
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A
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citioned in physically secure areas (for example, behind the prescriptions dispensing co
hrmacy), this requirement may not be universally applicable.

Fequirement for connection timeout is sometimes used in highCsgcurity applications
onnect (and hence re-authentication) when a connection has béenrheld open for an excess

time. The length of time to maintain a connection varies with the nature of the application and
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connections (e.g.: server to server or client to server).

e requirement for session security is motivated by theXact that a session can be stolen ey
tected sessions (e.g. SSL/TLS). For example, if the session is controlled through a cookie i

der some situations the URL of a user’s session caf‘be obtained and used by another user,
personality of the prior user.

ference

27799, ISO/IEC 15408 (all parts), ISO"18308, ISO 27789

.10 Maintaining data availability

quirement 38 Backup: thé:ROS clinical system shall support the generation of backup co
blication data, security eredentials, audit log files, and other data and files needed for t

functioning of the POS clinieal system.
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iquirement 39 Coneurrent backup: if the POS clinical system is available continuously
tem shall have-apility to run a backup concurrently with the operation of the application.

quirement40 Restoration: POS clinical system data restoration shall enable a user to 1

[a, secllrity credentials, and audit files, and shall also enable validation of the integrity o
tofed'(see also 5.3.13 Data Integrity).

Requirement 37 Session security: the POS clinical system should have communication session security
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, then the

eturn the

tem to aully operational and secure state. This state shall include the restoration of the application

f the data

Requirement 41 Reconstructing the content of an electronic health record at a prior point in
time: POS clinical systems shall have the capability of displaying the content any data subject’s record(s)
as the recorded existed at any previous date or time.

Rationale

Clinical data are a valuable, expensive, and sometimes irreplaceable resource and it is essential that it
be preserved.

POS clinical systems need to allow for secure copies to be made that meet the following requirements:

— export the security attributes together with the data;
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— ensure that when restoring from a security copy all security attributes and their associations are
automatically restored without administrator intervention;

— ensure that only authorized backup operator can export and restore a security copy making sure
that access to the information is strictly limited;

— are able to run a backup concurrently with the operation of the application for those systems
running continuously;

— ensure that information integrity is checked both when generating and restoring a security copy;

— the syJstem restore functionality shall result in a fully operational and secure state that includes the
restoration of the application data, security credentials, and audit files to their previous state,

References

ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.11 Pryotecting data during transmission

POS clini¢al systems shall apply industry standard cryptographic algorithms and protocols to the
transmisdgion of PHI over the Internet or other open networks in order to,maintain the confidentiality
and integrity of the data.

Requirement 42 Encrypting data during transmission:

In a clinidal system consisting of components distributed across multiple computers or systems, the
communi¢ation between those components should, (and ovepthe Internet or other open network, shall)
offer the fpllowing security components:

a) partner authentication (e.g. client and server),
b) dataintegrity, and
c) data dqonfidentiality.

EXAMPLE[L  POS clinical system communication sessions between a client component and a server takjing
place over|the Internet or another open.hetworks featuring server authentication, data integrity, and dpta
confidentiglity.

EXAMPLER  POS clinical systefn’communication sessions between a client browser and a web server takjing
place over the Internet or anothen open network featuring web-based security such as Transport Layer Secutity
(TLS) to prjovide server authentication, data integrity, and data confidentiality.

Requirement 43 Confirmation of data delivery:

In order t¢ ensurethat transmitted data are received, clinical systems shall implement security contrpls
to confirm deliviery or receipt of data when data communications take place outside the physical securjity
perimeter| that'protects information processing facilities.

Rationale

Interception of confidential personal information is a serious risk in healthcare and its malicious
alteration in transit could have severe consequences. Providing for the confidentiality and integrity of
PHI transmitted by POS clinical systems is a minimum requirement.

Jurisdictional health information legislation does not typically contain specific directions regarding
cryptographic protection of information during transmission, but there are some general requirements
that follow from industry standards for cryptography and cryptographic protocols.

Where appropriate, the system should obtain acknowledgement of receipt during data transmission of
PHI to ensure that the transmitted data was received.
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References

ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.12 Protecting data in storage

Requirement 44 Protecting operational data: POS clinical systems shall ensure that personal
information, audit logs, and security-related data such as user profiles, are all protected from
unauthorized access and modification when stored within databases and/or file systems.

Reguirement 4.5 otecting data—onportable mediaiwhen storing PHI onany media or device
intended to be portable or removable (for example, thumb-drives, CD-ROM, PDA, or notebogk-domputer),
PO clinical systems shall support use of an industry standard encryption format.

Relquirement 46 Protecting data in data repositories: clinical systems storing thefollowing types of
data shall protect this data from unauthorized access:

a) | personal information (e.g. patient demographics or other information that identifies a pafient);

b) | personal health information;

c) | security critical system data (including user profile data and auditlogs).

Rationale

Protection of the PHI is essential if use and disclosure of this information is to be controlled.
Engryption of data storesis still uncommon in healthcare-and healthcare organizations have bgen slow to
mgke use of contemporary technology for encrypting-databases. Hundreds of thousands of ungncrypted
patient records have been lost on portable media\sihce 2007. Encryption is essential for the protection
of flata on portable media and devices.

Protection of user registration data are essential to maintaining its integrity (and hence the integrity of
the¢ user authentication process). Proteeting its confidentiality is also essential to maintaining the trust
of healthcare providers (who, for example, do not want unauthorized disclosure of their conta¢t details).
While physical protection of data storage will always be essential (to protect system availability), de-
idgntification and encryption-should be considered where appropriate in the design of new systems.
Refference

ISP 27799, ISO/IEC15408 (all parts), ISO 18308, ISO 27789

5.3.13 Data integrity

Requirement 47 Integrity of data inputs: data imported from another EHR via portable d¢vice shall
belaccurately associated with a subject of care and a physician in charge, location, date anpd time of
import,"and user who imported the data.

Requirement 48 Integrity of data during processing: controls shall be in place within the POS clinical
system check the integrity of EHR data in order to prevent user actions or system failures from causing
data inconsistencies or failures in the referential integrity of links among data records.

Requirement 49 Integrity of data outputs: POS clinical systems should ensure it is possible for a
reader to check that hardcopy print-outs are complete (e.g. “page 3 of 5”).

Rationale

These are minimum requirements to promote data integrity. They also prevent covert selective
presentation of data.

References
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ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.14 Record retention

Requirement 50 Retention: POS clinical systems shall be capable of storing data for retention periods
defined by law or organizational policy. When data are no longer needed, it may be disposed of where
permitted by law and organization policy. In this case, it shall be disposed securely, erased or rendered
anonymous, so that disposition processes occasion no breaches of privacy and security.

Rationale

Some typ¢s of subject of care data can remain clinically relevant for many years. In several jurisdictiolns,
there are requirements that personal health information on children or adolescents remain available ffor
up to 10 years after the child reaches the age of majority (e.g. eighteen years of age). POS clinical systems
need to bg built with such archiving requirements in mind so that information can be retained for|as
long as needed and then subsequently disposed in a secure way.

Reference

ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789, ISO/TS 21547

5.3.15 D4ata Labelling
Requirempent 51 Labelling: POS clinical systems shall be capablé ‘of informing each user of the

confidentjal nature and purposes of use of PHI by displaying thi$ labelling (in a consistent locat{on
and manner) on hardcopy printouts displaying the data. POS.clinical systems should either show this
labelling ¢n any screen displaying the data (in a consistentJocation and manner) or else display this
labelling to the user upon logging into the application.

Rationalg

This requjrement ensures that all healthcare providers and support staff are aware that the specific
informatipn they are viewing is confidential and-may only be used for specific purposes (e.g. treatment
and care)| This is especially important whéere the information is contained in email, faxes or other
documents which may contain a mixture of-confidential and non-confidential information.

While it iJunderstood that confidentiality statements can be overlooked by users grown accustomed to
such warn}ings, these statements fonetheless retain the advantage of providing grounds for prosecutjon
should th¢ user not treat the information with due care.

References

1SO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.16 Audit

to system nSe-{re—systenrstartarn 3
account lockout) and health information manlpulatlon (1 e. creatlon access, modlflcatlon and archlvmg,
as well as import, export, printing, or other disclosure of personal health information).

Requirement 53 Information recorded: for each of these events, control information shall be recorded,
i.e.time of event, identity and the role of the user (in those cases where a user can choose among multiple
roles before commencing a user session), the identity of the subject of care, and the nature of the audited
event.

Requirement 54 Protecting the auditlog: the auditlog files shall have appropriate security controls to
prevent alteration and unauthorized access. Examples of such security controls include access controls,
unique sequence numbers to prevent deletion, prevention of modification, and periodic or continuous
backup.
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Requirement 55 Audit interface: access to audit data shall be strictly controlled and itself subject to
audit. Access should be by an appropriate information system that can enforce these controls, rather
than directly to the audit trail itself. The audit system shall provide the capability and investigative tools
to read audit information from the audit records and interrogate the audit log to:

a) toidentify all users who have accessed or modified a given data subject’s records over a given period
of time, or

b) to identify the actions of a given user (including all access to data subjects’ records) over a given
period of time.

Rejquirement 56 Audit log retention: although the duration of retention of audit log files.if a matter
of prganizational policy that may vary from one jurisdiction to another, the audit system shgll support
refention of audit log entries.

Relquirement 57 Auditable events: POS clinical system audit logs shall audit the.fellowing events:

a) | subject of care record created or accessed (e.g. displayed on-screen, printed, downlpaded) or
updated,

b) | accesses data that is locked or masked by instruction of a patient/person (emergency acdess),
c) | creation and modification in the consent directives of a patient/person,

d)| data queries of personal health information,

e) | PHI import (reception) including data transmission, data exchange,

f) | PHI export, including data transmission, data ex¢hange and printing,

g) | user, role, and group management activities,'and

h) | access to audit log.

POS clinical system audit logs should also be capable of auditing the following events:
—| system start and stop,

— | user authentication attempts and its result (successful or not),

—| user logout, sessiontimeout, account lockout,

— | backup and restore’ (where initiated by the system itself),

—| database aceesses,

—| node-authentication failure,

—| digital signature created/validated,

1 pa| LS 3 + H | d ol A |
— oCLUl ll._y AdAULIIIIIISLI atlUIl TVTIILS, uu,luuuls }Jabb wulu \,uausco, dllu
— record disposal.

Clinical systems should allow an authorized administrator to set the inclusion or exclusion of auditable
events not included in the list above.

Minimum content of information recorded: POS clinical system audit log entries
shall include the following information:

a) arecord of the user identity,

b) arecord of the identity of the authority - the person authorizing the entry of, or access to data, if
different from the user,

© IS0 2013 - All rights reserved 23


https://standardsiso.com/api/?name=1484dc49ada4ee08a643deddc69f31f4

ISO/TS 14441:2013(E)

c) therole the user is exercising (in those cases where a user can choose among multiple roles before
commencing a user session),

d) the organization of the accessing user (in those cases where a user accesses information on behalf
of more than one organization),

e) the nature of the audited event and the identity of the associated data (e.g. patient ID, message ID)
of the audited event,

f) the function performed by the user,

g) atimg stamp (data and time of the event),

h) in thg case of emergency access to blocked or masked records or portions of records, a réason ffor
the etpergency access, as chosen by the user making the access,

i) inthelcase of changes to consent directives made by a substitute decision-maker, the’identity of the
decision-maker,

j) end uper device or access point (if available),
k) Inthe case of password change, user whose password was changed, and

1) asequience number to protect against malicious attempts to subvert'the audit trail by, for examjple,
alteriphg the system date.

i udit interface: the POS clinical system should support logging to a common audit
engine (fqr example, using the schema and transports specifiéd in the Audit Log specification of IHE
Audit Trails and Node Authentication (ATNA) Profile).

The system shall provide authorized administrators with the capability to read audit information frpm
the audit records in at least one of the following ways:

a) the system should provide the capability to generate reports based on date and time ranges, or

b) the system should be able to export logs:in such a manner as to allow correlation based on date gnd

time (e.g. UTC synchronization).
i Protecting the Aadit Logs: POS clinical systems shall:

a) prohipit users from accessing audit log entries, except those authorized users who have bgen
grantpd explicit read-acéess, and

b) prohipit users fromimpdifying audit log entries.

The system shall secure access to audit records and shall safeguard access to system audit tools gnd
audit trails to prevent misuse or compromise, including deletion or modifications.

Re_quir_eql.enl_ﬁLCODtinuous Logging:

POS clinical system audit logging shall be enabled at all times and there shall be no means for users to
disable any audit logging.

Requirement 62 Preserving the History of PHI:

The clinical system shall not make deletions to records or audit log entries or changes to data subject
records that prevent the reconstruction of records of a subject of care at a prior point in time.

Rationale

In health, it is accepted that organizations be able to identify who has created, updated, or accessed a
record and when access or modification took place. It can be a legal requirement to have proof of who
created the information in a health record. It is also common to require that health professionals justify
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their need to access patient records. Depending on jurisdictional legislation and/or policy, a formal
authorization of the subject of care may be required. All are examples of controls to support patient
privacy and health record confidentiality while at the same time supporting the legitimate use of health
records and their contents.

With electronic records, it is possible to have more control over some of these aspects than it is in the
world of paper records. Automated controls can be applied to improve privacy and provide better
support for legal requirements.

Logging of information transaction events and subsequent audit processes support accountability for

those cnh}'nr'fc of care entrusting their information to electronic health record systems.It als

provides
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sonal health information is regarded by many as among the most confidentialof all types
pormation and protecting its confidentiality is essential if patient privdecy is to be mai

tected and subsequently auditable.

dit logs are complementary to implemented access and other transaction controls. The
vide means to assess compliance with the access control policy and can contribute to
1 refining the policy itself. But as such a policy needs to anticipate the occurrence of unfq
ergency cases, analysis of the audit logs will for those cdses become the primary means
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27799, ISO/IEC 15408 (all parts), ISO 18308;1S0 27789

.17 Software version control and do¢umentation
iquirement 63 POS Clinical System-version control:

components of the POS clinical system shall be identified and have an associated softwa

iquirement 64 POS Clinical System documentation: POS clinical systems should havs
fumentation thataddresses systemrequirements and capacities, installation and testing, ma
] operation, knownSecurity issues, user identification and authentication, privilege manag
ess control, secute communications, audit, software change management, time synchroniz
fa backup and restoration

quirement 65 Changes to documentation: documentation shall contain a history of all ¢
it usets-can check all changes made in the latest version available.
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juirement 66 Documentation and software versions: all manuals shall clearly st

te in the

beginning of the document the version to which they apply.

Requirement 67 Software version: POS clinical systems shall have functionality that allows users to
view the version of its software components.

Requirement 68 Topics included in documentation: POS clinical systems should have available
documentation that addresses all of the following:

a)

system requirements, including services and network protocols that are necessary for proper

operation, as well as the dependencies upon other EHR components;
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b) system product capacities (e.g. number of users, number of subjects of care, number of records,
network load) and baseline representative configurations assumed for these capacities (e.g. number
or type of processors, server/workstation configuration and network capacity);

c) system installation, start-up, and connection, including communication security setup;

d) steps needed to confirm that the system installation has been properly completed and that the
system is operational;

e) system management and operation;

f) securfty mechanisms and practices, including creation, modification, and deactivation of-ufer
accoulnts; management of roles, reset of passwords, configuration of password constraints and.other
aspedts of privilege management; communication security, and configuration and management of
audit Jogs;

g) knowpnissues or conflicts with security services, including antivirus, malware eradication, intrusfon
detection, and firewalls, and the resolution of the conflict where applicable;

h) softwjare change management and hot-fix processes;

i) system time (clock) synchronization where applicable;

j)  system error or performance messages to users and administrators, with required actions;

k) data backup procedures, including data integrity checks whefica backup copy is being produced or
restored.

Requirement 69 Documentation and version control

All POS cljnical system manuals shall clearly state, at the beginning of the document, the version(s) to

which thely apply.

All updatgd POS system manuals should provide'aSummary for the reader of the changes since the lpst

major revjsion.

Requirement 70 Changes to documentation: documentation shall contain a history of all changesin a

user readable form, so that users can«heck all changes made in the latest version available.

Rationalg

Security depends upon effective operational practices and procedures and these in turn depend ugon

reliable dgcumentation. Seftware version control is also a significant component of operational securjity

management.

References

ISO 27799, ISO/IEC 15408 (all parts), ISO 18308, ISO 27789

5.3.18 Time synchronization and time/date formatting

Requirement 71 Time format: POS clinical systems should adopt a uniform presentation of time for
control and audit.

Requirement 72 Clock synchronization: POS clinical systems shall support time synchronization
using NTP/SNTP, and use this synchronized time in all security records of time.

Requirement 73 Time format in exported records: all time data for control and audit found in
exported data (other than time stamp requests to, or responses from, a Time Stamping Authority) shall
be represented in the ISO 8601:2004format, indicating the difference between local time and UTC

Requirement 74 Time source: POS clinical systems shall use a consistent and secure time source.

26
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POS clinical systems shall support time synchronization using IET Network Time Protocol (NTP) or
Simple Network Time Protocol (SNTP).

Rationale

Accurate auditlogging requires accurate and consistent time stamps. As well, the date and time at which
data such as lab results were accessed may have clinical significance. Such time stamps may be heavily
relied upon during investigations of medical malpractice.

References

ISQ 27799, ISO/IEC 15408 (all parts), ISO 18508, ISO 27789, ISO 8601

5.3.19 Privacy and security incident management

Rejguirement 75 Incident management: POS clinical systems or supporting audit systems should

trigger a notification to the individual(s) in the organization accountable for*managing privacy or
se¢urity incidents each time a potential incidence of system misuse is detected. (See also 5.3.2).

Relquirement 76 Incident notification: POS clinical systems should provide an interface so that users
cap notify an accountable person of security incidents or issues.

Rajtionale

While the decision of who the responsible person would befor’such notifications is a governance issue
forjthe implementing organization, the capability of the PQS elinical system to initiate such notifications
(by email for example) can be a highly effective tool in rapidly resolving privacy breaches and greventing
se¢urity incidents from going unnoticed.

It jnay be useful for POS clinical systems to provide an interface so that users can notify an adcountable
person of security incidents or issues.

Expmples of accountable individuals include’privacy officers (referred to in some jurisdictions ps privacy
anfl confidentiality officers) and designated users with administrative privileges.

References

IS) 27799, ISO/IEC 15408 (ath\parts), ISO 18308, ISO 27789

5.3.20 Digital certificates and digital signatures

Requirement 77 Providing digital signatures for users: POS systems that provide functipns where
us¢rs are required,to apply the electronic equivalent of a handwritten signature should allow $uch users
to ppply a digital signature.

Requirement 78 Validating Digital Signatures: whenever a POS system generates and recgives data
coptaining a digital signature, the system should confirm, at generation and upon receipt, that the
siJnature is or was valid at the time it was applied.

Requirement 79 Preserving digital signatures: POS systems that allow users to apply a digital
signature or that receive digitally signed data, should store, backup or archive the digital signature
whenever the signed data are stored, backed up or archived; and transmit the digital signature whenever
the signed data are transmitted.

Requirement 80 Digital signing

All POS systems providing functions where users are required to apply the electronic equivalent of a
handwritten signature shall:

a) allow such system users to apply a time-stamped digital signature according to ETSI TS 101 733
(Electronic Signatures and Infrastructures - ESI - CMS Advanced Electronic Signatures - CAdES) or
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ETSI TS 101 903 (XML Advanced Electronic Signatures - XAdES), using a digital certificate with a
key usage field that permits non-repudiation;

b) verify at the moment of signature the validity of signer’s certificate is not expired, revoked, and
the certification path is valid, according with RFC 3280 (Internet X.509 Public Key Infrastructure
- Certificate and Certificate Revocation List - CRL Profile) or RFC 2560 (Internet X.509 Public Key
Infrastructure - Online Certificate Status Protocol - OCSP);

c) allow all POS system users to view and confirm the information to be signed at the moment of
signature.

Requirement 81 Validating, preserving and transmitting digital signatures

The POS s
a) confii
the as
b) store,
certif
are st
c) trans
trans
d) allow
signiy

ystem shall:

m upon receipt that the signature is valid (i.e. that the associated signature certificate and
sociated chain certificates has not been revoked);

backup orarchive the digital signature and all related data (information aboutroot certificat
cation chains, signatory certificates, and revocation information) whenever the signed d
pred, backed up or archived;

mit the digital signature together with the data or by reference-whenever the signed data
mitted;

users to confirm, whenever they access signed data, thatthe signature is valid at the timg
g (i.e. that the associated signature certificate has not\been revoked).

Requirenment 82 Purpose of the signature and signatory-role

POS syste
attribute

Rationalg

This requ

Ins providing digital signature functionality:should include the commitment-type-indicat
ind the role of the signatory (i.e. the user’stole attribute).

rement is effective for fulfilling services where an electronic equivalent of an authorized p

and-ink signature is required, like e-prescribing.
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hmon Criteria

hon Criteria’(CC), published in ISO/IEC 15408 (all parts) as a three part standard, provide

all

hta

ire

of

on

PN-

S a

et of requirements for the security functions of IT products and systems and for assuramce

applied‘to them during a security evaluation.

It aims td

cover all different kinds of IT products and systems and presents a broad spectrum

of

requirements, leaving the product or system developer the task of defining the scope, called Target of
Evaluation (TOE) and the selection of the set of requirements that apply for that specific case.

Because it is a well-known international standard, it is useful to map the relationship between the
requirements presented in this technical specification and the CC classes. The cross-mapping below can
be useful to those already familiar with CC to better understand Technical Specification, and vice-versa.

Listed below are the Common Criteria classes:

a) Secur

ity Audit (FAU)

b) Communication (FCO)

c¢) Cryptographic support (FCS)
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d) User data protection (FDP)

e) (G) Identification and authentication (FIA)

f)  (H) Security management (FMT)
g) (D) Privacy (FPR)

ISO/TS 14441:2013(E)

h) (J) Protection of the TSF - TOE Security Functionality (FPT)

i)  (K) Resource utilization (FRU)

j) | (L) TOE access (FTA)

k)| Trusted path/channels (FTP)

1) | Security management

—| Version control

—| Documentation and procedures
—| Availability

—| Time control

m)| Privacy

n) | Protection of the Security Functionality

0) | Access control

Table 1 shows the cross-mapping between tli€¢se Common Criteria categories and the reqpirements

elgborated in the previous clause.

Table 1 —Comparison with Common Criteria

Requirement

Mapping between
requirement and
Common Criteria?

Common Criteria categor

<

1. |Data subject’s consent/to,collect, use
or|disclose personal health'information

No direct mapping to privacy (not copsidered
in CC)

2.|Limiting use and.disclosure

No direct mapping to privacy (not copsidered
in CC)

3. |Data subject/access to personal

information

information and correction of inaccurate

No direct mapping to privacy (not comsidered
in CC)

4. |Data accuracy Yes User data protection: Stored data int¢grity

5. User identification and authentication Yes identification and authentication

6. Access Control Yes Access: access control policy, access control
functions

7. Acceptable Use No direct mapping to privacy (not considered
in CC)

8. Session security and timeout Yes Access: session locking and termination

9. Maintaining data availability Yes Security management

10. Protecting data during transmission Yes Cryptographic support: cryptographic opera-
tion

11. Protecting data in storage Yes User data protection
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Table 1 (continued)

tures

Mapping between
Requirement requirement and Common Criteria category

Common Criteria?

12. Data integrity Yes User data protection: Stored data integrity

13. Record retention No direct mapping to a CC category

14. Data Labelling Yes TOE access

15. Audit Yes Security audit

16. Software version control and docu- Yes Security management

mentation

17. Time gynchronization and time/date Yes Security Management

formatting

18. Privady and security incident man- No direct mapping to a CC category

agement

19. Digita] certificates and digital signa- Yes Cryptographic support

6

Best|practice and guidance for establishing and maintdaining conformity as-

sessment programs

This claug

e provides an overview of the principles, alternate approaches and considerations involyed

in developing conformity assessment programs to provide assurance that point-of-service (Clinidal)

systems, \
of securit]

Conformit

variety of|purposes including:

In context
are conne

Countries
on their

demopstrating to purchasers that health Software meets required specifications;

protefting the health and safety of subjects of care;

imprqving international trading 0pportunities;

vhich are to be connected to EHR infostructures,cah be tested for conformity with the types
 and privacy requirements described in Clause 5: This clause does not contain requiremerjts.

y assessment services for health software‘are needed by countries and economies for a wjde

ensurfing the compatibilityyand interoperability of components within and between complex

systes.

of demonstrating that security and privacy requirements are met when POS clinical systems
ted with EHR infostructures and/or communicate with other POS clinical systems, conformfity
assessment or certification programs can address each of these objectives.

haye\implemented varying approaches to their conformity assessment programs depending
eeds and many countries are developlng, enhanc1ng or evolv1ng thelr programs to addr

bSS
ided

in the introduction section of Annex A) leverages the 17000 series of standards developed by the ISO
Committee on conformity assessment (CASCO), and applies these concepts to this health context,
drawing from experiences that four countries have had up to a point in time (2010) in order to illustrate
the various options and considerations involved in designing conformity assessment programs.

This clause will be of interest to governments, local authorities, professional chambers, software
developers, health informatics societies, subject of care representatives and others who have an interest
in developing and continuing to improve assessment programs to ensure conformity with their EHR
interoperability requirements.
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Conformity assessment is defined by ISO Committee on conformity assessment (CASCO) in
ISO/IEC 17000:2004 as: “demonstration that specified requirements relating to a product (which
includes software), process, system, person or body are fulfilled”.

There are several key components to this definition:

— there needs to be a set of specified requirements against which conformity can be assessed;

there needs to be an objective means of demonstrating that these requirements are met;

In
Clg

there needs to be a defined product, process, system, person or body involved.

the context of this Technical Specification, the security and privacy requirements’ are
use 5 above. This set of requirements may be further constrained and supplémented b

colintries and local agencies to address:

In

Th
co
the

their specific system contexts as defined in targets of evaluation, and

their legal, business or technological needs, including requiréments contained in
or purchasers’ specifications, national, regional or international standards or gov
regulations.

hddition:

the means for demonstrating that the requirementsiare met will vary between countrig
Technical Specification will provide guidance based'on CASCO’s work, and the experience
countries to date in performing conformity asses$tments for the integration of POS clinic:
into EHR infostructures;

the scope of this Technical Specification focuses only on requirements for conformity ast
recognizing that countries may also, have additional certifications for the processes a
who develop maintain and implement these products in our complex health care t
environments.

methods for demonstrating .conformity include testing, inspection, suppliers’ decla
formity and certification, Figure 11 highlights the relationship between conformity asses
many components whichrinfluence its establishment through an illustrative model:

set out in
y member

suppliers’
brnmental

s, but this
fmember
1l systems

fessment,
nd people
echnology

rations of
kment and

1)

Figure 2 in the ISO document Building trust: The Conformity Assessment Toolbox, 1SO Central Secretariat,
February 2010
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VOLUNMTARY REGULATED
SECTOR SECTOR

GOVERNMENT

Sets pohoy, laws
and technscal
reguiations

CUSTOMER STANDARDS REGULATORS

REQUIREMENTS Specific technical Administar
requinement of regubations b‘b‘
product or system N
&2
o
¢ \O’
(O

CONFORMITY ASEESSEMENT
Prove technical requiremeants ans mét

Testing and calibration
Inspection
Cartification

MEASLUREMEMTS ACCREDITATICN
Undarpins tesling Py e
and calibeation compatence
through naticnal
MEasurement
slandards

Figure’l— Example of a conformity assessment model

Three concepts are patticularly relevant here:

— confarmity assessment — demonstration that specified requirements relating to a product,
procefss, system, person or body are fulfilled;

— certification — third-party attestation related to products, processes, systems or persons;

— compliance — the action of doing what is necessary to meet a specified requirement.

One characteristic of conformity assessment is that it can take different forms, using different techniques
according to the purposes for which it is being used. Whether the work is being carried out by the
supplier of the products, the purchaser, or an independent body, there needs to be a clear understanding
of the knowledge, skills and experience necessary for those performing the conformity assessment
tasks. Every organization, whatever its role, should operate a management system in which the required
competences are laid down and the means of demonstrating that individuals meet the requirements
are specified. ISO/IEC 17065 provides general criteria for organizations operating product certification
systems; while that standard is concerned with third-parties providing product certification, many of
its provisions may also be useful in first- and second-party product conformity assessment procedures.

32 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=1484dc49ada4ee08a643deddc69f31f4

ISO/TS 14441:2013(E)

Too often “conformity assessment” is taken to mean certification and nothing else. In fact, conformity
assessment can be undertaken by many people, including the supplier of a product or service, its
purchaser and other parties which might have an interest such as insurance companies and regulatory
authorities. It is convenient when talking about conformity assessment to refer to the parties as follows:

— first party: the person or organization that provides the object which is being assessed;
— second party: a person or organization that has a user interest in the object;

— third party: a person or body that is independent of the person or organization that provides the
object, and of user interests in the object.

6.2 Conformity assessment processes
ISQ/IEC 17000 sets out the “functional approach” to conformity assessment. The functionall approach
inyolves the basic process of selection, determination, review and attestation, plus surveilldnce when
required.

Eafh stage involves the activities described below, the output from one stdgebeing the input tp the next.

MNeed to demonstrate fulfilment of specifiad ¥équirements

A LD
QO
Selection Information ong@glected items
LA\
N

S,
e ‘Js“lnformauon on fulfilment of

Detenmrunation special requirments

“ *
, ) . Fulfilment of specified
Review @Q tation y
= ar\ sstatio requirements demonstrated
icEa 2 Euncitional anneraac h o nfa v accocoemandt2)

L
TIguUTC= T UncTuTarapproacir oo €OHHOF llllt_y aSSesSsent

The activities carried out in each stage can include:

Selection

— Specification of the standard(s) or other document(s) to which conformity is to be assessed
— Selection of the examples of the object which is to be assessed

— Specification of statistical sampling techniques if applicable

2) The figure appears as Figure 4 in the ISO document Building trust: The Conformity Assessment Toolbox, 1SO
Central Secretariat, February 2010.
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Determination

— Testing to determine specified characteristics of the object of assessment
— Inspection of physical features of the object of the assessment

— Auditing of systems and records relating to the object of assessment

— Evaluation of qualities of the object of assessment

— Examination of specifications and drawings for the object of assessment

Review and attestation

— Reviewing the evidence collected from the determination stage as to the conformity of the object
with the specified requirements

— Referting back to the determination stage to resolve nonconformities
— Drawjng up and issuing a statement of conformity

— Placing a mark of conformity on conforming products

Surveillapce

— Carryjing out determination activities at the point of producfion or in the supply chain to the
marketplace

— Carryjing out determination activities in the marketplace

— Carryjing out determination activities at the place of use

— Reviewing the outcome from the determination activities

— Referfing back to the determination stage to ¥esolve nonconformities
— Drawjng up and issuing confirmation of;continued conformity

— Initiafing remedial and preventivetaction in the case of nonconformities

Annex A lpoks at these techniques'iirgreater detail, discussing the considerations involved in select]ng
techniques and providing illustrative examples of conformity assessment approaches that member
countries fhave utilized.

Where the risks of noriconformity are high (e.g. public safety is at risk), it is usual to require|an
independé¢nt body to.caity out some defined conformity assessment activities and at least to review the
evidence ¢f conformity and issue an attestation document such as a certificate. The body will usuglly
charge foy its seryices and will need to take time to complete its work.

The basic bulldmg block for conformance programs is a conformlty assessment scheme, Wthh rela
to a particatars :
procedures can  be carried out under the same management for assessing conformlty w1th the same set
of specified requirements. The scheme owner will need to specify whether the work is to be carried
out by one particular body or by any body which meets the scheme’s requirements. Where third party
conformity assessment is specified, consideration should be given to the need for these conformity
assessment bodies to be accredited.

Several countries (e.g. US, UK, Brazil, and Canada) have introduced conformity assessment programs,
sponsored by their national governments, for an expanding array of clinical software products and
requirements as the clinical functionality and interoperability of POS clinical systems increases. These
programs continue to evolve based on both experience and changing needs and Annex A represents
a description of the approaches in place in the four countries at a point in time (2010). More recently,

34 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=1484dc49ada4ee08a643deddc69f31f4

ISO/TS 14441:2013(E)

multi-country approaches are also emerging, such as the European Patients Smart Open Services
(epSOS) project.

In the case of the US, the Office of the National Co-ordinator (ONC) has accredited third party agencies
to issue certifications according to conformance requirements and testing processes established by the
National Institute of Science and Technology (NIST). In the other countries, certifications are provided
by a single agency designated by the national government.

It should be noted that other models of conformity assessment, such as IHE, while not certification
programs in and of themselves, do provide a method for software manufacturers to declare compliance

and-could be ]avnrngnﬂ inanational certification program for ﬂvnmp]ﬂ

Fre¢quently, the use of a mark of conformity is controlled through a licence issued by the ‘ewner of the
mdrk or by an organization operating on behalf of the owner such as a certification bpdy. Tihe licence
spells out the conditions under which the licensee can use the mark such as the restrietion to pse it only
on[products which the supplier has verified as conforming to the certified producttype. Poli¢ing of the
us¢ of marks of conformity is vital for the interests of the owner and licensing body, sincg products
bearing their mark are often produced under a system in which only occasional samples of product are
verified by the licensing body.

The conformity assessment programs in the US, UK, Brazil, and Cattada have each involved|a process
for] issuing a certification mark and publishing a list of the health Software products which passed the
conformity assessment tests established for a defined list of requirements. These certificatiqns are for
both entire systems and in some cases a limited number of modules of those systems.
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Annex A
(informative)

Conformity assessment programs — Design considerations and
illustrative examples from member countries as of 2010

A.1 General

This anng¢x provides further information on conformity assessment models, processessand other
considerations, followed by examples of conformity assessment and certification program frpm
four coungries, in order to illustrate the alternative approaches than can be taken, depending on the
circumstgnces in a particular country.

While moft of the examples in this annex assume information sharing withinmational boundaries, the
concepts §till apply in a cross-border situation. Projects such as epSOS (Eurépean Patients Smart Opjen
Services) |n Europe offer live exemplars of this.

A.2 Conformity assessment programs — Design considerations

A.2.1 Authority

Conformity assessment techniques can be carried out by first, second or third parties: the supplier is the
first party, the purchaser is the second party and an organization which has no commercial interest in
the transdction is a third party. The decision as to which party should carry them out will depend on the
local contpxt. As indicated in 6.2 and illustrated:inthe four programs described later in this appendix,
the third jparty assessment model involving alnational certification is often adopted since the public
safety risks of a nonconforming POS clinical'System are considered high. However, in the absence qf a
national cprtification program, local health-Care organizations could, for example, adopt a second party
conformitly assessment process to mitigate the risks of implementing a non-conformant POS clinikcal
system within their local EHR infosfructure.

A confornpity assessment systefnyuses a common set of rules, procedures and management for sevejral
conformitly assessment schemes. The rules and procedures may need to be detailed in different ways ffor
different §chemes, but there)are advantages in terms of efficiency and consistency to working withip a
common firamework.

formity aSsessment scheme will have an owner. A number of different arrangements cofild

are supplier could set up a conformity assessment scheme for its products, including testi

O aia—atd , 1cac v, 01T O1T G a1racio O1T COTITO V-

b) A scheme could be developed by a certification body for sole use of its clients, in which case the
certification body takes on full responsibility for the design, application, management and
maintenance of the scheme. The body would be the scheme owner.

c) An organization such as a national government, a regulatory body or a trade association might
develop a scheme and invite one or more certification bodies to operate it. In that case, the
organization would be the scheme owner and would take responsibility for the operation of the
scheme, probably through a contract or other formal agreement with the certification bodies.

d) A group of certification bodies, perhaps in different countries, might together set up a certification
scheme. In that case, it would be necessary for the bodies, as joint owners of the scheme, to create a
management structure so that the scheme could be operated effectively by all participating bodies.
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A.2.2 Requirements for product certification bodies
The requirements for bodies certifying products, processes and services are specified in ISO/IEC 17065.

The basic purpose of ISO/IEC 17065 is to specify the requirements that should be met by a product,
process or services certification body to demonstrate that it is competent, consistent and impartial. It is
structured to cover the following aspects of management and operation of a certification body.

— General requirements: legal and contracting matters; management impartiality; liability and
financing; non-discriminatory conditions; confidentiality, publicly available information.

Structural requirements: organization structure and top management; mechanism for saf]
impartiality.

pguarding

Resource requirements: certification body personnel; resources for evaluation.

Process requirements: certification schemes; application; application review;* evaluatio
certification decision; certification documentation; directory of certified\products; suf
changes affecting certification; termination, reduction, suspension or withdrawal of cer

N, review;
'veillance;
tification;

records; complaints and appeals.

Management system requirements: options; management systém documentation; qontrol of
documents; control of records; management review; internalaudit; corrective actions; preventive
actions.

A.2.3 Cost and other considerations

situation,
| carrying

When deciding on the appropriate conformity assessment arrangements for a particular
the costs of alternative approaches should be considered. While there are costs entailed ir
ouf self assessment, as soon as another party betomes involved it is necessary to take accoupt of what
adglitional costs might be incurred and by whom. If the purchaser of a product decides to carry out their
own assessment, they will generally have to,bear the costs of employing their own inspectorsg.

If 3
its
wi
in

wh

n independent body is contracted.to carry out conformity assessment, the body will need fo recover
costs from whomever it is working:'In the case of product certification, it is usually the supplier who
|l engage and pay the certification body. The body’s costs will not only relate to the assessorjs involved
the assessment work, but alse all of the expenditure incurred in running its business, a proportion of
ich will be charged to each.certification customer.
Thys the decision to establish a certification scheme can add to the costs incurred in the supply of the
certified products. Similarly, a decision to require certification bodies to be accredited will ad% a further
layler of costs as the-expenditure incurred in operating the accreditation body has also to be fecovered.

b financial
y can lead
cation for

In pddition tojthe direct costs of conformity assessment, there are other factors which havg
implications particularly for suppliers of certified products. The involvement of a third part
to delays,in producing and delivering products depending on the time lag between the appl
certification and the receipt of the certificate of conformity.

A.2.4 Liability

One of the basic principles of conformity assessment is that the organization which owns the object of
assessment or places it on the market has the primary responsibility for its conformity with the stated
requirements. The supplier of a product will have a contractual and a legal duty to the user that the
product will perform its declared function and that it will not endanger the health or safety of the user,
or others. Even if the supplier obtains a certificate from an independent body stating that the product
conforms to the relevant specification, if anything goes wrong, the supplier remains responsible.
Although the independent body might incur some degree of liability, particularly if it had been negligent
in performing the conformity assessment, that would not absolve the supplier from the primary
responsibility. Of course, misuse by the end user, particularly a failure to carry out proper maintenance,
could absolve the supplier from liability for subsequent damage and its consequences.
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A.2.5 Conformity assessment program design

The design of a conformity assessment program needs to clearly define the object of conformity
assessment, including the need for sampling or selection of specimens to be used for determination
activities. Selection may also include choice of the most appropriate procedures (for example, testing
methods or inspection methods) to be used for determination activities. It is not uncommon that new or
modified methods need to be developed to conduct determination activities. It will be necessary to select
the appropriate locations, conditions, and individuals to perform the procedure(s). Finally, additional
information may be needed in order to perform determination activities so that the demonstration that
specified requirements are fulfllled w111 be effectlve For example the scope of testlng to be covered
by laboraforyaccr g M be

A.2.6 Compliance statement

Regardlegs of whether any other parties are involved in the conformity assessment, there will always
be some fprm of declaration of conformity by the supplier of the product or service~The declarat{on
might takie the form of an advertisement or leaflet describing the features of .a product or could|be
incorporated in a formal document setting out the identification of the supplier and the product, the
specificatjon of the standards or other documents to which conformity is b€ing declared, perhaps the
particulay regulations with which the item complies and the signature of aresponsible person. Even the
placing of|the supplier’s name, trade mark or logo on or in conjunction with the product implies that it
conforms|to the supplier’s specification. ISO/IEC 17050 (all parts) provides guidance on the content ¢f a
supplier’s|declaration of conformity.

A.2.7 Determination: Testing procedures and environments

ISO/IEC Guide 67 describes seven major types of product-certification systems, while noting that the
elements |n those systems can be combined in other, ways to create additional systems. These systems
may inclufle one or more of the following components:

— samples requested by the certification body;

— determination of the relevant product characteristics by testing (ISO/IEC 17025) or assessment
— auditing of the production process.or quality system;

— reviey of the test or assessment reports;

— attestation of conformity;

— issuepfalicence touise certificates or marks on the products;

— survejillance by-testing or inspection of samples from the factory or from the market.

The experience>of the four countries’ conformity assessment programs (as described in Annex|A)
indicates that'each has deployed a combination of these techniques. In recognition of the patient safety
risks, couhtries are increasingly moving to product certification by mandated third parties, combined
with increased emphasis on conformity assessment by health care delivery organizations where multiple
software products need to be integrated and supported in facilitating the flow of patient information
across the points of care to improve patient safety, quality and outcomes. As increasingly sophisticated
and interoperable POS clinical systems are implemented, more and more attention is also being paid to
the ongoing surveillance and re-assessment of systems as software and standards changes occur in the
EHR ecosystem. The parallel focus in many countries of managing the patient safety risks associated with
health software will also help to attenuate risks associated with software quality control, configuration,
implementation and end user risks.

38 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=1484dc49ada4ee08a643deddc69f31f4

ISO/TS 14441:2013(E)

A.2.8 Review and attestation

In the functional approach (Figure 2 in 6.1), review and attestation are presented as a combined activity.
It is possible, though, for different people to carry out each of them. What is important is that neither
activity should be carried out by a person who has been involved in the determination activities. As the
risks of nonconformity rise, so the degree of independence of the reviewer(s) should increase.

The reviewer needs to have the necessary competence relating to the specified requirements, the object
being assessed and the determination activities that have been used. For example, knowledge of the
test methods would enable the reviewer to identify anomalous results and refer the report back to the

e ccanl) g oo d A b a oot o b o bhn oot d
persenr{stwho-carrted-outthetesttoritto-berepeated:

The conclusion of the review stage is a recommendation for a statement of conformity te-be igsued. The
re¢ommendation should make reference to the report and to any other findings from the review which
substantiates the conformity (or non-conformity) of the object with the specified requiremerits.

A.2.9 Versioning and surveillance

In [the increasing interoperable world of the EHR, where POS clinical systems have an Jncreasing
number of interface points from an information (e.g. new code sets), pali¢y (e.g. new privacy fules) and
a technology perspective, it is important to have clear policies that'gevern the need for re-gttestation
when there are changes in either or both of the POS clinical system and the EHR infostructure. Re-
teqting of interoperability needs to take place in a disciplinedway with changes being characterized
as |major or minor, and test harnesses and other mechanjsms used to make re-testing practical and
affprdable during the term of the certification.

Copformity assessment can end when attestation is_ performed, but where there is a need fo provide
continuing assurance of conformity, surveillanceXcan be used. Surveillance systematically iterates
conformity assessment activities as a basis for maintaining the validity of the statement of conformity.
A domplete repeat of the initial assessment is;usually not necessary in every iteration of survgillance to
saflisfy this need.

In the case that the object is found not to:eonform, the person or organization responsible for the object,
e.g the development engineer or, for'a:Second or third party situation, the supplier, should bg informed
anfl invited to make the changes neécessary to achieve conformity. It is important that theg reviewer
dops not suggest possible solutions so as not to lose their objectivity when the object is returned for a
fufther review. Discussion df the assessment results is permissible so that the person or organization
regponsible can understandthe cause of the nonconformity.

Aspuring ongoing conformance, in an increasingly complex and interoperable EHR ecosystem, is
an|ongoing challenge for systems suppliers, purchasers and certification bodies, all of which have
regponsibilitiesnhfer carrying out appropriate conformity assessment activities in their respective
enyironments;lh addition to having cooperative and pragmatic processes in place to reduce aijd manage
risks with.the software suppliers and implementers that occur with product changes, sound policies
ar¢ required that allow certification bodies to make principle-based judgments about the degree of re-
teqtingthat is required when changes occur. Finally a sound surveillance system that involve§ vigilance
by|suppliers, implementers and the end users of these systems, and a responsive reporting system, is a
critical component.

A.2.10 Education, marketing and communications

A.2.10.1 Declaration of conformity

A statement of conformity issued by a first party, e.g. the supplier of a product, or a second party, e.g. the
purchaser, is known as a declaration of conformity.
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A.2.10.2 Certificate of conformity

A statement of conformity issued by a third party (certification body) is a certificate of conformity.
However the term used and the specific content can vary according to the object being assessed and the
nature of the specified requirements.

A.2.10.3 Mark of conformity

[tis common for products to bear marks of conformity, whether these are the supplier’s own trade mark,
a certification mark controlled by a certification body or a conformity mark required by legislation, such
as the EU's CEmarking Advice onm marks of cConformity ontained 1 1SO7/TECT7030and 1SO 27.
Marks negd to be distinctive and their ownership and conditions of use should be clearly stated.

In particular the use of a mark should not be misleading to purchasers and users of the products. For
example, 4 supplier which has a certified management system conforming to ISO 9001 shduld not place
the certification body’s mark on its products, since that would imply that the body hadcertified the
products.

Frequently, the use of a mark of conformity is controlled through a licence issued by the owner of the
mark or by an organization operating on behalf of the owner such as a certification body. The licefce
spells out|the conditions under which the licensee can use the mark such as‘the restriction to use it ohly
on produdts which the supplier has verified as conforming to the certifiedyproduct type. Policing of the
use of malrks of conformity is vital for the interests of the owner and licensing body, since produgts
bearing their mark are often produced under a system in which only~occasional samples of product gre
verified by the licensing body.

The four rjational health software certification programs wese designed with these principles in mind.

A.3 Exgmple 1: United Kingdom

A.3.1 Certification program overview and.objectives

The descyfiption in this clause relates tothe information governance regime in place in the NHS[ in
England if 2010. At the time that this Technical Specification was written, the information governance
regime for the NHS in England was being revised. Results of this process will provide an opportunity for
further aljgnment when this Technical Specification subsequently undergoes review by ISO.

NHS Connecting for Health (CFH); as part of the Department of Health Informatics Directorate, runfs a
number of centralized assurantce processes designed to ensure that:

— therequirements of national NHS IT contracts are being meti.e. the Local Service Provider contrarts
e.g. C5C, the Natiohal Service Provider contracts e.g. BT Spine, the GP Systems of Choice (GPS¢C)
framgwork and the Additional Services Catalogue (ASCC);

— NHS{FHownedrequirementsare metasrequired by servicesatalllevels e.g. Personal Demographfics
ServigeZ(PDS), Information Governance, (IG) and also more complex clinical requirements suchfas
Sumntary €are Record (SCR)and Efectronic Prescription Service (EPS);

— any systems needing to connect directly to the national spine will need to meet at least the
Information Governance (IG) requirements and at least one other set to have some functionality, so
will be subject to these processes.

The Common Assurance Process (CAP) is the assurance process used to ensure that NHS CFH
requirements are being met as required for all non LSP and non NASP contracted solutions. LSP and
NASP solutions have their own specific contract assurance processes, based on the same principles as
CAP. The Common Assurance Process is governed at the operational level by the CAP Operations Board.
This is made up of managers from across the assurance stakeholder base. This Board currently reports
in to a Programme Board which meets by exception. The costs needed to run CAP for a specific release
should be factor into an individual programme/project business cases and programme.
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A.3.2 Scope of systems covered

Any system - irrespective of care setting - that needs to connect to the national (EHR) spine will need
to follow an assurance process. There are more than 80 systems using the assurance processes across
many care settings including primary healthcare, acute healthcare, social care, child health, pathology,
X-ray.

A.3.3 Range of clinical, administrative, non-functional and interoperability require-
ments included

Thi peT TwWhatisneeded of the sotutior i FeqUITCImeT i i ST C services.
al safety assurance process is common for all, and meet the
Information Governance requirements for security and privacy.

Compliance with the following foundation modules is a pre-requisite to applying for certification for
any of the national EHR services (business domains) such as Choose and Book, Referrer Compliance, or
Eldctronic Prescribing. The current Foundation Modules, in order of precedence, are:

— | Information Governance (IG);
— | Care Record System (CRS) Infrastructure (e.g. National Spine) and_Standards;
—| Personal Demographics Service (PDS).

These modules contain a set of generic requirements appli¢able to all systems seeking compliance to a
bupiness domain. All of these foundation modules are mandatory.

Compliance can be sought for a business domain and its foundation modules together or can b¢ achieved
separately.

The Information Governance requirements (se€urity and privacy) requirements cover:

—| Spine Authentication - support for single sign on and smartcards, integration with thg NHS CRS
Spine Security Broker (SSB) and spifte session management;

—| Local Authentication in the absence of a Smart Card or SSB;

—| Role Based Access Controh(RBAC) - support for the National set of roles and activities for ayithorising
access to system functigns and data with RBAC data retrieved from SAML assertions and/or SDS;
and local RBAC requirements in the absence of Smart Cards or SSB;

—| Consent - for authorising sharing of personal sensitive information held by NHS CRS about a patient;
—| Legitimate'Relationship Service - for authorising user access to individual patient records;

— | Sealed\Envelopes - allowing patients to exercise choice about the level of visibility of information
stored about them;

—| Content Commitment - allowing the electronic equivalent of ink signatures;

— Audit Logging - recording users’ actions in relation to NHS CRS personal data;
— IT Security - time stamping, storage, testing, communications and access controls;

— Information Security Management System - ensuring appropriate governance structures and
processes.

A.3.4 Establishment and maintenance of the requirements being certified against

The security and privacy requirements are owned by the IG SME team within the Technology Office, and
updated on around an annual basis as reference documentation is updated, clarifications requested by
suppliers are rolled in, and technical changes need to be taken account. Proposed changes largely come
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from experience with operating the assurance process around the requirements, although some are as
aresult of policy changes around the choices offered to patients around consent, etc. The starting point
several years ago was a set of security and Information Governance requirements set out at the start of
the National Programme for IT.

A.3.5 Duration of the certification and management of new releases

The “certification” applies to a particular version; itis not time-dependent. No system remains unchanged
for long, so that as new versions are created - either for supplier-initiated changes such as maintenance
releases, or for additional Spine-related functionality is introduced - decisions are made by CAP about
the degre
CFH-related changes may decline in number/frequency, it may be approprlate to con51der timerbaged
re-validatjon.

A.3.6 Conformance testing process

The review process begins with the vendor in the design stage. Testing is carried out'in the NICA test
environmpnts, leading to a “First Of Type” implementation in controlled circumstances in productipn.
Timescalgs are up to the supplier in terms of getting their system to a state in~which they are allowed
into the integration-test environment, and how long that testing may take.

There is p security and Information Governance baseline published which reflects the particular
requiremgnts of the programme - such as Smartcard authentication~together with industry-standqrd
guidance ¢ver, e.g. cryptographic algorithms to protect data in transitand at rest. We include applicatipn-
level pengtration testing to cover more general software-related potential issues. All this is af a
system, s¢ftware level. At the organizational level - both for suipplier organizations and for deploying
organizatjons - there is a separate process — the Information Governance Statement of Compliafce
including fhe Information Governance Toolkit to drive compliance to ISO/IEC 27001.

A.3.7 Symmary of experiences to date

The NHS has been operating the CAP program in‘its current form for approximately five years, during
which tinpe the processes have been tuned‘dnd updated, but not substantively changed. The UK’s
experienck is that it is important to develop a strong working relationship with each systems vendor,
with discyssions beginning at the design stage where changes in the POS clinical system or the natiohal
EHR infosfructure are being contemplated. CAP staff will provide advice to the vendor, but are careful pot
to becomgd the designers. One a system has been certified, the track record of the vendor, together wijith
the expecfed magnitude of the/change, are considered in determining the level of re-testing that ne¢ds
to be dong by CAP in maintaifiing the POS clinical systems certification. Consideration is currently bejng
given to ways in which thé-process could be streamlined in some situations - for example by providing
vendors who have a strong track record and mature processes for meeting the CAP requirementsg to
carry out more of the=CAP processes on a self-auditing basis.

Given the|focus<on local system-system integration at the health care delivery organization level, a
complemgntatyapproach [the Interoperability Toolkit (ITK) Accreditation Process] is being developgd.
ITK, however,only focuses on interface functionality for the exchange of information and does notinclyde
information governance (authentication, audit, consent), clinical safety, non-functional testing, national
EHR (Spine) connectivity or general application functionality. In this approach, the systems suppliers
are provided with a test harness and test cases in order to demonstrate their ‘first party conformity’
with the requirements.

A.4 Example 2: Brazil

A.4.1 Certification program overview and objectives

In Brazil there is a single national program for certification of electronic health record systems
(EHRS), whose standards and requirements were defined by the Brazilian Health Informatics Society
(Sociedade Brasileira de Informdatica em Satude - SBIS) under the legislation of the Brazilian Federal
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Council of Medicine (Conselho Federal de Medicina - CFM), the federal agency responsible for regulation
and supervision of medical practice in the country. There are no programs in the regional or local levels.

This program started in 2002 by establishing a working group to discuss the necessary processes
and requirements. This group initially published the document entitled “Safety, Content and Features
Requirements for Electronic Health Record Systems”, that after evolution became, in 2008, the
“Certification Manual for Electronic Health Record Systems”. The 2009 Edition is currently in effect and
the 2010 Edition is under construction.

The Bra2111an program 1s managed and operated by the Bra2111an Health Informatlcs Soc1ety (Sociedade
: 4 3 gation from
al agency

butpatient
cate. Later this year, categories will be added for hospital/inpatient care_and for electronfic content

ments included
The ambulatory care category has 113 requirements defined,divided into the following groups.
Stjucture and content requirements:
—| EHR structure

— | Structured data

—| Administrative data

—| Clinical data

—| Data types

— | Reference data

—| Contextual data

—| Links

—| Health concepts representation
—| Representation of text

Features requirements:

— Support for clinical processes

— Health problems and other issues

— Clinical reasoning

— Decision support, clinical protocols and alerts
— Therapeutic planning

— Orders and service processes

— Integrated care
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— Cultural issues
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The securjity and privacy requirements.have been developed in 2 levels:

a) Safety Assurance Level 1 (in Portuguese: Nivel de Garantia de Seguranca 1 - NGS1)

b) Safety Assurance Level 2-(in/Portuguese: Nivel de Garantia de Seguranca 2 - NGS2)

The NGS1|applies to local\or networked systems that don’t provide the use of digital certificates, g
therefore do not allowdiscarding the paper records. Every certified system must meet minimally att

level. It consists of 53 réquirements divided into the following groups:

44

Softw

are version control

nd
his

User i|dentification and authentication
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s authorization and control

EHR availability

Remote communication

Data security

Audit

Documentation
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The NGS2 applies to systems that provide the use of digital certificates for signing and authentication,
and therefore allows discarding the paper records. This level is optional and, if applied, must be made in
addition to NGS1. It consists of 25 requirements divided into the following groups:

A
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Digital Certificate

Digital Signature

User authentication using digital certificate

Document scanning (for future use with then ECM category)

.4 Establishment and maintenance of the requirements being certified again

st of security and privacy requirements were based on ISO standards;-especially ISO/I
/IEC 27002 and ISO/IEC 15408 (all parts).

pgram development, with the bulk of the work carried out voluntarily by a group of shareho

S. Currently, part of the work still comes from voluntary aections, and another part fund
s charged for courses provided by SBIS and the fees paid-by vendors on audits performed.
tification requirements was established and is maintained by a working group formed by
he SBIS, and is based on national and international standards, in addition to national progt
1 relevant legislation. Before being published, the>set of requirements is subject to pub
ere any interested person or professional can<provide feedback about or suggest chan
posed texts. After the discussion and fine-tuning, SBIS publishes the requirements by a ng
the Certification Manual.

.5 Duration of the certification and management of new releases

The approved systems receive a cerfificate and a seal, which can be used by the vendor in its pr

mg

SB
Ea

arg

terials, under specified criteria in the Certification Manual and the contract between the v
S.

Ch certificate is valid for2'years, unless it is revoked due to any violation of the program ry
no re-tests during ‘this period, since the certificate is assigned to a particular system

release, and under a-certain issue of the requirements. The supplier is obliged to report such in

in

cel

If {1

pe

Th

ts promotionalmaterials and marketing, or should state clearly what is the name and ver
tified systemy’and what is the year of publication of the requirements when compliance wa

he supplier wants to extend the certificate to a new version of the system, then new tes
rformed, and under compliance confirmation the certificate will be extended to this nej
is.action, however, is not mandatory, and the supplier can maintain an old certified versig

st

EC 27001,

e Brazilian Federal Council of Medicine provided initial funding iithe order of USD 100 (|00 for the

ders from
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The set of
members
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ic review,
bes to the
bw edition
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endor and

les. There
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ts will be
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n without

cettifying the new one

After the expiration date, the supplier may submit the system to a new audit process, obtaining, in case
of success, a new certificate for it.

A.4.6 Conformance testing process

The tests run in audit sessions, performed in person at SBIS office in Sao Paulo with the participation
of 3 auditors and 3 professionals from the supplier, and have an average duration of 3 days for each
system evaluated. Sessions are recorded, including the video displayed by the audited system and audio
captured from the room, resulting in DVDs that are stored in SBIS for later consultation in case results
are contested.
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The audit utilizes test scripts defined in the “Operational Manual of Tests and Analysis for EHRS
Certification”, prepared by SBIS along with the Certification Manual. As the scripts run, auditors verify
system compliance for each mandatory requirement from the listed categories, yielding a final result
after the tests completion.

To obtain the certificate, the system must demonstrate compliance to all mandatory requirements of the
listed categories; otherwise the certificate will not be granted. In case of non-compliance, the developer
may apply to a complementary audit session (second cycle) within 90 days, considered as a “second
chance” to solve the faults found and re-present the system with the necessary corrections.

After the end-of the audit session, the results taken hy the auditors (Fircf ]nvn]) are submitted to the
Certificatjon Process Manager (second level), which evaluates and submits to the Certification Committee
(third level), comprising three people who ensure the whole process was conducted according, to the
program fules. Upon an approval, the Certification Committee grants the certificate and seal to the
evaluated|system. Otherwise, the developer is notified about the failure and the proper reasons.

Consideripg all the steps to be met from the entry of a system into the program until the'final committee
decision, each process takes around 60 days, provided a second audit cycle (desCribed above) is not
needed.

A.4.7 Summary of experiences to date

Theory and practice often differ - conformity assessment for EHR systems is certainly no exceptipn.
Some of tHe requirements, rules or processes originally devised neededto be revised when implementgd,
sometimep in its concept, other times in the execution mode and in the documentation. The program has
matured gdnd continues maturing.

Some key|lessons learned in Brazil until now:

— It is pjossible to create and implement a national ¢ertification program in a high quality level, eyen
with Jow resources and in a large country. We feund several obstacles along this way, but none that
we couldn’t overcome.

— The afloption of national and internationdl-established standards was crucial to our project succgss.

— Theprogram operational processes mustbe adapted to the national and the health sector properties,
espedially to its cultural and ecnomic condition. Successful cases in other countries or sectprs
were hot necessarily going towerk well in our project. So we tailored our program operation to ¢ur
conditions, which has been-eritical to its success.

— Radicpland sudden changeinthehealthsector could derailthe entire project. Gradualimplementat{on
of chgnges is provingvery effective, enabling the program’s success.

‘Certainlyjthe biggestimpactcaused by the Brazilian certification programuntilnow wasthe confirmatjon

ny
would pay attention to it. Now, almost 8 years elapsed from the initial activities and almost 2 years
of its effective implementation, we can state that the certification program is an unqualified success,
given the high mobilization of the healthcare systems industry and their commitment in adapting their
systems to the program requirements. Fundamental security, privacy and content concepts, previously
ignored by the vast majority of systems, began to be discussed and implemented on an increasing scale,
making us believe in a really good level for the EHR systems in the country within a few years.

As a result of this qualitative leap, institutions and health professionals have begun to benefit from the
use of better and safer systems. Gradually, it will be easier and safer to choose an EHR solution, reducing
the risks before experienced by users of these systems. As a final consequence, we’ll be improving the
health care processes supported by these solutions. All this has begun and will proceed ever more
intensively, on an evolutionary path of no return.’
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A.5 Example 3: Canada

A.5.1 Certification program overview and objectives

In Canada, the federal government develops nation-wide health care policy, including the definition of a
common core of health services that is universally available across the country. The federal government
works closely with the provinces and territories, each of which is responsible for delivering health
care services within their own jurisdiction. In 2000, the federal government in collaboration with
the provinces and territories in Canada developed an independent agency, Canada Health Infoway, to
coordinate a consistent approach to implementing electronic health record systems in Canada. Infoway
ha developed a common EHR architecture, is the focal point for developing pan-CanadianEtandards

anfl provides funding to assist the provinces and territories in implementing their ele¢tropic health
re¢ord (EHR) systems, which follow this architecture and the associated interoperability'standards. One
sefvice provided by Infoway to allow software suppliers (vendors) of component parts-of the jelectronic
health record (EHR) to demonstrate their compliance with national health IT standards is ceqtification.

Thi objectives of Infoway Certification Services are to:

— | Increase the recognition, acceptance and adoption of trusted, interoperable health information
solutions in the Canadian marketplace;

—| Reduce the cost and risk to vendors, purchasers and users of these solutions in Canada; ajnd

—| Ensure privacy, security and interoperability requiremefits are met.

A.5.2 Scope of systems covered

When Canada Health Infoway developed a certification program in 2009, its initial focus was @n the pre-
implementation of an emerging new breed of system - consumer health platforms. To date, onje product
hag been certified, a Canadian implementation®f the Microsoft HealthVault.

Ovgr the last two years, certification programs have been development for components on the EHR, in
keeping with the Infoway architecture‘and blueprint. These include:

—| Consumer health applications (Nov 2009)
—| Client registry (Nov 2009)

—| Provider registry (Nov-2009)

—| Immunization registry (Nov 2009)

—| Drug information systems (July 2010)

—| Diagnostic imaging/PACS/RIS (July 2010)

—| Other"EHR components such as Lab data repositories are expected

Arfificatinn neagrag e nmauy hotng daunlanad for tha firct paatny graain Af Tt AF cnpvgie Clinica]
cerareatdeonprograntiShHow D g aeveropeator e Stajor-grodporpothtoe+-5ervie€

systems - electronic medical records (EMRs) to provide pre-implementation assurance of their
interoperability with Canada’s EHR infrastructure from a privacy and security perspective, to be able
provide access patient lab and diagnostic results, do ePrescribing and access patient drug profiles,
record immunizations and access a patient’s current immunization status, etc. It is also expected that
the Infoway certification program will then begin to include some EMR-EMR system interoperability
components (such as eReferrals between GPs and specialists in 2012.

Several provinces have also developed ongoing conformance testing processes and requirements for
EMRs which will connect to each province (or territory)’s own instance of the EHR infrastructure. These
conformance assessment processes address interoperability at the more granular level of deploying and
maintaining integration on an ongoing basis between EMRs and the EHR infostructure within each
province’s health system. Discussions are now underway between Infoway and provinces who have
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implemented conformance assessment processes at their jurisdictional level, to align requirements,
processes and test data sets and achieve as much reciprocity as possible so that software suppliers do
not have to re-test their systems unnecessarily.

A.5.3 Range of clinical, administrative, non-functional and interoperability require-
ments included

Infoway’s certification assessment criteria focus on functionality, privacy, security, interoperability
and management, using accepted standards within the Canadian and international health information
communities, and enhanced with input and feedback from a broad range of health industry stakeholders.

The framdwork for the assessment criteria is shown in Table A.1. It consists of two classes of criterial:

— Solutjon - Refers to the aspects of the health information solution’s functionality, privacy,securjity
and ifjteroperability that are assessed.

— Management - Refers to how the organization providing the solution manages rkisk, data, systpm
secur]jty, as well as third party services and solution accreditation.
Table A.1 — Framework for assessment criteria
Solution “The What” Management
“The How”
Functipnality Privacy Security Intereperability Control
Identificatlion Accountability User identity man-  |Diagnostic imaging |Risk management
agement
Data accugacy Transparency Access control Laboratory Data management
Data safeguards Data integrity. Drug System security
Identifying purposes |Data availability Shared health record |Solution accredita-
and limiting collec- tion
tion
Limiting use, disclo- |Audit Client demographics |Third party services
sure and retention
Compliance Logging Provider demo-
graphics
Consent Data confidentiality

a  Alimitg¢d number of additionalfunctional criteria may need to be added based on class requirements of each technolqgy
solution.

b This crfterion applies€gr-consumer health solutions.

A.5.4 Stlandards'basis of certification

Standardq used to create the assessment criteria include:

— Functionality: Canada Health Infoway Electronic Health Record Privacy and Security Requirements.

— Privacy: Canada Health Infoway Electronic Health Record Infostructure (EHRi) Privacy and
Security Conceptual Architecture; Government of Canada’s Personal Information Protection and
Electronic Documents Act (PIPEDA); The Canadian Standards Association’s Model Code for the
Protection of Personal Information - CAN-CSA-Q830-03.

— Security: Canada Health Infoway Electronic Health Record Infostructure (EHRi) Privacy and
Security Conceptual Architecture; The International Organization for Standardization’s Code of
Practice for Information Security Management - ISO/IEC 27002; The National Institute of Standards
and Technology’s Recommended Security Controls for Federal Information Systems - NIST SP800-
53;The USA Health Insurance Portability and Accountability Act (HIPAA) Security Rule.
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— Interoperability: Infoway pan-Canadian Standards and Conformance Profile Definitions for
diagnostic imaging, laboratory, drug, shared health record, and demographic information.

— Management: The IT Governance Institute Control Objectives for Information and Related
Technology (COBIT); The Information Technology Infrastructure Library (ITIL).

A.5.5 Establishment and maintenance of the requirements being certified against

The security and privacy requirements are owned and maintained by a certification team at Canada
Health Infoway. Requirements are maintained and updated in accordance with pan-Canadian standards
establishe —the—tfoway—Sts re—wireh— 33 Hred agl national
leviel stakeholders from governments, health delivery th system
vendors.

Cye Some O Gare OHabo¥s 7 omposea—otpre a4

agencies, professional groups and hea

A.5.6 Certification process

The certification process consists of four steps:

a) | Certification application: The package contains:
—| an application for certification form;

—| aself-assessment (that is to be completed and submitted ag part of the application procegs);
—| a copy of the pre-implementation certification legal Agreement.

b) | Product assessment: Assessment of the productiis the critical step in the certificatign process
and the vendor has 90 days from submission of the,Application Package to complete this 4tep which
includes:

—| document Review - an administrative;and expert review of the vendor self-assessment and
supporting documentation;

—| demonstration - a presentation of the solution by the vendor to experts, demonstrating that it meets
the assessment criteria, typically.via a web conferencing and demonstration environmen.

—| Assessment report: Infoway will assemble the assessment results into a comprehensjve report
and notify the vendor within five working days of the certification decision.

—| Maintenance: To maintain certification, the vendor is required to notify Infoway of advefse events
as well as any prgduct changes that may affect conformance with assessment criteria.

Th certification{process is strictly confidential. Names of products and/or vendors are not|published
or ptherwise mdde available by Infoway at any time during the process. Safeguards have begn put into
plgce such that the use and disclosure of all information submitted through the certificatign process
indqludingsthé product name, vendor, self-assessment and any supporting documentation| provided
dufing the process remains strictly confidential. In addition, the certification assessment tearh is bound
by|strict non-disclosure agreements. Infoway will only publish the names of products that have been
successtul in achieving certification, with details of that product posted on [1jowdy s WebSIte.

All certified products receive a certification mark, which bears the Infoway logo. The certification mark
can be used in marketing and promotional material related to the certified product.

A.5.7 Summary of experiences to date

Infoway has historically not provided funding for point-of-service (Clinical) systems connecting to
the provincial EHR infostructures, although the pan-Canadian interoperability standards that are
maintained through the Standards Collaborative hosted by Infoway do cover POS clinical system to EHR
interoperability. In Canada’s federated health care approach, each province/territory has implemented
these standards with local adaptations and there are often legacy POS clinical systems acquired in each
province prior to these standards being in place.
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In 2011, however, Infoway will begin implementing a new program to provide funding to provinces
and territories to stimulate the adoption of EMRs in physician offices (which will use pan-Canadian
standards to integrate with provincial EHR infrastructures), Infoway has developed specifications and
tools to aid POS clinical system software vendors in implementing privacy, security and data interface
requirements using pan-Canadian standards and the Infoway privacy and security architecture. As this
occurs, EMRs will be certified by Infoway for these privacy, security and interoperability functions.
Discussions are now beginning between the provinces and Infoway to further harmonize both the way
in which pan-Canadian standards are implemented and to better align Infoway pre-implementation
certification processes with the conformance testing processes that provinces are investing in to ensure
that point-of-service (Clinical) systems interoperate correctly with their EHR infostructures.

In summa|ry, there a mix of approaches is developing in Canada for conformity assessment, with:

— pre-ii
for m
requi

— confo

point;
with ¢

A.6 Exa

A.6.1 Ce¢

hplementation certification developing at the national level through Canada Health|Infow
any of the Infoway-funded EHR services such as data repositories and registriés that
red provincially, and,

'mance assessment programs developing at the provincial/territorial deyel to ensure t
of-service (Clinical) systems in physician offices, pharmacies and hospitals will interoper
bach province’s unique implementation of the Infoway EHR infrastruicture.
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d standards, as well as in providing health care directly to certain groups (such as those in {
itary and for veterans). While health care deliyvery is delivered to the majority of its citiz¢
wide range of public, non-profit and for-profit organizations, the federal government throu
b of health care organizations through Medicare (senior citizens) and Medicaid (low inco
s significant leverage by establishing reimbursement requirements and incentives.

importance of improving health-¢are quality and continuity, and the many existing barri
e data exchange between the points of care where patients are treated due to competiti

on Technology for Economic and Clinical Health (HITEC) Act to increase the use
Health Records (EHR)'by physicians and hospitals which allocated:

18 billion through“the Medicare and Medicaid reimbursement systems as incentives
fals and physicidns who are “meaningful users” of EHR systems.

 billion to.the Office of the National Coordinator for infrastructure necessary to allow
romote,<{he electronic exchange and use of health information for each individual in {

Unite

] States;*updating the Department of Health and Human Services’ technologies to allow

profegsionals; and, promoting interoperable clinical data repositories.
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dministrative and technical barriers, in February 2009, Congress enacted the Heallth
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the echtronic flow of information; integrating health IT education into the training of healthc

— USD 1 billion to be made available for renovation and repair of health centres and for the acquisition
of health IT systems.

— USD 550 million for - among other things - the purchase of equipment and services including, but
not limited to, health IT within Indian Health Service facilities.

— USD 400 million for comparative effectiveness research on how use of electronic data impacts
healthcare treatments and strategies.

— USD 300 million to supportregional and sub-national efforts towards health information exchange.

— USD 40 million to be used by the Social Security Administration to use EHRs to submit disability
claims.

50

© ISO 2013 - All rights reserved


https://standardsiso.com/api/?name=1484dc49ada4ee08a643deddc69f31f4

ISO/TS 14441:

2013(E)

The Office of the National Coordinator for Health Information Technology (ONC) was mandated to adopt
an initial set of HIT standards, and create an incentive program for meaningful users of EHR certified
technology. ONC has two advisory committees, the HIT Policy and HIT Standards committees.

The HIT Policy Committee is charged with making recommendations to the National Coordinator
for Health Information Technology on a policy framework for the development and adoption of

a nationwide health information infrastructure, including standards for the exchange
medical information.

of patient

The HIT Standards Committee is charged with making recommendations to the National Coordinator
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criteria for the electronic exchange and use of health information.

uly 2010, the ONCreleased the final rule covering the initial standards, implementation'sped
l certification criteria. The CMS final rule outlines provisions governing the Medieare and
R incentive programs and definitions of meaningful use.

ren the demand this is anticipated to create for certified systems, the ONC has created a t
tification program where organizations can apply to be accredited as’an”ONC - Authoriz
l Certification Body (ONC-ATCB) for one or more of the modules (including areas such as
bscribing, privacy and security, laboratories, quality, etc.) as defined-in the Standards and Ce
teria Final Rule. Applicants are required to include the results of self audits under ISO/IEQ
lition to meeting other criteria. Currently there are five authorized testing and certificati
e of which is the Certification Commission for Health Inforination Technology (CCHIT) whi
scribed below. The normative certification criteria and. test procedures are specified by th
titute of Standards and Technology (NIST).

TE In January 2011 the ONC issued a final rule~te’ establish the permanent certification p
Ith information technology: “The permanent certification program provides new features that w|

ability, and efficiency of the current processes-used for the certification of electronic health re
hnology. Meaningful use of Certified EHR Technology is a core requirement for eligible health car{
0 seek to qualify to receive incentive payments under the Medicare and Medicaid Electronic Hed
entive Programs as authorized by .tle Health Information Technology for Economic and Clin
TECH) Act .... Our goal is to maké the transition to the permanent certification program as s
sible.”

BT will develop a labordtory accreditation program for organizations to be accredits
h1th information technology for purposes of the permanent certification program. “Based
hnical expertise and the strong relationship formed between ONC and NIST during the
plementation of the/temporary certification program, the use of NVLAP is expected t
ting under the-pérmanent certification program and its objectivity overall”.

ntures of the-permanent certification program include:
orgafiizations must first be accredited in order to test and/or certify health information te

Certification bodies are required to conduct post-certification surveillance perf

ifications,
Medicaid
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A.6.2 Scope of systems covered

Certified EHRs or modules are certified and provide assurance that they provide the necessary
technological capability, functionality and security to help care providers meet the ‘meaningful use’
criteriaand receive the incentive payments. Both hospital systems and ambulatory systems for physician
clinics (EMRs) are included.

©lI
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A.6.3 Range of clinical, administrative, non-functional and interoperability require-
ments included

The requirements cover a number of areas including:

— core data sets to support a range of clinical functions such as maintaining problem and allergy lists,
prescribing, clinical quality measures/reports, and the exchange of clinical summaries;

— patient demographics and ability to provide patients with summary information on their visits;

— protecting electronic patient information, which includes more basic elements of security:

— agcess control

— energency access

— afitomatic system logoff
— afpdit logs

— apithentication

— encryption.

According to the national health IT coordinator, Stage 2 of the meaningful use requirements is expected
tobe “cantered around standards and certification criteria, privacyand'security protections, governaimce
of exchange and public trust and interoperability”.

A.6.4 Dration of the certification and managementof new releases

Since certifications under the Meaningful Use Final;Rule as being provided under the Temporgry
Certificatjon program, the existing certifications will\iot expire until the new Permanent Certificatlon
Program is in place - i.e. not before 2012-01-01.

NOTE CCHIT is one of six ONC Authorized TeSting and Certification bodies (ATCBs) in the US, and continpes
to offer thdir traditional CCHIT certification based on a broader set of functional criteria. The 2011 certificatipns
provided by CCHIT through their in-house program expire 2014-12-31.

A.6.5 Conformance testing process

ONC-ATCBs are required to use.ONC-approved test procedures, developed in collaboration with NIST]| to
test and certify EHR technelegy against the standards, implementation specifications, and certificatlon
criteria adlopted by the Secretary. In collaboration with ONC, the National Institute of Standards gnd
Technology (NIST) developed the functional and conformance testing requirements, test cases, gnd
test tools [to support the proposed Health IT Certification Programs. These conformance test methgds
(test procedures, test data, and test tools) help ensure compliance with the Meaningful Use technifcal
requireménts.and standards.

A.6.6 SL IIiIar y Uf CAPTI iCllLCb tU datc

The US has evolved their approach significantly in recent years with the establishment of the Office of
the National Coordinator (ONC) and establishment of their ‘meaningful use’ requirements. While the US
certification program is being implemented in stages and has not reached its fully operational state, a
few of the more unique elements in their approach are:

— Thefocus on meaningful use, which emphasizes the capture, exchange and clinical use of information
to support improvements in tracking disease, coordinating care and decision support;

— A three stage approach to progressively supporting health system quality, safety and efficiency
improvements, which includes significant financial incentives for health care providers and
organizations who demonstrate adoption and use of systems which are certified and tailors the
certification requirements to specific types of systems;
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— The use of accreditation as a mechanism for establishing multiple certification bodies, coupled with
a staged approach to implementing meaningful use requirements, has provided the capacity to
certify a large number of systems within a relatively short time frame.
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Annex B
(informative)

Comparison of jurisdictional requirements

B.1 Ove¢rview

This annex compares requirements from four separate national projects to implement EHRs.-in'\Bra
Canada, the US, and the UK. In addition, there are selected requirements from Japan and the/Russ
Federatioh. It is organized into the following categories:

a) Patient consent to collect, use or disclose personal health information, incltiding record
consent, types of consent, communicating consent, consent override in emergeneies, logging cons
overrfde, data masking, consent given by a substitute decision maker, and notifying patients
changes to consent

b) Limiting use and disclosure of personal health information
c) Patieptaccess to personal information and correction of inaccurate information
d) Datapccuracy

e) Useridentification and authentication,includinguseridentification; user IDs; user authenticati
systein authentication and network node authentication; authentication methods; protecting u
profiles; passwords; failed login attempts; and userfeedback during authentication

f) Privilege management, including access privileges, reporting access privileges, restrictions
access privileges, delegation of access privileges, and removing access privileges

g) Acceptable use, including notifications;to users
h) Sessipn security and timeout, including user session and connection timeout, and session secuy]
i) Maintaining data availability) including data backup and recovery

j) Protdcting data during,transmission, including encrypting data during transmission, g
confifmation of data delivery

k) Protdcting data in storage, including protecting data in data repositories, and protecting data
portaple media

1) Data [integrity, including data integrity checking, data integrity during data import, and outj
data yalidation

zil,
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m) Record retention

n) Data Labelling

0) Auditing, including audit logs and trigger events, interface, content, investigative tools, protection,
retention, management, continuous audit logging, and reconstructing the content of an electronic

health record at a prior point in time

p) Software version control and documentation, including software version control, and

documentation requirements

q) Timesynchronizationandtime/dateformatting,includingtime format,andtime synchronization

r) Privacy and security incident management
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Digital certificates and digital signatures, including use of digital certificates, digital signatures,
providing digital signatures to users, signature format, digital signing, time stamps, validating
digital signatures, role of signatory, exporting digitally signed documents and records, digital
signature policy, and digital signing of digitized (scanned) documents.

In the table that follows, requirements from Canada Health Infoway refer to a centralized jurisdictional
repository of health records (e.g. the central repository of electronic health records for residents of
Manitoba). Requirements from the UK Information Governance refer to the Spine and to Patient Data
Service (PDS) - these likewise refer to a centralized jurisdictional repository of records (e.g. the central
repository of electronic health records for residents of England). Requirements from Brazil refer to

the
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2 Patient consent to collect, use or disclose personal health infermation

2.1 Recording consent

azil:

S1.04.09 Patient-added EHR access restrictions:
Enable the patient to add access restrictions to part or all of his or her EHR.
HL7 ERH-S FM IN1.4

nada:

hada Health Infoway Privacy Requirement 9: Recerding Consent in POS Systems

POS systems connected to the EHRi where £équired by law, must be able to record a patienf/person’s
consent directives, including the withholding, withdrawal or revocation of consent.

Rationale: Healthcare organizations-must know that they have obtained the consents required in
their particular jurisdiction for'the purposes for which they will collect, use or disclosg PHI (see
Privacy Requirement 5).

The form of the consent\sought by organizations connecting to the EHRi may vary, dlepending
upon the jurisdiction| gircumstances under which the information was collected (e.g. medical
emergencies) and the type of information (e.g. mandatory reporting of communicable difeases). In
the Canadian EHR environment, the required forms of consent are largely established by various
laws, most notably health data protection legislation and public sector privacy legislation. Those
entering PHINinto a POS system within a particular jurisdiction have the primary obligation of
obtaining;and recording the consent directives of patients/persons. The POS system has|to ensure
that those accessing this PHI only obtain access to information that is legitimately availgble on the
basis ef consent or legal authorization to use or disclose (e.g. auditing or law enforcement).

hada Health Infoway Privacy Requirement 11: Recording Consent in the EHRi

©lI

The EHRi where required by law, must be able to record a patient/person’s consent directives,
including the withholding, withdrawal or revocation of consent and must be able to do so in a way
that allows each jurisdiction to comply with its own legal requirements on consent.

Rationale: Healthcare organizations must be able to determine if a patient/person has provided or
withheld consent as required in their particular jurisdiction.

Consequently, those organizations wishing to disclose PHI to another jurisdiction must do so in a
manner thatrespects thelegal requirements for consentin their own jurisdiction (i.e. the jurisdiction
ofthe disclosing organization). As a practical matter, a healthcare organization wishing to access PHI
from another jurisdiction must do so in a manner that respects the legal requirements for consent
to disclose PHI in the jurisdiction of the organization that holds the data as well as satisfy all the
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legal requirements for consent to access PHI in its own jurisdiction. (Otherwise the sender cannot
honour the access request). This has profound implications for the interoperability of the EHRI.

Information contained within a patient/person’s EHR may carry with it the legal requirements
consent from multiple jurisdictions (see Privacy Requirement 12). Before permitting accesses

for
to

PHI, the EHRi must ensure that all necessary legal requirements are upheld before transmitting

data to a requestor.
UK
UK IG Requirement 3.2.2

The slystem shall provide a facility to capture information about a patient’s consent status)g
decisions and update PDS accordingly.

UK IG Requirement 3.2.3

The system shall enable Users to record free text notes about a patient’s decision oilack of decis
regarfling information-sharing over the Spine, and about the decision-making process. For {
avoidance of doubt, this information will be stored locally and not stored onthéSpine.

UK IG Requirement 3.16.4: Access from social care

The system must provide the ability to capture free-text notes associated with the decision-mak
procelss. The system must make it possible to provide additional details of the consent mechani
and itfs effect to the user as part of the interaction with the clienf:For example, this may be achiey
by the¢ system providing a function to display explanatory text that has previously been configui
by the¢ organization.

Russian Federation
Russian Federation Bill 2011-11-21 N323 Req 13 Physician’s secrecy:
The patieft’s consent is not needed:

if perjsonal health data are processed.for national health insurance control and managem
purpqses;

if personal health data are exchanged between medical organizations for diagnosis or health caj

if personal health data are used for control of health care quality and security.

B.2.2 Types of consent

UK

UK IG Requirement.3.2.4

Inforination captured about a patient’s consent status shall include whether the patient “express
consent’)“dissent” or whether “implied consent” was assumed and the date on which this decis

nd
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was made.

UK IG Requirement 3.16.2: Access from social care

The system must provide functionality to capture and record the status of an individual’s preference

for access to their NHS-held records from social care settings, where such access may be otherw

ise

permitted given appropriately registered, authenticated and authorized users. The system must
distinguish between “no-preference expressed”, “express consent” and “express dissent”. The

default value for this status, prior to any information being gathered from the individual, must

be

“no-preference expressed”. “No preference expressed” means that the question has not been asked
of the client (and hence the system may prompt at appropriate points. “Express consent” allows the
system to access NHS services (described below in 3.16.7). “Express dissent” records the fact that
the client has been asked and has expressed their preference, and that therefore it is not appropriate
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again at a

subsequent significant assessment). A client may choose to update their consent status at any point

during a period of care.

UK IG Requirement 3.16.3: Access from social care

[t must be possible for the system to support the change of an individual’s consent status

from “no-

preference expressed” to either of “explicit consent” or “explicit dissent”. If the status is “explicit

consent” it can be changed only to “explicit dissent”, and if the status is “explicit dissent
changed only to “explicit consent”.

” it can be

UK

UK

UK

UK

b)

IG Requirement 3.16.5: Access from social care

The system must record the identity of the user of the system recording such decisiong
time, date and location. The system should record the identity of the end-user workstatio
used.

IG Requirement 3.16.6: Access from social care

The system must maintain, and provide a view of, the history of\such decisions ma
individual, with any associated notes. This history must only be accessible to users with s
granted additional rights.

IG Requirement 3.16.7: Access from social care

Prior to any access to PDS (or any other Spine services other than to support authent
RBAC) the system must verify that the client’s currentpreference setting is “explicit consg
absence of this setting, no such access can take place.

IG Requirement 3.16.8 Access from social care:

The explicit consent described in this clause must be subject to at least one of the three
forms of control:

Explicit consent as described in.this clause applies only for the specific period of care. T
must ensure that this recorded consent is only seen within the context of that peric
(however longstanding that may be). This might be supported either by associating that

, with the
) or device

de by the
becifically

ication or
nt”. In the

following

he system
d of care
ronsent to

an explicit episodic casemanaged within the local care system, or (if the consent is held against the

general client record) by resetting the consent flag to “no preference expressed” once the
care has concluded:s

period of

Any explicit consent as described in this clause can only be seen to be applicable to the client across

any and all peniods of care in the future (unless explicitly withdrawn by the client at an
explicitly dgreed with the client as part of the original interaction to gain their consent.

The reeorded explicit consent status as described in this clause must only apply until any s
socialcare assessment (e.g. SAP contact or overview assessment, where health and social ¢
are-assessed jointly), at which point the consent status must be revalidated with the clier]

y point) if

Ibsequent
are needs
t.

In the absence of a client’s explicit expression of consent along these lines, the system shall support a
mechanism for the client to provide permission to allow access only for the duration of the login session
for the current user.

B.2.3 Communicating consent

Canada

Canada Health Infoway Privacy Requirement 10: Associating Consent with PHI in POS Systems

Where POS systems connected to the EHRi record a patient/person’s consent directives,

including

the withholding, withdrawal or revocation of consent, such POS systems must transmit these
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consent directives to the EHR], in a consistent form, whenever they transmit the associated PHI to
the EHRI.

Rationale: Not all jurisdictions will require POS system to collect consent directives. Where these
directives are collected, it is essential that they be transmitted to the EHRi whenever the associated
PHIis to be transmitted. This will ensure proper EHRi processing of these consent directives prior to
transmission of PHI to another jurisdiction. Note that this shifts the burden of ensuring compliance
with the regulations of other jurisdictions from the POS system to the EHRi - a reasonable approach
given the large number of jurisdictions and the varied complexities vis-a-vis consent among them.

The standardsand formatsofsuch consentdataare hnynnd the scope ofthis Technical Qpnr‘ifir’nfi n

but will be discussed further in the future “Privacy and Security Standards Assessment” aridythe
“Privgcy and Security Services” deliverables (see 2.2 “Context for privacy and security requirements
analypis”).

—

Canada He¢alth Infoway Privacy Requirement 12: Associating Consent Directives with PHLin the EHR

Wher] consent is required by law, whenever receiving, storing, processing, or transmitting PHI, the
EHRi must be able to:

a) mainflain the association between this data and the consent directives under which it may be uged
or disclosed;

b) process these consent directives before transmitting the associateddata and block the transmiss{on
wher¢ it would violate the directives and where no exception febsuch a disclosure is outlined in 1aw;
and

c) notify the requestor whenever data are blocked as in b) above.

Rationale: This will allow organizations connectingto the EHRI, or hosting components of the EHRI,
to apply a patient/person’s consent directives in‘their jurisdiction as well as across jurisdictions.
EHRi[and systems connecting to the EHRi will*also need a consistent representation of consent
and masking/lockbox directives in support 6finteroperability requirements within and ultimately
betw¢en jurisdictions.

UK

UK IG Requirement 3.2.5:

The slystem shall ensure that-a User who seeks to access Sensitive Personal Data that is availaple
through the NHS CRS, willfirst be informed of the consent status to NHS CRS information shar|ng
for the patient, the last-consent decision date and about the patient’s consent decision. PDS shall{be
queriged for this information rather than any local cached information.

UK IG Requirement3:16.10: Access from social care

Prior|to attempting to contribute to a client’s Summary Care Record (by sending information| to
PSIS)) systems shall verify (by using the spine Access Control Service interface) that clients have pot

diSSG htaAd o bhaving 2 Cuipn vy Coarn Dacard
reeatoaviRg oAy care ~eeore:

UK IG Requirement 3.16.11: Access from social care

Prior to sending any information from social care settings to NHS information services (for example CAF
messages being sent to PSIS) the system shall provide for the explicit consent of the client to be gained.
It is expected that the sealing mechanism (see 3.5 and references) will be used to manage this consent:
assessments that are sealed and locked cannot be sent to PSIS, while assessments that are sealed can be
sent but will not be ordinarily viewable by others.

B.2.4 Consent override in emergencies

USA
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CCHIT IFR.02

Permit authorized users (who are authorized for emergency situations) to access electro
information during an emergency.

UK

UK IG Requirement 3.2.6

nic health

The system shall ensure that a User who seeks to access Sensitive Personal Data that is available through
the NHS CRS, relating to a patient who has “expressed dissent”, will first be warned of the consequences

be
un
Ovj

B.!
Ca
Ca

ore such data are output. The system shall ensure that Users register a confirmation,t
Herstood before the data are output. The guidance provided in NPFIT-FNT-TO-IG-DES=0%
er-ride Dialogue Design must be followed in such circumstances

2.5 Logging consent override

nada

hada Health Infoway Privacy Requirement 13: Logging the Applicatipn'of Consent Directiv
The EHRi must be able to:

log when the processing of consent directives (cf. Privacy,Requirement 12, item b) pra
transmission of data;

log the identity of any user who overrides a patient/person’s consent directives, the reag
consent override, and the date and time when the.consent override occurred. and

alert the individual accountable for facilitating-privacy compliance in the organization
accessing user works as well as in the organization where the information was collected t
consent override has occurred.

Rationale: Since some health data_protection laws, like Ontario’s Personal Health In
Protection Act, allow both masking, unmasking, and notice of existing masking to thiy
the EHRi and POS systems connected to the EHRi will need to track by means of an au
identify of anyone who unmasks or unlocks a record (see Security Requirement 38 an
Requirement 43).

Furthermore, some-health data protection legislation requires that health information ¢
notify a patient/person if his or her information is stolen, lost, or accessed by una
persons.38 Theindividual(s) responsible for facilitating an organization’s privacy comp
be greatly assisted in determining when a potential “unauthorized” access or disclosure
taken placedf they are notified when an individual’s consent directives are overridden. (
of a patient/person’s consent directives must be monitored in both the organization whe
has been collected and the organization from which the information is being accessed.39

As logs will themselves contain confidential information, they must be made both s
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(Securing

Access to EHRi Audit Logs) and Security Requirement 51 (Making EHRi Audit Logs Tamper-Proof).

In addition to logging overrides of a patient/person’s consent directives (Item b in the list above)
and alerting accountable individuals that a consent override has occurred (item c in the list above),
there is also a related requirement to notify patients/persons when access has been deemed

inappropriate (see Privacy Requirement 20).

UK

UK IG Requirement 3.2.7
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The system shall ensure that in the event of data being output in the circumstances as defined
requirement 3.2.6, that an event is recorded in an Audit Trail with the following data:

— the identity of the User (including role-profile identification);
— the identity of the patient;
— the date and time of the access; and

— the reason(s) for the access.

in

B.2.6 Data Masking
UK
UK IG Requirement 3.5.1: Sealed Envelopes

Facilitfies are being developed to enable patients to exercise their choice on\the visibility
information about them. As described in the Care Record Guarantee, in future{patients will be a
to reduest that parts of their record are kept from general view, and that in specific circumstan
a clinjcian will be able to withhold certain types of information from a patient.

Sealing is supported in the Summary Care Record (SCR) from the Spine2008-A release, and syste
interdcting with the Summary Care Record are now required to support sealing (at least in term§
their |nteractions with the SCR).

Further details and guidance for suppliers are available innNPFIT-FNT-TO-REQDEL-0142 Sea
Envelppes Supplier Requirements and the accompanying spreadsheet which describes
applidability of these requirements in different contexts:

UK IG Requirement 3.16.12
Accesfs from social care

When acdessing data from PSIS, social care(Systems shall filter the data available and only makg
possible for users to access social-care data.

B.2.7 Consent given by a substitute decision maker
Canada
Canada H¢alth Infoway Privaey Requirement 15: Recording Identity of Substitute Decision Makers

Wherf required tg)de so by law, the EHRi and POS systems connected to the EHRi must have {
ability to indicatewhen consent is given on behalf of a patient/person by a substitute decision mal
(e.g. donsent ‘given by an authorized representative), as well as identify this substitute decis
makef andsthe substitute decision maker’s relation to the patient/person.
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Ratiopale: Consent can be given not only by a patient/person but also be given by an authorij

ed

representative (such as a legal guardian, a substitute decision maker, or a person having power of
attorney). Establishing capacity to consent and providing for substitute decision-making are two of
the most complex aspects of data protection. Provincial and territorial laws govern these activities.

The determination of an individual’s substitute decision maker is typically a ranking process

whereby if no individual fitting the first role/relationship in the list (e.g. spouse or guardian) can

be

found, then the custodian must attempt to locate the next potential substitute decision maker in the

ranking process (e.g. sibling).

When a suitable substitute decision make has been found, the custodian must document the relation of
that substitute decision maker to the patient/person to ensure that the custodian’s selection can later

be audited, justified, or reappraised.
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B.2.8 Notifying patients of changes to consent

UK

UK IG Requirement 3.16.9: Access from social care

:2013(E)

The system must provide facilities to enable the organization operating the system to notify clients of
changes to their consent status, and/or when it is recorded or withdrawn, in order to verify that such
changes have been properly made in response to a client’s wishes. This may take the form of a report
being made available to system administrators, or local notifications to nominated administrators.

B.
Cal
Ca

B Limiting use and disclosure
nada

hada Health Infoway Privacy Requirement 18: Limiting Use and Disclosure" of Persor

Information to Identified Purposes

UK
UK

Organizations connecting to the EHRi and organizations hosting components of the EHRi

consent of the patient/person or as permitted or required by laws
Rationale: The Alberta Health Information Protection Act, Manitoba Personal Health

Information Protection Act and Ontario Personal Healthdnformation Act all require that g
of PHI only collect, use or disclose as much PHI as is reasonably necessary to carry out the
purposes. For more information, see “duty to collect, use or disclose in alimited manner” in|
B below.

Also, this requirement is a standard and.traditional fair information practice and, in pla
health data protection legislation has been introduced, does not impede upon custodians

related to provision of healthcare, supporting the operation of the healthcare system, o1
public health; such legislative provisions vary by jurisdiction.

IG Requirement 3.4.1: Legitimate Relationships (LR)

The systems and sexvices introduced through the National Programme for Information T|
(NPfIT) being delivered by NHS Connecting for Health will process personal data aboy
securely, respecting patient confidentiality. Amongst the controls is the requirement that

that patient.

Only»Users engaged in the patient’s care and support have the implied consent of the
access the patient’s data. Without such consent, the data cannot normally be accessed.

al Health

must only

use or disclose PHI for purposes consistent with those for which-it-was collected, except with the

ustodians
identified
Appendix

ces where
ability to

provide care. Theses statutes typicallypermit or require a number of uses and disclosures of PHI

" ensuring

echnology
t patients
bnly those

users with‘a“legitimate relationship” (LR) with a patient will be able to access personal dlata about

patient to

Systems must ensure that access to specific patient records is controlled appropriately. For example,

in the case of GP systems, any records of patients no longer registered at the practice m
normally accessible to system users.

UK IG Requirement 3.11.7

ust not be

The Supplier shall demonstrate that it has limited the patient identifiable data transferred to

portable media to the minimum required for the relevant service.
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B.4 Patient access to personal information and correction of inaccurate informa-

tion

Brazil

NGS1.04.08: Patient access to the RES

Ensure that the patient can have access to all his or her personal and clinical information stored in
the EHR. If the EHR does not allow direct access to the EHR by the patient, there shall be a user role
that allows this action in behalf of the patient.

The patient shall be able to take with him or her the information in printed or electronic fornjat.
The system shall have an interface for printing a user statement that he or she is receiwing the
information.
Either when the patient has direct access to the information or when another individual has dirpct
acces$ for the patient’s information, any data exports and printing of the patient statement shallbe
recorfled, containing at least the following information:

— User yho performed this action;

— Full name of the patient;

— Locatjon and time of the operation.
HL7 FRH-S FM IN1.4

Canada

Canada He¢alth Infoway Privacy Requirement 25: Amending Inaccurate or Incomplete Information
Organizations connecting to the EHRi and organizations hosting components of the EHRi should:
a) amend PHI when a patient/person successfully demonstrates the inaccuracy or incompletengess
of thi$ information;
b) nqtify EHRIi users that have accessed the information in question that the information has bgen
amenfed when the amended infornration can reasonably be expected to have effect on the ongojng
treatient of the patient/person;
c) r¢cord the substance (of the unresolved challenge when the organization disagrees with the
patient/person’s assessnient of incompleteness or inaccuracy; and
d) transmit the existence of the unresolved challenge to EHRi users accessing the informatior] in
questjon.
Ratiopale: Decisions made by Information and Privacy Commissioners (or their equivalents acrss
Canada)have resulted in jurisprudence that emphasizes that only factual errors can be literdlly
correfted, such as a birth date. Matters of opinion are exactly that, including a diagnosis b}y a

healthcare professional that a patient/person wishes to contest. The issue of correction, deletion,
or addition is especially relevant if the information can make a possible difference in the treatment
of a person or in decisions made about him or her.62 Depending upon the nature of the information
challenged, amendment may involve the correction, deletion, or addition of information. Some
corrections, deletions, or amendments will have a particular relevance to the ongoing healthcare
of a patient/person, and they should be made known appropriately. Fortunately, a developed
electronic health record system will automatically distribute the most up to date information when
itis required for authorized purposes.

UK

UK IG Requirement 3.18.1

62
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The Supplier shall ensure that the system maintaining Personal Data to be capable of responding to

subject access requests, in accordance with the Data Protection Act 1998.

UK IG Requirement 3.18.2

The Supplier shall ensure that the system enables the patient’s electronic records to be screened
by Authorized Users for data that could be detrimental to a patient if viewed and/or third party

information before responding to a subject access request.

UK IG Requirement 3.18.3

UK

UK

UK

UK

Ru
Rul

The Supplier shall ensure that the system enables a User to record a subject access reque
IG Requirement 3.18.4

The supplier shall ensure that the system provides that the data that can be recorde
subject access request includes, as a minimum, the date the request was received, the ider]
subject, the identity of the person making the subject access request, the\identity of thg
organization responsible for responding to the request, the identity of‘the healthcare pr
consulted before the Personal Data were released, whether the request was refused, 4
reason for a refusal, a classified reason for a refusal and the date of'the response to the r¢
such other information as the Authority shall reasonably specify:

IG Requirement 3.18.5

Where a subject access request is refused, the Contractor shall ensure that the Servic
that at least one reason for refusal be selected from.apre-defined list, which will be the s
national standard (as issued by the Authority from time to time).

IG Requirement 3.18.6

The system shall enforce Legitimate Relationships (LR) [see above Requirement 3.4.1] or ¢
access controls to control access to functionality described in this clause.

IG Requirement 3.18.7

The system shall provide functionality for monitoring SAR requests in progress and for
on targets for fulfilment,

ssian Federation
ssian Federation BilD2011-11-21 N323 Req 22 Health information:

The patient;has rights to access his/her health data stored in a medical organization
observatieintdata, diagnoses, etc. All this data shall be rendered in understandable form.
shall b€ rendered to the patient by his/her attending physician or by the other health pra
haspersonally participated in treatment of this patient.

Health information cannot be rendered to the patient against his/her will. The patient

S5t.

d about a
tity of the
User and
pfessional
free text
quest and

b requires
ubject of a

pquivalent

reporting

including
This data
vider that

br his/her

fegal Tepresentative has the Tight to read personaily medical doCUMents retated to th
health data and to look for a second opinion based on this data.

patient’s

The patient or his/her legal representative has the right to issue a written request to receive medical

documents related to the patient’s health data, copies of these documents and document

B.5 Data accuracy

Canada

Canada Health Infoway Privacy Requirement 22: Accuracy

© IS0 2013 - All rights reserved
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The EHRIi, POS systems connected to the EHRi, organizations connecting to the EHRi and
organizations hosting components of the EHRi must take reasonable steps or make a reasonable
effort to:

a) ensure that PHI is as accurate, complete, and up-to-date as is necessary for the purposes for
which it is to be used, including disclosures of PHI to third parties; and

b) accurately identify a patient/person when accessing or modifying his or her PHI

Rationale: An electronic health record environment should facilitate the achievement of better
quality records by building in automatic checks on data entry and making it easier to update even
the mpst basic demographic and location information on any patient/person.

In addition, it is of critical importance for patient safety and a number of other reasons, including the
overall success of the EHRS, that EHRi users accurately identify patients/persons prior to accessing
or madifying their PHI.

B.6 Us¢r identification and authentication

B.6.1 User identification
Brazil
NGS1.02.91: Identifying [and authenticating] users

All ugers must be identified [and authenticated] before any)access is given to EHR data, includjng
when|not connected to a network; e.g. mobile devices.

HL7 ERH-S FM IN1.1; ABNT NBR ISO/IEC 27001:2005,)A.11.5.2
USA
CCHIT IFR.01

Assigh a unique name and/or number{for identifying and tracking user identity...
Canada
Canada He¢alth Infoway Security Requirement 55: Assigning Identifiers to Users

All orfganizations connecting to the EHRi must ensure that users of POS systems that connect to
the EHRI are assigned-an identifier (user ID) that, in combination with other identifiers (e.g. facility
identifiers, jurisdictienal identifiers, etc.) can uniquely identify the user within the EHRi. POS
systeis must support the unique identification of users.

Ratiohale: THiS requirement facilitates system-wide audit and trusted end-to-end security

Russian E[ederation

Russian Ministry of Healthcare recommendation 2009-12-23 req. 6.2 (optional)

All users shall be identified.
B.6.2 User IDs
USA

CCHIT SC 03.08: Authentication

The system shall support case-insensitive usernames that contain typeable alpha-numeric
characters in support of ISO-646/ECMA-6 (aka US ASCII).
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ISO/IEC 15408, CC SFR: FMT _MTD;

HIPAA: 164.312(a)(2)(i)

B.

6.3 User authentication

Brazil

NGS1.02.01: [Identifying and] authenticating users

All users must be [identified and] authenticated before any access is given to EHR data, including

when not connected to a network e.g. mobile devices.

HL7 ERH-S FM IN1.1; ABNT NBR ISO/IEC 27001:2005, A.11.5.2

USA

CCHIT SC 03.01

cC

Ca
Ca

©lI

The system shall authenticate the user before any access to Protected Resources (e.g. PHI)
including when not connected to a network e.g. mobile devices.

Canadian: Alberta 1.1;

ISO/IEC 15408, CC SFR: FIA_UAU, FIA_UID;

NIST SP 800-53: IA-2 USER IDENTIFICATION AND AUTHENTICATION;
HIPAA: 164.312(d)

HIT IFR.09

in Table 2B, row 5.

and produce detailed andyaccurate security audit trails (e.g. IHE Cross Enterprise User
(XUA) with SAML ideritity assertions).

nada
hada Health Infoway Security Requirement 71: Robustly Authenticating Users
The EHRi\@nd all POS systems connected to the EHRi must robustly authenticate users.

Rationale: Uncontrolled user access is a frequent enabler of security breaches.

Moreover, some level of uniformity in the strength of authentication will likely be needed

sallowed,

Verify that a person or entity seeking access to electronic health information across a netwyork is the
one claimed and is authorized to access-such information in accordance with the standard specified

Table 2B row 5. Cross-Enterprise/Authentication: Use of a cross-enterprise secure transgction that
contains sufficient identityninformation such that the receiver can make access control| decisions

Assertion

[0 support

cross-jurisdictional interoperability.

[t is important to note that this requirement would likely necessitate the implementation of robust

authentication technologies:

digital certificates;

biometrics;

smart cards or other hardware tokens; or

standards-based secure and robust password schemes.
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[tis expected that the EHRiand POS systems connected to the EHRi will work together to accomplish
the task of authenticating users who access the EHRi; i.e. users do not need to be authenticated

twice

UK

UK IG Requirement 3.1.2

The system shall ensure that all Users who have access to Personal Data or Sensitive Personal Data
obtained from, held in or to be held in NHS CRS about patients are securely authenticated by means

of the

standardized Smartcard technology and credentials provided by the NASP.

Russian Elederation

Russian M

All users s

inistry of Healthcare recommend. 2009-12-23 req. 6.2 (optional)

hall be authenticated before any access to:

— operdting system

— Secur

— audit

B.6.4 Sy
Brazil
NGS1.06.0

Inar
This 2

ABNT
NGS1.06.4

In an
the cq
restri

ABNT|
USA
CCHIT SC

Verify
one cl

ty tools

.ogs

'stem authentication and network node authentication

2: Access control from client to server

bmote-access S-RES, system access should be.restricted only to clients with prior permissi
ccess control can take place, for instance, thfough the client’s IP address.

NBRISO/IEC 27001:2005, A.11.4.2
5: Access control between compenents

EHR consisting of several distributed components (i.e. located in different computers)
mmunication between those components (e.g. a database) access to the component shall
cted only to partners (components) with prior permission.

NBR ISO/IEC 27001:2005, A.10.9.2

06.12: Technical Services

thata person or entity seeking access to electronic health information across a network is
himed and is authorized to access such information in accordance with the standard specif

in
be

he
ed

in Ta

le-2B row 5.

Table 2B row 5. Cross-Enterprise Authentication: Use of a cross-enterprise secure transaction that
contains sufficient identity information such that the receiver can make access control decisions
and produce detailed and accurate security audit trails (e.g. IHE Cross Enterprise User Assertion
(XUA) with SAML identity assertions).

CCHIT SC

06.05: Technical Services

The system shall support ensuring the authenticity of remote nodes (mutual node authentication)
when communicating Protected Health Information (PHI) over the Internet or other known open
networks using an open protocol (e.g. TLS, SSL, IPSec, XML Sig, S/MIME).

ISO/IEC 15408, CC SFR: FPT_RCV; HITSP T17;

66
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HIPAA: 164.312(d); 164.312(c)(1)

Canada

Canada Health Infoway Security Requirement 65: Authenticating EHRi Network Access

2013(E)

Organizations hosting components of the EHRi must ensure that all EHRi connections to remote

servers and applications are authenticated. This includes connections via the Internet.

Rationale: This helps to ensure that applications containing PHI are not compromised by

masquerading remote servers and/or applications

UK

UK

Ru

Rufssian Ministry of Healthcare recommendation 2009-12-23 req. 6.2\(0ptional)

Network nodes shall be identified using logical names (addresses, numbers).

B.6.5 Authentication methods

Brpzil

NG

NG

IG Requirement 3.7.2
The supplier shall ensure that all connections to remote servers and applicatiods are auth
This requirement includes connections via the Internet.

ssian Federation

S1.02.02: Authentication method

Use at least one of the following authentication methods:

Username and password;

Digital certificate;

One-Time Password (OTP};-and/or

Biometrics.

NOTE Any otheDauthentication methods must be approved in advance.

HL7 ERH-S EM JN1.1 ABNT NBR ISO/IEC 27001:2005, A.11.5.1
S2.03.02-Non-repudiation of authentications

Condition: EHR that uses digital certificate for authentication.

enticated.

The authentication made through a digital certificate must generate evidence to ensur

p the non-

repudiation of the authentication. The evidence must be stored in the system'’s security registers
in formats compatible with the CMS standards [RFC 3852] or XMLDSIG [RFC 3275]. All elements
necessary for validating the authentication (information about root certificates, certificate chains,

signatory certificates, and revocation information) must be aggregated in the EHR.

NGS2.03.03: Types of users for authentication with digital certification

Condition: EHR that uses digital certificate for authentication.

All users that use digital signatures must be authenticated with their ICP-Brasil digital certificates.

NGS2.03.04: ICP-Brasil approval (Brazil Specific)

©lI

Condition: EHR that uses digital certificate for authentication.
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The EHR components that use digital certification for authentication must be approved by ICP-
Brasil.

NGS2.03.01: Checking the purpose of the digital certificate for authentication

UK

Condition: EHR that uses digital certificate for authentication.

Before authenticating, check if the digital certificate to be used has a purpose of use of authentication
(client authentication).

UK IG Re

The syst
system.

IDs) if required. The assignment of a SDS ID shall be through a restricted access system*function 3
shall be dpne programatically (see pseudo code below). All such assignments shall be recorded in {

appropri
through 3|
system au

Actors:

Oper3

User 1

Pre-condi

68

The o
authe
syste

BEGIN
IF opd
Promj

Allow
Smart

END
Promj

User ¢

irement 3.1.8: (UK case specific requirement on use of smart cards)

shall provide a mechanism to link a user’s Smartcard to their user record within
a minimum this shall include the SDS UserID but may include other IDs (e.g:..role pro

e system audit trail. Removal or change of such assignments shall similafly only be accessi
restricted access function and all records of the change shall be recorded in the appropri
dit trail.

tor - person using the system who will assign a new Smartcard to a system user
- the person whose (new) Smartcard is being linked to-their user record in the system
fion:

perator must have access to the secure Smarteard assignment function. They may either
nticated by SSB or may be authenticated locally (i.e. username and password entry to the lo
m).

/
rator is authenticated by SSB THEN BEGIN
bt Operator to remove their Smartcard

Operator to continuegusing system (i.e. do not log Operator out because they have removed th
card or because a token listener event message is received because of this Smartcard removal

bt for User’'sSmartcard to be inserted

uthenticates themselves (entry of PIN)

he
File
nd
he
ble
hte

be
cal

eir

IF aut

hentication successful THEN BEGIN

System retrieves the SAML assertion and programmatically extracts the SDS user ID and any required
RoleProfilelDs

If appropriate, the operator should select any required RoleProfilelDs for storage

System stores the SDS User ID and any required RoleProfilelDs

END

IF operator was authenticated by SSB THEN BEGIN

Prompt Operator to insert their Smartcard and reauthenticate
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Allow Operator to continue using system

END

UK IG Requirement 3.1.3 (UK case specific requirement on use of smart cards)

:2013(E)

The system shall also support log-in independently from the SSB service if the SSB is unavailable,

except that:

user role and other access control attributes are not required to be retrieved from SDS

cop-l

UK

UK

UK

1 1 £ 1 . . 1 1 1 1 1L .
LIIC SUTCITG LT O aULIICIILICALIOIT IIIdy D€ WEARKCT ULdIl ULIdl USCU 101" 55D 1057111

the user is not permitted to access NHS CRS systems and data unless reauthenticated as
in requirement 3.1.4; however data held in local systems may be accessed during/the u
authentication when the SSB is unavailable

where the system supports the concept of ‘sensitive personal data’ (or equivalent terms) |
controls must include controlled access to such data.

For the avoidance of doubt: log-in that is independent from the SSB’service under this re
is intended only in situations where the SSB is temporarily unavailable.

IG Requirement 3.1.4 (UK case specific requirement on use of smart cards)

Where a User has logged-in independently from the SSB)service, as described in requirer
the system shall prevent unauthorized access to NHS:CRS systems and data (although d3
local systems may be accessed during the use of localduthentication when the SSB is unav
such situations, the system may either trigger an™WHS CRS log-in and apply NHS CRS acces

described
se of local

bcal RBAC

juirement

hent 3.1.3,
hta held in
hilable). In
s controls

when the user attempts access to NHS CRS systems, or provide an NHS CRS login function call from

within the system, i.e. the user shall not berequired to log-out of the system to authentic
and log back in again before NHS CRS acgess is granted. Once the User has successfully
the NHS CRS log-in the User should remain authenticated to the NHS CRS for the duration ¢
session, while conforming to the Spine session timeout, inactivity timeout and Smartcar
requirements.

The only exception to this requirement is that system-initiated interactions may retrievg
using PDS Retrieval or PBS:Simple Trace messages. Systems shall not write any data to P[]
SSB authentication.

IG Requirement 3.4,9-(UK case specific requirement on use of smart cards)

Users whoseSmartcard is not recorded on the system (see previous requirement) can onl
authentication’ and will not therefore be allowed access to system functions for which §
access is.réquired.

IG Requirement 3.1.10 (UK case specific requirement on use of smart cards)

hte on SSB
rompleted
fthelocal
d removal

» PDS data
S without

y use local
martcard

Periodically the application shall check for the presence of the local ticket to ensure an authenticated

smartcard is present, unless the applicationis performingavalid exceptionin allowing the smartcard

to be removed for receiving another smartcard.

Russian Federation

Ministry of Healthcare recommendation 2009-12-23 req. 6.2 (optional)

Username and password.

B.6.6 Protecting user profiles, passwords, and other authentication tokens

Brazil

NGS1.02.03: Protecting authentication parameters
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All data or parameters used in the user authentication process must be stored or transported in a
secure manner. For example, storing only the hash code of the user’s password and ensuring that
the storage location has access restrictions. Only unquestionably safe algorithms shall be used, such
as SHA-1, SHA-2 or their successors, and/or cryptographic-encryption with Triple Data Encryption
Standard (3DES), Advanced Encryption Standard (AES) or their successors.

NOTE Intechnologies thatemploy seeds to generate the code, the seed mustbe protected againstunauthorized
access and change.

USA

CCHIT SC3.11: Authentication

CCHIT SC6.02: Technical Services

UK
UK IG Requirement 3.3.8

When passwords are used, the system shall support the ability to protect passwords when
transported or stored through the use of cryptographic-hashing with SHA1, SHA 256"or their
succepsors and/or cryptographic-encryption with Triple Data Encryption Standard (3DHES),
Advamced Encryption Standard (AES) or their successors.

Canadian: Ontario 5.3.12.a (System Access Management);

ISO/IEC 15408, CC SFR: FCS_CKM;

NIST $P 800-53: SC-12 CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT:
HIPAA: 164.312(e)(1); 164.308(a)(5)(ii)(D)

FIPS RUB 197

FIPS RUB 140-2

Wher] passwords are used, the system shall notdisplay passwords while being entered.
ISO/IEC 15408, CC SFR: FPT_ITC;

ISO/IEC 27002:2005, 9.2.3;

HIPAA 164.312(a) (1)

The system shall ensure/that, when stored locally, user profile information which supports RBAC

mechanisms is protetted from unauthorized access (including view, modify, or delete).

B.6.7 Passweords

Brazil

NGS1.02.04: Password quality

70

Condition: Use of authentication based on username/password.
Use the following security controls:

Password quality: Check password quality at the time the user defines it. Passwords shall have at
least eight characters, of which at least one must be non-alphabetic.

Frequency of password changes: The EHR shall include a functionality that forces users to change
their password according to an adjustable maximum time period.

ABNT NBRISO/IEC 27001:2005, A.11.5.3
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USA
CCHIT SC 03.02: Authentication

When passwords are used, the system shall support password strength rules that allow for minimum
number of characters, and inclusion of alpha-numeric complexity.

Canadian: Alberta 7.3.12 (Security)

Canadian Ontario 5.3.12.b (System Access Management);

)

ASTM: E1987-98;

— 7 — 7’ —_ 7

NIST SP 800-53: 1A-2 USER IDENTIFICATION AND AUTHENTICATION (no strength of passwdrd);
ISO/IEC 27002:2005, 9.3.1.d;
HIPAA: 164.

CCHIT SC 03.05: Authentication

When passwords are used, the system shall provide an @dministrative function that resets
passwords.

ISO/IEC 15408, CC SFR: FMT_MTD;
ISO/IEC 27002:2005, 9.2.3.b, (9.3.1.f);
HIPAA: 164.312(d); 164.308(5) (ii) (D)
CCHIT SC 03.06

When passwords are used, user accounts that have been reset by an administrator shall require the
user to change the password at nexfsuccessful logon.

ISO/IEC 15408, CC SFR: FMT_MTD;
ISO/IEC 27002:2005, 9.2-3\b, (9.3.1.f);
HIPAA: 164.312(d); 164:308(5) (ii) (D)
CCHIT SC 03.09: Authentication

When passwerds are used, the system shall allow an authenticated user to change their|password
consistent with password strength rules (SC 03.02).

ISOJEC 15408, CC SFR: FMT_MTD;

HIPAA: 164.308(a) (5) (ii) (D)
CCHIT SC 03.10: Authentication

When passwords are used, the system shall support case-sensitive passwords that contain typeable
alpha-numeric characters in support of ISO-646/ECMA-6 (aka US ASCII).

Canadian: Ontario 5.3.12 (b);

NIST SP 800-63;

HIPAA: 164.308(a) (5) (ii) (D)
UK
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UK IG Requirement 3.15.2 (UK case specific requirement)

Any local authentication should be based on a user identity which is then authenticated at least
through the use of a separate password.

UK IG Requirement 3.15.3 (UK case specific requirement)

Passwords should be managed following the recommendations in the CESG Infosec Memorandum
No. 26, available by email request to esp.ig@nhs.net

UK IG Requirement 3.15.5

Systens must ensure that passwords can be enforced to a policy as defined in Reference: NPHIT-
FNT-TO-IG-IGCOM-0066 Single Factor authentication password Policy

Russian Federation
Russian Ministry of Healthcare recommend. 2009-12-23 req. 6.2 (optional):

Password|quality: alphanumeric password 6 chars or more.

B.6.8 Failed Login Attempts
USA
SC 03.04: Authentication

The slystem shall enforce a limit of (configurable) conseéiitive invalid access attempts by a uger.
The slystem shall protect against further, possibly malicious, user authentication attempts using
an appropriate mechanism (e.g. locks the account/node until released by an administrator, lo¢ks
the ag¢count/node for a configurable time period,;er delays the next login prompt according tp a
configurable delay algorithm).

Canadian: Ontario 5.3.12.c (System Access Management);
ISO/IEC 15408, CC SFR: FIA_AFL, FMT(SAE;
NIST $P 800-53: AC-6 UNSUCCESSEUL LOGIN ATTEMPTS, AC-11 SESSION LOCK;
[SO/IEC 27002:2005,9.3.1.¢, 9.5.2.¢;
HIPAA: 164.312(a)(1); 164.308(a)(5)(ii)C; 164.308(a)(6)
Russian Federation
Russian Ministry of Héalthcare recommendation 2009-12-23 req. 6.2 (optional)

The system shall'enforce a limit of consecutive invalid access attempts to the security subsystem bl a
user.

B.6.9 User feedback during authentication

USA

CCHIT SC 03.07: Authentication
The system shall provide only limited feedback information to the user during the authentication.
ISO/IEC 15408, CC SFR: FIA_UAU;
NIST SP 800-53: 1A-6 AUTHENTICATOR FEEDBACK;

HIPAA: 164.312(d); 164.308(5) (ii) (D)
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B.7 Privilege management

B.7.1 Access privileges

Brazil

NGS1.04.03: Managing users

Enable user management (create, remove, and change), role management (create, remove, and

change), and group management (create, remove, and change).

NG

NG

CC

$1.04.04: IT related roles
Support functionalities that allow at least the following activities:
Audits of the system activity logs;
System setup;
Permission management;
User management;
Produce and restore safety copy.
S1.04.05: Access control setup

Provide the necessary mechanisms to implement afxa¢cess-control policy using access-prda
considering the role of the user, the groups, and the operations that can be performed, ind
differences between queries and inclusions/changes. Consider that a single user can have
one role.

HL7 ERH-S FM IN1.2;

ABNT NBR

ISO/IEC 27001:2005, A.11.6
ISO 18308:2011(E) PRS3:3
HIT SC 01.02: AccessEontrol

The system shall provide the ability for authorized administrators to assign restrictions or
to users/groups

Canadign:Alberta 4.1.3 (EMR);
ISOAEC 15408, CC SFR: FMT_MSA;

file setup,
luding the
more than

privileges

NIST SP 800-53: AC-56 LEAST PRIVILEGE; AC-5 SEPARATION F DUTIES

HIPAA: 164.312(a)(1); 164.308(A)(3)(1); HITSP/TP20

CCHIT SC 01.03: Access Control

The system must be able to associate permissions with a user using one or more of the

following

access controls: 1) user-based (access rights assigned to each user); 2) role-based (users are
grouped and access rights assigned to these groups); or 3) context-based (role-based with additional
access rights assigned or restricted based on the context of the transaction such as time-of-day,

workstation-location, emergency-mode, etc.)
Canadian: Ontario 5.3.12.e (System Access Management);

ISO/IEC 15408, CC SFR: FDP_ACC, FMT_MSA;
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ASTM: E1985-98;

NIST SP 800-53: AC-3 ACCESS AND INFORMATION FLOW CONTROL; SC-3 SECURITY FUNCTION
ISOLATION

HIPAA: 164.312(a)(1); 164.308(A)(3)(1);
HITSP/TP20

Canada

Canada Heattirtfoway Security Requirement 58—Grantimg Access to Usersby Rote————————————

The EHRi and all POS systems connected to the EHRi must supportrole-based access control {tRBAC)
capalle of mapping each user to one or more roles, and each role to one or more system functions.

Ratiopale: As a practical matter, users of POS systems connected to the EHRi (and therewill be mgny
thouspnds of them) cannot individually be mapped to system functions upon user registration in
order|to control the extent of their user access privileges. Such a mapping is €60 complex and {oo
error|prone to be done on a user-by-user basis. Rather, users must be mapped*to roles, and then the
roles mapped to system functions.

Therq are significant issues related to using RBAC to support an intéroperable EHR that must|be
resolyed before the EHRi can make full and effective use of RBAC¢These issues are summarized in
Appendix A-1 Privacy and Security Implications Connected With Actors.

The EHRIi and all POS systems connected to the EHRi muist be capable of assigning users to working
grouyls and of granting access to records based on working groups.

Rationale: It is unreasonable to assume that alliphysicians will be able, via the EHRI, to view the
EHR qof all Canadian patients/persons. At a minimum, VIPs and other selected patients will requfire
restriction of their EHRs to just those individuals who are known members of their healthcare tegm.
This {s a privacy protective feature that.all Canadians might reasonably expect to protect their
PHI fjom potential access by any arbitrary healthcare provider registered to use the EHRi. Thiq in
turn fequires some mechanism for obtaining information on a patient/person’s relationships wijith
his o1 her healthcare providers:Such information could be extracted from the patient/persdn’s
EHR. [n addition, there may be;a need to maintain a list of one or more workgroups to which the
user iis a member. Examplesymight include surgical teams at a specific hospital or physicians wijith
admiffting privileges at aispecific hospital. Such workgroups would enable a user’s relationship wjith
a patient/person to bé&inferred from existing relationships between the patient/person and other
members of the workgroup.

It is ijnportanttonote that the EHRi cannot reasonably be the authoritative source of informatjon
for al| workgreup assignments, as they are too fluid and change too quickly to manage centrally.
It is gxpected that POS systems will track such assignments where necessary (e.g. in a hospital
1nfor atlon system) and that the EHR1 w1ll rely on thls data where avallable Itis expected that he

' on
and a healthcare prov1der where such a relatlonshlp can be 1nferred from the ex1st1ng PHI (e.g.
where a healthcare provider has already provided care to the patient/person, contributed data to
the patient/person’s EHR, ordered tests, prescribed medications).

Canada Health Infoway Security Requirement 63: Granting Access By Association
The EHRi and all POS systems connected to the EHRIi:

a) mustbe capable of associating users (healthcare providers) with the records of patients/persons
and allowing future access based on this association; i.e. they must be capable of granting
discretionary access to records based on a registered user with legitimate and pre-existing access
to a patient’s record(s) granting access rights for that (those) record(s) to another registered user;
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b) must not allow users to grant other users access to a record if the granting users themselves do
not possess such access with respect to the record; and

Note that granting other user’s access to a record does not over-ride the role based access control
restrictions of those other users.

Rationale: This requirement is essential if Security Requirement 60 is to be made effectively
operational. As noted above, discretionary access control does not “trump” role based access
control. For example, a family physician can grant another physician (a specialist, say) full access
to one of her patient’s records. The specialist might later use that access to write an e-prescription

UK
UK

UK

UK

UK

for the patient-However, if the phycir‘inn grants access-to-anurse, the nurse cannotlater write an

e-prescription for the patient, as role based access control would typically prevent fiyrses from
exercising such a function.

IG Requirement 3.3.2

The system shall implement role-based access control to authorize qSets’ access to the system’s
functions and data.

IG Requirement 3.3.3 (UK case specific requirement)

A System which integrates with the NHS CRS RBAC framework shall obtain informatign about a
user’s allocated Role Profiles by using the SAML interfaces provided by the Spine for thi$ purpose,
as defined in the Spine External Interface Specification (EIS).

IG Requirement 3.3.6

A system which integrates with the NHS CRS*'RBAC framework shall implement the nationally-
defined mapping from Job Role/Work Areato Baseline Activities as published by the authority.

The system shall implement a processfor incorporating updates to the nationally definedl mapping
from Job Role/Work Area to Baseline Activities as published by the authority from time to time.

IG Requirement 3.3.7

Where an Existing Systems-Supplier is not required to support SSB authentication, the system shall
implement local role-hased access controls which support the allocation of access rights in line with
the nationally-defined Job Roles/Areas of Work and Activities. Those local RBAC mechanigms must:

Restrict users’ use-of the system to specific functions, assigned by the system manager(g) and only
by the systenrmanager(s);

Not allow\atty user access to their allocated functions until they have entered their user identity and
password

Access controls must include the ability to segregate access to the following functions:

Viewing the audit trail
Accessing inactive staff details

Accessing the records of patients that are not normally accessible to system users (for example in
the case of GP systems, to the records of patients that are not currently registered at the practice).

UK IG Requirement 3.3.9

a)

The system must verify that the organization of the role-profile selected is that of the system the
user is attempting to log into and only allow users to log in if either:

The organization within the selected role-profile matches the organization code within the system,
or
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— In a community pharmacy setting, the role and area-of-work of the selected role-profile matches
that for community pharmacist users, and the organization within the selected role-profile is that of
the special notional organization (organization code FFFFF) set up to support EPS R2. The system
shall only support the use of a role-profile of the FFFFF organization if there is no appropriate
organization-specific role-profile associated with the user.

b) Within a role-profile selection screen, the system should display only those role profiles that are
applicable to the system the user is attempting to log into. In addition any role-profile with the
FFFFF organization will only be visible when there is no organization-specific role-profile for that
organization. The system must makeitclearto the user whichrole-profileis beingused by the system:

itwil
case
(non-

UK IG Re

Suppl
Natio

that R
and a

Russian Federation

Russian M

The syste

access maltrix.

B.7.2 R
Canada
Canada H

The E
repor

a w

b) w

c) which privileges (viewing, modification, etc.) the user has in respect to each of these records

Ratio
be to
there
make

e user should not have to explicitly select it from a list that includes any other nonapprepri
atching organization) or less-appropriate (FFFFF organization) role-profiles.

irement 3.3.10

jers must provide details of the mapping of their local system functions to activities from {

ich
hte

he

as have information to enable them to allocate users the appropriate job roles, areas of w
hy additional activities) and also to support the compliance process.

inistry of Healthcare recommendation 2009-12-23 req. 5.1t

m shall provide the ability to assign restrictions or privileges to users/groups according to

pporting access privileges

balth Infoway Security Requirement 63a: Reporting the Access Privileges of a User

HRi must - and POS systems connected to the EHRi should - provide functionality that g
t, for a given user:

nich records the user can access;

hich portions of the nécord the user can access;

hale: Past experience with popular operating system software has shown how difficult it ¢
HetermineWhether a given user can access a given record or exercise a given privilege unl
is an explicit facility within the system to answer such questions. The lack of such a facility (
it extremely difficult to detect and correct errors in the assignment of user access privileg

nal RBAC Database, using the template provided. This is to support the RA-process (to ens:l:re

rk

an

an

an
£SS
an

UK

UK IG Req

uirement 3.1.12

The application shall make it possible for Users to validate the role and organization relevant to the
access they are being granted so as not to be able to claim ignorance of that role or organization, or
otherwise justify a lack of awareness of the significance of their actions.

B.7.3 Restrictions on access privilege

USA
CCHIT SC

76

01.01: Access Control
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The system shall enforce the most restrictive set of rights/privileges or accesses needed by
users/groups (e.g. System Administration, Clerical, Nurse, Doctor), or processes acting on behalf of

users, for the performance of specified tasks.
ISO/IEC 27002:2005, 9.1.1.2.b;

HIPAA: 164.312(a) (1); 164.308(a) (3) (1)
HITSP/TP20

NIST SP 800-53: AC-6 LEAST PRIVILEGE;

Cal
Ca

UK

UK

UK

A 9
the

AC-5 SEPARATION OF DUTIES
nada
hada Health Infoway Security Requirement 59: Selecting A Single Role Per Session

All POS systems connected to the EHRi must ensure that each user will access applic3

itions and

services of the EHRI in a single role (i.e. users who have been registered with more than one non-

overlapping role must designate a single role during each EHRi ses§ion).

Rationale: Users who wear many disparate hats need to weafthem one at a time. For ¢
general practitioner who works in the Emergency Department of a rural hospital one d
(and who has emergency override privileges while on duty) must clearly indicate to the P
when she is acting in this capacity and must do so priofto‘accessing a patient/person’s E
EHRI.

Another example would be an EHRIi user accessifig EHRi records as a clinician and also 3
as aresearcher.

A hierarchical organization of roles, accommodating users who frequently switch bety
roles that are both related to clinical eare, would greatly reduce user frustration from 1
having to switch between one role.and the other.

See also: ISO/IEC 27001:2005, A.p1.2.2

IG Requirement 3.3.4

A system which ifitegrates with the NHS CRS RBAC framework shall allow the user to se

xample, a
Ay a week
DS system
HR via the

ometimes

ween dual
heedlessly

ect which

of the Role Profiles allocated to the user is to be applied to that user’s session with the appllication. If

no selectiomis,made, the system shall apply the Role Profile selected at the initial login to
IG Requirement 3.3.5
ystenrwhich integrates with the NHS CRS RBAC framework shall allow the user to selec

Role Profiles allocated to the user is to be applied to that user’s session with the applica
d o+ cC

NHS CRS.

t which of
tion. If no

sel

tha DAl D10 cnlaota dhon st ol 1o 0 NTT
CITU INVUIC T TUITICU SUItTilCUu du LIIC 111itidr l\lslll LU INITTIO U

B.7.4 Delegation of access privileges

Brazil

NGS1.04.07: Delegating power

:S.

The delegator is the individual in charge of authorizing delegation of power and the delegatee is that

who receives the delegation of power. Accordingly:
The delegator must have prior permission to grant such permissions;

The delegation of power must be recorded in the system;
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— Thed
— Thed
— Thed

elegation of power must inform the following:
elegator;

elegatee;

— Thereason;

— Thed
— Thep

ate and time granted;

eriod of time the permission is granted.

NOTE
about

Canada
Canada H
The E

a) muystbe capable of associating users (healthcare providers) with the records of patients/persg

and 3
discreé
toap
and

b) m
not p

Note that
restrictio

B.7.5 R¢
USA
CCHIT SC

The s
The p
histo

HIPA
HITSH

Canada

An example of delegation of power is a physician who delegates the power to enter informat]
h patient into the EHR to a nurse.

balth Infoway Security Requirement 63 Granting Access by Association

HRi and all POS systems connected to the EHRIi:

llowing future access based on this association; i.e. they must’be capable of grant
tionary access to records based on a registered user with legitimate and pre-existing acc
atient’s record(s) granting access rights for that (those) record(s) to another registered us

1st not allow users to grant other users access to a record if the granting users themselves
ssess such access with respect to the record.

granting other users access to a record does not over-ride the role based access cont
1s of those other users.

prmoving access privileges

01.04: Access Control

ystem shall support renioyadl of a user’s privileges without deleting the user from the systg
urpose of the criteriais to provide the ability to remove a user’s privileges, but maintai
y of the user in the&lsystem.

: 164.308(a) (4] [ii) (C); 164.308(a) (3) (i) (C);
TP20

Canada H

ion

ns

ng
PSS

do

rol

m.

balth Infoway Security Requirement 62: Timely Revocation of Access Privileges

The EHRIi and all POS systems connected to the EHRi must support the revocation of user access
privileges in a timely manner; i.e. to immediately prevent the user from logging on, after access
privileges have been revoked.

Rationale: This requirement ensures that user access privileges to the EHRi can be immediately and
systematically suspended if there are grounds to do so.

78
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B.8 Acceptable use

B.8.1 Notifications to users

USA

CC

UK

UK IG Requirement 3.1.11

Th
us
19

tinpe-to-time.

B.

B.9.1 User session timeout

Br

N(GS1.03.01: Closing an inactiveisession

SC'e

©lI

)
IFR.03

HIT SC 06.07: Technical Services

:2013(E)

The system, prior to access to any PHI, shall display a configurable warning or login banner (e.g.

“The system shall only be accessed by authorized users”).

banner immediately following authorization.

CC 2.1 L.4 TOE access banners (FTA_TAB); CC 3.0 FIA_TIN.1 Advisory warning message;
NIST SP 800-53 AC-8 System Use Notification

HIPAA 164.308(a)(5)(i); 164.308(a)(5)(ii)

e application shall prominently display the following message upon application start-up
er's of their responsibilities and the legal constraints on the use of the system: “Computer }
D0 - Unauthorized access to this system is an offence.”:Note that this wording may be upd

D Session security

nzil

The user’s session can-be’terminated after an adjustable inactive period, invalidating t
control parameter, using, for example, a cookie.

ABNT NBR ISO/IEG27001:2005, A.11.5.5

Terminate an electronic session after a predetermined time of inactivity.

In the event that a system does not support pre-login capabilities, the system shall d]isplay the

to remind
flisuse Act
ated from

he session

2N, Al A A
U U0, AUtIICTTITICAtIUIT

The system upon detection of inactivity of an interactive session shall prevent further viewing

and access to the system by that session by terminating the session, or by initiating a se

ssion lock

that remains in effect until the user re-establishes access using appropriate identification and

authentication procedures. The inactivity timeout shall be configurable.
Canadian: Alberta 7.3.14 (Security)
Canadian Ontario 5.6.12.a (Workstation Security);

ISO/IEC 15408, CC SFR: FTA_SSL, FMT_SAE;
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NIST SP 800-53: AC-7 UNSUCCESSFUL LOGIN ATTEMPTS; AC-11 SESSION LOCK; AC-12 SESSI
TERMINATION

HIPAA: 164.312(a) (1); 164.312(a) (2) (iii)
Canada
Canada Health Infoway Security Requirement 72: Restricting Access to Unattended Workstations

All POS systems connected to the EHRi must protect unattended workstations against

ON

an

unauthorized person taking the opportunity to use the workstation while the POS is active, either

with futomatic timeout after a period of inactivity or by placing the workstations in a physicd
securp area.

Ratiopale: Most systems already implementing this requirement, at least at a rudimentary le
(e.g.: qutomatic timeout after a period of inactivity). Some workstations are positionedin physica
securp areas (e.g.: behind the prescriptions dispensing counter in a pharmacy). Proper position
of wopkstations also plays a role in ensuring that the patients/persons cannot see the detailg
other[people’s records.

UK
UK IG Requirement 3.8.1

The gystem shall provide controls to protect unattended workstations from being accessed
unautthorized person(s), with automatic timeout after a period of user inactivity; this may
achieyed by application of a screen-saver or application lecking, requiring a legitimate user to
authepticate. Automatic timeout will be preceded by a warning that timeout is about to take pl
(this warning to be a configurable period before timeogut, default being 60 s).

UK IG Requirement 3.8.2

The sfystem shall provide a facility for the usér to lock the system with a single action, this act
hiding any patient-identifiable data fromiew and ensuring that reauthentication is required
the application to be resumed.

UK IG Requirement 3.8.3

Wher] access is denied due te-the requirements in this clause, the same user can return to th
sessign by re-authenticating, ot any other user can log off the previous session (without return
to it) In order to be able to-proceed with a new session.

UK IG Requirement 3.1.5-(UK specific)
The system shalliintegrate with Spine Security Broker mechanisms for notification of:
— Sessign Timeout

— Inactivity Timeout

1y

vel
1y

ng
of

by
be

pce

on
for

eir
ng

— Smartcard Removal

— Where notified of one of these events, the system shall ensure that a user is challenged to

re-

authenticate as described above in requirement 3.1.4 before being allowed to continue using the

NHS CRS system.

— The system shall do this by registering a Token Listener (See External Interface Specification and

3.1.6 in this Technical Specification for further information).

— Note that the session and inactivity timeout values are set by the Authority and may be changed

from time to time.

UK IG Requirement 3.1.6: (UK case specific requirement)
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SSO Token Listener To detect when a User’s session ends, as described above in 3.1.5, the system

must ‘listen’ for SSO Token events.

NOTE The User’s Spine session is autonomous to the User’s Accredited Service session(s).

The Spine Security Broker (SSB) SSOTokenListener interface provides a mechanism for ap

plications

that need notification when an SSO token expires. The token will expire if it reaches its maximum

session time, or maximum idle time, or if an administrator terminates the session.

The system shall invoke the addSSOTokenListener method using the SSOToken interface; this

method implements the SSOTokenListener interface. A call-back object will be invoked

UK

Su
us
wh

B.S
Ca
Ca

determine the time, and the cause of the SSO token expiry.

a HTTP POST request that transmits XML data to a servlet in the system; the\system re|
HTTP Post and uses the information contained therein to take action as appropriate.

More detail is provided in the External Interface Specification.
IG Requirement 3.1.7: (UK case specific requirement)

The system shall keep a user session alive while that user is agtively using the system. Th
achieved by using appropriate token refresh functions with/the SSO API available as part
service.

Ch refreshes, which reset the inactivity timer on the Spine, can either be triggered every t
ers a function which interacts with the Spine (e.g. PDS'retrieval) or by using a local idle tim
ich causes a refresh before the Spine idle timeou€is invoked

D.2 Connection timeout
nada
hada Health Infoway Security Requirement 70: Restricting Connection Times to EHRi Appl

Where appropriate, the EHRi should restrict connection duration to EHRi application g
provide additional security-for access to those applications.

when the

SSO token expires. Using the SSOTokenEvent (provided through the call-back), the-system can

In the destruction of the Session Token, the SSB invokes the registered call-back.The cpall-back is

ceives the

is shall be
of the SSB

me a user
cout timer

ications

ervices to

Rationale: This requirement is sometimes used in high security applications to force a recofnect (and

he
of

(e.

cohnections to_ dan EHRi would typically not last more than a few minutes.

B.S
Br

nce re-authentication)when a connection has been held open for an excessively long time. ]
[ime to maintain‘a,connection varies with the nature of the application and the types of co
b.: server to sefver or client to server). Given the messaging framework defined in the EHRS

D.3 Session security

'he length
nnections
Blueprint,

nZil

NGS1.03.02: Security against user session theft

NO

The communication session shall have security controls to prevent the user’s session from being

stolen.

TE A session can be stolen even during protected sessions (e.g. SSL/TLS). For example, if the session is
controlled through a cookie in the URL, under some situations the URL of a user’s session can be obtained and
used by another user, assuming the personality of the prior user.

ABNT NBR ISO/IEC 27001:2005, A.10.8

©lI

SO 2013 - All rights reserved

81


https://standardsiso.com/api/?name=1484dc49ada4ee08a643deddc69f31f4

ISO/TS 14441:2013(E)

B.10 Maintaining data availability

B.10.1 Data backup and recovery
Brazil
NGS1.05.01: Backup/Recovery
The EHR shall allow making security copies that meet the following requirements:

Exportthe security attributes together with the data;

Ensute that when restoring from a security copy and files that the security attributes and tlJeir
assocjations are automatically restored without administrator intervention;

Ensute that only users with the role of backup operator can export and restore a,security copy,
making sure that this user does not have direct access to the information.

ABNT|NBR ISO/IEC 27001:2005, A.10.5
NGS1.05.92: Check integrity in data restoration

Therd shall be a control that ensures that information integrity is checked both when generating
and r¢storing a security copy.

ABNT|NBR 1SO/IEC 27001:2005, A.10.5
USA
CCHIT SC|05.02: Technical Services

The slystem shall be configurable to prevent cortuption or loss of data already accepted into the
systemn in the event of a system failure (e.g. integrating with a UPS, etc.).

ISO/IEC 15408, CC SFR: FPT_RCV;
HIPAA 164.312(c) (1)
CCHIT SC|08.01: Backup/Recovery

The system shall be able to-generate a backup copy of the application data, security credentials, gnd
log/atdit files.

Canadian: Alberta 7.3.16 (Security);
ISO/1IEC 15408,.C€-SFR: FDP_ROL, FPT_RCV;
HIPAA: 164:310(d)(1)

CCHIT SC8:02: Backup/Recovery

The system restore functionality shall result in a fully operational and secure state. This state shall
include the restoration of the application data, security credentials, and log/audit files to their
previous state.

Canadian: Alberta 7.3.18.9 (Security);
ISO/IEC 15408, CC SFR: FAU_GEN;
NIST SP 800-53: AU-2 AUDITABLE EVENTS;
HIPAA: 164.310(d) (1)

CCHIT SC 08.03: Backup/Recovery
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If the system claims to be available 24x7 then the system shall have ability to run
concurrently with the operation of the application.

Canadian: Alberta 7.4.2.5 (Technica+D1l);
ISO/IEC 15408, CC SFR: FDP_ROL;
HIPAA: 164.310(d) (1)

Canada

a backup

Ca

Ru
Rul

Rul

Intlegrity of security subsystem software shall be checked during each operating system rest

B.[11 Protecting data)during transmission

B.
Br
NG

1 LI 1l L £ Fal . Y . 20 Fal 1 I " - L1 -
IdUd ICdIUT IITIIOWdy SCCUl'lly RCYUITCTIIICIIL. OU. SCCUICTLY DAdCKIITg UD Ddld

All organizations hosting components of the EHRi must

integrity, and availability of the data; and
b) store the backed-up data in a physically secure environment off-site:

Rationale: Several technologies are available to ensure the confidentiality of data durin
such as encryption or the use of de-identified data.

Jurisdictions must determine the level of protection required based onrisk, technicaland o
aspects.

ssian Federation

ssian Ministry of Healthcare recommendation 2009-12-23 req. 6.2 (optional)
The system shall back up personal data to removable storage.

ssian Ministry of Healthcare recommendation 2009-12-23 req. 6.2 (optional)
There are to be at least two copies-of security subsystem software.

There are to be tools for recovéring at least two copies of security subsystem software.

1 1.1 Encrypting-data during transmission
azil

S1.06.01F Communication security between client and server

a) back up PHI and security critical system data in a manner that ensures thé confidentiality,

g storage,

berational

art.

The communication session between the client component (user side) and the server c

omponent

NO

MUuSt feature the f0llowing Security Services: Server authentication, data Integrity,
confidentiality.

TE Examples of this are protocols such as HTTPS (HTTP + SSL/TLS), and IPSEC.

ABNT NBRISO/IEC 27001:2005, A.10.9.2 and A 10.6

NGS1.06.03: Restriction of transmitted data

©lI

and data

In a remote-access EHR, the data transmitted to the client component (user side) shall be only those
presented to the user. This means that any and all processing associated with the selection of data

shall be performed by the server side.

ABNT NBRISO/IEC 27001:2005, A.10.9.2
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4: Communication security between components

In an EHR consisting of several distributed components (i.e. located in different computers), the
communication between those components (e.g. a database) shall offer the following security
components: partner authentication (client and server), data integrity, and data confidentiality.

ABNT
USA

NBRISO/IEC 27001:2005, A.10.9.2

CCHIT SC 06.01: Technical Services

The s
delivd
or the
encryj

Canad
[SO/I1
NIST |
HIPAA
HITSH
FIPS K
CCHIT SC

For sj
shall 1
HTTH

NOTE
1SO/1
HIPAA

CCHIT IFR
Verify

deletipn of electronic‘health information and audit logs in accordance with the standard specif

in Tal

Table
hashi

ystem shall support protection of confidentiality of all Protected Health Information. (P
red over the Internet or other known open networks via encryption using triple-DES (3DES)

Advanced Encryption Standard (AES) and an open protocol such as TLS, SSL, IPSec, XML
ptions, or S/MIME or their successors.

ian: Alberta 7.4.6.2 and 8.4.6.2 (Technical);

C 15408, CC SFR: FCS_COP; FIPS 140-2;

bP 800-53: SC-13 CRYPTOGRAPHIC OPERATIONS;
1 164.312(e) (1); 164.312(a) (2) (iv)

T17,

UB 140-2

06.03: Technical Services

stems that provide access to PHI through @, web browser interface (i.e. HTML over HT’
S).

Web browser interfaces are often used:beyond the perimeter of the protected enterprise network
LC 15408, CC SFR: AGD_ADM;HITSP/TP17;

1 164.312(e)(1); 164.312(a){2)(iv)

.07

thatelectronichealth information has notbeen altered in transit and detect the alteration 3

le 2B row 4:

hg algorithm must be used to verify that electronic health information has not been altet

in trd

nsit. The secure hash algorithm used must be SHA- 1 or higher (e.g. Federal Informat

Proce

CCHIT SC

ssing Standards (FIPS) Publication (PUB) Secure Hash Standard (SHS) FIPS PUB 180-3).

06.04: Technical Services

1)

p)
nclude the capability to encrypt the data communicated over the network via SSL (HTML oyer

nd
ed

B row4: Verification that Electronic Health Information has not been Altered in Transit: A seciire

ed
on

The system shall support protection of integrity of all Protected Health Information (PHI) delivered
over the Internet or other known open networks via SHA1 or SHA 256 hashing or their successors
and an open protocol such as TLS, SSL, IPSec, XML digital signature, or S/MIME or their successors.

ISO/IEC 15408, CC SFR: FPT_RCV; FIPS 140-2; SP800-53: SC-13 CRYPTOGRAPHIC OPERATIONS;

HIPAA: 164.312(e) (1); HITSP T17

Canada
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Canada Health Infoway Security Requirement 31: Encrypting PHI During Transmission

The EHRi and POS systems connected to the EHRi must apply industry standard cryptographic
algorithms and protocols during transmission of PHI to maintain the confidentiality and integrity
of this data whenever it is transmitted outside the physical security perimeter that protects
information processing facilities supporting EHRi servers, applications or data.

Rationale: Interception of confidential information is a serious risk and its alteration in transit has
severe consequences. Providing for the confidentiality and integrity of PHI transmitted by the EHRIi

is a minimum requirement.

Health information legislation does not contain specific directions regarding pnotection of
information during transmission, but there are some general requirements. For example} Ontario’s
health information legislation requires custodians to “transfer” PHI in a secure manner. Manitoba’s
health information legislation requires a trustee who uses electronic means to'request disclosure
and to respond to requests for disclosure to implement procedures to preyeént the interiception of
information by unauthorized persons.

Cahada Health Infoway Security Requirement 32: Protecting Source andDestination Integrity During

Transmission of PHI
The EHRi must protect the source and destination of the message against masquerade dfiring data
transmission of PHI to maintain its confidentiality and integrity.
Rationale: This is a minimum requirement to protect against the threat of masquerade. This
requirement facilitates trusted end-to-end informatien'flow and would require that a technology
such as digital signatures, dedicated lines, or virt&al'private networks be implemented fto protect
source and destination.

UK

UK IG Requirement 3.10.3
To protect the confidentiality andtintegrity of information in transit the system shdll employ
cryptographic techniques which conform to NHS cryptographic standards (as issu¢d by the
Authority from time to time and“available by email request to esp.ig@nhs.net). The use of clear text
protocols as a remote support tool will be restricted to technical or system software support and
not for accessing Personal)or Sensitive Personal Data.

UK IG Requirement 3.11.18
Where a service offered by the Supplier requires the transmission of patient identifjable data
by electronic.means, the data shall be transmitted in an encrypted to the level requited by the
Approved-Cryptographic Standards. This encrypted data can be transmitted via a sequre email
servicesuch as NHS Mail or over an approved network such as N3.
UK IG'Requirement 3.10.2
The-system-shall protect-the-confidentialityand-integrity-of Persenal Dataand-Sensitivé Personal
Data about a patient in transit across untrusted networks, including (but not limited to):

— between data centres,

— between data centres and deployment site LANSs,

— between N3 customers and remote access devices, and

— Dbetween data centres and remote access devices.

Russian Federation

Russian Ministry of Healthcare recommendation 2009-12-23 req. 6.1
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The system shall protect all personal data delivered over the Internet or other known open networks
via cryptographic techniques. Any trans-border exchanges of personal data shall be protected via
cryptographic techniques.

B.11.2 Confirmation of data delivery
Brazil

NGS1.07.08: Proof of delivery

Data exchanges hetween EHR shall have controls to confirm the delivery/reception of the data

NOTE An example of this is TISS.
ABNT|NBR ISO/IEC 27001:2005, A 10.6

Canada

Canada He¢alth Infoway Security Requirement 33: Acknowledging Receipt of Transtitted PHI

Wherf appropriate, the EHRi must obtain acknowledgement of receipt duting data transmissior] of
PHI tq ensure that the transmitted data was received.

Rationale] Message acknowledgement via handshaking or other metheds'is a minimum requirement to
ensure complete receipt of information at its destination.

B.12 Prgtecting data in storage

B.12.1 Protecting data in data repositories
Brazil
NGS1.04.41: Preventing access by unauthorized eritities
Forbid access to the EHR-S and DBMS by non-authenticated and unauthorized entities.
HL7 ERH-S FM IN1.2 ABNT NBR 1SQ/IEC 27001:2005, A.11.6.1
NGS1.04.92: EHR access control me¢hanism
Ensuite that access to thé-EHR is possible only through an access control mechanism.
HL7 ERH-S FM IN1.2
NGS1.07.05: Using S6BD
The EHR shall be stored and protected by a Database Managing System (SGBD)

NGS1.07.06: Preventing direct access to the SGDB

EHR users shall not have direct access to the SGBD. User access to the EHR shall be allowed only
using the EHR’ access control and authentication component, never directly to the SGBD, except
when making security copies.

NGS1.07.07: Encrypted patient identification data

Any data identifying patients shall be encrypted to prevent rebuilding their EHR through
unauthorized access to the EHR database or security copy (produced to safeguard data).

ABNT NBRISO/IEC 27001:20054 10.7.3
USA
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CCHIT IFR.05

Ca

Encrypt and decrypt electronic health information according to user-defined preferences (e.g.
backups, removable media, at log-on/off) in accordance with the standard specified in Table 2B row

1.

Table 2B row 1 General Encryption and Decryption of Electronic Health Information: A symmetric 128

bit fixed-block cipher algorithm capable of using a 128, 192, or 256 bit encryption key mu
(e.g. FIPS 197 Advanced Encryption Standard, (AES), Nov 2001).

nada

st be used

Ca

UK
UK
Th

pa
da

B.

hada Health Infoway Security Requirement 36: Protecting Data Storage

All organizations hosting components of the EHRi must protect electronic media“conts
or security critical system data, including user registration data, by one or more of the
means:

a) physically protecting the media in accordance with Security Requirement 18;
b) securely de-identifying the PHI it contains; or
¢) encrypting the data it contains.

Rationale: Protection of the PHI is essential if use and™disclosure of this informatio
controlled. In this sense, this requirement follows from‘th€ privacy requirements of 4.5. E
of data stores is still uncommon in healthcare and healthcare organizations have been slo
use of contemporary technology for encrypting databases. Attempts to de-identify data
databases are frequently inadequate and sometithes easy to subvert.

Protection of user registration data are essential to maintainingits integrity (and hence th
of the user authentication process). Protecting its confidentiality is essential to maint
trust of healthcare providers (who, fot)example, do not want to be sent marketing mate
spammers gaining access to a poorljzsecured list of contact details for users).

While physical protection of data storage will always be essential (to protect system av
de-identification and encryption should be seriously considered in the design of any new

IG Requirement 3.11.2

e system shall-ensure that NHS CRS data, including personal and sensitive personal daf
fient, and auditogs, is protected from unauthorized access and modification when stor
fabases andyer files

| 2.2 Protecting data on portable media

[Sq

ining PHI
following

h is to be
ncryption
w to make
stored in

b integrity
hining the
rials from

hilability),
system.

a about a
ed within

ealso ISO/IEC 27001:2005 A.10.8.3]

uUs
cC

©lI

A
HIT SC 06.06: Technical Services

The system, when storing PHI on any device intended to be portable/removable (e.g. thumb-drives,
CD-ROM, PDA, Notebook), shall support use of a standards based encrypted format using triple-DES

(3DES), or the Advanced Encryption Standard (AES), or their successors.

FIPS 140-2, 1SO/1IEC 15408, CC SFR: FCS_COP, OMB M-06-16, SP800-53: AC-19, HITSP T33;
HIPAA: 164.312(e) (2) (ii)

FIPS PUB 140-2
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Canada

Canada Health Infoway Security Requirement 34: Protecting PHI on Portable Media

UK
UK IG Requirement 3.11.8

UK IG Requirement 3.11.9

UK IG Requirement 3.11.11

UK IG Requirement 3.11.12

UK IG Requirement 3.11.13

All organizations hosting components of the EHRi must - and organizations

connecting to the EHRi should - ensure that PHI and other security critical data stored on removable
media are:

a) encrypted while the media are in transit to protect the data’s confidentiality and integrity; and

)

1-C 1 C. 1 0 11 1 1 . . 1 1
b) p otccicd 1101 LIICIL, WIETC dppropridie, WIIIC LIS IIEUld dI'C 11 LI dIISIU L0 Pprotect Uice dd as
availgbility.

Rationhale: This requirement protects information stored on removable media. Mobile devices are
covergd in Security Requirement 73 (Acceptable Use of Mobile Devices).

Wherf devices or services offered by the Supplier result in the transfer“ef-any patient identifiaple
data qn any portable media, encryption shall be used. The level of enckyption used shall conforni to
the Approved Cryptographic Standards as described in 3.10.3.

The epcryption, decryption, transport, storage and destruction of data which is transferred shallbe
auditgble with the media logged and tracked to ensure all instances are accounted for.

The Sppplier shall ensure that the encryption product used is accredited to FIPS 140-2 and should
have [received CCTM accreditation (see http://www.cesg.gov.uk/servicecatalogue/CCTM/Pages/
CCTM.aspx).

The spipplier shall ensure that the'encryption key for each archive is of an appropriate strength gnd
complexity as detailed in the Approved Cryptographic Standards.

Wherg encryption keysare generated by the system automatically for transfer of data by portaple
medig, the system/shall provide the encryption key to the Data Controller for each encryption
operdtion. In sueh circumstances, cryptographic keys must not be generated by the use of|an
algorithm or.other shared secret that solely combines known or accessible environmental or other
contekt-speeific information, without the inclusion of unique, context specific secret informat{on
as provided by the user or supplier. Context specific, secret information should be controlled gnd
managedintnewith-keymanagementgood 5 e retple

UK IG Requirement 3.11.14

The Supplier shall ensure that any encryption keys generated by the system are stored securely to
enable data recovery in the event of key loss or corruption by the Data Controller.

UK IG Requirement 3.11.15

The supplier shall ensure that the encryption key for each archive is unique to that data archive.

UK IG Requirement 3.11.16
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Where the Supplier system provides a mechanism for sending encryption keys to a recipient, either
electronic or manually, there must be processes in place to ensure that the encryption keys are sent

following a separate communication mechanism to the encrypted data or posted separ
the encrypted media.

UK IG Requirement 3.11.17

ately from

Where a service offered by the Supplier requires the transfer of patient identifiable data by portable

media the media shall be encrypted to the level required by the Approved Cryptographic
and transported in a secure manner. The transfer of Patient Identifiable Data shall be

using Secure Courierservices following Depnartment of Health Encruntion Guidance guid
=] O r J O

Standards
conducted
elines.

See also UK IG Requirement 3.11.7 above.

Russian Federation

Russian Ministry of Healthcare recommendation 2009-12-23 req. 6.1

be protected using firewalls.

Russian Ministry of Healthcare recommend. 2009-12-23 req. 6.2 (optional)

Anl

Lo

B.

B.

Br

DS,

[13 Data integrity

| 3.1 Data integrity checking

nzil

NGS1.07.04: Checking data integrity.

There shall be controls to check the integrity of EHR data in order to prevent user actions

fai

Br

ures from causing data ineonsistencies.

.13.2 Importing data

hzil

N(S1.07.01: Importing data

HL

physician in charge, location, date and time of import, and user who imported the data.

/' ERH-S FM IN1.6

The system shall protectall personal data delivered over the Internet or ether known open networks
via cryptographic techniques. Any connection to the Internet or othér known open networks shall

y portable/removable device used for storing personal data)shall be marked and registerdd in Audit

or system

Data_imported from another EHR via portable device shall be associated with a patient and a

B.13.3 Data integrity during data import

Br

azil

NGS1.07.02: Restricting transmission and exporting of EHR.

©lI

EHR shall be transmitted and exported only in the following situations:
For transmission to another system;
Backup;

To the patient, at the request of the patient, in electronic or printed format;

SO 2013 - All rights reserved
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— In processes requiring printing all or part of the EHR;

— To comply with legal requirements that demand printed paper documents.

All EHR transmission and exportation activities shall be recorded.

USA

SC 06.13: Technical Services

Record disclosures made for treatment, payment, and health care operations in accordance with the

stand

Table 2B 1
patient id
disclosurg

B.13.40
Canada
Canada H

All PC
are cg

Ratio
prese

See al

UK

1 FTENE SR ~ B B T T =
AI'U SpPeECIICU Il 1aDIC 40 TOW 0.

bntification (name or number), user identification (name or number), and a description of
must be recorded.

itput data validation

palth Infoway Security Requirement 78: Validating Printed Data

S systems connected to the EHRi should ensure it is possible to check that hardcopy print-o
mplete (e.g.: “page 3 of 5”).

hale: This is a minimum requirement to promote data.integrity. It prevents covert select
htation of data.

so ISO/IEC 27001:2005, A.12.2.4.

UK IG Re

irement 3.17.5

The Suppliier shall ensure that the system pirovides a means for users to check that hardcopy print-o
are complete (e.g. “page 3 of 5” annotations).

B.14 Req
Canada
Canada H

The |
organ

a) m

rord retention

balth Infoway Privacy Requirement 21: Retaining Records

FHRi, POS,\systems connected to the EHRi, organizations connecting to the EHRI, 4
izationsshosting components of the EHRI:

st Tetain PHI in accordance with record-keeping requirements outlined in legislation; and

ow 6. Record Treatment, Payment, and Health Care Operations Disclosures: The date, tife,

he

Lts

ive

hts

nd

b) s

hould develop guidelines and implement procedures with respect to the retention of P

including minimum and maximum retention periods.

HI,

Rationale: This is perceived to be a heavy burden in legacy or paper based systems; the electronic
health record environment should be designed to implement such rules systematically. At the same
time, patients/persons need to recognize the need of the healthcare system to hold certain core
information about them on a more permanent basis.

UK
UK IG Req

uirement 3.11.6

The system shall ensure all data are stored for periods as defined by DH policy and described in the
NHS Records Management Code of Practice Parts 1 and 2.
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