Technical

Report

ISO/IEC TR

20000~17
Information technology — Service First-edition
management — 2024-10

Part|17:
Scenarios for the practical application

of service management systems based
on I$O/IEC 20000-1:2018

Technologies de l'information — Gestion des services ==

Partie 17: Scénarios pour l'application pratique des systémes de
gestion|des services sur la base de I'lSO/IEC 20000-1:2018

Reference number
ISO/IEC TR 20000-17:2024(en) © ISO/IEC 2024



https://standardsiso.com/api/?name=79b7f366cbee3259826bfd3733c533bb

ISO/IEC TR 20000-17:2024(en)

] COPYRIGHT PROTECTED DOCUMENT

© IS ILCc 20904
SUTTECZUZ™T

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2024 - All rights reserved
ii


https://www.iso.org
https://standardsiso.com/api/?name=79b7f366cbee3259826bfd3733c533bb

ISO/IEC TR 20000-17:2024(en)

Contents Page

Foreword

Introduction

1

2

3

4 Overview of ISO/IEC 20000-1:2018

5 Scenario-based €XAMPIES ... e e 3
5.1 Introduction to the SCENATIOS ...yl et e 3
5.2 What types of services can be used with ISO/IEC 20000-17 ... N 4
5.3 Can an SMS be SUSTAINADIE? ... s e 7
5.4 Can an SMS be used with different methods, frameworks and technologies?+..............cccoc e 8
5.5  Who can be assigned as top Management? ... e .11
5.6  Whatis the difference between the many types of requirements in ISO/TEC 20000-17.......... .11
5.7 How does risk management fit within an SMS? ... s .16
5.8 What are the four types of resources in ISO/IEC 20000-17............ (oo .21
59 How are suppliers managed within an SMS? ... e .23
5.10 Where is project management used within an SMS? ... Lo e .. 25
5.11 Whatis organizational change management and how doe9it fit within an SMS?.................... .27
5.12 How do change management activities operate within‘an SMS? ... .29
5.13 Isitpossible to be creative and innovative within@n SMS7? ... .31
5.14 How does continuous learning and feedback relaté to an SMS? ... .33
5.15 How does remote working impact the SMS?.... 3 .. s .34
5.16 Can an SMS be used together with other management system standards?...........ccnn ..39

Annex A (informative) ISO/IEC 20000-1 ClAUSES ... {0 oot .41

BID IOZGIAPIY ..o st R et 44

© ISO/IEC 2024 - All rights reserved
iii


https://standardsiso.com/api/?name=79b7f366cbee3259826bfd3733c533bb

ISO/IEC TR 20000-17:2024(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
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Introduction

This document provides scenarios, explanations and examples for the practical application of service
management systems (SMS) based on ISO/IEC 20000-1:2018.

These scenarios have arisen from comments resulting from the practical usage of ISO/IEC 20000-1:2018
over the years since its publication. These comments provided evidence of apparent misconceptions and a
lack of knowledge about how ISO/IEC 20000-1:2018 and an SMS can be applied.

This document aims to support users of ISO/IEC 20000-1:2018 in its application to establish and improve
an §MS using examples of practical situations. The list of scenario-based examples in this document\ig not
exhgustive and other scenarios are possible.

© ISO/IEC 2024 - All rights reserved
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Technical Report

ISO/IEC TR 20000-17:2024(en)

Information technology — Service management —

Part 17:
Scenarios for the practical application of service management

Sy

1

Thi§ document provides scenarios, explanations and examples for the practical application of ser
marjagement systems (SMS) based on ISO/IEC 20000-1:2018. These scenarios provideexamples of situat
in which an SMS can be used and how the requirements of ISO/IEC 20000-1:2018 e¢an be applied.

Thiq document can be used with ISO/IEC 20000-1 as well as with ISO/IEC,20000-2, ISO/IEC 200(

ISO

Thi4 document is aimed at:

a)
b)

9

Thi§ document does not add to, change or replace anyefthe requirements in ISO/IEC 20000-1. This docur

isn

stems based on ISO/IEC 20000-1:2018

Scope

[EC TS 20000-5 and other parts of the ISO/IEC 20000 series.

organizations that are intending to implement an SMS based onthe requirements of ISO/IEC 20000
organizations that have already implemented an SMS baséd on the requirements of ISO/IEC 20000-

consultants, trainers and other experts supporting these organizations.

t intended to be used for a conformity assessment.

vice
ions

0-3,

L1

nent

2 |Normative references

Thelfollowing documents are referredt6in the text in such a way that some or all of their content constitjutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the Jatest edition of the referenced document (including any amendments) applies.

ISOAIEC 20000-1, Informatien_technology — Service management — Part 1: Service management syftem
reqyirements

ISOAIEC 20000-10, Information technology — Service management — Part 10: Concepts and vocabulary

3 [Terms and-definitions

For | the _purposes of this document, the terms and definitions given in ISO/IEC 20000-1 [and
ISO/IE€.20000-10 apply.

[SO and TEC Taintain terminotogy databases for use N standardization at the foitowing addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Overview of ISO/IEC 20000-1:2018

ISO/IEC 20000-1 specifies requirements for establishing, implementing, maintaining and continually
improving an SMS. An SMS supports the management of the service lifecycle, including the planning, design,

© ISO/IEC 2024 - All rights reserved
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transition, delivery and improvement of services, which meet agreed requirements and deliver value for
customers, users and the organization delivering the services. The organization in the scope of the SMS can
be a whole or part of a larger organization. The organization in the scope of the SMS can also be known as
the service provider.

ISO/IEC 20000-1 is intentionally independent of specific guidance. The organization can use a combination
of generally accepted frameworks and its own experience. Appropriate tools for service management can be
used to support the SMS.

All requlrements spec1f1ed in ISO/IEC 20000 1 are generlc and are mtended to be apphcable to all

faci 1t1es management. While ISO/IEC 20000-1 can be used "regardless of the organization’s type,or fize,
or the nature of the services delivered"”, ISO/IEC 20000-1 has its roots in IT. It is intended-for service
marjagement of services using technology and digital information. The examples given in this docurhent
illudtrate a variety of uses of ISO/IEC 20000-1.

Exclusion of any of the requirements in ISO/IEC 20000-1:2018, Clauses 4 to 10, is nof acceptable wher] the
orgdnization claims conformity to ISO/IEC 20000-1, irrespective of the nature of the organization.

Thelorganization cannot demonstrate conformity to the requirements specified in ISO/IEC 20000-1 if ofther
partflies, such as suppliers, are used to provide or operate all services, all service‘components or all procelsses
within the scope of the SMS.

Figdre 1 illustrates an SMS showing the clause content of ISO/IEC~20000-1. Numbers in parenthesgs in
Figyre 1 indicate ISO/IEC 20000-1 clause numbers.

© ISO/IEC 2024 - All rights reserved
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Service\
requirement:

<

Services

{}

Customers Service management system (SMS)
(internal Context of the organization (4)
and — Organization and its context — Interested parties — Scope of the SMS — Establish the SMS
external p
) Leadership (5)
— Leadership and commitment — Policy — Roles, responsibilities and authorities
Planning (6)
— Risks and opportunities — Objectives — Plan the SMS
N Support of the SMS (7)
| — ReSOurces — COIMPETENce — Awareness — Communication

— Documented information — Knowledge

Operation of the SMS (8)
Operational planning and Relationship and Service design, build and transition
control (8.1) agreement (8.3) (8.5)
— Business relationship — Change managemeit
Service portfolio (8.2) management — Service design and-+transition
— Service delivery — Service level management — Release anddeployment
— Plan the services — Supplier management management
— Control of parties
involved in the service Supply and demand (8.4) Resolution and fulfilment (8.6)
lifecycle — Budgeting and accounting — JIncident management
— Service catalogue for services ~~&Service request management
management — Demand management = ‘Problem management
— Asset management — Capacity management
— Configuration Service assurance (8.7)
management — Service availability management
— Service continuity management
— Information security management
Performance evaluation (9) Improvement (10)
— Monitoring, measurement, analysis,arid — Nonconformity and corrective action
evaluation

) — Continual improvement
— Internal audit

— Management review
— Service reporting

Figure 1 ==Service management system

5 [Scenario-based examples

5.1| Introduction to the-scenarios

The|scenarios, explapation and examples listed in this document are many and varied. Some are complex
and[some are simple."Some relate to a single clause and others relate to multiple clauses in ISO/IEC 200(

exa

Eacllscenario has a title in the form of a question and an introduction. It is followed by explanation
ples ofhow this scenario can be applied within an SMS. The relevant clause numbers of ISO/IEC 200
at their lowest level are also shown. All clause numbers include their subclauses. See Annex A for a list of

ISOAIEC20000-1 clause numbers and titles.

0-1.

and
D0-1
the

© ISO/IEC 2024 - All rights reserved
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5.2 What types of services can be used with ISO/IEC 20000-1?

Requirements for services contained in ISO/IEC 20000-1 are independent of service size, type, location
or characteristics and therefore can be applied to all services defined in an organization’s SMS. Services
provided by organizations that are managed in an SMS can have a variety of configurations. They can be
simple services or bundled services, depending on the needs of the customers. In addition, many services
and their components are a combination of internally provided and externally provided services. See Table 1.

Table 1 — Using ISO/IEC 20000-1 for different types of services

Toplic ISO/IEC 20000-1:2018 clauke
IT number

CaleSO/IEC 20000-1 be used with micro, aggregated, centralized, decentral- |Clauses 4 - 10
ized or distributed services?

The|requirements in ISO/IEC 20000-1 for managing services through an effective
SMY apply to all types of services regardless of their configuration, size or com-
pledity, or whether they are provided by internal or external service providers. A
seryice can be provided, supported and consumed from any location. Whether a
seryice is micro, aggregated, centralized, decentralized or distributed, it is critical
for ¢ach service component to be defined and documented for planning, imple-
merjting, maintaining, improvement and retirement purposes. Examples of micro,
aggregated, centralized, decentralized and distributed services are:

— |micro: the "buy" button when purchasing a product online;

— |aggregated: an online banking service where all accounts for ghe)user can be
accessed from one page;

— |centralized: a centralized IT network where all users cornnect to a single
central server;

— | decentralized: customers receive energy suppliesifrom multiple sources;

— |distributed: mobile phone networks which use multiple base stations to
provide connectivity.

AltHough all clauses are relevant to operating, supporting, measuring and improv-
ing the services defined in the SMS, of sighificance is configuration management
and|its requirements to define services as configuration items (CIs). Each service
is cgmprised of multiple CIs which.can include other internally or externally pro-
vidgd services, technical compoheérits, service support groups, service consumer
groyps, facilities and documefitation.

Onc services have been défined in the SMS, their configurations and CI relation-
shigs can be defined asw&€ll. This ensures that if there is an addition, modification
or removal of any ser¥ice within the SMS, all requirements in ISO/IEC 20000-1 can
moile easily be addressed and met.

In simmary, ISQ/LEC 20000-1 is applicable to all services defined in an SMS re-
gardlless of:

— |size:miero to large;

— | cemposition: single or aggregated (comprised of multiple CIs or components);

— service provision source: centralized, decentralized or distributed services
provided internally or externally;

— service consumption source: internal or external customers/users.

Can ISO/IEC 20000-1 be used with bundled services? Clauses 4 - 10

An example of a bundled service configuration is an online banking application
provided by a banking organization. This service includes multiple service and
technology components and is used by the bank’s customers. Examples of bundled
services include:

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

online banking application: the service component that processes online
banking transactions;

support group: an internally-provided technical micro service;

network services: the group that supports and enables enterprise network
and internet connectivity;

Eac
the

internet service provider: an externally provided service to connect the
organization to the internet and which provides consumer access to the
online banking application;

web hosting service: an externally-provided service that hosts the website of
the banking organization;

internal service desk: provides first line support services to the staff of the
bank;

customer service desk: provides technical support services to the customers
using the online banking application.

1 service listed can be considered micro to large depending upon the size of
brganization and can be centralized or decentralized depending upon the

reqiirements of the organization. In some cases, components of a bundled:service

can
selv

As 3
ISO
pon
the

moq
toa
Mar
ofa
dle

also be known as underpinning services or can be bundled services them-
es.

bundled service, each service and component is subject to thé requirements of
IEC 20000-1. Due to the defined relationships between theservices and com-
ents within a bundle, any introduction, modification or removal of a service in
bundle can affect other parts. These actions, for examplé; can be the result of a
ification to the context of the organization, a leadership decision or a change

h externally provided service.

agement of change is essential for bundled seryrices, to ensure that the impact
hy introduction, modification or removal of a,service or component in the bun-
s assessed, and that changes are appropriatéely approved and controlled in line

with the requirements of ISO/IEC 20000-1¢

Ard
mer
ship
sery
tool
ty v
equ

bust integrated service managemefit toolset can support all service manage-

t activities including the management of service definitions and CI relation-

s within a service. This includes bundled services like the example above. Each
ice is defined as a CI with its relationship to other Cls. Service management

5 can provide a visual service mapping allowing a view of the CI connectivi-
ithin a service bundle@nd any relationships to other services in the SMS. Of

hl importance is the.storage of, or link to, service-related documentation.

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Topic ISO/IEC 20000-1:2018 clause
number
Can ISO/IEC 20000-1 be used with cloud-based services? 8.2.6

There are cloud-based services that provide requirements management, version |8.3.4

control, reporting, task management, build, test and release management capabil- |g.4.3

ities. The cloud-based services can cover the complete application lifecycle. When |g 5 4

deciding to use a cloud-based service, consider the requirements including the 8.61 8.6.3

following points dependent on the context. e e
871,872,873

a) [Supplier management: are regular supplier reviews carried out to ensure
functional requirements, service levels and performance requirements are
met and concerns are discussed?

b) |Service availability management: how reliable is the service? Can the
customer’s service levels be achieved?

c) |Capacity management: is there enough to meet the customer’s demands,
accounting for peaks in the service or development lifecycle?

d) |Service continuity management: what is the supplier’s data back-up and
restore process? Does it meet the customer’s requirements? How often is this
tested?

e) |Configuration management: how will the service manage new baselines?
f) |Change management: what process is used, what is the approval meghanism?

g) |Incident and problem management: what is the process for raising-an incident
or problem?

h) |Information security management: is the information seicure in the cloud
service?

© ISO/IEC 2024 - All rights reserved
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5.3 Can an SMS be sustainable?

Guided by the UN 2030 agenda for sustainable development and its sustainability development goals
(SDGs), organizations around the globe are adopting initiatives in areas that are crucial for the planet
across environmental, social and economic pillars. ISO/IEC 20000-1 specifies an SMS for managing services
across the lifecycle, by providing visibility, control and continual improvement. An SMS, as an element of the
management of services, can include support across all of the three sustainability pillars. See Table 2.

Table 2 — Sustainability within an SMS

Toplic ISO/IEC 20000-1:2018 claufe
number
Building sustainability into the SMS 4.1,4.2

ISO/IEC 20000-1 specifies requirements for managing services across lifecycle stages|5.1, 5.2
of planning, support, operation, performance evaluation and improvement of services (6.1, 6.2, 613
to fulfil service requirements and deliver value. 8.2.3

Top[management ensures that the organization’s sustainability vision and plan are|g 3%
applied to the SMS through appropriate inclusions in the service management policy,
seryice management objectives and service management plan.

Orghnizations can utilize the SMS to identify sustainability goals and legal or regula®
toryrequirements applicable to service management, such as data centre greemhouse
gas pmissions disclosure.

Any| customer requirements for sustainability are taken into account, fot the SMS.
Thepe can be discussed at customer reviews.

A squrcing strategy can be used to set out the requirements whenSelecting and
maraging suppliers, taking into account alignment to the organization’s goals or
cusfomer requirements for sustainability. Planning the SMS dnddesigning services
inclfides identification and management of risks and opportunities around social and
environmental elements (e.g. health risks, carbon footpriint): These also consider the
imppct on economic aspects.

Impfovements can arise from optimized IT asset utilization, responsible procurement,
susfainable supplier management, and improving 1T facilities operations manage-
mer]t in terms of electricity, water and HVAC (heating, ventilation, air conditioning)
conyumption and other actions that are relevant for the organization.

See|[SO/IEC TS 20000-16:—2 for information on sustainability with service man-
ageent.

Enviironmental aspects 8.1

An §MS can enable a sustainable-supply chain through procurement practices with|8.2.5
evaluation and selection of appropriate suppliers and supplier performance mon- |8.3.4
itor|ng, for example, supplier policies for waste management, carbon neutrality, 8.4.2 8.4.3
estimated lifetime cost of-€nergy consumption of new equipment. 85 2'

Ass¢t management€ngsures that assets used to deliver the services are managed
accgrding to legaland regulatory requirements and contractual obligations which
canfinclude sustainability requirements, for example, selection of assets with min-
imujm eco-foetprint, asset tracking, re-use and effective disposal.

ISO/IEC,20000-1 requires demand management and capacity management to fore-
casfl and'manage capacity requirements as well as to monitor and optimize service
performance. An organization can design its services to use components that have
minimum environmental impact and optimized utilization enabling sustainabil-
ity, for example, to reduce energy consumption per service and reduce resource
requirements (e.g. CPU, memory, storage per service).

© ISO/IEC 2024 - All rights reserved
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Table 2 (continued)

Topic ISO/IEC 20000-1:2018 clause
number

Social aspects 71,7.2,7.3

Effective delivery of an SMS strategy which includes sustainability requires 8.2.3

allocation of human resources with the right awareness, skills and competency 8.3.4

levels to implement the sustainability vision, plan and actions designed within the
SMS. The cultures of the organization, sector and geography are also considered.

Supplier evaluation criteria and sustainability-related contractual obligations
1 1 nd caciira o el o Azl o A i

lnfl nnnnnnnnnn Liar oo Leiac an daoctionc (o g cafa o
AAAAAAA PP e POt e SRt Attt oS- 5 Satre Rt S et e wWorna i S ey o ehS

fairjwages).

Ecopomic aspects 8.4.1
ISOJIEC 20000-1 requires budgeting and accounting for services to enable effective
finajncial control and decision-making for services. Financial accounting can include
costls and cost savings from sustainability actions (e.g. asset reuse, circular economy).
Sustainable procurement and consumption practices affect service costs. Budgeting
and|accounting includes monitoring and reporting on actual costs against budget
(e.glasset reuse, circular economy).

2 nder preparation. Stage at the time of publication: ISO/IEC DTS 20000-16:2024.

5.4 Can an SMS be used with different methods, frameworks and technologies?

The| service management and technology environment is constantly changing. That does not njean
that] ISO/IEC 20000-1 needs to constantly change with each of thiese increments. The requirements in
ISOAIEC 20000-1 are generic and can be used with all types of methods, frameworks and technology. These
are inique to each organization and will impact how the SMS-and the services are designed. See Table 3

Table 3 — Operating an SMS with different niethods, frameworks and technologies

Toplic ISO/IEC 20000-1:2018 clauke
number
The SMS and technology 1.2

ISOJIEC 20000-1 has been written as a generic [nternational Standard that can

be applied regardless of the nature of serviegs delivered or the type or size of

the prganization. Even though the title of'thé document specifies “information
technology”, it is about managing the seryices and the technology used to deliver
the pervices, rather than about definihg the technology used. ISO/IEC 20000-1 has
beep applied in a wide range of sekvices, including pure IT services (e.g. internet
seryices) and services using digital information (e.g. forestry management servic-
es). At the same time, hardly any services today do not make use of an IT compo-
nenf, even if just for payment or registration to the services.

© ISO/IEC 2024 - All rights reserved
8


https://standardsiso.com/api/?name=79b7f366cbee3259826bfd3733c533bb

ISO/IEC TR 20000-17:2024(en)

Table 3 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

The SMS and methodologies/frameworks/tools

Increasingly, organizations adopt service delivery practices that aim for faster
value creation for customers. Like technologies, the requirements in ISO/IEC
20000-1 are also independent of the methodology, products or tools used to imple-
ment and manage the SMS or provide the services. ISO/IEC 20000-1 specifies what
the organization is required to do, not how it is done.

1.2

Detltilcd guidarce to ramage ar SMSamdtheservices camrbe foumd i frammreworks
such as ITIL®2 and process reference models such as CMMI®P for Services. There
are many others that can be considered, such as FitSM®,¢ COBIT® and VeriSM®.¢

Frameworks such as Lean, Agile or DevOps, or a combination of these, can be used
to spipport the management of services.

An ¢rganization can even choose to provision services using their own framework
or np framework at all; the nature of the services with the size and maturity of the
orggnization determines what is most appropriate.

When multiple suppliers are used, the organization can choose to utilize service
integration and management, SIAM™,f which provides a framework to manage
mulkiple suppliers centrally using a service integrator function.

For more information, see:
— |ISO/IEC TS 20000-11 for guidance on using ITIL with an SMS;

— |ISO/IEC TS 20000-14 for guidance on using SIAM with an SMS;
— |ISO/IEC 20000-3 for examples of the use of a service integrator with an SMS;

— |ISO/IEC TS 20000-15 for guidance on using Agile and DevOpsdwith an SMS.

The|ISO/IEC 20000 Handbook: IT service management - A priactical guide, also
contains useful information on this topic.

The SMS and digital transformation

Digital disruption has escalated and the speed of change is evident across indus-
triep resulting in new business models. The use of digital technologies in business
seryices and the need to adapt the organizationto them is referred to as digital
transformation.

Digital transformation can include the useof basic technologies such as process
autgmation or advanced technologies (e.g.’cloud computing, software-defined
infrpstructure, internet-of-things (IoT) and artificial intelligence (AI)).
Thelcommon aspects of current digital transformation technologies suggest the
follgwing:

— | rapidly changing businiess models present benefits and challenges to the SMS,
providing stability and Teliability to assure business and service continuity,
while simultaneatisly offering flexibility and agility to respond to changing
business demands;

— | the SMS has‘to focus first on knowledge of the business and service objectives
and second on enabling processes and tools;

— |inasignificant change in customer expectations, success is all about the
¢ustomer experience as judged by the customers themselves, indicating that

4

6

7.6
8.3.2,8.3.3
8.7.2

an ‘outside-in” perspective 1s essential when designing and improving the
SMS;

— services are most effective when defined from the perspective of the end-to-
end business processes and when they include all the components that enable
delivery of the services beyond the technologies that enable it;

— the organization addresses the risk that services will increasingly rely on
complex and sophisticated technologies.
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Table 3 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

See

useful information on this topic.

the ISO/IEC 20000 Handbook: IT service management — A practical guide, for

Example: Process automation 8.3.2
The incident management requirement in ISO/IEC 20000-1 is just one example 8.6.1
of a process that can benefit from this type of automation. For some services, the

pro

For
eve
ove
Aut

backup, test the availability of the services and, if successful, resolve and close the

inci
and

as a|result, enhance the customer experience. It is important to ensure that the
organization is able to demonstrate evidence of meeting the requirements of ISO/

IEC

theEeed tfor human intervention.

cess of opening, resolving and closing incidents can be automated, removing

xample, a cloud-based service can have automation in place that collects

ts from the servers and storage to decide, based on specific rules, to switch
to backup processing and storage if the primary servers become unavailable.
mation can create an incident ticket for this event, switch over the systems to

Hent, noting the action taken to restore the services. With the agreed policies
processes in place, process automation can speed up incident resolution and

20000-1 when process automation is put in place.

alT

ieng
lent{products may be used if they can be shown to lead to the same results.

L® is aregistered trade mark and product owned by AXELOS Limited. This igfépmation is given for the conven-
e of users of this document and does not constitute an endorsement by ISO-or\IEC of the product named. Equiva-

b CMMI® is a registered trademark of the CMMI Institute, LLC. This information is given for the convenience of ufers

of this document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent producfs
mayf be used if they can be shown to lead to the same results.

¢ FigSM® is a registered trademark of ITEMO. This information is@ivén for the convenience of users of this docu-

merjt and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be uged

if thley can be shown to lead to the same results.
d CYBIT® is a registered trademark of ISACA. This information is given for the convenience of users of this docu-

merjt and does not constitute an endorsement by ISO or TEC of the product named. Equivalent products may be uged

if they can be shown to lead to the same results.

e Ve
and

they can be shown to lead to the same results.
fSIAM™ is the trademark of a product supplied by EXIN. This information is given for the convenience of users of

this

be ysed if they can be shown to lead to.the same results.
NOTE Within SIAM, the term "supplier” is referred to as "service provider".

IiISM® is a registered trademark of IFDC. This information is given for the convenience of users of this docunjent
does not constitute an endorsement by ISOor IEC of the product named. Equivalent products may be used if

document and does not constitute @amendorsement by ISO or IEC of the product named. Equivalent products fnay
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5.5 Who can be assigned as top management?

Top management is a term used in ISO/IEC 20000-1 and other management system standards. This can be a
point of confusion about what exactly is meant and who can take up the role. See Table 4.

Table 4 — Top management within an SMS

Topic ISO/IEC 20000-1:2018 clause
number

Topl management 51

Topfmanagement is defined in ISO/IEC 20000-1:2018, 3.1.21, as "person or group |5.2.1

of ppople who directs and controls an organization at the highest level. 5.3

Note 1 to entry: Top management has the power to delegate authority and provide |g8.6.1

resqurces within the organization. 9.3

Note 2 to entry: If the scope of the management system covers only part of an or-
gan|zation, then top management refers to those who direct and control that part
of the organization.”

Top[management can be one person or a group of people with specific responsibil-
itie. The key is in Note 1 to entry of the definition - that they have the power to
delggate authority and provide resources.

For p small organization or an organization where the provision of services is.the
whdle organization, top management is the person or board at the top of the'ot-
gan|zation. For a large organization, as stated in Note 2 to entry of the definition,
top management is the top of the relevant part of the organization in.S¢ope of the
SM{ (e.g. the top of the IT service department if that is the scope ofithe SMS).
Where SIAM is involved, if the customer organization is the scope of the SMS, then
top management is in the customer organization. If the SIAM¢supplier is the scope
of the SMS, then top management is in the SIAM supplier.

It is|not possible to outsource the role of top managementwho always remain
accquntable for the SMS and delivery of services. Top.management has specific
responsibilities for leadership and management review. In addition, for major inci-
dents, top management are kept informed.

Refgr to ISO/IEC 20000-2 and ISO/IEC TS 20000=5 for other useful information
abopt the role of top management. Refer toASO/IEC TS 20000-14 for guidance on
usirlg SIAM with an SMS.

5.6 What is the difference’bétween the many types of requirements in ISO/IEC 20000-1?,

Thete are many types of requirements in ISO/IEC 20000-1. These include general requirements (referrgd to
hergafter as "shall statements"), service requirements and capacity requirements. To establish an SMS|it is
impprtant to understand the difference between the different type of requirements. See Table 5.

Table 5 — Different types of requirements in ISO/IEC 20000-1

Topiic ISO/IEC 20000-1:2018 clquse
number
"ShFll statements” Clauses 4 - 10

In ISO/IEC documents, the language used 1s significant. The following verbal forms
are used to indicate specific provision types:

a) “shall” indicates a requirement;
b) “should” indicates a recommendation;

c¢) “may”indicates a permission;

d) “can”indicates a possibility or a capability.
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Table 5 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Information marked as “NOTE” is for guidance in understanding or clarifying the
associated requirement.

A "shall statement" indicates a requirement that needs to be met by an organization
if it wants to demonstrate conformity to the document. For example, the simple
statement "The organization shall retain documented information on the service
management objectives" requires an organization to be able to provide evidence of

the d Hrarntaticon-abant tha cap ra-aracaraant-akli tivzactao dara oot 3.
FroCa e tTa T o a0 ottt - St vt aa Sttt 0o e Ca VeSO at Mmoot Statt-€ott

formity to this requirement.

ISOJIEC 20000-1:2018, 4.4. states "The organization shall establish, implement,
maiptain and continually improve an SMS, including the processes needed and their
intefractions, in accordance with the requirements of this document.”

Simj|larly in ISO/IEC 20000-1:2018, 5.3, top management assigns responsibility and
authority for "ensuring that the SMS conforms to the requirements of this docu-
merjt."

The|phrase "requirements specified in this document" is also referred to in planning
for fhe SMS and for documentation. Internal audit requirements in ISO/IEC 20000-
1:2018, 9.1, state the need to check that the SMS conforms to "the requirements of
this|document."

For fontrol of parties involved in the service lifecycle, ISO/IEC 20000-1:2018,
8.2.B.1, states "The organization shall retain accountability for the requiremerits
spegified in this document and the delivery of the services regardless of which’party
is involved in performing activities to support the service lifecycle."

In a]l these cases, the requirements are referring to the "shall stateméunts" in the
docpment. It is the "shall statements" which refer to the other types-of requirements
whirh are explained below.

The|other verbal forms (should, can, may) do not indicate requibéments and organ-
izatjons do not need to demonstrate conformity to these. However, conformity to
thern is likely to be useful.

The|definition of service management in ISO/IEC 20000-1:2018, 3.2.22 has a useful
not¢ referring to requirements: "This document provides a set of requirements that
are pplit into clauses and subclauses. Each organization can choose how to combine
the Fequirements into processes. The subclauses’can be used to define the processes
of the organization’s SMS."

Requirements (overview)

A rdquirement is defined in ISO/IEC 20000-1:2018, 3.1.19, as a "need or expectation
thaflis stated, generally implied orabligatory.” The first two notes which accompany
this|definition are important:

"Note 1 to entry: “Generally.implied” means that it is custom or common practice for
the prganization and interested parties that the need or expectation under consid-
eraffion is implied.

Notg 2 to entry: A specified requirement is one that is stated, for example, in docu-
merjted informatioh.”

4.2

4.3
521
6.1.1
6.2.1
8.1
8.3.4.1
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Table 5 (continued)

Topic

ISO/IEC 20000-1:2018 clause

number

There are many places in ISO/IEC 20000-1 which refer to requirements generically.
For example, in [SO/IEC 20000-1:2018, 4.2, "The organization shall determine the rel-
evant requirements of these interested parties" followed by a note stating that these
requirements can be of various types such as service, legal, regulatory or contractual
obligations.

These requirements from ISO/IEC 20000-1:2018, 4.2, are then referred to again to

ragiiisang wikha fayraioing

enspre-thatthereguirenentsarecarrted-Hrronsh
SM{ as well as the risks and opportunities.

Thefe is a requirement that the service management policy "includes a commitment
to sptisfy applicable requirements." Similarly, "applicable requirements" are to be
takgn into account when setting service management objectives. These "applicable
reqfiirements” are those identified in ISO/IEC 20000-1:2018, 4.2, as well as all other
reqiiirements within the document as relevant to the service management policy and
objgctives. Operational planning and control requirements are covered in "plan, im-
plerhent and control the processes needed to meet requirements” and "establishing
performance criteria for the processes based on requirements." These requirements
are fis above, i.e. gathered from looking at the context of the organization and all others
within the document.

Marjagement of external suppliers refers to "requirements to be met by the external
supplier.” These are very specific requirements that will vary depending on the seryice
or groduct that is being purchased from the external supplier (e.g. servicetargets,
prodluct specification, information security requirements).

SMS requirements

The|SMS requirements are those built into the design and establishment of the SMS.
The[SMS is established to meet the requirements of ISO/IEC 20000-1. How this is
dongk is different for each organization according to their own processes, policies
and|services. The SMS requirements are embodied in the plans, policies, processes
and|procedures that make up the SMS.

Thefe is a critical requirement for top management to.énsure "the integration of
the PMS requirements into the organization’s busin€ss processes." This means that
the PMS is not just an add-on to the normal business activities, but is integrated into
them. The internal audit process is required te check for conformity to "the organi-
zatipn’s own requirements for its SMS".

Enspring awareness of the SMS requirenénts including the benefits and implica-
tionfs of not meeting them is important.

4.2, 44
5.1f),5.1h)
7.3
9.2.12a)1)

Seryice requirements

Seryice requirements are defined)in ISO/IEC 20000-1:2018, 3.2.26, as "needs of cus-
rs, users and the organization related to the services and the SMS that are stated
or opligatory

Notg 1 to entry: In the.context of an SMS, service requirements are documented and
agr¢ed rather than generally implied. There can also be other requirements such as
legal and regulatebyrequirements."

ISOJIEC 20000-1frequently refers to service requirements. Examples are service level
targets, hours.of service, functionality and information security.

The|design:of new or changed services includes requirements for "changes to human,
technical, information and financial resources” and requirements for "appropriate
edutation, training and experience."

42,43
5.1b)
6.1.22) 2),6.3
71,7.54f)
8.2

8.3

8.4.3

8.5

8.7

The capacity and performance, service availability and service continuity requirements
are part of the service requirements.
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Table 5 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Obligations — contractual, policies, standards, legal and regulatory require-
ments

Obligations are referred to in the service management plan. This refers to:

a) policies (e.g. service management policy, organizational policies, technical
architecture policies);

4.2 Note 1
6.3¢)
8.2.5
8.3.4.1
8.7.3.1

b) rstamdardste g 1SO/AEC 200001 otherimtermatiomat or matiomat Stamdards;
other regulatory body standards);

c) |contractual requirements e.g.:

1) the organization’s contractual requirements to its customers such as
service levels;

2) supplier’s contractual requirements to the organization such as delivery
times for products;

3) theorganization’s contractual requirements to its suppliers such as
payment terms;

d) |legal and regulatory requirements. They can also be referred to as
"obligations". These will vary according to many factors such as country-and
type of service (e.g. data protection laws, environmental regulations)

Obljgations are documented in the service management plan or referred to from
theye. They are then referred to again in requirements for asset mahagement. The
modt common example here is about meeting contractual obligations with asset
suppliers such as software licence terms. The information secutity policy takes into
accqunt the obligations in the service management plan.

In the management of external suppliers, contractual obligations are in the contract
whifh can be drawn up by the organization or the suppliet. The organization assess-
es the alignment of these contractual obligations with the customer service level
targets and manages identified risks. The organization monitors supplier perfor-
marijce including against these contractual obligations.

Capfcity and performance requirements

Cappcity and performance requirements are only referred to in the capacity man-
agement clause of ISO/IEC 20000-1. Capacity requirements are for "human, techni-
cal, information and financial resources" to meet current and future demands for
seryices (see 5.8 of this documentyfor an explanation of resources).

Cappcity requirements take into consideration service requirements and perfor-
maijce requirements. Examples of performance requirements are speed of response
to ap incident or speed ofOnline service requests.

Cappcity requirement-€xamples are:
— | human resourees: number of staff, capability of staff;

— | technicakresources: network bandwidth, storage space, memory, number of
laptops/desktops;

— |ibfermation resources: storage for the documented information, storage and

8.4.3

. - £ 1 1 L 1
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— financial resources: budget.
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Table 5 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Service availability requirements

Service availability requirements are determined in the service availability clause.
They are also a consideration for capacity planning.

Service availability is defined in ISO/IEC 20000-1:2018, 3.2.16, as "ability of a ser-
vice or service component to perform its required function at an agreed time or over
an agreed period of time."

8.4.3b)
8.7.1

The[requirements are derived from the risks for service availability and considering
the pusiness requirements, service requirements and service targets.

Examples of service availability requirements are hours of service or percentage up
timg¢. Service availability requirements can be at a service or component level.

Service continuity requirements

Seryice continuity requirements are determined in the service continuity clause.
Thely are also a consideration for capacity planning.

Seryice continuity is defined in ISO/IEC 20000-1:2018, 3.2.19, as "capability to deliv-
er alservice without interruption, or with consistent availability as agreed."

The|requirements are derived from the risks for service continuity and considering
the pusiness requirements, service requirements and service targets.

Examples of service continuity requirements are service level targets when in a
continuity state and targets for recovery by service.

Thefe is an additional requirement for the service continuity plan to includé.sérvice

recqvery requirements. These will typically cover which infrastructure and systems
neefl to be brought back on-line first to enable services to recommence: The remain-

ing recovery sequence is normally derived from business impact assessments to pri-
oritjze those systems which have the highest business impact if.they are unavailable
for g prolonged time.

8.4.3b)
8.7.2

Business requirements

Planning the services refers to prioritizing requests for change or proposals for new
or changed services to align with “business needs.”

Agrged requirements for service availability and setvice continuity both refer to
taking into consideration “business requirements.”

In bpth these cases, it is important to consider the customer of the service and their
bus]ness needs (e.g. the service needs to bé available 24/7 to satisfy customer de-
marjd, the continuity test cannot include powering down the whole system for half a
day|due to business demands).

8.2.2
8.7.1,8.7.2

Planning and reporting requirements

Internal audit refers to an audit programme including the “planning requirements.”
An ¢xample of the planningrequirements for internal auditing are given in the list of
iten}s to consider for plannjng the audit programme. “Additional planning require-
merjts” can be dates of external audits, availability of internal auditors and any
issules that arise withthe SMS.

“Reporting requiteéments” are referred to in service reporting. The reporting
reqiiirements-are reports which are mandatory in the document, those that are re-
quired by custemers or regulators and those that are required by the organization
itself.

Refgrto ISO/IEC 20000-2:2019, Annex A, for a list of mandatory reports required in

9.2.2 a)
9.4

ISOLEE 200001
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5.7 How does risk management fit within an SMS?

Identification and actions to address risks are a key part of ISO/IEC 20000-1 and all other management
system standards. Risk is covered in several places in the document so many questions about how risks can
be managed in an SMS can arise. See Table 6.

Table 6 — Risk management within an SMS

Topiic ISO/IEC 20000-1:2018 clauke
number
Risk-based thinking 6.1

Risi-based thinking enables an organization to determine the factors that could
cauge its management system and processes to deviate from the planned results,
to plut in place preventive controls to minimize negative effects and to make maxi-
muth use of opportunities as they arise.

Risk-based thinking is embedded in ISO/IEC 20000-1. It allows management to
pridritize customer requirements and define their effect on service provision. It
ensyires that the risks are fully understood before making a decision. In applying
risktbased thinking, both short-term and long-term benefits can be considered. It
is ppssible to sacrifice a short-term benefit to achieve a long-term gain. The risks
iderftified by an assessment of the organization are addressed during SMS plan-
ning to give assurance that the SMS can achieve its intended results.

Risl assessment is the overall process of identification, analysis, evaluatien and
tregtment of risks. Categorizing risks and maintaining their historical data makes
ass¢ssment and treatment of similar risks in the future much easier,

Reféer to ISO 31000 for guidance on risk assessment.

Risks and opportunities 6.1
Rislts are identified by conducting a risk assessment to assabve that the SMS can 6.3
achfeve its objectives and the service requirements can be met. The impact and 10.2

probability of the risks related to the management and-operation of the SMS and
the pervices are determined. An approach to addréss'the identified risks is devel-
opefl to include any actions required to treat risks:'Risks are reviewed at regular
intefvals to ensure effective management.

Rislf acceptance criteria indicate a threshold:Risks below the threshold can be
accgpted by the appropriate level of management and risks above the threshold
neefl to be treated.

Evely organization will have a different risk appetite, which is the level of risk that
is a¢ceptable to the organizatiof ih order to achieve its goals. In some organi-
zatipns, top management can‘authorize the acceptance of a high risk item. It is
possible for different divisions within a single organization to have different risk
appegtites.

AltHough the main requirements for risk are in ISO/IEC 20000-1:2018, 6.1, there
are plso many other'mentions of risk in the document. Risks are assessed for the
SM§, services, sesvice availability, service continuity and information security.
Thefe are additional considerations for risks when making decisions about ap-
proyal or réjection of change requests, supplier contract alignment with customer
servicedevel agreements and planning the SMS.

Rislis‘ave also considered when reviewing potential opportunities for improve-
ment where risk reduction can be a good reason for approval, and r1sk reduction
can be a target to measure success of the improvement.

Opportunities are also identified. These are positive risks - which allow an organ-
ization to gain benefits. Examples are where an organization can gain a competi-
tive advantage by being certified to ISO/IEC 20000-1 or where the time and effort
spent on service continuity planning and testing can support the needs of the
business for business continuity.
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Table 6 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Documenting risks

A risk register can be used to document, manage and progress the mitigation of
risks. There are different ways to document a risk varying from complex risk tools
to spreadsheet format.

Some organizations have different risk registers for different types of risk. For example:

— information security risks are separate from all other risks;

6.1.2,6.1.3

— | business continuity risks are stated in the business continuity plan;

— | corporate risks are kept separately and other documented risks are only
added to the corporate risk register if they are very high risks.

To grovide clarity of the source of risks and updates to the mitigation and resolu-
tion| of each risk, the following information can be considered for a risk register:

— |unique identifier (e.g. risk no. 123);

— | date identified;

— |risk description;

— |trigger (e.g. loss of power to the office);

— |impact description;

— |target date for mitigation;

— |risk category (e.g. commercial, information security, operational);
— |risk sub-category (e.g. external party);

— | risk owner (accountable for monitoring, escalation and reporting progress);
— |impact (e.g. low/medium/high);

— |likelihood (e.g. unlikely, likely, very likely};

— | calculated risk (e.g. impact x likelihoodJ;

— |residual risk;

— |initial mitigation;

— |status (e.g. new, open/clpsed).

Management review,

Documented risks afe reported on a regular basis (e.g. monthly). Those risks
deemed critical/Higlyare escalated to top management when they arise. Any risks
that have materialized are reported to top management and mitigating actions are
agr¢ed as a matter of urgency.

The|risk report is in an agreed format that the organization can understand and
proyidéesithe required level of information for decisions to be made and action to
be thKen.

9.3

A review is conducted to confirm the effectiveness of mitigating actions taken
and to identify any further improvements. The SMS management review covers a
review of the risk log and the effectiveness of actions to mitigate the risks.
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Table 6 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Suppliers

The risks of the involvement of third parties are identified and actions planned
to address any risks (e.g. the risk of suppliers not providing goods/services when
requested can possibly be mitigated by having alternative suppliers available).
When procuring and managing suppliers, it is important to assess the risk of sup-
plier viability in continuing to operate in the marketplace.

6.1.2
8.3.4.1

Agl CIIICIILS dI'C ill pldLE LO CIISUIre Lildl, Llle aupplicl uudcl bl,dlldb Llleil U‘UhgdLiUIlb
to flrlfil the organization’s requirements. This is particularly important for resolv-
ing Incidents within an agreed service level. Risks are identified when agreeing
the pupplier contract to review the alignment of the supplier service levels with
the fustomer service levels (e.g. if the customer service level is to resolve an inci-
denf within 8 hours and the supplier who will be involved in some incidents has a
12-l'our service level, then this is a risk).

Exahple: Transition to a SIAM environment with an SMS

An ¢xample of the management of risk in an SMS is where an organization under-
takes the transition to a SIAM model in a manner that meets its needs and risk
appkgtite. SIAM is a service management methodology that includes services inte-
grafled across multiple suppliers (known as service providers in SIAM). Moving to
a SIAM model is a significant change for an organization which requires careful
assg¢ssment and planning of the implementation requirements for time, budgetand
effoft. A SIAM implementation can include the following risks:

— |issues or constraints that were not identified in discovery and stratégy stages;
— |intermediate states that have not been identified in the plan and build stage;

— | project dependencies that were not previously identified orare not met during
the implementation stage;

— | delays in implementation;

— |organizational change resistance.
Refgr to ISO/IEC TS 20000-14 for guidance onusing SIAM with an SMS.

6.1

Planp the services and change management

The|change management process needs-tefocus on the risks of making the change.
Durjing the steps of the change managemient process, particularly assessment and
appfoval, risks are considered and itigated. Risks can include:

— |human resources (e.g. are there sufficient resources to effectively plan, build
and test the change?);

— | skills (e.g. do the staffjhave the capability to perform all the activities?);
— |testing the change(e.g. is there a suitable test environment and test data?);
— |time (e.g.is\the timescale realistic to meet the target implementation date?);

— | otherservices (e.g. will this change have an adverse impact on other services?).

Whatever the case, all risks are considered and either mitigated or accepted by the
business

8.2.2
8.5.1.3

The alternative scenario can also be considered: what is the risk if the change is not
approved? Sometimes the answer to this question is much more telling that assessing
the change itself.
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Table 6 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Service continuity

Prio

Business impact analysis (BIA)
r to drafting service continuity plans, a risk analysis is required against those

areas within scope. This is commonly known as a business impact analysis. In addi-

tion

to identifying key service requirements, it will also identify risks impacting the

continuity of the business. These risks are documented and mitigated where possible.

8.7.2

Exa
Refd
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the
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nptes of Tiskstoservice continuity are fire; flood; tyber-attack; poweroutage:
r to ISO 22301 for further information and guidance for business continuity.
Plans

ice continuity plans can include risks to recovery that have been identified during

BIA but not fully mitigated.

Test reports

rvice continuity exercise, where a scenario is tested against service continuity
(s), is likely to identify risks associated with the recovery of the service(s) being
cted. The exercise report will document these risks and they can be managed to
Lire via the organization's risk or continual improvement process. On completion,
bxercise can be repeated until deemed successful.

important to note that in each of the areas above, the danger of not acting on
tified service continuity risks increases the likelihood of protracted outages
ng a service continuity event.
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rmation security

rmation security risks impacting the SMS need to be identified arfd' mitigated
he use of controls. Information security covers three pillars: confidentiality,
ority and availability. The risk assessment needs to consider, all of these three
rs. Plans to test information security risk scenarios are to be'scheduled in

conjunction with the service continuity process.

ISO
forn

IEC 27001 and ISO/IEC 27005 contain requirements:and guidance about in-

hation security risks.

8.7.3.2
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Table 6 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Demand management, capacity management, service availability manage-
ment, service continuity management

These processes are interrelated but remain distinct:

service availability concerns the design and management of the service to
meet availability needs in a normal environment;

8.4.2,8.4.3
8.7.1,8.7.2
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SEIVICE COMUMUItY —CONCEITS — eNSuring —avaitapitity —umder Ton-typicat
circumstances;

capacity concerns the resources needed to support service delivery either in a
normal or a disrupted environment;

without capacity, service availability and, by default, service continuity, service
delivery cannot be guaranteed.

kN service availability requirements and targets are defined, risks are assessed
documented. Users identify potential causes of unavailability (e.g. failed com-
bnt, too many users, software bug), and plan how availability can be managed

to thEEt the requirements and targets. Then, they consider the unthinkable, plan

and include it in the service continuity plans.

b considering capacity, it is important to allow enough capacity to support

t has been agreed. This is where understanding demand is necessary (e.g.
there seasonal variations or times where capacity-related outages canhot be
rated?). Capacity is something that can be fully utilized and therefore-plans to
ace or expand capacity are to be included in the risk assessmentTe:g. will cur-
suppliers have the necessary resources to support the organization’s needs?
necessary to engage additional suppliers?).

ly, service continuity is in place to deliver the agreed services at an agreed
| if a disaster has occurred. There are multiple scenarios’for developing ser-
continuity plans (including do nothing) and this is,an-important discussion to
eld between the customer and top management, Service continuity planning
having the necessary resources and facilities_to-deliver services in times of
unction is not without cost (e.g. personnel, technology, office space). Too often,
ice continuity is the process that is dropped from the operational budget

n funds become tight - what is the riskithere? In reality, service continuity

has value if it is available when negded. Otherwise, it is an investment that
b not provide any return and that cafi be very difficult to sell to management.
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5.8 What are the four types of resources in ISO/IEC 20000-1?

ISO/IEC 20000-1 always refers to resources as four types: human, technical, information and financial.
However, there is no definition of resources or these types of resources. See Table 7.

Table 7 — The four types of resources in ISO/IEC 20000-1

Topic ISO/IEC 20000-1:2018 clause
number

Respurces 51¢g)

Respurces are referred to in many clauses because it is vital to ensure that the 6.2.2b), 6.3 ¢€)

appfopriate level of resources are available, co-ordinated and used in the SMS. Re- |71
spopsibility for this is ultimately with top management and the level and capability (g 51 g2 9
of r¢sources is one of the items reviewed at the management review. 8.4.2’ 8.4.3

Respurces are detailed in plans for achieving objectives, for the SMS and the servic-

. o . 8.5.2.1¢)8.5.2.2 b)
es. for new or changed services, resources are detailed in the plan and design stag- :

es With prioritization taking into account available resources. One of the potential 9.39)

criteria for targets for opportunities for improvement is utilization of resources. 10.2 a)

Respurces are also mentioned in some definitions in ISO/IEC 20000-1:2018,
Clayse 3.

Thefe is a clause in ISO/IEC 20000-1 called ‘Resources’ which concerns the determi-
nation and provision of resources. It is present in all management system standards
but jn ISO/IEC 20000-1, the four types of resources have been introduced-in addi-
tion|to a specific mention of the SMS and the services. This clause is about all types
of r¢sources. Some organizations do not classify resources within the)four types in
ISOJIEC 20000-1 (e.g. buildings and associated utilities can be classified as techni-
cal fesources). See further explanation in this table for the fourtypes of resource
(huan, technical, information and financial) with examples of each.

Cappcity management is a specific service management praecess. It is driven from
the femand information as stated in the note in ISO/IEC 20000-1:2018, 8.4.2 “De-
maind management is responsible for understanding€urrent and future customer
denfand for services. Capacity management works'with demand management to
plar and provide sufficient capacity to meet the demand.”

Cappcity management usually focuses on technical capacity which includes the
technical and information resources. The €apacity planning for human capacity is
usuflly done at a strategic level by management and the human resources depart-
merjt. Similarly for the financial capacity with the finance department. Human
resqurce capacity takes into account the availability of internal resources and the
neefl for the use of external resources. The human and financial resource capac-
ity fakes into account the demand information for the technical and information
resqurce requirements.

It cgn therefore be seenthat there is a close relationship between clauses for re-
soufces and capacity'management.

Humpan resources 5.1j)
Hurmhan resources are those people required for the operation of the SMS and the 6.3¢€)
seryices. 71,7.2,7.3,7.5.1,7.6

Hurmanhtesources are also referred to as ‘persons’ in many places in ISO/IEC 20000- [g 4 3

L 8.5.2.1¢),8.5.2.2 b)
Top management need to direct and support “persons to contribute to the effective- |g ¢ >

ness of the SMS and the services.” 8731
It is important to ensure that the persons operating the SMS have the necessary 9'3' .)'
competencies and awareness. For example: )
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Table 7 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

— the extent of documented information required for an SMS can vary depending
on various criteria, including the “competence of persons”;

— knowledge needs to be “relevant, usable and available to appropriate persons”;

— instructions for the fulfilment of service requests need to be “available to
persons involved in service request fulfilment”.

The|information security policy and its applicability to the SMS and the services
neefl to be communicated to appropriate persons.

Technical resources 6.3 ¢)

Technical resources can include: 7.1

— |hardware; 8.4.3

8.5.2.1¢),:8)5.2.2 b)

— | software; 9.3§)

— | office based equipment (e.g. photocopier, scanner, printer);

— |buildings and associated utilities;

— |transportation resources.

For pxample, many organizations use cloud-based technical resources. Althelugh

thede are usually not owned by the organization, the planning for their use.and how

mudh capacity is needed can impact the licence requirements. Other outsourced

fungtions require similar planning.

Infdrmation resources 6.3 ¢)

Information resources are of two types: 7.1

a) |documents of any type: paper-based or electronic ((e.g. policies, processes,|8.4.2,8.4.3
records, reports); 8.5.2.1¢),8.5.2.2b)

b) |data of any type or purpose (e.g. organization;data, customer data). 2213)

Information resources need to be considered f-demand and capacity management.
Thefe needs to be sufficient capacity to hold-thre documents in an electronic document
repgsitory or a secure filing space for paper-based information. The demand for this
neefls to be forecast in demand management. The volume of data needs to be consid-
ered for network and storage capacity.

ForJall type of information res¢urce, information security risks are identified and
relefvant controls put in place!

Fingncial resources

Fingncial resources arethe budget that is available for the operation of the SMS and
the pervices.

Fingncial resources-dare mentioned in many places with the other resources.
The|main requiréments regarding financial resources are in the clause covering
budgeting andaccounting for services. The financial impact of changes is consid-
ered in change management.

6.3¢€)

7.1

8.4.1,8.4.3
8.5.1.3,8.5.2.1¢),8.5.2.2b)
9.3j)
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5.9

In ISO/IEC 20000-1, an organization can use internal suppliers, external suppliers or customers acting
as a supplier to provide or operate their services, service components or processes. What specifically is
meant by these three types of supplier and how is each managed? Is it possible to have no suppliers? How
are multi-supplier environments managed? ISO/IEC 20000-1:2018, 8.2.3, Control of parties involved in the
service lifecycle, and ISO/IEC 20000-1:2018, 8.3.4, Supplier management, are closely related but what is the

ISO/IEC TR 20000-17:2024(en)

How are suppliers managed within an SMS?

difference and the relationship? See Table 8.

Table 8 — The three types of suppliers within an SMS
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ernal supplier” is defined in ISO/IEC 20000-1:2018, 3.2.4 as “another party thatis
rnal to the organization that enters into a contract to contribute to the planning,

design, transition, delivery or improvement of a service, service component or process
Notg 1 to entry: External suppliers include designated lead suppliers but not their

contracted suppliers.

Notg 2 to entry: If the organization in the scope of the SMS is part of a larget-organi-
bn, the other party is external to the larger organization."

brnal suppliers can include those that supply products or services thatcan appear
to be directly related to the services themselves, such as facilitiessmanagement,
harglware suppliers or cloud storage suppliers.

bements with external suppliers will be in the form of contragts.

Internal supplier

brnal supplier” is defined in ISO/IEC 20000-1:2018, 3.2¢8,-as “part of alarger organ-

on that is outside the scope of the SMS that enters into a documented agreement
ntribute to the planning, design, transition, deliyery or improvement of a service,
ice component or process

MPLE Procurement, infrastructure, financé,human resources, facilities.

b 1 to entry: The internal supplier and the-erganization in the scope of the SMS are
both part of the same larger organization.

cally, this situation will arise in a large organization where part of the organization

the scope of the SMS (e.g. the IT service department). Other parts of the organ-
on outside of this SMS scopecan contribute to the operation of the SMS (e.g. the
ect team who work on sefvicé design and transition). It is the other parts of the
nization who are classed as an internal supplier.

hgreement with an internal supplier is usually known as an operational level
ement (OLA).

Customer actingas a supplier

tomer acting-as a supplier” is not a defined term. This is where the organization
a customerwho also happens to be a supplier. The customer acting as a supplier
be intefnal to the organization or external. For example, an organization provides
vorK security services to their customer and the customer provides data centre
ices to the organization. There needs to be one or more documented agreements

Topiic ISO/IEC 20000-1:2018
clause number

The three types of suppliers 8.2.3

— |External supplier 8.3.4

tod

hh 1 1 : : el : 1 1 1 :
HIIC DOUT SCIVICTS TIT LETTIIS O ULIC SCIVICC ICVELD LA gCLS, OLIICT CUIIIIITUTIICTILS, dt=

tivities and interfaces between the organization and the customer acting as a supplier.
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Table 8 (continued)

Topic

ISO/IEC 20000-1:2018
clause number

The difference between control of parties involved in the service lifecycle and
supplier management

The requirements for the management of suppliers and the control of parties in-
volved in the service lifecycle are closely related but have different requirements
and focus.

Control of parties involved in the service lifecycle is not about managing the sup-

8.2.3
8.3.4

pliefsTitstartsby stating thataccountabitity s Tetaimed by the orgamnizatiom foratt
reqlllirements in ISO/IEC 20000-1, regardless of which party is performing activi-
ties| This implies that there needs to be clarity in the form of documentation for all
actiyities about which party is involved.

It then moves on to a requirement which is part of the procurement process about
selefction and evaluation criteria for other parties. However, it is important to note
that ISO/IEC 20000-1 excludes the procurement of suppliers.

Thefonly “shall not” statement in the document is included to ensure that other
parties are not providing or operating all services or all service components or all
progesses. If this is the case, the organization has little to do in their SMS and it
woyld not be possible to demonstrate control or accountability. The integration of
seryices, service components and processes in the SMS from all parties is critical in
ensfiring the successful operation of the SMS to meet the service requirements for
the fustomers.

The|controls for other parties (the three types of suppliers) are defined and applied
accgrding to the role of the other party. If the other party is operating precesses

of the SMS, then the control is on the process performance. If the othef,party is
proyiding or operating services or service components, then the cofitrol is about the
effertiveness of these.

"Suiplier management” is about management, monitoring performance against

agr¢ements and taking action if needed. For an external supplier, there are more
reqiiirements and the need for a documented contract. Feran internal supplier or a
cusfomer acting as a supplier, there are fewer requirements and a need for a docu-
merjted agreement.

If there are lead suppliers with sub-contracted suppliers, the requirements are only
for the lead suppliers. The organization does ndt’heed to control or manage the
subjcontracted suppliers but expects the lead-suppliers to do this.

Refgr to ISO/IEC 20000-2 and ISO/IEC 20000-3 for further information.

How to manage a multi-supplier envifonment with a service integrator?

Marjaging a multi-supplier environment managed by a service integrator is known
as sprvice integration and management (SIAM).

SIAM separates any contract management from business relationship and supplier
performance management:.This can all potentially be assumed to sit in the supplier
marjagement remit. However, in SIAM, the contract management is with the custom-
er who contracts allstippliers and the business relationship management is with the
seryice integrator;lh-a SIAM model, the suppliers are known as service providers.

Refer to ISO/IEC/FS 20000-14 for further information about SIAM and the SMS.

8.3.2
8.3.4

Is if possible.to have no suppliers?

It isjlcommon for an organization to have no internal suppliers or customers acting
as a|supplier.

8.3.4

HOV [SA"A S Y iL ib Idrc L‘IldL L‘llUl C dICIIU CXLCI lldl bupplicl S. Tllib dUpUlldb UIl L‘llU SLUPCT

of the SMS and the type of services. For an IT service scope, there will be suppliers
for hardware, software and possibly also to provide outsourced services such as a
service desk. Even with the use of cloud services for all IT work, the cloud service
provider is a supplier and there will be hardware infrastructure too.

If there really are no suppliers, the service management plan can state that there are
no suppliers.
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5.10 Where is project management used within an SMS?

Terms such as project, project manager or project management are not specifically stated in the requirements
of ISO/IEC 20000-1 which focuses on service management. However, service management does involve
planning, resourcing, acceptance criteria, testing and measurement of success. All of these are referencing
activities and techniques from project management. See Table 9.

Table 9 — Project management within an SMS

Topic ISO/IEC 20000-1:2018 clause
number
Impglementing ISO/IEC 20000-1 4.4

Striying to work to the requirements of ISO/IEC 20000-1 and being certified against
thein are two different things. Whatever the organization’s objective, using a rec-
ogn|sed project management methodology significantly improves the chances of a
suc¢essful ISO/IEC 20000-1 implementation.

Somte things to consider are:

— |timescales: whether the requirement for implementing and operating to
ISO/IEC 20000-1 requirements is customer or business driven, a date for this is
agreed;

— |resourcing: recruitment and training is planned. Does the organization have
enough staff with the right skill levels to implement and manage an operation
that adheres to ISO/IEC 20000-1 requirements? (e.g. process owners, precess
managers);

— | costs: a budget is agreed including costs of recruitment and training, service
management toolsets, monitoring and reporting tools and external auditors (if
the SMS is to be certified);

— | project management: internal project progress and compliance reviews are
planned. If certification is required, a certification bedy needs to be engaged
to perform the required certification audits. Evidence of the operation of all
required processes is made available.

Ass]gning a project manager, with a strong service‘'management background, is
like]y to increase an organization’s chances of*success.

Refgr to ISO/IEC TS 20000-5 for guidance enjimplementing and improving an SMS.
Alsqg refer to ISO 21502 for guidance onproject management.

Opdrating the SMS 6.3

In ofder to operate the SMS and meet ISO/IEC 20000-1 requirements, planning, 71,7.2,7.4
resqurcing, funding and contrpelfer project related activities is agreed as part of any |g8.2.2
budgeting and forecasting activities. 841

Project-related activitiesare’'typically about new services, changes to services or 851 85.2 8.5.3
trarfsfer of services into the live environment. There are often other projects in a ’ ’
seryice managementenvironment such as an update to the service management
toolset.

Addjitionally, all'service managers benefit from training and experience in project
marjagementte’support the management of budgets, resources and planning of the
SM{ and the'services.

It cgdn/bebeneficial to have a service management office which works in a similar
wayttaa project management office (DMﬂ) to suppaort the service manager and any

project managers working within the service environment.

Project changes 8.1

Those changes that have the potential to have a major impact, as defined in the 8.5.1,8.5.2
change management policy, are likely to require project management to scope, plan
and implement the change.

Major impact can be defined as those that are high risk, above a budget threshold,
introducing new technology or where additional skills or effort is required.

The service design and transition process in ISO/IEC 20000-1 is split into project
stages:
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Table 9 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

— plan new or changed services;
— design;

— build and transition.

Activities required to complete such changes need significant planning and using a

proipr‘f manager to scope the prnjﬂr‘f’ p]:\n the activities and monitorthe Progress
increases the chances of a successful change implementation.

The|project needs to consider roles and skills required for any new solution that
requires testing.

Continual improvement

Sigrjificant improvements require detailed planning and management with a project
marjager.

10.2
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5.11 What is organizational change management and how does it fit within an SMS?

Organizational change management (OCM) is the human side of managing change and business
transformation. Using various techniques, OCM helps those impacted by change to understand, accept and
adapt to the change in their environment and work. Whatever the source of OCM, it is important to ensure
the objectives of the activities are tied to the overall strategy of the change. See Table 10.

Table 10 — Organizationalchange management within an SMS
o (=] (=]

Topiic

ISO/IEC 20000-1:2018 clause
number
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Organizational change management

OCM is not directly addressed in ISO/IEC 20000-1. It can usefully be included in the
actipities of establishing an SMS and demonstrating leadership and commitment as
this|can require change in how the organization operates, as well as how it views
seryice delivery.

The|same logic follows when addressing planning and support of the SMS. The

1ge in an organization to adapt a service culture attitude will benefit from
hging in an OCM programme. Specifically, consideration is focused on the

conlpetence, awareness and communication requirements. The implementation of
thede requirements can fall within the generic definition of OCM and its varipus
techniques. Typical techniques include communication, active involvement ii-the

1ge, training, support and feedback. Utilizing these techniques can improve not

onlyf the success of the change but also the overall efficiency and sustainability of

Change. Successful OCM requires coordination between the chafige'programme,

leadership and the various interested parties. Some organizationS«<an have specific
pergonnel who specialize in OCM while others utilize resourcesfrom human re-

‘ces or individual managers.
| these areas, senior leadership and interested partiestinvolvement are critical

- thpir guidance through communication as well as their'ewn actions will reinforce

mportance of the changes and create the necessary awareness and buy-in. In
tion, it is good to have time for celebration as.changes are embedded in the

organizational culture.

4.4

51
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8.1
8.5.1,8.5.2

200
cha
cha

Spe
a)
b)
)
d)
e)
f)
g)
h)
i)

Organizational change management challenges

Thefe are several challenges that an organization can face as they either develop a
new SMS or improve an existing SMS. These challenges are defined in ISO/IEC TS

00-5:2022, Table 2. The table ingludes the key considerations in overcoming the
lenges with the relevant clauses'from ISO/IEC 20000-1 to illustrate where the
lenges can arise and how the-organization can address the requirements.

Cific challenges addressed in ISO/IEC TS 20000-5 include:
improving supportfor implementing an SMS;

waning suppoit for an SMS;
buy-in issues;

culturalresistance;

shadow IT;

Other references:
4.4
8.5.2

escalating costs;
mergers, acquisitions and transfers;
checklist mentality;

unrealistic implementation timescales.

Refer to ISO/IEC TS 20000-5 and ISO/TS 10020 for further guidance on OCM.
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Table 10 (continued)
Topic ISO/IEC 20000-1:2018 clause
number
Specific process areas where OCM can be used 8.5.1,8.5.2,8.5.3

Several process areas in ISO/IEC 20000-1 can include OCM activities as the process |8.6.1, 8.6.3
requirements are being fulfilled:

— change management: depending on the type of change, it can be prudent to
include OCM activities that will support the change as well as the impact to the
organization;

— |plan new or changed services: the impact on the SMS, other services, planned
changes, customers, users and other interested parties are to be considered.
The plan can include the OCM activities in the design, build and transition;

— |release and deployment management: this includes not only the technical
details and activities but also ensures training, communication and overall
readiness of the organization to accept and utilize the change when it is
deployed;

— |incident management and problem management: potential causes of incidents
and problems can be human behaviour, if the behaviour has not been learned
(e.g. a process change) or understood (e.g. reverting to previous ways of
working).

In epch of these areas, OCM activities are designed to overcome resistance ahd)to
foster a culture of continual improvement.

Performance evaluation and improvement 9

The|impact and effectiveness of the OCM programme is reviewed jii\the same way as|10
any|other element of the SMS. In the evaluation, it is useful to consider the following
points:

— | measurable behavioural change;

— |amount of recurrence (e.g. are there incidents or othér measurable evidence
that shows that behaviour has or has not changed?);

— | effectiveness of various OCM activities;

— | timing of the OCM activities (e.g. too-edarly, too late, too many other changes at
the same time).

As qresult of the evaluation, consider improvements to the OCM activities (e.g.
motje resource investment, impreved or additional training around OCM). OCM is
not pn activity that is only done‘ence but an activity that needs to be monitored and
assgssed to ensure the required changes are solidified in the organization.

—+
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5.12 How do change management activities operate within an SMS?

Change management is critical for any organization. Without this, changes will be uncontrolled and are
likely to lead to service incidents and down-time. An organization uses change management to add, remove
or transfer services provided. Change management is linked to many other processes. How do these links
with other processes work? What is the relationship with service management objectives? What about new
methods of change, release and deployment such as continuous integration, continuous delivery/deployment
and Agile techniques? See Table 11.

Table 11 — Change management and related processes within an SMS

Topiic ISO/IEC 20000-1:2018 clayse
number
Change management 8.5.1,8.5.2

Chapge management and its activities are prevalent throughout ISO/IEC 20000-1.

In aftechnical arena, there can be a tendency for change management to focus on
the hardware and software assets. Supporting documentation often needs to be
congidered when infrastructure changes are being assessed, particularly those
thaffare required for implementation activities (e.g. technical work plans). Change
marjagement can also be used for non-technical changes.

A cHange request is raised for any change activity within the scope of the policy;
whdther it is directly through the change management process or to requestdanew
or changed service via service design and transition. A change assessment, which
inclpdes interested parties, provides some assurance that the requestfor change
has|been properly assessed and any adverse risks nullified or mitigated, before
beirjg approved. The assessment needs to take into account many factors includ-
ing the overall service management policy and objectives. (e.g. will the change
reqiiested fit within this policy and objectives? If there are gbjectives about climate
change, will this change fit with that objective and not add*to the carbon usage of
the pervices?).

When implemented fully within the culture of an organization, change manage-
merft reduces the probability of unauthorized changes and the possibility of new
inciflents or poorly assessed changes, benefitting the cost and quality of service de-
livery. With a change management culture, changes to the organization, technology,
methods or services can be managed moreefficiently and effectively.

Change management policy 8.5.1

ISOJIEC 20000-1 requires a change inanagement policy to be drafted which defines |8.5.2
thoge components under the contnol of change management. The policy also in-
cludes categories of change and how they are to be managed. Contents include:

a) |inscope (e.g. laptops; servers, software in production), changes to environment
(e.g. move to new,server room, reduction of energy usage), changes to methods
(e.g. move to use.0fDevOps or Agile techniques);

b) |out of scopey(e.g. keyboards, software in test status);

c) |change-categories (e.g. normal change using the change management process,
projeet-change using the service design and transition process, emergency
change using the emergency change procedure).

Major impact change criteria always include removal/decomimission of a Service
and transfer of a service into or out of the organization. Other criteria can be added
(e.g. high risk, estimated costs above budget threshold, new technology). These
major impact changes are managed by the service design and transition process.

Some organizations also use change management for organizational changes and
all document changes. This needs to be clear in the policy.

The change management policy needs to be aligned to the service management
policy and take into account the service management objectives.

Other statements that can be included in a change management policy are:
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Table 11 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

— the change management process owner is accountable for all activities within
the change management process;

— the criteria for prioritization of changes takes into account business needs,
available resources, service management policy and objectives;

— change management maintains delegated responsibility for assessing the

impact of minor changes on behalf of other key process areas referring to
process owners where necessary;

— |change management maintains and communicates a forward schedule of
change to meet the customer and business needs in conjunction with all other
identified interested parties;

— |achange advisory board operates to assess the impact of changes referred to
it;

— |the procedure for raising and progressing change requests is documented and
published to all staff and other identified interested parties;

— |change management publishes reports that demonstrate the efficiency and
effectiveness of the change management process.

Plan the services

Planning the services involves gathering large amounts of information in‘order to
collate the service portfolio and service catalogue of the organizatighy Require-
menjts for all services and changes to services are gathered. Criticality, dependency
and|duplication of services are identified.

Chapges are proposed where they are needed to align the services in the portfolio
with the service management policy, service management-0bjectives and service
reqiiirements, taking into consideration known limitations and risks. The limita-
tionjs can be on resource availability, technical capability or budget.

Chapges generated from the planning of the services will go into change manage-
merjt and be allocated to be managed through the change management process or
the pervice design and transition process acgording to the change management
poliry.

Pridritization of all changes will be according to criteria set by the organization.
ISOIEC 20000-1:2018, 8.2.2, states.that this aligns "with business needs and ser-
vicg management objectives, takifigiinto consideration available resources."

8.2.2

Change management, configuration management and release and deployment
mapagement

To maintain an accurate(icture of configuration items (CIs), all changes to the
configuration baseliné’go through the change management process. Configuration
information is upddted following deployment of a change to a CI.

Chaphge managemeént provides interested parties such as the service desk with
details of planhed changes and their deployment dates allowing the service desk
analysts toddentify new incidents related to deployed changes and escalate accord-
ingly.

Chapgeymanagement, in conjunction with release and deployment management,

8.2.6
8.5.1,8.5.3

can llC}lJ tU CIIouIrvcT t}ldt tllC C‘lClJlU_y lllUllt ib oux,u:oofu} (Cs CIIS Ul ;lls t‘llC CUI'T CLt vl
sions when deploying updated applications). Work instructions or procedures can
assist planning and decision making during deployment of a change.

A DevOps method can be used which includes continuous integration, continu-
ous delivery/deployment (CI/CD) approaches and automatic provision/release of
resources (e.g. servers as code). An Agile method can mean frequent releases after
iterative and incremental ways of working.

Refer to ISO/IEC TS 20000-15 for further guidance on the use of Agile and DevOps
with an SMS.
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Table 11 (continued)
Topic ISO/IEC 20000-1:2018 clause
number
Changes to external supplier contracts 8.3.4.1

External supplier contracts are reviewed on a regular basis. In some organizations,
this is managed through the change management process. But in many organiza-
tions, contract changes are managed using a different process. For either method,
an assessment of the impact of the contract changes on the SMS and the services is
completed before any approval of the contract change is made.

5.13 Is it possible to be creative and innovative within an SMS?

ISOAIEC 20000-1 does not require creativity or innovation in any of its requirements but that does’not npean
the prganization cannot innovate and meet the requirements creatively. It is the culture of the'organization,
the puidance of organizational leadership and the capabilities of organizational staff that\will support/and
promote creativity and innovation. See Table 12.

Table 12 — Creativity and innovation within an SMS

ISO/IEC 20000-1:2018 clapse

Topjic number

Creftivity and innovation in the organization 4.4"rampant

The|requirements specified in ISO/IEC 20000-1 define what needs to be in place 51g),51j),511)
and|requires evidence to demonstrate conformity. How the organization@dgevelops |g
its YMS, including its policies, objectives and plans, is up to the organization. This 7
allows the organization to create an SMS that supports their culture.and organi-

. . : o . : 2 10.2
zatipnal environment. Therefore, if creativity and innovation are Key objectives or
part of the culture, then those qualities and characteristics willbe reflected in the
development and ongoing management of their SMS.

Creativity and innovation also depend directly on the mémmbers of the organization.
Havjing the correct resources (properly trained, attitudes and characteristics that
fit within the corporate culture) as well as emphasizing and rewarding actions of
staff that contribute to the effectiveness of the SMS and services, are two areas
whdre the organization and staff can show creativity and innovation. Addition-
ally)the various management roles can be supported with autonomy, authority
and|skills to encourage creativity and innevation. Support from the organization

is n¢eded to allow for creativity and inhovation (e.g. time, financial and technical
resqurces, autonomy).

The|organization’s support for creativity and innovation can be defined in the ser-
vicg management policy, objectives or service management plan. An organization
thaf supports creativity and.inmnovation also needs to consider the risks and oppor-
tunities that can arise frem-this and have the necessary mitigations and controls in
plade.

Thefe is a note in ISOAIEC 20000-1:2018,10.2, for continual improvement stating,
"Improvements can-include reactive and pro-active actions such as correction, cor-
recffive action,preventive action, enhancements, innovation and re-organization."
Thi§ is the ohly’mention of innovation in the document, and it is found in a Note, not
arefjuirement. It is important to understand that innovation can drive improve-
mer|ts./Any areas of weakness can benefit from an innovative approach to resolving
and|strengthening the area for the future.

There are many areas within an SMS where creativity and innovation can play a
part to improve the SMS and service delivery for the customers.

Creativity and innovation can be taught to a point, but it then becomes a personal
characteristic of the individual.

However, "rampant"” creativity and innovation has been shown to be unsustainable
as an overall business model (for example, many start-up organizations reorganize
once their product/service has stabilized). Care needs to be taken here that the
requirements of ISO/IEC 20000-1 are still met through potential business model
changes.
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Table 12 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Service design, build and transition

Service design, build and transition is directly related to creativity and innovation.
How a service is designed, developed and delivered is completely up to the organi-
zation to decide and they can use all the resources (design, methodology, technolo-
gy, etc.) at their disposal to deliver to the requirements. Even the requirement-gath-
ering process can be innovatively completed.

8.5.2

It isofterthetase that the creative amd-mmovative thimking ras beemrdome beforea
new service or a major change is proposed as a change to the change management
progess. This initial work can be in the form of a strategy, requirements-gathering
at afhigh level and high-level design. Only after these activities can a request for a
new or changed service come into the SMS.

Another approach is "design thinking": designing with the end in mind (what is the
goal?) before gathering requirements. This is a creative and innovative method
whirh is customer-centric, and which includes the steps of understanding the prob-
lem|without bias; developing possible solutions; prototyping, testing and refining;
and|/implementing. The ISO/IEC 20000-1 requirements that support design thinking
and|customer-centricity include:

a) |service level management, business relationship management, service design
and transition;

b) |capacity management, service availability management, service continuity
management and information security management;

c) |change management, release and deployment management.

While multiple processes have been listed, each with its own setof'fequirements, it is
the pmalgamation of these processes that allow for the innovative.design. The process
reqiiirements can be shown to be met via the design thinking flow.

Onelother approach is the use of Agile methodologies wliere user stories direct the
development of the service and its functionality. Thoseusér stories allow the service
proyider to develop minimal viable products and seryices to ensure the desired func-
tionplity is achieved - thus there is a shorter development time with small increments of
fungtionality delivered more frequently ensuring value is achieved from an early stage.

Refgr to ISO/IEC TS 20000-15 for more inforfnation on how to incorporate Agile and
DevOps into an SMS.

Ch:i?ge management

Tradlitionally, change management.is-a process with a goal to support change and to
mitigate risks. To mitigate risk, ¢hanges are documented, assessed and then approved
befqre going forward to ensukejthe change is understood and to mitigate any detri-
merftal impact. Typically, sipporting activities such as a change advisory board (CAB),
are psed but there is nofobmal requirement for this in ISO/IEC 20000-1.

How the organizationfulfils the requirements of ISO/IEC 20000-1 is where creativity
and|innovation come/nto play. Consider how to expedite changes (e.g. use of Agile/
DevlOps methodelegy; peer review and approvals; automated testing; continuous
integration/continuous delivery; use of pre-approved change models). When looking
to ekpediteschange, the key is to always mitigate risk, therefore the risk tolerance of
the prganization will dictate how change is handled.

6.1
8.5.1

UN Bustainable Development Goal 9 Industry, Innovation and Infrastructure

4.4

SDG 9 aims to build resilient infrastructure, promote inclusive and sustainable in-
dustrialization and foster innovation. While the SDG is measured from an outcome
basis, the targets and indicators point to the development of solutions that move the
capabilities forward from a technical view. When this relates to a technology-based
service, whatever the technology, it will need to be managed and delivered to meet
the user’s needs. ISO/IEC 20000-1 can support that management and operational
delivery with the use of creative and innovative solutions.
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5.14 How does continuous learning and feedback relate to an SMS?

Creating a culture of continuous learning and feedback is essential for any organization that wants to grow,
innovate and adapt to changing markets and customer needs. This means fostering a mindset and a practice
of ongoing improvement, collaboration and communication among employees and managers. How is this
related to an SMS and ISO/IEC 20000-1? See Table 13.

Table 13 — Continuous learning and feedback within an SMS

ISO/IEC 20000-1:2018

Topic
® clause number

Goals and values 4

Whe¢n establishing an SMS, the goals and values are established in the early stages 5
thrqugh the use of policies and objectives derived from understanding the context of |g
the prganization.

Fro]n this, the competence, learning and feedback mechanisms can be derived.

Corleetence 7.2

Management needs to understand the competencies required to operate the SMS.
Conppetence required for each role is identified along with the current skills, education,
experience and any training that are potentially required. Itis also important to engage
staff to identify their learning methods, what challenges they face and their ideas;
this, a learning and feedback plan can be put in place covering various methods

incdrrect resolution of an incident or new skills required to change to new technolo-
gy).|In this case, the staff member is provided with additional trainifig or mentoring
alorjgside a skilled individual.

Leaglership and planning are key competences when implementing an SMS. Knowledge
of the organization’s structure, roles and responsibilities for key staff and relevant
conipetence are critical.

Marjagement ensures that staff are competent and their.campetence is monitored and

impfoved. This can be supported by ensuring all personal objectives are clearly linked
to the service management objectives.

Awareness 7.3

Thope personnel supporting the SMS are made aware of the service management policy,
objqgctives and the services within the scepe of the SMS. Staff are also made aware of
howf they contribute to the success of the SMS and service delivery.

Top|management establish the polici€s that involve awareness and commitment from
stafff. Evidence of staff awarenes$:of these policies and objectives can be recorded.
However, the actual "physical’involvement in achieving the objectives is a clearer way
of dpmonstrating awareness and understanding.

Monitoring, measurement; analysis and evaluation 9.1

ISOfIEC 20000-1:2018,€lauses 9 and 10, require an organization to be able to
demnjonstrate that it{continually reviews and improves its performance, in terms of
the PMS and the Services it delivers, to meet customer requirements.

It is|importantto gather feedback from employees and from customers that can be
use(l to update'the continuous learning plan.

The|organization determines what areas to monitor and measure and which meth-
odsfareqmost suitable to ensure that the SMS is properly evaluated. To maintain,

e - n) QIR N £o11 H ded e £ A
Sup POTTAITO TIITPT U VETTIC OV, UIICT TOTTU W THITE at TV ITICS dT T PCTTUTTITCT

a) dataare monitored and measured on the SMS and the services delivered (e.g.
risks raised and mitigated, service targets met or not met, failed changes);

b) dataare analyzed, considering possible seasonal trends or expected fluctuations
(e.g. extra network capacity for end of year accounting);

c) evaluation of the results and feedback leads to improvement identification or
other actions (e.g. additional learning for the staff involved in failed changes or
where service targets are not being met on a regular basis).
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Table 13 (continued)

ISO/IEC 20000-1:2018

are also actioned in this phase.
For all of these, feedback can lead to further continuous learning for all or some staff.

Topic clause number
Improvement 10.1

Once improvement opportunities have been identified and reported, the organiza- 10.2

tion decides how to respond. Nonconformities found from audits or other activities

5.1

The
deli
orge
the

revq
rem
in tH
wor
naty

b How does remote working impact the SMS?

COVID-19 pandemic forced many organizations to operate in a work-from-home/remote/hybrid ser
Fery model. Though this shift to a new way of working was forced by the pandemic, service provy
nizations and their employees soon realized the multi-dimensional value of remote working. Reali
benefits and success of balancing strategies by service providers, this scenarioChas made a
rsible shift in mindset across the industry even after the end of the COVID-19 pandemic. Integrg
pte working considerations into the SMS ensures that IT services remain effective, secure and reli
le face of changing work environments and evolving business needs. The spe¢ific details of how req
king is addressed will depend on the organization's unique context, remote*working policies and
re of the services provided. See Table 14.

Table 14 — Remote working within an-SMS

vice
ider
zing
hon-
ting
able
note
the

ISO/IEC 20000-1:2018 clause

deli

Toplic number
Scope and objectives 4

When defining the scope of the SMS and setting service management objectives, 6.2
congider the inclusion of remote working arrangements and their impact on service

yery and support with a focus on:

communication and collaboration;

technology and infrastructure;

security and data protection;

employee well-being and engagemerit;

legal and regulatory considerations;

customer expectations apd\réquirements;

business and service.continuity with disaster recovery;
risk assessment;

resource allo€ation, training and skill development;

suppliernmanagement.
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Table 14 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Leadership and commitment

For success, it is important for top management to demonstrate commitment to
supporting remote working initiatives and to ensure that they align with the organ-
ization’s service management strategy. This includes providing resources, technol-
ogy, appropriate equipment and guidance to facilitate successful remote working
arrangements. A clear remote working policy that defines expectations, responsibil-

and caciieiby o nracaidctha cliconce

5

ltlen < aqc <
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Lin¢ management ensures that remote workers have access to the necessary re-
soufces, tools and technology to perform their roles effectively and deliver services
remfotely. Line management also ensures that any remote working information
secyrity policies are implemented and adhered to. This includes addressing data
protection, privacy and security measures to protect organizational information
and|assets.

The|organization monitors the effectiveness of remote working arrangements and
evaluates their impact on service delivery, customer satisfaction and employee
performance.

Hu;lman resources

Renjote working, while being beneficial in many senses to individuals, can also poSé
varijous people-related risks:

— |less motivation leading to reduced productivity;
— |lack of collaboration;

— | poor visibility of work within the teams;

— |insufficient control;

— |reduced knowledge sharing;

— |inability to build a team culture;

— | difficulty in onboarding and training new employees.
In afldition to these risks, remote working also brings opportunities such as:

— | possibility of hiring capable resources.across the global market;
— | contract renegotiations for optimizing costs;
— | better people availability.atdifferent times for working in multiple time zones;

— | optimizing facility costs)

The|service provider ¢an establish new/enhanced people policies, technical envi-
ronments and newerways of working to optimize the benefits of remote working.

51g),51j),5.3
6.3 ¢€)
7.1,7.2

© ISO/IEC 2024 - All rights reserved
35



https://standardsiso.com/api/?name=79b7f366cbee3259826bfd3733c533bb

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Overview of ISO/IEC 20000-1:2018 
	5 Scenario-based examples 
	5.1 Introduction to the scenarios 
	5.2 What types of services can be used with ISO/IEC 20000-1? 
	5.3 Can an SMS be sustainable? 
	5.4 Can an SMS be used with different methods, frameworks and technologies? 
	5.5 Who can be assigned as top management? 
	5.6 What is the difference between the many types of requirements in ISO/IEC 20000-1? 
	5.7 How does risk management fit within an SMS? 
	5.8 What are the four types of resources in ISO/IEC 20000-1? 
	5.9 How are suppliers managed within an SMS? 
	5.10 Where is project management used within an SMS? 
	5.11 What is organizational change management and how does it fit within an SMS? 
	5.12 How do change management activities operate within an SMS? 
	5.13 Is it possible to be creative and innovative within an SMS? 
	5.14 How does continuous learning and feedback relate to an SMS? 
	5.15 How does remote working impact the SMS? 
	5.16 Can an SMS be used together with other management system standards? 

	Annex A (informative)  ISO/IEC 20000-1 clauses 
	Bibliography 

