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of the standard indicated below{OMembers pf IEC and

Information technology — Security techniques —
Entity authentication —

Part—2: i i

1 Sgope

This part of ISO/IEC 9798 specifies entity authentica-
tion nfechanisms using symmetric encipherment algo-
rithmsl Four of them deal with authentication mecha-
nisms petween two entities where no trusted third party
is invdlved; two of these four are concerned with the
autherftication of a single entity (unilateral authentica-
tion), while the other two are mechanisms for mutual
autherjtication of two entities. The remaining mecha-
nisms fequire a trusted third party for the establishment
of a common secret key, and realize mutual or unilateral
entityoLuthentication.

The mlechanisms specified in this part of ISO/IEC 9798
use time variant parameters such as time stamps, \s¢-
quencd numbers, or random numbers, to prevent-yalid
authenjtication information from being accepted at a
later tpme.

If no {rusted third party is involved and a time stamp
or seqfience number is used, one pass‘s needed for uni-
laterall authentication, while two'\passes are needed to
achieve mutual authentication. Ifno trusted third party
is invglved and a challenge ‘and response method em-
ploying random numbers is-used, two passes are needed
for unjlateral authentication, while three passes are re-
quired| to achieve_intitual authentication. If a trusted
third party is involved, any additional communication
betwe¢n an entity and the trusted third party requires
two extra passes in the communication exchange.

ISO maintain registers of cuirréntly valid Infternational
Standards.

ISO/IEC 9798-1: 199}y Information technglogy — Se-
curity techniques.' =) Entity authentication fechanisms
— Part 1: General model.

3 Definitions and notation

Foiythe purposes of this part of ISO/IEC 9793 the defini-
tions and notation described in ISO/IEC 97P98-1 apply.

4 Requirements

In the authentication mechanisms specified |n this part
of ISO/IEC 9798 an entity to be authenticated corrob-
orates its identity by demonstrating its knowledge of a
secret authentication key. This is achieved by the entity
using its secret key to encipher specific datla. The en-
ciphered data can be deciphered by anyone sharing the
entity’s secret authentication key.

The authentication mechanisms have the following re-
quirements. If any one of these is not met then the au-
thentication process may be compromised ¢r it cannot
be implemented.

a) A claimant authenticating itself to a ve
a common secret authentication key with t

ifier shares

hat verifier,

in which case the mechanisms of clause 5 jglply, or each

2 Normative reference

The following standard contains provisions which,
through reference in this text, constitute provisions of
this part of ISO/IEC 9798. At the time of publica-
tion, the edition indicated was valid. All standards are
subject to revision, and parties to agreements based on
this part of ISO/IEC 9798 are encouraged to investi-
gate the possibility of applying the most recent edition

entity shares a secret authentication key with a common

trusted third party, in which case the mechanisms of
clause 6 apply. Such keys shall be known to the involved
parties prior to the commencement of any particular
run of an authentication mechanism. The method by
which this is achieved is beyond the scope of this part
of ISO/IEC 9798.

b) If a trusted third party is involved it is trusted by
both the claimant and the verifier.
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c¢) The secret authentication key shared by a claimant
and a verifier, or by an entity and a trusted third party,
is known only to those two parties and, possibly, to other
parties they both trust.

NOTE 1 — The encipherment algorithm and the key
life-time should be chosen so that it is computationally
infeasible for a key to be deduced during its life-time.
In addition, the key life time should be chosen to pre-
vent known plaintext or chosen plaintext attacks.

© ISO/IEC

part of ISO/IEC 9798 (they may be empty). Their re-
lationship and contents depend upon the specific appli-

cation. See annex A for information on the use of text
fields.

5.1 Unilateral authentication

Unilateral authentication means that only one of the
two entities is authenticated by use of the mechanism.

5.1.1 One pass authentication

d) Either a.slsumption d1) or assumption d2) is met.

d1) The endipherment algorithm and the mode of oper-
ation used in the authentication mechanisms shall pro-

vide the re
manipulate

ipient with the means to detect forged or
| data. This requires that sufficient redun-

dancy is prgsent in the data, and that any modification
in the plainfext results in an unpredictable modification

of a large n

A possible

imber of ciphertext bits.

way to provide sufficient redundancy is to

append a hash-code to the data before encipherment.

NOTH 2 — Hash-functions are standardized in
ISO/IEC 10118.

If a block ci

the block si

be encipher

be detectab)

pher algorithm is used for encipherment and
ke is smaller than the length of the data to
bd, then the replacement of any block shall
e.

d2) The intggrity of the enciphered data shall be ensured
by an independent data integrity mechanism.

NOTH

ized in

5 Mech

third

In these au

B shall shai

prior to the
authenticat

3 — A data integrity mechanism'is standard-
ISO/IEC 9797.

lanisms not involving a trusted
party

hentication \mechanisms the entities 4 and
e a cominon secret authentication key K4p
commeéncement of any particular run of the
of.mechanisms.

In this authentication mechanism the claimant4 initi-
ates the process and is authenticated by the’verifier B.
Uniqueness / timeliness is controlled by generating and

checking a time stamp or a sequence fiufuber (see pnnex
B).

The authentication mechanispi is7illustrated in figure 1.

(1) 'TokenAB

Figure 1

The forny of the token (Token AB), sent by the clajmant
A tasthe verifier B is:

TokenAB = Text2||eK 45 Ta ||B||Text1),
Na

where the claimant A uses either a sequence nyunber
N4 or a time stamp T4 as the time variant parameter.
The choice depends on the technical capabilities pf the
claimant and the verifier as well as on the environfment.

The inclusion of the distinguishing identifier |B in
Token AB is optional.

NOTE — Distinguishing identifier B is inclufled in
Token AB to prevent the re-use of TokenAB on|entity
A by an adversary masquerading as entity B. Itdinclu-
sion is made optional so that, in environments|where
such attacks cannot occur, it may be omitted.
The distinguishing identifier B may also be omitted
if entities A and B share a secret key K/ 5 used only
for the authentication of A by B. The tokep then

The mechanisms require the use of time variant param-
eters such as time stamps, sequence numbers or random
numbers. The properties of these parameters, in partic-
ular that it is most unlikely for them to repeat within
the life-time of an authentication key, are important for
the security of these mechanisms. For additional infor-
mation see annex B.

All text fields specified in the following mechanisms are
available for use in applications outside the scope of this

pecomes.

TokenAB = Text2||leK’ Ta || Text1).
aB \ N,

(1) A sends TokenAB to B.

(2) On receipt of the message containing TokenAB,
B verifies TokenAB by deciphering the enciphered
part and checking the correctness of the distinguish-
ing identifier B, if present, as well as the time stamp
or the sequence number.
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5.1.2 Two pass authentication

In this authentication mechanism the claimant A is au-
thenticated by the verifier B who initiates the process.
Uniqueness / timeliness is controlled by generating and
checking a random number Rp (see annex B).

The authentication mechanism is illustrated in figure 2.

(1) Rp||Text1

ISO/IEC 9798-2: 1994 (E)

NOTE — A third mechanism for mutual authenti-
cation can be constructed from two instances of the
mechanism specified in 5.1.2, one started by entity A
and the other by entity B.

5.2.1 Two pass authentication

In this authentication mechanism uniqueness / time-
liness is controlled by generating and checking time
stamps or sequence numbers (see annex B).

(2) TokenAB

Figure 2

The form of the token (TokenAB), sent by the claimant
A to the verifier B is:

TokenAB = Text3||eK a5 (Rp||B||Text2).

The inclusion of the distinguishing identifier B in
Token A B is optional.

OTE — Distinguishing identifier B is included in
oken AB to prevent a so-called reflection attack. Such
n attack is characterized by the fact that an intruder
“reflects” the challenge Rp to B pretending to be A.
he inclusion of the distinguishing identifier B is made
ptional so that, in environments where such attacks
nnot occur, it may be omitted.
The distinguishing identifier B may also be omittéd
if entities A and B share a secret key K5 used only
fpbr the authentication of A by B. The token/then
H

ecomes:

TokenAB = Text3||leK, ; (Rp||Text2);

(1) B|sends a random number Rp)'and, optionally, a
telxt field Textl to A.

(2) A|sends TokenAB to B-

(3) Op receipt of thé niessage containing TokenAB,
B| verifies TokenA-B by deciphering the enciphered
pgrt and checking the correctness of the distinguish-
ing identifiex’ B, if present, and that the random
nymber\Rp, sent to A in step (1), agrees with the
ralndom number contained in Token AB.

The authentication mechanism is illustrated|in figure 3.

(1) TokenAB

(4) S g B (2)

Figure 3

The form of the token (TokenAB), sent by|A to B, is
identical to that(specified in 5.1.1.

TokenAB’= Text2||eK 45 (A l|Bl|Text1).
The form of the token (TokenBA), sent by B to A, is:
TokenBA = Text4||leK 4B (z‘rﬁ ||A||Text3).

The inclusion of the distinguishing identifier B in
Token AB and the inclusion of the distinguishing identi-
fier A in TokenBA are (independently) opti¢nal.

NOTE 1 — Distinguishing identifier B is included in
Token AB to prevent the re-use of TokenAB on entity
A by an adversary masquerading as entity(B. For sim-
ilar reasons the distinguishing identifier Afis present in
TokenBA. Their inclusion is made optignal so that,
in environments where such attacks canngt occur, one
or both may be omitted.
The distinguishing identifiers A and B nay also be
omitted if entities A and B share two secret keys K g
and Kg,, used respectively for the auth¢ntication of
A by B and B by A. The tokens then be¢ome:

TokenAB = Text2|leK, ; ( x4 || Text1)

TokenBA = Text4||eK,'3A (IT\I?; HText3)

5.2 Mutual authentication

Mutual authentication means that the two communicat-
ing entities are authenticated to each other by use of the
mechanism.

The two mechanisms described in 5.1.1 and 5.1.2 are
adapted in 5.2.1 and 5.2.2, respectively, to achieve mu-
tual authentication. In both cases this requires one more
pass resulting in two more steps.

Thechoice of USIng either time stamps Of sequence num-
bers in this mechanism depends on the capabilities of the
claimant and the verifier as well as on the environment.

Steps (1) and (2) are identical to those specified in 5.1.1,
one pass authentication.
(3) B sends TokenBA to A.

(4) The message in step (3) is handled in a manner
analogous to step (2) of 5.1.1.
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NOTE 2 — The two messages of this mechanism are
not bound together in any way, other than implicitly
by timeliness; the mechanism involves independent use
of mechanism 5.1.1 twice. If it is desired to bind these
messages further, appropriate use could be made of
text fields (see annex A).

5.2.2 Three pass authentication

In this authentication mechanism uniqueness / timeli-
ness is controlled by generating and checking random

© ISO/IEC

(4) B sends TokenBA to A.

(5) On receipt of the message containing TokenBA,
A verifies TokenBA by deciphering the enciphered
part and checking that the random number Rp, re-
ceived from B in step (1) agrees with the random
number contained in TokenBA and that the ran-
dom number R4, sent to B in step (2), agrees with
the random number contained in TokenB A.

numbers (sde annex B).

The authentication mechanism is illustrated in figure 4.

’ (1) Rp||Text1
(2) TokenAB

Y
v}
w
&

(5) A

(4) TokenBA

Figure 4
The tokens are of the following form:

TokenAB = Text3||eK 45 (R4||Rp||B||Text2),
TokenH A = Text5||eK ap (Rp||Ra||Text4).

NOTE|1 — The inclusion of Rp in Token B A prevents
the detivation of Token BA from TokenAB.

The inclusion of the distinguishing identifier B in
Token AB i;r optional.

NOTE] 2 — Distinguishing identifier B is included in
Token A B to prevent a so-called reflection attack. Such
an attdck is characterized by the fact that an intruder
“reflects” the challenge Rp to B pretending to be A.
The influsion of the distinguishingidentifier B is made
optionhl so that, in environments where such attacks
cannof occur, it may be omitted.

The diftinguishing identifier\B may also be omitted if
entitie§ A and B share tWo'secret keys K5 and Kp 4,
used r¢spectively for the-authentication of A by B and
B by A. The tokens’then become:

Token A Bi="Text3||eK', ; (Ra||Rp||Text2),
TokenBA = Text5|leK , (Rp||R4||Text4).

6 Mechanisms involving a trusted-third
party

These authentication mechanisms do\not make ude of a
secret key shared by the two entities prior to the au-
thentication process. They do; however, make use of a
trusted third party (with distinguishing identifies T'P)
with which the entities A~and B each share a secrgt key,
K 7 and Kpr respectively. In each mechanism ¢ne of
the entities requests a key K 4p from the trusted|third
party. This is followed by an adaptation of the njecha-
nisms described\in 5.2.1 and 5.2.2, respectively.

As described below certain passes may be omitted from
each niechanism if unilateral authentication is required.

NOTE — The mechanisms do not provide any gharan-
tee to the trusted third party regarding the identities
of entities A and B. In addition, if the authentication
fails, there is no information on which exchange has
been modified or created by an intruder.

The mechanisms require the use of time variant ppram-
eters such as time stamps, sequence numbers or ra[;dom
numbers. The properties of these parameters, in partic-
ular that it is most unlikely for them to repeat within
the life-time of an authentication key are important for
the security of these mechanisms. For additional [infor-
mation see annex B.

All text fields specified in the following mechanisips are
available for use in applications outside the scope ¢f this
part of ISO/IEC 9798 (they may be empty). Their re-
lationship and contents depend upon the specific jappli-

(1) B sends a random number Rp and, optionally, a
text field Textl to A.

(2) A sends TokenAB to B.

(3) On receipt of the message containing TokenAB,
B verifies Token AB by deciphering the enciphered
part and checking the correctness of the distinguish-
ing identifier B, if present, and that the random
number Rp, sent to A in step (1), agrees with the
random number contained in TokenAB.

cation. See annex A for information on the use of text
fields.

6.1 Four pass authentication
In this mutual authentication mechanism unique-
ness / timeliness is controlled by using time variant pa-

rameters (see annex B).

The authentication mechanism is illustrated in figure 5.
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(5) On receipt of the message containing TokenAB,
B verifies Token AB by deciphering the enciphered
TP parts and checking the correctness of the distin-
7y guishing identifiers A and B as well as the time
stamp(s) or the sequence number(s). In addition,
1) TVP . . s
( ;“TextAl” (2) TokenT A B retrieves the secret authentication key K 4p.
(4) TokenAB 6) B sends TokenBA to A.
® A e % B (8)
(™ (6) TokenBA (7) On receipt of the message containing TokenBA,
P & A verifies TokenBA by deciphering the enciphered
gu part and checking the correctness of the dlistinguish-
The form of the token (TokenT' A), sent by TP to A4, is: ing identifier A as well as the time)stamp or the

The

The

The

’IIokenTA = Text4||eK o7 (TV P4||K 4p||B||Text3)||

KsT ()Tva;;; ”KAB||A||Tcxt2).

s}

fopm of the token (TokenAB), sent by A to B, is:

TokenAB = Text6|leKpr ( 2P ||K ap||A]|Text2) ||
Nrp
K a5 (A ||B||Texts).

(1

form of the token (TokenBA), sent by B to A4, is:
TokenBA = Text8|leK ap (g}z HA||Text7).

chioice of using either time stamps or sequence num-

bers infthis mechanism depends on the capabilities of the
entities involved as well as on the environment.

The

throu

use of the time variant parameter T'V P4 in steps (1)
;E (3) of figure 5, as specified below, is soniewhat

differeht from its normal use. It allows A 16 associate
the regponse message (2) with the messagerequest (1).

The

important property of the time yariant parameter

here if its non-repeatability, to limit the possible reuse

of a

(1)

(2)
3)

(4)

pieviously used Token T A.

Alsends a time variant-parameter TV P4, the dis-
tihguishing identifier-B and, optionally, a text field
Textl to the trasted third party TP.

The trusted.third party T'P sends TokenT A to A.

Oh 1éceipt of the message containing TokenT' A,
Al verifies TokenT A by deciphering the data en-

sequence number.

Steps (6) and (7) may be omitted if only unjflateral au-
thentication of A to B is required.

6.2 Five pass authentication

In this mutual - authentication mechanisjn unique-
ness / timeliness\s controlled by using random numbers
(see annex B)) ;

The authentication mechanism is illustrated|in figure 6.

TP
A
(2) RLIIBBIll | (3) TokenT 4
B||Text2
(1) Rp||Text1
(4) < - (6)
&) 4 (5) TokenAB B
(7) TokenBA
Figure 6

The form of the token (TokenT 4), sent by I[P to A, is:

TokenT A = Text5||eK ar(R',||K aB||B||Text4)
eKpr(Rp||K ap||A||Text3).

The form of the token (TokenAB), sent by 4 to B, is:

TokenAB = Text7|leKBT(RB“KABHA”Text.
EKAB(RAIIRBllTextG).

~—~

I

ciphered under K41 and checking the correct-
ness of the distinguishing identifier B and that
the time variant parameter, sent to TP in step
(1), agrees with the time variant parameter con-
tained in TokenT'A. In addition, A retrieves the

secret authentication key K4p. A then extracts
eKpr (g‘;‘;HKAB”AHTeth) from TokenTA and

uses it to construct Token AB.

A sends TokenAB to B.

The form of the token (lokenBA), sent by B to A, is:

TokenBA = Text9||eK op (Rp||Ra||Text8).

(1) B sends a random number Rp and, optionally, a
text field Textl to A.

(2) A sends the random numbers Rp and R/;, the dis-
tinguishing identifier B and, optionally, a text field
Text2 to the trusted third party TP.
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3)

\

4)

(5)
(6)

The trusted third party TP sends TokenT' A to A.

On receipt of the message containing TokenT A,
A verifies TokenT'A by deciphering the data enci-
phered under K 47 and checking the correctness of
the diSbingﬁiShuls identifier B and that the ran-
dom number R/, sent to TP in step (2), agrees
with the random number contained in TokenT A. In

addition, A retrieves the secret anthentication kev

QQiv0a, 4 2¢0522¢C LA SCCICE alLACiticallo

Ksp. A then extracts eKpr(Rp||Kap||A||Text3)
from TokenT'B and uses it to construct Token A B.

© ISO/IEC

(7) B sends TokenBA to A.

19\ i £ a1l
\O) Ull l.C(,Clpb o1 11e

1mes
A verifies Token B b
part and checking

coaived from R in ste
ceiveq irom I 1n step (1), agrees

ep

MAlenes
Sa BC LUllbdlllllls .I.UACII.BA,

deciphering the enciphered
the random number Rpg, re-

{1\ agrees with the random

number contained in TokenBA and that the ran-
dom number R4, sent to B in step (5), agrees with

the random number contained in TokenB A.

Stene (7) and (8) mav be omitted if onlv unilater
L N e A\ J 4

1 au-

A sendq TokenAB to B.

On recgipt of the message containing TokenAB,
B verifies Token AB by deciphering the enciphered
parts apd checking the correctness of the distin-
guishing identifier A and that the random number
Rp, senft to A in step (1), agrees with both copies
containgd in TokenAB. In addition, B retrieves the
secret ajuthentication key K4p.

thentication of A to B is required.
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Annex A

(informative)

Use of text fields

The tdkens specified in clauses 5 and 6 of this part of
ISO/IEC 9798 contain text fields. The actual use of
and the relationships between the various text fields in
a giver] pass depend on the application. Some examples
are given below.

If the fokens do not contain (sufficient) redundancy, the
enciphpred text fields may be used to provide additional
redundancy.

Any infformation requiring confidentiality or data origin
authenftication should be placed in the enciphered part
of the token.

Text fields may contain additional time variant param-
eters. |For instance, a time stamp may be included in
the text field(s) of TokenAB in mechanism 5.1.1 if this
is used with sequence numbers. This would allow the
detection of forced delays by requiring the recipient of a
message to verify that any time stamp contained in the
message is within a prespecified time window (see, also
annex [B).

If more than one valid key exists, thew\the cleartext
text field may include the key identifier. If|more than
one trusted third party exists, then text fields could
be used to include the distingaishing identifier of the
trusted third party in question:

Text fields could also be@sed for the distribufion of keys
(see ISO/IEC 11770-2).

Should any of thie mechanisms specified in this part of
ISO/IEC 9798 be embedded in an application which al-
lows either entfity to initiate the authenticatipn by using
an additional message prior to the start of| the mech-
anisnt;) certain intruder attacks may beconje possible.
Text\fields may be used to state which entﬂ\‘y requests

the authentication in order to counteract such attacks,
which are characterized by the fact that an intruder may

reuse a token obtained illicitly.
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Annex B

(informative)

Time variant parameters

© ISO/IEC

Time varia
ness/timelin
transmitted
the authenti
of the mech:
either direct

Some types
low the dete

t parameters are used to control unique-
ss. They enable the replay of previously
messages to be detected. To achieve this,
Fation information should vary from one use
tnism to the next. The verifier should have
or indirect control over this variation.

of time variant parameters may also al-
ction of “forced delays” (delays introduced

into the comimunication medium by an adversary). In

mechanisms
may also be
clocks” used
between spe

The three t
this part of

involving more than one pass, forced delays
detected by other means (such as “timeout
to enforce maximum allowable time gaps
bific messages).

ypes of time variant parameters used in
ISO/IEC 9798 are time stamps, sequence

random numbers.

Implementation re-

different applications. In some cases, it
may be applopriate to use more than one type of timé
variant parameter (e.g., both time stamps and sequence
numbers). Details regarding the choice of these parame-

ters are bey¢nd the scope of this part of ISO/IEC 9798.
B.1 Time¢ stamps

Mechanisms| involving time stamps make use of a com-
mon time rdference which logically links two communi-
cating parti¢s. The recommended-reference clock is Co-
ordinated Universal Time (UFC). An acceptance win-
dow of some]fixed size is Wsed’by the verifier. Timeliness
is controlled| by the verifiér computing the difference be-
tween the time stamipvin a verified received token and
the time as [perceiyed by the verifier when the token is
received. If the difference is within the window, the mes-
sage is accepied nigueness—can-be veri i
all messages within the current window, and rejecting
the second and subsequent occurrences of identical mes-
sages within that window.

Some mechanism should be used to ensure that the time
clocks of the communicating parties are synchronised,
in order that the time reference be under the verifier’s
(indirect) control. Moreover, time clocks need to be
synchronized well enough to make the possibility of im-
personation by replay acceptably small. It should also

be ensured that all information relevant to-the verifi-
cation of time stamps, in particular the time’ clogks of
the two communicating parties, are protected against
tampering.

Time stamps allow the detection-of forced delays.
B.2 Sequence numbers

Uniqueness can be controlled using sequence numbkgrs as
they enable a verifier to detect the replay of mesgages.
A claimant and verifier agree beforehand on a polity for
numbering messages in a particular manner, the ggneral
idea being that’a message with a particular numbdr will
be accepted only once (or only once within a specified
time peériod). Messages received by a verifier arel then
checked to see that the number sent with the mqgssage
is acceptable according to the agreed policy. In this
way, the sequence number is under the verifier’s [indi-
rect) control. A message is rejected if the accompapying
sequence number is not in accordance with the ajgreed
policy.

Use of sequence numbers may require additional “pook-
keeping”. A claimant should maintain records pf se-
quence numbers which have been used previously apd/or
sequence numbers which remain valid for futurq use.
The claimant should keep such records for all foten-
tial verifiers with whom the claimant may wish to[com-
municate. Similarly, the verifier should maintain| such
records corresponding to all potential claimants.| Spe-
cial procedures may also be required to reset apd/or
restart sequence number counters when situations |(such
as system failures) arise which disrupt normal sequenc-
ing.

U o : a—eclaimant iHguar-
antee that a verifier will be able to detect forced delays.
For mechanisms involving two or more messages, forced
delays can be detected if the sender of a message mea-
sures the time interval between transmission of a mes-
sage and receipt of an expected reply, and rejects it if
the delay is more than a prespecified time slot.

B.3 Random numbers

The random numbers used in mechanisms specified in
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this part of ISO/IEC 9798 prevent replay attacks or
interleaving attacks. In the context of this part of
ISO/IEC 9798 the use of the term random numbers also
includes unpredictable pseudo-random numbers.

In order to prevent replay or interleaving attacks, the
verifier obtains a random number which is sent to the
claimant, and the claimant responds by including the
random number in the enciphered part of the returned
token. (This is commonly referred to as challenge-
respon; ] ] ages con-

ISO/IEC 9798-2: 1994 (E)

that recorded the original authentication exchange can
send the recorded token to the verifier and falsely au-
thenticate itself as the claimant. In order to prevent
such attacks, it is necessary for the random numbers to
be non-repeating with a very high probability.

Random numbers are by definition unpredictable, and
can be considered non-repeating with a high degree of
probability if they take values from a sufficiently large
range.

taining| the particular random number. If the same ran-
dom nymber is used by the verifier again, a third party

Use of random numbers by a claimant does ot guaran-
tee that a verifier will be able to detect forcgd delays.
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Annex C

(informative)

Bibliography

ISO/IHC 9797: 1994, Information technology — Security techniques — Data integrity mechanism using af cryp-

tograpHic check function employing a block cipher algorithm.

ISO/IHC 10118-1: 1994, Information technology — Security techniques — Hash-functions —'Part 1: General.

ISO/IHC 10118-2: 1994, Information technology — Security techniques — Hash-functiops — Part 2:
functiops using an n-bit block cipher algorithm.

\Hash-

ISO/IHC 11770-2: —!, Information technology — Security techniques — Key management — Part 2: Mecha-

nisms {1sing symmetric techniques.

10

1to be published


https://standardsiso.com/api/?name=9a9f50c31c1bccfde60fcb6425efe712

