INTERNATIONAL ISO/IEC
STANDARD 9594-6

Seventh edition
2014-03-01

Information technology — Open Systems
Interconnection — The Directory —

Part ©:
Selected attribute types

Technologies de l'information — Interconnexion de systemes quverts
(OSl) — L'annuaire

Partie 6: Types d'aftributs sélectionnés

Reference number
ISO/IEC 9594-6:2014(E)

©|SO/IEC 2014



https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

ISO/IEC 9594-6:2014(E)

s COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2014

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form or by any
means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior written permission.
Permission can be requested from either ISO at the address below or ISO’s member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax +41 2274909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2014 — All rights reserved


https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

ISO/IEC 9594-6

Foreword

:2014(E)

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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hnical committees collaborate in fields of mutual interest. Other international organizations, gov

International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this . document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

IJO/IEC 9594-6 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collabor
ITIU-T. The identical text is published as Rec. ITU-T X.520.(10/2012).

This seventh edition cancels and replaces the ‘sixth edition (ISO/IEC 9594-6:2008), which
technically revised. It also incorporates the sTechnical Corrigenda ISO/IEC 9594-6:2008/C
ISO/IEC 9594-6:2008/Cor.2:2012 and ISO/IEC 9594-6:2008/Cor.3:2013.

ISO/IEC 9594 consists of the following parts;“under the general title Information technology — Oper
Inferconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

—  Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part.6: Selected attribute types
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—t Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typicaly used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

= fromrdifferentmanfactores,
under different managements,
of different levels of complexity; and

of different ages.

This Recommendation | International Standard defines a number of attribute types which may befound useful agross a
rangg of applications of the Directory, as well as a number of standard attribute syntaxes and matching rule§. One
partiqular use for many of the attributes defined herein is in the formation of names, particularly for the claspes of
objects defined in Rec. ITU-T X.521 | ISO/IEC 9594-7.

This Recommendation | International Standard provides the foundation frameworksiugon which industry profiles ¢an be
defingd by other standards groups and industry forums. Many of the features defined as optional in these frameworks
may pe mandated for use in certain environments through profiles. This seventh edition technically revisgs and
enharjces the sixth edition of this Recommendation | International Standargk:

This g$eventh edition specifies versions 1 and 2 of the Directory protocals:

The fjrst and second editions specified only version 1. Most of thé services and protocols specified in this editipn are
desigped to function under version 1. However some enhangced’services and protocols, e.g., signed errors, will not
functijon unless al Directory entities involved in the operation-have negotiated version 2. Whichever version has been
negotjated, differences between the services and between-the protocols defined in the six editions, except for|those
specifically assigned to version 2, are accommodated \using the rules of extensibility defined in Rec. ITU-T X519 |
| SO/IEC 9594-5.

bn for

Annex B, which is not an integral part.of -this Recommendation | International Standard, provides a table of attribute

upper
boungis value constraints. These constraints are not reflected in these Directory Specifications, but are providefl as a

y the

to the

pctory

Annex G, which is not an integral part of this Recommendation | International Standard, describes an alternative way of
generating directory distinguished based on object identifiers. It contains information retrieved from Rec. ITU-T X.660 |
ISO/IEC 9834-1.

Annex H, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | I nternational Standard.

Rec. ITU-T X.520 (10/2012) v
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vaid
valid |
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I nfor mation technology — Open Systems | nter connection —
The Directory: Selected attribute types

SECTION 1 -GENERAL

useful across arange of applications of the Di rectory
te types and matching rules fall into three categories, as described below.
attribute types and matching rules are used by awide variety of applications or are understood.and/or used

ory itself.
TE 1—It is recommended that an attribute type or matching rule defined in this Recommendation.)International Stan

TE 2 — The attribute and context types definitions by this Recommendation | International, Standard have some asg
hantics. Such specifications should not be used in situations where these semantics do not’apply.

attribute types and matching rules are internationally standardized, but are application-specific. These are d
standards associated with the application concerned.

dministrative authority can define its own attribute types and matching rules for any purpose. These &
ptionally standardized, and are available to others beyond the administrative authority which created ther
h bilateral agreement.

Normative refer ences

ute provisions of this Recommendation | International Standard. At the time of publication, the editionsin
valid. All Recommendations and Standards ‘are subject to revision, and parties to agreements based d
nmendation | International Standard are(encouraged to investigate the possibility of applying the most

nternational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cu
TU-T Recommendations.

Identical Recommendations | I nternational Standards

—  Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open S
I nter connection — Basic Reference Model: The basic model.

— Recommendation ITU-T X.500 (2012) | ISO/IEC 9594-1:2014, Information technology — Open S
| nterconnection — The Directory: Overview of concepts, models and services.

— . SRecommendation ITU-T X.501 (2012) | ISO/IEC 9594-2:2014, Information technology — Open S
I nterconnection — The Directory: Models.

hay be

by the
ard be
pciated
efined

re not
n only

JS text,

icated
n this
recent
rrently
rrently

stems
/stems
/stems

stems

~  Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014. Information technology — Open §

Interconnection — The Directory: Public-key and attribute certificate frameworks.

— Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

— Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

— Recommendation ITU-T X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

Rec. ITU-T X.520 (10/2012)
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Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.

Recommendation ITU-T X.667 (2008) | ISO/IEC 9834-8:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Generation and
registration of Universally Unique ldentifiers (UUIDs) and their use as ASN.1 object identifier
components.

Recommendation ITU-T X.668 (2008) | ISO/IEC 9834-9:2008, Information technology — Open Systems

Interconnection — Procedures for the operation of OS Registration Authorities. Registration of object
identifier arcsfor applications and services using tag-based identification

Other references

Recommendation ITU-T X.680 (2008) | 1SO/IEC 8824-1:2008, Information technology — Abstract: Byntax
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2008) | 1SO/IEC 8824-2:2008, Information technology <-Abstract Byntax
Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2008) | 1SO/IEC 8824-3:2008, Information technology — Abstract Byntax
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2008) | 1SO/IEC 8824-4:2008, |nformation technology — Abstract Byntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T E.123 (2001), Notation for national @and international tel ephone numbers, e-mail
addresses and web addresses.

Recommendation ITU-T E.164 (2005), The international public telecommunication numbering plan.
Recommendation ITU-T F.1 (1998), Operational provisions for the international public telegram sgrvice.
Recommendation CCITT F.31 (1988), Telegrami't.etransmission system.

Recommendation CCITT F.401 (1992), Message handling services. Naming and addressing for [public
message handling services.

Recommendation ITU-T T.30 (2005),’Procedures for document facsimile transmission in the general
switched telephone network.

Recommendation ITU-T T.51 (1992), Latin based coded character sets for telematic services.
Recommendation ITU-T .62 (1993), Control procedures for teletex and Group 4 facsimile services.
Recommendation ITU-TX.121 (2000), International numbering plan for public data networks.

Recommendation | FU-T Y.2213 (2008), NGN service requirements and capabilities for network gspects
of applications.and services using tag-based identification.

SO 316641:2006, Codes for the representation of names of countries and their subdivisions — Rart 1:
Countrycodes.

SO 3166-3:1999, Codes for the representation of names of countries and their subdivisions — Rart 3:
Code for formerly used names of countries.

I'SO 639-2:1998, Codes for the representation of names of languages — Part 2: Alpha-3 code.
ISO/IEC/IEEE 9945:2009, Information technology — Portable Operating System Interface (POEX) —

BaSe JoeClTications, 1ssue 7.

ISO/IEC 15897:2001, Information technology — User interfaces — Procedures for the registration of
cultural elements.

I[ETF RFC 3406 (2002), Uniform Resource Names (URN) Namespace Definition Mechanisms.

IETF RFC 3454 (2003), Preparation of Internationalized Srings (" stringprep™).
IETF RFC 3641 (2003), Generic Sring Encoding Rules (GSER) for ASN.1 Types.

IETF RFC 3642 (2003), Common Elements of Generic String Encoding Rules (GSER) Encodings.
IETF RFC 3672 (2003), Subentriesin the Lightweight Directory Access Protocol (LDAP).
IETF RFC 3986 (2005), Uniform Resource Identifier (URI): Generic Syntax.

Rec. ITU-T X.520 (10/2012)
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IETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
IETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.

IETF RFC 4514 (2006); Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names.

IETF RFC 4517 (2006), Lightweight Directory Access Protocol (LDAP): Syntaxes and Matching Rules.
IETF RFC 4519 (2006), Lightweight Directory Access Protocol (LDAP): Schema for User Applications.

IETF RFC 4520 (2006), Internet Assigned Numbers Authority (IANA) Considerations for the Lightweight
Directory Access Protocol (LDAP).

IETF RFC 4792 (2007), Encoding Instructions for the Generic String Encoding Rules (GSER).

2.3

3
For th
Thefd

For th

a)
b)
<)
d)

| SO/IEC Standards

Definitions
b purposes of this Recommendation | International Standard, the follewing definitions apply:
[lowing terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2;

Abbreviations

b purposes of this Recommendatian | International Standard, the following abbreviations apply:
AFI
EPC
GSER  Generic&tring Encoding Rules
LDAP Lightweight Directory Access Protocol
RFID  Radio Frequency Identification
RDN Relative Distinguished Name
Ul
URL Uniform Resource Locator

The Unicode Consortiam. The UMIcode Sandard, Version 4.0.0, defined by: The Unicode Jandard,
Version 4.0 (Reading, MA, Addison-Wesley, 2003. ISBN 0-321-18578-1).

Unicode Standard Annex #15: Unicode Normalization Forms, by Mark Davis and Martin’Durgt. An
integral part of The Unicode Sandard, Version 4.0.

National Imagery and Mapping Agency (NIMA): TR 8350.2, DoD Word Geodetic Systém 1984.

I SO/IEC 10646:2012, Information technology — Universal Coded Charactér. 'Set (UCS).

attribute type;
context;
matching rule;
object class.

Application Famityldentifier
Electronic Product Code

Unique Item Identifier

5

T el B At
URIN UTIITUNTT RESUUNrLe Ndaiic

UTM Universal Transverse Mercator
UUID  Universally Unique Identifier

Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.520 |
| SO/IEC 9594-6. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations and all
parts of |SO/IEC 9594.

Rec. ITU-T X.520 (10/2012) 3
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This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e, the 1988 edition of the series of CCITT X.500 Recommendations and the
| SO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition of
the Directory Specifications, i.e, the 1993 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e, the 1997 edition of the series of ITU-T X.500 Recommendations and the
| SO/IEC 9594:1998 edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525 and X.530, the 2000 edition of Rec. ITU-T X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition|of the
Direcfory Specifications, i.e, the 2005 edition of the series of ITU-T X.500 Recommendations arid the
| SO/ EEC 9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming ta'the sixth edition|of the
ry Specifications, i.e, the 2008 edition of the series of ITU-T X.500 Recommendations and the

irectory Specification uses the term seventh edition systems to refer to systems,conforming to the seventh edition
Directory Specifications, i.e., the 2012 edition of the series of ITU-T-%X<500 Recommendations and the

irectory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values
are referenced in normal text, they are differentiated from normal text 9y)presenting them in the bold Courier New
typefdce. The names of procedures, typically referenced when specifying the semantics of processing, are differeptiated
from mormal text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Timeqd New Roman.

If thelitems in a list are numbered (as opposed to using "—"*or letters), then the items shall be considered stefs in a
procegiure.

Attribpte types, matching rules and context types are defined in this Recommendation | International Standard by [use of
the AITTRIBUTE, MATCHING-RULE and coNTEXT.information object classes defined in Rec. ITU-T X|{501 |
| SO/IEEC 9594-2,

Examples of the use of the attribute types aredescribed using an informal notation, where attribute type and valug pairs
resented by an acronym for the attribute type, followed by an equals sign ("="), followed by the example vaue for
ibute.

4 Rec. ITU-T X.520 (10/2012)
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SECTION 2 -SELECTED ATTRIBUTE TYPES

Definition of selected attribute types

This Directory Specification defines a number of attribute types which may be found useful across a range of
applications of the Directory.

Many

of the attribute types defined in this Directory Specification are based on acommon ASN.1 syntax:

UnboundedDirectoryString ::= CHOICE {
teletexString TeletexString (SIZE (1..MAX)),
printableString PrintableString(SIZE (1..MAX)),
bmpString  BMPString(SIZE (1..MAX)),

unj
uTH

A few

Dired
tel

pri
bmg
unj
uTH

NQ
NQ

6.1

6.1.1

The K
by a
N
know]
WI
EQT

OB{
ID

6.2

These

versalString UniversalString(SIZE (1..MAX)),

8String UTF8String (SIZE (1..MAX)) }

attribute types are based on the following data type:
toryString{INTEGER:maxSize} ::= CHOICE {

etexString TeletexString (SIZE (1..maxSize,...)),
ntableString PrintableString(SIZE (1..maxSize,...)),
String BMPString (SIZE (1..maxSize,...)),
versalString UniversalString(SIZE (1..maxSize,...)),
8String UTF8String (SIZE (1..maxSize,...)) }

TE 1 — The above syntaxes are also used in other parts of these Directory Specifications:

TE 2 — The use of TeletexString iSdeprecated.

System attribute types

Knowledge I nformation

nowledge Information attribute type specifies a human readable accumulated description of knowledge ma

becific DSA.

TE — This attribute is now obsol ete.

edgeInformation ATTRIBUTE ::= {

H SYNTAX UnboundedDirectoryString
ALITY MATCHING RULE caseIgnoreMatch

OLETE TRUE

id-at-knowledgeInformation }

Labelling attribute types

Name

me attributé type is the attribute supertype from which string attribute types typically used for naming n

stered

attributes type are concerned with information about objects which has been explicitly associated with the objects
by alabelling process.

hay be

name |ATTRIBUTE
WITH.-SYNTAX UnboundedDirectoryString
EQ tcir
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"name"
ID id-at-name }

6.2.2

Common Name

An attribute of the type commonName Specifies an identification of an object. A Common Name is not a directory name
in itself; it is a (possibly ambiguous) name by which the object is commonly known in some limited scope (such as an

organi

zation) and conforms to the naming conventions of the country or culture with which it is associated.

An attribute value for Common Name is a string chosen by either the person or organization it describes or the
organization responsible for the object it describes for devices and application entities. For example, a typical name of a

Rec. ITU-T X.520 (10/2012)
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person in an English-speaking country comprises a persondl title (e.g., Mr., Ms.,, Rd, Professor, Sir, Lord), a first name,
middle name(s), last name, generation qualifier (if any, e.g., Jr.) and decorations and awards (if any, e.g., QC).
Examples
CN ="Mr. Robin Lachlan McLeod BSc(Hons) CEng MIEE";
CN ="Divisional Coordination Committee";
CN ="High Speed Modem".
Any variants should be associated with the named object as separate and alternative attribute values.

Other common variants should also be admitted, e.g., use of a middie name as a preferred first name; use of "Bill" in
place of "William", etc.

commgnName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"cn", "commonName" }

ID id-at-commonName }

6.2.3 Surname

An attribute of the type surname specifies the linguistic construct which normally is inherited’by an individual from the
indiviglual's parent or assumed by marriage, and by which the individual is commonly knawn.

An attribute value for Surnameisastring, e.g., "McLeod".

surngme ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"sn"}
ID id-at-surname }

6.2.4 Given Name

The Given Name attribute type specifies the linguistie<eonstruct which is normally given to an individual by the
indiviglual's parent, or is chosen by the individual, or by Which the individual is commonly known.

An attribute value for Given Name is a string, e.g.\-"David" or "Jean-Paul".

giverlName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"givenName"}

ID id-at-givenName }

6.2.5 Initials
The Injitials attributefype contains the initials of some or all of an individual's names, but not the surname(s).

An attribute valdefor Initialsisastring, e.g., "D" or "D." or "J.P.".

initials ATTRIBUTE ::= {
SUBTY¥PE. OF name
WI;H SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"initials"}
ID id-at-initials }

6.2.6 Generation Qualifier

The Generation Qualifier attribute type contains a string which is used to provide generation information to qualify an
individual's name.
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An attribute value for Generation Qualifier isastring, e.g., "Jr." or "11".

generationQualifier ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"generationQualifier"}

iDp id-at-generationQualifier }

6.2.7 Unique | dentifier

The Unique Identifier attribute type specifies an identifier which may be used to distinguish between object references
when a distinguished name has been reused. It may be, for example, an encoded object identifier, certificate, date,
timestamp, or some other form of certification on the validity of the distinguished name.

An attfibute value for Unique Identifier is abit string.

unigyeIdentifier ATTRIBUTE ::= {

WITH SYNTAX UniqueIdentifier

EQUALITY MATCHING RULE bitStringMatch

LDAP-SYNTAX bitString.&id

LDAP-NAME {"x500UniqueIdentifier"}

ID id-at-uniqueIdentifier }
UniqyeIdentifier ::= BIT STRING

628 | DN Qualifier

The ON Qualifier attribute type specifies disambiguating information to add to,the relative distinguished nameg of an
entry. It isintended to be used for entries held in multiple DSAs which woul@otherwise have the same name, and that its
value pe the same in agiven DSA for all entries to which this informationshas been added.

dnQudlifier ATTRIBUTE ::= {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caseIgnoreMatch
ORDPERING MATCHING RULE caseIgnoreOrderingMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX printableString:&id
LDAP -NAME {"dnQualifiexr"}
ID id-at-dnQualifier }

6.2.9 Serial Number
The Sgrial Number attribute type specifies an identifier, the serial number of an object.
An attribute value for Serial Numberis'a printable string.

seriglNumber ATTRIBUTE /1= {
WITH SYNTAX PrintableString (SIZE (1..MAX))
EQUALITY MATCHING~RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id
LDAP-NAME {"serialNumber"}
ID id-at-serialNumber }

6.2.10 Psetdonym

The Ppeudonym attribute type specifies a pseudonym for an object. It is used for naming an object when it is to be made
clear that its name is a pseudonym.

pseudonym ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-pseudonym }

6.2.11  Universal Unique I dentifier Pair

The Universal Unique Identifier Pair attribute type specifies a pair of Universal Unique Identifiers (UUID), as specified
in Rec. ITU-T X.667 | ISO/IEC 9834-8. The pair collectively represents an issuer/subject relationship, the nature of
which is outside the scope of this Directory Specification. The initial UUID in the pair represents the issuer, and the
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trailing UUID in the pair represents the subject of the issuer/subject relationship. An example of such arelationship isa
user account.

uUIDPair ATTRIBUTE ::= {

WITH SYNTAX UUIDPair
EQUALITY MATCHING RULE uUIDPairMatch
ID id-at-uuidpair }

UUIDPair ::= SEQUENCE {
issuerUUID UUID,
subjectUUID UUID,

-}

UUID ::= OCTET STRING(SIZE (16)) -- UUID format only

6.212 uri
The uri attribute typeis used for holding a Uniform Resource Identifier (URI) as defined in IETF RFC 3986,

uri ATTRIBUTE ::= {
WITH SYNTAX URI
EQUALITY MATCHING RULE uriMatch
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"uriv}
ID id-at-uri }

URI {:= UTF8String

6.213 URN

The URN attribute typeis used for holding a Uniform Resource Name (URN) as defined in IETF RFC 3406.

urn ATTRIBUTE ::= {
SUBTYPE OF uri
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"urn"
ID id-at-urn }
6.214 URL

The URL attribute type is used for holding a Uniform’Resource Locator (URL).

url ATTRIBUTE ::= {
SUBTYPE OF uri
LDAP-SYNTAX directoryString.&id
LDAP-NAME {™uriv}
ID id-at-url }

6.3 Geogr aphical attribute types
Theselattribute types are concerned with geographical positions or regions with which objects are associated.
6.3.1 Country,Name

The dountry-Name attribute type specifies a country. When used as a component of a directory name, it identifles the
countrfy in'which the named object is physically located or with which it is associated in some other important way

" TR ! £ " H e 1 £ L2440 4 alal P2y o400 2 alal P2
An ditrmoutevaraeTor CUUNY TidTie s A Y LHNUSSITITUNTTOU 01001 diliar £ Ul TOoU o1U0~0 dilicr <.

countryName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX CountryName
SINGLE VALUE TRUE
LDAP-SYNTAX countryString.&id
LDAP-NAME {ren
ID id-at-countryName }
CountryName ::= PrintableString(SIZE (2)) -- ISO 3166 codes only

8 Rec. ITU-T X.520 (10/2012)


https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/I EC 9594-6:2014 (E)

6.3.2 Locality Name

The Locality Name attribute type specifies a locality. When used as a component of a directory name, it identifies a
geographical area or locality in which the named object is physically located or with which it is associated in some other
important way.

An attribute value for Locality Name isa string, e.g., L = "Edinburgh”.

localityName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {m1iv}

ID id-at-localityName }

The Cpllective Locality Name attribute type specifies alocality name for a collection of entries.

collgctiveLocalityName ATTRIBUTE ::= {

SUBTYPE OF localityName
COLLECTIVE TRUE
iDp id-at-collectiveLocalityName }

6.3.3 State or Province Name

The Sate or Province Name attribute type specifies a state or province. When used as a cernponent of a directory[name,
it iderjtifies a geographical subdivision in which the named object is physically located~or with which it is associgted in
some pther important way.

An attribute value for State or Province Name is astring, e.g., S="Ohio".

statq@OrProvinceName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"st"}

ID id-at-stateOrProvinceName }

The Cpllective Sate or Province Name attribute type specifies a state or province name for a collection of entries.

collgctiveStateOrProvinceName ATTRIBUTE(::= {

SUBTYPE OF stateOrProvineceName
COLLECTIVE TRUE
ID id-at-collectiveStateOrProvinceName }

6.3.4 Street Address

The Jreet Address attribute type-specifies a site for the local distribution and physical delivery in a postal agldress,
i.e., the street name, place, avenue-and house number. When used as a component of a directory name, it identif|es the
street pddress at which the named object is located or with which it is associated in some other important way.

An attribute value for Streeh Addressis astring, e.g., "Arnulfstral3e 60".

streqtAddress ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP<NAME {"street"}
ID id-at-streetAddress }

The Collective Sreet Address attribute type specifies a street address for a collection of entries.

collectiveStreetAddress ATTRIBUTE ::= {

SUBTYPE OF streetAddress
COLLECTIVE TRUE
ID id-at-collectiveStreetAddress }

6.3.5 House | dentifier

The House Identifier attribute type specifies a linguistic construct used to identify a particular building, for example a
house number or house name relative to a street, avenue, town or city etc.
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ribute value for House Identifier isa string, e.g., "14".

houseIdentifier ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"houseIdentifier"}
ID id-at-houseIdentifier }
6.3.6 UTM Coordinates attributetype
An attribute of type utmCoordinates gives the coordinates in the Universal Transverse Mercator (UTM) coordinate
system.
utmCqordinates ATTRIBUTE ::= {
WITH SYNTAX UtmCoordinates
SINGLE VALUE TRUE
ID id-at-utmCoordinates }
UtmCqordinates ::= SEQUENCE {
zone PrintableString,
easting NumericString,
nortling NumericString }
The zpne component gives the value of the UTM zone. It consists of a single letter followed by up to two niimeric
charagters.
The epsting component gives the easting values in metres.
The nprthing component gives the northing value in metres.
6.4 Organizational attributetypes
Theseattribute types are concerned with organizations and canbeUsed to describe objects in terms of organizations with
which|they are associated.
6.4.1 Organization Name
The Qrganization Name attribute type specifies an-organization. When used as a component of a directory name, it
identifies an organization with which the named-object is affiliated.
An gtribute value for organizationName iS a string chosen by the organization (eg., O = "Sgottish
Telecommunications plc"). Any variants should be associated with the named Organization as separate and altefnative
attribyte values.
organizationName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {r"on
ID id-at-organizationName }
The Collective-Organization Name attribute type specifies an organization name for a collection of entries.
collgctiveOrganizationName ATTRIBUTE ::= {
SUBTYPE OF organizationName
COLLECTIVE TRUE
ID id-at-collectiveOrganizationName }
6.4.2 Organizational Unit Name

The Organizational Unit Name attribute type specifies an organizational unit. When used as a component of a directory

name,

it identifies an organizational unit with which the named object is affiliated.

The designated organizational unit is understood to be part of an organization designated by an organizationName
attribute. It follows that if an Organizational Unit Name attribute is used in a directory name, it shall be associated with
an organizationName attribute.

10
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An attribute value for Organizational Unit Name is a string chosen by the organization of which it is part (e.g., OU =
"Technology Division"). Note that the commonly used abbreviation "TD" would be a separate and alternative attribute

vaue.

Example
O ="Scottel", OU ="TD"

organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP-NAME {"ou"}

ID id-at-organizationalUnitName }

The CplTective Organizational Unit Name attribute type specifies an organizational unit name for a collection of entries.

collgctiveOrganizationalUnitName ATTRIBUTE ::= {
SUBTYPE OF organizationalUnitName
COLLECTIVE TRUE
ID id-at-collectiveOrganizationalUn
6.4.3 Title

itName }

The T|tle attribute type specifies the designated position or function of the object within anlerganization.

An attribute value for Titleisastring.
Example

T ="Manager, Distributed Applications"

title ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"title"}
ID id-at-title }

6.4.4 Organization | dentifier

An aftribute of type organizationIdentifiez” holds an identification of an organization different from the

organifzation name.

organizationIdentifier ATTRIBUTE ::=
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

SINGLE VALUE TRUE

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"organizationIdentifier"}

ID id-at-organizationIdentifier }

6.5 Explanatory attribute types

Theseattributetypes are concerned with explanations (e.g., in a natural language) of something about an object.

6.5.1 Description

The DESCription attribute type SPeciTies text thal 0escribes the associ aled obj ect.

For example, the object "Standards Interest” might have the associated description "distribution list for exchange of

information about intra-company standards development”.

An attribute value for Description is a string.

description ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"description"}
ID id-at-description }

Rec. ITU-T X.520 (10/2012)
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Sear ch Guide

The Search Guide attribute type specifies information of suggested search criteria which may be included in some entries
expected to be a convenient base-object for the search operation, e.g., country or organization.

Search criteria consist of an optional identifier for the type of object sought and combinations of attribute types and
logical operators to be used in the construction of a filter. It is possible to specify for each search criteria item the
matching level, e.g., approximate match.

The Search Guide attribute may recur to reflect the various types of requests, e.g., search for a Residential Person or an
Organizational Person, which may be fulfilled from the given base-object where the Search Guideis read.

searchGuide ATTRIBUTE ::= {
WITH SYNTAX Guide
LDAR—SYINTFAX guide—&id
LDAP-NAME {"searchGuide"}
ID id-at-searchGuide }
Guide ::= SET {
objectClass [0] OBJECT-CLASS.&id OPTIONAL,
criteria [1] Criteria,
}
Crité¢ria ::= CHOICE {
tygpe [0] Criterialtem,
and [1] SET OF Criteria,
or [2] SET OF Criteria,
not [3] Criteria,
}
Criterialtem ::= CHOICE {
eqyality [0] AttributeType,
substrings [1] AttributeType,
greaterOrEqual [2] AttributeType,
legsOrEqual [3] AttributeType,
approximateMatch [4] AttributeType,
}
Example
The fallowing is a potentia value of the Search Guide attribute that could be stored in entries of object class Loca
indicate how entries of object class ResidentialPerson might be found:
residential-person-guide Guide ::= {
objectClass residentialPerson.&id,
criteria and : {
ype : substrings : commonName.&id,

The construction of afilterfrem this value of Guide is straightforward.

Step (JL) produces theihtermediate Filter value:

inte

and : {

ype : substrings iy streetAddress.&id } }

fmediate<filter Filter ::=

item % >substrings {
type commonName.&id,
strings { any : teletexString : "Dubois" }},

lity to

item : substrings {
type streetAddress.&id,
strings { any : teletexString "Hugo" } } }

Step (2) produces afilter for matching Residential Person entries in the subtree:

residential-person-filter Filter ::=
and : {

12

item :equality : {
type objectClass.&id,
assertion residentialPerson.&id },
intermediateFilter }
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6.5.3 Enhanced Search Guide

The Enhanced Search Guide attribute provides an enhancement of the searchGuide attribute, adding information about
the recommended search depth for searches among subordinate objects of a given object class.

enhancedSearchGuide ATTRIBUTE ::= {

WITH SYNTAX EnhancedGuide

LDAP-SYNTAX enhancedGuide.&id

LDAP-NAME {"enhancedSearchGuide"}

ID id-at-enhancedSearchGuide }
EnhancedGuide ::= SEQUENCE {

objectClass [0] OBJECT-CLASS.&id,

criteria [1] Criteria,

L

aseObject (0),

neLevel (1),
holeSubtree (2)} DEFAULT oneLevel,
}

6.5.4 Business Category

The Business Category attribute type specifies information concerning the occupation ,of “some common ohjects,
e.g., people. For example, this attribute provides the facility to interrogate the Directory about people sharing the same
occupgtion.

businjessCategory ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP-NAME {"businessCategory"}
ID id-at-businessCategory ¢}

6.6 Postal addressing attribute types
Theselattribute types are concerned with information required for physical postal delivery to an object.

6.6.1 Postal Address

The Ppstal Address attribute type specifies the aldress information required for the physical delivery of postal messages
by thg postal authority to the named object.

An atfribute value for Postal AddressWill be typically composed of selected attributes from the MHS Unformatted
Postal|O/R Address version 1 according to CCITT Rec. F.401 and limited to 6 lines of 30 characters each, including a
postal|country name. Normally the jhformation contained in such an address could include an addressee's name| street
addregs, city, state or province,-postal code and possibly a Post Office Box number depending on the specific
requirements of the named dbject.

post3lAddress ATTRIBUTE ::= {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caseIgnorelListMatch
SUBSTRINGS\MATCHING RULE caseIgnoreListSubstringsMatch

LDAP-SYNTAX postalAddr.&id
LDAP -NAME {"postaladdress"}
ID id-at-postalAddress }
PostalAddress ::= SEQUENCE SIZE (I..MAX) OF UnboundedDirectorysctring

The Collective Postal Address attribute type specifies a postal address for a collection of entries.

collectivePostalAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress
COLLECTIVE TRUE
ID id-at-collectivePostalAddress }

6.6.2 Postal Code

The Postal Code attribute type specifies the postal code of the named object. If this attribute value is present, it will be
part of the object's postal address.

An attribute value for Postal Code is a string.
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postalCode ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"postalCode"}
ID id-at-postalCode }

The Collective Postal Code attribute type specifies a postal code for a collection of entries.

collectivePostalCode ATTRIBUTE ::= {

SUBTYPE OF postalCode
COLLECTIVE TRUE
ID id-at-collectivePostalCode }
6.6.3 Post Office Box
The Ppst Office Box attribute type specifies the Post Office Box by which the object will receive physical pastal de

If pregent, the attribute value is part of the object's postal address.

ivery.

postQfficeBox ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"postOfficeBox"}
ID id-at-postOfficeBox }
The Cpllective Post Office Box attribute type specifies a post office box for acollection of entries.
collégctivePostOfficeBox ATTRIBUTE ::= {
SUBTYPE OF postOfficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }
6.6.4 Physical Delivery Office Name
The Physical Delivery Office Name attribute type specifies the name of the city, village, etc., where a physical dglivery

An at

physi
WIT

EQUALITY MATCHING RULE caseIgnoreMatch

SUBSTRINGS MATCHING RULE- caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"physicalDeliveryOfficeName"}

ID id-at-physicalDeliveryOfficeName }
The Collective Physical Délivery Office Name attribute type specifies a physical delivery office name for a collec]
entriesg.
collgctivePhysicalDeliveryOfficeName ATTRIBUTE ::=

SUBTYPE{-OF physicalDeliveryOfficeName

COLLECTIVE TRUE

ID id-at-collectivePhysicalDeliveryOfficeName }

offi ce[[s situated.

ibute value for Physical Delivery Office Nameis a string.

calDeliveryOfficeName ATTRIBUTE ::=
H SYNTAX UnboundedDirectoryString

6.7

Telecommunications addressing attribute types

ion of

These attribute types are concerned with addressing information needed to communicate with the object using
telecommunication means.

6.7.1

Telephone Number

The Telephone Number attribute type specifies a tel ephone number associated with an object.

An attribute value for Telephone Number is a string that shall comply with the internationally agreed format for showing
international telephone numbers, as indicated in clause 2.5 of Rec. ITU-T E.123 (e.g., "+ 44 582 10101"). However, it is

14
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allowed to insert hyphens (-) in addition to the + sign, spaces and figures. Other characters from the PrintableString
repertoire shall not be used.

telephoneNumber ATTRIBUTE ::= {
WITH SYNTAX TelephoneNumber
EQUALITY MATCHING RULE telephoneNumberMatch
SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch

LDAP - SYNTAX printableString.&id
LDAP -NAME {"telephoneNumber"}
ID id-at-telephoneNumber }

TelephoneNumber ::= PrintableString(SIZE (1l..ub-telephone-number))
-- String complying with Rec. ITU-T E.123 only

ub-t

The

er INITEGEK ::= 354

ephone-n
[lective Telephone Number attribute type specifies a telephone number for a collection of entries.

collgctiveTelephoneNumber ATTRIBUTE ::= {
SUBTYPE OF telephoneNumber
COLLECTIVE TRUE
iD id-at-collectiveTelephoneNumber }

6.7.2 Telex Number

The Telex Number attribute type specifies the telex number, country code, and answerback code of a telex tgminal
associpted with an object.

telejNumber ATTRIBUTE ::= {
WITH SYNTAX TelexNumber
LDAP-SYNTAX telexNr.&id
LDAP -NAME {"telexNumber"}
ID id-at-telexNumber }
TelejfNumber ::= SEQUENCE ({

telexNumber PrintableString(SIZE (1l..ub-telex-number)),
coyntryCode PrintableString(SIZE (1l..ub-country-code)),
angwerback PrintableString(SIZE (1..ubsanswerback)),

L

ub-tglex-number INTEGER ::= 14
ub-cquntry-code INTEGER ::= 4
ub-answerback INTEGER ::= 8

The Cpllective Telex Number attributetype specifies atelex number for a collection of entries.

collgctiveTelexNumber ATTRIBUTE ::= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveTelexNumber }

6.7.3 Teletex Tevminal |dentifier

Snce [CCITT ReC. F.200 has been withdrawn and has not been replaced, the use of the teletexTerminalIdent]fier
andthe colléctiveTeletexTerminalIdentifier attribute typesis deprecated.

The THetexTerminal Identifier attribute type specifies the Teletex terminal identifier (and, optionally, parameterd) for a

tel ate tarminal aceneiatedaaiath an ohioct

e o COooo ot co vy e o - oo eot

An attribute value for Teletex Terminal Identifier is a string which complies with CCITT Rec. F.200 and an optional set
whose components are according to Rec. ITU-T T.62.

-- teletexTerminalIdentifier ATTRIBUTE ::= {

-- WITH SYNTAX TeletexTerminalIdentifier

-- ID id-at-teletexTerminalIdentifier }

-- TeletexTerminalIdentifier ::= SEQUENCE {

-- teletexTerminal PrintableString (SIZE(l..ub-teletex-terminal-id)),
-- parameters TeletexNonBasicParameters OPTIONAL }
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The Collective Teletex Terminal Identifier attribute type specifies a Teletex terminal identifier for a collection of entries.

-- collectiveTeletexTerminalIdentifier ATTRIBUTE ::= {

-- SUBTYPE OF teletexTerminalIdentifier
-- COLLECTIVE TRUE
-- ID id-at-collectiveTeletexTerminalIdentifier }

6.7.4 Facsimile Telephone Number

The Facsimile Telephone Number attribute type specifies a telephone number for afacsimile terminal (and optionaly its
parameters) associated with an object.

An attribute value for the Facsimile Telephone Number is a string that complies with the internationally agreed format
for showing international telephone numbers, Rec. ITU-T E.123 (e.g., "+81 3 347 7418") and an optiona bit string

f + ol HI R 3 I} LT T T 20\
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facsimileTelephoneNumber ATTRIBUTE ::= {
WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING RULE facsimileNumberSubstringsMatch

LDAP-SYNTAX facsimileTelephoneNr. &id
LDAP-NAME {"facsimileTelephoneNumber"}
ID id-at-facsimileTelephoneNumber }

FacsimileTelephoneNumber ::= SEQUENCE {
telephoneNumber TelephoneNumber,
pafameters G3FacsimileNonBasicParameters OPTIONAL,

}

The {ollective Facsimile Telephone Number attribute type specifies a facsimile telephone number for a collecfion of
entries.

collgctiveFacsimileTelephoneNumber ATTRIBUTE ::= {
SUBTYPE OF facsimileTelephoneNumber
COLLECTIVE TRUE
ID id-at-collectiveFacsimileTelephoneNumber }

6.7.5 X.121 Address
The X{121 Address attribute type specifies an address.as defined by Rec. ITU-T X.121 associated with an object.

x1213ddress ATTRIBUTE ::= {
WITH SYNTAX X121Address
EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString.&id

LDAP -NAME {"x121Address"}

ID id-at-x121Address }
X1213ddress ::= NuméricString(SIZE (1l..ub-xl21l-address))

-- String as defified”by Rec. ITU-T X.121
ub-x121-address™INTEGER ::= 15

6.7.6 International | SDN Number

The Irlternational ISDN Number attribute type specifies an international 1SDN number associated with an object.

An attribute value for International ISDN Number is a string which complies with the internationally agreed format for
ISDN addresses givenin Rec. ITU-T E.164.

internationalISDNNumber ATTRIBUTE ::= {
WITH SYNTAX InternationalISDNNumber
EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString.&id
LDAP -NAME {"internationalISDNNumber"}
ID id-at-internationalISDNNumber }

InternationalISDNNumber ::=
NumericString (SIZE (1..ub-international-isdn-number))
-- String complying with Rec. ITU-T E.164 only
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ub-international-isdn-number INTEGER ::= 16

The Collective International ISDN Number attribute type specifies an international ISDN number for a collection of
entries.

collectiveInternationalISDNNumber ATTRIBUTE ::= {

SUBTYPE OF internationalISDNNumber
COLLECTIVE TRUE
ID id-at-collectiveInternational ISDNNumber }

6.7.7 Registered Address
The Reg|stered Addrels attnbute type specmes a mnemonlc for an address associ ated W|th an object at a partlcular city

locatiq e Public
Telegfam Service (according to Rec. ITU- T F.1).
regigteredAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

LDAP-SYNTAX postalAddr.&id

LDAP -NAME {"registeredAddress"}

ID id-at-registeredAddress }

6.7.8 Destination I ndicator

The Destination Indicator attribute type specifies (according to Rec. ITU-T F.1 and-CCITT Rec. F.31) the country and
city agsociated with the object (the addressee) needed to provide the Public Telegram Service.

An attribute value for Destination Indicator is a string.

destinationIndicator ATTRIBUTE ::= {
WITH SYNTAX DestinationIndicator
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id

LDAP-NAME {"destinationIndicator"}

ID id-at-destinatiofIndicator }
DestinationIndicator ::= PrintableString(SIZE (1..MAX))

-- alphabetical characters only

6.7.9 Communications Service

The Communications Service attribute type ‘specifies the type of service(s) associated with a communications address.

commynicationsService ATTRIBUTE ::= {
WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE-/ objectIdentifierMatch
ID id-at-communicationsService }

CommynicationsSexrvice ::= OBJECT IDENTIFIER

This gtribute describes the class of service that the Communications Address provides access to, for example, telgphone
(voicg), facsimile;electronic mail, SM'S (short messaging service), EDI, file transfer, etc.

AIIocTIion of object identifiers for the identification of servicesis done outside this Directory Specification.

6.7.10 Communications Network

The Communications Network attribute type specifies the type of network for which a communications address is used.

communicationsNetwork ATTRIBUTE ::= {
WITH SYNTAX CommunicationsNetwork
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
IDp id-at-communicationsNetwork }
CommunicationsNetwork ::= OBJECT IDENTIFIER
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This attribute describes the type of network where the Communications Address is alocated. For example, a Public
Switched Telephone Network (PSTN), an ISDN network, or a GSM mobile phone network. It could also be an
application oriented network, e.g., a banking network.

Allocation of object identifiers for the identification of networks is done outside this Directory Specification.

6.8 Preferences attribute types
These attribute types are concerned with the preferences of an object.

6.8.1 Preferred Delivery Method

The Preferred Delivery Method attribute type specifies the object's priority order regarding the method to be used for
communicating with it.

preferredDeliveryMethod ATTRIBUTE ::= {

WITH SYNTAX PreferredDeliveryMethod

SINGLE VALUE TRUE

LDAP-SYNTAX deliveryMethod. &id

LD3P-NAME {"preferredDeliveryMethod"}

ID id-at-preferredDeliveryMethod }
Pref¢rredDeliveryMethod ::= SEQUENCE OF INTEGER {

any-delivery-method (0),

mhg-delivery (1),

physical-delivery (2),

telex-delivery (3),

teletex-delivery (4),

g3{facsimile-delivery (5),
g4{facsimile-delivery (6),
iaj-terminal-delivery (7),
videotex-delivery (8),
telephone-delivery (9) }

6.9 OSl application attribute types
Thesejattribute types are concerned with information regarding objectsin the OS| Application Layer.

6.9.1 Presentation Address

The Hresentation Address attribute type specifies a presentation-address associated with an object representing an
applicgtion-entity.

An attribute value for Presentation Address is a presentation-address as defined in Rec. ITU-T X.519 | ISO/IEC 9594-5.

presentationAddress ATTRIBUTE ::= {

WITH SYNTAX PresentationAddress

EQUALITY MATCHING RULE presentationAddressMatch

SINGLE VALUE TRUE

ID id-at-presentationAddress }
PresgntationAdd¥ess ::= SEQUENCE (

pS¢lector [0] OCTET STRING OPTIONAL,
sSelecter [1] OCTET STRING OPTIONAL,
tSg¢lector [2] OCTET STRING OPTIONAL,
nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING,

- J

6.9.2 Supported Application Context

The Supported Application Context attribute type specifies the object identifier(s) of application context(s) that the object
(an OSl application-entity) supports.

supportedApplicationContext ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-supportedApplicationContext }
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6.9.3 Protocol I nformation

The Protocol Information attribute type associates protocol information with each network address in the Presentation
Address attribute.

For each naddress, the protocol component identifies the protocol or profile for the network and transport layers.

protocolInformation ATTRIBUTE ::= {
WITH SYNTAX ProtocolInformation
EQUALITY MATCHING RULE protocolInformationMatch
ID id-at-protocolInformation }

ProtocolInformation ::= SEQUENCE (
nAddress OCTET STRING,
profiles SET OF ORJECT TDENTTIETER }

6.10 Relational attribute types

These] attribute types are concerned with information regarding the objects which are related to a particular object in
certaim ways.

6.10.1 Distinguished Name
The Djistinguished Name attribute type is an attribute for specifying the name of an object.

distinguishedName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
LDAP-SYNTAX dn.&id

LDAP-NAME {"distinguishedName"}

ID id-at-distinguishedName }

6.10. Member
The Member attribute type specifies a group of names associated\with the object.

An attribute value for Member is a distinguished name.

member ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
LDAP-NAME {"membex"}
ID id-at-‘mémber }

6.10.3 Unique Member

The Unique Member attribute typejspecifies a group of unique names associated with an object. A unique name is a
name that is optionally disambiguated by the inclusion of its unique identifier.

An attribute value for Unigue'Member is a distinguished name accompanied by an optional unique identifier.

unigyeMember ATTRIBUTE ::= {

WITH SYNTAX NameAndOptionalUID

EQUALITY MATCHING RULE uniqueMemberMatch

LDAP - SYNTAX nameAndOptionalUID. &id

LDAP-NAME {"uniqueMember"}

ID id-at-uniqueMember }
NameAndOptionalUID ::= SEQUENCE {

dn DistinguishedName,
uid UniqueIdentifier OPTIONAL,

-}
6.104 Owner
The Owner attribute type specifies the name of an object which has some responsibility for the associated object.
An attribute value for Owner is a distinguished name (which could represent a group of names) and can recur.
owner ATTRIBUTE ::= {

SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
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LDAP -NAME {"owner"}

ID

6.10.5

id-at-owner }

Role Occupant

The Role Occupant attribute type specifies the name of an object which fulfils an organizational role.

An attribute value for Role Occupant is a distinguished name.

roleOccupant ATTRIBUTE ::= {

SUBTYPE OF distinguishedName
LDAP - SYNTAX dn.&id
LDAP -NAME {"roleOccupant"}
ID id-at-roleOccupant }
6.10. See Also
The See Also attribute type specifies names of other Directory objects which may be other aspects (in some@ense)|of the
same feal world object.
An attribute value for See Also is a distinguished name.
seeAlso ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP - SYNTAX dn.&id
LDAP -NAME {"seenlso"}
ID id-at-seeAlso }
6.11 Domain attribute types
6.11.1 DMD Name
The OQMD Name attribute type specifies a DMD. When used as a component of a directory name, it identifies af DMD
which|manages the named object.
An attribute value for DMD Name is a string chosen by the DMD.
dmdNgme ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirxectoryString
ID id-at-dmdName }
6.12 Hierarchical attributetypes
Hierajchical attribute types are used-for' mapping the hierarchical structure of object identifiers and Uniform Resource
Names (URNS) into a Directory Distinguished Name.
6.12.2] Top level object identifier arc
An attribute of the oidci-attribute type specifies the value for the top level arc of an object identifier. An attributeof this
type shall take the valueO, 1 or 2. It isintended to be used as a naming attribute in an entry of oidCclobj objeqt class
and off oidroot Ohject class.
0idC] ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE-VALUE TRUE
ID id-oidcl }

This attribute type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidc1 is
allocated from the object identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.

6.12.2

Second level object identifier arc

An attribute of the oidc2 attribute type specifies the value for the second level arc of an object identifier. An attribute of
this typeisintended to be used as a naming attribute in an entry of oidc2obj object class and of oidRoot Object class.

0idC2 ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
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ID id-oidc2 }

This attribute type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidc2 is
allocated from the object identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.

6.12.3 Lower level object identifier arcsattribute type

An attribute of the oidc attribute type specifies the value for athird level or lower level arcs of an object identifier. An
attribute of this type is intended to be used as a naming attribute in an entry of oidcobj object class and of oidRoot
object class.

0idC ATTRIBUTE ::= {

WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SI FRYE

ID id-oidc }

This gtribute type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidc-is alpcated
from the object identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.

6.12. URN component attributetype

An attribute of the urnc attribute type is used for holding a URN component when creating a-DIT subtree representation
of aURN. An attribute of this type is the naming attribute of an entry of the urncobj struetural object class.

urnC |[ATTRIBUTE ::= {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caseExactMatch
SINGLE VALUE TRUE
LDAP-SYNTAX printableSting.&id
LDAP-NAME {"urnc"}
ID id-at-urnC }

The dubtree root for a class of URNs shall have an attribute of\this type which shall hold the URN name| space
component, as defined by the Internet Assigned Numbers Authority (IANA).

6.13 | Attributesfor applications using tag-baseéd identification

Attribpte types defined by this clause provide supportfor applications using tag-based identification.
6.13.1 TagOID

An atfribute of type tagoid is used for.holding an object identifier. This object identifier indicates the type pf Ull
followling the object identifier in the ID.tag (e.g., an RFID tag).

tag0jd ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE

LDAP-SYNTAX oid.&id

LDAP -NAME {"tagoid"}

ID id-at-tagoid }

6.13.41 UllFermat

The L1I | Format attribute type specifies how a Ull hit string may be partitioned into components.

uiiFormat ATTRIBUTE ::= {
WITH SYNTAX UiiFormat
SINGLE VALUE TRUE
LDAP - SYNTAX uiiForm.&id
LDAP -NAME {"uiiFormat"}
ID id-at-uiiFormat }

UiiFormat ::= SEQUENCE ({
baseObject URI,

subset ENUMERATE {

baseObject (0),

oneLevel (1),

wholeSubtree (2) } DEFAULT baseObject,
next CHOICE {

Rec. ITU-T X.520 (10/2012) 21


https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

SO/

EC 9594-6:2014 (E)

length INTEGER,
filter UiiFilter } }

UiiFilter ::= CHOICE ({
item [0] UiiItem,
and [1] SET OF UiiFilter,

or

[2] SET OF UiiFilter,

not [3] UiiFilter }

UiiItem ::= SEQUENCE {
type ATTRIBUTE.&id OPTIONAL,
length INTEGER OPTIONAL }

The baseobject component shall contain the URN corresponding to the base object of the search. If this component is

absen

t _tha saarch is suaaested-to-start at the root
Il-—He-seakerH g9 to-StaltaHHeo0E

The jubset component recommends how to fill the subset component of the Filter in a subsequent
operafjon. baseobject Specifies that the search shall only be performed against the base object. oneLeyvel sp

that o
entries

Then

6.13.3

An attribute of uiiInurn type holdsaUnique Item Identifier (Ull) encoded in aunique URN format.

uiilg
SU.
ST
ID

6.13.4

An attribute of contentUuRrLiSused for holding the URL of the information content associated with an EPC or a Ujll.

cont¢ntUrl ATTRIBUTE/::= {
SUBTYPE OF url
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"contentUrl"}
ID id-at-contentUrl }
6.13.9 ~Ull attributetype

hly the entries immediately subordinate to the base object are to be searched. wholesubtree (Specifies t
£ in the subtree which have the base object as aroot are to be searched.

bx t component gives some information about the next field of the UlI:

—  The choice 1ength subcomponent shall be taken if the length of the following UlI field has afixed
and the subcomponent signals the length in characters.

— The choice filter shall be taken if the following Ull field does hot-have a fixed length. It pr
guidance as to how filter items should be constructed to explore the-actua length of the next Ul
The uiiFilter data type has a recursive structure similar to the'structure of the Filter datat
defined by Rec. ITU-T X.511 alowing for specification of afilter of arbitrary complexity.

The recommendation for a particular filter item is given by thé uiiitem datatype:

i) the type subcomponent specifies the attribute typeto be used in the attribute value assertion; &

ii) the Length subcomponent specifies how many characters to be used as the value of the at
value assertion.

Ull in URN attributetype

Urn ATTRIBUTE ::= {
TYPE OF urn
GLE VALUE TRUE
id-at-uiiInUrn }
Content URL

Search
ecifies
hat all

length

pvides
field.
ype as

nd
tribute

The Ull attribute type is used for holding a bit-encoded Unique Item Identifier (Ull) alocated within the 1SO
environment.

uii ATTRIBUTE ::= {

WITH SYNTAX BIT STRING
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString.&id
LDAP-NAME {"uiin

ID id-at-uii }

6.13.6
An att|

22

EPC attributetype
ribute of the epc attribute type is used for holding a bit-encoded Electronic Product Code (EPC).
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epc ATTRIBUTE ::= {
WITH SYNTAX BIT STRING
SINGLE VALUE TRUE
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString.&id
LDAP-NAME {"epc"}

ID

id-at-epcUii }

6.13.7 TagAFI attributetype

The Tag AFI attribute type is used for holding the Application Family Identifier (AFI) associated with a specific 1SO Ul
type. AFls are only alocated in the 1SO environment. Together, an 1SO Ull and the associated AFl provide a global
unique identification of an item.

tagAf+—AFFRIBYFE—+—1
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
LDAP-SYNTAX octetString.&id
LDAP-NAME {"tagAfir}
ID id-at-isoTagAfi }

An AFl istypically one octet long, but provision is made for multi-octet AFIs.

6.13.5§ EPC Format attribute

An attribute of the epcFormat attribute type specifies how an EPC bit string may be partitioned into components.

epcFdrmat ATTRIBUTE ::=
WITH SYNTAX EpcFormat
SINGLE VALUE TRUE
LDAP-SYNTAX epcForm. &id
LDAP-NAME {"epcFormat"}
ID id-at-epcFormat }
EpcFqrmat ::= SEQUENCE {
figlds SEQUENCE SIZE (1..MAX) OF SEQUENCE ({
Bits INTEGER,
¢harField CHOICE {
characters [0] INTEGER,
maxValue [1] INTEGER },
fesult ENUMERATED {
numericPad (0),
numeric (1),
alpha7bits (2) } DEFAULT numericPad,
digitshift [0] INTEGER OPTIONAL,
chgckCalc [1] INTEGER OPTIONAL,
urngPrefix UTF8String OPTIONAL }
An attribute of the uiiFormat-attribute type carries formatting information about the fields of a Ull as retrieved fiom an

RFID tag. It isintended te-carry sufficient information to alow the RFID bit representation to be converted to a ch

repr

tation. In addition;-it allows conversion to a URN format, possibly to be used for a directory access.

Only the fields after-the Header, the Filter field and the Partition field are considered when generating the ch

encoded Ul or.when creating a URN. It is assumed that the DUA/LDAP client has been able to identify these field

The

The £l elds component holds information about each of the EPC fields for which information is returned. For eac

ributetype syntax has the following components:

Bracter

Bracter
S.

hfield

thefol

lowing information is provided:
a) Thebits subcomponent indicates how many bits the field occupies in the EPC.
b) ThecharField subcomponent isa choice of:

— The characters choice indicates how many characters to which the field shall be converted when
decoding the EPC into a character representation. If it is a numeric character field and the result

exceeds the indicated number of numeric characters, the EPC isinvalid.

— Themaxvalue choiceisonly valid for a numeric field and indicates the maximum value allowed. If

the value exceeds this value, the EPC isinvalid.
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¢) The result subcomponent shall indicate how the bit field shall be converted and shall take one of the
following values:

— numericPad Mmeaning that the bit string of the field shall be considered an unsigned integer that shall
be converted to a numeric string. When this value is chosen, the characters dternative of the
charField subcomponent shall be taken. If the number of humeric characters are less than the value
of the characters choice, then the result shall be prefixed ‘0" numeric characters to get the length
asindicated by the characters choice.

— numeric meaning that the bit string of the field shall be considered an unsigned integer that shall be
converted to a numeric string. There shall be no leading zero numeric characters. However, if the bit
string are al zero bits, the result shall be a single zero numeric character.

— alpha7bits meaning that the bit string of the field consists of 7 bits subfields each representing an

Aol P oy Qb A OO L -
AOCIT Ulldl aCltl U UT LUNVEINICU LU AT O UIS AOCUITT Ulldl ACLET .

Based| on the above information, the bit encoded U1l can be converted to a character encoded format where the characters

can be considered as numbered from one to maximum from the | eft.

The digitshift component is only relevant if a particular digit (numeric character) shall be shifted as part of the

proceglure when character encoding an EPC. The value shall indicate the position of the numesic character |i

n the

conveted EPC to be shifted. If this component is present, the digit in question shall be moved to the front |of the
convefted EPC. The moved digit is now character number one. However, if the intentior"is to produce a URN, the

indicgor digit shall not be moved.
NQTE —indicator digit is used as acommon nomination for an indicator digit and an extension, digit.

The checkbigit component shall only be present if a check digit shall be generated-for the character encoded EPL. The
check|digit shall not be generated when producing a URN. The value shall indicate how many of the initial chafacters

ed by taking the sum of the digits after having multiplied al the ufeven numbered digits with 3 and then
from the nearest equa or higher multiple of ten. The check.digit shall be inserted right after the last d
for generating the check digit.

e used for generating the check digit. All these characters shall be numeric characters (digits). The check %]1

6.13. EPC in URN attributetype
An attfibute of type epcInurn specifies a Unigue Item Identifier (Ull) encoded in aunique URN format.
epcIfUrn ATTRIBUTE ::= {

SUBTYPE OF utn

SINGLE VALUE TRUE

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"epcInUrn"}

ID id-at-epcInUrn }

6.13.10 LDAP URL attributetype
An attribute of type'1dapurl isused for holding the URL of an LDAP system.

1dapUrl AATTRIBUTE ::= {
SUBTYRE OF url
Lnip—smax—d-i-pee-m*yst-ﬂ-ag.aid
LDAP-NAME {"1dapuri"}
ID id-at-1ldapUrl }

6.13.11 Taglocation

An attribute of type tagLocation isused for holding the position of atag as expressed in coordinates.

tagLocation ATTRIBUTE ::= {
SUBTYPE OF utmCoordinates
SINGLE VALUE TRUE
LDAP-SYNTAX utmCoords. &id
LDAP -NAME {"tagLocation"}
ID id-at-tagLocation }
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6.14 Notification attributes

Notification attributes have the syntax of attributes, but are defined to carry additional information in CommonResults
(or commonResultsSeq) and PartialOutcomeQualifier elements (as described in clauses 7.4 and 10.1 of
Rec. ITU-T X.511 | ISO/IEC 9594-3). They are usually defined with matching rules so that returned values can be tested
against locally known values.

6.14.1 DSA Problem

The DSA Problem notification attribute is wused in conjunction with a serviceError Or a
PartialOutcomeQualifier and isdefined asfollows:

dSAProblem ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-dsAProblem }

Values defined for dsaProblem are:

a) id-pr-targetDsaUnavailable —A request hasto be chained to another DSA duringname resojution,
but no association can be established with this DSA.

b) id-pr-dataSourceUnavailable — A DSA cannot complete an operation aspart of the DIB|is not
available.

C) id-pr-administratorImposedLimit —An operation hasexceeded alimit set by the administraor.

d) id-pr-permanentRestriction — An operation has caused the D'SA to exceed a limit that cauges the
process to stop and a repeated operation is judged to encounter the’sarme problem.

€) id-pr-temporaryRestriction — An operation has caused/the DSA to exceed a limit that cauges the
process to stop, but the reason is judged to be a temporary problem, e.g., resources depletion.

6.14.2 Search Service Problem

The Search Service Problem notification attribute describes prablems in applying search-rule policies, and is Used in
conjumction with service-errors or partialoutcomeQualifier. It isdefined asfollows:

searghServiceProblem ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
IDp id-not-gearchServiceProblem }

Valuep defined for searchServiceProblem are:

a) id-pr-unidentifiedOperation — The attempted operation does not correspond to one of| those
identified for this service.

b) id-pr-unavailableOperation — The attempted operation only complies with a search-rule thaf is not
available to therequester.

C) id-pr-géearchAttributevViolation —One or more attribute types required to be in the filter wére not
present.

d) id-pr-searchAttributeCombinationViolation — Thefilter of the search request did inclyde the
required combination of attribute types.

€).' id-pr-searchvalueNotAllowed — Attribute values were specified for attribute types where orrly the
attribute types can be specified in present and contextPresent filter item types.

f) id-pr-missingSearchattribute — The identified attributes, which were not present in the requested
search, are required for the relevant search-rule.

g) id-pr-searchvalueViolation — The identified attribute values for the identified attribute types are
not allowed when searching using the relevant search-rule.

h) id-pr-attributeNegationViolation — The identified attribute type is not allowed in negated form
in the search filter.

i) id-pr-searchvalueRequired — The identified attribute type is not allowed in filter items that do not
require value matching.

j) id-pr-invalidSearchvalue — The identified attribute values are not valid for the identified attribute
types for the relevant search-rule.
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6.14.

K)

1)

m)

n)

0)

o)
r

9)
B

bb)
cC)
dd)

ee)

id-pr-searchContextViolation — The identified context types in the attempted search are not
allowed for the attribute type.

id-pr-searchContextCombinationViolation — The identified combinations of context types,
which were not present in the requested search, are required for the relevant search-rule.

id-pr-missingSearchContext — Theidentified context types, which were not present in the requested
search, are required for the attribute type.

id-pr-searchContextValueViolation — The identified context values for the identified context
types are not allowed for the attribute type.

id-pr-searchContexValueRequired — The identified attribute type is not allowed in filter items that
do not require value matching.

ntified

attribute types for the relevant search-rule.

id-pr-unsupportedMatchingRule — Theidentified requested matching rule is not supported.

id-pr-attributeMatchingViolation — The identified requested matching rule, or ts particulfpr use,
is not allowed for the identified attributes for the relevant search-rule.

id-pr-unsupportedMatchingUse — The way a matching rule is suggested to-beused in a search filter
is not supported.

id-pr-matchingUseViolation — The way a matching rule is suggested\to-be used in a search fjlter is
not allowed, e.g., as specified in asearch-rule.

id-pr-hierarchySelectForbidden — Hierarchy selection, except/ for self, is not allowed for the
type of request.

id-pr-invalidHierarchySelect — One or more invalid-hierarchy selection options were specified in
the request.

id-pr-unavailableHierarchySelect — One or more hierarchy selections are not supported py the
implementation.

id-pr-invalidSearchControlOptions —Qne or more invalid search options were specified|in the
request.
id-pr-invalidServiceControlOoptions — One or more invalid service control optiond were
specified in the request.
id-pr-searchSubsetViolation-— The requested search subset is not alowed for the relevant jsearch
rule.

id-pr-unmatchedKeyAttributes — A mapping-based matching rule was selected, but the mappable
filter items did not provide-any match against the relevant mapping table.

id-pr-ambiguougKeyAttributes — A mapping-based matching rule was selected, but the mappable
filter items provided multiple matches against the relevant mapping table.

id-pr-unavailableRelaxationLevel — The DSA does not support a requested relaxation extpnsion
level.

id-pt-emptyHierarchySelection — A hierarchy selection was specified that resulted in nq entry
returned although there were one or more entries that matched the search filter.

id-pr-relaxationNotSupported — Relaxation was specified in the user request, but it fis not
supported.

Sorvicatuna
>

vTIocecty T

The Service-type notification attribute gives the service-type for the failing search.

serviceType ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE

ID id-not-serviceType }

6.14.4 Attribute TypelList

The Attribute Type List notification attribute gives alist of attribute typesto further qualify a search service problem.

attributeTypeList ATTRIBUTE ::= {
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WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-attributeTypeList }

6.145 Matching RuleList

The Matching Rule List notification attribute gives alist of matching rulesto further qualify a search service problem.

matchingRuleList ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-matchingRuleList }

6.14.6  Filter Item

The Fllter Item notification attribute gives alist of invalid filter itemsin a search filter.

filterItem ATTRIBUTE ::= {
WITH SYNTAX FilterItem
ID id-not-filterItem }

6.14.71 Attribute Combinations

The Aftribute Combinations notification attribute gives alist of attribute combinations that were required to be presented
in afilter, but were not provided.

attributeCombinations ATTRIBUTE ::= {
WITH SYNTAX AttributeCombination
ID id-not-attributeCombinations }

6.14.d4 Context TypelList

The Cpntext Type List notification attribute gives alist of context typesto further qualify a search service problem.

contgxtTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-contextTypeList }

6.14.9 Context List

The Cpntext List notification attribute gives a list'af contexts to further qualify a search service problem.

contéxtList ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id=not-contextList }

A valiie of this attribute type represents a context type and some context values of this type which are not allowed in the
particlilar situation that resulted in‘this attribute being generated.

6.14. Context Combinations

The Jontext Combinations notification attribute gives a list of context combinations required to be presented in g filter,
but were not provided.

contéxtCombinations ATTRIBUTE ::= {
WITH SYNTAX ContextCombination
ID id-not-contextCombinations }

6.14.11 Hierarchy Select List

The Hierarchy Select List notification attribute gives a bitstring identifying one or more hierarchy selection options as
defined by the Hierarchyselections construct defined in clause 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

hierarchySelectList ATTRIBUTE ::= {

WITH SYNTAX HierarchySelections
SINGLE VALUE TRUE
ID id-not-hierarchySelectList }

When a hit is set in the HierarchySelection bitstring, it indicates that the corresponding hierarchy selection is
invalid. Either aforbidden or unsupported selection has been requested, or the selection has not been requested when it is
required.
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6.14.12 Search Control OptionsList

The Search Control Options List notification attribute gives a bitstring identifying one or more search control options as
defined by the searchcontroloptions ASN.1 datatypein clause 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

searchControlOptionsList ATTRIBUTE ::= {
WITH SYNTAX SearchControlOptions
SINGLE VALUE TRUE
ID id-not-searchControlOptionsList }

When a hit is set in the searchControloptions, it indicates that the corresponding search control option selection is
invalid. Either a forbidden or unsupported option has been requested, or the option has not been requested when it is
required.

PP P e
6.14. ServiceControtOptronstTst

The Service Control Options List notification attribute gives a bitstring identifying one or more service conttel aptijons as
defingd by the serviceControloptions ASN.1 data type defined in clause 7.5 of Rec. ITU=T X511 |
SO/ EC 9594-3.

serviceControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceControlOptions
SINGLE VALUE TRUE
iDp id-not-serviceControlOptionsList }

When|abit is set in the serviceControloptions, it indicates that the corresponding service control option selegtion is
invaligl. Either a forbidden or unsupported option has been requested, or the option-has not been requested when it is
requirgd.

6.14.14 Multiple Matching L ocalities

The Multiple Matching Localities notification attribute specifies in each value a set of attribute assertions that if gpplied
againgt the gazetteer will give a unique match.

multipleMatchingLocalities ATTRIBUTE ::= {
WITH SYNTAX MultipleMatchinglLocalities
ID id-not-multipleMatchinglLocalities }
MultipleMatchinglLocalities ::= SEQUENCE {
matchingRuleUsed MATCHING-RULE.&id, OPTIONAL,
attributelList SEQUENCE OF AttributeValueAssertion,
}

The mptchingRuleUsed element is optionally present, and can be used to indicate the mapping-based matching rule
that used.

No matching rule is defined for thisattribute; multiple identical or nearly identical values are tolerated.
6.14. Proposed Relaxation

The Broposed Relaxation notification attribute gives sequence-of MRMapping €lements that can be supplied as part of
the RdlaxationPolicy supplied in the relaxation component of a subsequent search request.

propgsedRelaxation ATTRIBUTE ::= {

WITH SYNTAX MRMappings

ID id-not-proposedRelaxation }
MRMappings ::= SEQUENCE OF MRMapping

The sequence-of MRMapping has no significance.

6.14.16 Applied Relaxation

The Applied Relaxation notification attribute is used to list the attributes of the filter which have been subject to
relaxation or tightening, other than those made by the basic element of arelaxation policy.

appliedRelaxation ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-appliedRelaxation }
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6.14.17 Password response
The Password Response notification attribute is used to give additional information in a password compare result.

pwdResponseValue ATTRIBUTE ::= {
WITH SYNTAX PwdResponse
ID id-not-pwdResponse }

PwdResponse ::= SEQUENCE {
warning CHOICE ({
timeleft [0] INTEGER(O0..MAX),
graceRemaining [1] INTEGER(0..MAX),
... } OPTIONAL,
error ENUMERATED {
:ggmnrﬂﬁ‘vp{ red (0)
¢hangeAfterReset (1),
.. } OPTIONAL}

6.14.18 L DAP diagnostic message

A valle of type 1dappiagnosticMsg is used to carry the diagnosticMessage from an LDAP result.

ldaphiagnosticMsg ATTRIBUTE ::= {
WITH SYNTAX UTF8String
SINGLE VALUE TRUE
ID id-not-ldapDiagnosticMsg }

6.15 LDAP defined attributetypes
6.15.1 User ID attributetype

uid ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP -NAME {"uid"}
ID id-coat-uid }

6.15.1 Domain Component attributetype

dc ATTRIBUTE ::=
WITH SYNTAX IA5Stxing
EQUALITY MATCHING RULE caseIgnioreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

LDAP-SYNTAX ia5String.&id
LDAP-NAME {"dc"}
ID id-coat-dec }
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7

SECTION 3-MATCHING RULES AND SYNTAXES

String preparation

The following six-step process shall be applied to each presented and attribute value in preparation for string match rule
evaluation.

1) Transcode;
2) Map;

Failur

Comp
stored

7.1

Each mon-Unicode string value is transcoded to Unicode.

Prinft

Unive

string
If the

step fgils and the assertion is evaluated to UNDEFINED.

Thetr

7.2

SOFT]
COM

3)—Normnakze;
4)  Prohibit;
5) Check bidi; and
6) Insignificant Character Removal.
b in any step shall cause the assertion to be UNDEFINED.

arison values created during the string preparation process are ephemeral, and shall not affect the attribute
in the Directory.

Transcode

ablestring values are transcoded directly to Unicode.

rsalString, UTF8String, and BMPString Values do not need to be transcoded as they are Unicode
E (in the case of BMPString, restricted to a subset of Unicode).

mplementation is unable or unwilling to perform the transcoding as described above, or the transcoding fai

bnscoded string is the output string.

Map

BINING GRAPHEME JOINER «(U+034F) and VARIATION SELECTORSs (U+180B-180D,FF00-FEOF

value

Lbased

s, this

HYPHEN (U+00AD) and MONGOLIAN TODO SOFT HYPHEN (U+1806) code points are mapped to nthing.

code
.

FORM
bed to

Oraph)

- RFC

pointgare also mapped to nothing. The OBJECT REPLACEMENT CHARACTER (U+FFFC) is mapped to nothin
CHARACTER TABULATION (U#0009), LINE FEED (LF) (U+000A), LINE TABULATION (U+000B), |
FEED| (FF) (U+000C), CARRIAGE RETURN (CR) (U+000D), and NEXT LINE (NEL) (U+0085) are map
SPACE (U+0020).

All other control code points (e.g., Cc) or code points with a control function (e.g., Cf) are mapped to nothing.

ZERQ WIDTH SPACE (U+200B) is mapped to nothing. All other code points with Separator (space, line, or para
propetty (e.g., Zs,/Zl, or Zp) are mapped to SPACE (U+0020).

For cgse ignore, numeric, and stored prefix string matching rules, characters are case-folded as per B.2 of 1ETH

3454,

7.3 Normalize

The input string is normalized to Unicode Form KC (compatibility composed) as described in Unicode Standard
Annex #15.

7.4 Prohibit

All Unassigned, Private Use, and non-character code points are prohibited. Surrogate codes (U+D800-DFFFF) are
prohibited.
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The REPLACEMENT CHARACTER (U+FFFD) code is prohibited. The first code point of a string is prohibited from
being a combining character. Empty strings are prohibited. The step fails and the assertion is evaluated to UNDEFINED
if the input string contains any prohibited code point. The output string is the input string.

7.5 Check bidi

There are no bidirectional restrictions. The output string is the input string.

7.6 Insignificant Character Removal

In this step, characters insignificant to the matching rule are to be removed. The characters to be removed differ from
matching rule to matching rule. Clause 6.6.1 appliesto case ignore and exact string matching.

7.6.1 I nsignificant Space Removal

For the purposes of this clause, a space is defined to be the SPACE (U+0020) code point followed by no\compining

marks
NQTE — The previous steps ensure that the string cannot contain any code points in the separator class, other than $PACE
(U$0020).

The fqllowing spaces are regarded as not significant and shall be removed:

—  leading spaces (i.e., those preceding the first character that is not a space);

— trailing spaces (i.e., those following the last character that is not a space);

—  multiple consecutive spaces (these are taken as equivalent to a single.Space character). (A string consisting
entirely of spaces is equivalent to a string containing exactly one.space.) For example, the remgva of
spaces from the Form KC string: "<SPACE><SPA CE>foo<SPA CE><SPA CE>bar<SPA CE><SPACE>"
would result in the output string: "foo<SPACE>bar', and the Form KC gtring:
"<SPACE><SPACE><SPACE>" would result in the output string: "<SPACE>".

7.6.2 NumericString Insignificant Character Removal

For the purposes of this clause, a space is defined to be thexSPACE (U+0020) code point followed by no compining
markg All spaces are regarded as not significant and are to-be removed. For example, the removal of spaces from the
Form |KC string: "<SPACE><SPACE>123<SPACE><SPACE>456<SPACE><SPACE>" would result in the putput
string] "123456", and the Form K C string: "<SPACE><SPACE><SPACE>" would result in an empty output string.

8 Definition of matching rules

NQTE —For definitions of objectIdentifierMatch and distinguishedNameMatch, See Rec. [TU-T X|501 |
1SQO/IEC 9594-2.

8.1 String matching rates

In the matching rules specified in clauses 8.1.1 to 8.1.9, all presented and stored string values are to be prepafed for
matchjng as described in‘ctause 7. String preparation produces strings suitable for character-by-character matching

811 Case Exaet-Match and Case Ignore Match

The [Case Exact Match rule compares for equality a presented string with an attribute value of| type
UnboyndedDirectoryString OF DirectoryString Or one of the data types appearing in the choicg¢ type
UnboyridedDirectoryString Or (equivalently) DirectoryString, €.0., UTF8String Without regard to insignjficant
Spaces (SEe Clalse 7.6).

caseExactMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"caseExactMatch"}
ID id-mr-caseExactMatch }

The Case Ignore Match rule compares for equality a presented string with an attribute value of type
UnboundedDirectoryString Or one of the data types appearing in the choice type pirectorysString, e.g.,
UTF8String, Without regard to the case (upper or lower) of the strings (e.g., "Dundee’ and "DUNDEE" match) and
insignificant spaces (see clause 7.6). Therule isidentical to the caseExactMatch rule except upper-case characters are
folded to lower case during string preparation as discussed in clause 7.2. After taking white space into account, caseless
matching shall be performed by performing case folding as described in The Unicode Standard and applying
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Normalization Form D or Form KC as described in Unicode Technical Report 15, depending on the character repertoire
commonly examined and performance reguirements.

caseIgnoreMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseIgnoreMatch"}

ID id-mr-caseIgnoreMatch }

Both rules return TRUE if the prepared strings are the same length and corresponding characters in the prepared strings
areidentical.

8.1.2 Case Exact Ordering Match and Case Ignore Ordering Match

UnboyndedDirectoryString Of one of the data types appearing in the choice type pirectorysString, e.g.,
UTF84tring Without regard to insignificant spaces (see clause 7.6).

caseExactOrderingMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseExactOrderingMatch"}

ID id-mr-caseExactOrderingMatch }

The Case Ignore Ordering Match rule compares the collation order of a presented string with an attribute value ¢f type
UnboyndedDirectoryString Or one of the data types appearing in the choice type tnboundedDirectoryString,
e.g., YTF8string, without regard to the case (upper or lower) of the strings andvinsignificant spaces (see clause 7.6).
The rlile is identical to the caseExactOrderingMatch rule except upper-case characters are folded to lower case
during string preparation as discussed in clause 7.2.

caselgnoreOrderingMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"caseIgnoreOrderingMatch"}
ID id-mr-caseIgnoreOrderingMatch }

Both fules return TRUE if the attribute value is "less' orzappears earlier than the presented value, when the strirjgs are
compdred using the Unicode code point collation order:
NQTE — Collation order provides language and culttre-specific information about how the characters of a given langugge are
sorted. A Directory system can support several configurable collation orders. Implementation of this capability is outside the scope
of this Directory Specification.

=h

8.1.3 Case Exact Substrings Match and Case Ignore Substrings Match

The (ase Exact Substrings Match rule determines whether a presented value is a substring of an attribute value ¢f type
DireqtoryString Or one of the data types appearing in the choice type UnboundedDirectoryString, €.4.,
UTF83tring Without regard to_insignificant spaces (see clause 7.6).

caseExactSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion -- only the PrintableString choice
LDAP-SYNTAX . substringAssertion.&id
LDAP -NAME {"caseExactSubstringsMatch"}
ID id-mr-caseExactSubstringsMatch }

The Gasefgnore Substrings Match rule determines whether a presented value is a substring of an attribute value ¢f type
UnboyndedDirectoryString Or one of the data types appearing in the choice type UnboundedDirectorySJ)ring,
e.g., UTF8String, Without regard to the case (upper or lower) of the strings and insignificant spaces (see clause 7.6).
The rule is identical to the caseExactSubstringsMatch rule except upper-case characters are folded to lower case
during string preparation as discussed in clause 7.2.

caseIlgnoreSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"caseIgnoreSubstringsMatch"}

ID id-mr-caseIgnoreSubstringsMatch }
caseIlgnoreSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"caseIgnoreSubstringsMatch"}
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ID id-mr-caseIgnoreSubstringsMatch }
SubstringAssertion ::= SEQUENCE OF CHOICE {

initial [0] UnboundedDirectoryString,

any [1] UnboundedDirectoryString,

final [2] TUnboundedDirectoryString,
-- at most one initial and one final component

control Attribute{{Supportedattributes}},
-- Used to specify interpretation of the following items
-}

Both rules return TRUE if there is a partitioning of the attribute value (into portions) such that:

— the specified substrings (initial, any, £inal) match different portions of the value in the order
strings Sequence;

14 (E)

of the

NQ

There
shall

For a

— initial, if present, matchesthe first portion of the value;
—  final, if present, matches the last portion of the value;
— anmy, if present, matches some arbitrary portion of the value;

— control is not used for the caseIgnoreSubstringsMatch, telephoneNumbetrSubstringsMatch
or any other form of substring match for which only initial, any, or fina elements-are used in the mgtching

algorithm; if a control element is encountered, it is ignored. The contrel” element is only u

for

matching rules that explicitly specify its use in the matching algorithm. Sucti™a matching rule mgy also

redefine the semantics of the initial, any and £inal substrings.
TE — The generalwordMatch matching rule is an example of such a matching rule.

shall be at most one initial, and a Most one £inal in the SubstringAssertion. If initial iSpr
ethefirst element. If £inal ispresent, it shall bethe last element. Thére shall be zero or more any.

component of substrings to match a portion of the attribute valde, corresponding characters must be id

(inclugling all combining charactersin the combining character sequences).
8.14 Numeric String Match
The Numeric Sring Match rule compares for equality ajoresented numeric string with an attribute value o
NumexicString.
numeficStringMatch MATCHING-RULE ::= {
SYNTAX NumericString
LDAP-SYNTAX numericString.é&id
LDAP-NAME {"numericStringMatch"}
ID id-mr-numericStringMatch }

The rdle is identical to the caseIghoreMatch rule (case is irrelevant as characters are numeric) except that all

charad

815
The N

ters are removed during preparation as detailed in clause 7.6.2.

Numeric String @rdering Match

umeric Sring Ordering Match rule compares the collation order of a presented string with an attribute v

type NumericString:

numexy

icStringOrderingMatch MATCHING-RULE ::= {

SYNTAX NumericString

LD3
LDA3

P -SYNTAX numericString.&id
\P-NAME {"numericStringOrderingMatch"}

ID

t, it

entical

f type

space

lue of

] 2 PR T, |
< cCnr—r

The rule isidentical to the caseIgnoreorderingMatch rule (case is irrelevant as characters are numeric) except that
all space characters are removed during string preparation as detailed in clause 7.6.2.

8.1.6

Numeric String Substrings Match

The Numeric Sring Substrings Match rule determines whether a presented value is a substring of an attribute value of

type NumericString.
numericStringOrderingMatch MATCHING-RULE ::= {
SYNTAX NumericString
LDAP-SYNTAX numericString.&id
LDAP -NAME {"numericStringOrderingMatch"}
ID id-mr-numericStringOrderingMatch }
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The rule is identical to the caseIgnoresubstringsMatch rule (case is irrelevant as characters are numeric) except
that all space characters are removed during string preparation as detailed in clause 7.6.2.

8.1.7 CaselgnorelList Match

The Case Ignore List Match rule compares for equality a presented sequence of strings with an attribute value which isa
sequence of unboundedDirectoryString, Without regard to the case (upper or lower) of the strings and significant
spaces (see clause 7.6).

caselgnoreListMatch MATCHING-RULE ::= {
SYNTAX CaseIgnorelList
LDAP-SYNTAX postalAddr.&id
LDAP -NAME {"caseIgnoreListMatch"}
ID id-mr-caseIgnoreListMatch }

CaselgnoreList ::= SEQUENCE OF UnboundedDirectoryString

Therylereturns TRUE if, and only if the number of stringsin each is the same, and the corresponding strings match. The
latter matching is asfor the caseIgnoreMatch matching rule.

8.1.8 CaselgnorelList Substrings Match

The Gase Ignore List Substring Match rule compares a presented substring with an attribute yalue which is a sequence of
UnboyndedDirectoryString, but without regard for the case (upper or lower) of the strings and insignificant spaces
(seeclause 7.6).

caselgnoreListSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"caseIgnoreListSubstringsMatch"}

ID id-mr-caseIgnoreListSubstringsMatch }

A pregented value matches a stored value if, and only if the presentedyvalue matches the string formed by concatgnating
the stifings of the stored value. This matching is done according @ the caseIgnoreSubstringsMatch rule; hoyever,
none pf the initial, any, Or final values of the presented value are considered to match a substring pf the
concalenated string which spans more than one of the strings-of the stored value.

8.1.9 Stored Prefix Match

The Sored Prefix Match rule determines whether@an“attribute value, whose syntax iS UnboundedDirectoryString, iS
a prefjx (i.e., initial substring) of the presented.value, without regard to the case (upper or lower) of the strings and
insignjficant spaces (see clause 7.6).

NQTE — It can be used, for example, torcompare values in the Directory which are telephone area codes with a value which is a
purported telephone number.

storg@dPrefixMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
ID id-mr~storedPrefixMatch }
The rdle returns TRUE if) the attribute value is an initial substring of the presented value with corresponding chafacters
which|are identical _except with regard to case.
8.2 Syntax-based matching rules

8.2.1 Boolean Match

The Boolean Match rule compares for equality a presented Boolean value with an attribute value of type BOOLEAN.

booleanMatch MATCHING-RULE ::= {
SYNTAX BOOLEAN
LDAP-SYNTAX bitString.&id
LDAP-NAME {"booleanMatch"}
ID id-mr-booleanMatch }

Therulereturns TRUE if the values are the same, i.e., both are TRUE or both are FALSE.

8.2.2 Integer Match

The Integer Match rule compares for equality a presented integer value or enumerated value with an attribute value of
type INTEGER Of ENUMERATED, respectively.
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integerMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP -NAME {"integerMatch"}

ID id-mr-integerMatch }

Therulereturns TRUE if the presented integer value or the presented enumerated value is equal to the attribute value.
8.2.3 Integer Ordering Match

The Integer Ordering Match rule compares a presented integer value with an attribute value of type INTEGER.

integerOrderingMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP-NAME {"integerOrderingMatch"}

ID id-mr-integerOrderingMatch }

Therdlereturns TRUE if the attribute value is less than the presented value.
8.24 Bit String Match

The B|t Sring Match rule compares a presented bit string with an attribute value of type BIT/STRING.

bitSfringMatch MATCHING-RULE ::= {
SYNTAX BIT STRING
LDAP-SYNTAX bitString.&id
LDAP-NAME {"bitStringMatch"}
ID id-mr-bitStringMatch }

The rdle returns TRUE if the attribute value has the same number of bits)asithe presented value and the bits match on a
bitwise basis. If the attribute syntax is defined with a "NamedBitList', the trailing zero bits in the attribute vallie and
preserjted value are ignored.

8.25 Octet String Match

The Qctet Sring Match rule compares for equality a presented octet string with an attribute value of type pcTET
STRING.

octefStringMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
LDAP-SYNTAX octetString.&id
LDAP -NAME {"octetStringMatch"}
ID id-mr-octetStringMatch }

The rdle returns TRUE if, and only-if-the strings are the same length and corresponding octets are identical.

8.2.6 Octet String Ordering Match

The dctet Sring Ordering-Match rule compares the collation order of a presented octet string with an attribute vl ue of
type OCTET STRING,

octetStringOrderingMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

LDAP-SYNTAX octetString.&id

LDAP -NAME {"octetStringOrderingMatch"}

ID id-mr-octetStringOrderingMatch }

The rule compares octet strings from the first octet to the last octet, and from the most significant bit to the least
significant bit within the octet. The first occurrence of a different bit determines the ordering of the strings. A zero bit
precedes a one hit. If the strings are identical but contain different numbers of octets, the shorter string precedes the
longer string.

8.2.7 Octet String Substrings Match

The Octet String Substrings Match rule determines whether a presented octet string is a substring of an attribute value of
type oCTET STRING.

octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX OctetSubstringAssertion
ID id-mr-octetStringSubstringsMatch }
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OctetSubstringAssertion ::= SEQUENCE OF CHOICE {
initial [0] OCTET STRING,

any [1] OCTET STRING,
final [2] OCTET STRING,
... } -- at most one initial and one final component

The rule returns TRUE if the attribute value contains the sequence of octets in the presented string, as described for
caseIgnoreSubstringsMatch.

8.2.8 Telephone Number Match

The Telephone Number Match rule compares for equality a presented value with an attribute value of type
TelephoneNumber (Seeclause 6.7.1).

tele&honeNumberMatch MATCHING-RULE ::= {
SYNTAX TelephoneNumber

LDAP-SYNTAX telephoneNr.&id

LDAP-NAME {"telephoneNumberMatch"}

ID id-mr-telephoneNumberMatch }

The rdles for matching are identical to those for caseIgnoreMatch, except that all hyphens and‘spaces are insignjficant
and rgmoved during the insignificant character removal step.

8.29 Telephone Number Substrings Match

The TElephone Number Substrings Match rule determines if a presented substring iS-a-substring of an attribute value of
type printableString which isatelephone number.

telegphoneNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.&id
LDAP -NAME {"telephoneNumberSubstringsMatch"}
ID id-mr-telephoneNumberSubstringsMatch.}

The rdles for matching are identical to those for caseExactSubstringsMatch, except that all hyphens and spages are
insignjficant and removed during the insignificant character.xemoval step.

8.2.1 Presentation Address Match

The Presentation Address Match rule compares{or equality a presented Presentation Address with an attribute value of
type PresentationAddress.

presentationAddressMatch MATCHING-RULE ::= {
SYNTAX PresentationAddress
ID id-mr-presertationAddressMatch }

The rdile returns TRUE if, and-enly if the selectors of the presented and stored presentation address are equal gnd the
preserjted naddresses are asubset of the stored ones.

8.2.11 Unique Meniber’'Match

The Unique Membes-Match rule compares for equality a presented Unique Member value with an attribute value ¢f type
NameAndOptienalUID.

unigqyeMemberMatch MATCHING-RULE ::= {

SYiTAx NameAndOptionalUID

LD eAndOptionattib-&id
LDAP-NAME {"uniqueMemberMatch"}

ID id-mr-uniqueMemberMatch }

The rule returns TRUE if, and only if the dn components of the attribute value and the presented value match according
to the distinguishedNameMatch rule, and the uid component is absent from the attribute value or matches the
corresponding component from the presented value according to the bitStringMatch rule.

8.2.12 Protocol Information Match

The Protocol Information Match rule compares for equality presented values of ProtocolInformation With vaues of
the same type.

protocolInformationMatch MATCHING-RULE ::= {
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SYNTAX OCTET STRING

ID

id-mr-protocolInformationMatch }

A value of the assertion syntax is derived from a value of the attribute syntax by using the naddress component.

14 (E)

The value returns TRUE if the presented value and the naddress component of the stored value match according to the
octetStringMatch rule.

8.2.13 Facsimile Number Match

The Facsimile Number Match rule compares for equality a presented value with the first element of the attribute value
sequence. That element, telephoneNumber, iS Of type TelephoneNumber (See clause 6.7.1). The parameters
element of the facsimile number sequenceis not evaluated.

facs;mi;eNumbe*Mateh—MA&GH;NG—RULE =T
SYNTAX TelephoneNumber

ID

id-mr-facsimileNumberMatch }

Theryles for matching are identical to those for telephoneNumberMatch.

8.214 Facsimile Number Substrings Match

TheF
attribd
Thep

acsimile Number Substrings Match rule determines if a presented substring is a substring ‘ebthe first element

hrameters €lement of the facsimile number sequence is not evaluated.

facsimileNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion

ID

id-mr-facsimileNumberSubstringsMatch }

Theryles for matching are identical to those for telephoneNumberMatch.

8.2.14 UUID Pair Match

The UUID Pair Match rule compares presented values of uuzppdir for equality, and is defined as follows:

uUIDRairMatch MATCHING-RULE ::= {
SYNTAX UUIDPair
ID id-mr-uuidpairmatch }

A pregented value of the type tuIpPair matchesatarget value of the type vuippair if, and only if each compo
the first is equal to the corresponding component of the second, the corresponding components are of the same
and the corresponding octets are equal.

8.2.14 Component Match

The syntaxes of attributes in a Difegtory system range from simple data types, such as text string, integer or Bool

compl

lex structured data types,“such as the syntaxes of the directory schema operational attributes. Matching

defingd for the complex syntaxes usually only provide the most immediately useful matching capability. IETF RF(

specif
compl
match
be sel

es generic matching-rules that can match any user-selected component parts in an attribute value of any arbi
lex attribute syntax,) [ETF RFC 3727 specifies an ASN.1 module useful for reference by other specifications
ng rule specification is imported into selectedattributeTypes Within this Directory Specification, an
peted for use by means of the extensibleMatch component of FilterItem, as specified in Rec. ITU-T

| SO/ EC 9594=3:

8.3
8.3.1

of the

te value sequence. That element, telephoneNumber, IS Of type TelephoneNumber.and is a telephone nyimber.
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ban, to
rules

C 3687
trarily
This

d may
511 |

Time matching rules

UTC TimeMatch

The UTC Time Match rule compares for equality a presented value with an attribute value of type uTcTime.

uTCTimeMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If aUTC time is specified
with the seconds absent, the number of seconds is assumed to be zero.
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8.3.2 UTC Time Ordering Match

The UTC Time Ordering Match rule compares the time ordering of a presented value with an attribute value of type
UTCTime.

uTCTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

The rule returns TRUE if the attribute value represents a time which is earlier than the presented time. UTC times with
year values 50 to 99 shall be taken to represent times that are earlier than UTC times with year values 00 to 49. If aUTC
time is specified with the seconds absent, the number of seconds is assumed to be zero.

The value of the two-digit year field shall berationalized into afour-digit year value as follows:;
— 1T the2-digit value 1s 00 to 49 inclusive, the value snall have 2000 added to it; and
— if the2-digit value is 50 to 99 inclusive, the value shall have 1900 added to it.

8.3.3 Generalized Time Match

The Generalized Time Match rule compares for equality a presented value with an attribute value of type
GeneralizedTime (asper 46.3 b) or ¢) of Rec. ITU-T X.680 | ISO/IEC 8824-1).

genefalizedTimeMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime
--|as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime.&id
LDAP-NAME {"generalizedTimeMatch"}
iD id-mr-generalizedTimeMatch }

The I’I.|I|e returns TRUE if the attribute value represents the same time as.the presented value. If atime is specified with
the mijnutes or seconds absent, the number of minutes or seconds is assurmed to be zero.

834 Generalized Time Ordering Match

The @eneralized Time Ordering Match rule compares the time.ordering of a presented value with an attribute value of
type deneralizedTime (as per 46.3 b) and ¢) of Rec. ITU-F X.680 | ISO/IEC 8824-1).

genefalizedTimeOrderingMatch MATCHING-RULE® ::= {
SYNTAX GeneralizedTime
--|as per 46.3 b) or c) of Rec. ITULT X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime.&id
LDAP-NAME {"generalizedTimeOrderingMatch"}
ID id-mr-generalizedTimeOrderingMatch }

The rlile returns TRUE if the attribute value represents a time which is earlier than the presented time. If a tijme is
specif|ed with the minutes or seconds absent, the number of minutes or seconds is assumed to be zero.

8.35 System Proposeddvhatch
The Sfstem Proposed Mateh rule is adummy matching rule, defined as follows:

systemProposedMatch MATCHING-RULE ::= {
ID| id-mr-systemProposedMatch }

This matching-rule can by a requester to be included in the RelaxationPolicy Within a search request to indicate
that tHeBirectory should determine which matching rule should be used in a matching rule substitution.

84 First component matching rules

84.1 Integer First Component Match

The Integer First Component Match rule compares for equality a presented integer value with an attribute value of type
SEQUENCE Whose first component is mandatory and of type INTEGER.

integerFirstComponentMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP -NAME {"integerFirstComponentMatch"}

ID id-mr-integerFirstComponentMatch }
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Therulereturns TRUE if the attribute value has a first component whose value equal s the presented integer.

A value of the assertion syntax is derived from a value of the attribute syntax by using the value of the first component of
the SEQUENCE.

8.4.2

Object Identifier First Component Match

The Object Identifier First Component Match rule compares for equality a presented object identifier value with attribute
values of type sEQUENCE whose first component is mandatory and of type OBJECT IDENTIFIER.

objectIdentifierFirstComponentMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
LDAP-SYNTAX oid.&id
LDAP-NAME {"objectIdentifierFirstComponentMatch"}

ID

The nIAIe returns TRUE if the attribute value has a first component whose value matches the presented object\ids

<l : PR, . |
< cChr—7r

ntifier

using fherules of objectIdentifierMatch.
A va I;re of the assertion syntax is derived from a value of the attribute syntax by using the value of the first compoment of
the SHQUENCE.
8.4.3 Directory String First Component Match
The Oirectory Sring First Component Match rule compares for equality a presented pixréctorystring value with an
attribyte value of type sEQUENCE whose first component is mandatory and of type biredtoryString.
direqtoryStringFirstComponentMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"directoryStringFirstComponentMatch"}

ID id-mr-directoryStringFirstComponentMatch }
The fule returns TRUE if the attribute value has a first “component whose value matches the presented

Unbot

Aval;r

the s

8.5
85.1

IndedDirectoryString Using the rules of caseIgnoreMatch

QUENCE.

Word matching rules

Word Match

The Word Match rule compares a presented string with words in an attribute value of type pirectoryString.

wordNatch MATCHING-RULE :(= {
SYNTAX UnboundedbirectoryString

LDA3
LDA3
ID

The ratrle returns TRUE if a presented word matches any word in the attribute value. Individual word matching is

thec

8.5.2

lP-SYNTAX directoryString.&id
P - NAME {"wordMatch"}
idsmr<wordMatch }

seIgnoréMatch matching rule. The precise definition of a"word" isalocal matter.

Keyword Match

e of the assertion syntax is derived from a value of the-attribute syntax by using the value of the first compoment of

as for

The K|

evword Match rule compares a presented string with keywords in an attribute value of type Directorystril

keywordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"keywordMatch"}

ID

id-mr-keywordMatch }

ng.

Therulereturns TRUE if a presented value matches any keyword in the attribute value. The identification of keywordsin
an attribute value and of the exactness of match are both local matters.
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8.5.3 General Word Match

The General Word Match rule compares words in a presented string with words in an attribute value of type
UnboundedDirectoryString. The matching rule can also be used for attribute values of atype that explicitly specifies
one of the tnboundedbirectoryString choices asits syntax.

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

This matching rule is differentiated from a norma substring matching rule by the interposition of control attributes
before or between the initial, any, Or £inal elements. If there are no control attributesin the filter item, the matching
shall be performed as for the caseExactSubstringsMatch matching rule with the semantics of initial, any and
final elements as defined by that matching rule. However, if the equality matching rule (if any) for the attribute type
subjeqt to the matching is caseIgnoreMatch, then the caseIgnoresubstringsMatch shall be used instead.

Four tiypes of control attribute are defined for general word match (restrictions on their placement are defined below);
any other control attributes shall be ignored:

sequ¢gnceMatchType ATTRIBUTE ::= {
WITH SYNTAX SequenceMatchType
SINGLE VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequenceExact

SequgnceMatchType ::= ENUMERATED ({

sequenceExact (0),
sequenceDeletion (1),
sequenceRestrictedDeletion (2),
sequencePermutation (3),
sequencePermutationAndDeletion (4),
sequenceProviderDefined (5),
}
wordNatchTypes ATTRIBUTE ::= {
WITH SYNTAX WordMatchTypes
SINGLE VALUE TRUE
ID id-cat-wordMatchType } -- defaulting to wordExact
WordNatchTypes ::= ENUMERATED {
wordExact (0),
wortdTruncated (1),
wofdPhonetic (2),
wofdProviderDefined (3),
chargcterMatchTypes ATTRIBUTE ::= {

WITH SYNTAX CharactéxrMatchTypes
SINGLE VALUE TRUE
ID id-catZcharacterMatchTypes }

ChargcterMatchTypes ::= ENUMERATED ({
chgracterExact (0),
chgracterCaseIgnore (1),
chgracte¥Mapped (2),

..

seledtedContexts ATTRIBUTE .= {

C
WITH SYNTAX ContextAssertion
ID id-cat-selectedContexts }

Each attribute affects all following initial, any, Or £inal elements, and the values that it provides supersede those
that were previously applicable.

Prior to the first sequenceMatchType adttribute, if any, the value that is to be taken as applicable for the
sequenceMatchType dttribute shall be taken as sequenceExact. The attribute does not affect the evaluation of the
initial and final elements, which shall always be taken as matching the initial and final words; it only affects the
remaining unmatched words. The initial word, if present, shall match the first word of the stored text; if both are
noise words, the two words shall be taken as matching. The positioning of sequenceMatchType attributes defines the
words to which the form of match applies.
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NOTE 1 — For many practical purposes it will be suffice to place the sequenceMatchType before the first initial element;
particular implementations may not support the full generality of the definition.

Prior to the first wordMatchType attribute, if any, the value that is to be taken as applicable for the wordMatchType
attribute shall be taken as wordexact. Prior to the first characterMatchType attribute, if any, the value that is to be
taken as applicable for the characterMatchType attribute shall be taken as characterExact. However, if the
equality matching rule (if any) for the attribute type subject to the matching is caseIgnoreMatch, then it shal instead
be taken as characterCaseIgnore.

If selectedContexts control attribute is present, it shall be the first element; there shall only be one such control
attribute; it shall be taken as arestriction on the stored value (see below).

The rule returns TRUE if the presented value contains a non-empty segquence of words which matches the specified
initial and final words, and in addition the sequence of remaining unmatched words in the attribute value according to the
specif(led sequenceMatchType, Where corresponding words are matched according to the specified wordMatcl;%ypes

and cgrresponding characters within words are matched according to the specified characterMatchTypes, except that
if the|selectedcontexts component is present in the presented value, all contextassertion €lements ale aso
requirgd to evaluate to TRUE (as specified in Rec. ITU-T X.501 | ISO/IEC 9594-2). The rule returns FAL SE for g4 given
stored) attribute when the words do not match, or when some contextassertion element does not match.

A wold is a non-empty sequence of non-space characters bounded by the start or end of the-string or by space or
punctdiation characters. Punctuation characters are defined as those that do not affect the semantics of word tokers, and
normdly include commas, quotes, full stops at the end of sentences, parentheses, et€/ The determination of what
charagters are punctuation characters shall be alocal matter.

NQTE 2 — For example, the character '!" is sometimes used in text to denote a clicking sodnd, as used in certain African languages,
is thus sometimes part of aword rather than an exclamation-mark (which would bé.a punctuation character).

ly, the £inal word, if present, shall match the last word of the stored(ext; if both are noise words, the two|words
e taken as matching.

Noisefwords, which are words which match one of the words on an\implementation-defined list of semantically] weak
wordq (e.g., articles and prepositions) according to the specified ' characterMatchTypes are discarded frgm the
ce of words prior to matching, except to match initial and £inal words, and the corresponding fule in
atchTypes isdiscarded from the sequence of rules provided it is not the last such rule.

uence of words in the presented value matches the sequence of words in the attribute value if the latter gan be
rmed according to the specified sequenceMatchType into a sequence containing the same number of wqrds as
sequence and whose corresponding words match. If sequenceMatchType iS sequenceExact, the tragsform
the sequence unchanged. If it is sequericeDeletion, it deletes zero or more words from the sequence. |f it is
nceRestrictedDeletion, it delet€s,zero or more words but not the first word from the sequence. If it is
ncePermutation, it permutes zero or more words in  the sequence. If i is
ncePermutationAndDeletidn, it deletes zero or more words in the sequence and permutes zero or more of the
iming words. If it is sequenceProviderDefined, it deletes, permutes, or inserts words in accordance with an
entation-defined rule.

in the presented valu€ matches aword in the attribute value if the latter word can be transformed according to the
onding rule from-the specified wordMatchTypes into a sequence of characters which match in turn the

word | that matches it according to an implementation-defined phonetic matching agorithm. |If
wordProviderDefined, the word is matched in accordance with an implementation-defined rule.

The characters in each word are compared using the corresponding rule in characterMatchTypes Where the
correspondence is determined prior to applying any deletions or permutations from sequence matching; the characters of
any words in excess of the number of rules in characterMatchTypes are matched using the last rule. If
characterMatchTypes iS characterExact, then the corresponding characters within the words match if they are the
same. If it iS characterCaseIgnore, then the corresponding characters within the words match if they are the same
when differences in case are ignored. If it iS characterMapped, the characters match if they map to the same character
according to an implementation-defined mapping table. This table shall be such as to allow national characters listed in
Figure A.2/T.51 of Rec. ITU-T T.51 to be matched using only the characters A-Z and 0-9 in presented values, and may
map short sequences of characters onto a single character, e.g., ae to a-e-diphthong or ue to u-umlaut.
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8.6 Approximate Matching Rules
8.6.1 Approximate String Match

The Approximate Sring Match rule compares a presented value with an attribute value according to a locally-defined
approximate matching algorithm (e.g., spelling variations, phonetic match, etc.). The algorithm shall be the same as that
invoked in response to processing afilter item of type approximateMatch (see Rec. ITU-T X.511 | ISO/IEC 9594-3).

approximateStringMatch MATCHING-RULE ::= {
ID id-mr-approximateStringMatch }

The assertion syntax for this matching rule is the same as the assertion syntax of the equality matching rule for the
attribute to which it is applied. If no equality matching rule is defined for the attribute, any assertion syntax is permitted
but the rule always evaluates to undefined.

8.7 Special Matching Rules

8.7.1 Ignoreif Absent Match

The Ignoreif Absent Match rule compares a value for any purpose and for any attribute.

{

ignofeIfAbsentMatch MATCHING-RULE ::=
ID id-mr-ignoreIfAbsentMatch }

The rdlereturns as follows:
a) If theattributeis absent, the rule returns the value TRUE;
b) If theattributeis present, the rule returns the value undefined.

This match can only be used as a parent matching-rule. It is then used in canjunction with a matching rule which matches
valueg when the attribute is present. See also clause 13.5.2 of Rec. ITU-T<X.501 | ISO/IEC 9594-2.

NQTE — Within a service-specific administrative area, the same effect can*be achieved by specifying an empty defaultyalues
sufpcomponent of the appropriate request-attribute-profile.

8.7.2 Null Match

The Null Match rule compares avalue for any purpose and-for any attribute, with the special rule:

{

nullNatch MATCHING-RULE ::=
ID id-mr-nullMatch }

The rdlereturns as follows:
a) Iif thefilter-item is non-negated, the rule returns the value TRUE; and
b) if thefilter-itemis negated, the rule returns the value FAL SE.

This rhatch can be used formalty, 10 cause a filter-item to be ignored. A filter item using null match shall be congidered
absen{ when evaluating compatibility with search-rules.

8.8 Zonal Match

A Zorjal Matchdsprimarily applicable to search requests that make use of geographical related mappable filter [items.
Such filter items:Could be assertions for 1ocalityName, stateOrProvinceName, postalCode, EiC

Zonal [matching uses combinable filter items for the matching against the mapping table.

The zonal maiching can take INto account that USers perception of Tocaities may be difierent from the focaity model
used within a DMD. The mapping between the users perception and the model used within a DMD should take into
account that a user may use localities that are not directly reflected in Directory entries or their names. Such localities
may be fuzzy in the sense that they do not relate exactly to localities that are more official. Also, a user may guess
dlightly wrong on locality names when making a search if the object being looked for lives close to the border of a
neighbouring locality. For this purpose, a region, e.g., a country, is divided into zones. Zones are areas that are
completely contained within any locality referenced in a search request. The result of a mapping of the mappable filter
itemsisalist of zones. For further explanation of zonal matching, see Annex E.

When using zonal match, the mapping table is called a gazetteer (i.e., a geographical dictionary). Within the filter, a set
of combinable locdlity filter items may be able together to define a single named place (that is, a unique, usualy
contiguous local area), or, when this is permitted, a small number of named places that match the filter items. A named
placeisadistinct named real-world place, such as atown, village, county, etc.
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A gazetteer will in general cover (i.e., provide a geographical database relating to) a domain comprising a single country
or region. A geographical search inquiry shall be interpreted in terms of a specific gazetteer. How the scope of asearchis
determined, and an appropriate gazetteer selected, is a local matter, but the selection can be done by using a default
gazetteer for the DSA, or be based on one or more attributes, e.g., countryName, stateOrProvinceName Of
localityName associated with the search operation (e.g., present as part of the distinguished name of thebaseobiject,
or as part of thefilter).

The first step of a zonal match is to use one or more filter items together to identify one or more named places. For this
purpose, combinable locality filter items (i.e., al locality filter items within a single subfilter) are used together.

Otherwise, the procedure so far identifies one or more named places. At this stage, no reference at al has been made to
information within the DIT. The remainder of the filter can then be used to identify al of the entries within the search
scope that have positions corresponding to those named places, as defined later. Relaxation may be applicable so that

nameg-plaseswiH-match-mere-enth/positionsif-inadeguate-results would-bereturned-othenadse.
Prec Gk yP } t E -

Zonal [matching does not support tightening.

Each gntry that is to be considered eligible for matching shall have a position that is identified either- by a uniquely
named place, perhaps using more than one place-name value, e.g., ("Newton" "Chester" "Cheshire"), or-by one of more
zones|(see next paragraph), represented by values placed in a zone attribute. If an entry has zones tg define its posifion, it
may gso have locality values, but the latter, in this case, are informational. The administrative authority is respansible
for enguring that locality information does indeed identify a named place.

Zonegare primitive non-overlapping geographical components, distinct in kind from places,.such that a place is précisely
sed of one or more zones, as listed within the gazetteer. Zones are identified by string values that are finique
a gazetteer's region. Thus, two overlapping places would share one or. ‘more zones that correspond o the
ping area. Zones are represented within entries as attributes, possibly as operationa attributes. In this case| zona
infornpation would never be returned as attribute values unless the attribute’ representing the zone is specifically
ed as an operationd attribute. Alternatively, a zone could be a standard attribute (e.g., postalcode). Lpcality
valueg are returned as usual, subject to access control.

NQTE 1 — The exact nature of a zone, and its mapping to a specific attribute, is alocal matter, and would probably depend on the
abilities of a specific implementation. In the United Kingdom, a‘'good candidate for a zone would be a postal codle, like
"R[512 2JL", which often defines a small area such as one side of<¢d street. Zones in city areas would then be small; those in

colintry areas would be correspondingly large. In unpopulated and featureless areas (e.g., deserts), a zone could be very large
ingeed.

An enfry's position (defined by zones) matches a named-place, as defined by the gazetteer, if there is overlap betwgen the
zones|defined for the named place and the zones defined for the entry (i.e., an overlap-based matching rule is uged). If
the entry's position is defined as a named place,-the position is considered to be composed of the zones constituting the
named place.

Zonal [matching permits extended (i.e., relaxed) matching, where level 0 corresponds to the basic definition of objectsin
the gazetteer. Levels 1 and greater |evels correspond to a gradual and systematic enlargement of the zones compr{sing a
place o that more entry |locationsmateh.

Thefqgllowing is amore formal statement of the model underlying zonal match:

a) Zona matching'is based on the existence of one or more gazetteers that are supported for the purppse by
DSAs. A~gazetteer is a geographical dictionary covering, as its domain, a country or named region,
suppefied’by a suitable database. The selection of the domain for a specific search is carried out by local
means: The gazetteer contains place-names and their properties, including lists of matching named places.
\is supported by mechanisms for finding and collating the properties of place-names as gijen by
eombinable locality attributes, and is quite independent of the DIT.

b) The region covered by a gazetteer contains places. A place isa recognlzable named geographlca areg;

|dent|f|able byreference to the gazetteer are called namedplaces o

c) The gazetteer itself is based on strings that are place-names. These are used to identify (or name) named
places. The name of a named place can be:

— asingle place-name, possibly in more than one word;
— acollection of place-names, where in general one place-name correspondsto alarger areaand
qualifies a place-name that corresponds (within the context) to a smaller area.

d) The concept of larger and smaller areas may sometimes be usefully represented in the characteristic of
scale as applied to a place. Informal examples of places of varying scale are plots, spots, villages, towns,
cities, counties, provinces and countries. In general, a named place should be associated in the gazetteer
with the names of encompassing places of a larger scale, even if these are not required for unique
identification.
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e

f)

9)

h)

Place-names may also have synonyms associated with a particular place, which could (for example)
represent abbreviations or alternative names. It is convenient to define a canonical name for each place, to
which synonyms of component place-names may be mapped.

Place-names may sometimes be derived from simpler place names by using semantic components such as
"Near" (e.g., "Near Tenterden"). This may conceivably be taken to define a ring-shaped place around the
town of Tenterden in Kent, England, but would probably be best taken as a place-name that does not by
itself define a place.

All places covered by the gazetteer shall have a unique canonical name consisting of a distinct set of
place-names, where these names can be ordered in terms of the scale that each place-name impliesin the
context.

Places are broken down into zones in such away that zones are always nested inside each place, and each
part of a place has a corresponding zone. A zone is the building block of places in a gazetteer; every point

To fu
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k)
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b)
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h)
i)

-MATCHING ::=
PING-BASED-MATCHING{ZonalSelect, TRUE, ZonalResult, zonalMatch.&id}

tance of this information object classis characterized by:

—C)_Te&subtypelncluded COMPONETiSSetaccordmy totoca requirenments—————————————

In aregion has asingle zone in which It 1s contained.

Zones usually have neighbouring zones (e.g., unless effectively blocked by a geographical™or |major
political feature such as alake, river, sea, or mountain, or country boundary). Thus, the areadefinefl for a
place can usually be extended by including zones that are neighbours to the zones that.comprise|it; the
extension can be carried on indefinitely a step at a time. The inclusion of a single(level of neighbour
extension is called the 1-extension of a place; a further level of extension is called-a-2-extension, and so
on. The scope of an extension may be locally adjustable (extended or reduced) 10 represent a prpctical
situation, but such adjustments should be relatively scarce.

An entry representing a physical object may be defined to have a location.A location can be defined in
terms of a set of zones in an appropriate zone attribute, or by identifying.it as a named place by the|use of
one or more place-names using a locality attribute such as 1ocationName, which can aso be reprgsented
as aset of zones. An entry will match a place if the set of zones that‘comprise its locality overlap the set of
zones that represent the place (possibly n-extended) that iS«the result of consulting the gazett¢er, as
described above.

The selection of zones, places, place-names and the compilation of their relationshipsis alocal matter.

Entries that would match by equality match on thebasis of strings that they contain shall contipue to
match (in effect bypassing zonal match).

rther qualify zonal matching, the zoNaL-MATCHING information non-generic object class is defined as a
ization of the MAPPING-BASED-MATCHING generic information object class. An instance of this information
class determines the characteristics of zonal matching.

The &selectBy dummy reference, if present, is by this information object class replaced by a| set-of
attribute types. The selection of an instance of this information object class is based on these attributes and
on the attributetypes represented in the search filter. An information object instance may be selectel if all
the attribute.types represented by this component are represented in the filter. Attribute subtypes are not
considered-(i.e., the selection shall be based on explicitly named attributes). However, local criterja that
are notydefined by this Directory Specification may also be taken into account for selecting an ingtance.
For example, the selection may partly be determined by the baseobject of the search argument.|If this
component is absent, selection is based wholly on local decision-making.

The sapplicableTo shall specify a set of locality related attribute types as determined by local
requi rements, such as localityName, stateOrProvinceName, streetName, postalCode, €tC.

The scombinable dummy value reference is unconditionally replaced by TRUE.

The smappingResults dummy type reference is by this information object class replaced by the
ZonalResult datatype.

The susercontrol is set according to local requirements.

NOTE 2 — Thisfield should in most cases take the value TRUE.

The sexclusive is set according to local requirements.

NOTE 3 — Aninformation object instance of thisinformation object classis a candidate for exclusive rel axation.

The ematching-rule isby thisderived information object class set t0 zonalMatch.
The &id gives aunique identification of the instance of zonal matching algorithm.
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The zonalselect datatypeis:

ZonalSelect ::= SEQUENCE OF AttributeType

The zonalResult datatype isused for indicating exception conditions for zonal matching.

ZonalResult ::= ENUMERATED {
cannot-select-mapping (0),

zero-mappings (2),
multiple-mappings (3),
Thevalues:

b)

0)

subfllter is insufficient to |dent|fy the mapplng that is to be u%d in the zonal matchmg ruI
corresponding match produces a result of undefined. None of the subfilters which have mappabl ¢
items, according to the sapplicableTo specification, will accordingly not evaluate to TRUE.

NOTE 4 —Within a service-specific administrative area and for properly designed search-rules, the analysis
search argument should have detected insufficient information in the search argument.

zero-mappings iS the result when the information provided in the filter item(s)-to"be mapped car
mapped, either because no corresponding item exists in the mapping table,yor because the m
process produced zero filter items to be matched against entries. In this sifuation, a serviceErro
problem requestedServiceNotAvailable shall be returned. The notification compone
CommonResults shall contain:

i) a searchServiceProblem notification attributey>  with the  vaue i
unmatchedKeyAttributes; and

ii) a filterItem notification attribute indicating the mappable filter items unable to provide amn

multiple-mappings iSthe result when the informatienprovided in the filter item(s) can successf
mapped to multiple entries of the gazetteer. The corresponding match produces a value TRUE, b
nevertheless, cause the search to be abandoned(with an error. In this situation, a serviceErro
problem requestedServiceNotAvailable shall be returned. The natification compone
CommonResults shall contain:

i) a searchServiceProblem notification attribute with the value i
ambiguousKeyAttributes;and

ii) amultipleMatchingLocalities notification attribute asindicated by the zonalMatch mg
rule.

The gonalMatch matching rule is-the mapping-based matching rule associated with any instance of the z
MATCHING information object class.

zonalMatch MATCHING-RULE)::= {
UNIQUE-MATCH-INDICATOR multipleMatchingLocalities

ID

This mapping-based“matching rule includes the UNIQUE-MATCH-INDICATOR field, which implies that matching

id-mr-zonalMatch }
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the gagetteer shathgive an unambiguous result. If several table entries match in the mapping process, a servicefrror
with problemsambiguousKeyattributes shall be returned. The notification component of CommonResultg shall
contah a multipleMatchingLocalities notification atribute (see clause 6.14.14). A vaue

items in each subfllter Would give a unique maIch against the correspondmg table entry. This will alow the user in a
subsequent search request to select one of the returned notification attribute values to be reflected in the filter.

89 uri Match

The uri Match rule compares a presented value with an attribute value and is defined as:

uriMatch MATCHING-RULE ::= {
SYNTAX UTF8String
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"uriMatch"}
ID id-mr-uriMatch }

Rec. ITU-T X.520 (10/2012)

45


https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/l EC 9594-6:2014 (E)

This rule conforms to IETF RFC 3986 clause 6.2.2: the two UTF8String values are normalized as described in IETF

RFC 3986:

a) Case normalization: the hexadecimal digits within a percent-encoding triplet shall be normalized to use
uppercase lettersfor digits A-F;

b) Percent-encoding normalization: any percent-encoded octet that corresponds to an unreserved character
(uppercase letters, lowercase letters, digits, HYPHEN MINUS, PERIOD, LOW LINE and TILDE) shall
be decoded;

c) Path segment normalization: path normalization permits the simplification of a path containing "."
complete path segments. This normalization uses two buffers (an input buffer containing the path and an
empty output buffer which will contain the result) and loops as follows until the input buffer is empty:

— If theinput buffer begins with a prefix of "../" or "./", then remove the prefix from the input buffer;
otherwise;

— if the input buffer begins with a prefix of "/./* or "/.", where "." is complete path segment, then
replace that prefix with "/" in the input buffer; other\lee

— if the input buffer begins with a prefix of "/../" or "/..", where ".." is a complete path segment, then
replace that prefix with "/" in the input buffer and remove the Iast segment and, its preceding|"/" (if
any) from the output buffer; otherwise,

— if theinput buffer consistsonly of "." or "..", then remove that from the input buffer; otherwise,

— movethe first path segment in the input buffer to the end of the output buffer, including theinifia "/"
character (if any) and any subsequent characters up to, but not including the next /" character|of the
end of the input buffer.

d) Scheme based normalization: components which are empty or equal to the default for the scheme shall be
removed.

8.10 L DAP defined matching rules
8.10.] Caseexact |A5 match

The chseExactIAS5Match rule compares an assertion value of‘the 1a5string Syntax to an attribute value of the¢ same

syntay after string preparation as discussed in clause 7.2.
caseExactIAS5Match MATCHING-RULE ::= {
SYNTAX IASString

LDA3
LD3
ID

The rdle evaluates to TRUE if, and enly’if the prepared attribute value character string and the prepared assertior

charag

8.10.2

Thec
synta

casel

SYNTAX IA5String

LDA3
LDA3
ID

lP-SYNTAX iab5String.&id
P - NAME {"caseExactIASMatch™}
id-lmr-caseExactIA5Match }

ter string have the same number’of characters and the corresponding characters have the same code point.

Caseignore | A5 match

after string preparation as discussed in clause 7.2.
gnoreIA5Match MATCHING-RULE ::= {

lP-SYNTAX iab5String.&id
P ~-NAME {"caseIgnoreIA5Match"}

id-lmr-caseIgnoreIAS5Match }

The rule evaluates to TRUE if, and only if the prepared attribute value character string and the prepared assertion value
character string have the same number of characters and the corresponding characters have the same code point after case

mappi
8.10.3
The ¢

ng.

Caseignorel| A5 substrings match

aseIgnoreIA5SubstringsMatch rule compares an assertion value of substringAssertion Syntax to an

attribute value of Ta5String Syntax after string preparation as discussed in clause 7.2.

caseIgnoreIAS5SubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.é&id
LDAP-NAME {"caseIgnoreIA5SubstringsMatch"}
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iD id-1lmr-caseIgnoreIAS5Match }

Theruleisidentical to the caseIgnoreSubstringsMatch as discussed in clause 8.1.3.

9 Definition of syntaxes

9.1 Directory syntaxes
911 UTM Coordinates syntax

utmCoords SYNTAX-NAME ::= {
LDAP-DESC "UTM Coordinates"
DIRECTORY SYNTAX UtmCoordinates
ID id-asx-utmCoords }

A vallie which has an LDAP UTM Coordinate syntax is an encoded value of the ttmCoordinates data'type using the
Generpl String Encoding Rules as defined by the IETF RFCs 3641, 3642 and 4792.

9.1.2 Ull Format syntax

uiiFqrm SYNTAX-NAME ::= {
LDAP-DESC "UII Format"
DIRECTORY SYNTAX UiiFormat
ID id-asx-uiiForm }

A vallie which has an LDAP viiFormat Syntax is an encoded value of the uiiFormat data type using the General
String|Encoding Rules as defined by the IETF RFCs 3641, 3642 and 4792.

9.1.3 EPC Format syntax

epcFdrm SYNTAX-NAME ::= {

LDAP-DESC "EPC Format"
DIRECTORY SYNTAX EpcFormat
ID id-asx-epcForm }

A vallie which has an LDAP EpcFormat Syntax is an'ehcoded value of the EpcFormat data type using the General
String| Encoding Rules as defined by the IETF RFCs 3641, 3642 and 4792.
9.2 |ETF syntaxes

921 Descriptors

Descriptors are defined in clause 8.4 of IETF RFC 4520. In contrast to other syntaxes, a descriptor syntax |is not
identified by an object identifier (asiit a short descriptive name of an object identifier). The syntax of a descriptor (s case
insengitive and consists of aleading a phabetic character followed by alphanumeric characters and hyphens.

922 AttributeTypebescription syntax

attributeTypeDesCtiption SYNTAX-NAME ::= {

LDAP-DESC "Attribute Type Description"
DIRECTORY "\SYNTAX AttributeTypeDescription
ID id-lsx-attributeTypeDescription }

A valpie-which has an LDAP Attribute Type Description is an ABNF encoding of an attribute type descriptijon, as
specifledTmMETF RFCZ512without fimebreaks.

9.2.3 Bit string syntax

bitstring SYNTAX-NAME ::= {

LDAP-DESC "Bit String"
DIRECTORY SYNTAX BIT STRING
ID id-1sx-bitstring }

A value which has an LDAP bit string syntax is a string of "0" and"1" characters enclosed by single quotes followed by
character "B", as specified by IETF RFC 4517.

When converting from a BER encoded bit string, the trailing bits added for octet alignment shall not be included.
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9.24 Boolean syntax

boolean SYNTAX-NAME ::= {

LDAP-DESC "Boolean"
DIRECTORY SYNTAX BOOLEAN
ID id-lsx-boolean }

A value of the LDAP Boolean syntax is either the character string "TRUE" or "FALSE", as specified IETF RFC 4517.
9.25 Country string
countryString SYNTAX-NAME ::= {

LDAP-DESC "Country String"
DIRECTORY SYNTAX CountryName

ID id-lgx-countrvString
% o

A val lIle which has an LDAP Country String syntax is atwo printable character string, as specified by IETF RFC4%17.
9.2.6 DN syntax

dn SYNTAX-NAME ::= {
LDAP-DESC "DN"
DIRECTORY SYNTAX DistinguishedName
ID id-1sx-dn }

A vallie which has an LDAP DN syntax is a distinguished name in the LDAP format using the string representat|on, as
specif|ed by IETF RFC 4514.

9.2.7 Delivery method

deliyeryMethod SYNTAX-NAME ::= {
LDAP-DESC "Delevery Method"
DIRECTORY SYNTAX PreferredDeliveryMethod
ID id-lsx-deliverylMethod }

A valyie which has an LDAP peliveryMethod syntax is a spetification of a preferable delivery method, as specifiied by
|ETF RFC 4517.

9.2.8 Directory string syntax

direqtoryString SYNTAX-NAME ::= {

DESC "Directory String"
DIRECTORY SYNTAX UnboundedDireéctoryString
ID id-lsx-directoryString }

The LJDAP DirectoryString Syntax is a UTF8String Syntax. When converting to the LDAP syntax, a ditectory
string|has to be converted to the UTF8 encoding of the UCS. When an LDAP directory string is converted to a ditectory
stringas defined by this Directory-Specification, it is the local choice of the LDAP requester as to which of the ditectory
string falternatives to take.

9.29 DIT Content Rule Description syntax

dITCYntentRuleDéscription SYNTAX-NAME ::= {
DEgC "DIT Content Rule Description"
DIRECTORY\ SYNTAX DITContentRuleDescription
ID id-1sx-dITContentRuleDescription }
A valllewhich has an L DAP DITContentRuLeDess pressed

in an ABNF encoding, as specified by |IETF RFC 4512.

9.210 DIT Structure Rule Description syntax

dITStructureRuleDescription SYNTAX-NAME ::= {
DESC "DIT StructureRule Description"
DIRECTORY SYNTAX DITStructureRuleDescription
ID id-1lsx-dITStructureRuleDescription }

A vaue which has an LDAP pDITStructureRuleDescription Syntax is a specification of a structure rule. It is
expressed in an ABNF encoding, as specified by IETF RFC 4512.
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9.211 Enhanced Guide syntax

enhancedGuide SYNTAX-NAME ::= {

DESC "Enhanced Guide"
DIRECTORY SYNTAX EnhancedGuide
ID id-lsx-enhancedGuide }

A vaue which has an LDAP EnhancedGuide Syntax is a specification of an enhanced guide. It is expressed in an
ABNF encoding, as specified by IETF RFC 4517.

9.212 Facsimile Telephone Number syntax

facsimileTelephoneNr SYNTAX-NAME ::= {
DESC "Facsimile Telephone Number"
DIREECFORY—S¥NFAX—FacsimitefetephomreNumber

D id-1sx-facsimileTelephoneNr }

A vallie which has an LDAP FacsimileTelephoneNr Syntax isa specification of afacsimile telephongnumbagr. It is
expregsed in an ABNF encoding, as specified by IETF RFC 4517.

9.213 Fax syntax

fax §YNTAX-NAME ::= {

DESC "Fax"
DIRECTORY SYNTAX NULL
ID id-lsx-fax }

A vade which hasan LDAP Fax syntax isaspecification of afax image. Its encoding is specified by |[ETF RFC 4517.

9.2.14 Generalized Time syntax

genefalizedTime SYNTAX-NAME ::= {
DEgC "Generalized Time"
DIRECTORY SYNTAX GeneralizedTime
ID id-lsx-generalizedTime }

A vallie which has an LDAP GeneralizedTime Syntaxvis a specification of a time value in the generaizefl time
formal. It is expressed in an ABNF encoding, as specified'by IETF RFC 4517.

9.2.19 Guidesyntax

guid¢ SYNTAX-NAME ::= {
DE4C "Guide™"
DIRECTORY SYNTAX Guide
ID id-lsx-guide }

A valie which has an LDAP edide syntax is a specification of a suggested criterion for constructing a filtef. It is
expregsed in an ABNF encoding;)as specified by IETF RFC 4517.

9.2.14 [|A5 String syntax

ia58§ring SYNTAXANAME ::= {

DEgC "IA5 String"
DIRECTORY\SYNTAX IA5String
ID id-1sx-ia5String }

A valliewhich has an LDAP 1a5string Syntax consisting of characters from the International Alphabet 5 (the ASCII
chara[liﬂhsa?—asqaecrhed-erecﬂ%eeeﬁfseﬂEeeeﬂrl—, it - : ;

9.2.17 INTEGER syntax

integer SYNTAX-NAME ::= {
DESC "INTEGER"
DIRECTORY SYNTAX INTEGER
ID id-lsx-integer }

A value which has an LDAP 1nteger Syntax consisting of numeric characters, as specified by IETF RFC 4517.
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9.2.18 JPEG syntax

jpeg SYNTAX-NAME ::= {

DESC "JPEG"
DIRECTORY SYNTAX NULL
ID id-lsx-jpeg }

A value which has an LDAP 13PEG Syntax is an octet string constrained to a JPEG image, as specified by IETF RFC
4517.

9.219 Matching Rule Description syntax

matchingRuleDescription SYNTAX-NAME ::= {
DESC "Matching Rule Description™"
DIREECFORY—SYNFAX—MatchingRutebPescription
ID id-lsx-MatchingRuleDescription }

A valjie which has an LDAPMatchingRuleDescription Syntax isa specification of a matching rule descriptign. Itis
expressed in an ABNF encoding, as specified by IETF RFC 4512

9.220 Matching Rule Use Description syntax

matchingRuleUseDescription SYNTAX-NAME ::= {

DESC "Matching Rule Use Description"
DIRECTORY SYNTAX MatchingRuleUseDescription
ID id-lsx-matchingRuleUseDescription }

A value which has an LDAP MatchingRuleUseDescription syntax is ac¢gpecification of a matching ruje use
description. It is expressed in an ABNF encoding, as specified by IETF RFC 4512.

9.2211 Nameand Optional UID syntax

name3ndOptionalUID SYNTAX-NAME ::= {

DEgC "Name And Optional UID"
DIRECTORY SYNTAX NameAndOptionalUID
ID id-1lsx-nameAndOptionalUID, }

A vallie which has an LDAP NameandoptionalUID isadistinguished name optionally followed by bit string fgrming
aunigue ID, as specified by IETF RFC 4517.

9.2.2 Name Form Description syntax

nameformDescription SYNTAX-NAME ::2 {
DESC "Name Form Description"
DIRECTORY SYNTAX NameFormDescription
ID id-lsx-nameFormDescription }

A vayie which has an LDAP NameFormDescription Syntax is a specification of a name form. It is expressed in an
ABNH encoding, as specifiedby IETF RFC 4512.

9.223 Numeric String syntax

numeficString- SYNTAX-NAME ::= {

DESC "Numeric String"
DIRECTORY\SYNTAX NumericString
ID id-lsx-numericString }
A valliev  IETF

RFC 4517.

9.224  Object Class Description syntax

objectClassDescription SYNTAX-NAME ::= {
DESC "Object Class Description"
DIRECTORY SYNTAX ObjectClassDescription
ID id-lsx-objectClassDescription }

A value which has an LDAP objectClassDescription Syntax isa specification of an object class. It is expressed in
an ABNF encoding, as specified by IETF RFC 4512.
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9.2.25 OID syntax

oid SYNTAX-NAME ::= {

DESC "OID"
DIRECTORY SYNTAX OBJECT IDENTIFIER
ID id-lsx-oid }

A value which has an LDAP o1p syntax is an object identifier either defined using the dot-decimal format or a
descriptor, as specified by IETF RFC 4512.

9.226 Other Mailbox syntax

otherMailbox SYNTAX-NAME ::= {
DESC "Other Mailbox"
DIRECFORY—S¥NFAXK—NUHE
ID id-lsx-otherMailbox }

A valjie which has an LDAP otherMailbox Syntax is a specification of an electronic mailbox. It is expressed in an
ABNH encoding, as specified by IETF RFC 4517.

9.2.271 Octet String syntax

octefString SYNTAX-NAME ::= {

DESC "Octet String"
DIRECTORY SYNTAX OCTET STRING
ID id-lsx-octetString }

A valyewhich hasan LDAP octetstring Syntax isastring of zero or more octets encoded, as specified by IETF RFC
4512,

9.228 Postal Address syntax

post3lAddr SYNTAX-NAME ::= {

DEJC "Postal Address"
DIRECTORY SYNTAX PostalAddress
ID id-1sx-postalAddr }

A vallie which has an LDAP postaladdr syntax is a'specification of a postal address. It is expressed in an ABNF
encod|ng, as specified by IETF RFC 4517.

9.229 Printable String syntax

prinfableString SYNTAX-NAME ::= {
DESC "Printable String"
DIRECTORY SYNTAX PrintabléString
ID id-lsx-printableString }

A valie which has an LDAP PrintableString Syntax is astring of one or more characters with a repertoire equal to
PrintapleString, as specifiedby Rec. ITU-T X.680 | ISO/IEC 8824-1.

9.230 Subtree Spetification syntax

subtyeeSpec SYNTAX-NAME ::= {

DESC "SubtreeSpecification"
DIRECTORY\SYNTAX SubtreeSpecification
ID id-lsx-subtreeSpec }

TheL D .Clht CSponifiaoti an ot HP=y ifiod a1 T
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The LDAP syntax is based on the Generic String Encoding Rules (GSER) for ASN.1as defined in IETF RFCs 3641,
3642 and 4792.
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9.231 Teephone Number syntax

telephoneNr SYNTAX-NAME ::= {
DESC "Telephone Number"
DIRECTORY SYNTAX TelephoneNumber
ID id-1sx-telephoneNr }

A value which has an LDAP TelephoneNumber Syntax is a specification of atelephone number, as specified by IETF
RFC 4517.
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9.2.32

Telex Number syntax

telexNr SYNTAX-NAME ::= {
DESC "Telex Number"
DIRECTORY SYNTAX TelexNumber

ID

id-lsx-telexNr }

A value of the LDAP TelexNumber Syntax is atelex number, country code and answerback code of atelex terminal, as

specifi
9.2.33

ed by IETF RFC 4517.

UTC Time syntax

utcTime SYNTAX-NAME ::= {
DESC "UTC Time"

DIF
ID

A valye of the LDAP uTcTime Syntax is acharacter string giving time information, as specified by IETF RF©451

9.2.34

1ldap9
DES{
DIH
ID

A valye of the LDAP LDAPSyntaxDescription Syntax isadescription of an LDARsyntax, as specified by IET

4517.
9.2.35

subst
DEY
DIH
ID

A va
argun

HECTORY—SYNTAX—UTETime
id-lsx-utcTime }

L DAP Syntax Description syntax

yntaxDescription SYNTAX-NAME ::= {

Cc "LDAP Syntax Description"

ECTORY SYNTAX NULL
id-1lsx-ldapSyntaxDescription }

There is no corresponding syntax defined by this Directory Specification.
Substring Assertion syntax

ringAssertion SYNTAX-NAME ::= {

Cc "Substring Assertion"

ECTORY SYNTAX SubstringAssertion
id-1sx-substringAssertion }

e of the substringAssertion Syntax is a sequence of zero, one, or more character substrings used
ent for substring extensible matching of character string attribute values, as specified by IETF RFC 4517.

- RFC

as an
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SECTION 4 —CONTEXTS

10 Definition of Context Types

This Directory Specification defines a number of context types which may be found useful across a range of applications
of the Directory.

10.1 L anguage Context

The Language Context associates an attribute value with a specific language(s):

languageContext CONTEXT ::= {
WITH SYNTAX LanguageContextSyntax
ID id-avc-language }

LangyageContextSyntax ::= PrintableString(SIZE (2..3)) -- ISO 639-2 codes only

A pregented value is considered to match a stored value if the sequence of charactersin the presentedvalueisidentical to
that ir| the stored value.

10.2 | Temporal Context

The Tlemporal Context associates an attribute value with a set of times. Various expressions of time are passible,
including:

a) absolute start or end times (e.g., 24:00 December 14, 1994);

b) specific time bands within the day (e.g., 09:00 to 17:00);

c) dayswithinthe week (e.g., Monday);

d) dayswithinthe month (e.g., the 10th; the 2nd to last day, etc.);
e) months within the year (e.g., March);

f) aparticular year (e.g., 1995);

g) weekswithin the month (e.g., the second week);

h) periodic day or week (e.g., every 2nd week);

i) logical negatives (e.g., not Monday).

tempgralContext CONTEXT ::= {

WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion

ID id-avec-temporal }
Time§pecification ::<“SEQUENCE {
time CHOICE {
gbsolute SEQUENCE {

startTime“ (0] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL,

cee 13
periodie SET SIZE (1..MAX) OF Period},
nofThisTime BOOLEAN DEFAULT FALSE,
tiquone TimeZone OPTIONAL,
-
Period ::= SEQUENCE {
timesOfDay [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,
days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING {
sunday (0),
monday (1),

tuesday (2),
wednesday (3),
thursday (4),
friday (5),
saturday (6)},
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dayoOf

XDayoOf,

...} OPTIONAL,

weeks [
allWeeks
intWeek

bitWeek

2] CHOICE {
NULL,
SET OF INTEGER,

BIT STRING {

(o),
(1),
(2),

weekl
week2
week3
week4 (3),
week5 (4)},
... } OPTIONAL,
months [3] CHOICE {
allMonths NULL,
intMonth— SET OF TINTEGER,

bhitMonth BIT STRING {
january
february
march
april

may

june

july
august
september
october
november (10),
december (11)},
..} OPTIONAL,
rs [4]

}

f ::= CHOICE {

st [1] NamedDay,
ond [2] NamedDay,
rd [3] NamedDay,
rth [4] NamedDay,
th [5] NamedDay }

(o)l
(1)I
(2),
(3)I
(4),
(5)I
(6)'
(7)I
(8)'
(9)I

yes SET OF INTEGER(1000..MAX) OPTIONAL,

XDayd(
£io
sed
thi
fou
£if

T e=

Day CHOICE {
NamedDays ENUMERATED {
unday (1),

(2) I

(3),

(4) I

(5) I

(6) I

(7},
NamedDays BIT STRING {
(o) r

(1) ’

(2) I

(3),

(4),

(5),

(6)} }

Named
int

g

bi

DayT Bamrd T = SEQUENCE—

startDayTime [0] DayTime DEFAULT {hour 0},

endDayTime [1] DayTime DEFAULT {hour 23, minute 59, second 59},
DayTime ::= SEQUENCE {

hour [0] INTEGER(0..23),

[1]
[2]

INTEGER(0..59) DEFAULT O,
INTEGER(0..59) DEFAULT O,

minute
second

o)

TimeZone INTEGER(-12..12)

TimeAssertion ::= CHOICE {
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now NULL,
at GeneralizedTime,
between SEQUENCE {
startTime [0] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE,
Ny
-}

The absolute choice of time expresses a specific time or time band using absolute time notations

(Gene

ralizedTime). A Specific time is expressed by setting the startTime equal to the endTime. Otherwise,

startTime iS earlier in time than endTime and a span of time is expressed. If endTime IS mMissing, the time span
includes al times after startTime.

an(

up
Withi
SEQUE

Thefi
Nd

bne for
the set
| thus effect alogical 'neither’. When notThisTime iS FALSE, the choice of which approach to use to specify-a set of pefiodsis
to the specifier.

W each Period, each element in the SEQUENCE oOF is considered as "within" the follewing element |in the
NCE OF. The SEQUENCE OF isinrising order of granularity of time period, although not ‘al) Tevels may be present.

hal element in aPeriod isassumed to be valid for all time periods of a higher granularity.
TE 2 — For example, if areriod SEQUENCE OF endswith timeso£Day, it isconsidered'valid for all days.

A tinesofDay indicates the valid time bands during the days specified in the nextelement of Period. If days|is not
the naxt element, then the time bands are valid for al possible days within the next element. If timesofDay|is not

inclu
by h

, dl times of the day are valid within the next element. Different tinie bands may be specified for different days,
ing multiple occurrences of Period.

The dhys element expresses specific days of a week, month or year. depending on the next element of Period. If days

prec
where
constr|
EXPre

dayoOf

es weeks in aPeriod, then it expresses days of the week and the INTEGERS are constrained to the values |l to 7,
1is Sunday. If days precedes months in a Period, thén'it expresses days in the month and the INTEGHRS are
pined to the values 1 to 31, where 1 is the first day_of the month. If days precedes years in a Period, fhen it
ises day's of the year and the INTEGERS are constrairied to the values 1 to 366, where 1 isthefirst day of the yiear.

is used to indicate the 1st, 2nd, 3rd, 4th and 5th occurrence of the Namedpay in a month (e.g., the first Monday of

the mgnth, or the second Tuesday and Friday of\August). The use of £ifth shall always indicate the last Namedbay of

that
isnot

onth (e.g., the last Tuesday of July). If the-dayof choice for days is specified, then the weeks element of Period
meaningful if present, and isignored.

The w
prec
to 5,

If we
valu
contai

If a1
days

s is not specified, then al days arevalid within the next element of the period.

eks element expresses specific weeks of a month or year, depending on the next element of Period. If freeks
les months in a Periodf then it expresses weeks of the month and the INTEGERS are constrained to the VT| ues1l
here 1 isthe first weekof the month. The first week of the month shall be assumed to be the first week confaining
four days of that.month. The fifth week always means the last week of the month.

ks precedes years in a Period, then it expresses weeks of the year and the INTEGERS are constrained|to the
1 to 53, where 1 is the first week of the year. The first week of the year shall be assumed to be the firs| week
ing at least’four days of that year. The 53rd week is always the last week of the year.

weéks' is specified, then all weeks are valid within the next element of the Period (this allows days to gxpress
f the week for all weeks).

If wee

ks isnot specified, then all weeks are valid within the next element of the Period.

The months element expresses specific months of the year. When months is expressed with INTEGERS, the INTEGERS
are constrained to the values 1 to 12, where 1 is the first month of the year (i.e., January).

If a1l

Months iS specified, then all months of the year are valid (this alows weeks to express weeks of the month for all

months, or if weeks is not specified it allows days to express days of the month for all months).

If mon

ths is not specified, then all months of the year are valid.

The years component expresses one or more years. If years isnot specified, then all years are valid.
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timeZone expresses the time zone, in hours delta from GMT, in which time is expressed. If timeZone is not present,
aDSA processing the temporal context shall interpret the time relevant in the time zone of the DSA.

If notThisTime iS FALSE, then the temporal context value is the time expressed in time in the TimeSpecification.
If notThisTime iS TRUE, then the temporal context value is considered to be al the time except that expressed in time
inthe TimeSpecification (that is, alogical NOT is performed).

A time assertion is considered to match a time specification if there is an overlap in the times specified. If the time
assertion contains now, then the current time is used in the evaluation. If now or at is specified, then the assertion is
considered true if the specific time falls within the times covered by the stored TimeSpecification. If the time
assertion uses between and entirely iS FALSE, then the assertion is considered true if any portion of the between
time band falls within the times covered by the stored TimeSpecification (the overlap need not be complete: aslong
asthereisaperiod of overlap within the two time specifications, they are considered to match). If the time assertion uses
betwden and entirely IS TRUE, hen e aoorlion 1S considered rue onty 1T e entiTe between Ume band falls
within the times covered by the stored TimeSpecification.

Examples:
NQTE 3-The following examples use the INTEGeER formats for elements where a choice is available-of INTEGER or
BIT STRING.

a) 09:00to 17:00 every day, would be expressed as:

tempgrall TimeSpecification ::= {
time periodic:({

{ timesOfDay {{startDayTime {hour 9}, endDayTime {hour 17}}}/}

}
}

b) Every Monday would be expressed as;

tempqdral2 TimeSpecification ::= {
time periodic:({

{ days intDay:{2} }
}
}
¢) 09:00 to 12:00 noon Monday to Friday and al day Saturday during January, and all day for Tuesdaysin
February and March would be'expressed as:
tempgral3 TimeSpecification ::& {

time periodic:{

{ timesOfDay {{startDayTime {hour 9}, endDayTime {hour 12} }},

days intDay{2,3,4,5,6},
weeks allWeeks :NULL,
months intMonth: {1} },
{ days intDay:{7},
weeks intWeek:{1,2,3,4,5},
months intMonth:{1} },
{ days intDay{3},
| weeks intWeek:{1.2.3.4,5},
months intMonth:{2,3} }
}
}
d) All of August 1996 would be expressed as.
temporal4 TimeSpecification ::= {

time periodic:{

{ months intMonth: {8},
years {1996} }
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€) Thefirst day of every month would be expressed as:

temporal5 TimeSpecification ::= {
time periodic:{

{ days intDay:{1},
months allMonths:NULL }

10.3 L ocale Context
The Locale Context associates an attribute value with a specific locale(s) as defined in POSIX:

localeContext CONTEXT ::= {
WITH SYNTAX LocaleContextSyntax
ID id-avc-locale }

LocaleContextSyntax ::= CHOICE {
lo¢aleIDl OBJECT IDENTIFIER,
logaleID2 UnboundedDirectoryString,

}

A pregented value is considered to match a stored value if they are both object identifierS.and the two object identifiers
are equal, or they are both strings and are the same.

Only tegistered object identifiers or strings for locales may be used as context values.-The concept of localesis described
in ISQ/IEC 9945:2009, Information technology — Portable Operating System |nterface (POSX) — Base Specifications,
Issue ¥. ISO/IEC 15897 specifies procedures for registration of cultural eleménts.

104 LDAP Attribute Option Context

The LDAP Attribute Option Context is used to provide an alignment*between ITU-T X.500 contexts and LDAP atfribute
optiorls.

ldapAttributeOptionContext CONTEXT ::= {
WITH SYNTAX AttributeOptionList
ASYERTED AS AttributeOptionList
ABSENT-MATCH FALSE
ID id-avc-ldapAttributeOption }
AttributeOptionList ::= SEQUENCE OF UTF8String

A list|of options as the context value'provides the closest, most natural fit of the context concept as defined by these
Directiory Specifications to ReL DAP/attribute options. Each LDAP subtyping attribute option is mapped to a|single
UTF84tring Value in the list, TWo 1dapattributeOptionContext vaues are equa if they contain the samelist of
stringg, in any order, using accase ignore comparison. An AttributeOptionList iN @ContextAssertion matghesan
AttributeOptionList inastored context valueif it is a subset of, or equal to, the stored list, ignoring letter cgse and
the orgler of the options;

NQTE 1 —attribiteoptionList iSimplemented asaseQueENcE of to simplify DER encoding.

NOTE 2 — LDAR attribute options are restricted to the characters 'A' to 'Z', 'a to 'z, '0' to '9' and hyphen, sO Printabledtring

rather than“gTFsstring would be sufficient. However, the underlying character set for attribute options is UTF8 and g future
LOAP,extension might make use of the wider repertoire. Therefore, uTF8string Was chosen to future-proof the specificatipn.

pously

description: This is a string
description;lang-en: This is a string
description;lang-en;lang-en-us: This is a string

In Rec. ITU-T X.500 | ISO/IEC 9594-1, this is represented as the single value "This is a string" with a single Context
which has the contextType id-avc-ldapAttributeOption, and three contextvalues: { }, { "lang-en" } and

{ "lang-en", "lang-en-us" }. That is, an empty AttributeOptionList, an AttributeOptionList containing the
singlevalue "lang-en" and an AttributeOptionList containing the two values"lang-en" and "lang-en-us".
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Annex A

Selected attributetypesin ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification in the form of

the ASN.1 module SelectedattributeTypes.

SelectedAttributeTypes {joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 7}

DEFINITIONS ::=

BEGIN

-- EYPORTS All
-- The types and values defined in this module are exported for use in the

-- mgdules contained within the Directory Specifications, and for the use of dther
-- applications which will use them to access Directory services. Other applications
-- m3y use them for their own purposes, but this will not constrain extemsions and

-- mgdifications needed to maintain or improve the Directory service.
IMPORTS
-- |from Rec. ITU-T X.501 | ISO/IEC 9594-2

autthenticationFramework, certificateExtensions,

difectoryAbstractService, id-at, id-ave, id, id-asx, idfcat, id-coat, id-

idq{mr, id-not, id-pr, informationFramework, schemaAdministration,
sefviceAdministration, passwordPolicy

Attribute{}, ATTRIBUTE, AttributeType, AttributeValueAssertion, CONTEXT,
ConjtextAssertion, DistinguishedName, distinguishedNameMatch,
MAIPING-BASED-MATCHING{}, MATCHING-RULE, OBJECT-CLASS,

objectIdentifierMatch, SubtreeSpecification; SupportedAttributes, SYNTAX-NAME

HFROM InformationFramework informationFramework

AtfributeCombination, ContextCombination, MRMapping
FROM ServiceAdministration serviceAdministration

AtgributeTypeDescription, DITComtentRuleDescription, DITStructureRuleDescription,

MaffchingRuleDescription, MatehingRuleUseDescription, NameFormDescription,
ObjectClassDescription
HFROM SchemaAdministration schemaAdministration

-- |from Rec. ITU-T X.509 | ISO/IEC 9594-8
AldorithmIdentifiér{}, Certificate, CertificatelList, CertificatePair,
SupgportedAlgorithm, SupportedAlgorithms

FROM AuthenticationFramework authenticationFramework

PwdAlphabet,PwdVocabulary, UserPwd
HROM PasswordPolicy passwordPolicy

-- firom Rec. ITU-T X.511 | ISO/IEC 9594-3

HROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

other ASN.

Imr, id-1ls3

FilterItem, HierarchySelections, SearchControlOptions, ServiceControlOptions

FROM DirectoryAbstractService directoryAbstractService
-- from Rec. ITU-T X.411 | ISO/IEC 10021-4
G3FacsimileNonBasicParameters
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1)} ;

/*from IETF RFC 3727

The following import is provided for information only (see clause 7.2.16),

it is not

referenced by any ASN.1l construct within these Directory Specifications. Note that
the ASN.1l module in RFC 3727 imports from the InformationFramework module of edition
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4 of Rec. ITU-T X.501 | ISO/IEC 9594-2. A specification importing from both these
Directory Specifications and from RFC 3727 should take corrective actions, e.g.,
by making a copy of the ASN.1l module of RFC 3727 and then update the IMPORT statement.

allComponentsMatch, componentFilterMatch, directoryComponentsMatch, presentMatch,
rdnMatch
FROM ComponentMatching {iso(l) 2 36 79672281 xed(3) module (0) component-matching(4)}
*/

-- Directory string type
UnboundedDirectoryString ::= CHOICE {

teletexString TeletexString (SIZE (1..MAX)),
printableString PrintableString(SIZE (1..MAX)),

bm; (1 M_nv) ) -
universalString UniversalString(SIZE (1l..MAX)),
uTH8String UTF8String (SIZE (1..MAX)) }
DireqtoryString{INTEGER:maxSize} ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize,...)),
printableString PrintableString(SIZE (1l..maxSize,...)),
bmgString BMPString (SIZE (1..maxSize,...)),
unjversalString UniversalString(SIZE (1..maxSize,...)),
uTH8String UTF8String (SIZE (1..maxSize,...)) }

tribute types

edgeInformation ATTRIBUTE ::= {

H SYNTAX UnboundedDirectoryString

ALITY MATCHING RULE caseIgnoreMatch

OLETE TRUE
id-at-knowledgeInformation ¥

ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch
LDAP-SYNTAX directoryString:.&id

LDAP -NAME {"name"}

ID id-at-name ¥

commgnName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME "cn", "commonName"

ID id-at-commonName }

surngme ATTRIBUTE ::=({

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME "sn"}

ID id-at-surname }

givernName ‘ATTRIBUTE ::= {

SURTYBE OF name

WITHSYNTEX Unboundedbirectorystring
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"givenName"}

ID id-at-givenName }

initials ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"initials"}

ID id-at-initials }

generationQualifier ATTRIBUTE ::= {
SUBTYPE OF name
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WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"generationQualifier"}

ID id-at-generationQualifier }

uniqueIdentifier ATTRIBUTE ::= {

WITH SYNTAX UniqueIdentifier
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString.&id

LDAP-NAME {"x500UniqueIdentifier"}

ID

id-at-uniqueIdentifier }

UniqueIdentifier ::= BIT STRING

dnQu =
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caseIgnoreMatch
ORDERING MATCHING RULE caseIgnoreOrderingMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch
LDAP-SYNTAX printableString.&id
LDAP -NAME {"dnQualifier"}
ID id-at-dnQualifier }
seriglNumber ATTRIBUTE ::= {
WITH SYNTAX PrintableString (SIZE (1..MAX))
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch
LDAP-SYNTAX printableString.&id
LDAP-NAME {"serialNumber"}
ID id-at-serialNumber }
pseudonym ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-pseudonym }
uUIDRair ATTRIBUTE ::= {
WITH SYNTAX UUIDPair
EQUALITY MATCHING RULE uUIDPairMatch
ID id-at-uuidpair’/}
UUIDRair ::= SEQUENCE {
is4uerUUID UvUID,
suljjectUUID UUID,
1
UUID |::= OCTET STRING(SIZE )(16)) -- UUID format only
uri ATTRIBUTE ::= {
WITH SYNTAX URI
EQUALITY MATCHING RULE uriMatch
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"urin
ID id-at-uri }
URI {:=/UTF8String
urn ATTRIBUTE TT= X
SUBTYPE OF uri
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"urn"
ID id-at-urn }

url ATTRIBUTE ::= {

SUBTYPE OF uri
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"urlin}
ID id-at-url }
countryName ATTRIBUTE ::= {
SUBTYPE OF name
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WITH SYNTAX CountryName

SINGLE VALUE TRUE

LDAP-SYNTAX countryString.&id

LDAP-NAME {ren

ID id-at-countryName }
CountryName ::= PrintableString(SIZE (2)) -- ISO 3166 codes only
localityName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {m1iv}

ID id-at-localityName }
collictiveLocalityName ATTRIBUTE ::= {

SUBTYPE OF localityName

COLLECTIVE TRUE

ID id-at-collectiveLocalityName }
statgOrProvinceName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME n"gten}

iD id-at-stateOrProvinceName }

colléctiveStateOrProvinceName ATTRIBUTE ::= {

SUBTYPE OF stateOrProvinceName

COLRLECTIVE TRUE

iDp id-at-collectiveStateOrProvinceName }
streqtAddress ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP -NAME {"street"}
ID id-at-streetAddress }

collégctiveStreetAddress ATTRIBUTE ::2/{

SUBTYPE OF streetAddress
COLLECTIVE TRUE
ID id-at-collectiveStreetAddress }

hous¢Identifier ATTRIBUTE :l:2 {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING-RULE caselgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"houseIdentifier"}

ID id-at-houseIdentifier }
utmCqordinates’ ATTRIBUTE ::= {

WITH SYNTAX UtmCoordinates

SINGLE, VALUE TRUE

LDAP-SYNTAX utmCoords.&id

LDAP-NAME {otmcoordtmates™y

ID id-at-utmCoordinates }

UtmCoordinates ::= SEQUENCE {
zone PrintableString,
easting NumericString,
northing NumericString }

organizationName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"on
iD id-at-organizationName }

Rec. ITU-T X.520 (10/2012) 61


https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/l EC 9594-6:2014 (E)

collectiveOrganizationName ATTRIBUTE ::= {

SUBTYPE OF organizationName

COLLECTIVE TRUE

iDp id-at-collectiveOrganizationName }
organizationalUnitName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"ou"

ID id-at-organizationalUnitName }
collectiveOrganizationalUnitName ATTRIBUTE ::= {

SU organizationalUnitName

COLLECTIVE TRUE

ID id-at-collectiveOrganizationalUnitName }
titlg ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"title"}

ID id-at-title }
organizationIdentifier ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

SINGLE VALUE TRUE

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"organizationIdentifier"}

iD id-at-organizationIdentifier }
descfiption ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstrxingsMatch

LDAP-SYNTAX directoryString: &id
LD3P-NAME {"descriptien”}
ID id-at-deseription }

searghGuide ATTRIBUTE ::= {

WITH SYNTAX Guide

LDAP-SYNTAX gaide.&id
LDAP-NAME {"searchGuide"}

ID id-at-searchGuide }

Guidg ::= SET {
objectClass [0] COBJECT-CLASS.&id OPTIONAL,

criteria [1] Y Criteria,
Critéria ::= \CHOICE {

type [Q0]\ CriteriaItem,
ang [I] SET OF Criteria,

or [2] SET OF Criteria,
no f3—Critert=;
e}

Criterialtem ::= CHOICE {
equality [0] AttributeType,
substrings [1] AttributeType,
greaterOrEqual [2] AttributeType,
lessOrEqual [3] AttributeType,

approximateMatch [4] AttributeType,

enhancedSearchGuide ATTRIBUTE ::= {
WITH SYNTAX EnhancedGuide
LDAP-SYNTAX enhancedGuide.&id
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LDAP -NAME {"enhancedSearchGuide"}
ID id-at-enhancedSearchGuide }

EnhancedGuide ::= SEQUENCE {
objectClass [0] OBJECT-CLASS.&id,

criteria [1] Criteria,
subset [2] INTEGER {
baseObject (0),
oneLevel (1),
wholeSubtree (2)} DEFAULT oneLevel,
o)
businessCategory ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQ atah
SUESTRINGS MATCHING RULE caseIgnoreSubstringsMatch
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"businessCategory"}
ID id-at-businessCategory }
postglAddress ATTRIBUTE ::= {
WITH SYNTAX PostalAddress

EQUALITY MATCHING RULE caseIgnorelListMatch
SUBSTRINGS MATCHING RULE caseIgnoreListSubstringsMatch

LDAP-SYNTAX postalAddr.&id

LDAP -NAME {"postalAddress"}

ID id-at-postaladdress }
PostglAddress ::= SEQUENCE SIZE (1..MAX) OF UnboundedDirectoryString
collgctivePostalAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

COLLECTIVE TRUE

ID id-at-collectivePostalAddress }
postglCode ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"postalcode"}
ID id-at-postalCode }

collgctivePostalCode ATTRIBUTE ::= {

SUBTYPE OF pdstalCode
COLLECTIVE TRUE
ID id-at-collectivePostalCode }

postQ@fficeBox ATTRIBUTE) ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING) RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP -NAME {"postOfficeBox"}
ID id-at-postOfficeBox }

collgdtivePostOfficeBox ATTRIBUTE ::= {

SUBTYPEOF postofficeBox
COLLECTIVE TRUE
ID id-at-collectivePostOfficeBox }

physicalDeliveryOfficeName ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"physicalDeliveryOfficeName"}

ID id-at-physicalDeliveryOfficeName }
collectivePhysicalDeliveryOfficeName ATTRIBUTE ::= {

SUBTYPE OF physicalDeliveryOfficeName
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COLLECTIVE TRUE
ID id-at-collectivePhysicalDeliveryOfficeName }

telephoneNumber ATTRIBUTE ::= {
WITH SYNTAX TelephoneNumber
EQUALITY MATCHING RULE telephoneNumberMatch
SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch

LDAP - SYNTAX printableString.&id
LDAP -NAME {"telephoneNumber"}
ID id-at-telephoneNumber }

TelephoneNumber ::= PrintableString(SIZE (1l..ub-telephone-number))
-- String complying with Rec. ITU-T E.123 only

ub_t Py 32
collgctiveTelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF telephoneNumber

COLLECTIVE TRUE

iDp id-at-collectiveTelephoneNumber }
telejNumber ATTRIBUTE ::= {

WITH SYNTAX TelexNumber

LDAP-SYNTAX telexNr.&id

LDAP-NAME {"telexNumber"}

ID id-at-telexNumber }

TelejfNumber ::= SEQUENCE {
telexNumber PrintableString(SIZE (1..ub-telex-number)),
coyntryCode PrintableString(SIZE (1l..ub-country-code)));
angwerback PrintableString (SIZE (1..ub-answerback)),

1y

ub-telex-number INTEGER ::= 14
ub-cquntry-code INTEGER ::= 4
ub-answerback INTEGER ::= 8
collgctiveTelexNumber ATTRIBUTE ::= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE
ID id-at-collectiveTelexNumber }

facsimileTelephoneNumber ATTRIBUTE)::= {
WITH SYNTAX FagsimileTelephoneNumber
EQUALITY MATCHING RULE faesimileNumberMatch
SUBSTRINGS MATCHING RULE. ‘facsimileNumberSubstringsMatch

LDAP-SYNTAX facsimileTelephoneNr.&id
LDAP-NAME {"facsimileTelephoneNumber"}
ID id-at-facsimileTelephoneNumber }

FacsimileTelephonéNumber ::= SEQUENCE {
telephoneNumber—~ TelephoneNumber,

pafjameters G3FacsimileNonBasicParameters OPTIONAL,
collégctiveFacsimileTelephoneNumber ATTRIBUTE ::= {

SUBTYBE OF facsimileTelephoneNumber

COLLECTIVE TRUE

ID id-at-collectiveFacsimileTelephoneNumber }

x121Address ATTRIBUTE ::= {
WITH SYNTAX X121Address
EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString.&id

LDAP-NAME {"x121Address"}

ID id-at-x121Address }
X121Address ::= NumericString(SIZE (1l..ub-xl21l-address))

-- String as defined by Rec. ITU-T X.121

64 Rec. ITU-T X.520 (10/2012)


https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

| SO/I EC 9594-6:2014 (E)

ub-x121-address INTEGER ::= 15
internationalISDNNumber ATTRIBUTE ::= {
WITH SYNTAX InternationalISDNNumber

EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString.&id
LDAP-NAME {"internationalISDNNumber"}
IDp id-at-internationalISDNNumber }

InternationalISDNNumber ::=
NumericString (SIZE (l..ub-international-isdn-number))
-- String complying with Rec. ITU-T E.1l64 only

ub-i

collégctiveInternationalISDNNumber ATTRIBUTE ::= {

SUBTYPE OF internationalISDNNumber

COLLECTIVE TRUE

iDp id-at-collectiveInternationalISDNNumber }
regigteredAddress ATTRIBUTE ::= {

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

LDAP-SYNTAX postalAddr.&id

LDAP -NAME {"registeredAddress"}

ID id-at-registeredAddress }

destinationIndicator ATTRIBUTE ::= {
WITH SYNTAX DestinationIndicator
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX printableString.&id
LD3P-NAME {"destinationIndicator"}
ID id-at-destinationIndicétor }

DestinationIndicator ::= PrintableString(SIZE “(1l..MAX))
-- alphabetical characters only

commynicationsService ATTRIBUTE ::= {
WITH SYNTAX CommunicationsService
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-communicationsService }

CommynicationsService ::= OBJECT IDENTIFIER

commynicationsNetwork ATTRIBUTE ::= {

WITH SYNTAX CommunicationsNetwork
EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

ID id-at-communicationsNetwork }

CommynicationgNetwork ::= OBJECT IDENTIFIER

preferredbDeliveryMethod ATTRIBUTE ::= {

WITH SYNTAX PreferredDeliveryMethod

SITGLE VALUE TRUE

LDAP=SYNTAX deitveryMethod&td

LDAP-NAME {"preferredDeliveryMethod"}

ID id-at-preferredDeliveryMethod }

PreferredDeliveryMethod ::= SEQUENCE OF INTEGER {
any-delivery-method (0),

mhs-delivery (1),
physical-delivery (2),
telex-delivery (3),
teletex-delivery (4),

g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
ia5-terminal-delivery (7),
videotex-delivery (8),
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telephone-delivery (9) }
presentationAddress ATTRIBUTE ::= {
WITH SYNTAX PresentationAddress
EQUALITY MATCHING RULE presentationAddressMatch
SINGLE VALUE TRUE
iDp id-at-presentationAddress }
PresentationAddress ::= SEQUENCE {

pSelector [0] OCTET STRING OPTIONAL,
sSelector [1] OCTET STRING OPTIONAL,
tSelector [2] OCTET STRING OPTIONAL,
nAddresses [3] SET SIZE (1..MAX) OF OCTET STRING,

)
suppgrtedApplicationContext ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-supportedApplicationContext }
protgcolInformation ATTRIBUTE ::= {
WITH SYNTAX ProtocolInformation
EQUALITY MATCHING RULE protocolInformationMatch
iD id-at-protocolInformation }
ProtqcolInformation ::= SEQUENCE {
nAddress OCTET STRING,

prd

files SET OF OBJECT IDENTIFIER }

distinguishedName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
LDAP-SYNTAX dn.&id
LDAP -NAME {"distinguishedName"}
ID id-at-distinguishedName }
member ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
LD3P-NAME {"member"}
ID id-at-member }
unigyeMember ATTRIBUTE ::= {
WITH SYNTAX NameAndOptionalUID
EQUALITY MATCHING RULE unigueMemberMatch
LDAP-SYNTAX nameAndOptionalUID. &id
LDAP -NAME {"uniqueMember"}
ID id-at-uniqueMember }
Name3ndOptionalUID (3= SEQUENCE {
dn DistinguishedName,
uiq UniqueIdentifier OPTIONAL,
!
owney ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-~SYNTAX dn.&id
LDAP-NAME {owmmer*}
ID id-at-owner }
roleOccupant ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
LDAP -NAME {"roleOccupant"}
ID id-at-roleOccupant }
seeAlso ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
LDAP-NAME {"seerlso"}
ID id-at-seeAlso }
66 Rec. ITU-T X.520 (10/2012)


https://standardsiso.com/api/?name=f5ea2a1eff800b957b89230b8eb1f69e

dmdName ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX

name
UnboundedDirectoryString

| SO/I EC 9594-6:2014 (E)

ID id-at-dmdName }
-- Hierarchical attribute types
0idCl ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-oidc1 }
st
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-oidc2 }
0idC |ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-oidc }
urnC |[ATTRIBUTE ::= {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caseExactMatch
SINGLE VALUE TRUE
LDAP-SYNTAX printableString.&id
LDAP-NAME {"urnc"}
ID id-at-urnc }

-- Attribute types for tag-based identification

tagoid ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

OBJECT IDENTIFIER
objectIdentifierMatch

SINGLE VALUE TRUE

LDAP - SYNTAX oid.&id

LDAP -NAME {"tagoid"}

ID id-at4tagoid }

uiiFqrmat ATTRIBUTE ::= {

WITH SYNTAX UildiFormat

SINGLE VALUE TRUE

LD3P-SYNTAX uiiForm.&id

LDAP -NAME {"uiiFormat"}

ID id-at-uiiFormat }
UiiFqrmat ::= SEQUENCE ({

bageObject . URI OPTIONAL,

subset ENUMERATED {

RaseObject (0),

gnelievel (1),

ywHoleSubtree (2) } DEFAULT baseObject,
nexwT COULCL {

length INTEGER,

filter UiiFilter } }

UiiFilter ::= CHOICE {
item [0] UiiItem,
and [1] SET OF UiiFilter,
or [2] SET OF UiiFilter,
not [3] UiiFilter }

UiiItem ::= SEQUENCE {

type ATTRIBUTE.&id,
length INTEGER OPTIONAL }
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uiiInUrn ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
LDAP-SYNTAX
LDAP-NAME
ID

contentUrl ATTRIBUTE ::= {
SUBTYPE OF
LDAP-SYNTAX

UTF8String
caseExactMatch

TRUE
directoryString.&id
{"uiiInUrn"}
id-at-uiiInUrn }

url
directoryString.&id

LDAP-NAME {"contentUrl"}
ID id-at-contentUrl }
uii ATTRIBUTE ++={

WITH SYNTAX

EQUALITY MATCHING RULE
LDAP-SYNTAX

LDAP-NAME

ID

epc ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
LDAP-SYNTAX
LDAP-NAME
ID
tagAfi ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
LDAP-SYNTAX

LDAP-NAME

ID

epcFgrmat ATTRIBUTE ::=
WITH SYNTAX
SINGLE VALUE
LDAP-SYNTAX
LDAP-NAME
ID

EpcFqrmat ::= SEQUENCE {
figlds

Bits INTEGER,
g¢harField CHOICE. {
characters [0] INTEGER,
maxValue [1] INTEGER },
fesult ENUMERATED {
numericPad (o),
numeric (1),
alpha7bits (2) } DEFAULT numericPad },
digitsShift - 0] INTEGER
checkCalc [1] INTEGER
urfPrefdix UTF8String

epcInUrn ATTRIBUTE ::= {

BIT STRING
bitStringMatch
bitString.&id
{Iluiill
id-at-uii }

BIT STRING
bitStringMatch
bitString.&id
{Ilepcll}
id-at-epc }

OCTET STRING
octetStringMatch
octetString.&id
{"tagafir}
id-at-tagaAfi }

{

EpcFormat

TRUE

epcForm. &id
{"epcFormat™}
id-at-epcFormat }

SEQUENCE SIZE (1..MAX) OF SEQUENCE {

OPTIONAL,
OPTIONAL,
OPTIONAL }

SUBTYPETOF
SINGLE VALUE
LDAP-SYNTAX
LDAP-NAME

ID

ldapUrl ATTRIBUTE ::= {

uril

TRUE
directoryString.&id
{"epcInUrn"}
id-at-epcInUrn }

SUBTYPE OF url
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"1dapuri"}
ID id-at-1ldapUrl }
taglocation ATTRIBUTE ::= {
SUBTYPE OF utmCoordinates
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SINGLE VALUE TRUE

LDAP-SYNTAX utmCoords.&id

LDAP -NAME {"tagLocation"}

ID id-at-tagLocation }

-- Notification attributes

dSAProblem ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-dSAProblem }

searchServiceProblem ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQ 3 1 1 atah

SIEGLE VALUE TRUE

ID id-not-searchServiceProblem }
serviceType ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

ID id-not-serviceType }

attributeTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-attributeTypeList }

matchingRuleList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

ID id-not-matchingRuleList, }
filterItem ATTRIBUTE ::= {

WITH SYNTAX FilterItem

ID id-not-filterItem.}
attributeCombinations ATTRIBUTE ::= {

WITH SYNTAX AttributeCombination

ID id-not-attributeCombinations }

contgxtTypeList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

ID id-not-contextTypeList }
contgxtList ATTRIBUTE :(z= °{

WITH SYNTAX ContextAssertion

ID id-not-contextList }
contgxtCombinations ATTRIBUTE ::= {

WITH SYNTAX ContextCombination

iDp id-not-contextCombinations }
hiergrchHySelectList ATTRIBUTE ::= {

WITH-SYNTAX HierarchySelections

SINGLE—VALUER TRUE

ID id-not-hierarchySelectList }

searchControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX SearchControlOptions

SINGLE VALUE TRUE

ID id-not-searchControlOptionsList }
serviceControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceControlOptions

SINGLE VALUE TRUE

iDp id-not-serviceControlOptionsList }
multipleMatchingLocalities ATTRIBUTE ::= {
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WITH SYNTAX MultipleMatchingLocalities
ID id-not-multipleMatchinglocalities }

MultipleMatchinglocalities ::= SEQUENCE {
matchingRuleUsed MATCHING-RULE.&id OPTIONAL,

attributelList SEQUENCE OF AttributeValueAssertion,
proposedRelaxation ATTRIBUTE ::= {

WITH SYNTAX MRMappings

ID id-not-proposedRelaxation }

MRMappings ::= SEQUENCE OF MRMapping

appliedRelaxation ATTRIBUTE ++={

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

ID id-not-appliedRelaxation }
pwdResponseValue ATTRIBUTE ::= {

WITH SYNTAX PwdResponse

ID id-not-pwdResponse }
PwdR¢sponse ::= SEQUENCE {

warning CHOICE ({

gimeleft [0] INTEGER(O0..MAX),
graceRemaining [1] INTEGER(0..MAX),
.. } OPTIONAL,

eryor ENUMERATED {

passwordExpired (0),
g¢hangeAfterReset (1),

.. } OPTIONAL}

ldaphiagnosticMsg ATTRIBUTE ::= {
WITH SYNTAX UTF8String
SINGLE VALUE TRUE
ID id-not-ldapDiagnosticMsg }

-- LDAP defined attribute types

uid ATTRIBUTE ::= {
WITH SYNTAX UnboundedbPirectoryString
EQUALITY MATCHING RULE caseIgndoreMatch
SUBSTRINGS MATCHING RULE caselgnoreSubstringsMatch

LDAP-SYNTAX directoryString.&id
LDAP-NAME wuidn}
ID id-coat-uid }

dc ATTRIBUTE ::= {
WITH SYNTAX IA5String
EQUALITY MATCHING) RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX ia5String.&id
LDAP-NAME {"dc"}
ID id-coat-dc }

-- Matching rules

caseExactMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseExactMatch"}

ID id-mr-caseExactMatch }
caseIgnoreMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"caseIgnoreMatch"}

iDp id-mr-caseIgnoreMatch }
caseExactOrderingMatch MATCHING-RULE ::= {
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SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseExactOrderingMatch"}

ID id-mr-caseExactOrderingMatch }

caseIgnoreOrderingMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id

LDAP -NAME {"caseIgnoreOrderingMatch"}

ID id-mr-caseIgnoreOrderingMatch }

caseExactSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion -- only the PrintableString choice

LDAP-SYNTAX substringAssertion.&id
LD i
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atahitl
J

iDp id-mr-caseExactSubstringsMatch }

caselgnoreSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.&id
LDAP-NAME {"caseIgnoreSubstringsMatch"}
ID id-mr-caseIgnoreSubstringsMatch }

SubsfringAssertion ::= SEQUENCE OF CHOICE {
injtial [0] UnboundedDirectoryString,
any [1] UnboundedDirectoryString,
final [2] TUnboundedDirectoryString,
{1- at most one initial and one final component
conftrol Attribute{{SupportedAttributes}},
{- Used to specify interpretation of the following items

L

numeficStringMatch MATCHING-RULE ::= {
SYNTAX NumericString
LDAP-SYNTAX numericString.&id
LDAP-NAME {"numericStringMatch"}
ID id-mr-numericStringMatch }

numeficStringOrderingMatch MATCHING-RULE :i= {

SYNTAX NumericString

LDAP-SYNTAX numericString.&id

LD3P-NAME {"numericStringOrdexingMatch"}

ID id-mr-numericStringOrderingMatch }

numeficStringSubstringsMatch “MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"numericStringSubstringsMatch"}

ID id-mr-humericStringSubstringsMatch }

caselgnoreListMatch) MATCHING-RULE ::= {

SYNTAX CaseIgnorelList

LDAP-SYNTAX. \postalAddr.&id

LDAP -NAME {"caseIgnoreListMatch"}

ID id-mr-caseIgnoreListMatch }

CaselgnoreList ::= SEQUENCE OF UnboundedDirectoryString

caseIgnoreListSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.&id

LDAP -NAME {"caseIgnoreListSubstringsMatch"}

ID id-mr-caseIgnoreListSubstringsMatch }
storedPrefixMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

ID id-mr-storedPrefixMatch }
booleanMatch MATCHING-RULE ::= {

SYNTAX BOOLEAN

LDAP-SYNTAX bitString.&id
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LDAP -NAME {"booleanMatch"}
ID id-mr-booleanMatch }

integerMatch MATCHING-RULE ::= {

SYNTAX INTEGER
LDAP-SYNTAX integer.&id

LDAP -NAME {"integerMatch"}

ID id-mr-integerMatch }

integerOrderingMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP -NAME {"integerOrderingMatch"}

ID id-mr-integerOrderingMatch }
bitSiringMatch MATCHING-RULE ::= {

SYNTAX BIT STRING

LDAP-SYNTAX bitString.&id

LDAP-NAME {"bitStringMatch"}

ID id-mr-bitStringMatch }
octetStringMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

LDAP-SYNTAX octetString.&id

LDAP-NAME {"octetStringMatch"}

ID id-mr-octetStringMatch }
octetStringOrderingMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

LDAP-SYNTAX octetString.&id

LDAP-NAME {"octetStringOrderingMatch"}

ID id-mr-octetStringOrderingMatch }
octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsMatch }
OctetSubstringAssertion ::= SEQUENCE OF CHOICE ({

injtial [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING,

..{ } -- at most one initial and\one final component
teleghoneNumberMatch MATCHING-RULE ::= {

SYNTAX TelephoneNumbér

LDAP-SYNTAX telephoneNr.'&id

LDAP -NAME {"telephoneNumberMatch"}

ID id-mr-te&léphoneNumberMatch }
telegphoneNumberSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX &SubstringAssertion.&id

LDAP-NAME {"telephoneNumberSubstringsMatch"}

ID id-mr-telephoneNumberSubstringsMatch }
presdntdtionAddressMatch MATCHING-RULE ::= {

SYWTAX PresentationAddress

ID td-mr-presentationaddressMateh—F

uniqueMemberMatch MATCHING-RULE ::= {

SYNTAX NameAndOptionalUID

LDAP-SYNTAX nameAndOptionalUID.&id

LDAP-NAME {"uniqueMemberMatch"}

ID id-mr-uniqueMemberMatch }
protocolInformationMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

ID id-mr-protocolInformationMatch }
facsimileNumberMatch MATCHING-RULE ::= {

SYNTAX TelephoneNumber
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iD id-mr-facsimileNumberMatch }

facsimileNumberSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
iDp id-mr-facsimileNumberSubstringsMatch }

uUIDPairMatch MATCHING-RULE ::= {
SYNTAX UUIDPair

ID id-mr-uuidpairmatch }

uTCTimeMatch MATCHING-RULE ::= {

| SO/I EC 9594-6:2014 (E)

SYNTAX UTCTime

ID id-mr-uTCTimeMatch }
uTCTimeO-;de-pi-ngMa-seh—lmcﬂ-I-NG—luﬂsE i,

SYNTAX UTCTime

ID id-mr-uTCTimeOrderingMatch }

genefalizedTimeMatch MATCHING-RULE ::= {
SYNTAX GeneralizedTime
--|as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime.&id

LDAP-NAME {"generalizedTimeMatch"}

iD id-mr-generalizedTimeMatch }
genefalizedTimeOrderingMatch MATCHING-RULE ::= {

SYNTAX GeneralizedTime

--|as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 882441
LDAP-SYNTAX generalizedTime.&id

LDAP -NAME {"generalizedTimeOrderingMatch"}

ID id-mr-generalizedTimeOrderingMatch }

systemProposedMatch MATCHING-RULE ::= {
ID| id-mr-systemProposedMatch }

intederFirstComponentMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP -NAME {"integerFirstComponentMatch"}

ID id-mr-integerFirstComponentMatch }

objegtIdentifierFirstComponentMatch\MATCHING-RULE ::= {

SYNTAX OBJECT IDENTIFIER

LDAP-SYNTAX oid.&id

LDAP -NAME {"objectIdentifierFirstComponentMatch"}

ID id-mr-objectIdentifierFirstComponentMatch }

direqtoryStringFirstConporientMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"directoryStringFirstComponentMatch"}

ID id-mr-directoryStringFirstComponentMatch }

wordNatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"wordMatch"}

IDp td=mr-wordMatcir—F
keywordMatch MATCHING-RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.&id

LDAP-NAME {"keywordMatch"}

ID id-mr-keywordMatch }

generalWordMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
ID id-mr-generalWordMatch }

sequenceMatchType ATTRIBUTE ::= {
WITH SYNTAX SequenceMatchType
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SINGLE VALUE TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequenceExact

SequenceMatchType ::= ENUMERATED {

sequenceExact (0),
sequenceDeletion (1),
sequenceRestrictedDeletion (2),
sequencePermutation (3),
sequencePermutationAndDeletion (4),
sequenceProviderDefined (5),
o)

wordMatchTypes ATTRIBUTE ::= {
WITH SYNTAX WordMatchTypes

id-cat-wordMatchType } -- defaulting to wordExact

atchTypes ::= ENUMERATED {
dExact (0),
dTruncated (1),
dPhonetic (2),
dProviderDefined (3),

}

cterMatchTypes ATTRIBUTE ::= {

H SYNTAX CharacterMatchTypes

GLE VALUE TRUE

ID id-cat-characterMatchTypes }

ChargcterMatchTypes ::= ENUMERATED {
chgracterExact (0),
chgracterCaseIgnore (1),
chgracterMapped (2),

seleqgtedContexts ATTRIBUTE ::= {

WITH SYNTAX ContextAssertion

ID id-cat-selectedContexts }
apprdximateStringMatch MATCHING-RULE :'%={
ID id-mr-approximateStringMateh- }
ignogeIfAbsentMatch MATCHING-RULE j:= {
ID id-mr-ignoreIfAbsentMatch }
nullfatch MATCHING-RULE ::= {
ID id-mr-nullMatch\}

ZONAL-MATCHING ::=
MAIPING-BASED-MATCHING{ZonalSelect, TRUE, ZonalResult, zonalMatch.&id}

ZonalSelect ::=8EQUENCE OF AttributeType

ZonalResult\:y= ENUMERATED {
cannot-gelect-mapping (0),
zefo-mappings (2),
multiple-mappings (3),

ees f
zonalMatch MATCHING-RULE ::= {

UNIQUE-MATCH-INDICATOR multipleMatchingLocalities
ID id-mr-zonalMatch }

uriMatch MATCHING-RULE ::= {

SYNTAX UTF8String
LDAP-SYNTAX directoryString.&id
LDAP -NAME {"uriMatch"}

ID id-mr-uriMatch }

-- LDAP defined matching rules
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caseExactIAS5Match MATCHING-RULE ::= {
SYNTAX IA5String
LDAP-SYNTAX iab5String.&id
LDAP-NAME {"caseExactIA5Match"}
ID id-1lmr-caseExactIA5Match }
caseIgnoreIAS5Match MATCHING-RULE ::= {
SYNTAX IA5String
LDAP-SYNTAX ia5String.&id
LDAP-NAME {"caseIgnoreIA5Match"}
iD id-1lmr-caseIgnoreIA5Match }

caseIgnoreIA5SubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAR-SYNTAX —substringlcsertion&id

LDAP -NAME {"caseIgnoreIA5SubstringsMatch"}
ID id-1lmr-caseIgnoreIA5Match }

-- Syntaxes defined by this Directory Specification

utmCqords SYNTAX-NAME ::= {
LDAP-DESC "UTM Coordinates"
DIRECTORY SYNTAX UtmCoordinates
ID id-asx-utmCoords }
uiiFqrm SYNTAX-NAME ::= {
LDAP-DESC "UII Format"
DIRECTORY SYNTAX UiiFormat
ID id-asx-uiiForm }
epcFqrm SYNTAX-NAME ::= {
LDAP-DESC "EPC Format"
DIRECTORY SYNTAX EpcFormat
ID id-asx-epcForm }

-- Syntaxes defined under the ldap-syntax OID_ arxc

attributeTypeDescription SYNTAX-NAME ::= {
LDAP-DESC "Attribute Type Description"
DIRECTORY SYNTAX AttributeTypeDescription
ID id-lsx-attributeTypeDescription }

bitString SYNTAX-NAME ::= {

LDAP-DESC "Bit String"

DIRECTORY SYNTAX BIT STRING

ID id-lsx-bitsString }
boolgan SYNTAX-NAME ::< {

LDAP-DESC "Boolean"

DIRECTORY SYNTAX (_BOOLEAN

ID id-lsx-boolean }

counffryString. SYNTAX-NAME ::= {

LDAP-DESC "Country String"

DIRECTORY\ SYNTAX CountryName

ID id-lsx-countryString }
dn SYNTAX-NAME—TT=%

LDAP-DESC "DN"

DIRECTORY SYNTAX DistinguishedName

ID id-lsx-dn }

deliveryMethod SYNTAX-NAME ::= {

LDAP-DESC "Delevery Method"

DIRECTORY SYNTAX PreferredDeliveryMethod

ID id-lsx-deliveryMethod }
directoryString SYNTAX-NAME ::= {

LDAP-DESC "Directory String"

DIRECTORY SYNTAX UnboundedDirectoryString

ID id-lsx-directoryString }
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dITContentRuleDescription SYNTAX-NAME ::= {

LDAP-DESC "DIT Content Rule Description"

DIRECTORY SYNTAX DITContentRuleDescription

iDp id-1lsx-dITContentRuleDescription }
dITStructureRuleDescription SYNTAX-NAME ::= {

LDAP-DESC "DIT StructureRule Description"

DIRECTORY SYNTAX DITStructureRuleDescription

ID id-1sx-dITStructureRuleDescription }

enhancedGuide SYNTAX-NAME ::= {

LDAP-DESC "Enhanced Guide"

DIRECTORY SYNTAX EnhancedGuide

D id-lsx-enhancedCuide }
facsimileTelephoneNr SYNTAX-NAME ::= {

LDA3P-DESC "Facsimile Telephone Number"

DIRECTORY SYNTAX FacsimileTelephoneNumber

iDp id-lsx-facsimileTelephoneNr }
fax §YNTAX-NAME ::= {

LDAP-DESC "Fax"

DIRECTORY SYNTAX NULL

ID id-1sx-fax }
genefalizedTime SYNTAX-NAME ::= {

LDAP-DESC "Generalized Time"

DIRECTORY SYNTAX GeneralizedTime

ID id-lsx-generalizedTime }
guide SYNTAX-NAME ::= {

LDAP-DESC "Guide"

DIRECTORY SYNTAX Guide

ID id-lsx-guide }
ia58fring SYNTAX-NAME ::= {

LDAP-DESC "IA5 String"

DIRECTORY SYNTAX IAS5String

ID id-lsx-ia5String }

integer SYNTAX-NAME ::= {

LDAP-DESC "INTEGER"
DIRECTORY SYNTAX INTEGER
ID id-lsx-ifiteger }

jpeg |SYNTAX-NAME ::= {

LDAP-DESC "JBEG"

DIRECTORY SYNTAX NULL

ID id-1lsx-jpeg }
matchingRuleDeséription SYNTAX-NAME ::= {

LDAP-DESC "Matching Rule Description™"

DIRECTORY\SYNTAX MatchingRuleDescription

ID id-1lsx-matchingRuleDescription }

matchingRuleUseDescription SYNTAX-NAME ::= {

LDAP=DEST MatcirinmgRuleUse Description
DIRECTORY SYNTAX MatchingRuleUseDescription
ID id-lsx-matchingRuleUseDescription }

nameAndOptionalUID SYNTAX-NAME ::= {

LDAP-DESC "Name And Optional UID"

DIRECTORY SYNTAX NameAndOptionalUID

ID id-lsx-nameAndOptionalUID }
nameFormDescription SYNTAX-NAME ::= {

LDAP-DESC "Name Form Description"

DIRECTORY SYNTAX NameFormDescription

ID id-lsx-nameFormDescription }
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numericString SYNTAX-NAME ::= {
LDAP-DESC "Numeric String"
DIRECTORY SYNTAX NumericString
ID id-1sx-numericString }

objectClassDescription SYNTAX-NAME ::= {

LDAP-DESC "Object Class Description"

DIRECTORY SYNTAX ObjectClassDescription

ID id-lsx-objectClassDescription }
o0id SYNTAX-NAME ::= {

LDAP-DESC "OID"

DIRECTORY SYNTAX OBJECT IDENTIFIER

ID id-1lsx-oid }
othefMailbox SYNTAX-NAME ::= {

LDAP-DESC "Other Mailbox"

DIRECTORY SYNTAX NULL

ID id-lsx-otherMailbox }
octefString SYNTAX-NAME ::= {

LDAP-DESC "Octet String"

DIRECTORY SYNTAX OCTET STRING

ID id-lsx-octetString }
post3lAddr SYNTAX-NAME ::= {

LDAP-DESC "Postal Address"

DIRECTORY SYNTAX PostalAddress

ID id-1sx-postalAddr }
printableString SYNTAX-NAME ::= {

LDAP-DESC "Printable String"

DIRECTORY SYNTAX PrintableString

ID id-lsx-printableString }
subtteeSpec SYNTAX-NAME ::= {

LD3P-DESC "SubtreeSpecification"

DIRECTORY SYNTAX SubtreeSpecification

ID id-lsx-subtreeSpec }

telephoneNr SYNTAX-NAME ::= {

LDAP-DESC "Telephone Number™

DIRECTORY SYNTAX TelephoneNumber

ID id-lsx-telephoneNr }
telejNr SYNTAX-NAME ::= {

LDAP-DESC "Telex Number"

DIRECTORY SYNTAX TelexNumber

ID id=lsx-telexNr }

utcTime SYNTAX-NAME)::= {

LDAP-DESC "UTC Time"

DIRECTORY SYNTAX UTCTime

ID id-lsx-utcTime }
ldap8yntaxDescription SYNTAX-NAME ::= {

LDAP-DESC "LDAP Syntax Description"

DIRECTORY SYNTAX—NULL

ID id-1sx-ldapSyntaxDescription }

substringAssertion SYNTAX-NAME ::= {

LDAP-DESC "Substring Assertion"
DIRECTORY SYNTAX SubstringAssertion
ID id-lsx-substringAssertion }
-- Contexts
languageContext CONTEXT ::= {
WITH SYNTAX LanguageContextSyntax
ID id-avc-language }
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LanguageContextSyntax ::= PrintableString(SIZE (2..3))
temporalContext CONTEXT {

WITH SYNTAX TimeSpecification
ASSERTED AS TimeAssertion

-- ISO 639-2 codes only

ID id-ave-temporal }
TimeSpecification ::= SEQUENCE {
time CHOICE {
absolute SEQUENCE {
startTime [0] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL,
Y
periodic SET SIZE (1..MAX) OF Period},

noI$h*s&*me———BOOLEAN—DEEAUL$—FALSE.
timeZone TimeZone OPTIONAL,

}

Periqd
timjesOfDay
days

intDay
BitDay
sunday
monday
tuesday
wednesday
thursday
friday
saturday
ayof

[
[

[«

ks
llwWeeks
ntWeek
itWeek
weekl
week2
week3
week4
week5

[

ths
1l1Months
ntMonth
itMonth
january
february
march
april
may
june
july
august,
september
october
november

[

SEQUENCE {

0]
1]

SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,
CHOICE {
SET OF INTEGER,
BIT STRING {
(o) I
(1),
(2) I
(3) I
(4) ’
(5) I
(6)},
XDayOf,

..} OPTIONAL,

2] CHOICE {
NULL,
SET OF INTEGER,
BIT STRING {
(o) I
(1),
(2) I
(3),
(4)},

.. } OPTIONAL,

3] CHOICE {
NULL,
SET OF INTEGER,
BIT STRING {
(o)l
(1)I
(2)!
(3)I
(4)!
(5)1
(6),
(7).,
(8),
(9)1
(10),

—december

A
T~

...} OPTIONAL,

[

years

EEREY

4] SET OF INTEGER(1000..MAX) OPTIONAL,

XDayOf ::= CHOICE ({
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourth [4] NamedDay,
fifth [5] NamedDay }
NamedDay ::= CHOICE {
intNamedDays ENUMERATED {
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