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INTERNET OF THINGS (loT) -
DATA EXCHANGE PLATFORM FOR loT SERVICES -

Part 2: Transport interoperability between nodal points

FOREWORD

1) IS0 (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

o —

—

—

form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC

p
respective organization to deal with particular fields of technical activity. ISO and IEC technical commiitegs
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as ‘possible, &
international consensus of opinion on the relevant subjects since each technical committee has'representatio
from all interested IEC and ISO National bodies.

S5 5

IEC and ISO documents have the form of recommendations for international use and are~accepted by IEC an|
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the’technical content
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way)in which they are use
or for any misinterpretation by any end user.

Q=5 Q

[}

In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC an
ISO documents transparently to the maximum extent possible in their natiofhalyand regional publications. An
divergence between any IEC and ISO document and the corresponding national or regional publication shall b
clearly indicated in the latter.

D <

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conformi
assessment services and, in some areas, access to |IEC and IS@\marks of conformity. IEC and ISO are n
responsible for any services carried out by independent certification bodies.

=<

All users should ensure that they have the latest edition of this_ document.

No liability shall attach to IEC and ISO or their directorsi/employees, servants or agents including individug
experts and members of its technical committees and l\EC and ISO National bodies for any personal injur
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (includinlg
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any
other IEC and ISO documents.

Attention is drawn to the Normative referenées cited in this document. Use of the referenced publications {s
indispensable for the correct application efithis document.

—+

Attention is drawn to the possibility that.some of the elements of this ISO/IEC document may be the subject
patent rights. IEC and ISO shall not belheld responsible for identifying any or all such patent rights.

5O/IEC 30161-2 has been prepared by subcommittee 41: Internet of Things and Digital Twin
f ISO/IEC joint technical committee 1: Information technology. It is an International Standard.

he text of this International Standard is based on the following documents:

Draft Report on voting

JTC1-SC41/326/FDIS JTC1-SC41/336/RVD

ull information on the voting for its approval can be found in the report on voting indicated i
he abowve table.

=)

1

hédanguage used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in

a

ccordance with ISO/IEC Directives, Part 1, available at www.iec.ch/members_experts/refdocs.

A list of all parts in the ISO/IEC 30161 series, published under the general title Internet of
Things (loT) — Data exchange platform for loT services, can be found on the IEC and
ISO websites.

IMPORTANT - The "colour inside” logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

ISO/IEC 30161-1:2020 specifies the requirements of an Internet of Things (loT) data exchange

platform (loT DEP), which transfers loT data to and from various loT devices with small delay

The loT DEP provides the following functions: abstraction of communication networks and

lightweight transfer of loT traffic. However, ISO/IEC 30161-1:2020 specifies only the concep
and structure of the platform for 10T data exchange between an IoT device and an loT-use

t
r

through an loT DEP. Therefore, it is essential to take into account that loT devices and

loT-users are connected to each other through multiple nodal points, when a large number o

f

deographical area.

1
Tlhe transport interoperability among nodal points enables data exchange among modal point
'J an loT system with small overheads or data acquisition with low latency. Requirements fg

fficient transfer of l1oT data among nodal points are specified. Functional blocks on a nod4
point for the transport interoperability between nodal points in the loT DEP. aré specified.

Tlhe transport interoperability among nodal points is realized by an IoT\DEP network consistin
of multiple nodal points. The transfer of loT data among nodal jpoints is not affected by

flnction to realize the transport interoperability.

T ! : [ - : : 1 ! — 4l I 4 [ ! 1 ! =l
I)I UCVvILCS dllU TUT=USCIS 1o MILIUucu 11T e 1T SYySITIT dlfu 15 UTpiuvycu UvVel d WIUE

his document focuses on the transport interoperability among nodal points in an loT systen.

O

U O

cdommunication protocol in the transport layer. A nodal point has routing function and forwarding

—_—
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INTERNET OF THINGS (loT) -
DATA EXCHANGE PLATFORM FOR loT SERVICES -

Part 2: Transport interoperability between nodal points

1 Svupc
Tlhis part of ISO/IEC 30161 specifies the following items for the transport interoperabilit
hetween nodal points in the 10T data exchange platform (loT DEP):

requirements;

functional blocks;

operation mechanism.

N

Normative references

he following documents are referred to in the text in such a way that some or all of their conten

mo -

or undated references, the latest edition of the referenced document (including an
mendments) applies.

Q

50/IEC 30161-1:2020, Internet of Things (loT) =Data exchange platform for loT services
Rart 1: General requirements and architecture

3 Terms and definitions

-

or the purposes of this document,.the following terms and definitions apply.

50 and |IEC maintain terminology databases for use in standardization at the followin
ddresses:

QD

IEC Electropedia:savailable at https://www.electropedia.org/

ISO Online browsing platform: available at https://www.iso.org/obp

onstitutes requirements of this document. For dated references, only the edition cited applies.

—

<

3.1

loT data

kit strings.exchanged among loT DEP functions
3.2

lpT-data exchange platform

loT DEP

set of functional blocks that provide an abstraction of 10T data blocks and exchange of loT data

with other entities

Note 1 to entry: For example, in a huge number of sensors across various networks, 10T DEP reduces traffic

volumes and exchanges loT data with other entities. Functional blocks of loT DEP are implemented at endpoints an
nodal points in lIoT networks. These functional blocks cooperate as a platform.

[SOURCE: ISO/IEC 30161-1:2020, 3.1]

3.3
loT DEP network
network which consists of multiple nodal points

d
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3.4
loT service
service which exchanges data among endpoints in an loT system

3.5
loT system
system providing functionalities of loT

3

Note 1 to entry: An loT system can include, but not be limited to, loT devices, loT gateways, sensors, and actuators.

[FOURCE: ISO/IEC 20924:2021 [1], 3.2.9]

3.6

nodal point

point that investigates routing information specified in communication protocols afd relays dat
Klocks according to such information

—

SOURCE: ISO/IEC 30161-1:2020, 3.2]

4 Abbreviated terms

GAC communication access control
loT Internet of Things

10T DEP loT data exchange platform
P internet protocol

Sl open systems interconnection
QoS quality of service

5 Overview

IFO/IEC 30161-1:2020 specifies(@n*loT data exchange platform (loT DEP), which transfers lo
data to and from various 10T devices with small delay. Such various loT devices are describe
in ISO/IEC TR 22417 [2]1. The'loT DEP suppresses processing time delay (i.e. overhead du
tp DNS, IP routing based-on’ a location) and reduces traffic volume by eliminating complicate

5O/IEC 30161-1:2020-also specifies four cases of IoT DEP implementation (Cases A, B, C
and D). loT DEP functions for Case A are implemented in an loT-user, IoT DEP functions fg
Case C are imptemented in an 1oT gateway, and loT DEP functions for Case D are implemente
im an loT device’Case B of an loT DEP is specified as a component which takes on the role g
gd nodal point:

Higure#-of ISO/IEC 30161-1:2020 shows the locations of loT DEP functions in the 10T referenc

protocols used by “existing communication infrastructures (e.g. the Internet).
I

[V

OO O/

= © I

odels of ISO/IEC 30141 [3], which indicates the relationship of IoT DEP functions among a
|oF—device RA—o+—4Se A W A€ < e e rd—intereh bS5y

as shown in Figure 1.

When a large number of loT devices and loT-users is included in the loT system and the loT
system is deployed in a wide geographical area as a horizontal approach, loT devices and

loT-users are connected to each other through multiple nodal points in an IoT DEP network a

S

shown in Figure 2. Note that the IoT gateway corresponds to a nodal point. loT devices and

loT-users correspond to endpoints connected to any of the nodal points.

T Numbers in square brackets refer to the Bibliography.
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This document specifies requirements, functional blocks and operation mechanism for the
efficient transfer of 10T data among nodal points in an 10T system where endpoints connect to
multiple nodal points in the loT DEP network, as shown in Figure 2. The loT DEP network
consists of multiple nodal points. 0T data exchange in an loT system consisting of a single
nodal point is specified in ISO/IEC 30161-1:2020. In this document, loT data are exchanged
among loT DEPs, as shown in Figure 3. The loT DEPs are implemented as middleware modules

over a transport layer specified in the OSI reference model.

loT data are transmitted and received as data blocks of I0T data between an endpoint and a

f

dal-peinrt-oramengnodalpoints—Fhe—bit-strings—that censtructloTdata—are—compesed—q
lural data blocks. A data block has parameters such as a data block size, a sequence numbe
time stamp and a starting time.

[Olxe]

—

he structure of this document is as follows.

T data exchange between endpoints, and system parameters for loT data transfer amon
odal points. Clause 6 also specifies the functional requirements-/for the transpo
interoperability among nodal points. A nodal point has a routing funetion and a forwardin
function to transfer loT data received from an endpoint.

Clause 6 includes the lIoT DEP network configuration and specifies both systemyparameters fq
I
n

CGlause 7 also describes the relationship between those-fdnctions and the communicatio
dccess control functional block of IoT DEP Case B and Case C.

CGlause 8 describes operation mechanisms of a routing-function and a forwarding function.

>
IoT;)@ers
Endpoint Endpoint Endpoint
~ A
O y
Nodal [\~ Resource access and Nodal
point interchange sub-systems point
O :
% Nodal Nodal Nodal
N\ point point point
) A A

Nodal loT
point | gateway

CGlause 7 specifies functional blocks to comply with the requifements specified in Clause §.

BN

Endpoint Endpoint Endpoint Endpoint Endpoint

loT devices

IEC

Figure 1 — Relationship with loT Reference model
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loT device A
loT device B
loT device C

loT device D

lol device E l‘

loT DEP network

loT-user X

point 4

loT-user Y

IEC

Figure 2 — loT DEP network by multiple nodal points

loT DEP loT DEP loT DEP loT DEP
loT data K——) loT data K——) loT data e loT data
H A H A H A

¥ 0 v 0 0
s e s mB s mm n mm s mm o s mm smem s mm s mm s mmf e  mm s mm s s mm s e s mm s mm o mmTe mmP g/ mm s mm s o s e s o s

The transport layer-and the below layers

loT Network Network | | Network Network | { Network Network loT-
device I/F I/F I/F I/F I/F I/F user

= . = W, -
----------------------------------------------------------------------- -

<:> Logical connection among nodal points
————p External input to and output from the loT DEP

--------- » Real connection path in the loT DEP
IEG

Figure 3 — loT.data exchanged among loT DEPs

§ Functional requirements

6.1 General

—

his Clause 6 specijfies’ functional requirements for the transport interoperability among noda
points in an loT DER-network including multiple nodal points.

6.2 Transport interoperability among nodal points

Tlhe requirements and recommendations for the transport interoperability are as follows.

—_
O

) -A\nodal point transfers loT data received from an endpoint to another nodal point. T
transfer 10T data, a nodal point has the following functions

— A nodal point shall have a routing function. The routing function resolves an identifier of
a next forwarding nodal point as a receiving nodal point of data blocks of loT data,
according to an identifier and attributes of the loT data, and selects a communication
path for the receiving nodal point.

— A nodal point shall have a forwarding function to transfer loT data according to the
selected communication path.


https://standardsiso.com/api/?name=212c703501634e5b9862b8f6c8b91848

ISO/IEC 30161-2:2023 © ISO/IEC 2023 -9-

2) In the case that IoT data need to be temporarily stored in an loT system to provide an loT
service, an loT DEP network provides a storage function.

— A nodal point should have a storage function to store copies of loT data temporarily. The
storage function has the effect of reducing duplicate data transfer in response to
requests from multiple loT-users.

— At least one nodal point in the 10T DEP network should be a nodal point with a storage
function.

In order to configure an loT DEP network, a nodal point shall provide the following functions in
addition to the tfunctions specitied in [SO/IEC 30161-1:2020.

d) A nodal point takes the role of a connection point to connect endpoints to an IoT \DEP
network. Thus, one of the functions of a nodal point is to receive loT data from gndpoints
i.e. loT devices or loT-users, and another is to transfer loT data from other nodal'points t
endpoints.

O

b) A nodal point takes the role of a relay point to transfer loT data from endpoints or anothg
nodal point to other nodal points. Thus, one of the functions of a nodal point is to transfg
loT data to other nodal points.

= =

d) A nodal point takes the role of a temporary storage point to storecopies of loT data. Thusg,
one of the functions of a nodal point is to store copies of loT data:

=

OTE A connection point which transfers |oT data from the loT device to thé 10T-user directly is not considered gds
nodal point.

Q

-
[

igure 4 shows functions and positions on nodal pointstin an loT DEP network. Nodal point
omply with the requirements specified as a), b) and, c):

= I

ﬂ loT data from-another nodal point

Q

loT data from endpoint IQT(data to another nodal point IoT data to endpoint

] > SO———> ™

odal)| _ | Nodal
point ) ® ~ | point

Temporary storage of loT data

Z

K loT DEP network
:> Flow for loT data

<+«—@—> Reference point for interoperability among nodal points
IEC

Figure 4 — Functions and positions of nodal points

=

Jystem parameters for an loT system are described in 6.3. The relationships between the lo
ata‘exchange between endpoints and the loT data transfer between nodal points are describef
in 6.4.

6.3 System parameters for an loT system
An loT DEP network has the following characteristics.
a) Inorder for the IoT DEP network to efficiently realize 10T data exchange between endpoints,

it has the following functions:

1) the function that an endpoint exchanges loT data with other endpoints using an identifier
which is used to identify loT data;

2) the function of temporary storage of loT data.
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b) A nodal point manages endpoints which are connected to itself by a function implemented
in the 1oT management functional block of the loT DEP. The loT management functional
block is specified in ISO/IEC 30161-1:2020. To manage endpoints which are connected to
the nodal point, the nodal point recognizes system parameters described in Table 1.

NOTE The detailed function of the loT management functional block of the 1oT DEP is beyond the scope of this
document.

Table 1 lists the system parameters for an loT system to carry out transfer of loT data in the
loT DEP network. An loT system may provide multiple loT services.

Table 1 — System parameters for loT system

Category Parameters Description and requirements

For loT data identifier An identifier to indicate an |oT service of the loT data.

It is statically determined as a system parameter at the 'timing of starting
the loT service.

attributes Parameters to indicate communication characteristics of loT data
exchange between endpoints. Those parametérs,include information
related to an loT service. Examples of those ‘parameters include QoS,
lifetime of data, and so on.

Attributes are statically assigned as systém parameters at the timing of
starting the loT service.

For data block data block size Data length of a data block in_loJ\data transferred among nodal points.
sequence Number which uniquely identifies the sequence in the transfer of data
number blocks in loT data.
time stamp Time that indicates the time of a specific action such as the arrival of a

data block in loT data-
starting time Time when a data block in loT data was generated.
For nodal point | identifier An identifief\fo indicate a nodal point.

The identifier shall be unique to an loT DEP network.
The'identifier is used to transfer loT data among nodal points.

storage flag Aflag to indicate that it has enabled the capability to store copies of loT
data temporarily in its storage.

For endpoint identifier An identifier to indicate an loT device or an loT-user.
The identifier shall be unique within an loT system.

The identifier is used to decide the destination for 10T data. A nodal
point uses it to recognize endpoints which are connected to itself.

.4 Data'‘exchange types and data transfer types

=

5O/IEC 30161-1:2020. Figure 5 shows the 10T data exchange between endpoints and the lof

6

Tlhe typical operations of the loT DEP are specified and are summarized in Figure 18 ¢
I

datatransfer between nodal points.

The data exchange type in the short observation period is one of the following three types.

— Type Ais a type with a sequence that begins with loT data by notification from an loT device
to an loT-user.

— Type B is a type with a sequence that begins with 10T data corresponding to request from
an loT-user, and |loT data corresponding to response to the loT-user from the 10T device or
the nodal point that stores copies of loT data.

— Type C is a type with a sequence that begins with IoT data by command from the loT-user
to the 10T device.
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For example, in the case that sensors send the sensed data as loT data periodically, it
corresponds to Type A. In the case that sensors send the loT data by the request command
from an loT-user, it corresponds to Type B. In the case that actuators perform their function
according to 10T data by the action command from an loT-user, it corresponds to Type C. An
loT system achieves its functionality by the combination of these three types of loT data
exchange. As mentioned later, there are some cases interposed by temporary storage as a
variation in Type B.

The 10T data transfer types are classified into the following two types: Type 1: request-based

transferandTvpe2-data-based-transfer
S+ a1y pe—=—cata-oa a—HaRSHe+-

loT device ] [ - ]
| loT DEP network loT-user

l
CaseDoroTDEP] { I Nodal point I'-"-{ Nodal point l ] [CaserroTDEP ]

I

Type A

_l. o . ’ — e o - o - - - o - \
i loT data by notification .= loT data 17 T i
! g B q 1
- | »> !
1 == - - 1
' Type 2: Data-based transfer of o data K
Type B

;" loT data (- ———————-=--- ~ /oT-data corresponding to request
! > < 1
; | > loT data (request) T :
; > N loT data | ;
; loT data corresponding to response T g ;

M T e = 7

'\ Type 1: Reguest-based transfer of loT data !
Type C

’ rrTT T T T AL T T T T [ loT data by command !
ol loT data I e Io\tata B : :
i - | SRR |\ N —— -

\ Type 2: Data-based transfer of loT data ,'
B U [ I ______________________________ Ju P——

Figure 5 — Data_exchange types and data transfer types

7 Functional sub-blocks

.1 General

A

7

Clause 7 specifies functional blocks that satisfy the requirements in an loT DEP networ
slpecified in_Clause 6. Specifically, functional sub-blocks in the communication access contrg
(
b

CAC) functional block of Case B and Case C of the IoT DEP are specified. The CAC functiona
lock of-the loT DEP is specified in ISO/IEC 30161-1:2020.

7.2 Definitions of functional sub-blocks

Functions that provide protocol process to realize the transport interoperability among nodal
points are implemented as sub-functions of the CAC functions implemented in Case B and
Case C of the loT DEP.
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Figure 6 shows in more detail the functional blocks of Figure 10 of ISO/IEC 30161-1:2020. It
shows three functional sub-blocks newly defined in the CAC. The data transportation functional
sub-block is a functional sub-block that provides protocol process for data exchange between
endpoints that is specified in 8.2.2 of ISO/IEC 30161-1:2020. The interworking functional sub-
block, the interoperability management functional sub-block, and the interoperability control
functional sub-block are related to realize the transport interoperability. Received loT data are
notified from the adaptation block to the CAC block. In the CAC block, loT data are notified to
the interworking functional sub-block, and copies of 10T data are notified to the interoperability
control functional sub-block.

loT DEP

Data translation

Data control

Communication access control

Data transportation

loT control

Interworking

loT management

Interoperability management

Interoperability control

Adaptation

Figure 6 — Detailed functional blocks with functional sub-blocks in loT DEP

7.3 Interworking functional sub-block
.3.1 General

7

Tlhe Interworking~function provides protocol process for transferring loT data among noda
points in the loT DEP network. This sub-block shall include a routing function and a forwardin
f
f

(O =

inction. As_an-example, the following shows the capabilities of the routing function and th
prwarding-function.

7.3.2 Routing function

ik £
t T

1l
LAY L]

ThU IUUt;IIy fullbt;ull hGO \¥J UVV;IIB uapab;“t;co:
a) to extract the identifier and attributes of loT data received from an endpoint or another nodal
point;

b) to resolve an identifier of a next forwarding nodal point toward a receiving nodal point of the
loT data according to the parsed identifier and attributes of the 10T data;

The resolution process of the identifier of the next forwarding nodal point is taken on one or
more of the following methods:

1) static assignment of identifiers of nodal points determined from pre-defined table by
each identifier of loT data;

2) dynamic assignment by a discovery protocol for identifiers of nodal points resolved by
an identifier of loT data.
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c) to discover possible plural communication paths to the resolved next forwarding nodal point;

d) to select one or more communication paths among the discovered communication paths

according to attributes of loT data.

The process to discover communication paths to a nodal point is selected from one or more of
the following methods:

1) static configuration of communication paths to a nodal point;

2) periodic discovery of communication paths to a nodal point;

3

Q Z B

~J

)

)

)

OTE The detailed operation of the discovery protocol for an identifier of a nodal point is beyond the scope of th
bcument.

.3.3 Forwarding function

he forwarding function has the following capabilities:

on-demand discovery of communication paths to a nodal point. The demand is generatef
by the trigger of receiving loT data from an endpoint or receiving a request for loT data from
other nodal points;

broadcasting the received loT data to other nodal points.
This method can be used with a mechanism to avoid loop transfer.

[

to transfer loT data to another nodal point using the seleCted communication paths;

The transfer process of loT data is selected from¢oné or more of the following casep
according to the attributes of loT data.

=3

1) At most once delivery: a data block in loT _data is transferred to another nodal poir
according to the capabilities of the transpaort-layer. No response is sent by the receive
and no retry is performed by the senders A"data block in 10T data arrives at the receivg
either once or not at all.

—

2) At least once delivery: this transfer method ensures that a data block in loT data arrive
at the receiver at least once by means of acknowledgment from the receiver.

[

—h

3) Exactly once delivery: this transfer method is useful when neither loss nor duplication g
a data block in 10T data lis)acceptable. The receiver acknowledges the receipt with p
two-step acknowledgement process.

4) Other specific methods: a data block in 10T data is transferred to other nodal points by
way of a system-specific transfer method.

The transfer process uses the sequence number or time stamp of a data block in loT dat
block. The sequence number is utilized for reordering the received data blocks in loT dat
on a receiving-hodal point. Time stamp is utilized for discard of the received data block
from the IQT-"DEP network when the lifetime of the received data block in l1oT data expires.
The transfer process of loT data operates independently of a communication protocol in the
transport layer.

(2R IR

to decide the timing at which a nodal point transfers the 10T data to another nodal point.

The decision process of transfer timing is selected from one of the following items accordin

7.4

to the attributes of loT data:
1) the timing when a nodal point receives 10T data from endpoints;

2) the timing when a nodal point receives a request from another nodal point to send loT
data in its temporary storage;

3) the timing of starting the 10T service.

Interoperability management functional sub-block

The Interoperability management function provides a monitoring process for the communicable
status of nodal points. This sub-block shall have the capability to detect the blockage of the
communication capability of other nodal points.
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7.5 Interoperability control functional sub-block

3

The Interoperability control function provides a storage process to store copies of loT data
temporarily. To realize the process, this sub-block shall have the capabilities to store copies of

loT data temporarily according to 10T services.

The control mechanism to control the storage process for each data block in 10T data is selected
from one or more of the following mechanisms according to the attributes of loT data and a

predetermined policy by the loT service:

1) to replace an old data block in loT data with a newly received data block in 10T data.d
excess of the storage capacity;

2) to invalidate data blocks in 10T data that are stored for more than the latency-tolerar
period in the case of l0T data which are exchanged on latency-critical loT services;

3) to overwrite a copy of the stored loT data with the latest data block in )l data in th
case that an endpoint sends data blocks in 10T data periodically;

4) other specific mechanism.

=

OTE The latency-tolerant period is derived based on time constraints in the case of loT 'data which are exchange
h latency-critical loT services.

o

8§ Operation mechanism

8.1 General

s shown in Figure 5, there are two loT data transfeftypes among nodal points: request-base
ansfer and data-based transfer. From the viewpoint of discovering communication paths in th
bT DEP network, there are two methods: static configuration and dynamic discovery, a
entioned below.

— =

=]

he operation mechanisms consist ofi transferring 10T data among nodal points depending o

o = — -

y coordinating nodal pointsin the loT DEP network with each other, the 10T DEP provide
data exchange among nodalipoints with small overheads or with low latency.

m

xamples of services(with low latency are shown in Annex A.

Tlemporary storage of IoT data at a nodal point affects loT data exchange delay betwee
gndpoints. Therefore, for provision of latency-critical lIoT services, it is necessary to considg
the temporary-storage operation at a nodal point. Temporary storage operation at a nodal poin
i$ described in Annex B according to the requirements of loT service, for examplg

sage for temporary storage.

his Clause 8 describes operation mechanisms of a routing function and a forwarding function.

ne loT data transfer types and discovering communication paths in the 10T DEP network.
nodal point determines the 10T Jdata transfer type according to the attributes of loT dat3.

—

—

©

O O

=)

2

—- = D

— -

‘Ttency—critical loT services. Rec. ITU-T Y.3033 [4] and Rec. ITU-T Y.3071 [5] are examples ¢

Table 2 shows the classification of operations of transferring loT data among nodal pints in thi
Clause 8.

Table 2 — Classification of operations
of transferring loT data among nodal points

Methods of discovering communication paths in
loT data transfer Types the loT DEP network

among nodal points
Static configuration Dynamic discovery

Request-based transfer Case 1 Case 2

Data-based transfer Case 3 Case 4

S
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8.2 Request-based transfer by static assignment

In Case 1, the requested nodal point transfers IoT data from its temporary storage to a
requesting nodal point according to one or more configured communication paths when a nodal

point receives a request for loT data from another nodal point.

In this operation, the storage function at the requested nodal point has the effect of reducing

duplicate data transfer in response to requests from multiple loT-users.

83— Request-based-transfer by dymamicdiscovery

n Case 2, the requested nodal point transfers loT data from its temporary storage\to
bquesting nodal point when a nodal point receives a request for IoT data from another,noda3
point.

—_ -

3

nodal point discovers communication paths to a requesting nodal point according to attribute
f loT data by the dynamic discovery process. There are two methods of dynamic discover
rocess: periodic discovery and on-demand discovery.

xolle]

h the case of the periodic discovery method, although the 10T data’in an loT DEP networ,
mcreases by periodic discovery, the time to discover the requesting-hodal point is shortened.

)

n the contrary, in the case of the on-demand discovery méthod, the 10T data to discover th
ommunication path to a nodal point is reduced.

o

8.4 Data-based transfer by static assignment

n Case 3, a nodal point transfers loT data to another nodal point, which connects itself to
estination endpoint of loT data, when the nedal point receives 10T data from endpoints. Th
odal point uses configured communication\paths to transfer loT data.

=2 Q=

h Case 3, the latency is reduced because loT data are transferred to nodal points to which th
ndpoint connects, as soon as_a.‘nodal point receives loT data from an endpoint whic
jenerates loT data.

Broadcasting loT data fromman endpoint to other nodal points without a discovery process i
cluded in Case 3.

.5 Data-based-\transfer by dynamic discovery

In Case 4, a_nodal point transfers IoT data to another nodal point, which connects itself to
estination endpoint of 10T data, when the nodal point receives l1oT data from endpoints.

nodal>point discovers a communication path to a nodal point, which connects itself to
estination endpoint of loT data, according to attributes of loT data by the dynamic discover]

— D

[2)

—

j WY

4%

-

V)

< L

rocess. There are two methods of dynamic discovery process: periodic discovery and on

demand discovery.
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Annex A
(informative)

Latency-critical loT services

According to the advances in communication technologies, in addition to classic loT services,
low latency and high reliability are extremely important communication requirements for many
loT use cases. In this Annex A, latency-critical loT services are introduced, and the
cammunication requirements are shown in Table1 of P Schulz et al [6] The reliability
requirements for factory automation applications are typically 1079 packet loss rate (PLR), while
ne latency requirements vary from 0,25 ms to 10 ms.

—
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Annex B
(informative)

Storage strategy for latency-critical loT services at a nodal point

B.1 General

A nodal point provides temporary storage capacity. However, temporary storage of 10T data &
nodal point affects latency for loT data exchange between endpoints. This Annex B describe
peration of temporary storage at a nodal point according to the requirements of loT sgfvice
specially an operation by latency-tolerant period on latency-critical loT services.

.2 Operation for latency critical loT services

latency-critical loT services which have time constraints until loT data ‘generated by a
ndpoint are transferred to other endpoints, the endpoint that requires(JoT data must receiv
0T data within the constrained time, called a latency-tolerant period. Fherefore, the nodal poin
hich receives data blocks in IoT data in the latency-critical loT-service from the endpoin
slhould transfer the received data blocks in 10T data to other nodal'points within the constraine
time. The nodal points, which the corresponding loT data are transferred to, are registered i
dvance by the endpoints that require the corresponding data’in loT data. In this case, the tim
sfored in the temporary storage of data blocks in 10T datasat nodal point should be within th
latency-tolerant period allowed by the latency-critical loT ‘service, and a data block in loT dat
hould be discarded from the temporary storage when the time stored in the temporary storag
f the corresponding data block in loT data exceeds, the latency-tolerant period. If the latency
blerant period is set to 0, it corresponds to the @peration of discarding without storage.

=gl ®)

igure B.1 describes an assignment process of latency-tolerant period to each nodal poin
ccording to declaration of a time constraint from an [oT DEP user. An loT DEP operator derive
latency-tolerant period at each nodal“point from declaration of a time constraint by the lo
EP user, and assigns the derived latency-tolerant period to each nodal point.

O Q T

A requested time constraint

1

user

loT DEP |:> loT DEP
operator

IoT device ; loT-user

loT DEP network

N -

=}

42

— DECECECECE=E T

= B

) Request/declaration of a time constraint

——— Flow for loT data

= * =P» Assignment of a latency-tolerant period

] loTdata
IEC

Figure B.1 — Assignment process of latency-tolerant periods
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