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INTERNET OF THINGS (loT) - REFERENCE ARCHITECTURE

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees

collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental

in

2)
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liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC~h3
established a joint technical committee, ISO/IEC JTC 1.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as pOssible,
international consensus of opinion on the relevant subjects since each technical committee has representat
from all interested IEC National Committees and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international us€“and are accep
by IEC National Committees and ISO member bodies in that sense. While all reasonable’efforts are made]
ensure that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be h
responsible for the way in which they are used or for any misinterpretation by any endruser.

In order to promote international uniformity, IEC National Committees and 1ISO“member bodies undertake
apply IEC, I1SO and ISO/IEC publications transparently to the maximum extent.possible in their national 3
regional publications. Any divergence between any ISO, IEC or ISO/IEC, publication and the correspond
national or regional publication should be clearly indicated in the latter.

ISO and IEC do not provide any attestation of conformity. Independent/certification bodies provide confornj
assessment services and, in some areas, access to IEC marks of_€onformity. ISO or IEC are not responsi
for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual expsg
and members of their technical committees and IEC National Committees or ISO member bodies for 3
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or
costs (including legal fees) and expenses arising out:of ‘the publication of, use of, or reliance upon, this ISO/I
publication or any other IEC, ISO or ISO/IEC publications.

Attention is drawn to the normative referencesycited in this publication. Use of the referenced publicationg
indispensable for the correct application of this publication.

Attention is drawn to the possibility that.some of the elements of this ISO/IEC publication may be the subject
patent rights. ISO and IEC shall not bé held responsible for identifying any or all such patent rights.

ernational Standard ISO/IEC.30141 was prepared by subcommittee 41: Internet of Thin
d related technologies, of ISO/IEC joint technical committee 1: Information technology.

is International Standard has been approved by vote of the member bodies, and the voti
ults may be obtained from the address given on the second title page.

is publicationhas been drafted in accordance with the ISO/IEC Directives, Part 2.
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that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

loT has a broad use in industry and society today and it will continue to develop for many
years to come. Various loT applications and services have adopted loT techniques to provide
capabilities that were not possible a few years ago. loT is one of the most dynamic and
exciting areas of ICT. It involves the connecting of Physical Entities (“things”) with IT systems
through networks. Foundational to loT are the electronic devices that interact with the
physical world. Sensors collect the information about the physical world, while actuators can
act upon Physical Entities. Both sensors and actuators can be in many forms such as

thermometers, accelerometers, video cameras, microphones, relays, heaters or _industr

al

edquipment for manufacturing or process controlling. Mobile technology, cloud computing;.h
ddta and deep analytics (predictive, cognitive, real-time and contextual) play important*rol
byl gathering and processing data to achieve the final result of controlling Physical Entities
prpviding contextual, real-time and predictive information which has an impact_on -physig
and virtual entities.

lof can be integrated into existing technologies. Real-time measurements generated
adding sensors to existing technology can improve its functionality and lower the cost
oderations (e.g. smart traffic signals can adapt to traffic conditions, lewering congestion a
aif pollution). The data generated by loT sensors can support new pbusiness models and tai
prpducts and services to the tastes and needs of the customer. In addition to the application
the technology needs to support supervision and adaptation of the'loT system itself.

Sgveral forecasts indicate that loT will connect 50 billion devices worldwide by the year 202
THere are a number of possible application areas, such as smart city, smart grid, sm
hdme/building, digital agriculture, smart manufacturing;’intelligent transport system, e-Heal
loT is an enabling technology that consists of many supporting technologies, for examp
different types of communication networking technologies, information technologies, sensi

and control technologies, software technologies, device/hardware technologies. Thi

ddcument is based on widely used enabling\technologies that are defined in standards frg
sejveral organizations such as ISO, IEC, |TU, IETF, IEEE, ETSI, 3GPP, W3C, etc.

Trustworthiness is recognized as_an-area of importance, and loT can leverage current a
fujure best practice. For example,\monitoring and analysing deployed loT systems is essent
to|maintain reliability and safety and security. Measures such as controlled access can ensy
thé security of the system.

THis document provides' a standardized loT Reference Architecture using a comm
volcabulary, reusableZdesigns and industry best practices. It uses a top down approad
bdginning with collecting the most important characteristics of 10T, abstracting those into
generic 10T Conceptual Model, deriving a high level system based reference with subsequs
digsection ofythat model into the four architecture views (functional view, system vie
ngtworking.view and usage view) from different perspectives.

THis“document serves as a base from which to develop (specify) context specific |

ig
eS
by
al

by
of
hd
or

W,

DT

arghitectures and thence actual systems. The contexts can be of different kinds but sh

all

include the business context, the regulatory context and the technological context, e.g.
industry verticals, technological requirements and/or nation-specific requirement sets. For

more information, see Figure 1.
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Context specific
architecture 1

\

i

System 1a

loT Reference _.{ Context specific ]_//»
J

Architecture K architecture 2 System 2a

Context specific ]<’+

architecture n System na

Generic RA Context specific Implemented

(this document) architectures systems
IEC

Figure 1 — From generic Reference Architecture to context specific architecture
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INTERNET OF THINGS (loT) - REFERENCE ARCHITECTURE

1 Scope

This document specifies a general 10T Reference Architecture in terms of defining system

chlaracteristics, a Conceptual Model, a Reference Model and architecture views for loT.

2| Normative references

THe following documents are referred to in the text in such a way that some\or all of th
content constitutes requirements of this document. For dated references, only the editi
cited applies. For undated references, the latest edition of the referenced document (includi
arly amendments) applies.

ISPO/IEC 20924, Internet of Things (loT) — Definition and vocabulary

3| Terms and definitions
Fqr the purposes of this document, the terms and definitions given in ISO/IEC 20924 apply.

ISP and IEC maintain terminological databases‘for use in standardization at the followi
addresses:
¢ | ISO online browsing platform: available, at http://www.iso.org/obp

e | IEC Electropedia: available at http://iwww.electropedia.org/

4 | Abbreviated terms

5Vs volume, velocity, Veracity, variability, and variety
ARI application pregramming interface

A$D Application & Service Domain

B$S business'support systems

Ccy Coneeptual Model

FQDN fully qualified domain name

HMI human machine interface

HTTP Hypertext Transfer Protocol

14
=

e

g

HVAC heating, ventilation and air conditioning

laaS infrastructure as a service
ICT information and communication technologies
loT Internet of Things

loT RA Internet of Things Reference Architecture
LAN local area network

1 Under preparation. Stage at time of publication: ISO/IEC CDV 20924:2018.
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LOB line of business

OMD Operation & Management Domain
0SS operational support systems
PaaS platform as a service

PED Physical Entity Domain

Pl personally identifiable information
QoS quality of service

ReferenceArchitecture
ID Resource Access & Interchange Domain
ID radio-frequency identification
Reference Model
aS software as a service
Sensing & Controlling Domain
L Universal Modelling Language
User Domain
I uniform resource identifier

ccccwaown

ID  universally unique identifier

(3]

Internet of Things Reference Architecture (IoF RA) conformance

claim conformance, the description of a concrete system architecture as provided by| a
ndor or system integrator should use the terminology and modelling concepts defined in this
cument, within the scope of their specific use case.

TE A separate conformity guide can be, developed that can provide specific guidance to meeting gnd
evaluating conformity to ISO/IEC 30141 to a broader set of entities beyond actual system descriptions.

loT RA goals and objectives

General

tem characteristics; a Conceptual Model, a Reference Model and a number of architectugal
vigws aligned withthe architecture descriptions defined in ISO/IEC/IEEE 42010. The loT RA
outlines what the“overall structured approach for the construction of l1oT systems shall be py
prpviding an ‘architectural structure framework. In short, the loT RA provides guidance for the
arghitect_developing an IoT system and aims to give a better understanding of 1oT systems|to
stakeholders of such systems, including device manufacturers, application developers,
temers and users.

This document has the following descriptions:

1) the generic characteristics of IoT systems, outlining the characteristics expected from an
loT system;

2) the Conceptual Model (CM), describing the key concepts characterizing an loT system;

3) the Reference Model (RM), providing the overall structure of the elements of the
architecture;

4) a set of relevant architecture views, describing the architecture from a number of
perspectives.

This document supports the following important standardization objectives:
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a)
b)
c)

to enable the production of a coherent set of standards for 10T;
to provide a technology-neutral reference point for defining standards for l1oT; and

to encourage openness and transparency in the development of a target loT RA and in the
implementation of 10T systems.

Figure 2 illustrates how the loT RA is derived from a Conceptual Model and a set of
characteristics that define a Reference Model and one or more architectural views.

Sy
R4

TH
pr
in
to
de

TH
re
b3
in

6.

.2 Characteristics

.3 Conceptual Model

/Reference Architecture )
[ Conceptual Model ] [ Characteristics ]
deriWsidered by
[ Reference model ]
described by
[ Architecture Views ]
N ./

IEC
Figure 2 — loT RA structure

bclauses 6.2, 6.3 and 6.4 provide a summary of the characteristics, Conceptual Model apd
ference Model, respectively.

e generic characteristics are described in Clause 7, which focuses on a number of kpy

bperties that an loT system typicallytexhibits. Different application specializations can differ

terms of the actual quantification\of these properties, but it is important for an loT architgct
consider how important the, respective categories are for the particular system beipg
signed. There are no characteristics that are required of any particular loT system.

e Conceptual Medel (CM) contains a number of vital concepts and describes how they
ate to each other logically. Together with the generic characteristics, it provides the
ckground and ‘motivation for the architectural elements discussed in the architectural vieyws
Clause 105CM is described in Clause 8.

(] Reference Model and architecture views

RI

1iS'described in Clause 9. The RM and architecture views contain the parts as illustrated|in

Figure 3.


https://standardsiso.com/api/?name=e1f264dba81d89589b4f5488d0d7b7fe

—12 -

ISO/IEC 30141:2018 © ISO/IEC 2018

Fi
dg
Ad
b3

TH

7

7.

Cl
ch
fu
an

a Reference Model and architecture views A
4 E i
Architecture views
[ Functional view ]
is based on l System deployment view ]
‘ Reference Model ¢
uses l Networking view ]
\ 4
[ Domain concept
[ Usage view ]
- J

jure 3 above illustrates the relations between architecture views, Reference Model a
main concept. The domain concept is described ins\the CM in 8.2.1.1 and 8.2.1
ditionally, the RM is founded on the domain concept: A detailed description of domg

Figure 3 — RM and architecture views

sed RM can be found in Clause 9.2.2.

e respective views are described in Clause 10:

Characteristics of loT systems

| General

puse 7 provides characteristics of loT systems. Functions based on all or a part of the
aracteristics can be implemented in loT systems. Some of these characteristics 4
nctional, such as network connectivity, while others are non-functional, such as availabil
d compliance. The charalcteristics are grouped and summarized in Table 1 and individua

explained in 7.2 to 7.4/

IEC
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Table 1 — Characteristics of lIoT systems

Categories Related characteristics
7.2 10T system 7.2.2 Availability
trustworthiness - —
characteristics 7.2.3 Confidentiality

7.2.4 Integrity

7.2.5 Protection of personally identifiable information

7.2.6 Reliability

7.2.7 Resilience

7.2.8 Safety

~

3 loT system architecture 7.3.1 Composability
haracteristics

[¢]

7.3.2 Functional and management capability separation

7.3.3 Heterogeneity
7.3.4 Highly distributed systems

7.3.5 Legacy support
7.3.6 Modularity

7.3.7 Network connectivity
7.3.8 Scalability
7.3.9 Shareability

7.3.10 Unique identification

7.3.11 Well-defined components

~

4 10T system functional 7.4.1 Accuracy
haracteristics

[¢]

7.4.2 Auto-configuration

7.4.3 Compliance

7.4.4 Content-awareness

7.4.5 Context<awareness

7.4.6 Data characteristics — volume, velocity, veracity, variability and variety

7.4~ Discoverability
7.4.8 Flexibility
7.4.9 Manageability

7.4.10 Network communication

7.4.11 Network management and operation

7.4.12 Real-time capability
7.4.13 Self-description

7.4.14 Service subscription

7.2 loT system trustworthiness characteristics
7.2.1 General
Trustworthiness is defined in ISO/IEC 20924 as follows:

"degree of confidence a stakeholder has that the system performs as expected with
characteristics including safety, security, privacy, reliability and resilience in the face of
environmental disruptions, human errors, system faults and attacks."

Within the scope of this document, security is defined as the combination of availability,
confidentiality, and integrity.
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7.2.2 Availability
7.2.2.1 Description
Availability is the property of being accessible and usable on demand by an authorized

entity.2 loT systems can include both human users and service components as "authorized
entities".

7.2.2.2 Relevance to loT systems

In :UT OyOtUIIIO, GVGI:GbI:Ity vdarl bU UUIIO;dUIUd do (=] UhGIGUtUIIOtIU Uf dUV;\JUO, data (<} d
sefrvices. Availability of a device is related both to its inherent properties of operating correctly
oVer time and to the network connectivity of the device. Availability of data is related“\to the
ability of the system to get the requested data to and from a system component. Availability|of
sefrvices is related to the ability of the system to provide the requested service toyusers with a
pre-defined QoS.

7.2.2.3 Examples

In[some critical applications, e.g. health monitoring or intrusion detéction, devices and ddta
hgve to be highly available so that alarms can be sent to the system-immediately when raisgd.
In|these cases, it is important that system design take into acéount potential failure modes
and provide means of continuing operations, such as power’supply backups, redundgnt
dgvices, and multiple instances of a service.

7.2.3 Confidentiality
7.2.3.1 Description

Confidentiality is the property that information is not made available or disclosed |to
unauthorized individuals, entities, or processes.3

7.2.3.2 Relevance to loT systems

Injan loT system, confidentiality._protection policies and mechanisms are responsible for
prphibiting people or systems. from reading data or control messages when they are rfot
authorized to do so.

Canfidentiality is a pré-requisite for secure operation, especially when the data to pe
trgnsmitted contains‘secret tokens, e.g. for access control. Confidentiality is also required |to
prptect sensitive data, which can include PIl, e.g. personal health and financial information.

7.2.3.3 Examples

Data flowing through an loT system could be considered confidential. Confidential data negd
to|be“protected from being used for criminal activities, and the inappropriate use of personal
dataneeds to be prevented. For example, loT motion detection sensors could reveal whether
a property 1s occupied or not, allowing intruders to target the property.

Similar concerns relate to loT smart meters, where the frequency of messages transmitted
should not depend on the rate of electricity use, since this could reveal whether a property is
occupied or not.

2 Source: ISO/IEC 27000:2018, 3.7.
3 Source: ISO/IEC 27000:2018, 3.10.
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7.2.4 Integrity

7.2.4.1 Description

Integrity is the property of accuracy and completeness,4 usually applied to information within
a system.

7.2.4.2 Relevance to loT systems

Integrity is vital for loT systems to ensure that the data used for decision-making processes in

th - Oyotclll all\’.“I UI\U\Juth:U OUI‘tVVaIU hClVU IIUt bUUII Cl:tUlUd by fau:t_y Ul ullﬂuthUI;LUd dUV;U S,
byl malicious actors, or by environmental causes.

7.2.4.3 Examples

In|loT deployments there is a risk that an intermediate device can alter the data“and this can
hgve impact on the functioning of the system. For example, an intermediate node can
ingrease the value of the temperature of a room but air-conditioning system can rely on the
giyen setting and not an altered setting from an anomaly.

7.2.5 Protection of personally identifiable information (PIl)

7.2.51 Description

THe concept of privacy overlaps, but does not complétely coincide with, the concept |of
prptection of PIl. For loT systems, pertinent entities:can include people, technology apd
prpcesses.

THe term PII is used by various policies, rules, laws, and regulations that have their own
scppe and interpretation of the term. This' document uses term PIl as defined py
ISPO/IEC 27018:2014, 3.2:

"any information that (a) can &€ used to identify the PIl principal to whom sugh
information relates, or (b) is or might be directly or indirectly linked to a PIl principal"
Prptection of Pll is a legal _oriregulatory requirement in most jurisdictions whenever an 1pT
syptem involves personally_identifiable information anywhere in its operation. Sensitivjty
extends to all PIl from_which sensitive Pll can be derived, whether through aggregatign,
analysis or other means./ Protection of Pll is governed by a number of principles including, Qut
ndt limited to, consent’and choice; purpose legitimacy and specification; collection limitatign;
and data minimization. The principle of data minimization requires that organizations procepgs
only the minimally necessary Pll for the identified purposes. Pll should be securely deletgd

when no longér required.

Prptegtion of Pll is a general requirement and is governed by a series of principles which gre
dgscribed in ISO/IEC 29100:

1) consent and choice;

2) purpose legitimacy and specification;
3) collection limitation;

4) data minimization;

5) use, retention and disclosure limitation;
6) accuracy and quality;

7) openness, transparency and notice;

4

Source: ISO/IEC 27000:2018, 3.36.
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8) individual participation and access;
9) accountability;

10) information security;

11) privacy compliance.

It is important that these principles are applied in any loT system that is processing PII.

NOTE ISO/IEC 29100:2011, Clause 5 provides a more detailed discussion of these principles.

7.7.52 Relevance to loT systems

Any loT system which does collect, receive, process and/or exchange PIlI needs to(gnsu

that such loT systems and their interactions with other 10T systems (or IT systems,in gener

arg in full compliance with privacy protection requirements of applicable jurisdiction

Situations where a user or person can be identified by data analysis or derived by machi

learning mechanisms also need to be considered for protection. System ‘ownhers in ma

jurisdictions are required to disclose a data breach. In the event of ,d compromise, it

important to ensure that they can identify the data that was compromised-and report to log

agencies.

7.2.5.3 Examples

Ingependent of the loT application (e.g. wearables, healthcare monitoring, factory a

building systems, automotive, energy, or smart home), the”loT system owner and operat
acdts as the PIl controller. In this role, it is important to ensure the necessary access and da

prptection controls are identified and implemented for\the loT system. This includes ensuri

adherence to local laws and regulatory requirements for data collection and destructid

seleking permission for collection of PIl, and the-creation of processes to notify users a
officials of compromises to this information.

7.2.6 Reliability
7.2.6.1 Description

Reliability is a property of consistent, intended behaviour and results.5 An appropriate level
reliability in capabilities such.as communication, service and data management is important
meet system requirements.

THe desired level of teliability should always be seen in relation to the risk associated with t
loT system. Therefore, before changing an loT system, the designer should evaluate the ri

infroduced by doing so. This can be handled through a risk management process as outlin
in{ISO 31010.

7.2.6.2 Relevance to loT systems

An Cappropriate level of reliability is essential in diverse loT system deployments a
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applications. Reliability can be highly critical in_ some applications, e.g. for speciic hea
related applications, industrial manufacturing operations and time-critical applications.

7.2.6.3 Examples

th

Reliability of data is of great importance for the decision-making processes of many loT
systems. The absence of data or data corruption can lead to incorrect decisions or the failure
to make decisions. Reliability of communication networks is important for ensuring the

S Source: ISO/IEC 27000:2018, 3.55
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availability and correct operation of 1oT systems, particularly in mission-critical use cases or
applications.

Medical devices are one potential loT application area where the specifications for mean time
between failures might be quite stringent, due to the possibility of injury or death if an loT
device, application or system providing medical capability were to fail while a patient is being
treated.

7.2.7 Resilience

7.2.71 Description

Resilience is the ability of an loT system or its components to adapt and continue teyperfofm
their required functions flexibly in the presence of faults and failures and other.”ad hpc
chianges without loss of operation and performance level.

7.2.7.2 Relevance to loT systems

Communication, device or software component failures are to be expected in loT systens,
and without appropriate design they can escalate quickly causing global failure of the system.
loT systems need to be designed for resilience, incorporating self*monitoring and self-healihg
te¢chniques to improve the system resilience.

7.2.7.3 Examples

An loT system has to be resilient to gateway failures)to ensure continuing communicatiops
pdths between software components and loT devices,

One approach to resiliency is to adopt a master>slave design where if the master unit fails| a
redundant device is available to assume \the master role. Industrial control devices apd
ndgtworks are a typical example of this resiliency approach.

Far networks, a mesh network design-is resilient to the failure of one link or one node — ddta
caln still flow from source to sink through an alternative route.

THe resilience can be compared to a failsafe mode of a computer, or a limp home mode of a
car. The essential functiohs can still be performed, but full functionality will not be possible.

7.2.8 Safety
7.2.8.1 Description

Sgfety is the)state in which the risk of harm (to persons) or damage is limited to an acceptahle
leyel.6 Risk is the probability of the occurrence of harm combined with the severity of thHat
rm«<Harm includes injury or damage to the health of people, or damage to property or the

th ; he
consideration of failure modes with the intent of preventing, reducing or mitigating the
potential for undesired outcomes; specifically, damage, harm or loss.

7.2.8.2 Relevance to loT systems

Many loT systems are deployed in contexts or operational environments where damage, loss,
injury or death might result if failure modes are not adequately addressed. In many
operational contexts, approval to operate or connect will not be granted if safety requirements
have not been met.

6  Source: 1ISO 21101:2014, 3.34
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Even in contexts where compliance with safety standards is optional or voluntary rather than
mandatory, proper consideration of safety factors can have significant impact on aspects such
as continuity of operations, reduction of loss, prevention of injury or death, insurance
premiums, torts and liability, and other issues.

7.2.8.3 Examples

loT contexts where safety standards or requirements might need to be considered include
medical or health care applications, transport such as aviation and automotive applications,
consumer products, buildings, and environment monitoring Many countries will have

7. loT system architecture characteristics

7.8.1 Composability
7.3.1.1 Description

Caomposability is the ability to combine discrete loT components into anloT system to achieyje
a $et of goals and objectives.

7.3.1.2 Relevance to loT systems

System integration, interoperability and composability specify how the functional componer)ts
arge assembled to form a complete IoT system, how the functional components connect |to
edch other and which binding mechanisms are used“(e.g. dynamic or static, agent-based |or
peer-to-peer). Interoperability and composability.are important topics in both the cyber apd
physical spaces. Composability imposes more stringent requirements than interoperability, |in
that it requires components not only compatible in their interfaces, but exchangeable wi(th
other components of the same kind. Af*a minimum these components share similar
construction and improved characteristics such as timing, performance, scalability apd
sefcurity. When a component is replaced by another of the same kind that is compatible, the
overall system functions and characteristics should at a minimum remain unchanged, Qut
consideration can be given to permitting improvements in system functions and characteristics.

Omne example of composability is a temperature sensor in a building office with well-defingd
capabilities and a standardized service interface. The temperature sensor can be composgd
info the building héating, ventilation and air conditioning (HVAC) system for use in controlling
the room and building temperature. In the event of a fire emergency in the building, this
sensor could_also be composed into an emergency response system providing the fifst
responders with data on rooms affected by fire.

A pecond level of composability (or possibly interoperability) might be an loT controller that|is
vejndor-specific at the interface between the IoT component and a physical process device
being conirolled (a valve, motor, Swiich, pump or fan, for example), but 1s sull tully
interchangeable at the interface between the 10T device and the rest of the IoT system. In this
example, the loT device would serve as a kind of “middleware” between the vendor-agnostic
loT infrastructure, and the vendor-specific physical devices or mechanisms being controlled.

7.3.2 Functional and management capability separation
7.3.21 Description

Separation of functional and management capabilities means that the functional interfaces
and capabilities of an IoT component, such as an IoT device, are cleanly separated from the
management interfaces and capabilities of that component. This typically means that the
management interface is on a different endpoint from that of the functional interface and the
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management capabilities are handled by different software components than the functional
interfaces.

7.3.2.2 Relevance to loT systems
Management capabilities and functional capabilities logically differ as follows:

e purposes (execution/action vs information/description);

e user roles (control and modify behaviour vs transfer or consume facts and information);

e | CIasSITICAlIONS dna types O Adla (leCrnicdl oI Systelm-SPeclIlic Vs personal/sensitive/publ C);

e | access (e.g. an operator can access system configuration, but not gathered personal‘data;
while the user can access the personal data but not access and modify) systgm
configuration);

e | protocols, formats and life cycles (e.g. support multiple control~ protocols s
metadata/structure of the transferred information, which is parti¢ularly importgnt
considering interoperability and co-existence of multiple version§ jand variants |of
management capabilities).

Ugually, the differences in capabilities yield differences in risks_and” hence require distinct
sefcurity (and other) controls, e.g. retention policy is applicable <while dealing with functional
ddta, but might not apply to management data, access control ‘can be weaker for a user and
stronger for an administrator).

Ubiquitous penetration of loT into virtually all areas<of life increases the attack surfage,
multiplying the number of potential attack targets_and often rendering measures such ps
physical security controls ineffective. The key value‘f loT — the connection of numerous edge
cogmponents to each other and to loT service, components — increases security concerrns,
simce adding a weak link makes the whole chain weak. Applications and systems previously
rupning in well-protected data centres can become exposed to additional threats yia
connected IoT components.

Sgparation of management from fuanctional capabilities enables or strengthens the ability |to
apgply different authorization, authentication and protection mechanisms or constraints [to
management as opposed to functional capabilities. Broad sharing of data from an loT systgm
might be useful or desirable;yand yet there are many circumstances where it is necessary|to
limit control of an loT system or component to only a subset of the entities with which the dqta
frgm that loT system is"shared.

7.8.2.3 Examples

If Bn loT system is used to provide sensors and data for HVAC or other building managemgnt
systems, it might be desirable to share data with other inter-related systems (alarms, accepss
control,_ power management or auxiliary power, etc.), while still retaining management of the
syptem to ensure system constraints are respected.

7.3.3 Heterogeneity
7.3.31 Description

A diverse set of components and Physical Entities of an loT system that interact in various
ways.

7.3.3.2 Relevance to loT systems

loT is typically cross-system, cross-product and cross-domain. Realizing the full potential of
loT requires interoperability between heterogeneous components and systems. This
heterogeneity creates numerous challenges for the interconnected loT systems.
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7.3.3.3 Examples

A smart container using RFID tags for identity and related RFID sensors needs interworking of
RFID systems and sensor network systems.

A second example of heterogeneity is a set of temperature sensors from different
manufacturers and with different specifications, integrated into a single system.

There are various industrial communication technologies such as RAPIEnet, EtherCAT,
EtherNet/IP, PROFINET, POWERLINK, CC-Link IE, Modbus/TCP, Fieldbus, Profibus,
MTConnect, OPC, OPC-UA, OMG DDS, etc., which implies various heterogeneous
combinations of communication in connected manufacturing equipment, monitoring,\.-and
control devices. A factory can consist of multiple production lines which are expanded gas
business revenues increase. This gradual expansion can increase the diversity |of
communication endpoints, and can ultimately increase the heterogeneity of the whole system.

7.8.4 Highly distributed systems
7.8.4.1 Description

Digtributed systems are systems which, while being functionally“integrated, consist of syb-
systems which can be physically separated and remotely located from one another. The
sub-systems are normally connected by a communication linki{e.g. data bus).”

12
0]

Ngte that the highly distributed systems are not necessarily stationary over time. Some
syptems, like RFID tracking, have a high degree of mability for individual devices, leading [to
an ever-diversifying topology.

7.8.4.2 Relevance to loT systems

loT systems can span whole buildings, whole cities and even the globe. Wide distribution can
also apply to data — which can be stored at the edge of the network, centrally, or both.
Digtribution can also apply to processing — some processing takes place centrally (in clojd
sefrvices), but processing can also,take place at the edge of the network, either in the IpT
gdteways or even within (more _capable types of) sensors and actuators.

7.8.4.3 Examples

1%
o

Fgr Industry 4.0, production can comprise smart manufacturing systems with distribut
aslsembly lines. These’lines are stretched across multiple factories and closely integrated w
remotely-located third party suppliers, logistics companies, market providers and customefs,
which is represented as horizontal integration.

—
0

7.8.5 Legacy support

7.8.5.1 Description

Legacy support is the concept that an 10T system might need to incorporate existing installed
components, even where these components embody technologies that are no longer standard
or approved. A service, protocol, device, system, component, technology, or standard that is
outdated but which is still in current use can be incorporated into an loT system.

7.3.5.2 Relevance to loT systems

Support of legacy component integration and migration can be important, although when
supporting legacy components, it is also important to ensure that the design of new

7 Source: ISO 3511-4:1985, 2.5.
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components and systems does not unnecessarily limit future system evolution. To prevent
prematurely stranding legacy investment, a plan for adaptation and migration of legacy
systems is important. Care should be taken when integrating legacy components to ensure
that security and other essential performance and functional requirements are met. Legacy
components can increase risk and vulnerabilities. Since current technology becomes legacy
technology in the future, it is important to have a process in place for managing legacy
aspects of any given system. This is particularly crucial for 10T, where different connected
devices can have very different life cycles and update schedules, often in concert with those
of the physical and information systems they are integrated with.

7.8.5.3 Examples

Onmne example of transition from legacy to future compatibility is the current slow rolloyer frgm
IPy4 compliance to IPv6 compliance. The limits of the IPv4 address space and of the IPy4
prptocol are known, and the transition to IPv6 is clearly the way of the future, butythe varyipg
pgace of the transition, depending on the context, can be a complex topic. This*transition|is
eslpecially pertinent to 10T, given the enormous number of devices that are)destined to pe
connected.

Many existing standards and application environments still assume and depend on IPv4; yet it
is|clear that continuing to use IPv4 forever is not a viable strategy. Contributing factgrs
in¢clude the lack of sufficient address space, as well as the. masquerading of multiple
addresses behind a single IP address. The timing of a shift.to IPv6 is organization-specific
and depends on multiple factors.

7.8.6 Modularity
7.8.6.1 Description

Modularity is a property of components that,can be combined to form larger systems |of
components. Modular components can be removed cleanly from a system and replaced with a
medule of similar size and with similar physical and logical interfaces.

7.8.6.2 Relevance to loT systems

Modularity allows components\to be combined in different configurations to form systems ps
ngeded. By focusing on standardized interfaces and not specifying the internal workings |of
edch component, implementers have flexibility in the design of components and loT systemd.

7.8.6.3 Examples

An example ofy'modularity in an loT system might be a smart thermostat. Because the
inferface to_an-HVAC system and the interface to a larger loT infrastructure could both pe
ddfined infeompliance with open interface standards, there is nothing to prevent a thermos{at
frgm vendor A being replaced by one from vendor B. Furthermore, it is not important how the
fupctionality of the device is implemented. Vendor A might provide the capability in the form|of
an ‘application-specific integrated circuit (ASIC)- based state machine, while vendor B’s
design might be based on a microcontroller. As long as both devices perform the same
functions in response to the same inputs, and they are both compliant with open standard
interfaces without imposing any proprietary constraints, there is nothing to prevent one from
being replaced by the other.

7.3.7 Network connectivity
7.3.71 Description

The concept of IoT entities having the capability of communicating with many other entities
over a communications network is a core concept of loT. This many-to-many relationship
enables other I0T characteristics including composability, resilience, shareability, scalability,
and discoverability while creating challenges in the areas of security, reliability, manageability,
accuracy, real-time capability, privacy, and safety. In loT systems, components communicate
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with each other across network links. The connections between components are established
using either wired or wireless media. Networked loT devices that originate, route and
terminate communications are described as (network) nodes. Endpoint network devices are
the source or destination of all information in transit. Any loT related networking
communications protocol is layered onto more specific or more general communications
protocols, down to the physical layer that directly deals with the transmission media at every
network node.

7.3.7.2 Relevance to loT systems

ngtwork. loT devices are considered “networked” when one device is able to exchange
information with other devices whether or not they have a direct connection to each other. 10T
ngtwork structure can be static or dynamic and can have capabilities such as quality |of
sefrvice (QoS), resilience, encryption, authentication and authorization.

7.8.7.3 Examples

THe scale of an loT network can vary substantially, from local proximity)networks connectind a
handful of devices over a limited distance, to global scale networks ©perating at Internet scale
and connecting very large numbers of devices and service compenents.

—

It [s typical for the networks in loT systems to be heterogeneous and connected to each other
vig gateways or equivalent components.

7.83.8 Scalability
7.8.8.1 Description

Sqalability is the characteristic of a system~to continue to work effectively as the size of the
system, its complexity or the volume of work performed by the system is increased.

7.83.8.2 Relevance to loT systems

loT systems involve various elements such as devices, networks, services, applications, usdrs,
stpred data, data traffic, and event reports. The amount of each of these elements can change
over time and it is importaht that the 10T system continues to function effectively when the
amounts increase.

7.3.8.3 Examples

Ome example/of scalability is an increase in the number of sensor devices attached to an 1pT
system over a specific period of time. If a system changes from monitoring temperature
sensorssin a single building to monitoring temperature sensors on all buildings in a city thdre
will be\a significant increase in the volume of sensor data flowing in the system, in the volurme
of|data being stored in databases, in the number of devices handled by the managemgnt
system, and in the number of temperature readings processed by services and applications.

7.3.9 Shareability
7.3.91 Description

Shareability is the capacity of an individual component to be accessed and its resources
allocated communally between multiple interconnected systems.
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7.3.9.2 Relevance to loT systems

Many IoT components are underutilized since a single system often uses only a fraction of a
component’s capabilities. Resources can be used more efficiently if functionality or outputs of
components can be shared among multiple systems.

7.3.9.3 Examples

The motion detection capabilities of a lighting control system could be leveraged by the
security system to increase the security systems capability.

mperature sensing for heating control could be used by the security system for “flre
tection.

.3.10 Unique identification
.10.1  Description

ique identification is the characteristic of an loT system to unambiguolsly and repeatably
ociate the entities within the system with an individual name, code, symbol, or numbeér,
d to interact with the entities, or trace or control their activitiesy by referencing that nane,
e, symbol or number. These entities include the components-of the loT system itself, sugh
software components, sensors, actuators, and network components.

.10.2 Relevance to loT systems

s essential that the entities in an IoT system can be distinguished from each other. This
ables interoperability and global services across heterogeneous IoT systems. It is importgnt
for entities to be uniquely identifiable within\a given context so that IoT systems cgan
appropriately monitor and communicate withZspecific entities. Some devices can be hiddgn
bghind I[oT gateways, or information~consolidated to protect privacy (e.g. sgee
ISO/IEC 15045-1). A variety of identification schemes can be supported in specific
im

plementations of 10T systems to meet-the application requirements.

7.8.10.3 Examples

IPv4 address, IPv6 address, MAC address, URI, and FQDNs are used as uniqye,
urflambiguous identificationJof network endpoints in Internet applications. Individual hardwgre
dgvices, software, and other entities can have unique manufacturer’s IDs, object identifiers,
uniiversally unique identifiers (OIDs, UUIDs) or other identifiers which similarly allow unigqye,
unambiguous identification.

Physical Entities are often given labels in the form of radio frequency identification (RFID)
tags, barcodes and their equivalents. These carriers can contain encoded identifiers that can
bg sensed by an loT device. For humans, biometric information can be used to provide unigle
idTntification.

7.3.11 Well-defined components
7.3.11.1 Description

loT entities are considered to be well-defined when an accurate description of their
capabilities and characteristics is available, including any associated uncertainties. Capability
information includes not only information about the specific component functionality, but
configuration, communication, security, reliability and other relevant information.
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3.11.2 Relevance to loT systems

Many components are used to assemble an loT system. They are typically discovered through
an information system interface and the metadata associated with the component cannot be
available because the component does not follow established standards or is incapable of
storing metadata. Without understanding the capabilities of each component that will be used

w

7.

ithin a system it is difficult to understand whether the system meets its design goals.

3.11.3 Examples

A exampteof imptementatiom of awelt=defimedcomponment is—A particutar toT compornernt
avfailable with varying amounts of memory or support for various RF frequencies, wavefarn
and protocols. Such a device has a baseline information interface which all the variantsyma
usie of to inform other 10T components of the list of capabilities offered by the device. On

th

applications can then self-adjust to take into account the capabilities of the other devices.

Adcuracy is a characteristic of various elements in an loT system:

Sgnsors make measurements on properties of the physical world. Accuracy of these sensd

is

prpperties.

Sqftware services can make calculations based on input data. Consider some automat
image processing software — examples incldde number plate recognition for vehicles or fac
refcognition to establish the identity of people in a scene. Such software can be said to ha
an| accuracy expressed as a percentage with which the recognized number plate text match

th
in

di

7.

.4 loT system functional characteristics
4.1 Accuracy

4.1.1 Description

b devices’ respective configurations have been exchanged, each device’s {software

the closeness of agreement between the measured values and the actual values of tho

e actual number plate text, or-the” percentage with which the recognized identity of
dividual matches the actual identity of the person in the scene.

dtuators operating on the)physical world translate digital commands into actions, a
adcuracy for actuators can.be described in terms of the closeness of the actual physical wo
adtions to those intended by the digital command. An example might be a robot arm, where
gital command intends to move the tip of the robot arm to a particular location in 3D spad

4.1.2 Relevance to loT systems
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An appropriate level of accuracy is essential to loT system deployments and applications.
Depending on the context, differing degrees of accuracy might be required.

7.

4.1.3 Examples

In a medical or manufacturing context, it might be critical for an loT device, application or
system providing temperature information or control to be accurate to within a tenth of a
degree, while in a home HVAC context, accuracy to plus or minus two degrees might be
adequate.
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7.4.2 Auto-configuration
7.4.2.1 Description

Auto-configuration is the automatic configuration of devices based on the interworking
predefined rules (associated algorithms based on data inputs). Auto-configuration includ

of
es

automatic networking, automatic service provisioning and plug & play. Auto-configuration
allows an loT system to react to conditions and the addition and removal of components such
as devices and networks. Auto-configuration needs security and authentication mechanisms

7.4.2.2 Relevance to loT systems

Adto-configuration is useful for large-scale loT systems whose configurations chan

timmely maintenance greatly benefits users with demanding reliability requirements.

7.4.2.3 Examples

EXamples of auto-configuring devices and protocols include Dymamic Host Configurati
Prptocol (DHCP), Zero Configuration Networking (Zerocéonf™), Bonjour™, UPNP
(I$O/IEC 29341 series), etc.8

7.4.3 Compliance
7.4.3.1 Description

Caompliance is the characteristic of conforming, te' rules, such as those defined by a law,
regulation, a standard or a policy. 0T systems;services, components and applications can
ployed in circumstances which require~adherence to a variety of laws, policies

regulations. Such support might be inherent in the loT device or system, or might requ
cific configuration, programming, modification or extension to ensure compliance.

Additionally, there can be a range-of varying granularity or levels of abstraction at which t
regulations are applied or enforced.

7.4.3.2 Relevance to'loT systems

Regulations of relevance to loT systems can take many forms, including regulations to assu
inferoperability, totmandate or constrain functionality or capability, to assess the ability of t
loT device or system to function in a certain usage context without causing damage, and
impose at least. minimal balance between contribution to the collective good and self-intere
on the part{of‘system owners or operators.

.33 Examples
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Regulations which might apply o an ToT coniext include one or more of the following

categories.

1) Safety regulations — These might include flight safety standards for loT devices operating
in aircraft, regulations covering the manufacture and sale of devices intended for
consumer use in the home, regulations for automotive systems, or regulations for devices

or systems used in a medical context.

8  Trademarks are given for the convenience of users of this document and do not constitute an endorsement
ISO or IEC.

by
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RF related regulations — This category might include national or international regulations
governing RF emanations, adherence to frequency band restrictions, signal strength,
spurious signals (such as side channels, noise, or harmonics produced outside of the
device’s nominal frequency allocation), and others.

Consumer protection regulations — These might include national and international
regulations invoked whenever an IoT system involves a consumer anywhere in its

operation.

In some loT contexts, such as home automation and HVAC, another layer of regulations might
be imposed in the form of building codes in various jurisdictions.
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4.4.2 Relevance to loT systems

4.5 Context-awareness

4.5.1 Description

is quite possible that at some point there will be regulations imposed or referenced
burance companies as part of their risk models for pricing coverage of structures, (Vehiclg
stems, or businesses incorporating 10T systems and devices.

1.4 Content-awareness
1.4.1 Description

ntent-awareness is the property of having sufficient knowledge of the information in an |
mponent and its associated metadata. Devices and services, with content-awareness 4
le to adapt interfaces, abstract application data, improve information retrieval precisid
bcover services, and enable appropriate user interactions.

ntent-awareness facilitates appropriate functionab,operations, such as data routing, spe
delivery, security capabilities such as encryption, based on factors such as location, qual
service requirements and sensitivity of data.

1.4.3 Examples

is capability can be essential in many applications including health services, broadcastin
rveillance systems and emergency services where some types of information or data flo
ve specific requirements with respect to timeliness, security and privacy.

ntext-awareness-is the characteristic of an loT device, service or system being able
bnitor its own-environment in which it is operating and events within that environment
termine information such as when (time awareness), where (location awareness), or in wh
Her (awareness of sequence of events) one or more observations occurred in the physic
rid.
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7.

. 5 2—Relevance-toloTsystems

Context-awareness enables flexible, user-customized and autonomic services based on the
related context of IoT components and/or users. Context information is used as the basis for
taking actions in response to observations, possibly through the use of sensor information and
actuators. To fully utilize an observation and effect an action, the understanding of context is
often critical.

7.4.5.3 Examples

An example of context-awareness would be location-based services, such as a system in
which different services are presented according to the location of a user.
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In cases of an emergency like a fire, the arrival of the fire service requires that the doors to a
building be unlocked. The security policy that governs the doors’ access can be enhanced
with context. The context here is that the building is currently experiencing an emergency
situation and that the emergency services are in the vicinity. Based on these two contextual
inputs the policy could enable the system to unlock the door automatically and provide access
without the need for further authorization.

7.4.6 Data characteristics — volume, velocity, veracity, variability and variety

7.4.6.1 Description

THe "data 5Vs" of volume, velocity, veracity, variability and variety often apply to loT systenys.
THe data 5Vs derive from big data systems — but it is often the case that loT systems(are the
source of data which is large in volume, delivered at speed across network linksy”whopge
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7.4.7.3 Example

loT systems which support dynamic configuration, such as the addition of new devices and
services to the 10T system, have a requirement for some form of discoverability, since there is
a need to identify and characterize new components added to the system. The addition of a
new temperature sensor in a building monitoring loT system is an example, where it is
necessary to bring the new sensor into the existing system with minimum effort. Various
protocols and software solutions exist to provide discovery in loT systems, with a variety of
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architectures, some server based others being peer-to-peer. Examples include Hypercat,
AllJoyn™$9 and Consul.

7.4.8 Flexibility

7.4.8.1 Description

Flexibility is the capability of an loT system, service, device or other component to provide a

va

ried range of functionality, depending on need or context.

7.
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edch loT service will not vary, the amount and variety of\systems that can be created
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kimds of components:

1)
2)
3)
4)

5)

A

1.8.2 Relevance to loT systems

eet spot for flexibility is usually somewhere in the middle, between the extremés of
dicated single-purpose component on one end of the spectrum, and a massjvely capab

d.
s possible to break down the general concept of flexibility into different'dimensions.

e system aspect of flexibility in the loT environment comes from the ability to connect |
rvices together in different ways, dynamically and during runime. While the capabilities

tensive.

e loT component aspect of flexibility is illustrated by the distinction between the followi

a device which has fixed, nonprogrammabple, non-extensible functionality — “hard wire
single purpose’;

a device which has fixed hard-wired capability, but which provides some amount
configurability within the single available format;

a device which is both programmable and expandable in the hardware domain — such
adding memory, adding more computational capability or adding RF channel capability;

a family of devices, each*of which might fall into categories 1) to 3), from which
integrator can select the-one(s) which are appropriate for a given context;

a family of devices such as in 4), where some of the options provide different amounts
composability ormodularity, at different levels of abstraction.

third dimension/of flexibility might involve the range of standards, protocols, formats, a

in

dgsigned and‘implemented taking the factors above into account.

Adide“from the loT component, there is another dimension of flexibility that involves t

(0]

erfaces which an loT component is designed to support, where that support might then

rall design of the loT system. As in other domains, there will likely be open |

story and experience tell us that while there are exceptions, the economic and functional

e,

bgrammable, extensible, “all things to all people” general-purpose component*at the other
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osystems, and proprietary loT ecosystems, with varying amounts of overlap between t
0.

7.4.8.3 Examples

An example of differences regarding flexibility in the context of a sensor device is a
thermostat. The simplest devices can only offer simple temperature control and reporting of
temperature. More sophisticated and flexible thermostats allow for remote control via

9 AllJoyn is a trademark of AllSeen Alliance, Inc. This information is given for the convenience of users of this

document and does not constitute an endorsement by ISO or IEC.
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smartphone, can be connected to other loT devices in the building to detect occupancy, to
gain information about the weather and so on — and these more capable devices typically
have software components that can themselves be upgraded to offer newer capabilities.

7.4.9 Manageability
7.4.9.1 Description

Manageability addresses aspects of loT systems such as device management, network
management, system management, and interface maintenance and alerts. Manageability is
im i . ftoTi m
and changing configurations are needed for manageability of the loT device, networktand

7.4.9.2 Relevance to loT systems

Many loT devices, networks, and systems operate autonomously. It is important that specjal
care is taken to ensure that such systems remain manageable even when'parts of the systgm
malfunction, or otherwise become inaccessible, unstable or mis-calibrated in the course |of
ogeration. Even in circumstances where individual 10T entities are accessible, the potentially
lafge scale and geographic span of loT systems argues for the ability to manage loT entities
remotely to the greatest extent possible, to increase both céenvenience and operational
effectiveness.

7.4.9.3 Examples

lo' devices such as smoke sensors are deployed. in various locations in buildings. Thepe
dgvices are often hard to maintain because of their‘locations. Any type of malfunction coyld
caluse undesirable events and consequences. Thus, remote manageability should be a systgm
dgsign consideration and goal from the .beginning of specification, and throughout the
dgvelopment, deployment, and operational dife cycle of the 10T system.

Additionally, servers that maintain firmware and operating system repositories should be able
tolauthenticate the IoT component-and vice versa (i.e. mutual authentication). Updates shoyld
beg digitally signed to ensure their“authenticity and integrity. Updates should be transmitted
r a secure channel, where_possible.

4.10 Network communication
.10.1 Description

loT systems depend on a broad variety of network types. There are often limited range, lpw
pdwer networks collectively termed proximity networks that form the local connections for 1T
dgvices. There are the wide area networks that connect the proximity networks to the Internet,
which cantake wired and wireless forms and which can be dedicated to the 10T system |or
whichican be shared general-purpose networks.

Communication protocols used can vary between the different network types. It is common for
proximity networks to use specialized protocols suited to the particular nature of these
networks. IP is more typically used for the wide area networks, although the higher levels in
the protocol stack can vary, with HTTP being used in some cases, and messaging protocols
being used in other cases. Some networks are deliberately intermittent in nature and the
protocols used for such networks reflect the intermittent transmission pattern.

7.4.10.2 Relevance to loT systems

loT systems rely on the ability to exchange information units in a structured manner based
upon different but interoperable network types. Devices transmit and receive data and
communicate with software services that can be located nearby or in a remote location.
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Gateways can be employed to connect networks of different types, typically between the
proximity networks and the wide area. Network structure can be dynamic and should consider
properties such as QoS, resilience, security and management capabilities.

7.4.10.3 Examples

For network communication, protocols such as OpenFlow™10, Netconf among others will be
used in Software-Defined Networking (SDN) enabled IoT environments.

In _a proximity network, loT devices can_be connected by wireless technology,
e.g. ISO/IEC/IEEE 8802-15-4 and ISO/IEC/IEEE 8802-11:2012/Amd.2:2014 in communicatipn
N.
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used in such networks. On the other hand, factories can use cloud services which can be
hosted remotely. Communication between the cloud service and the factory can use fixed or
mobile networks. Such networks are managed and controlled by a network operator and not
by the factory itself. However, factories can use certain interfaces which are provided by
network operators to ensure secure and robust communication between the factory and the
cloud service.

10 OpenFlow is a trademark of Open Networking Foundation. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.
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7.4.12 Real-time capability
7.4.12.1 Description

Real-time capability is a characteristic of a system or mode of operation in which computation
is performed during the actual time that an external process occurs, in order that the
computation results can be used to control, monitor, or respond in a timely manner to the
external process.11 Additionally, the system has the ability to perform an action or function, or
to call a service within a specified period of time, thereby supporting deterministic operations.

7.412-2—Retevance totoT systems

loT systems often function in real time; data about events in progress flows in continually ahd
there can be a need to produce timely responses to that stream of events. This can,involyve
stfeam processing: acting on the event data as it arrives, comparing it against previous
evVients and also against static data in order to react in the most appropriate way.

7.4.12.3 Examples

In|process control systems, processing parameters like temperature{ flow, pressure or status
of|a device are continuously monitored by sensors and instant actions are initiated.

7.4.13 Self-description

7.4.13.1 Description

Sglf-description is the process by which components“ef’an IoT system list their capabilities|in
orfer to inform other IoT components or other lIoF'$ystems for the purposes of compositign,
inferoperability, and dynamic discovery. Self-deseription includes interface specification, the
capabilities of the IoT component, what types;of devices can be connected to an IoT system,
what kinds of service are made available by the loT system, and the current state of the IpT
syptem. Self-described entities are implicitly “well-defined entities” as described in 7.3.11.

7.4.13.2 Relevance to loT systems

Sglf-description is needed for_composability and interoperability for loT systems and 1pT
dgvices. Self-description is of\most benefit for those use cases where an loT system needs|to
bg interconnected with other’loT systems or those use cases where an loT system benefjts
frgm being extended by-~the addition of new loT devices. Self-description is also necessary for
mobile devices and for-devices that hibernate — both of which join and leave networks onl a
regular basis.

7.4.13.3 Examples

Example<—-of self-description for an 10T system and protocols: A system which uses
Bleteoth® 12 in its proximity networks provides device name and supported service list [to
ea]ch other when connecting.

A system broadcasts its status and supported services and current service level. A
component may receive such broadcast information from multiple networks and systems and
decides based on that information, which network can provide the best match to the service
requirement of the component. Based on that decision, the component connects to the
selected network. Wi-Fi and Bluetooth work in that manner.

11 Source: ISO/IEC/IEEE 24765:2017, 3.3327.

12 Bluetooth and Wi-Fi are registered trademarks of Bluetooth SIG, Inc. and Wi-Fi Alliance, respectively. This
information is given for the convenience of users of this document and does not constitute an endorsement by
ISO or IEC.
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7.4.14 Service subscription
7.4.14.1 Description

It is often the case that loT users subscribe to 10T services made available by loT service
providers. In this case, the IoT service providers make available a subscription process by
which the l1oT users can subscribe to a particular 10T service. The subscription process can
include payments, plus a clear statement of any pre-requisites that apply to the loT user. It
can be the case that the loT service involves the installation of loT devices and the
installation and configuration of software components — these are typically provided or
specified hy the 10T service prn\lidnr Quhcr‘rihing to_a service and h||i|r1ing a new oT
application can result in new safety requirements to the system. As the manufacturer of*-the
loT system during provisioning could not foresee this use case, the responsibility of the.safgty
refluirement fulfilment lies with the subscriber.

In]some alternative cases, the 10T user can establish their own loT service, but in this capge
the loT user has the burden of acquiring the necessary equipment and softWare and has the
subsequent responsibilities for operating and maintaining the 10T service,

7.4.14.2 Relevance to loT systems

Sgqme loT systems are established on the basis of a subscription, model where the 10T usqrs
pay for their use of the IoT system — in these cases, it ig, important that the loT service
prpvider establishes clear mechanisms for establishing and{maintaining the subscriptions.

7.4.14.3 Examples

An example of a subscription-oriented loT serwvice is the provisioning of personal fithess
monitoring, where the 10T user purchases a wearable 10T device that is then connected to an
loT service that monitors their activity. Usingdhe collected data, the service provides analysi
arnd advice on how their activity is helping the' user achieve life goals.

»

8| loT Conceptual Model (CM)

8.1 Main purpose

CM provides a common ;structure and definitions for describing the concepts of, apd
relationships among, the.entities within loT systems. It aims to be generic, abstract apd
simple. In order to_achieve this goal, it is important to clarify the fundamentals of the IpT
systems by asking’the following questions.

1) What is thécoverall model of IoT entities and their relationships?

2)| What ate)the key concepts in a typical loT system?

3)] Whatware the relationships between the entities, especially between Digital Entities apd
their Physical Entities?

4)=—wWhoamd-whereare theactors?

5) How do the things and services collaborate via the network?

Subclauses 8.2 to 8.3 describe the CM focusing on the above five points. The models
presented here use simplified Unified Modelling Language™ (UML®, 13). Note that the
diagrams in Clause 8 show two different types of relationships between entities:
generalization and association. This is explained in more detail in Annex A.

13 UML is a registered trademark of the Object Management Group. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC.
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8.2 Concepts in the loT CM
8.2.1 loT entities and domains

8.2.1.1 General

Domain
nteracts
includes
Digital Entity Identity
isa has
Entity
cpntains
isa isa
Physical Entity Network
isa
contains
I0T:User
IEC
Figure 4 — Entity and domain concepts of the CM
Figure 4 shows entity and domain concepts of the CM. A thing with distinct and independgnt
exlistence is called an entitys/for example, a person, an organization, a device, a subsystem,
or[a group of such items.Everything in an loT system is a kind of entity. In order to have a

simple concept aboutleT entities and their relationship, four fundamental entities are defingd
here: the thing (Physical Entity), the user (loT-User), IT systems (Digital Entity) and the
cogmmunication néetworks (network). Entity relationship tables for the CM are given in Annex B.

A |Digital Entity is one of the computational and data elements of an loT system, whic
in¢ludes<applications, services, virtual entities, data stores, 10T devices and loT gateways. An
loT-User'is an entity which can be human or non-human, while a Physical Entity is discrete,
identifiable and observable. A network is another important entity in the loT system, through
wiki " X ) : o X . , b
identifier, and identifiers assist Digital Entities in communicating with other Digital Entities
through the network. There are many forms of identifier, which can vary depending on the
nature of the entity.

When considering 10T systems, there is a need to decompose the system into smaller parts
and to group the entities that serve a common purpose such as defined by a domain. Entities
from a domain often operate within a sub-system associated with that domain. Sub-systems
and entities of a domain can interact with counterparts of another domain. For convenience, it
will be said in such cases that these two domains interact with each other. Figure 5 shows
that one lIoT domain A interacts with another 10T domain B. Of course, one loT domain can
also interact with multiple 1oT domains.
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Domain A Domain B
interacts with >

IEC

Figure 5 — Domain interactions of the CM

B2 Emntity

entity is anything (both physical and non-physical) which has a distinct and independg

exiistence. Every entity has a unique identity.

8.
A

p.1.3 Domain

domain is a major functional group of an loT system. Every entityl in an loT systs

pdrticipates in one or more domains and is said to be included or contained by that domain.
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p.1.4 Digital Entity

Digital Entity is a computational or data element of an loT/ystem. These elements inclu
plications, services, virtual entities, data stores, loT devices and loT gateways. A Digi
tity is a specialization of entity. A Digital Entity can contain other Digital Entities.

p.1.5 Physical Entity

Physical Entity is a discrete, identifiable and\observable part of the physical environme

cars; from store or logistics chain items 40 computers; from electronic appliances to clos
open environments. A Physical Entity_is a specialization of entity. A Physical Entity c
ntain other physical entities.

.2.1.6 loT-User

loT-User is a user of anloT system, which can be human or non-human. An loT-User
rt of an 1oT system. An_loT-User is a specialization of entity representing a human user
ital user.

8.2.1.7 Network

network istinfrastructure that connects a set of Digital Entities, enabling communication
ta between'them. A network is a specialization of entity.

nt

m

nt.

ysical Entities can be almost any physicalcobject or environment; from humans or animals
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8.2.2 Identity
8.2.2.1 General

Entity Identity context

identifies identifigdﬂ

\ within

\ Identifier

has

distinguishes

Identity

IEC

Figure 6 — Identity concept of the CM

Figure 6 shows the identity concept in relation to entities. Most entities in loT, especially
Physical Entities (“things”), have an identity> An identifier is a set of attributes of the entjty
that can be used to uniquely identify the éntity in a context. An entity can have more than ope
identifier, but it requires at least one unique identifier within any identity context through whigh
it I:an be accessed. For example;.the identity information from a tag can be used as gn
identifier to identify the Physical Entity to which it is attached.

8.2.2.2 Identifier

An identifier identifies @aan-entity. Identifiers distinguish the identity of an entity. An entity can
hgve more than one identifier. Identifiers apply within a given identity context.
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8.2.3 Services, network, lIoT device and loT gateway

8.2.3.1 General

Application uses Service Data store
uses

\ \ interacts with

//Ih expuaeu Oy
interacts lnteracts with
through
Interface / Endpoint 10T device
has exposes

/

exists on

interacts with

uses
connects

interacts through exposes

Network 10T gateway

interacts through

EC
Figure 7 — Service, network, 10T device and loT gateway concepts of the CM

Figure 7 shows the relationships of services, 10T devices, 10T gateways and the networks tHat
connect them. Service is an abstract:-concept. A service is implemented by one or mqgre
cogmponents. There could be multiple alternative implementations of the same service.

Entities which interact via networks do so by exposing one or more endpoints on a network|A
ngtwork connects endpoints.) A service exposes one or more endpoints by which it can pe
inyoked. An endpoint _has’ one or more network interfaces. Services, which are locatgd
remotely, can be reached by endpoints through network interfaces across a communicatipn
ngtwork. Endpoints.exist on one or more networks.

Data associated-with services, with IoT devices and with IoT gateways can be held in a dgta
store used by(one or more entities.

8.2.3.2 Endpoint

Ar nnnlnn nl- nl’hnr mmanlamante an intarfaca wwhich o~an ha invalead h othar An{-}ao or |t
ASARACY SA e e re T e oot e T et e — W ST S o C— 1TV Ok e _y otrreT—Cc Tt oo

connects an entity to the interfaces of other entities. An endpoint can contain more than one
interface. An interface is a set of operations and associated parameters which can be used by
one Digital Entity to request actions from another Digital Entity.

8.2.3.3 loT gateway

The key characteristic of 10T gateways is that they form a bridge between different networks:
between proximity networks to which loT devices are attached and access networks (typically
wide area networks) which other entities in the 10T system use. loT gateways can use data
stores that are local to the loT gateway. Gateways can include security functions to protect
both endpoints from network-based attacks, or to protect the backhaul networks from
malicious or defective endpoints. Such services can be included for either operational or
value-added purposes by service providers.
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8.2.3.4 loT device

An loT device is a Digital Entity which bridges between real-world Physical Entities and the
other Digital Entities of an loT system through sensing and actuating capabilities. Note that an
loT device is a Physical Entity as well as being a Digital Entity — this is significant for some
devices in that some of the physical characteristics of the 10T device play a part in its use
within an loT system, such as its location, or its movement and acceleration. An 10T device
interacts with one or more networks for the purpose of communicating with other entities. An
loT device has network connectivity and exposes one or more endpoints, and can contain

co

mputational capabilities and optionally can use local data stores.
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.3.5 Service

ervice is a set of distinct capabilities provided through a defined interface. A service c
composed of other services. A service is typically implemented as software. A servi
fines network interfaces and is exposed by an endpoint. A service interacts with oth
tities via one or more networks. A service interacts with zero or more ‘loT gateways.
rvice interacts with zero or more loT devices. A service interacts with(zero or more oth
rvices. Zero or more data stores are used by the service.

.3.6 Application

application is a software solution designed to help loT users ‘perform particular tasks, or
ndle particular types of IT problems. For example, autonrating a business procedure
nction [Adapted from ISO/IEC 27034-1:2011, 3.3].

application can use one or more services. An application can be used by a human us
a a human machine interface (HMI)) or by a digifal’'user (via an API).

.2.3.7 Interface

interface is defined as a named set.of operations that characterize the behaviour of
tity and is specifically a set of operations and associated parameters which can be used
e Digital Entity to request actionsfrom another Digital Entity.

.2.3.8 Network

network is established_ by connecting loT devices and an loT gateway. All pertine
dpoints are accessed through their interfaces.

p.3.9 Datacstore

ta stores.are maintained by an loT gateway and optionally by loT devices. Data stores hg

DE
djta relating’ to 10T systems, which can be data directly derived from loT devices or can
d

ta resulting from services acting on loT device data.
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8.2.4 loT-User

8.2.4.1 General

I0T-User

N R

isa isa
Human user Digital user
uses uses uses
~
Application uses Service

interacts with

interacts through is exposed by

Network Endpoint
exists on

IEC

Figure 8 — loT-User concepts of the CM

Ad shown in Figure 8 actors of 10T systems are loT-Users. An loT-User can be either human
(human user) or digital (digital user). A digital user includes automation services that act on
behalf of human users, for example in machine-to-machine interactions. A digital user
interacts with one or more services directly or indirectly through the service endpoint. A
human user interacts through one or more applications.

8.2.4.2 Human user

A human user is a person who uses an IoT system. A human user is a specialization of an
loT-User. A human user interacts across the network via an application.
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8.2.4.3 Digital user

A digital user is a Digital Entity which uses an IoT system. A digital user is a specialization of
an loT-User. A digital user interacts with one or more services offered by the loT system
across the network.

8.2.4.4 Application

An application is a software entity or system that offers a collection of functions with which a
user can perform a task or achieve a business objective. An application typically uses

services: T e furnctions of amappticatiom cam be presented as Services.
8.2.5 Virtual entity, Physical Entity and loT device
8.2.5.1 General
Virtual entity Physical Entity Tag
isa
represents <I
/ \ has one or more
actson monitors \
\ Identifier
Actuator Sensor reads
3
isa / isa
10T gateway 10T device
connects
3
<\ EC
Figure 9 — Virtual entity, Physical Entity, and loT device concepts of the CM

Figure 9 shows the relationship between virtual entity, Physical Entity and loT device.
Actuators and sensors are loT devices which have direct or indirect contact with a Physical
Entity. Virtual entity, tag, actuator, sensor, identifier, loT gateway and loT device are Digital
Entities. An actuator operates on received digital information to act on (change) some
property of a Physical Entity. A sensor perceives certain characteristics of a Physical Entity
and transforms them into a digital representation which can be communicated. A Physical
Entity can have one or more tags attached to it and sensors can monitor the tag rather than
the Physical Entity itself. Actuators and sensors are kinds of IoT device, which convert
variations in one physical quantity, quantitatively into variations in another. A single loT
device can hold multiple sensors, such as the GPS location sensor and the accelerometer in a
smartphone device.
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A smartphone, for example, can have a sensor to detect temperature of its surroundings.
Another example is where a Bluetooth app on a smartphone communicates with an air
conditioner to control the room temperature; the air conditioner is an actuator in this case.

Another example is where a smartphone has a barcode reading application — the application
can have a locally installed database (local data store) to lookup the barcode information of a
scanned object, or it might communicate with a remote service hosting a catalogue via the
mobile network. The barcode itself is one form of a tag attached to a physical object.

8.2.5.2 Sensor

A pensor is a device that measures some property of a Physical Entity and outputs digitahddta
representing the measurement that can be transmitted over a network. The sensor's-outgut
digital measurement can differ greatly from the original measurement of the actual -physigal
erfvironment, and can be output with a significant time delay, depending on progcessing of the
ddta within the device. An example would be the recognition of the identity of @a‘person from a
surveillance camera device. A sensor is a specialization of an |oT device. A sensor monitory a
Physical Entity.

Fqgr loT device, see 8.2.3.4.

8.2.5.3 Actuator
An actuator is a device that accepts digital inputs and which acts on (changes) one or mqre

prpperties of a Physical Entity on the basis of those inputs. An actuator is a specialization |of
an loT device. An actuator acts on a Physical Entity.

Fqgr loT device, see 8.2.3.4.

8.2.5.4 Virtual entity
A |virtual entity is a digital representdtion of a Physical Entity, contained within a servige.

Viftual entity is a Digital Entity. A\virtual entity can interact through an endpoint. A virtyal
entity represents a Physical Entity:

8.2.5.5 Tag

A |tag is a Physical Entjty that is attached to another Physical Entity in order to assist|in
idéntifying and tracking that Physical Entity. Tags can take many forms, some purely passiye
such as barcodes tothers can be more active including RFID tags.
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8.3 High level view of CM
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Figure 10 — High level view of CM
Figure 10 provides a high level view of the key IoT concepts contained in the lIoT CM, their
relationships,'and their interactions. The diagram is deliberately simplified and does not show
alll of thedo¥ concepts which are described in previous figures, where more detail is provided.
An doT system is a system involving devices which bridge between real-world Physigal
E it . 2 . . . - e . ks

system. The loT-User can be human (human user) or non-human (digital user) such as robots
or automation services, which act on behalf of human users. A digital user consumes services
which interact through the communication network. A human user interacts using applications
which are a specialized form of service. Some applications interact with other services via the
network.

Physical Entity here is the real-world thing which is controlled by an actuator or monitored by
a sensor. The Physical Entity can have an attached tag which is monitored by a sensor, rather
than the Physical Entity itself. A virtual entity represents a Physical Entity in the IT world. A
virtual entity is a Digital Entity. Both actuators and sensors are types of loT devices. loT
devices interact through a network and can either communicate widely directly or are
connected with an loT gateway which is capable of communicating widely.
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Data stores hold data relating to loT systems, which can be data directly derived from loT
devices or can be data resulting from services acting on loT device data.

9

9.1

loT Reference Model (RM)

The loT Reference Model context

The 10T Reference Model as defined in this document is a part of the overall IoT Reference

Ar

chitecture as shown in Figure 2.
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e Conceptual Model and the characteristics that define the loT system are covered|i
huses 8 and 7, respectively. Clauses 9 and 10 describe the structure of the loT RMyand the
rresponding architecture views, respectively. The relation between CM, RMs and”RAs|is
scribed in Annex C. The loT RM is described by entity-based RM and domain-based RM.

P loT RMs
p.1 Entity-based RM

e loT CM describes loT at a generic and abstract level. It is helpful to break down the (

tity-based RM of the loT system, and Figure 11 further illgstrates the interactions betwegn
b major entities using arrowhead lines.
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Figure 11 — Entity-based loT RM

Starting from the entities at the bottom of the diagram, the description of the loT entity-based
RM is as follows.

1)
2)

3)

Physical Entities are the real-world things that are sensed and acted upon by the loT
devices.

Tags of various types can be attached to Physical Entities to aid in their monitoring and
identification.

loT devices interact with the physical world through sensing and actuation. 10T devices
include:
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4)

5)

6)

7)

8)

9)

a) sensors, which observe a property of a Physical Entity and convert the observation into
digital information;

b) actuators, which act on or change some properties of the Physical Entities based on
digital instructions.

loT devices communicate via a network. Many loT devices communicate using a relatively
short range and specialized proximity network, due to power and processing limitations.
Many other devices are able to communicate using wide area networks such as the
Internet.

loT gateways are commonly used in loT systems. They form a connection between the

local proximity network(s) and the wide area access network. loT gateways can contgin
other entities and provide a wider range of capabilities. An 10T gateway often containg a
management agent, providing remote management capabilities. The loT gateway can
contain a device data store, storing data from the associated loT devices — this.¢can either
support local ("edge" or "fog") processing capabilities or be a means of dealing wjth
intermittent communications networks. One or more analytics services can,be supported
by the loT gateway, typically operating on data coming from the loT devices or from the
device data store. The loT gateway can also contain applications — these can be control
applications, where rapid local processing is required to direct actuators based on ingut
from sensors.

Application and service sub-systems of various kinds exist in”"most loT systems, wijth
associated data stores. There is often a device data store,(containing data derived frgm
the IoT devices. There can be an analytics data store-gontaining results from analytics
services operating on device data and data from other sources. Analytics services |of
various types are usually present, processing devicendata and other data to derive insights,
for example, monitoring performance. Process management is usually present, controlling
processes associated with the loT system. c(Ihere are applications that reflect the
capabilities of the loT system itself. Finallyxthere are business services which provifde
capabilities related to the commercial use_of the system, either by end users or by other
external peer systems. The applications;and services communicate with loT gateways apd
loT devices using the access network, While they communicate with each other using the
services network.

The operation and management sub-system includes the device registry data store and gn
associated device identity service, which provides lookup capabilities for applications and
services. There is a device. management application, which provides monitoring and
administration capabilities:*for the 10T devices in the system. There is an operational
support system that-'‘provides various capabilities relating to the monitoring anpd
management of the-overall loT system, including the offering of administration capabilities
to users.

Access to the capabilities of the loT system for users and peer systems is provided by the
resource access and interchange sub-system, which provides controlled interfaces for
service capabilities, for administration capabilities and for business capabilities. The
capabilities provided depend on access control capabilities that vary depending on the
usersrequiring authentication and authorization before the capabilities can be used. Some
of<the capabilities can be provided through cloud service interfaces by implementations.

Users of the loT system can include both human users and diqgital users. Human usgrs

typically interact with the 10T system using some kind of user device. The user device can
take many forms - including smartphones, personal computer, tablet or a more
specialized device. In all cases, some form of application interface is offered to the human
user, where the capabilities are supplied by an underlying application that interacts with
the rest of the loT system. Digital users interact with the loT systems by means of service
APIs controlled by the resource access & interchange sub-system autonomously. Both
user devices and digital users communicate with the rest of the 10T system via the user
network. For some loT systems the user devices can interact directly with 10T devices or
loT gateways.

10) Peer systems, which can be other loT systems or non-loT systems, can be users of an loT

system and/or offer services to the 10T system. Peer systems interact with the 10T system
through the user network — typically the Internet.
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Based on a study of the decomposition of various loT systems in different application
scenarios, Figure 12 shows the most common loT entities found in loT systems. Additionally,
this figure provides a very high level relationship between domain and entity.
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Figure 12 — Domain and entity relationship, and representative
conceptual entities in lIoT systems

ysical) subdivision. Mainly, domains are used to sort.functions in areas of responsibiliy
e identified domains are: User Domain (UD), Opecations & Management Domain (OMD)
plication & Service Domain (ASD), Resource?Access & Interchange Domain (RAID),
nsing & Controlling Domain (SCD), and Physical Entity Domain (PED). Each identifi
main is mutually exclusive from all other demains. The relationship between entity-bas
l and domain-based RM is given in 9.2.3.\From different views, each domain has differg
kimds of entities, and these entities from_different views are introduced in Clause 10.

p.2 Domain-based RM

p.2.1 General

jure 13 shows the domain representation of the 1oT RM.The domains help the designer|to
cus on the various tasks that have to be performed, by allowing a logical (and sometimgs
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ed loT RM

The loT systems environment extends from the Physical Entity Domain to the User Domain.

The domains and the entities in the domains of the loT RM interact by means of a set of
networks, described in detail in 10.4. The communication networks are not shown in the
domain-based loT RM, but these networks are an essential component of any loT system.
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The network mainly provides pathways for communication and data/information exchange.
The key role of the networks is to support and provide communication and data exchange
activities and interactions between the entities in the domains and between domains.

9.2.2.2 User Domain (UD)

Users are the actors of the UD. Users include both human users and digital users. Human
users interact with services through user devices, through which users access the loT
environment. Such devices can take many forms, including desktop and laptop computers,
mobile devices such as smartphones and tablets, and specialized devices tailored for loT use
s as control panels. Digital users Interact directly with services through well describgd
inferfaces.

9.2.2.3 Physical Entity Domain (PED)

THe PED consists of the Physical Entities in an 10T system. Therefore, the PED\is the primgry
environment within which an loT system is responsible for tasks or functions such ps
meonitoring, sensing, and controlling. People can be one of the entities in\the PED, but whjle
the owner of the PED is a stakeholder he/she may not be an entity in the.PED.

9.2.2.4 Sensing & Controlling Domain (SCD)

loT devices, both sensors, actuators, and complex |oT devices are the actors of the SCD. The
SCD consists of the sensors which monitor aspects of the) PED and also of the actuatqrs
which can act on the PED. The SCD is an essential parttof an lIoT system in that it bridges
bdtween the cyber environment and the real world..The SCD also contains other entitipes
in¢luding loT gateways, local data stores, and local services — particularly control services.

9.2.2.5 Operations & Management Domainy(OMD)

System operators and managers are the_actors of the OMD. The operators and managegrs
maintain the overall health of loT systéms. The OMD represents the collection of functiops
regponsible for provisioning, managing, monitoring and optimization of the systems
operational performance in real time. The OMD typically contains the operation support
system (OSS) and business support system (BSS) — the systems by which the loT system|is
managed from an operationali\wiewpoint and from a business viewpoint, respectively. The
OIMD is also responsible for overseeing the secure decommissioning of the loT system whgn
the time arises.

9.2.2.6 Resource-Access & Interchange Domain(RAID)

THe RAID proyides mechanisms by which external entities can access the capabilities of the
loT system. The main classes of external entities are users (typically interacting via their uger
dgvices) and peer systems. The capabilities of the 10T system are offered via one or mqre
sefrvicecinterfaces, with controlled access. The RAID contains the controlled endpoints
thfough'which the services are offered — and which services are available depends on the
acceSs granted to the particular external entity using the RAID. The underlying capabilities
offered by the RAID are implemented by one or more of the other domains — in particular the
ASD and the OMD.

9.2.2.7 Application & Service Domain (ASD)

Application & service providers are the actors of the ASD. Application & service providers
offer services to the loT-User in the UD.

The ASD contains the applications and services offered by the application & service providers.
The users in the UD interact with the applications and services to fulfil their requests. The
applications and services can also interact with the entities in the SCD (particularly the
sensors and actuators) to obtain data or drive actions in the PED.
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The applications and services can be provided through cloud services in a certain
implementation case and interact with external entities via the RAID, which can involve
external organizations such as other loT and non-loT systems, governments, law enforcement,
financial institutions, and utilities.

The applications and services in the ASD interact with elements in the OMD which are
responsible for managing the operational aspects of ASD. The applications and services
interact with external entities via the RAID, which can involve external organizations such as
other 10T and non-loT systems, governments, law enforcement, financial institutions, utilities.

9.2.3 Relation between entity-based RM and domain-based RM

Tdking the entity-based RM in Figure 12 and the domain-based RM in Figure 13, armapping
relation between the two RMs is shown in Figure 14, where these two RMs are consistent with
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Figure 14 — Relation between entity-based RM and domain-based RM

Aq shown-in Figure 14, the relationship between the entities and their domains is as follows.
lo[-Users belong to User Domain. Application & Service sub-systems belong to the
Application & Service Domain. Operations and Management sub-systems belong to the
0] i TT, = gs
to the Resource Access & Interchange Domain. loT devices and IoT gateway are entities in
the Sensing & Controlling Domain. Physical Entities exist in the Physical Entity Domain.

10 loT Reference Architecture (RA) views

10.1 General description
The loT RA is described by the following four RA views:

1) loT RA functional view;
2) loT RA system deployment view;
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3)
4)

loT RA networking view;
loT RA usage view.

The loT RA is the base when a service-specific system architecture or a target system
architecture is tailored to a specific set of requirements. Examples of specific systems are:
agricultural system, environmental system, smart grid system, smart home/building, smart city,
smart factory and so on.

10

.2 loT RA functional view
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.2.1 General

e functional view is a technology-agnostic view of the functional components necessary
m an loT system. The functional view describes the distribution and dependenCies f
pporting activities described in the usage view, and addresses the following ceneepts:

intra-domain functions;
cross-domain capabilities.

ch functional component is realized by one or more implementations of actual syste
mponents, which can be deployed to form a working system. Figure 15 shows t
composition of the loT RA functional components. In this~figure, there are two par
main functions and cross-domain capabilities. The functions and capabilities are not alwa
cessary for certain specific 0T applications. The functiofis)in each domain are very gene
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and optional, depending on specific applications.
10.2.2 Intra-domain functional components
10.2.2.1 General
Aq shown in Figure 15, the domain functions and cross-domain capabilities are depicted pn
the left side and the right side, respectively:
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Figure 15 — loT RA functional view —decomposition of loT RA functional components

10.2.2.2 Sensing & Controlling Domain (SCD)

The SCD comprises a set of common functional components whose implementation
complexity depends on the infrastructure of 10T systems.
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1) Sensing is the function that reads sensor data from sensors. Ilts implementation spans
hardware, firmware, device drivers, and software elements. For example, an attention
element to tell the sensor what is needed.

2) Actuation is the function that writes data and control signals to an actuator to effect the
actuation. Its implementation can span hardware, firmware, device drivers and software
elements. It is local in the sense that it closes loops (logically) close to sensors and
actuators; they can still be physically co-located with other central resources if resilience
and performance requirements can be met.

3) Control services exist within the SCD to control local state — in particular to issue

control services to have real-time behaviour as a result of the need to control dynd
elements in the PED both to ensure appropriate operation of the system and calso |to
ensure safety of operation.

4)| Identification is essential for the function of a system which enables the ,entities to pe
identifiable, discoverable and traceable, so that the system can distinguish~an entity fraqm
others. Guidance should note, at a minimum, that:

a) entities should only be identified when strictly necessary;

b) only the minimum information necessary to adequately identify the entity should pe
requested, collected and processed;

c) a distinction should be made between identifying the“device and identifying a
associated individual; and

=)

y

d) it is possible that identifying information can relate{fo*a natural person, in which casgq it
constitutes PIl and should be protected and handled accordingly.

10.2.2.3 Application & Service Domain (ASD)

THe ASD represents the collection of functions_.implementing application and service logic that
reflizes specific business functionalities forJthe service providers in the ASD. The A$D
contains analytic services, cognitive services, streaming data services, process managemgnt
sefrvices, visualization services, businesscrules services, control services and application logic.
THe ASD also contains data stores oftvarious kinds including a device data store, analytics
ddta store, historical data store.

1)| Application programming.interfaces (APIs) and portal functions: these functions provife
controlled ways of accessing loT system functions, either by digital or human usefs.
Digital users would normally interact through APIs, and human users through acceps
portals. If the usefs)yare not part of the trust domain of this loT system, the access|is
mediated through-the Resource Access & Interchange Domain.

2)| Business services: this set of functions assist in creating business process flows, and
orchestration-6f resources to create and manage services.

3)| Analyticsy'services: here, gathered data (mainly sensor data streams, but also other
context-data as well as internal system state) are processed to create insights (real-time
eyents and/or historical data).

4)| Application support: this subgroup provides the execution infrastructure that the
components deployed in the ASD can utilize to achieve, for example, scalability and
configurability. Also, it provides the tools required by a service (and/or application) to do
accounting and billing.

10.2.2.4 Operation & Management Domain (OMD)

The OMD contains functional components responsible for the overall management of the loT
system. There are two major functional components, the operational support systems (OSS)
and the business support systems (BSS).

The OSS is responsible for the operational management of the loT system, including
provisioning, monitoring and reporting, policy management, service automation, service level
management, service catalogues, device registries, device management.
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The BSS is responsible for business aspects of the loT system, including account
management, subscription management, billing, accounts, and the product catalogue.

10.2.2.5 Resource Access & Interchange Domain (RAID)
10.2.2.5.1  General

This domain includes all necessary and supportive functions for accessing the loT system
resources — both services and data — or to communicate resources to the IoT system. The
access can be in form of service invocation, or data transfer. Accessing or interchanging

pgrties—cam be—imtermat—or extermat—to—the—toT system—(this—distimctiom—cam—vamnist—when

infegrating loT systems into a larger system).

In[this context, the IoT system resources mean any of the capabilities made available by the
o system. This includes:

1)| services of various nature (application, operations and management);

2)| data and information from sensors or controllers, including events and-notifications;
3)| contextual business data;

4)| derived knowledge and information generated by applications—and services in the IpT
system such as intelligence created by analytic processes;

5)] metadata about the loT system and entities with the loT system;
6)| directories and repositories for the above;
7)] management and business related capabilities.

Several aspects of interchange and access are usually covered by the above functions.

a)| Using data & messaging protocols, not just networking protocols. This includes RES[T-
based protocols, and message-level or data-level 10T protocols.
b)|] Controlling data flow and event streams, event processing.

c)| Semantic descriptions, metadata; taxonomies, supportive of data models and ddta
mappings.

d)| Service interfaces and theirmanagement.
e)| Resource discovery and-directory functions.

THe RAID supports two-main functional groups:

o | discovery;

e | access data. flow.

THese functional groups are also called here functional components.

10.2:2.5.2 Discovery

The discovery functional component enables access to appropriate capabilities within the loT
system for external and internal users. Such resources are typically applications, services and
data in the ASD, but can also include administration capabilities and business capabilities
offered by the OMD. Such resources and related functions include:

1) service endpoint identification & addressing;

2) resource interfaces — in particular for services — and their life cycle management;

3) metadata management and usage;

4) accessing and managing directories and repositories;

5) resource discovery, publishing, search and querying.
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10.2.2.5.3 Access data flow
The access data flow functional component has two aspects:

1) It controls all access to the capabilities of the loT system from external users, which
include both loT users and also peer systems. The access control is responsible for all
external endpoints of the lIoT system and it organizes the necessary authentication and
authorization to ensure that any capabilities of the loT system can only be used by
appropriately authorized users. It includes user management, definition and assignment of
roles and groups.

2)[ Tt covers all the functions and processes Involved In any form o1 transier and preparatipn
of any form of data:

a) For edge data from sensors and controllers: data pre-processing (cleansing, reductign,
consolidation, aggregation, transforms, formatting and mappings), and data‘ transfer
(data and event streaming, data flow control and routing).

b) For controls: orchestration and flow of operation controls and commands, dispatchipg
of alarms and notifications, dispatching of executable code to, the edge (e.g. fpg
computing, edge computing), sending configuration data to devices,

10.2.2.6 User Domain (UD)

THe User Domain functional components provide user access(io the capabilities of the IpT
syptem.

Far human users, there are applications which offer gser interfaces that enable interactipn
with capabilities of the 10T system. For machine users, there are APIs through which the
calpabilities of the 10T system can be invoked over the network.

Fqr human users, the UD also contains the end user devices which support the applications

10.2.2.7 Physical Entity Domain (PED)

THe PED contains the Physical Entities which are of concern to the loT system.

THe functional components that exist in this domain are tags that can be attached to physigal
objects.

10.2.3 Cross-domaih-capabilities
10.2.3.1 General

Figure 15 shows a set of cross-domain functional components which span across sevefal
dgmains. The most pervasive of these cross-domain functions is connectivity. In this figure] it
shiows the functional aspect of trustworthiness (security, privacy and PII protection, safety,
reliability and resilience) as cross-domain capabilities. Although Figure 15 emphasizes their
fupctional aspect, the trustworthiness characteristics are defined more broadly as systgm
characteristics (as defined in Clause 7) and have a footprint in all other viewpoints of the RA.

10.2.3.2 Network connectivity

Networks and protocols typically connect entities and sub-systems from more than one
functional domain, thus bridging across domains. Networks in an loT system can be
characterized as follows.

o Proximity networking: Proximity networking enables transmission of data from assets or
devices on the edge, to entities such as gateways that can process this data for further
transmission to entities from other domains, or for enacting controls, such as in edge or
fog computing. This networking also enables the control of assets, via actuators or
controllers. Proximity networking is often limited to the SCD, but in some occurrences,
proximity network and access network are the same network.
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silience, and reliability) have a functional footprint that is generally cross-domain.

Access networking: This networking function enables the transfer of edge data (from SCD)
to application logic (from ASD) or operations logic (from OMD). It also enables the
communication of controls to SCD entities, from ASD and OMD entities and sub-systems.
It is supportive of management and higher-level communication functions (from RAID).

Service networking: This networking function connects the applications and services in the
ASD, the RAID and the OMD. Service networks are enabling service-based deployment of
loT applications, for example using micro-services and other shared services.

User networking: This networking function gives both human and digital user entities
access and control of ASD and OMD functions. It also enables higher level of integration

—betweem differenttoT systens—as wettaswith morm=to T systems by supportimguser=facing

entities of the RAID.
.2.3.3 Trustworthiness

e trustworthiness characteristics in Clause 7 (safety, privacy and PII protection, security,

Safety functions in the loT system ensure the overall safety of the'doT system and also
safety relating to specific components within the system.

The privacy and PIl protection function spans across all elements of the IoT system,
wherever Pll is created, stored or processed. The PIl pfotection function tracks the
existence and location of PIl. The PIlI protection function applies policies to ensyre
appropriate PIll protection is in place, including encfyption of PIl both at rest and |in
motion, the application of techniques such as anonymization and aggregation, and the
control of access to Pll so that only authorized users'can access or modify PII.

Security functions in the 10T system ensure’the confidentiality, availability, integrity,
authenticity of information. The loT RA integrfates security policies for IoT components gs
a key part of system design.

For example, asset management in the SCD enables operations management includihg
system configuration, policy, software and firmware updates and other life cygle
management operations.

Resilience functions enable(the loT system to recover operational condition quickly
following an incident. Resilience functions are closely related to autonomic computipg
capabilities of self-healing, self-configuring, self-organizing and self-protecting.

Reliability functions énsure that the IoT system, or components within the 10T system,|is
able to perform its“required functions under stated conditions for a specified period |of
time.

.2.3.4 Dynamic composition

namic composition functions enable integration and the evolution of the loT system through

btadatatand the presence of flexible interfaces.

b rapid _integration of new entities into the system, through the availability of comprehensiye

10

S3—lo T RAsystem-deploymentview

10.3.1 General

The system deployment view describes the generic components including devices, sub-
systems, and networks to form an loT system. While the functional view describes an loT
system through its functional components, the system deployment view describes it through
its implementation components. The system deployment view describes the following aspects:

1)
2)

3)

key physical components (e.g. sub-systems, devices, networks) of an loT system;

the general implementation architecture of an 10T system, including the structure of an loT
system, the distribution of components, and the topology of the interconnectivity of the

components;
a technical description of its components, including behaviours and other properties.
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Figure 16 — loT RA system deployment view

In|Figure 16, 10T RA system deployment view is shown togetherywith all the entities involved
infeach domain and the connections between them. The €ntities in each domain are vgry
neral and optional, depending on specific applicationsy;"Fhere are four different kinds |of
ngtworks to connect the physical components in the six domains of an loT system: proximjty
ndgtwork, access network, services network, and user' network. More detailed descriptipn

Physical Entity from which information is acquired by sensors, while a controlled physigal

Sgnsors acquire_ information about a property of a Physical Entity (e.g. physical, chemical,
biplogical properties). Actuators change properties of entities. Both sensors and actuators can

lo gateways are devices which connect SCD with other domains. IoT gateways provi:ie

or mtegrated with other sensmg and controlllng devices. The loT gateway can also perform
security functions for constrained loT devices using the gateway for connectivity to networks.

The SCD might also contain local control systems which are used to run control services,
i.e. components for local management of 10T gateway capabilities in scenarios where the loT
gateway is expected to work with or without upstream connectivity.

10.3.4 Systems/sub-systems in Application & Service Domain (ASD)

The purpose of the ASD sub-system is to host the core functions, services and applications
that deliver the loT system functionality to the users (human and/or digital).
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The ASD sub-system will provide mainly basic services, including computing services such

as

data access, data processing, data fusion, data storage, identity resolution, geographic

information service and user management, and inventory management.

The ASD sub-system will also host business services and applications built on the generic
services, as the ability to host applications will be one of the services provided by the loT

systems.

10.3.5 Systems/sub-systems in Operation & Management Domain (OMD)

THe OMD sub-system hosts components responsible for management of loT devicespa
control of the operation of the IoT system, to guarantee that the equipment and systen
operate safely and reliably. Additionally, it monitors the system to ensure that relevant la
and regulations are not violated.

THe OMD contains the operational support system (OSS) and the business)support systsg
(B[SS).

THe OSS is responsible for handling the overall operation of the 06T\ system and includ
capabilities for monitoring and managing all entities of the loT system over their complete |
cycle. The OSS includes compliance systems which enable checking of the loT system {
compliance with laws, regulations and enterprise policies.

A business support system (BSS) is responsible for realization of the business aspects of t
lof system. The business functions include customer relationship management (CRN
subscription management, billing, and payment processing.

10.3.6 Systems/sub-systems in User Domain (UD)

THe UD contains both human users and digital users. Digital users are devices of some ty
and they interact directly with other entities in the loT system via network interfaces
application programming interfaces. Human users interact using a user device which contai
some form of HMI.

HMI sub-system contains the\devices and supporting software that allow human users
inferact with the 1oT system.)Depending on user role, different aspects of the system will
presented for observationnand/or control.

10.3.7 Systems/sub-systems in Resource Access & Interchange Domain (RAID)

THe RAID contains access management component and interchange sub-system.

Adcess management component authenticates and authorizes external users of the |
system\\wishing to access the capabilities of the loT system. Note that reverse acce

m
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—
~
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hd

management will also be necessary, when the 10T system needs to leverage information a

Interchange sub-system provides exposure of capabilities within the loT system. Such
capabilities include applications, data and services in the ASD as well as administration and
business capabilities in the OMD. The latter provide the basis for automation of setting up the

trust relationships that provide the authorization data.


https://standardsiso.com/api/?name=e1f264dba81d89589b4f5488d0d7b7fe

- 54 — ISO/IEC 30141:2018 © ISO/IEC 2018

10.4 loT RA networking view
10.4.1 Communications networks
10.4.1.1 General

The loT RA networking view describes the principal communications networks which are
involved in loT systems and the entities with which they connect. The four principal
communications networks are shown in Figure 17.

( m 3
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Figure 17 — loT RA networking view

Inferconnected<{networks provide communication connectivity, including data links. These can
bg point-to~paint links in or between loT systems, both inter- and intra-domain, and with other
systems<and organizations. The connected networks should maintain connectivity from ope
ngtwork:to another. The key role of the networks is to support and provide communication apd
ddta-exchange activities and interactions. The types of the activities and interactions betwegn
twie-entities—betweenbwo-domains—orbetweentwoloT systems determinetheirrelationships
between the entities, domains, and loT systems, respectively. Although the inter-domain
communication networks are not specifically designated as part of one of the six domains,
these networks play a critical role in an loT system. Depending on the infrastructure of loT
systems, the inter-domain communication networks can be local area network, Internet,
intranet, enterprise backbone network, or wide area network. Business-to-business (B2B)
networks are also considered as inter-domain communication networks.

10.4.1.2 Proximity network

This network exists within the Sensing & Controlling Domain. Its main task is to connect
sensors and actuators to the IoT system. Proximity networks are typically local and limited in
range, largely necessary because sensors and actuators are low power, or are in locations
that make wide area connections (such as the Internet) difficult or impossible to provide.
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Proximity networks can use specialized protocols instead of generic protocols such as IP.

It is possible that individual sensors and actuators have limited power and limited hardware
capabilities, which means that simple, local, and low-power networks are needed to connect
them to gateways. These are more powerful and can in turn connect to access networks.
Examples of proximity networks include IPv6 over Low Power Wireless Personal Area
Networks (6LoWPAN), ZigBee®14, Wireless HART.

Proximity networks can involve the use of an address translation capability to translate
between their local addressing hemes and addressing heme ed on acce network

10.4.1.3 Access network

Adcess networks are typically wide area networks connecting devices in the SCD,to-the other
dgmains — the ASD and the OMD. Access networks typically connect to gateways, but when
sensors and actuators are more capable and with a limited connection situation, they can
connect directly to access networks (dashed lines in Figure 17).

A [range of technologies can be used in access networks including wired connectiops
(brfoadband/ADSL/Fibre) and wireless connections including wireléss LANs, mobile (cellular)
natworks, low power wide area networks, and satellite links (particularly for remote locations).
Adcess networks typically use IP. Access networks can involve’/the use of a device regis{ry
that holds data about the IloT devices associated withy"\the loT system and how |[to
communicate with them.

10.4.1.4 Services network

THe services network connects the applications and services in the ASD, the RAID and the
OMD, which are typically wired networks withifi*data centres, running IP-based protocols. This
ngtwork can include both Internet elements\and also (private) intranet elements. It is typiqgal
fof intranet networks to be used where thé)elements of the other domains exist within a single
ddta centre. Where communications(spans multiple data centres, a variety of netwqrk
tegchnologies can be used, including:both dedicated connections and Internet connections.

10.4.1.5 User network

THis network connects the,User domain with the ASD and OMD. It also connects peer IpT
systems and non-loTsystems with the RAID. This network is typically based on public
Infernet elements andyuses IP. Such networks can use any of the technologies commonly
used to carry Interfet traffic, including both wired and wireless systems.

10.4.2 Communication networks implementation

Ed4ch of the principal communications networks can be implemented by means of a range |of
different’ network technologies, which are used depending on the particular characteristics ahd
refiirements of the loT system. IoT system implementations can use multiple instances |of
ea O eSC S IWOTIK O cdle Oflrplele OITULIO . c Key L0 c elroperdp YV d ']g
loT systems is how data/information is correctly transferred from one type of network to
another type of network. One communication network component that will take a vital role to
glue the dissimilar communication networks is the gateways specifically designed for IoT, i.e.
loT gateways. Additionally, 10T community’s adaptation of the emerging communication
networks designed for loT applications while accommodating the legacy communication
networks will also need to promote the interoperability in 10T applications. Network topology is
also an important aspect of the loT systems as the potential loT systems can use different
network topologies to successfully support loT functionality and capability. The representative

14 ZigBee is a registered trademark of ZigBee Alliance. This information is given for the convenience of users of
this document and does not constitute an endorsement by ISO or IEC.
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network topologies are, for example, point-to-point (permanent or switched), bus (linear or
distributed), star (extended or distributed), ring, mesh (fully connected or partially connected),
ad-hoc, and hybrid (combination of two or more of the topologies above).

In Figure 17, the User Domain is shown spanning both the user network and the access
network. This describes those cases where user devices and their applications connect
directly to the SCD, for example when the user device is a smartphone which contains
Sensors.

10.5.1 General description

Whereas the functional view shows the necessary functions and dependenciesrof.'the IpT
system, the usage view focuses on how the loT system is developed, tested,,operated ahd
usied from a user perspective. This view addresses the following concepts:
1)| activities;

2)| roles and sub-roles;

3)| services and cross-cutting aspects.

10.5.2 Description of the roles, sub-roles and related activities
10.5.2.1 General
All 10T related activities can be categorized into threecuser groups as listed below:

1)| loT service provider;
2)| 10T service developer;
3)| loT-User.

Figure 18 gives an overview of the three user groups (roles) and their sub-roles. Blue arroys

shiow their interaction when the system is in use. Details about the roles and sub-roles gre
dgscribed in 10.5.2.2, 10.5.2.3 and_10.5.2.4.
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Figure 18 — Roles present when the system is in use

10.5.2.2 loT service provider

THe role of service provider is to manage and to operate loT services. loT service providgrs
cahn also provide network connectivity. Security of this connectivity needs to be addressed and
maintained. Additionally, in case of cloud based loT services, depending on the type |of
sefrvice offered from the data centre (SaaS, PaaS, laaS), security management, multi-tenangy,
tepant security, and separation need be managed at different layers from the hardware up the
stack to the applicatioh layers. The following sub-roles can be identified.

e | An loT business manager is leading a business of existing and new products, who wants
to understahd how to leverage the data and connectivity of devices to create new streams
of revefiile. They will discover industry content on company websites and act on solutipn
proposals from the architects.

o | AnNIoT service delivery manager is responsible for a service level agreement between a
client and the 1 OB, With a team of maintenance engineers, they use the 0T enabled
platform and LOB industry applications for planning, installing, monitoring and servicing
equipment. This role ensures that overall service delivery quality is within the service level
agreement parameters.

e An |oT system operator handles the day-to-day system operations for a customer by
enrolling new users and making sure that new device types and devices are registered,
are behaving correctly, and are up to date with the current secure firmware.

e An loT security analyst mitigates security risks by proactively creating algorithms that
detect threats and prevent breaches. They create automatic functions that act on
misbehaving loT devices and users and also ensure compliance through audits.

e An loT operations analyst is responsible for the availability of specific assets in the LOB
product line and uses big data analysis capabilities in the loT platform and the data
scientist’s algorithmic service extensions to ensure such availability.
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An loT data scientist understands the industry data delivered from devices and t
algorithms that provide meaningful analyses. They implement advanced algorithms
services to be used by the LOB analysts and LOB industry applications.

18

he
as

An loT chief privacy officer (CPO)/data protection officer (DPO) has several duties that
include, but are not limited to, advising the organization of their obligations under relevant

privacy/data protection legislation; monitoring the implementation and application of t
organization’s policies and training on PII protection; monitoring personal data breach
and the response to requests from regulatory authorities.

An loT network & infrastructure security manager is responsible for ensuring t

he
es

he

operatiomatimfrastructure—security anmd—conmectivity of the retworks—This—inctudes;but
not limited to, ensuring availability, integrity, and confidentiality, where applicable, of(t

aspects of the tenants, amongst others.

An loT privacy analyst/privacy engineer considers the overall privacyaspects of the |
system, including that of the users/consumers of the services offered by the loT syste
with a goal of defending against privacy leakage and regulatory,*compliance. The |
privacy analyst/engineer is responsible for designing and evaluating the system from t
viewpoint of privacy protection and leverages existing \security techniques a
architectures to assess the privacy of the services offered bythe loT system.

An 10T safety officer is responsible for all the safety aspects of the system, including tho

is not limited to, ensuring safety of all users and operators, documenting safety polici
and procedures, performing safety inspectionsy evaluating and implementing safe
related regulatory compliance, and performing ageident investigations when necessary.

jure 19 shows the activities which relate to the sub-roles of 10T service provider.

IS
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networks, system infrastructure, and management of security. The scope of responsibiljty
encompasses sensors and their monitored physical equipment, on premise data’ cenfre
equipment, public cloud services, connecting infrastructure, tenant access and securjty
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of various components and sub-systems that compris€ thé system. This encompasses, Qut
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loT System Operator

Run system operation
Monitor services

Manage system and services
Manage devices at systems
Provide customer services
Generate system report
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Ensure service availability
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Generate service and billing report

loT Chief Privacy Officer / Data Protection
Officer

Advise organization of PII

Monitor implementation of policies
Training on PII

Monitor personal data breaches
Response to request from regulatory
authorities

Build analytic algorithms
Set-up analytic services

Use device data for analysis
Analyse and monitor business
Provide business deep insight

loT Privacy Anal acy Engineer

Propose & &solutlons
Review I’I‘ ssment and
compll

Integ |vacy into the lifecycle

O

loT Safety Officer

Ensure safety of loT-Users and system
operators

Document loT safety policies

Perform loT system safety investigations
Perform Accident investigations
Evaluate safety-related regulatory
compliance

Figure 19©%T service provider sub-roles and activities

O

10.5.2.3 loT servi sveloper

THe roles of the
selrvices with

QD\Serwce developer include implementation, testing and integration of 10T
T platform. Sub-roles of the 10T service developer are described as folloys.

An loT s n architect proposes, proves and deploys the loT enabled platform to the LB
ddciding,on integration strategies and architectures for the new loT enabled platform, existipng
busi systems and devices in production.

An loT development operations manager sets up, configures and operates the lIoT enabled
platform, relevant services and acts as a project manager by supporting IT services for LOB
operations and development.

An loT application developer works in the LOB, in IT or with a third party developing loT
industry applications for the LOB and uses development operation capabilities to develop,
deploy and fix applications that integrate loT devices, data and services.

An loT device developer integrates hardware and software into devices and applications,
developing and maintaining device firmware that securely connects devices to an loT-enabled
platform.
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An loT system integrator tests and integrates loT services with the 10T enabled platform.

An loT CPO/DPO has several duties that include, but are not limited to, designing cutting-
edge products and services that leverage big data while preserving privacy; proposing and

evaluating solutions
conducting privacy-related

(e.g.

privacy-enhancing
risk assessments and compliance

technologies)

to mitigate privacy
reviews,

incidents; and integrating privacy into the software engineering life cycle phases.

All 10T service developer sub-roles and their activities are shown in Figure 20.
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loT Solution Architect \ é loT DevOps Manager loT Application Developer:
Provide technical proposal Setup and manage systems Develop applications
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the implementation Support service operation
~\J
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Develop device and sensors Integrate services into systems
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Develop device application propose, development, assessment
Integrate device into systems and review phase
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engineering lifecycle
y G
\\, \AQ .
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Figure 20 — loT service developer sub-roles and activities
10.5.2.4 loT-User
THe loT-User is the end user of leT services and can be categorized into human users apd
digital users.
Human users are individials who use loT services. Digital users are non-human users of the
loT system; they can inclide automation services that act on behalf of a human user.
All loT-User subsrotes and their activities are show in Figure 21.
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Figure 21 — loT-User sub-roles and activi§
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.5.3 Mapping activities, roles and loT systems in dom&ir@

e usage view addresses the concerns of expected sysl@lsage.
N\

AN
les and activities involving loT-Users to delk@ functionality achievable with t

fupdamental system capabilities are represen by this view. Activities which crea

ong individuals with different roles or skills e Figure 19).
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ble 2 provides an overview of activitie@nd their relevant roles.

plement, test, integrate and operate loT servig in desired systems can require interacti
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Table 2 — Overview of activities and roles
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Activities

Roles

loT Systems in Domains

Device and application development

loT DevOps manager,
loT device developer,

loT application developer

Application & Service Domain,
Sensing & Controlling Domain

Operation of devices, connectivity
and applications

loT system operator,

loT service delivery manager

Operation & Management Domain,
Application & Service Domain

Ude device data for analytics

ToT data scientist,
loT security analyst,

loT operation analyst

Operation & Management Domain,
Access and Communication Domai

Infegrate, operate and control data
stgres and business

|oT solution architect,
loT DevOps manager,
loT system operator,

loT system integrator,

loT service delivery manager

Application & Service Dgmain,
Operation & Management Domain

Ude real-time, historic and big data
fof applications and analytics

loT data scientist,
loT operation analyst,
loT security analyst,

loT service delivery manager.

Applieation & Service Domain,
QOperation & Management Domain,
Sensing & Controlling Domain,
Resource Access & Interchange
Domain

Make and operate analytics to run
business

loT data scientist,
loT operation analyst,
loT application deyveloper,

loT DevOps manhager

Application & Service Domain,
Resource Access & Interchange
Domain

Brjng in analytics to dashboard

loT DevOps.manager,
loT data scientist,

loT application developer

Application & Service Domain,
Operation & Management Domain,
Resource Access & Interchange
Domain

M¢@nitor system state, act on security
risks and breaches

loT system operator,

loT security analyst

Operation & Management Domain

Trhck compliance to regulations

loT business manager,

loT security analyst

Application & Service Domain,
User Domain

Figure 22 and.Figure 23 show some examples of using

pdrspectives)

loT systems from different activ
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Figure 22 — Activities of device an% lication development

pure 22 shows an example of activities and '&ﬁﬁc\)fmation exchange during device applicati

velopment between device developers,esg@;em integrators and application developers.
ting a new device to the loT platform. The box

Figure 22 represent the human usg@ (in this case developers and operators) of |

The device developer com unicates with the system integrator during the implementati
phase. They discuss A finitions and functional behaviour between the device and t
loT platform and agr specification.

The application a@@évice developers implement and test APIs and their functions relat
to the device nd he 10T platform. At this stage, devices in the Sensing & Controlli
Domain will nnected to 10T systems in the Application & Service Domain and end-{
end functi an be tested.
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Figure 23 — Using device data for security-related analytics and operations

Figure 23 shows an example of activities invelved in using device data for security-relatgd
anfalytics and operations. In this case, the users of the loT systems are the data analyst apd
selcurity operator. Activities include, but are™not limited to:

- |

a)| When the device is configured and-connected to the communications system, usage dgta
can be sent to the IoT systems~in the Resource Access & Interchange Domain. The
security analysts and data scientists can use the collected device usage data to perform
security-related analyses,

4
=

b)| Security analysts communicate with system operators with findings and results from thei
analyses.

c)| Security analysts~together with system operators proactively create rules to protgct
systems and ta_prevent breaches.

11 loT trustworthiness

11.1 ,General

Trusiworthiness of 10T systems covers the aspects of safety, security, privacy and personally
identifiable information (PIl) protection, resilience and reliability. These aspects are
represented as cross-domain functional components in the loT RA functional view (see 10.2).
They are represented in this way to indicate that they are pervasive aspects of lIoT systems
that have an impact on all domains and on most entities within an 10T system.

Clause 11 describes how safety, security, privacy and PII protection, resilience and reliability
apply to loT systems in the context of the 10T Reference Architecture.

Trustworthiness aspects are described in this specification as system characteristics — or
properties. They do not just manifest as cross-system specific functions. Trustworthiness of
an entire system can be seen as a set of emergent properties derived from the
trustworthiness of its sub-systems and from the overall architectural and functional design.
While performing its primary operations and functions, a system might or might not exhibit
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these properties. Each one of these characteristics has a strong contractual aspect: it is either
subject to service level agreements or service level objectives as well as possible policies and
regulation. In turn these are subject to measures, audits, and assurance procedures that
involve metrics, key performance indicators (KPIs) and targets.

Trustworthiness characteristics need to be taken into account and managed throughout the
life cycle of an IoT solution and considered as part of the system as a whole. An integrated
approach is necessary for trustworthiness since aspects of trustworthiness not only affect the
system individually but also impact each other, either positively or negatively, with tradeoffs
based on context and stakeholder needs.

Effectively, each trustworthiness aspect needs to be treated with a "by Design" approaeh — |.e.
"Privacy by Design", "Security by Design" and so on. This means that each aspect |of
trystworthiness needs to be considered as an essential part of the loT system ‘from jts
in¢eption and needs to be built into its design and operation, not added as an afterthought.

Ed4ch trustworthiness characteristic demands an appropriate up-front asseSsment that is usgd
to|derive the requirements to be satisfied by the loT system for that aspect. The assessmgnt
usually combines with organizational policies and business goals to complete the
refijuirements. This process should take into account the tradeoffs-and relationship with the
other trustworthiness characteristics. The detailed controls and«mechanisms put in place |to
satisfy the requirements established by the design process,and their continued applicatipn
during the 10T system life cycle is ensured by the management and operations system.

THere is also the need to monitor and measure the loT\system in production with a series |of
KRIs that are designed and reflected in data gathered.from the system as it operates. Thepe
can be used to diagnose the operational health of.th€ system.

Fipally, loT systems and their contexts vary @;lot from each other. Not every trustworthiness
chiaracteristic might be relevant to a particular system. Some will be of primary importange
while others will play a supportive rolexEor example, in many industrial systems safety and
reliability will be paramount. Other characteristics will be seen as a means to support thege.
Different policies and regulations alse“apply depending on industries and world regions.

A9 a consequence, metricse.and targets for each trustworthiness characteristic can vgry
gregatly from one system to @nother, across industries, or across regions of the world.

11.2 Safety

Sgfety is commonly defined as the condition of the system operating without causipg
unacceptable €isk’ of physical injury or damage to the health of people, either directly, |or
indirectly as_a’result of damage to property or to the environment [ISO 10795:2011].

Within ‘safety is also the concept of functional safety. Functional safety focuses on the
syptems or equipment operating as expected in response to all inputs. It ensures that several

person(s), the environment or destruction of property. The goal is to ensure corrective or
preventive action that will avoid or reduce the impact of an accident. In several sectors the
IEC 61508 series is used to provide proof of conformance to these standards for products in
automotive, medical, transportation and manufacturing.

Safety considerations in 10T systems will be given a broader scope than just preventing harm
to humans: it will encompass preventing damage to other living beings and the environment,
as well as to equipment. While safety to humans is paramount and unconditional, extending it
to the environment, to other living beings and to equipment can be subject to conditions
relative to the objectives of the loT system and acceptable risks, trade-offs, and other
mitigation options.
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Safety is a major concern of many loT systems. This is because 0T systems interact with the
physical world and cause effects in the physical world. The effects caused by loT systems
have the potential to cause harm, both to human beings and other living creatures and also to
the environment, equipment and other Physical Entities. This can occur due to explicit actions
of the loT systems, e.g. through control requests sent to actuators. It can also occur due to
implicit actions caused for example through recommendations of an loT system to human
users of an loT application or errors or attacks on the system. There are also issues
associated with bad or failing components of the IoT system and how the IoT system detects
and deals with such failures.

All parts and subsystems of an loT system can contribute to safety as safety of an entjre
system is — like other trustworthiness characteristics — an emergent property. Ndarm
prevention is commonly considered at several levels such as the physical equipment,directly
controlled by loT technology, the stress induced by operation conditions for human.opérators,
and the indirect effect on the environment over the longer term, to give some examples.

Fqr actuators, there is a need for a safety system to be in place concernjng the operation |of
the actuators in an loT system, both as individual entities and also as a ¢ombined system.

It [is especially important to consider the whole life cycle of thedeT system from a safety
pearspective and to have processes in place to deal with any changes to the loT system tHat
take place. For example, the effect on the environment, ofodisposing of equipment |or
consumables should be considered. Such changes could~involve adding to the system |or
modifying existing parts. Any changes should be evaluated/from the safety perspective apd
appropriate measures taken.

THe IEC 61508 series is a basis for developing”and operating safe loT systems, wjth
appropriate safety integrity levels (SlLs) applied to the system and to the components within
the system. ISO 31000 is one of a number of standards that can assist with safety.

11.3 Security
11.3.1 General

Sgcurity in loT systems covers_a-variety of concerns, from the information systems involvgd,
to|physical assets and products, industrial processes and operational technology (OT) sige,
and controlling access toequipment.

11.3.2 loT system‘nformation Security Management System (ISMS)

Information security is a major concern of any ICT system and loT systems are no exceptign.
lo] systems_pfesent particular challenges for information security in that they are highly
distributedcand involve a large number of diverse entities. This implies that there is a vgry
large attack” surface and a significant challenge for the information security managemsgnt
system \(ISMS) to apply and maintain appropriate security controls across the whole system.
THiszis“a major motivating factor.

Any loT system should use an ISMS, which is used to identify risks to the loT system and
which identifies and implements sets of security controls that are applied to the 10T system to
address those risks. Which controls are applied can be the subject of a maturity model
applied to the organization responsible for the 10T system.

Standards that apply to the ISMS are ISO/IEC 27001, which establishes the requirements for
the ISMS, and also the closely associated ISO/IEC 27002, which contains sets of security
controls to apply as part of the ISMS. The major aim of these standards is to establish and
maintain availability, confidentiality and integrity of the loT system. For loT systems an
additional concern is to prevent abuse of the system, for example through unauthorized and
malicious access to interfaces used to control or invoke entities within the system, such as
sensors and actuators.
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A significant factor for loT systems is that they often involve operational technology (OT)
considerations, which involve a somewhat different set of elements than an ISMS does. In
particular, OT places an emphasis on issues of physical security, on safety implications and
associated preventive measures and often involves deliberately isolating the entities in the
Sensing & Controlling Domain, for example through not using Internet protocols. See the
IEC 62443 series, which addresses OT security.

There are other standards that extend the principles of ISO/IEC 27001 to particular contexts
and which apply to particular entities within the 10T system and to particular types of loT
system. These include, but are not limited to:

o | ISO/IEC 27035 (all parts), Information technology — Security techniques — Informatipn
security incident management

e | ISO/IEC 27034 (all parts), Information technology — Security techniques - 'Applicatipn
security

e | ISO/IEC 27033 (all parts), Information technology — Security techniques — Netwqrk
security

e | ISO/IEC 27040, Information technology — Security techniques — Sterage security

e | ISO/IEC 27017, Information technology — Security techniques)— Code of practice for
information security controls based on ISO/IEC 27002 for cloud Services

o | IEC 62443 (all parts), Security for industrial automation ahd control systems

e | NIST SP 800-160, Systems Security Engineering: Cansiderations for a Multidisciplingry
Approach in the Engineering of Trustworthy Secure Systems

e | NIST SP 1500-201, Framework for Cyber-Physical Systems
¢ | NIST SP 800-82, Guide to Industrial Control Systems (ICS) Security

e | NIST SP 800-53, Security and Privacy.Gontrols for Federal Information Systems ahd
Organizations

e | NISTIR 7628, Guidelines for Smart Grid Cybersecurity

e | ISO/IEC 61508 (all parts), Functional safety of electrical/electronic/programmable
electronic safety-related systems

e | ISO/IEC 15045 (all parts);sHome electronic system (HES) gateway
e | ISO/IEC 24767 (all parts), Information technology — Home network security

Fgr loT systems, it jS.commonly the case that the system is assembled from components that
hgve many different,'sources. This is particularly the case for the many and diverse devicges
usied both in the'Sensing & Controlling Domain and in the User Domain. It is necessary for the
organization (Creating the loT system to evaluate and understand the information securjty
asjpects of@&ach such component and to understand if those aspects meet the requirements|of
the ISMS-6f'the IoT system as a whole. If such components are deficient in some ways, then
appropriate mitigation needs to be applied to the use of such components.

An important aspect of an ISMS is to understand that information security is an ongoing
process, not something that is done once and completed. 10T systems are no exception in this
respect. Even if there are no changes to the system components, the security of the system
can become compromised through newly discovered vulnerabilities and new methods of
attack. As a result there can be a need to update components of the system to deal with these
vulnerabilities. Careful consideration needs to be given to the processes used to update
system components: first, the process to perform updates to components (there have been
instances in the past where certain devices had no or very limited update capabilities);
second, the security of the update process and its operation only when appropriately
authorized and controlled. Impacts on the overall system are also relevant considerations.

It is also wise for an loT system ISMS to handle the life cycle of the loT system. A principal
concern is to be able to deal with changes in the IoT system itself — the addition of new
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devices, for example, which might have new characteristics such as the use of different
network technologies and communication protocols. Similarly, over time, new applications and
services could be introduced which might have novel security implications.

The ISMS needs to be built in to the system development life cycle (SDLC) used by the
organization. Testing and validation of the security controls that form part of the ISMS is
essential and this needs to be done on an ongoing basis. The ISMS itself is subject to change
and update just as much as any other part of the loT system — where elements of the ISMS
are revealed to have vulnerabilities, either found by testing or exposed by security incidents.

11.3.3 loT system & product Security Life Cycle Reference Model

An organization whose business involves developing, outsourcing or acquiring an lof|'system
prpduct generally uses a framework of defined processes and activities organized into staggs.
THis framework is commonly named “life cycle model”. Depending on the context, it is referrgd
to|as either “loT system life cycle model”, “loT product life cycle model” or “software life cygle
model”. This is not a new concept — its definition is found in ISO/IEC/IEEE 12207 apd
ISP/IEC/IEEE 15288.

Sych a life cycle model is typically customized for a particular organization.

A [specific 10T system or product life cycle, i.e. the evolutien from conception through
refirement, is an instantiation of the organization’s life cycle~model. It is possible for differgnt
grpups within complex organizations to use different 10T §ystem life cycle models for differgnt
prpjects. Some organizations develop different specialized loT product life cycle modgls
related to specific 10T product contexts such as web-loT products, real-time loT producis,
embedded loT products, medical 0T products, etc.

Agtivities performed during the stages of ¢a* software or system life cycle are part |of
organization-wide processes that should ~be compatible with the normative requirements
prpvided in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288. In addition, the ISO/IEC 24748
and ISO/IEC/IEEE 24748 series provides additional guidance and describes models for
system and software development:life cycles, life cycle stages and their relationship to l|fe
cycle processes.

THis document recommends)the addition of activities called “loT system Security Contro|s
(1$C) to the activities usually performed in the stages defined by the organization’s IpT
prpduct life cycle model) Such ISCs are tailored to the life cycle model being employed anpd
al$o tailored to the qature of the IoT system or product under consideration, which by nature
arg highly variable-

Tq address_the variability of life cycle models, an IoT system & product Security Life Cygle
ReferenceModel is presented here as a standardized reference for the addition of ISCs |to
adtivities-performed for loT product management, loT product provisioning and operatign,
infrastructure management and loT product audit. This Reference Model is a representation|of
generic stages and activities commonly found in IoT product life cycle models.

The model is not limited to software development. It also makes references to activities from
other domains such as governance, software and infrastructure maintenance, project
management, audit and control.

The purpose of the loT system & product Security Life Cycle Reference Model is to:
1) help the organization to validate each of its 10T product life cycles by specifying all
processes and actors potentially involved in 10T product security;

2) help the organization to ensure that the security concerns are correctly addressed at all
stages of its 1oT product life cycles;
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