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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

jhe procedures used to develop this document and those intended for its further, maif
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
needed for the different types of document should be noted. This document’ was dr
dccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/dire
www.iec.ch/members_experts/refdocs).

ttention is drawn to the possibility that some of the elements of this documient may be the
f patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
ights. Details of any patent rights identified during the development\0of'the document will &
htroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
st of patent declarations received (see https://patents.iec.ch).

=== o %

Any trade name used in this document is information given4or the convenience of users and
gonstitute an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific tel
xpressions related to conformity assessment, as well as information about ISO’s adhe;
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
rww.iso.org/iso/foreword.html. In the IEC, seelwww.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 27, Information security-cybersecurity and privacy protection.

—

his second edition cancels and replaces the first edition (ISO/IEC 27036-2:2014), which h
pchnically revised.

—

The main changes are as folows:
+ the structure and,content have been aligned with the most recent version of ISO/IEC 1528

list of all parts in‘the ISO/IEC 27036 series can be found on the ISO and IEC websites.

tenance
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ody. A caomplete listing of these bodies can be found at www.iso.org/members.hf

A
Any feedback)oy” questions on this document should be directed to the user’s national sf]
b
www.iec.ch)/national-committees.
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Introduction

Organizations throughout the world work with suppliers to acquire products and services. Many
organizations establish several supplier relationships to cover a variety of business needs, such as

operatio

Relation

ns or manufacturing. Conversely, suppliers provide products and services to several acquirers.

ships between acquirers and suppliers established for the purpose of acquiring a variety of

products and services may introduce information security risks to both acquirers and suppliers. These
risks are caused by mutual access to the other party’s assets, such as information and information

systems
risks sh

This dod

a) spe

as well as by the difference in business objectives and information security approaches. These
uld be managed by both acquirers and suppliers.

ument:

fifies fundamental information security requirements for defining, implementing; operating

<

morjitoring, reviewing, maintaining and improving supplier and acquirer relation$hips;

b) facilitates mutual understanding of the other party’s approach to infortnation security anfd
tolerance for information security risks;

c) reflgcts the complexity of managing risks that can have information Gecurity impacts in suppligr
and|acquirer relationships;

d) isiftended to be used by any organization willing to evaluate the information security in supplidr
or apquirer relationships;

e) isn¢tintended for certification purposes;

f) is iftended to be used to set a number of defined ififormation security objectives applicable to
supplier and acquirer relationship that is a basis fer assurance purposes.

ISO/IEC|27036-1 provides an overview and concepts associated with information security in suppligr

relationghips.

ISO/IEC| 27036-3 provides guidelines forithe acquirer and the supplier for managing informatiop

security| risks specific to the ICT products-and services supply chain.

ISO/IEC|[27036-4 provides guidelines for the acquirer and the supplier for managing informatiop

security| risks specific to the clotidservices.

Vi
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Cybersecurity — Supplier relationships —

Part 2:
Requirements

1 Scope

This document specifies fundamental information security requirements for defining, imple1;nenting,

dperating, monitoring, reviewing, maintaining and improving supplier and acquiregtelationsh|

These requirements cover any procurement and supply of products and services, such as manuf]
dr assembly, business process procurement, software and hardware components, knowledge
grocurement, build-operate-transfer and cloud computing services.

This document is applicable to all organizations, regardless of type, sizé ‘and nature.

0 meet the requirements, it is expected that an organization has internally implemented a
f foundational processes or is actively planning to do so. Theseprocesses include, but are no
b: business management, risk management, operational ahd human resources managem
hformation security.

— =+ 3

2 Normative references

|

he following documents are referred to in-the text in such a way that some or all of thein
onstitutes requirements of this document.~For dated references, only the edition cited app
yUndated references, the latest edition of the referenced document (including any amendments)

Q

Y

5O/IEC 27000, Information technology — Security techniques — Information security man
ystems — Overview and vocabuldry

L2

]

50/1EC 27036-1, Cybersecurity— Supplier relationships — Part 1: Overview and concepts

3 Terms and definitions

Hor the purposes.ofthis document, the terms and definitions given in ISO/IEC 27000 and ISO/IEC
apply.

[0 and IECOmaintain terminology databases for use in standardization at the following addres

-+ AS© Online browsing platform: available at https://www.iso.org/obp

ips.

hcturing
process

number
F limited
bnt, and

content
lies. For
applies.

ngement

27036-1

Ses:

£ Lot
t |9

10C 1l 4 R H Hlalal L/ 1 4 P H /
LT TLICCTIOpPCUTA.~ avaITdOTC at It S, 77 VW v W.CTCCTT U P CUT AL OT 277

4 Abbreviated terms

ASP application service provider

BCP business continuity plan

ICT information and communication technology
ISMS information security management system

© ISO/IEC 2022 - All rights reserved
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ITT
PII
RFP

invitation to tender
personally identifiable information

request for proposal

5 Structure of this document

5.1 Clguse6

5.1.1

Clause ¢ defines fundamental and high-level information security requirements applicable to the

manage
individu
appropr]

The req:tirements are structured according to life cycle processes specified in ISO/IEC/IEEE 15288. The

require
are able

NOTE
security

Organiz
acquiret
respons

The follpwing agreement processes support procurement or supply of a product or service from both

strategi

a) acquisition process;

b) sup

5.1.2

The org

the financial ones, needed to.erable the project to meet the needs and expectations of the organization

interest

The foll

in whicl] supplierrelationships are planned or conducted:

a) life
b) infr

General

ment of several supplier relationships. Any of the processes in Clause 6 can.be applied tp
al supplier relationships at any point in that supplier relationship life cycle“based on thie
jate assessment of the risk.

ents shall be applied by the acquirer and by the supplier to ensure that these organizations
to manage information security risks resulting from supplier relatienships.

Clause 6 only references the ISO/IEC/IEEE 15288 life cycle proeéssés that are relevant to informatiopn

n supplier relationships.
htions can enter into a variety of supplier relationships. Suitable relationships betweep
s and suppliers are achieved using agreements ‘defining information security roles anfd

bilities with respect to the supplier relationship.

" and information security perspectives:

bly process.

PDrganizational project-enabling processes

[72)

hnizational project-enabling processes are concerned with ensuring that the resources, such a

[72)

ed parties are met.,

[

pwing organizational project-enabling processes support the establishment of the environmer

Cycleqmodel management process;

hstructure management process;

c) project portfolio management process;

d) human resource management process;

e) quality management process;

f) knowledge management process.

5.1.3

Technical management processes

Technical management processes are concerned with rigorous project management and project
support, covering one or more suppliers.

2
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The following technical management processes support the establishment of the environment in which
supplier relationship instances are planned or conducted:

a) project planning process;

b) project assessment and control process;

c) decision management process;

d) risk management process;

g) configuration management process;

f) information management process;

g) measurement process;

H) quality assurance process.

Technical processes are generally used by a supplier for the following purposes:

v

d

(s

define requirements for a product or service;
transform these requirements into an effective product or service;
sustain the provision of the procured or supplied productor service;

permit consistent and quality reproduction of the procured or supplied product or servi
necessary;

dispose of the product or service when it has:been decided to retire it.

OTE ISO/IEC 27036-3 provides guidance, on;other technical processes in addition to the ones d|
his document.

.2 Clause 7

lause 7 defines fundamental.information security requirements applicable to an acquirg
upplier within the context of'a.single supplier relationship instance.

hese requirements are §tructured using the following supplier relationship life cycle:

supplier relationship planning process;
supplier selection process;
supplientelationship agreement process;

supplier relationship management process;

ce when

efined in

r and a

supplier relationship termination process.

Requirements in Clause 7 shall be applied by the acquirer and the supplier involved in a supplier
relationship to ensure that these organizations are able to manage relevant information security risks.

5.3 Relationship between Clause 6 and Clause 7

Figure 1 describes the scope of the fundamental information security requirements in connection with
the processes defined in Clauses 6 and 7.

© ISO/IEC 2022 - All rights reserved
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6.1 Agreement processes

6.1.1 Acquisition
process

6.1.2 Supply
process

6.2 Organizational project-enabling processes

6.2.1 Life cycle

6.2.2 Infrastructure

6.2.3 Project

Scope

model management management PpOTrtiolio
process process management (]/(1/
process Q
6.2.4 Human 6.2.5 Quality 6.2.6 Knowledge fl/’
resource management management (bQ)
management process process g
process Fundamerﬂe nd
high-level
inf ﬁgtion security
6.3 Technical management processes r@ements for
6.3.1 Project 6.3.2 Project 6.3.3 Decision (@quirers and
planning assessment and management 6 supph.ers' when.
process control process process ‘\ establishing their
@) organization's
— supplier relationship
6.3.4 Risk 6.3.5 Configuration | |6.3.6 Information\ > governance
management management management \\ structure
process process process s\Q
@
%\
6.3.7 Measurement 6.3.8 Quality $
process assurance N
process W
: xO
=
6.4 Technical processes (}\U
h
6.4.1 Business or 6.4.2 Architecture
mission analysis definiti
process 6 s
X [ ] _
Q‘O
& N
—~ ~
7.1 @salier 7.2 Supplier 7.3 Supplier Fundamental
r?;onship selection relationship information security
“'planning process agreement requirements for
Cf_)process process acquirers and
~ suppliers when
7.4 Supplier 7.5 Supplier establishing and
relationship relationship maintaining an
management termination instance of supplier
process process ) relationship

Figure 1 — Scope of fundamental information security requirements defined in Clauses 6 and 7
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Some of the text of 6.1 to 6.4 and of 7.1 to 7.5 is structured in tables which shall be interpreted as follows:
Acquirer
Text specific to the acquirer.
Supplier
Text specific to the supplier.
Acquirer | Supplier
Text specific to both the acquirer and the supplier, unless explicitly stated.
Text specific to the acquirer. | Text specific to the supplier.
3.4 Annexes
Annex A provides correspondence between subclauses of ISO/IEC/IEEE 15288 that are relpvant to
sjupplier relationships and subclauses of this document.
Annex B provides correspondence between subclauses of this doéument and information [security
dontrols listed in ISO/IEC 27002 that are relevant to supplier relatienships.
Annex C provides the consolidated list of objectives that arestated in Clauses 6 and 7 for the pcquirer
and the supplier.
6 Information security in supplier relationship management
6.1 Agreement processes
4.1.1 Acquisition process
4.1.1.1 Objective
The following objective shalltbe’ met by the acquirer for successfully managing information [security
within the acquisition process:
-+ Establish a supplier,relationship strategy that:
— is based gn'the information security risk tolerance of the acquirer;
— definfes-the information security foundation to use when planning, preparing, managing and
termginating the procurement of a product or service.
4.1.1.2 Activities
TheminimamractivittesshowninTable shalt beexectted b_y the a\,\iuil er-tomeetthe UbjCLtiV defined
in 6.1.1.1.

Table 1 — Acquisition process activities

Acquirer

business, operational, legal and regulatory perspectives.

2) Management commitment to allocating necessary resources.

© ISO/IEC 2022 - All rights reserved

a) Define, implement, maintain and improve a supplier relationship strategy containing the following:
1) Management motives, needs and expectations from procuring products or services expressed from



https://standardsiso.com/api/?name=1d12de2119c36fb8e007988a7ac682f7

ISO/IEC 27036-2:2022(E)

Table 1 (continued)

Acquirer

3)

4)

5)

6)

An information security risk management framework to use for assessing information security risks
accompanying the procurement of a product or service.

NOTE Subclause 6.3.4 defines information security requirements for the establishment of an infor-
mation security risk management framework.

A framework to use when defining information security requirements during the supplier relation-
ship planning process.

This framework shall be defined following information security guidelines and rules, such as infor¢
mation security policy and information classification, established by the acquirer.

Information security requirements defined in this framework need to be customized to each supplier
relationship instance, considering type and nature of the product or service that is procured.

This framework shall also include the following:

i)  methods for suppliers to provide evidence for adherence to the defined information security
requirements;

ii) methods for the acquirer to validate suppliers’ adherence to the definedihformation security
requirements and the frequency of such validation;

iii) processes for sharing information about information security changes, incidents and other rele-
vant events among the acquirer and suppliers.

A supplier selection criteria framework to use when selecting a supplier, which includes the following:
i) Methods for assessing the information security maturity required from a supplier.

The following elements can be requested from the supplier to evaluate its information security
maturity:

a) pastsecurity-relevant performance;

b) evidence of pro-active management of information security (e.g. holding an ISO/IEC 27001
certification relevant to the supply ofthe product or service);

c) evidence of documented and tested business continuity and ICT continuity plans.

ii)  Methods to be used for assessing.evidence provided by a supplier based on the defined informa-
tion security requirements.

iii) Methods for assessing supplier acceptance of the following:
a) information security .requirements defined in the supplier relationship plan;

b) commitment te-support the acquirer in its compliance monitoring and enforcement activi-
ties;

c) transition.efthe product or service supply that may be procured when it has been previous}
ly mantfactured or operated by the acquirer or by a different supplier;

d) tepmination of the product or service supply.

iv)  Supplier-specific requirements, to be defined in accordance with business, legal, regulatory,
architectural, policy and contractual expectations from the acquirer, such as:

a)" financial strength of the supplier for being able to supply the product or service;

b) location of the supplier from which the product or service will be supplied.

b) Appoint an individual responsible for handling the information security aspects of the supplier relation-
ship strategy and ensure that this individual is appropriately and regularly trained.

High-level information security requirements to use when defining the following:

i)  transition plan to transfer a product or service procured to a different supplier;
ii)  information security change management procedure;

iii) information security incident management procedure;

iv) compliance monitoring and enforcement plan;

v)  termination plan to terminate the procurement of a product or service.

© ISO/IEC 2022 - All rights reserved
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Acquirer

legal, regulatory, architectural, policy and contractual changes occur, or when a product or service
procured can significantly impact the acquirer.

c) Ensure the supplier relationship strategy is reviewed at least once a year, whenever significant business,

being

6.1.2 Supply process

§.I.Z.T Objective

—

within the supply process:

- Establish an acquirer relationship strategy that:
— is based on the information security risk tolerance of the supplier;

— defines the information security baseline to use when planning, preparing, manag
terminating the supply of a product or service.

4.1.2.2 Activities

The minimum activities shown in Table 2 shall be executed by the supplier to meet the objectivs
in6.1.2.1.

Table 2 — Supply process activities

he following objective shall be met by the supplier for successfully managing information [security

ing and

defined

Supplier

business, operational and legal perspectives;

2) management commitment té-allocate necessary resources;

that accompany the supply of a product or a service;

security risk management framework.

4) aninformatioh-Security management framework by:
theorganization;
tion security management within the organization and to demonstrate its level to acqui

documents and supplier relationship agreements conform to these requirements; any g3

34) Define, implement, maintain and improve af‘acquirer relationship strategy containing the following:
1) management motives, needs and expectations from supplying of products or services expresded from
3) aninformation security risk management framework to use for assessing information securitly risks

NOTE 1 6.3.4 defines information security requirements for the establishment of an informagion

i)  defiming, implementing, maintaining and improving information security management yithin

NOTE 2 An ISMS establishment based on ISO/IEC 27001 can serve to ensure adequate informa-
'ers.

ii)  ensuring that the supplier information security requirements stated in existing acquiref tender

p shall

be addressed to satisfy acquirer’s information security requirements of existing supplie
relationship agreements;

iii) defining a process to accept, interpret, apply and measure acquirer information security
requirements;

5) methods for:

i) demonstrating supplier’s capacity to supply a product or service of acceptable quality;

6) high-level information security requirements to use when defining the following:

i)  transition plan to support the transfer of a product or service supply when it has been
previously manufactured or operated by an acquirer or by another supplier;

ii)  information security change management procedure;

© ISO/IEC 2022 - All rights reserved
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Table 2 (continued)

Supplier

iii) information security incident management procedure;

iv) processes for sharing information about information security changes, incidents and other
relevant events among the supplier and acquirers;

v)  process for handling corrective actions;

vi) termination plan to terminate the supply of a product or service;

enspire the acquirer relationship strategy is reviewed at least once a year, whenever significant busifiess,
legdl, regulatory, architectural, policy and contractual changes occur, or when a supplier relationship is
estgblished that can significantly impact the supplier.

6.2 Organizational project-enabling processes

6.2.1 Life cycle model management process

The acquiirer and the supplier shall establish the life cycle model management'process when managinjg
information security in supplier relationships.

NOTE The purpose of this process is to define, maintain and ensuse availability of policies, life cycl

processep, life cycle models and procedures for use by the organization. There are no specific informatio
security pbjectives and activities for acquirers or suppliers to consider When internally establishing this proces

6.2.2 [nfrastructure management process

6.2.2.1 | Objective

The following objective shall be met by the acquirer and the supplier for successfully managing
informafion security within the infrastructuie management process:

6.2.2.2 | Activities

The minfimum activities shown in Table 3 shall be executed by the acquirer and the supplier to meet thie
objectiv defined in 6.2.24:

=)

Proyide the enabling infrastructure(to 'support the organization in managing information securitly
within supplier relationships.

Table 3 — Infrastructure management process activities

Acquirer Supplier

a)

b)

Deflne; implement, maintain and improve physical and logical security infrastructure capabilities for
profecting acquirer’s or supplier’s assets, such as information and information systems.

Define, implement, maintain and improve contingency arrangements to ensure that the procurement or
the supply of a product or service can continue in the event of its disruption caused by natural causes or
by humans.

These arrangements should be based on information security risk assessments and associated treatment
plans resulting from the procurement or the supply of a product or service, and should include:

1) the provision of alternative, secure facilities for the product or service supply to continue;

2) escrow of information and proprietary technologies, such as application source code and
cryptographic keys, using a trusted third party;

3) recovery arrangements to ensure continued availability of information stored at contractor or
subcontractor premises;

© ISO/IEC 2022 - All rights reserved
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Acquirer | Supplier

4) alignment with business continuity constraints expressed by an acquirer or a supplier.

arrangements:
— ISO/IEC 27031;
— IS0 22313;

NOTE The following International Standards provide requirements and guidelines on contingency

— IS0 22301.

4.2.3 Project portfolio management process

4.2.3.1 Objective

—

he following objective shall be met by the acquirer and the supplier fér,successfully m
hformation security within the project portfolio management process:

—-

— Establish a process for considering information security and overall business mission imp
and dependencies for each individual project for those projectsswhere suppliers or acqui
involved.

4.2.3.2 Activities

The minimum activities shown in Table 4 shall be executed by the acquirer and the supplier to
bjective defined in 6.2.3.1.

o

Table 4 — Project portfolio management process activities

anaging

ications
rers are

neet the

Acquirer Supplier

3) Define, implement, maintain and improve a process for identifying and categorizing suppliers or a
based on the sensitivity of the information shared with them and on the access level granted to thg
acquirer’s or supplier’s assets, such as information and information systems;

NOTE A supplier having very limited access to the acquirer’s assets, such as information and infoj

acquirer can be categoprized as critical.

b) define, implement/maintain and improve a
process for ensuting that information security
considerationS.dre integrated into the evaluation
of supplier performance as a part of each individ-
ual projett;

) ensurethat project closeout involving a supplier or an acquirer integrates information security ac
doeuimented in a termination plan.

systems, can be categorized:as not critical, while a supplier developing critical business software for the

Cquirers
b to

mation

[ivities

4.24 Human resource management process

6.2.4.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully managing

information security within the human resource management process:

— Ensure the acquirer and the supplier are provided with necessary human resources including
screening requirements, confidentiality requirements, training and awareness to ensure personnel

competences are regularly maintained and consistent with information security needs in
relationships.

© ISO/IEC 2022 - All rights reserved
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6.2.4.2

Activities

The minimum activities shown in Table 5 shall be executed by the acquirer and the supplier to meet the
objective defined in 6.2.4.1.

Table 5 — Human resource management process activities

Acquirer Supplier

a) Con
hu

sider the following in the information security training and awareness programme as part of the

1

2)

3)

wit
dis
c) ens
the

b) identify and assess personnel with regard to their access to and ability t6 disclose or modify information

d) train these personnel on information security aspects ofisupplier relationships to particularly ensure that

Qa3 3o oo aia o gaiaa it s pal

R Fesottree Matageent process:

information security guidelines and rules, such as the information security policy and information
classification, for personnel dealing with supplier relationships;

information security requirements generally
defined in a supplier relationship agreement,
for demonstrating the existence of such
requirements that meet acquirer’s needs and
expectations;

suppliers’ past performance in regard to their
level of conformity with acquirer’s informa-
tion security requirements, for demonstrat-
ing potential lack of compliance;

hin a supplier relationship, such as sensitive information or intellectual property that should not be
losed or modified;

ure that identified personnel, especially those engaged in théinformation security or in the decision of
procurement or supply of a product or service, have adequate competencies and qualifications;

thefhandling of sensitive information is correctly understood;

e) enspre that detailed criminal and background checks have been performed for personnel assuming key
posjtions in supplier relationships, where permissible by law;

f) desjgnate contact points and their backups forcritical aspects of each supplier relationship including
operations and maintenance to ensure minitmum impact when personnel leave the organization.

6.2.5 [uality management process

The acqiiirer and the supplier shallestablish a quality management process when managing informatio

security

NOTE
objectivd
for acqui

6.2.6

=}

in supplier relationships:

The purpose of-this process is to ensure that products and services meet organization qualit]
s and achieve customer satisfaction. There are no specific information security objectives and activitie
rers and suppliers to consider when internally establishing this process.

wn <

Knowledge management process

The acqtlirer and the supplier shall establish the knowledge management process when managinF
a

inform

ion security in anplipr rp]nfirmchipc

NOTE

The purpose of this process is to create the capability and assets that enable the organization to

exploit opportunities to re-apply existing knowledge. There are no specific information security objectives and
activities for acquirers or suppliers to consider when internally establishing this process.

10
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6.3 Technical management processes
6.3.1 Project planning process

6.3.1.1 Objective

022(E)

The following objective shall be met by the acquirer and the supplier for successfully managing

information security within the project planning process:

- LEStablIS a project planning process addressing inrormation secCurity or supplier relations

4.3.1.2 Activities

—

o

bjective defined in 6.3.1.1.

Table 6 — Project planning process activities

ips.

he minimum activities shown in Table 6 shall be executed by the acquirer and the supplier to meet the

Acquirer Supplier

1 Include the following as part of the project planning process:

— impacts on project costs, plans and schedule of information sécurity requirements defined fof assets
used within the procurement or supply of a product or setvice;
— integration of information security into relevant project roles, responsibilities, accountabilities and
authorities;
— securing sensitive internal information that cantberimpacted by supplier relationships, such ajs
financial, operational, intellectual property, PP for customers or staff;
— resources, such as financial ones, that are required to ensure protection of assets.
4.3.2 Project assessment and control process
The acquirer and the supplier shall establish a project assessment and control process when nanaging
ipformation security in supplier relationships.
NOTE The purpose of thisyprocess is to determine the status of the project and direct project plan
ekecution to ensure that the-project performs according to plans and schedules, within projected bydgets, to
sptisfy technical objectives:~There are no specific information security objectives and activities for acquirers or
spppliers to consider when iriternally establishing this process (adapted from ISO/IEC/IEEE 15288).
4.3.3 Decisiontmanagement process
The acquirer<and the supplier shall establish a decision management process when nlanaging
information security in supplier relationships.
NOTE The purpose of this process is to select the most beneficial course of project action where altgrnatives
eiist. There are no specific information security objectives and activities for acquirers or suppliers to|consider

when internally pcfnh]iching this process (ndnpfpd from lQﬂI/IF(‘I/IPFF 1 '§7RR)

6.3.4 Risk management process

6.3.4.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully managing

information security within the risk management process:

— Continuously address information security risks in supplier relationships and throughout their
life cycle including re-examining them periodically or when significant business, legal, regulatory,

architectural, policy and contractual changes occur.

© ISO/IEC 2022 - All rights reserved
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6.3.4.2

Activities

The minimum activities shown in Table 7 shall be executed by the acquirer and the supplier to meet the
objective defined in 6.3.4.1.

Table 7 — Risk management process activities

Acquirer Supplier

a) Integrate information security risk management into the organization’s existing risk management frame-

WOI
1
2)
3)

Car

b) Apq
1)

ledtlbhot oo Lo oo A idantifoing Sccaccing o d tea ot gt fona okl oo qagcitaz wacloc b o o xa
Tt gt Ca O St H T G ety S5 A S St S S S aht T ot R S T o a0 Seeut ey TsiSerratacCompaty”

b should be taken to ensure that this framework is defined:

existing instances of procurement or supply of product or service;
suppliers or acquirers involved in these instances;

the procurement or supply of a product or service.
NOTE ISO/IEC 27005, 1SO 31000 and ISO/IEC/IEEE 15288 provide guidance on risk management.

following the organization’s business or mission and considering legal, regulatary, architectural,

policy and contractual requirements applicable to the organization;

considering the assessment of suppliers in
terms of:

past history, such as previous and
current business arrangements and
dispute information;

contractual agreements, such as
supplier relationship agreements
and non-disclosure agreements;

information security implications of the
product or service procurement, includ-
ing acquirer’s assets handled, underly-
ing technology infrastructure, business
dependency and sub-contractors used;

supplier capability to demonstrate its
maturity in information security;

considering the following whemndefining the
method for assessing suppliers:

the type of assessment to apply to
suppliers, such-as a self-assessment
or an independent assessment
performed.by’a third party;

the level of details of the assessment
andits frequency of execution.

considering the assessment of acquirers in
terms of:

ly this fnformation security risk management framework:

to’categorize existing instances of procurement or supply of product or service;

2)

tocategorize sunpliers or acauirersinvolved in these instances:
[=} rr 1 4

past history, such as previous and
curvent business arrangements and
dispute information;

contractual agreements, such as
supplier relationship agreements
and non-disclosure agreements;

information security implications of the
product or service supply, including:

— information security requirements
given in the tender document or
supplier relationship agreement;

— information security risks of the
supplier which emerge from the
acquirer’s access to supplier’s
information in the case where,
for example, the acquirer applies
a level of control on the provider’s
production process with access to
the supplier’s sensitive informa-
tion.

3)

when:

i)
ii)

defining the supplier or acquirer relationship strategy;

planning to procure or supply a product or service.

If the organization holds an ISO/IEC 27001 certification, it is recommended to include the assets resulting from
the procurement or supply of a product or service in the ISMS asset inventory to ensure continuous informa-
tion security risk assessment and treatment.

12
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6.3.5 Configuration management process

If applicable, the acquirer and the supplier shall establish a configuration management process when

managing information security in supplier relationships.

NOTE The purpose of this process is to establish and maintain the integrity of all identified outputs of a

project or process and make them available to concerned parties. There are no specific information

security

objectives and activities to consider by each of these organizations when internally establishing this process

(adapted from ISO/IEC/IEEE 15288).

50/IEC 27002, which provides gidance in change management and change control procedursg

]

4.3.6 Information management process

The acquirer and the supplier shall integrate information security into an.‘existing infqg
hanagement process to consider the sensitivity of information that can be exthanged during
elationships.

o Tl

information to designated parties. There are no specific information security objectives and activities to
by each of these organizations when internally establishing this process.(adapted from ISO/IEC/IEEE 1

NOTE 2  Establishing an ISMS based on ISO/IEC 27001 can serve.as.a basis for applying adequate inf]
pcurity of information exchanges, in case of information security changes and incidents happenin
Lpplier relationships.

v _n

4.3.7 Measurement process

4.3.7.1 Objective

—

he following objective shall be met by~the acquirer and the supplier for successfully m
hformation security within the measurement process:

—-

— Collect, analyse and report infermation security measures related to the procurement or 4
a product or service to demonstrate the maturity of information security in supplier relat|
and to support effective rhanagement of processes.

4.3.7.2 Activities

The minimum activities shown in Table 8 shall be executed by the acquirer and the supplier to
bjective definedin 6.3.7.1.

o

Table 8 — Measurement process activities

consider
S.

rmation
supplier

NOTE1 The purpose of this process is to provide relevant, timely, complete,valid and, if required, confidential

consider
5288).

brmation
g during

anaging

upply of
ionships

neet the

Acquirer Supplier

3)c~Define, implement, maintain and improve an information security measurement framework that ¢

an be

usedforassessinathe nrocurement or sunnlvof nroduct or service
S F FrESJ P

NOTE ISO/IEC 27004 provides guidance on information security measurement that can be applie

Itis recommended to define this framework based on the organization’s business or mission and
considering legal, regulatory, architectural, policy and contractual requirements applicable to the
organization.

develop and implement specific measures related to information security in supplier relationships.

b) Apply this information security measurement framework when preparing a supplier relationship instance

dto

to agree with the other party about what is to be measured, how the measures are to be reported, the
frequency of reporting and the actions to be undertaken if the measures do not meet specified criteria.
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6.3.8 Quality assurance process

The acquirer and the supplier shall establish the quality assurance process when managing information
security in supplier relationships.

NOTE The purpose of this process is to ensure the effective application of the organization’s quality

management process to the project. There are no specific information security objectives and activities for
acquirers or suppliers to consider when internally establishing this process.

6.4 Technical processes

6.4.1 PBusiness or mission analysis process

6.4.1.1 | Objective

The following objective shall be met by the acquirer and the supplier for successfully managing
informafion security within the business or mission analysis process:

— Estgblish a process for considering information security during the business/and mission analysi
progess.

[72)

6.4.1.2 | Activities

The minfimum activities shown in Table 9 shall be executed by the.acquirer and the supplier to meet thie
objectivg defined in 6.4.1.1.

Table 9 — Business or mission analysis process activities

Acquirer Supplier

— Intdgrate information security considerations into the business or mission analysis process to ensure
busfness or mission requirements and information security concerns are appropriately balanced in
managing supplier relationships.

6.4.2 Architecture definition process

6.4.2.1 | Objective

The following objective shall)be met by the acquirer and the supplier for successfully managinjg
information security withinthe architecture definition process:

— Estgblish a technical framework for sustained procurement of product or service that satisfies thie
purpose of supplier relationships.

6.4.2.2 | Activity

—t

The minlimum activities shown in Table 10 shall be executed by the acquirer and the supplier to mee
the objective defined in 6.4.2.1.

Table 10 — Architecture definition process activities

Acquirer Supplier

— Establish a process to define, implement, maintain and improve the information security requirements of
the product or service that can be procured or supplied to facilitate sustained and consistent application.
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7 Information security in a supplier relationship instance
7.1 Supplier relationship planning process

7.1.1 Objective

The following objective shall be met by the acquirer for successfully managing information security

within the supplier relationship planning process:

— Document the decision adopted by management to 1nitiate the procurement of a productor
as well as the information security considerations related to this procurement.

71-1.2 Inputs

The minimum inputs shown in Table 11 shall be considered by the acquirer whenexecuting infqg
ecurity activities related to the supplier relationship planning process objective defined in 7.1}

(%)

Table 11 — Supplier relationship planning procéss inputs

service,

rmation

1.

Acquirer

4) Supplier relationship strategy.
) Management motives, needs and expectations from the procurement of the product or service.
) Intended scope of the product or service planned to be progured.

¢) Findings from relevant reports such as risk assessment;privacy impact assessment, threat report
penetration test.

If applicable:

agreements.

¢) Existing supplier relationship management do¢umentation, such as supplier relationship plans and

7.1.3 Activities

The minimum activities shown (inyTable 12 shall be executed by the acquirer to meet the
elationship planning process,objective defined in 7.1.1.

—

Table12'— Supplier relationship planning process activities

supplier

Acquirer

3) Identify and dssess information security risks that accompany the potential procurement of the pr
or service.based on the information security risk management framework which has been defined
supplier.rélationship strategy.

Theaequirer shall ensure this information security risk assessment:
1)~1is commensurate to the criticality of the product or service planned to be procured;

2) covers legal and regulatory constraints impacting the product or service planned to be procu

oduct
in the

red to

4l e 1 - - i 1 1 ) 21 - b 4o - - 4o o |
CILUTT UIAUTOTIIIAT PpTTIITIS STUTLS dITU TICTTILTS TIdVE DTTITN UDLATIIICU PTIUT TU TIILET TG TIILU LT SU
relationship.

to be procured in regard to the information security risks associated with existing supplier
relationships, particularly if there is a high dependency upon suppliers.

b) Identify the acceptable level of risk applied to the potential supplier relationship.

c) Identify and evaluate options for the treatment of identified and assessed risks.

mitigated to the acceptable level of risk.

© ISO/IEC 2022 - All rights reserved
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d) Define and implement an information security risk treatment plan for identified and assessed risks to be
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Table 12 (continued)

Acquirer

f)

Advise the business of the information security risk assessment and treatment plan as input to the
supplier relationship agreement negotiations.

It is recommended for the procurement to not take place if the identified information security risks cannot
be reduced to the acceptable level.

Define a supplier relationship plan for the product or service planned to be procured and which follow the
supplier relationship strategy.

Th
1))
2)

3)

4)

5)

6)

7)

(s

supplier relationship plan shall contain the following:
Specifications of the product or service planned to be procured, its scope, audience, type and naturé.

Assets, such as servers, databases, applications, network infrastructure, that have informatign
security relevance in the use of the product or service, and their associated owners.

Acquirer’s information classification inputs to the supplier’s information classificatiomand other
information security controls.

Legal and regulatory requirements of the acquirer’s jurisdiction, and areas of laws and regulations
binding the potential supplier that should be reviewed during supplier selectionprocess, namely:

i) export control;
ii)  personal data protection legislation and labour laws;
iii) intellectual property of third parties;

iv) otherlegal and regulatory requirements, such as tax laws;product liability and investigatory
powers.

If any authorisations or licences from internal or external-authorities are required for legal and
regulatory compliance, these shall be obtained prior to entering into any supplier relationship
agreement with the supplier.

Information security roles and responsibilities assigned within the acquirer’s organization and
specific to the product or service that may be-pfocured.

Acquirer’s information which can be shared with potential suppliers for the product or service that
may be procured, including a designated owner, responsible for its dissemination and for ensuring
that related handling rules are correcglyapplied.

Minimum information security requirements that shall be agreed with the supplier selected for the
procurement of the product or service.

These requirements shall berdirectly derived from the information security risk assessment and
treatment plan, and from the' information security requirements framework defined in the supplier
relationship strategy.

These requirementsshould also be defined considering the criticality of the product or service that
may be procured-and the following:

i) information classification made by the acquirer;

ii)  information security requirements defined in existing supplier relationship plans and
agreements.

AlKdéfined requirements shall be labelled with “SHALL” to differentiate them from recommenda-
tions. The defined controls shall cover all security areas (information, ICT, personnel and physical)

SPaniing across PEOPIE, ProCess and teECotogy:

7.1.4 Outputs

The minimum outputs shown in Table 13 shall be produced by the acquirer when executing the
information security activities related to the supplier relationship planning process objective defined
in 7Z1.1.

16
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Table 13 — Supplier relationship planning process outputs

Acquirer

may be procured.

treatment plan and that procurement of the product or service may be initiated.

reasons that have induced this decision.

) A supplier relationship plan.

a) Aninformation security risk assessment and treatment plan associated with the product or service that
b) A documented management decision stating the approval of information security risk assessment and

The decision to not procure a product or service shall also be documented with the information security

7.2 Supplier selection process

71.2.1 Objectives

|

hformation security within the supplier selection process.

—

The acquirer shall:

acquired.

—

he supplier shall:

acquirer’s tender document (e.g. ITT, RFP).

1.2.2 Inputs

he following objectives shall be met by the acquirer and the supplier.for” successfully njanaging

- select a supplier that provides adequate information security<for the product or service thaf may be

- respond to the acquirer’s tender document considering the information security risks associated
with the product or service to be supplied and tlie information security requirements defingd in the

)  Existing'supplier selection criteria defined for
otherprocured products or services.

11) Existing confidentiality agreements defined for
other procured products or services.

The minimum inputs shown in Table 14 shall be considered by the acquirer and the supplier when
gxecuting information security activities related to the supplier selection process objective d¢fined in
A2.1.
Table 14 — Supplier selection process inputs
Acquirer Supplier
3) Supplier relationship strategy. a) Acquirer relationship strategy.
b) Supplier relationship plan. b) Acquirer’s confidentiality agreement.
If applicable; ¢) Acquirer’s tender document.

7.2.3 Activities

The minimum activities shown in Table 15 shall be executed by the acquirer and the supplier to meet

the supplier selection process objective defined in 7.2.1.

© ISO/IEC 2022 - All rights reserved

17


https://standardsiso.com/api/?name=1d12de2119c36fb8e007988a7ac682f7

ISO/IEC 27036-2:2022(E)

Table 15 — Supplier selection process activities

Acquirer Supplier
a) Define and implement supplier selection criteria a) Review the confidentiality agreement to ensure
based on the supplier relationship plan containing it protects supplier’s assets, such as information
specifications of the product or service that may and information systems, transmitted during the
be procured and on the supplier selection criteria supplier selection process.
framework defined in the supplier relationship
strategy. NOTE 1 In the absence of a confidentiality
agreement proposed by the acquirer, the supplier
Thersupptiersetectionrcriteriastattcover the Tamrsubmmititsowrcont identiatity agreenTent
follpwing: to the acquirer before any further exchange of
assets that can impact the product or service beihg
1) |Acceptance from the supplier of the supplied.
information security requirements defined in
the tender document. NOTE 2 Existing confidentiality agreenients
can be used as a support for preparing the
2) | Supplier’s maturity in information security. confidentiality agreement of the/product or service
that may be supplied.
This maturity can be defined by requesting
the supplier to hold an ISO/IEC 27001 b) Agree and sign an acquirerconfidentiality
certification or to provide information agreement.
security documentation such as documented
and tested BCPs for ensuring its capacity to c) Receive the acquirer’Stender document.
support concurrent activations by acquirers of
incident management and recovery plans. d) Validate thatthe development and supply of the
product oxservice follow commonly accepted
3) | Terms under which the supplier allows being business and technical standards, and good
audited by the acquirer or by an authorized practice.
third party to ascertain compliance with the
defined information security requirements. e) Idéntify and evaluate information security risks
that accompany the potential supply of the product
4) | Terms under which the supplier provides or service based on the information security risk
regular assurance to the acquirer regarding management framework defined in the acquirer
maintaining information security (i.e. monthly relationship strategy.
performance reports, annual attestation,
regu]ar self-assessments, independent f) Identify the acceptable level of risk for the supply
external assessments). of the product or service.
5) |Transition acceptance when the.product g) Identify and evaluate options for the treatment of
or service that may be procuréd has been the identified and assessed risks.
previously operated or manufactured by the ] ] ] ] o
acquirer or by a different Supplier. h) Define and implement an 1nf_0}“mat10n security rllsk
treatment plan for the identified and assessed risks
6) Termination acceptance to maintain to be mitigated to the acceptable risk level.
information security in case of supplier .
relationship agteément termination. It is recommended for the procurement to not take
place if the identified information security risks
7) | Capacitymanagement of the supplier to supply cannot be reduced to the acceptable level.
the preduct or service that may be procured. | ) ) ) ) )
i)  Review the information security requirements
8) |Einancial strength of the supplier that may defined in the tender document for:
supply the product or service
1) ensuring conformity to these requirements;
9) The location of the supplier from which the L o )
product or service will be supplied. 2) determining if any additional controls will
need to be implemented to address them.
The resources required, such as the financial
ones, for implementing these controls need
to be assessed to ensure that the supplier is
willing to respond to the tender document.
18 © ISO/IEC 2022 - All rights reserved
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Table 15 (continued)

Acquirer

Supplier

10) Subcontractor transparency acceptance i) Review the terms under which audits will be
regarding whether the use of subcontractors executed by the acquirer or by an authorized third
by the supplier is allowed or not including any party to ascertain compliance with the information
information security requirements that need security requirements defined by the acquirer.
to be followed in the event subcontracting is
aHeowedstrehas 11) Decide-torespondornottothetenderdocyument

based on the following:
i) notifying the acquirer of any use of
subcontractors including any other 1) supplier’s information securityyisk
parties used in the supply chain who assessment and treatment plantelategl to the
may also have access/exposure to the potential supply of the product or seryice;
acquirer’s information; )
2) the gap to be addressedto satisfy the
ii) identifying/listing the subcontractor acquirer’s informatjon security requirements
personnel who will be working on the defined in the ténder document.
project;
1)  Assign an indiyidual responsible for integrpting
iii) notifying the acquirer of any changes to appropriateinformation security language that
subcontracting arrangements; addresses infermation security requirements and
criteria into the response document.
iv) assurance requirements of
subcontractors including regularity of
such assurances;
v) auditing requirements of subcontractors;
vi) confidentiality requirements of
subcontractors.
Care should be particularly taken to identify
this location in order to:
— identify any potential legdland
regulatory risks causéd by the difference
in laws and regulations between the
acquirer and thesupplier;
NOTE 3 Investigations related to the
foreign legislation are performed in the
case of erpss-jurisdictional procurement.
— enSure thatlegal and regulatory
obligations applying to the supplier
cannot adversely impact the supplier
relationship agreement in terms of
information security;
— evaluate environmental threats, such as
Iocal crime rates or geopolitical issues,
and their potential impacts.

NOTE 4 Existing supplier selection criteria

defined for other procured products or services

can be also used when defining and implementing

supplier selection criteria of the product or service

that may be supplied.
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Table 15 (continued)

Acquirer

Supplier

b)

d)

Prepare a confidentiality agreement to be signed
by the potential supplier to protect acquirer’s
assets, such as information and information
systems, transmitted during the supplier selection
process.

NOTE 5 Ifappropriate, this confidentiality

agr’ ClllCllt CAaIlIlr T o;sucd b_y thC ab\.iu;l Cl Cll.ld

the potential supplier before any exchange of
infgrmation which relates to the product or service
thaf may be procured.

NOTE 6 Existing confidentiality agreements
can|be used as a support for preparing the
confidentiality agreement of the product or service
thaf may be procured.

Prepare and provide a tender document including
infgrmation security requirements, such asan ITT
or an RFP, to the potential supplier.

Theltender document shall be produced based on
the pupplier relationship plan and shall contain
information sufficient for enabling the supplier to
prepare its proposal with rationale.

The|tender document shall contain the following:

1) |specifications (e.g. scope, audience, type
and nature) of the product or service to be
procured;

2) |information security requirements that the
supplier shall follow while supplying the
product or service;

3) |service levels or key performance indicators
to follow during the product.grservice supply;

4) |potential penalties that can/be imposed by the
acquirer in case of nod-compliance with the
information securityTequirements.

Inclpde only informfation necessary for the supplier
to rgspond to thet€nder document, such as public
or declassified-information. Do not include highly
senfitive information in a tender document.

CollectTesponse documents which have been
trarsmitted by potential suppliers in response to

the tender document and evaluate them based on
supplier selection criteria.

Care should be taken to validate that the
information security management, controls,
implementation and service levels provided by the
supplier meet the supplier selection criteria for
procurement of non-customised services (e.g. ASP
services).

20
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Table 15 (continued)

Acquirer

Supplier

Identify the acceptable level of risk for the
procurement of the product or service.

Identify and evaluate options for the treatment of
the identified and assessed risks.

Define and implement an information security risk

treatmentnlan forthe identified and assessed risks

which have been selected to be mitigated to the
acceptable risk level.

It is recommended for the procurement to not take
place if the identified information security risks
cannot be reduced to the acceptable level.

Select a supplier based on the evaluation of these
response documents such that this provides
greater transparency throughout the product or
service supply chain and assurances that acquirer’s
information security requirements defined in the
tender document will be met.

— D

2.4 Outputs

Table 16 — Supplier selection process outputs

he minimum outputs shown in Table 16 shall be preduced by the acquirer and the suppli
xecuting the information security activities related to-the supplier selection process objective
N 7.2.1.

er when

defined

Acquirer

Supplier

Supplier selection criteria.
A confidentiality agreement.
A tender document.

An information securjty.risk assessment and
treatment plan associated with the product or
service.

Response documents evaluation results.

Acquirersselection of the potential supplier
which has'met the supplier selection criteria.

a)

b)

If appropriate, a signed acquirer’s confidentiality

agreement.

An information security risk assessment 3

treatment plan associated with the produft or

service that may be supplied.

A response document to the acquirer’s ten
ument.

nd

der doc-

1.3 _ Supplier relationship agreement process

3.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully managing
information security within the supplier relationship agreement process:

Establish and agree on a supplier relationship agreement addressing the following:

— information security roles and responsibilities of the acquirer and the supplier;

— security controls required across information security, ICT security, personnel security and

physical security;
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a transition process when the product or service has been previously operated or manufactured
by a party different from the supplier;

information security change management;
information security incident management;
compliance monitoring and enforcement;

a termination process.

7.3.2 [nputs
The mijimum inputs shown in Table 17 shall be considered by the acquirer and the supplier"whep
executirlg information security activities related to the supplier relationship agreement” procegs
objectivg defined in 7.3.1.
Table 17 — Supplier relationship agreement process inputs
Acquirer Supplier
a) Supplier relationship strategy. a) Acquirer relationship-strategy.
b) Acquirer’s tender document.
c) Supplier’s response document.
7.3.3 Activities
The minimum activities shown in Table 18 shall be executed by the acquirer and the supplier to megt
the supplier relationship agreement process objective defined in 7.3.1.
Table 18 — Supplier relationship agreement process activities
Acquirer Supplier
a) Defjne with the other party the supplierieldtionship agreement specific to the planned supply of the
profuct or service.
Thip agreement shall:
1) | Conform to the acquirer/s tender document and to the supplier’s response document.
This means that this agreement shall particularly contain the following:
i)  theinformation’'security requirements the supplier shall comply with;
ii)  the service levels or key performance indicators to follow during the product or service
delivery:
NOTE 1€6ntent of the supplier relationship agreement can be derived from the tender document,
or fromithe response document, in the case of non-customisable services (e.g. ASP service).
2) | Address information security roles and responsibilities of both the acquirer and the supplier within
the scope of the product or service supply.
It is recommended to assign defined roles and responsibilities to competent individuals within the
acquirer or supplier that are correctly and regularly trained in information security.
3) Address the information security aspects of supplier’s subcontracting arrangements impacting the
product or service supply.
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Table 18 (continued)

Acquirer | Supplier

4)  Address the transition of the product or service supply when it has been previously manufactured or
operated by the acquirer or by a different supplier to ensure its continuity.

A transition plan shall be defined by specifying the information security requirements to be followed
by both the acquirer and the supplier during the transition of the product or service supply.

The definition of this plan shall conform to associated high-level information security requirements
defined in the acquirer and supplier relationship strategies.

The transition plan shall be agreed by both the acquirer and the supplier and documented(in fthe
supplier relationship agreement.

5) Address the handling of changes and incidents, breaches or other events that can impaet the acquir-
er’s and the supplier’s information security, and that are within the scope of the product or s¢rvice
supply, including:
i)  aninformation security change management procedure shall be definéd;-agreed by both the

acquirer and the supplier, and documented in the supplier relationship agreement to enfsure
required changes that affect information security are in a timely imanner approved by the ac-
quirer and applied by the supplier;

ii)  aninformation security incident management procedure shall be defined, agreed by both the
acquirer and the supplier, and documented in the supplierzelationship agreement to enfsure
that information security incidents that arise during the product or service supply are iden-
tified, immediately reported and investigated, considering legal, regulatory and contra¢tual
considerations and requirements.

NOTE 2 The ISO/IEC 27035 series provides guidance on information security incident management.

The definition of both procedures shall conformto associated high-level information security
requirements defined in the acquirer and supplier relationship strategies.

6) State how:

i) the acquirer will monitor and enforce the supplier’s compliance against the defined infgrmation
security requirements;

iii) the supplier will commit to'thie compliance requirements.

The following elements shall be'defined and implemented by each of the following organizatipns, and
documented in the suppliér relationship agreement:

— on the acquirer side:

— aplad specific for compliance monitoring and enforcement which complies with{the as-
sociated high-level information security requirements defined in the supplier relation-
ship strategy and which describes:

“— the types of monitoring activities, such as information security risk analysis and
audit, their frequency of execution and how their results will be reported;

— the management and follow-up of corrective actions initiated by the suppli¢r;
— on the supplier side:

— aprocess for identifying, initiating, managing, recording, reporting and closing down
corrective actions resulting from results of acquirer monitoring and enforcemetllt activ-
ities.

This process shall comply with the associated high-level information security require-
ments defined in the acquirer relationship strategy.

7) Address the intellectual property ownership of the product or service that may be supplied, and
associated assets which will be created by both the acquirer and the supplier.

8) Address conditions under which the acquirer or supplier has the right to terminate this agreement
during its execution period, such as the supplier’s inability to fulfil information security require-
ments defined in the supplier relationship agreement.

9) Address penalties imposed upon the acquirer or the supplier in case of non-compliance to the infor-
mation security requirements defined in the supplier relationship agreement.
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Table 18 (continued)

Acquirer | Supplier

10) Define information security obligations and service continuity requirements in regard to the suppli-
er relationship termination execution.

A termination plan shall be defined, agreed by both the acquirer and the supplier and documented in
the supplier relationship agreement.

The definition of the termination plan shall conform to associated high-level information security
requirements defined in the acquirer and supplier relationship strategies.

The termination plan shall cover the following:

i) definition of information security requirements to be followed by both the acquirer and the
supplier if it has been decided to transfer the product or service supply from the supplieriback
to the acquirer or to another supplier;

ii)  identification of assets (e.g. acquirer’s information and information systems, supplier’s infor-
mation and information systems, records) that are used within the product or'service supply
for selecting those that will be:

a) returned to the acquirer or forwarded to another supplier;
b) returned to the supplier;
c) destroyed or retained by the acquirer or supplier;

iii) transmission mechanisms to apply to the assets that have been identified to be returned to the
acquirer or forwarded to another supplier, or returned to the supplier;

iv) destruction mechanisms to apply to the assets that haye been identified to be destroyed;

NOTE 3 Destruction can be required upon time fraines agreed by both the acquirer and the
supplier or set by legislation or regulation. It can be'enforced by the security protection mech-
anisms defined and agreed by both the acquirer‘@nd the supplier and which apply to retained
assets. A specific non-disclosure agreement can also be defined and agreed by both the acquir-
er and the supplier for ensuring the protection of retained assets after the termination of the
supplier relationship.

v)  assurance capabilities demonstratingithat the destruction of selected assets has taken place;
assurance should be supported by.a certificate of destruction;

NOTE 4 Both the acquirer and.the supplier can also require independent verification that as-
sets have been properly destroyed.

vi) ahand-over period with-associated training that will be applied in the case a decision is made
to transfer the productior service supply back to the acquirer or to forward it to another suppli-
er;

vii) A commitmentnet to disclose sensitive information during a period of time after the termina-
tion of the supplier relationship agreement;

viii) the time'scale of the termination procedure execution.

NOTE 5 To ensure that supplier relationship agreement comprehensively addresses information secu-
rity| risks and.concerns across the organization, a maximum number of operational units representing
conpmercidl, technical and procurement activities impacted by the supplied product or service need to be
invplved i the supplier relationship agreement negotiations.

b) Approve with the other party the defined supplier relationship agreement.

7.3.4 Outputs

The minimum outputs shown in Table 19 shall be produced by the acquirer and the supplier when
executing the information security activities related to the supplier relationship agreement process
objective defined in 7.3.1.

24 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=1d12de2119c36fb8e007988a7ac682f7

ISO/IEC 27036-2:2022(E)

Table 19 — Supplier relationship agreement process outputs

Acquirer Supplier

a) Asigned supplier relationship agreement.

Store the signed supplier relationship agreement in such a way that its traceability, integrity, availability

and confidentiality is maintained and protected.
b) Completed confidentiality agreements.
c¢) Aninformation security change management procedure.

e Aninforimtion cacyityg inaidont snanagaoant nreoaondiien
t e atie-Se ety etaeRtiahagenent proeeeatte-:

¢) Atermination plan.
If applicable:
f)  Atransition plan.

yvith adequate confidentiality, integrity and availability.

ment plan and procedures. enforcement plah,
h) A corrective-actions handling process.

Establish common information exchange methods (e.g. network connectivity, messagingaid file formafts,
gJoftware versions, cryptographic standards) to enable communications between the acquirer and the qupplier

¢) Acquirer’s compliance monitoring and enforce- g) Acceptance of the,compliance monitoring pnd

7.4 Supplier relationship management process

71.4.1 Objectives

o |

he following objectives shall be met by each of the following organizations for successfully nj
hformation security within the supplier relationship management process.

—

The acquirer shall:
—+ maintaininformation security duringthe execution period of the supplier relationship in acd
with the supplier relationship agreement and by particularly considering the following:
by the acquirer or by a different supplier;
relationship agreement;

service-supply;

the)supplier relationship agreement.

—

hesupplier shall:

——Traimtairimformatiomsecur ity during theexecution periodof the supphier retatiomstipimacc
with the supplier relationship agreement and by particularly considering the following:

anaging

ordance

— transition the product or{service supply when it has been previously operated or manufactured
— train personnel impacted by the information security requirements defined in the |[supplier
— manage changes and incidents that can have information security impacts on the prpduct or

— monitor and enforce compliance of the supplier with information security provisions d¢fined in

ordance

— support the acquirer in the transition of the product or service supply when it has been

previously operated or manufactured by the acquirer or by a different supplier;

— train personnel impacted by the information security requirements defined in the
relationship agreement;

supplier

— manage changes and incidents that can have information security impacts on the product or

service supply;

— support the acquirer in the compliance monitoring and enforcement activities.
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7.4.2 Inputs

The outputs listed in 7.3.4 shall be considered by the acquirer and the supplier as minimum inputs when
executing information security activities related to the supplier relationship management process.

The minimum inputs shown in Table 20 shall be considered by the acquirer and the supplier when
executing information security activities related to the supplier relationship management process
objective defined in 7.4.1.

iton]

Table 20 — Supplier relationshin management process inputs
Lyl I (=] I I
Acquirer Supplier
a) Dedision concerning who will perform the a) Previous results of compliance monitoring and
supplier’s compliance monitoring and enforcing enforcing activities performed by acquirers of
activities. supplied products or services.
b) Preious results of suppliers’ compliance mon-

timp.

ing and enforcing activities and trends over

h

7.4.3

The min
the supy

Activities

(i

imum activities shown in Table 21 shall be executed by the acquirer and the supplier to megq
lier relationship management process objective defined in Z4.1:

Table 21 — Supplier relationship management process activities

Acquirer Supplier

a) Eng
infq

b) Opd
oth

d) Tra

the
pro

1y
2)
3)
4)
5)

6)

c¢) Manage information security changes and ineidents in accordance with the agreed procedures.

e) Manage other changes, such as the following, when notified by the other party, which are not covered by

ure that the other party has received the supplier relationship agreement and fully understands the
rmation security aspects contained therein.

rate transition of the product or service in accordance with the agreed transition plan and notify the
er party in a timely manner in case unexpegted events occur during this activity.

n on a regular basis personnel thatcain be involved in the supplier relationship agreement execution.

information security change management procedure and which can impact the supply of the procured
duct or service:

change in organization’s business, mission or environment;

change related to organization’s financial strength;

change of organization’s ownership, or creation of joint ventures;

change of location from which the product or service is procured or supplied;

change df organization’s information security level, such as the achievement or loss of an
ISO/IEE27001 certification;

change in the ability to support required business continuity capabilities;

7)

change in legal, regulatory and contractual requirements applicable to the organization

26

The management of these changes will require the notified party to do the following:

Ensure that information security risks associated to this change have been identified and assessed,
along with the options for their respective treatment.

Ensure that a risk treatment plan for identified and assessed information security risks to be
mitigated has been defined, agreed upon by involved parties and implemented.

It is recommended to terminate the procurement or supply of a product or service when the
identified information security risks cannot be reduced to the acceptable level.

Agree with the other party on the changes to the supplier relationship agreement, which includes the
following:

— information security change management procedure;
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Table 21 (continued)

Acquirer | Supplier

— information security incident management procedure;
— termination plan.
— Approve the updated supplier relationship agreement.

f)  Ensure compliance monitoring and enforcement |f) Supportacquirer’s compliance monitoring
activities meet the associated plan and the and enforcement activities in accordance with
corrective actions handling process. the associated plan and the corrective actions

handling process.

In case of changes in information security risks
or of audit nonconformities, the acquirer with the This means particularly that the supplier shall:

support of the supplier shall:
1) Approve the selection of the acquirer

1) identify and assess information security personnel or of the thizd'party that will
impacts resulting from these changes or audit perform the information’security risk
nonconformities; assessment or audit to verify the supplier’s

compliance withrthe supplier relationjship

2) determine if information security aspects agreement.
defined in the supplier relationship
agreement shall be reconsidered; NOTE The supplier can refuse the candidate

proposed’by the acquirer for performl?ng the

3) determine what corrective actions should information security risk assessment{or audit
be implemented within a defined and ohlyfor valid reasons.
agreed time scale to retrieve an acceptable
information security level within the scope of 2)) “Assist the acquirer in performing the
the procured product or service; following activities resulting from changes

in information security risks or from pudit

4) agree with the supplier on: nonconformities:

i) the changes to be made to the i) reconsider information security pspects
information security aspects defined'in defined in the supplier relationship
the supplier relationship agreemerit; agreement;
ii) the implementation of corrgctive actions; ii) define corrective actions that should
. ) ) be implemented within a defined time

5) approve the updated supplierrelationship scale to continue providing acceptable

agreement. information security for acquiref’s

information and information sysfems.

The handling of these correctivelactions
shall conform to the corrective agtions
handling process.

3) Agree with the acquirer on:

i) thechanges to be made to the
information security aspects deffined in
the supplier relationship agreemient;

ii) the implementation of correctivd actions.

4) Approve the updated supplier relationship
agreement.

7.4.4 Outputs

The minimum outputs shown in Table 22 shall be produced by the acquirer and the supplier when
executing the information security activities related to the supplier relationship management process
objective defined in 7.4.1.
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Table 22 — Supplier relationship management process outputs

Acquirer Supplier
a) Information security risk assessment and audit
reports related to compliance monitoring and
enforcement activities.
If applicable:
b) Aninformation security risk assessment related to changes which are not covered by the information
security change management procedure.
c) Atifansition plan execution report.
d) Infqrmation security changes history and associated reports.
e) Infqrmation security incidents history and associated reports.
f)  An ppproved updated supplier relationship agreement.
Profect the approved updated supplier relationship agreement to maintain its traceability’\and integrity as
well availability and confidentiality, when stored.
g) Alit of corrective actions which have been agreed upon and the current status (e.g{open, withdrawn or
implemented).
7.5 Sypplier relationship termination process
7.5.1 Pbjectives
The follpwing objectives shall be met by the acquirer and the supplier for successfully managing
information security within the supplier relationship termindtion process:
a) protect the product or service supply during its termination to avoid any information securit},
legdl and regulatory impacts after the notice of termination;
b) terminate the product or service supply in accordance with the termination plan.
7.5.2 [nputs
The mijimum inputs shown in Table 23 shall be considered by the acquirer and the supplier whep
executirlg information security activities related to the supplier relationship termination procegs
objectivp defined in 7.5.1.
Table 23~ Supplier relationship termination process inputs
Acquirer Supplier
a) Manpagement deciSion from the acquirer or supplier to terminate the product or service supply.
b) Lasfavailableversion of the supplier relationship agreement, which shall contain a termination plan.
If applicgble;
c¢) Existing hon-disclosure agreements established
with )upp1151 ST

7.5.3 Activities

The minimum activities shown in Table 24 shall be executed by the acquirer and the supplier to meet
the supplier relationship termination process objective defined in 7.5.1.

28
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Table 24 — Supplier termination management process activities

Acquirer Supplier

a) Clarify with the party having decided to terminate the product or service supply if there are any
information security motivations behind this decision.

If any, the party being notified of the product or service supply termination shall do the following:

along with the options for their respective treatment;

and implemented.

or service supply for which the decision to terminate it has been taken.

) Decide with the supplier whether the product or
service supply shall be cancelled or transferred
back to the acquirer or another supplier.

the product or service supply about its termination.

¢) Appoint an individual responsible for handling the product or service supply termination in accordlance
with the termination plan.

f)  Selectand agree with the other party on the assets that will bé:

1) returned to the acquirer or forwarded to another supplier;

2) returned to the supplier;

3) destroyed or retained by the acquirer or supplier

g) Execute the termination of the product or servicgsupply in accordance with the termination plan.

) Ensure thatlogical and physical access rights granted to the other party for accessing and handlinig
internal assets required for the product or;sérvice supply are removed in a timely manner.

1 Agree with the other party on the achievement of the supplied product or service termination.

1) identify and assess information security risks associated to given information security motivations,
2) ensure thata risk treatment plan for identified and assessed risks to be mitigated has been defined

If a sudden termination is needed, activate the acquirer’s BCP depending on the importance of\the product

)  Define and implement a communication plan to inform internal personnel and third parties impacted by

¢) Ensure an up-to-date inventory of assets that are used within thetsupply of the product or service fxists.

1.5.4 Outputs

@ =

xecuting information security activities related to the supplier relationship termination procgss.

o O

bjective defineddn'7.5.1.

Table 25 — Supplier relationship termination process outputs

he following minimum outputs shall be produced by each of the following organizations when

he minimum outputssshown in Table 25 shall be produced by the acquirer and the supplier when
xecuting the information security activities related to the supplier relationship termination| process

Acquirer Supplier

4) .7"A communication plan related to the product or service supply termination.

c) Anup-to-date inventory of assets that are used within the product or service supply.
d) Atermination plan execution report.
If applicable:

e) Aninformation security risk assessment and treatment plan associated with information security
motivations given for terminating the product or service supply.

f)  Atransition plan execution report.
g) Assets destruction certificates.

h) Areport on the logical and physical access rights removal execution.

j) Any signed/completed confidentiality agreements for any ongoing confidentiality requirements.
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Annex A
(informative)

Correspondence between ISO/IEC/IEEE 15288 and this document

nnnnnnnnnnnnnn deancahatiizann tha cob ol cnc AFTC‘I\IH_’.‘(‘ JEEE 15200
SO TOZ00

<h tha
Table A.}shews-the-cerrespondencebetween-the-subelausesofISOH

Table A.1 — Correspondence between ISO/IEC/IEEE 15288 and this document

ISO/IEC/IEEE 15288 This document
6.1 Agrpement processes 6.1 Agreement processes
6.1.1 Adquisition process 6.1.1 Acquisition process

— 7.1 Supplier relationship planhing process

Supplier selection process

Supplier relationship-agreement process

|
SRR
M (]

Supplier relationship management process

|
N
(a1

Supplier relationship termination process

6.1.2 Sypply process 6.1.2 Supply,process

_\10\
N | =

Supplier'selection process

B |

Supplier relationship agreement process

N
e

Supplier relationship management process

|.\1 |
<

Supplier relationship termination process

N
N

6.2 Orgpnizational project-enabling processes Organizational project-enabling processes

N

6.2.1 Liffe cycle model management process .2.1 Life cycle model management process

6.2.2 Irffrastructure management process 6.2.2 Infrastructure management process
6.2.3 Project portfolio management process 6.2.3 Project portfolio management process
6.2.4 Hyiman resource management process 6.2.4 Human resource management process
6.2.5 Qpality management process 6.2.5 Quality management process

6.2.6 Khowledge management process 6.2.6 Knowledge management process

6.3 Technical management processes 6.3 Technical management processes

6.3.1 Pioject planning process 6.3.1 Project planning process

6.3.2 Project assessnient’and control process 6.3.2 Project assessment and control process
6.3.3 Decision mandgement process 6.3.3 Decision management process

6.3.4 Risk management process 6.3.4 Risk management process

6.3.5 Configuration management process 6.3.5 Configuration management process
6.3.6 [niermationmanagement process —— nformation management process
6.3.7 Measurement process 6.3.7 Measurement process

6.3.8 Quality assurance process 6.3.8 Quality assurance process

6.4 Technical processes 6.4 Technical processes

6.4.1 Business or mission analysis process 6.4.1 Business or mission analysis process
6.4.2 Stakeholder needs and requirements definition 6.4.2 Architecture definition process

process

6.4.3 System requirements definition process —

6.4.4 Architecture definition process —

6.4.5 Design definition process —
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