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Foreword

© ISO/IEC

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialised system for worldwide standardisation. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
conmmittees—established—by—the—respective—organisation—to—deat—with—partreatar—fretds of mutual
interest. Other international organisations, governmental and non-governmentaliR|liaison with
ISQ and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint*technicall committee
ISQ/IEC JTC 1. Draft International Standards adopted by the joint technical committee are
circulated to national bodies for voting. Publication as an International’Standard requifes approval
by at least 75% of the national bodies casting a vote.

Intdrnational Standard ISO/IEC 14598-5 was prepared by Joint' Technical Committee ISO/IEC
JTC1,Information technologySubcommittee SC Boftware engineering.

ISQ/IEC 14598 consists of the following parts, under the generalrftbeemation Technology -
Soffware product evaluatian

- Part 1: General overview

- fpart 2: Planning and management

- fpart 3: Process for developers

- fPart 4. Process for acquirers

- Part 5: Process for evaluators

- PPart 6: Evaluation modules

Annex A forms an integral part of this part of ISO/IEC 14598. Annexes B, C, D, E and F are for
infgrmation only.
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Introduction

Software products are becoming more and more important in all domains of industry and services.
It is therefore necessary to be able to evaluate the quality of these software products.

Software prad are _extreme aried hev are produced to il ve diverse requirements in
terms, for example, of functionality. Their context for use can also be very varied such’gs in the case
of @pplication software in a management information system, of software embedded in other
progucts or of game software, to cite a few examples.

Potential benefits from evaluation are:

e developer can use the results of the evaluation of its product to.identify correctivie actions, in
order to improve the product or to make decisions about the evolution strategy for the product;

pr the supplier of a product the benefit from an evaluation ean’be to get confidence|in the value
of the product; in addition the evaluation report can be usedfor commercial purposes;

for software product acquirers, evaluation results may-be used as objective data on yhich to base
acquiring decisions;

jor the industry at large, the spread of software product evaluation will help the use pf quality as
a marketing argument.

Thg primary purpose of software product@valuation is to provide quantitative results| concerning
soffware product quality that are comprehensible, acceptable to and can be depended on by any
intefrested party.

Thg evaluation process is descfibed as a step-wise procedure that allows expression of evaluation
regpirements in terms of quality characteristics as defined in ISO/IEC 9126. The evaluation takes
intg account various documents that can be considered as part of the software produ¢t, e.g. design
dodumentation, test or validation reports, source code or user documentation. It is recommended
that the evaluator uses a library of evaluation modules that define evaluation methods. These
evgluation modules tould be standardised, although no provision for that is proppsed in this
stamdard. The evaluation leads to the production by the evaluator of an evaluation repo

—+

This evaluation process is a generic abstract process that follows the model defined in ISO/IEC
91746. Therefore, this process is applicable within all primary life-cycle processes|defined in
ISQ/IEE€'12207. Specific supporting life-cycle processes defined in ISO/IEC 12207 are directly
related-to-the evaluation-process.—TFhey are quality assuranceverification,—validation ! joint review
and audit.

The tailoring process defined in ISO/IEC 12207 is built in the evaluation process defined in this
standard by allowing the user to specify and design the evaluation activities.

The evaluation process described here may be used to test the conformity to standards such as
ISO/IEC 12119
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Information technology —
Software product evaluation —
Part 5: Process for evaluators

1| Scope

This part of ISO/IEC 14598 provides requirements and recommendations for the practical
implementation of software product evaluation when several parties need to understanE, accept and
trugt evaluation results. In particular, it may be used to apply  the concepts described in
ISQ/IEC 9126.

Thg process described in this part of ISO/IEC 14598 defines the activities needed to analyse
evzluation requirements, to specify, design and performy evaluation actions and to ¢onclude the
evaluation of any kind of software product.

Thg evaluation process may be used to evaluate. already existing products, provided the needed
profluct components are available, or to evaluate/products in development.

NOTE For the evaluation of a product in development, the evaluation process needs to be
synchronized with the software development'process and product components are evaluated as they
are delivered.

Thig part of ISO/IEC 14598 may bheCused by
- testing laboratory evaluators, when providing software product evaluation services,

- goftware suppliers, when" planning evaluation of their products, including evalugtion to be
¢arried out by independent testing services,

- goftware acquirersywhen requesting evaluation information from a supplier or testing service,

- goftware users)when evaluating products or when using evaluation reports provided by testing
Iaboratories,

- gertification bodies in defining new certification schemes for software products.

2 Conformance

Because of the freedom of choice afforded to the user by the general nature of its recommendations,
a simple claim of compliance with this part of ISO/IEC 14598 is not valid. Any organization
imposing this part of ISO/IEC 14598 as a condition of trade is responsible for specifying and
making public a set of requirements which constitute the terms for compliance for a given
application of this part of ISO/IEC 14598. All requirements of clause 6 should be considered for
applicability.
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3 Normative references

The following standards contain provisions, which through reference in this text, constitute
provisions of this part of ISO/IEC 14598. At the time of publication, the editions indicated were
valid. All standards are subject to revision, and parties to agreements based on this part of
ISO/IEC 14598 are encouraged to investigate the possibility of applying the most recent editions of
the standards indicated below. Members of IEC and ISO maintain registers of currently valid
Intgrmationat-Standards:.

ISQ/IEC 9126:1991, Information technology —  Software product evaluation’—| Quality
characteristics and guidelines for their use.

ISQ/IEC 14598-1:-1), Information technology — Software product evaluatio — Part 1| General
overview.

ISQ/IEC 14598-6:-1), Information technology — Software preduct evaluation — Part 6:
Evdluation modules.

4| Definitions

For|the purposes of this part of ISO/IEC 14598, thefollowing definitions apply.

4.1| evaluation method a procedure describing the action to be performed by the eyaluator in
order to obtain the result for the specified;measurement or verification applied on the specified
profluct components or on the product as-a whole.

4.2| evaluation report the documeént that presents evaluation results and other ipformation
relgvant to an evaluation.

4.3| evaluation records documented objective evidence of all activities performed and of all
reslilts achieved within theevaluation process.

4.4| evaluation requesterthe person or organisation that requests an evaluation.

4.5 evaluation‘tool an instrument that can be used during evaluation to collect data,|to perform
integrpretation;ef data or to automate part of the evaluation.

NOTE " Examples of such tools are source code analysers to compute code metrics, CASE tools|to
praduce formalised models, test environments to run the executable programs, checklists to collgct
inspection data or spreadsheets to produce syntheses of measures.

4.6 evaluator. the organisation that performs an evaluation.

NOTE An evaluator may, for example, be a testing laboratory, the quality department of a software
development organisation, a government organisation or a user.

4.7 software product developer the person or organisation that manufactures a software
product.

1) To be published.
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software product evaluation technical operation that consists of producing an assessment of

or more characteristics of a software product according to a specified procedure.

NOTE 1 This definition can be compared to that of testing in ISO/IEC Guide 2. However, in this
of ISO/IEC 14598, the term evaluation is preferred in order to avoid confusion with the notion of
testing widely accepted in the field of software engineering.

part

NOTE 2 Software product evaluation is not necessarily conformity testing (as defined in ISO/IEC

Guide 2, 13.3.2) in the context of a certification scheme. However, conformity testing can be part
an evaluation

5

5]

Theg
I1SQ
dire

characteristics based on the measurement of lower abstraction attributes of the product.

In this context, the evaluator can use his or her,_experience in software engineering
assessment. This might reduce the objectivity of;the evaluation. Another aspect to be

the
mef

The
of €

reviews of intermediate) and final evaluation results and the keeping of records of th

pro

5.

5.2

Evaluation Concepts

1 General aspects
quality of software products can be described in terms of-quality characteristics 4

/IEC 9126. However, the state of the art in software measurement is such that, in
ct measurement of these characteristics is not pragtical. What is possible is to

possibility of using non-deterministic evaluation methods; although precisely defi
hod can require the evaluator to make choices which cannot be pre-defined.

specification component of the productiinto a formal model and of performing performance or

evaluator.

refore, provisions in thjsipart of ISO/IEC 14598 are provided to maintain the level o
valuation as high as(possible in all circumstances. These provisions bear on the o

CESS.

P Evaluation starting point

1"~ Initial agreement

reliability evaluation of this model;the translation phase involves many choices to be made by th¢

of

1S defined in
general, the
assess these

to make the
considered is
ned, such a

NOTE An example of a non-deterministic evaluation method is the one that consists of translatipg a

b

objectivity
ganisation of
e evaluation

The evaluation of a software product occurs when the requester of the evaluation requests the
evaluator to perform an evaluation of this software product.

NOTE When requesting the evaluation, the requester expresses evaluation requirements which are
analysed by the evaluator. The requester and the evaluator subsequently agree on the evaluation

specification.
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5.2

.2 Parties involved in the evaluation

Potential requesters of evaluations are, for example,

- software developers,

software suppliers,
software acquirers,
software users,

© ISO/IEC

Potential evaluators are, for example,

In some cases, the developer of the software product is“involved in the evaluation

de

.8 Characteristics of the evaluation process

ystem integrators in their role of software acquirers.

ird party testing laboratories,

sting entities within software producing or distributing organisations,
sting entities within software buying or using organisations,

sting entities within system integration organisations,

rganisations making comparisons between products.

eloper is not the requester of the evaluation.

rincipal objective of the evaluation process described in this part of ISO/IEC 1
mote the following desirable evaluationprocess characteristics:

epeatability: repeated evaluation of the same product to the same evaluation specif
ame evaluator should produce:results that can be accepted as being identical,

eproducibility: evaluationt.of the same product to the same evaluation specifig
ifferent evaluator should produce results that can be accepted as being identical,

mpartiality: the evaluation should not be biased towards any particular result,

even if the

4598 is to

cation by the

ation by a

bjectivity: the.@valuation results should be factual, i.e. not coloured by the feeljngs or the

pinions of the’evaluator.

NOTE\/Evaluations of the same product can be conducted with different evaluation specification
They are therefore not comparable and may lead to different results.

5.4 Evaluation process

The evaluation process (see clause 6) consists of a set of activities which are conducted in co-
operation with the requester and the evaluator. These activities are performed on the basis of data
provided by the requester and the evaluator or produced by other activities. They produce data
which is used by other activities or which is the result of the evaluation process.
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The activities are designed to take into account the following issues:

98(E)

- objectives vary from one evaluation case to another since software products are developed to
fulfil varied requirements and an evaluation requester may agree particular evaluation
requirements (see 6.2.1),

- software products are composed of components, the form and nature of which depend on
development methods which can be very different,

-
q

All {

5.4
The

5.4

The
req

The

ossible evaluation techniques are numerous and need to be selected taking int:
bjectives of the evaluation and the composition of the product.

hese considerations impose a high flexibility for the process.

.1 Evaluation activities
evaluation process (see clause 6) comprises the five activities listed below:
stablishment of evaluation requirements (see 6.2.1);

pecification of the evaluation based on the evaluation requirements and on the des(
roduct provided by the requester (see 6.3.1);

esign of the evaluation which produces an evaluation plan on the basis of thg
pecification; this activity takes into account, the components of the software prq
bvaluated and the evaluation methods proposed by the evaluator;

pxecution of the evaluation plan which.gonsists of inspecting, modelling, measuring
he products and its components according to the evaluation plan; these actions can

pvaluator are recorded and theresults obtained are put in a draft evaluation report;

onclusion of the evaluation, which consists of the delivery of the evaluation rep
isposal by the evaluator*of the product evaluated as well as its components whg
een transmitted indepéndently.

.2 Input todhe evaluation process

requester.provides the requester’s requirements which are an initial version of t
lirements.

requester provides, during the evaluation, the following input to the evaluation proc

D account the

ription of the

b evaluation
pduct to be

and testing
be performed

sing software tools (which are usually provided by the evaluator); the actions perfoymed by the

prt and the
bn they have

e evaluation

ESS.

- the product description,

- the product components.

The product description identifies the software product as well as its components submitted for
evaluation.
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NOTE 1 The product may include documents related to planning, process or development methods
used for its production. A planning document may include schedule, organisation structure or
estimated costs.

NOTE 2 If the requester is a user, he or she should agree with the developer to support the evaluator
and may require the developer to deliver to the evaluator the description of the software component
and software product to be evaluated.

The evaluator provides the following input to the evaluation process:

ol Fal
CTIITCTIrOTTO,

rvaluation methods and
bvaluation tools.

5.4.3 Output of the evaluation process
Duiling the evaluation process, the evaluator provides the following output products:

pvaluation records, including evaluation plan and records of evaluation actions,

6
- the draft evaluation report, including evaluation requirements, evaluation specification and
gynthetised evaluation results,

Lt

he reviewed evaluation report.

Theg evaluation requirements, specification and plan.are the intermediate products of the evaluation
progess. The evaluation records and evaluation“report are the final products of the evaluation
progess.

Theg evaluation requirements describe the" objectives of the evaluation; in particylar, quality
reqlirements for the product are described.

Theg evaluation specification defines all analyses and measurements to be performed g¢n the product
and on its components. The components of the product that will be analysed and mneasured are
identified.

Thg evaluation plan deseribes operational procedures needed to implement thg evaluation
specification; in particutar all the methods and tools to be used in the evaluation are degcribed.

Theg evaluation records consist of the evaluation plan and a detailed account of actions [performed by
the|evaluator while executing the evaluation plan; these records are kept by the evaluator.

NOTE.D " The evaluation records are kept in order to allow re-processing of the evaluation resulfs.

Thg evaluation report contains evaluation requirements, the evaluation specification, [results from
thelmeasurements and analyses performed and any other information necessary to ba able to repea
or reproduce the evaluation. The evaluation report is first issued as a draft for review. When in final
form, it is delivered to the requester.
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NOTE 2 The figure below gives an overview of the process described above. The information flow
between activities is identified.

Requester's

- Evaluation
Requirements . X
q N Establishment , Requirements

P! of Evaluation
Requirements
| Specification S‘;‘gzgggn
> of the £
»| Evaluation
Product Pre-defined
Ceript Evaluation i i Evaluation
Description Specifications Design of Evaluation .
g Plan /
> the ya >
»| Evaluation Record of
Evaluati 7 Evaluation
valuation :
Evaluator's Methods _ Actions
Input \ Evaluation Tools N > Execution
of the
» .
”| Evaluation 7— Draft Evaluation
Report
Product Synthetised / P Reyi ewgd
C Eyaluation + | Conclusion Evaluation
omponents Results = Z; Rgport
< > of the
Rpquester's Evaluation

Input

Figure 1 — The_ evaluation process

5.5 Relations between evaluation and life-cycle

Evdluation of a software product can be performed within the context of any life-cyclg process as
defined in ISO/IEC 12207. Inparticular, evaluation can occur within one of the acquisition, supply,
devielopment, operating orrmaintenance processes.

Theg decision as to whether a software product evaluation is to be performed may be taken as early
as |possible in the.product development process. If this is done right at the begipning of the
devVielopment process, it is possible to build into the software development process the
megasurements/and tests to be performed for the evaluation. This would ensure the maximum
likelihood for,the product to satisfy all requirements concerning the evaluation results, as well as
minimising-the risk of extra, unexpected costs being incurred.

Whenothe requester is the product developer, early contact with the evaluator to| discuss the
intention of submitting a product for evaluation would also help the developer to anticipate any
special needs (such as particular documents or evidence which might be required) which the
evaluators could have.

It is possible that some (or even all) of the evaluation actions will have to be done on site rather than
at the evaluator’s. In this case, the actions will still be controlled by the evaluator to ensure that the
results are impartial.

For very large, complex software projects it would be beneficial for the developer to have
continuous, detailed co-operation with the evaluator during the whole development of the product to
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minimise the duration and cost of the evaluation process. This co-operation should be such that it
does not reduce the impatrtiality of the evaluator.

6

Evaluation process requirements

6.]

6.1

In g
and
pro
req
Gui

6.1
The
t

General requirements

D provide information necessary for identification and description of the product,

D state initial evaluation requirements-and to negotiate with the evaluator to determi
pvaluation requirements; these requirements for the evaluation should comply w
egulations and standards,

D act, whenever necessary, as an intermediary between the developer and the evall

D provide the evaluator, whenever necessary, with suitable access to compute
rquipment used-for development and for operational use of the software product,

D provide;,-whenever necessary, support to the evaluator, including training an
uitable staff,

p_ensure the timely supply, whenever necessary, of the software product, its des

.1 Organisation and quality system
rder to satisfy the characteristics expressed in 5.3, i.e. repeatability, reproducibility,|impartiality
objectivity of the evaluation results, the evaluator shall act in angrganisational |context that
ides all necessary assurance to obtain sufficient quality for its activities. In order tg satisfy this
lirement, the evaluator’s organisation may comply with the requirements prescribed in ISO/IEC
de 25.
.2 Requester’s responsibilities
responsibilities of the requester of the evaluation shall be
D establish necessary legal rights in the software product for the purpose of the evaluation,

he the actual
ith relevant

D state confidentiality requirements concerning the information submitted to the evaluation,

hator,

rs and other

d access to

scription and

nmpnnnntc, inr‘lllding documentation and other mnfnrinl,

results.

to inform, whenever necessary, the evaluator of any factor that might invalidate the evaluation
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6.1.3 Evaluator’s responsibilities

The responsibilities of the evaluator shall be

98(E)

- to check that the requester has the sufficient legal rights in the software product for the
evaluation to be performed; to do so, the evaluator may require an attestation from the requester,

- to keep the confidentiality as required, of all the information provided by the
including, for example, the product under evaluation, the evaluation records and th

requester,
e evaluation

port,
- tp provide qualified and trained staff to conduct the evaluation,
- tp provide the evaluation tools and technology,
- tp conduct the evaluation in accordance with the evaluation requirements,

- maintain records of any work performed during the evaluation-which has an im
valuation results,

- tb ensure timely delivery of the evaluation report to the requester,

- provide the visibility into the conduct of the evaluation to the extent reques
quester.

6.2 Establishment of evaluation requirements

6.2.1 Purpose of the establishment of evaluation requirements

pact on the

fed by the

Thg purpose of the establishment(of evaluation requirements is to describe the objgctives of the

evdluation. Such objectives relatesto the software product’s intended use and its associ

ated risks (for

exgmple, see annex B). Several viewpoints may be considered: those of different prodyct users such

as the product acquirer, itg supplier, its developer, its operator or its maintainer.

6.2.2 Elaboration of the evaluation requirements
The activity of analysis of the evaluation requirements is composed of the following sub
- propesing requester’s requirements by the requester;

-4 _expressing the extent of the coverage of the evaluation by the requester;

Lactivities:

- Supporting the requester i analyZing the reason for evaiuation and i describin
evaluation requirements by the evaluator;

the

- explaining the extent of confidence and stringency of evaluation by the evaluator;

- agreeing on the evaluation requirements.

The requester of the evaluation shall provide the requester’s requirements which are an initial

version of the evaluation requirements. The evaluator should support the requester in
reasons for evaluating the product and in describing the evaluation requirements.

analysing the
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The application domain for the product submitted to the evaluation should be considered, as well as
the general description of its purpose. Critical issues such as safety, security, economic or
environment aspects may be taken into account. Applicable regulations and laws should be

con

sidered.

In the requester's requirements, the requester shall express requirements on how extensive the
coverage of the evaluation should be. At the same time the evaluator should ensure that the
evaluation be stringent enough to provide real confidence in the software product quality.

The
req

6.2

The
pro

The

refore,theevaluator and—the requester shattagree—on—theevatuationrequirems
lisite for continuing with the evaluation process.

NOTE For certification of a software product or of its components the requester of thecevaluatio
specifies the normative document containing the requirements for the product.

.3 Contents of the evaluation requirements

evaluation requirements shall contain a general description @fthe application do
fduct submitted to the evaluation. A general description of the (product purpose shall

evaluation requirements shall also consist of a list 0f quality requirements rg

exgmple, to quality characteristics as defined in ISO/IEC/9126. In this context, sub-ch

may
refe

also be used. When a requirement refers to a eharacteristic not defined by 1ISO
rence to authoritative literature defining it shalkhe made and the requester and

shaguld explicitly state their mutual understanding 6fthis characteristic.

The
givd
req
may

For

relative importance of each quality characteristic in the evaluation requirement
en. This applies when some part of thezproduct needs to be evaluated with differe
lirements. To express this importance, the notion of an evaluation level as suggest
be used.

each requirement in the evaluation requirements, the specification of inform:

contained in the software preduct and in its components to be evaluated shall be pt

spe

typs
pro

6.2

cification should, as much as possible, refer to a software engineering standard. Ir
p of formalism used inthe components or the type of software development met
juce them may be'specified.

NOTE The-extent and the form of information required for the evaluation can be related to the ¢

of the evaluation, on the one hand, and to the importance of a specific quality requirement on the
product,\on the other hand.

4+ ‘Approbation and reporting

nts as a pre-

main for the
be provided.

ferring, for

aracteristics
IEC 9126, a
he evaluator

5 should be
Nt evaluation
pd in annex B

htion to be

ovided. This
addition, the
ods used to

pst

Th

evaluation requirements shall be approved as a result of a joint review between

and the evaluator.

he requester

The evaluation requirements shall be included in the evaluation report and in the evaluation records.

10
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6.3 Specification of the evaluation

6.3.1 Purpose of the specification of the evaluation

The purpose of specifying the evaluation shall be to define the scope of the evaluation and the
measurements to be performed on the product submitted for evaluation and on its various com-
ponents. The level of details in the evaluation specification should be such that, on its basis, the

re natahilithnv, and tha ranrkadiicihilifhng, Af tha Avialbiiatinn ha r\nﬁnrr\rl
p.‘utuuuu] O ST O PIToOU OOty OT thC- o vorioatroT T o T~ T TToarct™

NOTE 1 The evaluation specified may be non-deterministic. In that case, it should be suchithat the
results obtained from repeated or reproduced evaluations be consistent.

However, the evaluation specification should not contain proprietary information of the gvaluator.
NOTE 2 The evaluation report, which contains the evaluation specification, isrdelivered to the

evaluation requester who may disclose it to other parties. Therefore it would not be advisable for fthe
evaluator to try to protect some proprietary information.

6.3.2 Elaboration of the evaluation specification

The activity of specifying the evaluation is composed of three sub-activities:
- analysing the product description,

- specifying the measurements to be perfarmed on the product and its components,

- verifying the specification produced.with regards to the evaluation requirements.

NOTE The verification sub-activity may,be conducted in parallel with the others in order to identjfy
potential problems as early as possible:

§.3.2.1 Analysing the product-description

Theg requester shall provide a description of the product submitted for evaluation. The| goal of this
dedcription is

p allow to define<the scope of the evaluation, i.e. the identification of those software product
omponents that are to be considered as part of the product and the identification of those
oftware preduct components that are not to be considered as part of the product gnd which are
nly referred to for the ease of understanding the product.

o (N O —+

evaluation is embedded in a system consisting of hardware, other software products, networks or
organisations because the separation between such products is not always obvious.

- to give to the evaluator the identification of product components submitted for evaluation, to
understand their structure and to identify the information provided as well as how to access it.

11
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This description shall contain the list of product components actually submitted for evaluation, a

rationale about the structure of the product and a list of product related documents. The

components

listed may contain other smaller components which need not be listed. For each component and

product related document in the lists, the following information shall be provided:

description of the nature of the component,

- information about formalisms used within the component,

- information about the size of the component,

- relationship with other components,

- ipformation about availability of the product component to the evaluator.

In gny case, reference to appropriate software engineering standards shouldde made.

Thg evaluator shall check that the product description conforms, to~"the above
reqpirements.

The evaluator shall analyse the rationale provided as well as the description of the cq
order to identify their relationship with the components identified-in the evaluation requi

view, with regard to quality characteristics to be assessed.4An the product description, actual

that the evaluation requirements specifies as being in $éveral components.
NOTE 4 This information is needed in order to identify which evaluation can be performed. This
be used, together with the evaluation requirements;’to build the evaluation specification.
NOTE 5 The analysis of the product description‘may be improved by consultation with the deve

to the depth required will be possible, by performing a brief audit.

§.3.2.2 Specifying measurements

Thg evaluator shall allocate the” evaluation requirements on the product itself and
components identified in theproduct description. This should lead to a decompos
luation requirements~into e.g. sub-characteristics. The result of this decomposit

evaluator shall then specify the measurements intended to be used to assess the
-characteristics and attributes of the product and the selected components. These

ation of a metric to be applied on th

or on an iden

e evard

NOTE 3 In the evaluation requirements, components may be specified from a theoretical point ¢f

mentioned

mponents in
ements.

components are listed. It may happen that some actual components of the product contain infornpation

will

oper

of the product. This would provide an opportunity for the evaluator to establish whether an evalugtion

the various
ition of the
ion may be
nents listed

characteristics
specifications

ified set of

A" CICtio OPIeSe Cl

ation report,

- a reference to statements in a product component specifying software requirements that will be
verified and the specification of the procedure to be used to verify these requirements,

12
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- the specification of a requirement for the software product which is either missing in the
software requirement documents or needs to be explained in more detail for the evaluation and
the specification of the procedure to be used to verify this requirement,

- areference to statements in identified standards or regulations where additional software require-
ments are provided and the specification of the procedure to be used to verify these
requirements.

For each of these statements, reference should be made to the nature of and to the formalisms usec

in the components to be measured or verified.

For|this task, the evaluator may use pre-defined evaluation specifications. Theseé.elen

fic
145

g

The
evd

The
neg
eva|
the

The
pro

Theg
eval
the

-k

-k

ions should be in the form of evaluation module specifications as recommended
98-6.

.3.2.3 Verifying the evaluation specification

evaluator shall perform a verification of the evaluation specification with reg
luation requirements.

evaluator shall check that the components listed in the product description prg
essary information to perform the evaluation accerding to the evaluation requirg
luator shall also verify that the measurements and verifications specified are suffig
objectives of the evaluation as expressed in the gvaluation requirements.

first check can lead to the identification of‘missing information in the components
duct description. This may be solved in one of the following ways:

L reference to a product component containing the missing information shall be 3
roduct description; this means that'the requester will provide this component togef
thers for the performing of the:gvaluation;

he objectives of the evaluation shall be reduced, which means that the evaluation
\re revised.

second check aims-at confirming that the measurements and verifications pro
luation specification’are consistent with the technical state of the art. This may be d
following ways:

y identifying-relevant measurement standards,

NOTE\/Such standards may be evaluation modules as prescribed in ISO/IEC 14598-6.

y-providing a detailed justification, referencing appropriate authoritative literature i

entary speci-
in ISO/IEC

ard to the

vide all the
bments. The
ient to meet

isted in the

idded in the
her with the

requirements

posed in the
bne in one of

n the field;

noetificatinn chall ha incliidad 1n tha Aavaliiatinn cnacificratinn

6.3

1
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.3 Contents of the evaluation specification

The evaluation specification shall comprise:

- the scope of the evaluation referring to the product components as identified in the product
description,

- a cross-reference between the information needed to perform the evaluation and the product
components and other related documents listed in the product description,

13
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- a specification of measurements and verifications to be performed and the references to product
components on which they are to be performed,

- a mapping between the specification of measurements and verifications and the evaluation
requirements together with the reference to standards or the justification for each measurement
or verification listed.

6.3.4 Approbation and reporting

The

and the evaluator.

evaluation specification shall be approved as a result of a joint review between-A

he requester

The evaluation specification shall be included in the evaluation report and in.the evaluation records.

In dddition, any modification of the evaluation requirements as specified jn-sub-clause
be feported in the evaluation records.

6.4

6.4.1 Purpose of designing the evaluation

Theg
the

evaluation plan that describes the resources needed to perform the specified evaluat
the|distribution of these resources on the various actions to be performed.

The

a competent way.

6.4.2 Elaboration of the evaluation plan

The activity of preducing the evaluation plan is composed of three sub-activities:

O O

ocumenting evaluation methods and producing a draft plan,
ptimising the evaluation plan,
- gcheduling evaluation actions with regard to available resources.

Design of the evaluation

design of the evaluation shall document the procedures to be used by the evalua
measurements specified in the evaluation specification. The evaluator shall

NOTE 1 The resources considered here can be, for example, human resources to perform the
evaluation actions, computing resources, or office space.

level of details in the evaluation,plan should be such as to ensure that actions are

NOTE 2 The evaluation-plan usually contains some evaluator’s proprietary know-how.

6.3.2.3 shall

or to perform
produce an
on as well as

performed in

6.4.2.1 Documenting evaluation methods and producing a draft plan

The goal of this activity is to combine the specified measurements or verifications with the form of
the various product components to be evaluated in order to document the detailed methods to be
applied to implement the specified measurements or verifications on these components.

14
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The evaluator shall analyse the technical constraints related to the measurements or verifications
specified in the evaluation specification. Technical constraints may include, but are not limited to,

the formalisms used for product components,
the fact that product components are presented electronically or on paper,

the existence of pre-defined evaluation methods,

t

For
dod

Wh
idel
ver

The
ong

Wh
ord
pro
incl

Wh
nee

NOTE T Pre-defined evaiuation methods may e docurmented 1 the form of evaluation moduie
should be related to evaluation module specifications used in the evaluation specification.

he availability of tools to support evaluation techniques,

he size of product components.

each measurement or verification specified in the evaluation specification, the ev|
ument the appropriate evaluation method.

en the evaluation method described is based on the use\of a software tool, this
ntified in the evaluation plan. Such identification shall.include at least the name of
5ion identification and its origin (e.g. the supplier).

NOTE 2 When evaluation requirements refer to evaluation levels, informative annex B.2 providg
guidance on which evaluation technique to use as a‘function of the evaluation level and the quali
characteristic considered.

description of the evaluation methods shall be completed by the identification of pr
nts on which the method is to be applied.

en the evaluation specification js-such that expert analysis of the measurements

cedure shall be specified.in the evaluation plan. This specification shall contain in
Lide significant account.gf:the procedure performance in the evaluation records.

en planning the execution of the program for the product under evaluation, the

4.2.2 Optimisation of the measurements

con

implementations as recommended in ISO/IEC 14598-6. Such evaluation module implementations

ded for the execuation shall be described as well as provision for its actual availability.

aluator shall

tool shall be
the tool, its

s
Lty

pduct comp-

S required in

er to interpret the results before they can be included in the evaluation report, the interpretation

Structions to

bnvironment

his stage, the evaluation methods are related to elements in the evaluation specif

pplied on the various product components submitted for evaluation. |
mentary evatuation method ' { i O Mme produ
ommon parts.

sist of ¢

cation which

can happen
omponent or

The draft evaluation plan shall be reviewed in order to avoid duplicating evaluator actions. This is
necessary in order to decrease the risk of errors and to reduce the planned evaluator effort.

6.4.2.3 Scheduling evaluation actions

Once duplications of the evaluation actions have been removed, the evaluator shall schedule the
planned actions.

15
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The evaluator shall take into account the availability of resources such as personnel, software tools
and computers.

The evaluator shall agree with the requester the delivery schedule for the product and its
components. The medium and format for delivery of product components as well as the number of
copies shall be specified.

The requirements for meetings during the course of the evaluation shall be identified. When the
req i i tor and the
eloper shall be identified. In particular, the support needed from the developer shalb|be specified.
Sugh support may include, for example, training, informal discussions or office accamnlodation.

Acdess to development and operational sites, when necessary, shall be specified together with the
negded resources.

6.4.3 Contents of the evaluation plan

Theg evaluation plan shall be composed of two parts, the documentation of the evaluafion methods
and the schedule of the evaluator actions.

Thg documentation of some evaluation method in the €valuation plan may consist of|reference to
prijate evaluator material. In that case, the evaluator 'should be able to justify the pertlnence of the
method with regard to the corresponding element of the evaluation specification and its own

competence in applying the method.

6.4.4 Approbation and reporting

Thg evaluation plan shall be approved as a result of a joint review between the requester and the
evaluator.

Theg evaluation plan shall betincluded in the evaluation records. The documentation ¢f the evalu-
atign methods or references to them as well as identification of the product componepts on which
they are to be applied shall be included in the evaluation report.

6.5 Execution of the evaluation

6.9.%» Purpose of the evaluation execution

The purpose of the evaluation execution is to obtain results from performing actions to measure and
verify the software product according to the evaluation requirements, as specified in the evaluation
specification and as planned in the evaluation plan.

Performing these actions leads to the completion of the draft evaluation report and the evaluation
records.

16
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6.5.2 Performing the evaluator actions
In order to perform the planned actions, the evaluator shall

- manage the product components provided by the requester,
- manage the data produced by the evaluation actions (including report and records),
- manage the tools to be used to perform the evaluation actions.

- Inanage evaluation actions performed outside the evaluator’'s premises,
- manage the requirements implied by the use of specific evaluation techniques,

g.5.2.1 Management of the product components

Thg requester should deliver the product components and product related documents to the
evaluator according to the schedule defined in the evaluation plan:

Theg evaluator shall register all the product components and jproduct related documerfts. When the
siz¢ and complexity of the product justifies it, formal configuration management should pe used.

The registration information shall be at least:

¢omponent or document unique identifier,

¢omponent name or document title,

- ¢ondition of document (including especially anomalies or physical conditions),
yersion, configuration and date information as provided by the requester,
date of receipt.

The confidentiality of all the product components and product related documents shall pe protected
by fhe evaluator unless otherwise agreed with the requester.

—

NOTE The confidentiality requirements affect many aspects of evaluation work, including receip
handling, storage and‘disposal of all the product related information.

8.5.2.2 Management of evaluation data

Performing thé<evaluation actions usually consists of measuring the product and its components to
obtain intermediate data and to interpret these data in order to produce results to be included in the
ev1;uation report. Intermediate data may be of varied nature such as, for example, numbers, figures,

diagrams, excerpts from components or formalised models produced for the evaluation

Confidentiality of intermediate data shall be protected in the same way as that of the original
components and documents. Moreover, the evaluator shall make all the necessary effort to prevent
any accidental or malevolent modification of these data. In particular, when the amount and the
complexity of intermediate data is large, formal configuration management should be used to keep
the consistency between intermediate evaluation results and the evaluated product.

The evaluator shall include in the evaluation records any intermediate data on which any
interpretation is based. The decisions made during the interpretation process shall also be included
in the evaluation records as specified in the evaluation plan.

17
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6.5.2.3 Management of tool usage

The evaluation actions may necessitate the use of software tools to collect raw data or to perform
interpretation of intermediate data.

NOTE 1 Examples of such tools are source code analysers to compute code metrics, CASE tools to
produce formalised models, test environments to run the executable programs or spreadsheets to
produce syntheses of measures.

When a tool is used to perform an evaluation action, reference to the tool shall be included in the
evduation report. The reference shall consist of the identification of the tool and of its-$upplier and
the[version of the tool.

A more detailed reference to the tool used shall be included in the evaluation recqrds. It shall
include the detailed configuration of the tool and any pertinent informatiofyneeded tg be able to
repgat the evaluation action in order to obtain the same intermediate resullt.

NOTE 2 This repeatability requirement is stronger than the one expressediin 5.3 since it refers fo
intermediate results which are not included in the evaluation report.
NOTE 3 In some cases it might be pertinent to include a copy of the'executable tool in the evalyation
records.

Thg evaluator should make all necessary effort to assure that the tools used actually|work as they
are|supposed to. The evaluator should maintain recoerds of the actions undertaken tp validate the
tools which are used in the evaluation process.

NOTE 4 Such records can be based, for example/on the number of existing installation of the
software or the amount of time during which the‘tool has been used.

The evaluator staff shall be trained to use the tools appropriately.

8.5.2.4 Site evaluation

In Jome cases, evaluation actions cannot be performed within the evaluator's premisg¢s. They may
be performed, for example;.at the developer’s site or at a site where the software product is in
opgration.

When this occurs, the\evaluator shall control all the evaluation actions performed. In garticular the
evdluator shall aveid-any circumstances that would invalidate the evaluation results.

Thg evaluator ‘shall make all necessary effort to ensure that the confidentiality of evalyation results
and of intermediate evaluation results be kept.

8.5.2.5 Requirements on specific evaluation techniques

When the evaluation plan requires that the executable program of the product be tested, the
configuration under test and the environment for testing shall be precisely recorded.

When an evaluation action requires that a document be inspected, the use of checklists is
recommended.
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6.5.3 Reviewing and reporting

During the execution of the evaluation, intermediate evaluation results and final evaluation results
are produced. In order to achieve maximal objectivity, each evaluation action should be checked by
evaluator’s staff different from the one that performed the action.

All evaluation results shall be reviewed. The objective of the review depends on the nature of the
evaluation action considered. The review shall be attended by at least one person not directly
[ ew shall be

|nv('\|\lnrl mn-tha avacution aof tha avaluatinn action cancarnad Tha ranort of tha ravi
Y e o—H—HEe—exe cHtHoH—otHe—eVardatoi—atHo 6o e a—re e pot—o—He e

incl
Ong
int
ori

uded in the evaluation records.

ce reviewed, the evaluation results shall be included, as specified in the evaluation
ne evaluation report. Moreover, when the evaluation plan specifies so, some interm
nterpretation decisions shall be included in the evaluation report.

6.6 Conclusion of the evaluation

6.0

The
of t

6.6

The
bet
opp
incl
tot

6.6

.1 Purpose of the evaluation conclusion

ne disposal of evaluation data.

.2 Joint review of the evaluation report

draft evaluation report shall be delivered to the requester of the evaluation. A
ortunity to make comments on the evaluation report. If such comments are made, tf
Lded in a specific chapter of the-evaluation report. The evaluation report shall then
ne requester.

.3 Disposition of evaluation data and documents

Ong
of
de

te the evaluationreport has been formally delivered to the requester, the evaluator
he data pertaining to the evaluation. This shall be done in the one of the follo
ending on the type of data:

e documents submitted to the evaluation shall be either returned to the requestg
r a specified duration or destroyed in a secure way,

e evaluation report and the evaluation records shall be archived for a specified dur

specification,
bdiate results

purpose of the conclusion of the evaluation consists’ of the review of the evaluatign report and

oint review

veen the requester and the evaluator should be organised. The requester should be given the

ey should be
be delivered

shall dispose
ving ways,

r or archived

Ation,
e way.

When the specified archiving duration expires for some data, it shall be either archived again for a
specified duration or destroyed in a secure way.

Provided the requester explicitly agrees, intermediate evaluation results may be used by the
evaluator in order to study evaluation techniques and software metrics.
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Thi
rep

5 annex gives guidance on the structure and contents of the evaluation report. It sdmmarises the

prting requirements stated in clause 6 of this part of ISO/IEC 14598. In additien, So

infgrmation is required for inclusion in the report.

The

Thi
per

Thi

-

-

Thi
-\
- 0

Thi
for

Thi

following sub-clauses describe the contents of the sections of an evalyation report.

.1 Section 1 - Identifications

5 section of the evaluation report contains identification information relative to the
ormed.

Identification of the evaluator
5 sub-section shall contain the following informatiorirelative to the evaluator:

ame of the evaluator’s organisation,
\ddress of the evaluator’s organisation,

pcation(s) where the evaluation has been carried out (if different from address above

ame of the person responsible for the evaluation.
Identification of evaluation report

5 sub-section shall contain the identification of the report :

nigue identification of the report (e.g. serial number),

umber of pages in the report.

5 informationtshall be copied on each page of the report. Each page shall be uniqug
bxample hy‘using a page number.

Identification of requester and supplier

me ancillary

evaluation

ely identified,

evaluation

5 ‘'sub-section shall contain the following information relative to the requester of the

and the supplier of the evaluated software product:

- name of requester’s organisation,

- address of requester’s organisation,

- name of software product supplier (if different from name above),

- address of software product supplier (if different from address above).
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A.2 Section 2 - Evaluation requirements

98(E)

This section of the evaluation report shall contain the evaluation requirements as described in 6.2.
In particular, it shall contain

- a general description of the product application domain,

- a general description of the product purpose,

- the cross-reference between the information requestedqn the evaluation requiren
product components;

- the specification of measurements and verifications,

- the mapping between the specification of measurements and verifications and th
fequirements.

Thi

used to perform the evaluationcas specified in 6.4. When the evaluation method is
elsewhere, it is permissible tq.include simply a reference to that documentation.

For|each evaluatien.method included here, the identification of product components @
method has been applied shall be provided.

Thi
par

tp quality characteristics and evaluation levels.

A.3 Section 3 - Evaluation specification

i$ section of the evaluation report shall contain the evaluation specification as descril
particular, it shall contain

A4 Section 4 - Evaluation methods

A5 Section 5 - Evaluation Results

of quality Tequiremer o proat

5 section of the evaluation repert-shall contain the documentation of the evaluati

NOTE Reference to the_evaluation method will usually be used when it is a standard (evaluatio
module) or when it is_proprietary.

Np reference

ped in 6.3. In

he scope of the evaluation, referring to the product description;when the product description is
not a publicly available document it shall be annexed to the report;

ents and the

e evaluation

on methods
documented

n which the

5 section of the evaluation report shall contain the evaluation results as described in 6.5. In

icular it shall contain

- the evaluation results themselves,

ntermediate results or interpretation decision, whenever necessary,

- reference to the tools used during the evaluation.
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evgluation at different levels gives.different level of confidence in the quality of th
pro

Thi
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Goi
usually devoted tothe evaluation.

Theg evaluationdevel for each software characteristic may change for different compone
profluct (for instance it is likely that critical components with high reliability requiremen
separated-from the other components of a system).
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Annex B
(informative)
Levels of evaluation

it seems difficult to obtain consensus on the generic specification of quality-ch
cording to the state of the art at the time of writing this document), includingtelaf
racteristics and to metrics for the case to be evaluated, evaluation requirementg
luation levels for the quality characteristics selected.

luation levels are to be related to software integrity levels nas defined ir
L1/SC7/WG9 working draft JTC1/SC7 N1287 "Information technology - Software
tem and software integrity levels". If a software integrity level has been assigned t
duct submitted for evaluation, this software integrity level-may be used to selec
hirements. In particular, the degree of rigour associated. to-the software integrity |
d as a guide to select evaluation techniques.

luation levels are related, on the one hand, to the itnportance attached by the reque
racteristic. The chosen level should be meaningful with regard to the assume
ironment of the software product (e.g. safety ‘conditions, security constraints, ec
lication constraints).

the other hand, an evaluation level defines the depth or thoroughness of the evalu
g¢valuation techniques to be applied\and evaluation results to be achieved. As a

duct. The level can be chosenindependently for each characteristic.

5 annex proposes four levels named A, B, C, and D. The levels constitute a hierarg
highest level and D as the lowest. At level A the most stringent evaluation techni
account reasonable‘amount of effort and time scale) are applied giving the highes
g down to level-D-gradually less stringent methods are used and consequently
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The first section of this annex proposes guidance for selecting evaluation levels as fuhction of the
context of use of the product. The second one helps to select evaluation techniques.

B.1 Selection of evaluation levels

The evaluation levels may be selected independently for each of the relevant quality characteristics.
When selecting the levels, several aspects should be considered. For example, important aspects are
those related to safety, to economy, to security, to the environment and to the marketing of the
product when appropriate.
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For a relevant quality characteristic, the risks and consequences involved by the non conformity of
the product to requirements relating to this characteristic, as well as benefits from high quality,
should be assessed for all the relevant aspects. For some of these aspects, the tables below provide
the relationship between risks and levels to be selected. When several aspects need to be considerec
the most stringent level should be selected.

For the issues of economic risks and marketing benefits, the cost of the evaluation should be
considered.

Safpty aspects

Evgluation | Consequences

level

level D Small damage to property; no risk to people
level C Damage to property; threat of injury to people
level B Threat to human lives

level A Many people killed

Ecqnomy aspects

Evgluation | Consequences

level

level D Negligible economic loss

level C Significant economic loss-(company affected)
level B Large economic lossi{company endangered)
level A Financial disaster (company will not survive)

Sequrity aspects

Evaluation | Consequences

level

level D No specific risk identified

level € Protection against error risk

level B Protection of critical data and services
level A Protection of strategic data and services
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Environment related aspects

Evaluation |Consequences

level

level D No environmental risk

level C Local pollution

levelB. Recoverable-enavitommenial-damage
level A Unrecoverable environmental damage

B.2 Selecting evaluation techniques from evaluation levels

In ¢rder to elaborate an evaluation specification to satisfy some evaluation requirgments, it is
nedessary to specify metrics. Metrics are based on evaluation.techniques that may be chosen
accprding to quality characteristics and evaluation levels. In the)following is proposdd, for each
qudlity characteristics in ISO/IEC 9126, a list of evaluation techniques ranked from les$ demanding
levels to more demanding levels.

Furjctionality

- functional or black box testing,

- ipspection of development documentation guided by checklists,

- Unit testing with test coverage criteria.

Reljability :

- Verification of the use of specific programming language facilities,

- analysis of fault tolerancéeonstruct in the software design and code,
- reliability growth modeliing.

Usability:

- user interfaceand documentation inspection,

- Verification of the conformity to interface standards,

- performing usage experiments with real users.

Efficiency:
- execution time measurement,
- benchmark testing,

- analysis of the design to determine the algorithmic complexity.
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Maintainability :

- inspection of development documentation guided by checklists,

- code metrics and programming rules verification,

- analysis of traceability between elements of development documentation.

Portability :

- gnalysis of Software instaltation procedures,
- programming rules verification,
analysis of software design.
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Annex C
(informative)
Software product components

© ISO/IEC

The
mo
the|software. The only requirement is that the types of information can bedextractg
evdluation entities and mapped onto the model.

list proposed below describes types of information that may be used for an eva

Sof]
per

fware Requirements Specificatidbocumentation of the essential requirements (f
ormance design constraints and attributes) of the software and its_ external interface

Software Design DescriptionA representation of software created for analysis,
implementation, and decision making. The software design ‘description is used as a
con

system.

Program Descriptioninformation necessary to understand the source program.

Soyrce ProgramA computer program (or code) that need to be compiled, assembled, ¢
trarslated in order to be executed by a computer.

Exgcutable CodeA computer program (or-code) that can be executed directly on a comg
User DocumentatianDocumentation-describing the way in which a program is to be use
dedired results.

are Requirements Reviéw Repbdcumentation of a review of the requirements spe
ong or more software components to evaluate their responsiveness to and interpre
sysiem requirements and’to determine whether they form a satisfactory basis for prg
preliminary design of-the component.

Software Requirements Verification Rep@rdocumentation of the results of evaluating the
reqpirements.specifications to determine whether it satisfies the conditions imposed. T
formal proof of correctness.

Program' Test Plan A document describing the scope, approach, resources, and ¢

uation. This

el of information categorisation does not require a particular structure of the,documentation of

pd from the

Linctions,
S.

planning,
medium for

1municating software design information, and may be thQught of as a blueprint or model of the

r otherwise

uter.

d to obtain

cified for
ptation of the
ceeding into

software
his may be a

schedule of

Int
each task, and any risks requiring contingency planning.

, who will do

Requirements Measurement RepBrdcumentation of metrics application to software requirements

specification.

Software Design Review Repddocumentation of the results of a process or meeting during which
a software design is presented to project personnel, managers, users, customers, or other interestec

parties for comment or approval.
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Software Design Verification ReporDocumentation of the results of evaluating the

98(E)

software

design to determine whether it satisfies the conditions imposed by the software requirements

specifications. This may be a formal proof of correctness.

Design Measurement ReportDocumentation of metrics application to software
specification.

design

Unit Test Plan A document describing the scope, approach, resources, and schedule of intended

Program Verification ReportDocumentation of program verification. It may include th
propf of partial correctness and of termination.

Unit Test ReportA document that describes the conduct and results of the testing carri
test unit.

Program Measurement ReppBocumentation of metrics application to programs, in pat
the|source code.

Program Test ReparA document that describes the conduct and results of the testing

Sydtem Requirements AnalydBocumentation of results of studying user needs to a
definition of system, hardware, or.5oftware requirements.

Sys
sys
req
the
forn

tem Specification and/Desigh specification document that specifies the requireme
lem; typically included are functional requirements, performance requirement
lirements, design requirements, and development standards. A design document
design of the ssystem; typical contents include system architecture, control logic,
hats, and intérface descriptions.

Sys
su

tem ManualsSet of manuals including installation manual, diagnostic manual, opera
port manual, etc.

€ source
comment or

b formal

ed out for a

ticular to

carried out

Vhich the
ers, or other

frive at a

nts for a

5, interface
that describes
input/output

or manual,

SyjtemA collection of components organised to accomplish a specific function or set of functions.

It may include both hardware and software components.

System Review Repohcludes system requirements review documents and system de
documents.

sign review

System Verification Reporttncludes system requirements verification report and system design

verification report.
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