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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further—-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documérntmay be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h-patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO's aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This|document was prepared by Technical Committee ISO/TC 307, Blockchain and distriputed ledger
technologies.

Any feedback or questions on this documrent should be directed to the user’s national standprds body. A
complete listing of these bodies can e found at www.iso.org/members.html.
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Introduction

Records of transactions, based on certain agreed upon conditions, form the basis for exchanging assets
between parties. Businesses and governments have been operating for centuries using this foundation.
While physical ledgers were once used, they have largely been replaced with modern technology.
However, in traditional approaches, a ledger must be centrally controlled by one or a small number of

parties, and

other stakeholders must rely on them as agents to change those ledgers.

An important property of a ledger is verifiability. This means that the parties can verify that the set of
transactions in the ledger is complete and accurate. As a result, these parties can identify irregularities

in transacti
within a fin
by making

storage and

By maintaining a ledger in a distributed network, Distributed Ledger Technology |(DLT) syst
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ancial ledger. Currently, it is possible to achieve a verifiable ledger in a centraljzed
ertain trust assumptions. However, verifiability can be also achieved by distributin

decentralizing the control of the ledger with minimal trust in any one party.

bckchain systems, allow a much wider range of parties to have a shared yiew of the Ig
their own changes to that ledger.

ctrum of DLT based business solutions is possible. This document presents a refer
for such DLT based solutions. It starts with the definitions ‘ahd concepts of block
ch as the system organization, nature of access, type ofyeonsensus and the roles
Lies of the participants. Given that the reference architectire must accommodate a

hssible use cases, it touches upon various business domains and their respective use

bl. Historically, ledgers have facilitated the exchange of assets, but DLT solutions can al
roadly for reporting, auditing, and coordinationTHhe document finally presents the re
5 layers of a reference architecture for DLT systems and the functional components i

ent is relevant to, among other, academics, architects, customers, users, develo
uditors, and standards developmentorganizations.
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Blockchain and distributed ledger technologies —
Reference architecture

1 Scope
This document specifies a reference architecture for Distributed Ledger Technology (DLT) systems
inclugingbiockchaimsystents—Tie Teference architecture addresses CONTepts, Cross-cutting aspects,
architectural considerations, and architecture views, including functional components,xolds, activities,
and their relationships for blockchain and DLT.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, onlyJthe edition cited [applies. For
unddted references, the latest edition of the referenced document (in¢luding any amendments) applies.

IS0 42739, Blockchain and distributed ledger technologies — Voeahulary

ISO/IEC 24760-1, IT Security and Privacy — A framework foridentity management — Part 1:{Terminology
and doncepts

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 22739, ISO/IEC 24760-1 and
the fpllowing apply.

[SO dnd IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platfornisavailable at https://www.iso.org/obp

— IEC Electropedia: available-at https://www.electropedia.org/

31
actiyity
specified pursuit of. Set of tasks

[SOURCE: ISOAEC 17789:2014, 3.2.1]

3.2
archjitecture
fundamental concepts or properties of a system in its environment embhodied in ifls elements,
relationships, and in the principles of its design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.2]

3.3
behavioural interoperability
interoperability so that the actual result of the exchange achieves the expected outcome

[SOURCE: ISO/IEC 19941:2017, 3.1.6]
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data archiving
digital preservation process that is moving data into a managed form of storage for long-term retention

[SOURCE: IS

3.5
data flow

05127:2017,3.1.11.19]

sequence in which data transfer, use, and transformation are performed during the execution of a
computer program

[SOURCE: I

Q/IEC/IEEE 24765:2017 3 1006]

3.6

disruption
incident, wh
or attack on
normal cout

[SOURCE: IS

3.7

distributed
DLT govern
system for
of on-ledger

3.8
finality
property of

ether anticipated (e.g. hurricane) or unanticipated (e.g. power failure/outage, earthq
information and communication technology systems/infrastructure) which disrupt
se of operations at an organization’s location

O/IEC 27031:2011, 3.6]

ledger technology governance

ance

irecting and controlling a distributed ledger technology system including the distrib
and off-ledger decision rights, incentives, responsibilities and accountabilities

a ledger that guarantees transactions in:¢onfirmed ledger records are irreversiblg

cannot be altered or deleted

3.9
functional

Component

functional building block needed to engage ifran activity, backed by an implementation

[SOURCE: IS

3.10
fungible
capable of nj

Note 1 to ent

3.11
governance

O/IEC 17789:2014, 3.2.3]

utual substitutionyamong individual units

Fy: The individiial units can be digital assets, e.g. tokens.

ake,
s the

1tion

and

system of dilrecting and controlling

[SOURCE: IS

3.12
incident

O/IEC 38500:2015, 2.8]

anomalous or unexpected event, set of events, condition, or situation at any time during the life cycle of

a project, pr

[SOURCE: IS

oduct, service, or system

0/IEC/IEEE 24748-1:2018, 3.22]
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interoperability
ability of two or more systems or applications to exchange information and to mutually use the

infor
[SOU
3.14

mation that has been exchanged

RCE: ISO/IEC 17788:2014, 3.1.5]

party
natural person or legal person, whether or not incorporated, or a group of either

[SOU

RCE: ISO/IEC 17789:2014 72 3]

3.15
pers
PII

infon

onally identifiable information

mation that (a) can be used to establish a link between the information afnd-the natur

whoin such information relates, or (b) is or can be directly or indirectly linked-to a natural

Note
iside|
holdi

[SOU

3.16
polic
inter]
partj

[SOU

3.17
prov
infon

1 to entry: The “natural person” in the definition is the PII principal. Tosdetermine whether a
htifiable, account should be taken of all the means which can reasonably*be used by the privac
hg the data, or by any other party, to establish the link between the setof Pl and the natural p

RCE: ISO/IEC 29100:2011/Amd 1:2018, 2.9]

y interoperability

cipating systems

RCE: ISO/IEC 19941:2017, 3.1.7]

enance
mation that documents the origin/or source of an asset, any changes that have taken j

al person to
person

PII principal
7 stakeholder
erson.

operability while complying with the legal, organizational and policy frameworks applicable to the

lace since it

’ has been

rnal change,

ry, Notes to

was priginated, and who has had gustody of it since it was originated

[SOURCE: ISO/IEC 27050-1;2019, 3.19, modified — “Electronically Stored Information’
replgced with “asset”.]

3.18

resilience

capapility of a system to maintain its functions and structure in the face of internal and exte
and fo degrade.gracefully when this is necessary

[SOURCE:S0O 37101:2016, 3.33, modified — Definition replaced with text in Note 3 to ent
entry deleted.]

3.19

role

set of activities that serve a common purpose

[SOU
3.20

RCE: ISO/IEC 17789:2014, 3.2.7]

semantic data interoperability
interoperability so that the meaning of the data model within the context of a subject area is understood
by the participating systems

[SOU

©ISO

RCE: ISO/IEC 19941:2017, 3.1.5]
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subset of the activities of a given role

[SOURCE: IS
3.22

O/IEC 17789:2014, 3.2.9]

syntactic interoperability
interoperability such that the formats of the exchanged information can be understood by the

participatin

[SOURCE: I

g systems

Q/IEC 19941:2017 3 1 4]

3.23

transporti
interoperab
between thg

[SOURCE: IS

3.24

smart cont
computer p
recorded on

Note 1 to en|
obligation un|

[SOURCE: IS

3.25

consensus
agreement g
consistent s

Note 1 to ent

Note 2 to emtry: The details regarding_c¢onsensus differ among DLT designs and this is a distingui

characteristi

[SOURCE: IS

4 Symbg

AMQP
API
CAdES
DLT
DNS
EDI
FBA
GDPR

HTTP

Advanced Message Queuing Protocol

Application Programming Interface

hteroperability
lity where information exchange uses an established communication,infrastru
participating systems

0/1EC 19941:2017, 3.1.3]

Fact
rogram stored in a DLT system wherein the outcome of any execution of the progrg
the distributed ledger

kry: A smart contract can represent terms in a contract iir’law and create a legally enford
der the legislation of an applicable jurisdiction.

0 22739:2020, 3.72]

mong DLT nodes that 1) a transactien.is validated and 2) the distributed ledger contg
bt and ordering of validated transactions

ry: Consensus does not necessatily.mean that all DLT nodes agree.

C between one design and‘another.

0 22739:2020, 3.111

)ls and abbreviated terms

rture

Im is

eable

ins a

shing

Cryptographic Message Syntax (CMS) Advanced Electronic Signature
Distributed Ledger Technology

Domain Name System

Electronic Data Interchange

Federated Byzantine Agreement

General Data Protection Regulation

Hyper Text Transfer Protocol

© IS0 2022 - All rights reserved
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HTTPS Hypertext Transfer Protocol Secure over Socket Layer

ICT Information and Communication Technology

IDE Interactive Development Environment

[oT Internet of things

IPFS InterPlanetary File System

JSON JavaScript Object Notation

MQTIT Message Queuing Telemetry Transport

p2p Peer-to-peer

PBFT Practical Byzantine Fault Tolerance

PKI Public Key Infrastructure

RA Reference Architecture

XML eXtensible Markup Language

5 Concepts

5.1 | DLT and blockchain systems

5.1.1 General

To understand blockchain and DLT systeins, it is necessary to provide a description of t
concepts associated with these systemisiand the range of distributed ledger technologies th
Aledger is a long-established congept used in business and technology. When applied to IC]
is anjinformation store that kegps:“final and definitive” records of transactions. Ledgers we

and |
used
obje(

A hig
into
clear

The

brincipally applied to finantial transactions and to accounting practices. However, leg
to record transactions of almost any type: for example, the movements and transfer
ts.

hly desirable property of a ledger is tamper-resistance, i.e. that transaction records, ¢
the ledger, are difficult to alter by design, and they cannot be altered without the alte
ly evident'on inspection, whether the alteration is deliberate or accidental, malicious d

vord\"tamper-resistant” is more appropriate than "tamper-proof" since it can be ext

he essential
at exist.

[ systems, it
re originally
Igers can be
5 of physical

nce entered
ration being
r benign.

remely hard

to pr

event all forms of tampering. Similarly, although immutability is a design goal of DL/
£ o1

nnnnnnnn LTS PRE SLLEPSPEEY

" systems, it

cann

Bar—pirid bao onanliod o0 o oot
cCoCa CarptT—CVvIOCITC Calr ot appritt tO—a Sy StCTIT

desirable characteristic of enabling any unauthorized changes to be clearly visible.

hat has the

A distributed ledger has its entries stored across a series of nodes in a network, rather than in a single
location. For example, the different nodes in the network can be owned, and interacted with, by different
parties where each party has its own instance of records of only the transactions that it is involved in.
DLT systems are designed to implement distributed ledgers, which is a significant challenge due to the

need

to agree on and maintain the transaction records in the distributed ledger.

With DLT, consensus ensures that every replicated version of a transaction is the same across all the
nodes where it is stored - and that its contents are generally agreed amongst the parties involved in the
transaction. The set of records in the distributed ledger should be verifiable and auditable. One of the

majo

©ISO

r goals of DLT is to provide non-repudiable online transaction records.
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Looking at DLT in this way does not imply that every node in the network stores exactly the same set
of transaction records (although that can be the case for some forms of distributed ledger). It also does
not imply that every party that participates in the distributed ledger has access to all the transaction
records (it is possible that parties do not have access to transaction records they are not involved in).
The transaction records stored on a node in a DLT system can be a whole or partial set of the distributed
ledger implemented by the DLT system.

5.1.2 Blockchain DLT and non-blockchain DLT

Blockchain systems are a subset of distributed ledger technologies in which the state of a distributed
ledger is maintained by processing batches of transactions in cryptographically secured data

structures K
to an immeq
of cryptogr
blockchain -

In order to

nown as blocks. A valid protocol should ensure that each block is cryptographically-li
liately previous block forming a unique sequence of blocks in time. The complete.seqy
hphically associated blocks forms a globally accessible append-only data stracture

that provides the canonical version of the global transaction history.

ensure that the ledger update process results in a single ledger state fof a given h

blockchain protocols include a consensus mechanism that provides a total ordering/of all transac

within the K
server that
appending H

To impleme
to all nodes
copies of thg

The word
implementa

A blockchai
however, su
implementa

Not all DLT
different ap
different ch

In some norf
than as a p
example, th
(DAG) with
time and co

5.2 Netw]

lock. The collective action of all nodes in the blockchain system funetions as a times
validates pending transactions and updates the current ledgei” state by sequen
locks to the blockchain.

nt a distributed ledger, blockchain systems require a mechanism to distribute new b
a mechanism to validate transactions, and a mechanism to ensure consistency of a
blockchain.

‘blockchain” is commonly applied both to thee*data structure, and to the com
Lion of a distributed ledger that uses the blockehain data structure.

n data structure can be used to implement something that is not a distributed le

fion of a blockchain database.

bystems are blockchain-based. Seme DLT systems use different ledger data structures
proaches to storing transaction records and maintaining integrity, which typically
hracteristics (e.g. capabilityyto support high transaction rates).

-blockchain DLT systems, a transaction record is stored as a separate ledger entry r
hrt of the content ©@fya block. Also, the ledger structure can possibly not be a chain
bre are ledgers wherein the underlying structure is organized as a directed acyclic g
transactionsepresented by vertices. The use of a DAG for transactions can improv
bt requiredsfor transaction validation but increase the effort for synchronization.

prking-and Communications

Networkin

and communications are an essential part of DLT systems.

nked
ence
- the

lock,
tions
famp
rially

ocks
] the

[plete

Hger;

Ch uses of blockchain are not within thescope of this document. This includes a centrallized

with
offer

hther
. For
raph
e the

A distributed program, or distributed application is an application that runs on a distributed system.

A P2P distributed application architecture partitions tasks or workloads between peers. Peers are
equally privileged, equally capable participants in the application. They form a P2P network of nodes.

A DLT network is a network of DLT nodes that make up a distributed ledger system. Usually, DLT nodes
communicate via P2P networks.

The protocol chosen to communicate between DLT nodes depends on implementation options and
considerations available.
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5.3 DLT platform

A DLT platform is a set of processing, storage and communication entities which together provide the
capabilities of the distributed ledger system on each DLT node.

A node in this case is a machine in a P2P network that runs software components that communicate
to support the distributed ledger and which can store a replica of the ledger. The node can either be
a physical machine or else some form of virtual execution environment such as one or more virtual
machines or containers. Virtual environments can be used if the node is implemented using cloud
computing, for example. See ISO/IEC TS 23167 for more information about virtual environments and
containers.

A nofle storing a complete replica of the ledger is referred to as a full node. Some DLT systems have
nodes which, by design, do not contain a complete replica of the ledger.

A blgckchain platform is a DLT platform where the implementation technology is a‘blockchain.
The ¢apabilities supported by a DLT platform can include
— gdecure runtime environments,

— 9$mart contracts,

— ledger,

— fransaction system,

— 1nembership services,

— 4tate management,

— ¢onsensus mechanism,

— ¢vent distribution,

— (ryptographic services, and

— decure inter-node communications.

The DLT platform is described’in more detail in 9.3.5.

5.4 | DLT system interfaces

In ggneral, interfaces can be used for communication by users, by administrators, betwgen nodes in
networks, to smart contracts, between smart contracts, between DLT systems, and to exterjnal non-DLT
systems.

understand

Figure 2 illustrates four common kinds of interfaces used in DLT systems:

— Intersystem interfaces A - directly between two (or more) DLT systems;

— External interfaces B - between DLT systems and external non-DLT systems - like DLT oracles;
— User interfaces C - between user applications and DLT systems;

— Admin interfaces D - between admin applications and DLT systems.

Intersystem interfaces support communication between separate DLT systems.

©1S0 2022 - All rights reserved 7
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External interfaces can provide a secure means to access capabilities outside the DLT system such as
trusted data sources or functions. Such outside systems include off-ledger code, DLT oracles, non-DLT
applications and off-ledger data. These are linked to a DLT node using external interfaces. (See 9.3.2 for
an explanation of how DLT oracles work.)

A DLT system includes both the user applications providing end-user capabilities and the admin
applications that provide capabilities for administration and management of the DLT system. These
applications access the DLT system via the user interfaces and the admin interfaces of a node,
respectively.

Smart contract interfaces can be needed between DLT services, so that smart contracts on one DLT

ed to

system can
communicat

Interfaces b

5.5 Cons¢

S 4+ ikl £l NDLT 4+ 1 ddatas | | et 4 ralad
IIILCT ALl VVIULIL dIIULIICT DUL1 DyDLClll- I aUUItIUll, USTI S dIllu dUlIIlIIIstrdatul o llllsllt IIC

e with smart contracts.

pth impact and support interoperability - see 6.7 for interoperability.

eNSusS

Consensus in the context of DLT systems, addresses the problem of agreeing.6n)the content an

order of rec
multiple nod

DLT system
might be ab
record. But

system.Ins
competing {
nodes in the

There are d
the questioy
during the ¢
be updated
acceptance

(public bloc
Second, thel
record (and

Many differ
transaction
failure mod
below:

brds in a widely distributed system where new records could be eompeting to be add¢
les across this network.

s can operate in a potentially geographically dispersed network of nodes. Each
e to create a new record to be included into the ledger 0t receive information about a
ht that moment in time, that new record might not have'been seen by all other nodes i
bme circumstances, a node might receive information‘about two different new records,
0 be the most recent record. Consensus mechanisms figure out how all these indeper]
DLT system come to an agreement about the contents and order of these records.

ifferent aspects of consensus, usually resolved over different timescales. First, the
| of consensus of what transactions orsets thereof are valid. This issue is usually res

by governance mechanisms oyer the lifetime of the network. The initial and ong
pf the validation mechanisms.is-often established by kinds of informal social consg
lkchains or DLT systems) or by contractual means (private blockchains or DLT syst
e is the question of which valid transactions should be included in the most recent Ig
by extension, all subsequént records).

ent mechanisms can be used to achieve consensus about the inclusion and orderi

es to be guarded against by the network of nodes. Some of these mechanisms are §
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ByzantinetaulttoteramceorByzantimre Agreement—€onventionatapproacheswithinmthedistributed
systems literature often consider the threat of “Byzantine failure”, where individual nodes in the
network might not only be delayed in hearing new information from other nodes but might also
be sent maliciously-constructed information from (a bounded number of) other malicious nodes.
In this setting, a variety of “Byzantine fault-tolerant” consensus algorithms have been proposed,
including Byzantine Paxos and PBFT. Normally, these require the number of nodes in the network
to be known, for the number of malicious nodes to be small (typically, less than a third of the total
number of nodes) and for every node to establish evidence from a quorum (typically, a clear majority)
of other nodes. These kinds of mechanisms are often used in private DLT systems. In practice, good
performance for these mechanisms might limit the size of the network to tens to hundreds of nodes.

Nakamoto Consensus: For public blockchain systems, the participating nodes might be unknown,
and their number can vary. Therefore, the nodes that should achieve consensus might be unknown.
The consensus mechanism used in the Bitcoin blockchain, and in other public blockchains, such as
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Ethereum, is known as “Nakamoto Consensus” and it addresses this challenge. The general scheme
is that every node will accept as authoritative the longest sequence of blocks that it has seen. In the
case where there are competing alternative blocks, there can be short-lived alternative histories
(“forks”, or “uncle blocks”) temporarily accepted by various nodes within the network. However,
it is likely that nodes eventually converge on acceptance of a common blockchain history, at least
for older parts of the ledger. Some versions of consensus use not only the length, but also the total
difficulty for Proof of Work, so the assessment can be multi-dimensional.

Proof of Work and Proof of Stake are two ways of mining a new block to accomplish Nakamoto
Consensus:
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computationally hard puzzle is solved: given a set of transactions for a newblo
a nonce that will make the hash-value for the block smaller than some clnrén
difficulty target. Although finding a solution is hard, checking the solution-is’easy.
approach is called “Proof of Work”. There is no known efficient solution teythis kind
and so a brute-force approach needs to be used. This means that the, time requip
solution is essentially random but varies in proportion to the computing power
solve the problem.

Proof of Work requires the investment of significant monetary capital into the co
resources needed to solve the problem. The nodes catld receive an immediat
being awarded both newly-minted cryptocurrency that can be claimed as a block
transaction fees offered by individual transactions.included in the block. This inv
return tend to align the incentives of the node with the creation of value and intg
overall DLT network. This scheme can accommodate any number of nodes in the
iteratively adjusting the puzzle difficulty ovéf time in response to changes in the g
required for the network to solve each puzzle.

Proof of Stake: In this mechanism, random leader election is determined by a kind

block. The stake holding of nodes$'in cryptocurrency serves to align the incentives
with correct functioning of the-network.

r approaches for consensus ‘are possible in permissionless DLT systems. For examp
t periodically elect a small known number (tens to hundreds) of nodes to act on behalf
ork. Then, conventional gonsensus mechanisms that are normally appropriate for p
systems can be used by the elected nodes. Given this, a reward system or incentive
onsideration (sucli-as a payment) given to a party for undertaking some activity wit
m. An example-0f such activity is the work involved in running the consensus mechar
activity to seek rewards in some consensus mechanisms, and in those systems, a m|
that runs fihing programs.

ity is.atproperty of confirmed transactions that indicates whether they will remain
r after confirmation. Some DLT systems can have multiple non-identical blockchain
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iscarded and as a result, some confirmed transactions might no longer be part of the

ledger. This

is particularly evident in DLT systems that use Nakamoto Consensus as the nodes will discard their
current blockchain history for one that is longer. Thus, a confirmed transaction does not necessarily
end up on the ledger. As external systems often depend upon a confirmed transaction being part of
the ledger, a common practice is to wait until a certain number of blocks have been added to the ledger
before concluding that the transaction will be part of the ledger. However even after waiting some
number of blocks, there is still a possibility that some longer blockchain history will be uncovered that
doesn't include the transaction. This type of finality is referred to as probabilistic finality and is in
contrast to immediate finality used by DLT systems that cannot have multiple blockchain histories
for a single ledger. With immediate finality, external systems know that once a transaction has been
confirmed, it is guaranteed to be part of the ledger.
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5.6 Events

An eventis a certain situation occurring at a certain point in time. In the context of information systems,
an event can be understood as a change of state or value detected for processing and/or reporting
(see ISO 16484-2:2004, 3.74). For example, it could be a message sent from a node to the external
application. Events signal external stimuli, changes to field values, and interactions between nodes (see
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hitectural point of view, one can distinguish

internal events - internal to a DLT system, and

externall events - communicated to and/or recorded in a DLT system.

[ systems, a DLT system should ensure proper handling, logging and traceability,of int
ler to ensure security, auditability and transparency. The functionality of theSystem s}
ide event management functions supporting pre-defined or custom eventservices foj
e.g. ISO/IEC 17789:2014, 8.3.2.2, second list item). Recorded information about ey
mper-evident, whether an event is recorded on-ledger or off-ledger~Where modifica
that can be done by means of adding new records while preservifig-previous ones fo
untability and transparency. Within the context of DLT, the ledger only guarantees sec
r data. To guarantee security for off-ledger data, separate sectirity measures should

hblished by data exchange including the data about the events. It is essential to ensur
ness of the sources of external information (called DLT oracles). Trustworthiness ¢
rces can involve non-technical considerations. Requirements for trustworthiness mig
for example, by relevant legislation, by DLT-system policies, or by agreement betwee
kmart contract.

5 are fired by publishers and received-by subscribers that had previously register
h, this form of communication is.irtherently asynchronous. Depending on the import
on receiving the events in a reliable and/or timely manner, systems can be put into
network or node failures,i.e. buffering and forwarding events that are not receiv
ed where appropriate. Many ‘different event systems are reliable, well-understood
for use for DLT systems-and are therefore not further explained.

events to considerzinclude the following:

x infrastructure.events: ledger network deployed, joined or health status updated;
ents: ledgersnode deployed, updated, health status updated (online/offline);

bnts: DETaccount created, refreshed, user login;

brityact events: smart contract deployed, smart contract instance created;
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5.7 Integ

rity of ledger content

transaction events: smart contract instance function executed, updated, smart contract instance

In general, integrity implies completeness and not having been altered or deleted in an unauthorized
way. In DLT, there are many characteristics related to integrity, such as consistency, immutability, and
accuracy. For DLT systems, integrity can be considered at various levels of architectural abstraction.
At the level of an individual transaction, integrity means validity, in the sense that the transaction
complies with the DLT system'’s rules enduring consistency for its inclusion in the ledger. At the level of
the ledger, integrity usually means being complete, immutable and only created according to the DLT
platform's rules. In this case, immutability means that only new transactions can be added to the ledger
once consensus has been achieved and existing records cannot be changed. At the level of applications
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using the ledger, integrity will be defined with application-specific criteria. These can even include
qualities that are not capable of being mechanically enforceable or verifiable, such as being accurate.

One of the key goals of DLT is to provide secure transaction records that are the same for all participants
in a given multi-stakeholder scenario, and that cannot be repudiated without requiring the use of a
centralized database.

In some DLT solutions, provenance information can be recorded on the ledger using one or more related
transactions. Provenance is a record of ownership, origin, and/or location of an asset. DLT systems
are useful for applications that track provenance because all transactions relating to an asset are
maintained in a tamper-evident ledger.

In sqme supply chain models, the data associated with the creation and movement of|the assets, if
tracked, are registered, and maintained separately by individual businesses involyed-in} the supply
chain. There is the potential for the information in these systems to differ and in addition there is no
guarpntee that the information maintained is immutable. This makes tracking an ‘asset difficult, time-
conspiiming and potentially unreliable. The inability to easily and reliably trace the origin and track the
pathjof an asset has major implications for businesses. In the case of a food stipply chain, a large amount
of urlcontaminated food might have to be discarded along with a small @mount of contanjinated food
durinpg food recall. Counterfeit drugs whose origin is unknown in a phatfimaceutical supply|chain could
result in deaths.

As the assets are created and exchanged through the supply chain,transactions describing these events
are recorded immutably into the distributed ledger, with each/participant having access to|a local copy
of thle transaction records. The distributed and tamper-evident goals that are fundamgntal to DLT
systems (as described in 5.1) make them suitable for these purposes.

5.8 | Integrity and ledger management

For Integrity to be preserved and the DLT system to be trusted, once consensus is achieved on
transgaction records or content that are added to the distributed ledger, their immutability should be
ensufed. Individual records should not.be deleted.

Deleting means permanently erasing'and removing validated records from the distributed ledger. DLT
systems preclude deletion by design.

Sinc¢ DLT systems are appefnd-only systems and transaction records are not removed, theq distributed
ledgers can get too largeyand unwieldy to manage them efficiently. Pruning and aichiving are
metHodologies to place‘the oldest transaction records into some forms of archive storage|and remove
then] from the live réplicas of the distributed ledger. The archived or pruned records remgin available
on d¢mand, although/access to them could be considerably slower than for live ledger recor|ds.

Prurfing a distyibuted ledger can be done by creating a smaller replica of the distributed ledger by
filterfing out-transaction records meeting specified criteria. Those filtered transactions should be
able fto be festored with integrity if needed. Criteria for pruning could include being olde than some
specified time or having no more output to spend.

Pruning can be done for some subset of nodes in the DLT system. Full replicas of the ledger at other
nodes would permit the retrieval of transactions that might have been pruned (see archive, backup, and
restore) and would maintain the overall integrity of the system.

Given the distributed nature of the DLT systems and the implications of archiving and backup
operations for trust and integrity, it is essential to have robust resilience and governance to include
these operations to enable recovery in the case of disruption.

Data archiving can be done to improve resilience and trustworthiness of the system. Pruning does not
preclude archiving, backup and recovery from being designed into the system as well. Data archiving is
a digital preservation process that moves data into a managed form of storage for long term retention.
An archive is set of data, including record entries, transactions or resources saved for later reference or
use, possibly off-line.
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A common method to preserve data, independent of pruning and archiving, is using backup and
recovery of the ledger or node. In this case, backup is the process of copying/exporting transaction
records or other data, to the data storage of a backup system to enable retrieval and restoration of
these data or re-execution of the transactions in case of an incident or disruption. The copy is referred
to as a backup copy. Restoring should be done in a way that preserves the integrity (same number and
content of all records) and content of the distributed ledger.

5.9 Subchains and sidechains

A subchain is a logically separate chain that forms part of a DLT system. It is also known as a channel in
the architectures of some DLT platforms. Each subchain could be owned by a different entity and could

be accessibl
subchains a
can contain

A sidechain
participate

interface en|
system and

5.10 DLT 4

A DLT appl
supporting
admin appli

The DLT ap
and operatd

deliver the functionality of the DLT application. The User API can offer operations that can be iny

by the DLT
within the I
DLT applica
communicat
operations i

DLT applicq
console. DL1
which conn
the physica
might be no

For admin a
individual D
specialized

b to a different set of users. Nodes could be set up so that some nodes participate ince
hd not in other subchains. The result of this configuration is that the ledgers on semme
transactions for a given subchain while the ledgers on other nodes do not.

s a separate blockchain system that runs parallel to the original blockchain$ystem tha
n transactions with it typically in both directions, using a two-way interface. The two
pbles interchangeability of assets at a predetermined rate between the original block
the sidechain.

\pplications

ication, also termed a ledger application, is an appliéation that provides functior
some activities of DLT users. A DLT application can he a user application for users
ration for administrators.

plication interacts with a DLT system via the\User API made available by a DLT
s using the DLT system and sets of capabilities provided by non-DLT systems need

application and is also an interface for_the DLT application to receive events happe
LT system, for example, specific transactions being recorded on the distributed ledg
Lion can initiate a transaction within the DLT system. In some cases, the User API a
ion with one or more smart contracts where the implementation of individual Use
5 provided by a smart contraGt.

tions can support users,via typical user interfaces such as desktop, web, mobile
applications can alspbe automated. Examples of automated DLT applications include t
ect [0T devices to DL systems, for example where the [oT devices are detecting ever
world and need-to record these events in the distributed ledger - in these cases, 1
human users-0f the DLT application under normal circumstances.

pplications,the DLT application is used to administer the DLT system itself, or to admin

rtain
odes

t can
-way
thain

ality
DI an

node
bd to
oked
ening
er. A
lows
- API

and
hose
ts in
here

ister

LT nodes."These administration DLT applications usually interact with the DLT system via

hdministration APIs.

5.11 DLT solutions

DLT solution is the term applied to a complete end-to-end solution that is built using a DLT system to
accomplish some objectives relating to a group of organizations. An example is a solution supporting
supply chain trade facilitation, dealing with many different organizations involved in a supply chain,
such as producers, customers, shipping organizations, government authorities and so on.

DLT systems are distributed by definition, with the DLT system having a number of DLT nodes
networked together. DLT solutions are similarly distributed, with numerous components distributed
over the network.

It is typically the case that the different DLT nodes of a DLT system are decentralized, meaning that
they are controlled by different organizations (or individuals) and it is possible for each DLT node to be
used by different DLT applications. Each DLT application has functionality that reflects the activities
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and the concerns of the related organization and its users. It is of course also possible that the same DLT
application is used by multiple organizations and their users, where they are all performing the same
activities.

In addition, the capabilities of the DLT system itself could be defined by the smart contracts that exist
on the DLT nodes, which are responsible for handling transaction requests and for adding transaction
records into the distributed ledger. A DLT application invokes one or more smart contracts through the
user API to initiate a transaction. A DLT solution can also have a set of DLT oracles and associated non-
DLT systems.

Thus, the DLT solution consists of the DLT system with its DLT nodes and communication networks
plus aH-theBEF ayy}i\,atiuuo cottrectedtoeachofthe BEF uudco, a}uus with any assoeetated non-DLT
systdms connected to the DLT system. The arrows represent data flows between a DLT system, DLT
applications and non-DLT systems, as shown in Figure 1.

( )

DLT application I

DLT application

( s N ) f e N ) ( s N ) < ; v ) (_;\
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Smart Smart Smart N Smart DLT dracles
contracts contracts contracts Y5Pl| contracts
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DLTnode | | DLTnode || DLTnode ] | DLTnode \ NI e |

CQ@fnuHcation networks

DLT system

DLT solution

Figure 1 — DLT Solution and its constituent parts

5.12 Smart contracts

5.12.T General

Not all DLT systems use smart contracts. An extended description of the implementation, execution
process and life cycle is given in ISO/TR 23455, therefore at this point, only the architectural
components will be described.

The logic associated with smart contracts should execute deterministically, otherwise no consensus
about the result of a correct execution will be achieved.

Most execution environments allow the smart contract to be programmed in high-level or domain-
specific programming languages. Thus, smart contracts can have variables to store data and functions
which access, process, and write data.
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In some systems, smart contracts may be executed on every node, and in other systems they may be
executed on only some limited set of pre-specified nodes.

Additionally, since the execution of code by miners or validators can prevent them from working on
their main tasks - creating and validating blocks - the number and timing of executing smart contracts
has to be very limited to enable a fully functional DLT system. Furthermore, data-intense applications
need to store and retrieve their data off-ledger to prevent a denial-of-service situation in the DLT
system. Newer architectures are emerging that can handle both tasks in a way that does not impact the
system.

5.12.2 Smart contract execution on dedicated peers

Smart contrjacts can be locally installed and executed on dedicated peers. Locally executed €od¢ can
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distributed ledger, it is practically immutable; however, some DLT systems provide features that allow
the use of an updated version of the smart contract.

As the location of execution is arbitrary, smart contracts can interact with IoT devices, adapters, or
third parties via external interfaces, usually called DLT oracles, addressable on dedicated peers of the
DLT systems.

5.13 Transactions and how they work

For the purposes of this subsection, a transaction is understood as an atomic (indivisible) change of
state recorded in a distributed ledger. Integrity requires an invariant condition for the whole DLT
system to be maintained while executing transactions. A transaction changes the system from one
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consistent state to the other. Atomicity of a transaction means that it will either succeed or fail but will
not be only partially completed.

For public DLT systems, the simplest kinds of transactions are the transfer of cryptocurrency or other
digital asset from one address to another address. In such systems, the state of the DLT will record
the control of assets by addresses. Important rules for the transfer of digital assets typically include
that the original address controls the assets being transferred. The rules for some DLT systems only
allow transfers from a single source address to a single destination address, while other systems allow
transfers to and from many addresses in a single transaction.

On some DLT systems, some transactions can have more impact. For example, on Ethereum, transactions
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Tokens, virtual and cryptocurrenciesycoins, and associated concepts
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A token is a digital asset that represents a collection of entitlements. Generally, asset backed tokens are
registered in ledgers and are then associated with users.

Categories of tokens include the following:

the token itself, where it becomes a “native currency” within some environment;

Intrinsic value tokens: Where the value of the token is based purely on the supply and demand for

Extrinsic value tokens: Where the value of the token is based on some external reference point.

Like the physical tokens, the token is a proxy for something else: another token, a physical asset or
virtual assets;
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— Representative (non-value) tokens: Tokens can be designed for many other purposes within a
system, just as they did in the physical world, where the primary goal is not limited to exchange of
value. Tokens might be used as tracking devices.

Electronic coins are primarily designed for payment systems (e.g. Bitcoin). Electronic coins are
primarily designed for payment systems (e.g. Bitcoin).

Cryptographic tokens, virtual and physical, have likewise long been used in various distributed system
environments, primarily for access to a system; they have taken on numerous new roles in a DLT
environment, where the rights of the holder are not overseen centrally. For example, tokens can be used
to track usage or be used as incentive tools for higher quality and governance enforcement, or in some

ol ralad L. L. £ioaol o 4 3 £3 il i i
cases they camrepresentoter rignts Sutras e erctar titerestra rmancarstrament:

“Virtual Cufrency Schemes" published by the European Central Bank (ECB), in 2012,cdefines a
virtual currency as a type of unregulated, digital money, which is issued and usually controlled Iy its
developers, fand used and accepted among the members of a specific virtual community.\See Anniex A
for a full discussion of tokens and currencies.

6 Cross-cutting aspects

6.1 General

Cross-cuttirjg aspects are behaviours or capabilities that are coordinated across roles and should be
implementef consistently in a DLT system. Cross-cutting aspects,can be shared with and can impact
multiple roles, activities and functional components.

Cross-cutting aspects of DLT include
— security,
— identityj
— privacy
— governdnce,

— managegment,

— interoperability, and

— data flow.

6.2 Security

Since DLT |systems heavily rely on distributed communication, distributed nodes, consgnsus
mechanismg and cryptography, the following security elements need to be taken into consideration:

a) network security;

b) choice and configuration of cryptographic algorithms and protocols;
c) cryptographic key management;

d) application security;

€) security management processes;

f) secure implementation and certification;

g) availability.
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DLT specific security considerations at issue include

a)

consensus security,

b) hard/soft fork management, and

c) block data management.

Membership services manage the membership of DLT systems in consideration of identity, privacy,

confi

dentiality and auditability within a DLT system.

Role based access control is sometimes used to provide a more expressive model for access control

policfies systems.

As the ledger grows, key management could be challenging. For example, if a private ke is’cq
chaniged or revoked, then it will be hard to trust and process data previously signed w
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ttimes, when a user ID is based on the user’s public key, this could lead to challenges W
ification. In order to override this, specific key changing techniques need, to be imple
te DLT systems, the mentioned problems could be solved by incorporating PKI, CAdES

DLT system, information security includes the protection of the“confidentiality, in
ability of information, and the protection of PII, and it covers more than the ledger.
ng aspect and covers the user, non-DLT systems, API, DL Platform, infrastructur
-layer functions. Understanding the security considerations helps to select and integi
lanisms to protect the hardware, middleware and software that makes up the I
5-cutting security functions include asset protection, access management, identity n
fography management, assessment and testing Amanagement, PII protection, and
hgement.
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security function can be composed of oneZor more services, processes and tools, w

‘ol services can be deployed in the userrand non-DLT systems layers, in the developmel
the management and operation fusctions.

izations can deploy or implement all, some or none of the components of the 3
selection of architecture components, services, processes and tools adopted can b
rs such as: organization (fequirements; organization capability; the activities perfo1
hization; available resoupces; threats and vulnerabilities; and the risk tolerance and
tholders. However, dertain choices can be limited, as the organization creating thg
hitial record (e.g.-génesis block in a blockchain system) will set certain parameters
ption algorithmi)that all participants in a DLT system have to follow.

Identity

impottance of identity in Distributed Ledger Technologies (DLT) results from tl
aetions can include identifiers relating to a natural person, a legal entity, a thing or a

mpromised,
ith this key.
rith the user
mented. For
etc.

tegrity, and
t is a cross-
e and other
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yed to meet organization requirements-across the layers and functions. For example, access

nt functions,

rchitecture.
e driven by
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One could rely on traditional, trusted third party entities to provide these digital identifiers to
secure communications and transactions (X.509 Certification Authorities, DNS registrars, etc.), but
decentralized identifiers put the control back in the hands of the identity owner, which is an important
consideration for self-managed, decentralized identity.

6.4 Privacy

6.4.1 General

Some uses of DLT systems necessarily involve the acquisition and storage of PII by the system. This
raises the question of how PII is stored by the system. A significant characteristic of DLT systems is
that information stored in the distributed ledger is normally immutable - it cannot be altered once
it is written to the ledger. This characteristic can clash with some of the principles that apply to the
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protection of PII; in particular, it might not be possible to enable the PII principal to delete any of their
PII once written to the distributed ledger. A PII principal can edit the PII using another transaction.
However, previous information will remain on the ledger and might be accessible.

There are many techniques to enhance privacy with technology. In particular, Privacy Enhancing
Technologies offer an ability to protect data through a variety of means. Some of the current approaches

include the following:

a) Cryptographic techniques;

b) Network techniques;

c) Privacy
d) Channe
See ISO/TR

Whether us
case and thd

frameworks;
-based techniques.
23244 for more details on privacy protecting techniques.

e of these approaches is acceptable in relation to PII or not depends‘strongly on th
 legal basis for the storage of the PII. In some cases, it can be requited by law to mai

a permanent and unchanging record of some PII - an example is a land registty. In other cases, i

be required
therefore n(
database w
enables the

When desig
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DLT archite
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ISO/IEC 291

Itis also pla

to enable the PII principal to delete their PII. Since DLT does set support this, PII sk
t be stored on the ledger. Instead, the PII needs to be placéd into an (mutable) off-le
th some kind of pointer to this PII being placed into thie Jedger records. This appr
PII to be updated and/or deleted while preserving the immutability of the ledger recoq

hing and operating DLT systems, the guidance and principles stated in ISO/IEC 2910
here can be further considerations of the issues:specific to DLT systems.

tures will have amajor impactupon privacy ahd the protection of PII. Within an archited
bntation of access management, security -and cryptographic services to applications,

1y information security controls, “which protect the confidentiality, integrity arp
pf information and data are also,suitable for the protection of PII. The selection of con
e using risk management techniques, business and information security policies an
of the services in the architecture. ISO/IEC 27001, ISO/IEC 29134, ISO/IEC 29151
00 provide controls and guidance for general security and privacy aspects

1sible to use the “privacy by design” paradigm in DLT development to produce DLT sys

b use
ntain
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ture,
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across both DLT and non-DLT systems.€an protect PII through technical and non-techpnical

1d /or
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tems

that providg appropriate PII protection.

PII can plaugibly be contaiied’in 2 datastores:
— on-ledger;

— off-ledgpr.

6.4.2 On-ledgerPH-storage

PII can be stored within DLT records (e.g. blockchain blocks). If it is required for PII to be modified or
deleted, for example to comply with legal or regulatory requirements, in many DLT systems, it might not
be possible in practice to modify or delete those records. Worst-case options might include a hard fork.
In the case of some private DLT systems, the owner might be forced to shut down the system entirely.
Also, there is a continuing risk of exposure, for example via leaked keys or preimage attacks, even if the
PII is encrypted or hashed. Criteria for good encryption algorithms and parameters are discussed in
ISO/IEC 18033-1, but good encryption is not necessarily adequate for protection of PIl in a DLT system.

As the ledger increases in size and as transactions are added, the accumulation of data within the ledger
itself and links to external databases and storage can lead to aggregation effects, potentially enabling
direct or indirect identification of a PII principal. Advances in analysis and profiling capabilities can
also lead to aggregation or other effects, again increasing the risk of identification of a PII principal.
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6.4.3 Off-ledger PII storage

Where data is held off-ledger, privacy and PII protection can be addressed by adopting the approach of
ISO/IEC 29100.

DLT systems typically use hashes of files to allow the actual data to be held off-ledger whilst a validated
record of the file is held on the ledger. This facilitates large, related files to be held off-ledger, whilst
the integrity of the data referenced is maintained through use of the hashing function on the data.
Identifiers can be used to point to PII held off the ledger, where these identifiers are not derived from

the data itself and will probably only have a one-way relationship.

trangaction details, the blockchain can no longer be a single, shared record that can be
multfple parties according to a set of rules (“source of truth”). For example, the issuance
of nefgotiable, fungible digital assets are no longer possible without feference to an off-ledg
keeplng system (i.e. a system that monitors the quantity of assets recognised at the DLT

and its compliance with the transactions of which the system isaware).

Addi
main
thes

tain their own record, or delegate that responsibility‘te a Trusted Third Party, which b,
Aame costs and disadvantages as restricting read.access to the blockchain.

A md
asso

jjor challenge for DLT systems is the ability-to ensure that a file or a block on a n
riated off-ledger storage has been deleted.

DLT
Systg
on eg

can also integrate with distributed file systems, for example BigChainDB and IPFS
ms also have the same challenge of ensuring that if a file is deleted, confirmation is r|
ch node the file was deleted.

6.5 | DLT Governance

See |
(incl
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B.7. Directing and centrolling implies creating a framework for setting policy, ded
hding access), accountability, and ongoing enforcement in the DLT systems. D
Fnance is challenging due to the distributed and decentralized nature of most DLT syst¢
e following:

|
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Multiple ewhing stakeholders (individuals, organizations) might need to be considered;
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fionally, storing transaction information off-ledger typically requires that both coynterparties

rings with it
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ision rights
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ems because

fovernance considerations for setup of DLT systems and ongoing operations might be

Hifferent;

decentralized control later;

distributed and decentralized environment;

environment;
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A high degree of centralized decision rights might be needed initially to enable distributed and

The specification and execution of decision rights might need to be organized to operate in a

Incentive mechanisms might need to be implemented that work in a distributed and decentralized

Records are decided upon through distributed and decentralized consensus mechanisms;
Transaction parameters are primarily defined using distributed and decentralized mechanisms;

Accountability should be explicitly specified reflecting the distributed and decentralized nature;
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Governance might need to scale across a large number of nodes and stakeholders;

and sometimes across borders;

An appropriate identity management system might need to be in place.

An authorization functionality might be required to support multiple parties across organizations

Specific decisions that will have to be resolved might include selecting and defining consensus
mechanisms, how voting mechanisms work, how conflicts are resolved, how mining works, and how
organizational and human agents participate.

Mechanisms and monitors need to be defined on operational DLT systems such that they can verify that

the governance policies are being enforced and can signal when governance and decisions need

adjusted.
ISO/TS 2361

6.6 Mand

5 provides further guidance on governance for DLT systems.

gement
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hechanism.

Management covers the complete lifecycle of the DLT system: development, testing, configurg

deployment
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SHip,
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data storage,

event systems,

applications,

compliance with regulation,
networks, and

security — permissions and security for nodes, members, smart contracts, and users (see 6.2).
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Management for each target will be different.

Managing configuration includes the initial configuration for deployment and updating the configuration
on an ongoing basis in one or many nodes, smart contracts, ledgers, applications, or users.

Deployment management includes the deployment and disposal of nodes, networks, smart contracts,
ledgers, databases and applications across a distributed network of physical systems, virtual systems
and DLT systems. Scale and dependencies can be challenges here.

Operations management includes

starting nodes and applications,

q

topping nodes and applications, and

¢hanging network connections.

Monfitoring includes

onitoring performance of nodes and communication networks,

onitoring status and availability of nodes and communication networks, and
— 1Inonitoring business specific metrics for governance.
Main
netw
with

tenance includes implementing and deploying ongoing.chfanges to any element of the JLT systems,
orks, and applications. Getting changes deployed acrgss thousands of nodes in a tinpely manner
but causing disruption in availability and interoperability of APIs might be a challenge
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ng disruption with the DLT system is important.
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Fnance process can decide that the eode of the DLT platform needs to be updated,
Fity issue - the management processneeds to ensure that all nodes in the DLT system
‘dingly, or else the security issue'might remain.
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A soft fork is a change to keep backward compatibility. It is a way to encourage DLT nodes to update to
the new version of software. Non-updated old DLT nodes and updated new DLT nodes coexist on the
same DLT network. Old DLT nodes can accept transactions or ledger data that are created by new DLT
nodes, but on the other hand, new DLT nodes can reject those created by old DLT nodes. If a majority of
DLT nodes update to the new software, it is expected that other old DLT nodes will also update since
their transactions and ledger data can be accepted by a larger number of DLT nodes.

6.7 Interoperability

DLT systems are being proposed for a wide variety of purposes where DLT systems will need to work
together both with other DLT systems and with non-DLT systems. Looking at the evolution of credit
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cards and of electronic data interchange (EDI), DLT systems representing crypto-assets will need to
interoperate with other crypto-asset systems. Importing information to and exporting information
from DLT systems will be facilitated by common information formats and semantics. This is also true
when interoperating as part of a supply chain information exchange.

Interoperability is to be differentiated from portability, interchangeability, or uniformity. Portability
implies the ability to migrate applications or information from one system to another, rather than to
exchange information. Interchangeability implies being able to replace one system with another to fulfil
the same requirements. Uniformity implies sameness of design. Interoperability focuses on exchange of
information, where the information can be efficiently exchanged so that different systems can work
together.

There are various perspectives of interoperability that need to be considered. These perspectives are
called “facets”. There is the 5-facet model, which is described in detail in ISO/IEC 19941. The 5 facets
are:

1. Transport Interoperability (see 3.23)

DLT is pften thought of operating in an Internet-based environment; howevet, DLT can opgrate
in other networking environments as well. The transport facet deals witli'the communicafions
infrastrjucture - how to get bytes of data from one system to another.

This in¢ludes the networking hardware: Ethernet, Wi-Fi, Broadband (xDSL), Satellite, etc. If also
includeg the transport protocol used: HTTP(S), AMQP, MQTT, Kafka; etc.

If the trhAnsport facets do not align, then some form of protocelconversion is likely to be requifed.
2. Syntactjc Interoperability (see 3.22)

The focps is on the “syntax of the data”. The synta®of the data is ideally the same for the squrce
service |and the target service. However, if the syntax does not match, e.g. the source uses [[SON
syntax but the target uses XML, it is possible to-map the data using commonly available toolg. EDI
environments have leveraged numerous standardized syntaxes.

3. Semantjc data Interoperability (see 3.20)

Semantjcs concerns itself with ,conicepts within a domain, their properties, terminology] and
vocabulary and the structural r€lationships between them. Semantics also concerns itself with the
correcthess, validity and completeness of data.

The focpis is on the “senmantics of the data”. The semantics of data are commonly expressed by an
ontologly. Compatible ©ntologies simplify the porting of data between source and target seryices.
If the ontologies aredincompatible, additional resources can be applied to detect inconsistencies.
These inconsistencies might be resolved or semantic data interoperability requirements could be
relaxed|to enable the data to be ported.

4. Behaviquralinteroperability (see 3.3)

It needs to be specified how the service interface uses the exchanged data with related conditions
and constraints

5. Policy Interoperability (see 3.16)

The 5-facet model is also used in ISO/IEC 21823-1. These 5 facets apply to understand interoperability
in widely distributed systems such as cloud and DLT systems.

In addition to the five facets, it is necessary to understand what systems or applications are involved in
DLT systems - what entities are communicating and what is the nature of their communication.

When considering interoperability for digital assets, it is important to ensure the concept of inherited
characteristics.
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When considering interoperability, 4 interactions between entities in DLT systems are relevant, as
shown in Figure 2, which removes the details of entities entirely within the DLT systems.

( )

User System
apps: applications
c C

Admin apps

D Admin System D

r \ User Layer r N
J

AN
L

DLT System 1 DIT System 2

)

DLT oracles

Non-DLT N
applications 0
N\

Off—le%la
Qaﬁ.
N
N@LT systems

Figure 2 — Interoperability interfaces - DLT user system, DLT admin system

Figure 2 identifies four potential interfaces where interoperability might apply:
A - djirectly between 2 (or mere) DLT systems;

B - between DLT systems\and external non-DLT Systems;

C - between user applications and DLT systems;

D - between admin applications and DLT systems.

Examples ofinteroperability among many systems include:

— $ystem 1 interoperates with System 2 with a subset of the functionality and propertie§ common to

tthatwag cuctamec:
Hre——wWo-oyotets;

— System 2 and System 3 interoperate with the functionality and properties common to the two
systems;

— System 1 and System 3 can interoperate with a subset of the functionality and properties common
to the three systems.

DLT discovery supports the interoperability between DLT systems. Discovery includes the activities that
a DLT system performs to share information about what it is and does. A DLT system can communicate
this information, for example, using a service directory or catalogue, to other entities to facilitate
their participation or to exchange data and services. An optional Ledger Name Service (LNS) can be
implemented in a DLT system analogously to the Domain Name Service (DNS) used in the Internet
to identify the network connection of a ledger service. This could enable cross-ledger applications to
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conveniently inter-operate. A naming convention could also be standardized. Detailed definitions for
discoverability concepts and relationships are outside the scope of this standard.

It can be useful to facilitate the automation of making different DLT systems interoperable, as opposed
to needing to find, evaluate, connect and map information between the systems on a bespoke basis every
time, a means by which DLT systems can advertise their discovery information so other systems can
determine compatibility and relevance is useful. Standardization of metadata taking into consideration
the 5-facet model can be useful to enable the interpretation of discovery information.

Some examples of DLT system discovery information could include: processes and purposes, information
and services that can be offered or consumed, security, assurance, access, cost, advertisement,

3 it £ 3 + £ e 1 L. £ radl ' 1 pa|
Operatlonal Hrormatiot,governatrcereqttrenents, otrranctrronar cnatracreristes,regioarata legal

restrictions| and other useful attributes to facilitate manual or automated integration.

Different integration scenarios could need different information during discovery, integratigqn or
participatiop, i.e.

— external applications seeking to find and understand the capabilities, requirements, and reputption
of an exfisting DLT systems and services as a user, and

— prospedtive nodes seeking a ledger of a DLT system, where the existing eoufiterparts are fewet, and
the vocabulary are less established.

6.8 Data flow

Understandjng data flow (see 3.5) is essential to protect the privacy and confidentiality of data iy DLT
systems.

On a systen level, DLT system data flows can be divided-iito internal flows and external flows. There
are five fundlamental data flows relative to DLT systems$-as shown in Figure 3:

— Data flow Z: data flowing among the nodes of the DLT system;

— Data flow A: data flowing between two separate DLT systems when they interoperate;
— Data flow B: data flowing between a DLT system and non-DLT systems connected to it;
— Data flogw C: data flowing betwéenadministration applications and a DLT system;

— Data flow D: data flowing between user applications and a DLT system.

However, data flows in réal“world applications are often complicated and difficult to understand.
The data flgws in DLT _systems are often triggered by the data-related operations of stakeholders. In
particular, DLT data.can flow between systems that belong to or are related to different stakeholders.
Meanwhile, the use-of'‘devices is common in DLT systems, involving a variety of devices such as porfable
devices and IoT devices. In addition, in some cases, cloud computing services are used to provide
capacities sfich-as storage, which makes data flows in DLT systems more complex.
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Figure 3 — DLT data flows

7 Types of DLT systems

The dlistinction between public DLT systems and private DLT systems’is about who can read{transaction
records on the ledger. A public DLT system has transaction records that are readable by anfyone (i.e. by
the general public). By contrast a private DLT system has transaction records that are reaflable by not
just anyone - read access to the transaction records is deliberately limited - the records are private to
the extent that read access is limited to some particular.group.

Only|read access to the transaction records is addressed here. It can be the case that addingtransaction
records to the ledger is also open to all, or it caji*be the case that adding transaction refords to the
ledggr is limited to some particular group. Both\are possible for public DLT systems.

The phrases "permissionless DLT system" and "permissioned DLT system" are about whether it is
necepsary to have permission to use thé-system (permission implies some form of authentication and
authprization for the user concerned))A permissionless DLT system requires no permissjion in order
to uge or to operate the system. A.permissioned DLT system requires permission in order|to use some
operftions of the system. “Operations” here includes the basic DLT functions such as “read|transaction

” o«

records”, “add transaction recqrds”, and “verify transaction records.”
Ther are four combinations of these concepts to understand:
1)

Thislis a DLT syStem that is open to anyone to use and no permissions are required to do any operations
on tHe systenihincluding participating in consensus mechanisms and verifying transactiong. This is one
of the classic cases for blockchain - Bitcoin and Ethereum are instances of these.

ublic permissionless DLT system

2) 1ublic permissioned DLT system

This is typically a case where read access to the transaction records is open to anyone, but where other
operations on the system require permissions of some kind, e.g. anyone can read but only specific
people can add transaction records.

An example of such a DLT system would be a system enabling consumers to verify the provenance of
items of food - they can read the transaction records of the history of the item ("from farm to fork") but
only farmers, shipping companies, etc. would be enabled to create such transaction records.

3) private permissioned DLT system

This is a classic and common case where all operations on the DLT system are limited to specific
groups and where permissions are required to perform any operation on the system, even reading
the transaction records. Permissioned DLT could ensure visibility of the different owners of the nodes
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that help run the DLT network. Such cases can be handled by using open-source DLT systems that are
permissioned. Hyperledger Fabric is an example of private permissioned DLT system.

4) private permissionless DLT system

In this case, operations on the DLT system are limited to specific groups, but where no permissions are
required to perform those operations - this can be done using “other means” to limit participation, such
as installing the DLT system on a private network.

8 Architectural considerations for DLT Systems

8.1 Char$cteristics and relationships

To understd
relationship
following fo

— Ledger
Ledger
Ledger

Ledger

Very few solutions will live entirely “on-chain”, so it is also impertant to recognize the components
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by data prot
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NOTE (of:
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T

nd DLT systems, it helps to identify a limited set of characteristics and understand
s to each other as shown in Table 1. The technologies are categorized ateording t
Lr characteristics:

storage architecture;
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subsetting;

bermissions.

e ledger in an end-to-end solution. A ledger is.déeployed to infrastructure - computs

h such as media (image, video, audio) are net’put on the ledger and instead go into sep
er data might be inappropriate to put on the ledger because the data, e.g. PIl, are govg
ection regulations, such as the EuropeanUnion’s GDPR, and immutability and transpar
negatives. As a result, this data will typically reside in an off-ledger data store.

kt of DLT systems, storage architecture is different from control architecture (e.g. consel
torage is different from data'content storage (e.g. media data). As a result, character
Vith ledger storage architécture and ledger control architecture can be separated as fol

ntralized ledger techrolpgies are included in Table 1 and the following sections for complet
nding. Centralized lédger systems are outside the scope of this document.

able 1 — Typology of DLT Systems based on a limited set of characteristics
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Transaction performance is an important consideration and is influenced by the architecture of the

network.
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8.2 Ledger technology

Ledger technologies are designed to support and implement ledgers. They can be centralized or
distributed.

8.3 Ledger storage architecture
Aledger storage architecture can be:

— Centralized (ledger storage) architecture has a central server (broker) which stores a single
complete instance of the ledger;

— Distributed (ledger storage) architecture is where each node might store a full or partjal replica of
the distributed ledger.

8.4 | Ledger control architecture

A ledger control architecture can be:

— Centralized (ledger control) architecture is where a central server (or authority) fontrols the
ecision making relating to the distributed ledger (i.e. the validation of the new blocks|of records);

— Distributed (ledger control) architecture is where all architecture elements (particulgrly nodes in
he DLT system) control the decision making relating to the distributed ledger, based on|a consensus
echanism run by the distributed system (see ISO 22739:2020, 3.32);

— Decentralized (ledger control) architecture is whére multiple nodes (or authorities) in the DLT
ystem control the decision making relating\to" the distributed ledger, based on & consensus
echanism running as a decentralized systeni(see ISO 22739:2020, 3.19).

Ledger control is associated with ledger cahsensus mechanism/model. The latter can He described
withjn the DLT core software (or DLT client software).

8.5 | Ledger subsetting
In the context of DLT systems,leédger subsetting can be:
— $ubset of the ledger((i:e. partial replica);

— Complete set of the'ledger (i.e. full replica).

8.6 | Ledger permission

The types.of permissions applied to ledgers are permissionless or permissioned.

h Lo it ok b £ £, \ 4
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9.1 General

9.1.1 Five architectural views

DLT systems can be described using a viewpoint approach. Five distinct views that can be used to
describe a reference architecture are:

— User view;
— Functional view;

— System view;
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— Implementation view;
— Deployment view.

Figure 4 shows the possible transformations between them, and Table 2 provides a description of each

of these views.
[ User view ]

U

( runctonal view ]\‘/‘:,\l/( dystem view 1
| N )

Figure 4 — Transformations between architéctural views

Table 2 — Reference Architeettire Views

RAview Description of the RA view,

User view The system context, the parties, the roles, the sub-roles and the activities
of DLT system

Fur|ctional view The functions necessary for the support of activities of DLT system

System view The alternative fiew of functional view that emphasizes the relationships

of the various components and their relative placement within the system

Implementation view 2| The functions necessary for the implementation of DLT system within
serviceparts and/or infrastructure parts

Deployment view 2 How'the functions of DLT are technically implemented within already
existing infrastructure elements or within new elements to be introduced
in this infrastructure

2 |The Implementation and Deployment views are outside the scope of this document.

9.1.2 Notption of.diagrams

The followi;lng Conventions apply: Diagrams are used throughout this document to help illustratg this
reference aichitecture. Figure 5 provides the conventions used regarding the content of the diagrgms.
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G0

Functional
component

NOTH

The reference architecture in this document uses the term "ICT" and "ICT systems". This 1
to mpke it clear that the reference architecture covers not only the compute and storage f{
asso¢iated with computer systems, but also the communication networks that link systems

Parti

in tithe and can engage in a specific subset of activities of thatfqle. Examples of parties inc

not 1

Diffefrent sub-roles can share the DLT activities associated with a given role. Description

roleg

9.2

9.2.1

This
DLT

— 1
— 1

"Aspect” is understood as referring to "Cross-cutting aspect”.

Figure 5 — Legend to the diagrams used throughout this document

es in a DLT system are its stakeholders. A party can assumeimore than one role at any

mited to, individuals, businesses and governments.

and sub-roles are provided in 9.2.
User view

General

document describes a set of rolés and sub-roles which address the main activities ass
bystems. As shown in Figure €, the roles and sub-roles of DLT systems are the followin

DLT users;

DLT administrators;

DLT providers:;

— DLT System operators;

— DLT-Node operators;

erm is used
echnologies
together.

given point

ude, but are

5 of the DLT

bciated with

o
B

. DLT Application operators.

— DLT developers:

— DLT application developers (for DLT users and DLT providers);

— DLT system developers (for DLT providers).

— DLT governors;

— DLT auditors.

©ISO
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Figure 6 — DLT System Roles and Sub-roles

e the responsibility boundary in a DLT system, it is needed to understand not only rolg
also activities in detail. Each activity is shown in the following sub-clause of role and|

Not all of t

that in som¢ cases one person or one organization can perform multiple roles/sub-roles. It is als
case that different roles/sub-roles can be split across different organizations.

NOTE

9.2.2 DLI|

A DLT user i
system.

[tis typicall
that interac
users which
occur via an
Activities in|

— Using D

All activities need to be carried out under. the-premise of protecting privacy.

se roles/sub-roles necessarily exist for all DLT\systems. It is also important to reco

users

y the case that DLT users use a DLT system by means of a DLT application or off-ledger
Es with the DLT AP, rather than directly interacting with a DLT node. This is true foy
are automated)systems rather than human users, where the interaction would typ
API offeredbythe DLT application.

clude thefollowing:

| T-user applications - (interact with business systems appropriately);

b and
sub-

rnize
b the

s a role which uses a DLT selution. This can represent an individual, organization, device or

code
DLT
cally

— Installing user applications;

9.2.3

Configuring DLT user applications;

Installing client or application for interacting with a DLT system;

Handling exceptions or failures.

DLT administrators

DLT administrators perform specific administrative activities (in particular for security configuration).
The scope of administrators will be different in different systems and networks - some will be limited

to DLT nodes and some will be able to act for DLT solutions.

30
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Activities include the following:

— Managing security policy;

— Managing cryptographic keys;

— Handling exceptions;

9.2.4 DLT providers

9.2.4.1 General

DLT

networks. DLT providers agree to create/instantiate nodes, join networks, pay for, and
agreements for joining the network. This role is the business stakeHolder.

Sub

9.2.4.2 DLT system operators

DLT

networks that host and run the components of the DLT systems and platforms in the D
handles network and multiple nodes connections, interoperability between nodes, and en
between nodes.

Actiyities include the follgwjing:

9.2.4.3, DLT node operators

Installing user applications;

Configuring DLT user applications and administration applications;

Mmoot reebased ot : dbernd ’

smart contract.

provider is a role that may own and operate one or more nodes-within DLT syste

roles include the following:
PLT System operators;
DLT Node operators;

DLT Application operators.

system operator is a role that adniinisters and operates the physical and virtual {

Managing commuanication networks for the DLT system;
Deploying the/physical and virtual systems;

Establishing environments and processes.

nvocation of

ms and DLT
handle legal

ystems and
T nodes. It
orces policy

A DLT node operator is a role that administers and operates one or more nodes within a DLT system for
a DLT provider. Node operators are responsible for the lifecycle of the node which could include business
responsibilities, preparation for deployment, running nodes, managing and maintaining nodes.

Activities include the following:

Handling business concerns: including customer relationships and financial processes, and business

statistics;

Preparing for deployment: including defining deployment processes, designing system continuities,

and selecting audit requirements;

© IS0 2022 - All rights reserved
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— Running and operating: including preparing systems, implementing deployment processes, running
ledgers, smart contracts and consensus mechanisms in secure runtime environments, implementing
system continuity and responding to user requests;

— Managing, securing and operating: including operating and monitoring systems, recovering nodes,
managing assets and managing security and risk;

— Maintaining that DLT systems are updated appropriately.

NOTE Operator can be directed by Regulator or Governors (depending on scope)

9.2.4.4 DW
DLT application operator is a role that administers, owns, operates and maintains DLT applications

systems to grovide DLT services for DLT users directly or indirectly.

DLT application operator may provide DLT services by owning or operating a DLT nodé€) er may provide
DLT businegs services through services provided by a DLT node owner.

Activities inlclude the following:

— Providipg, monitoring and managing DLT business services;
— Business management;

— Privacy|protection;

— Managipg security and risk;

— Obtaining audit report;

— Problenp handling;

— Ensuring compliance.
9.2.5 DLT|developers

9.2.5.1 Ge¢neral

DLT developer is a role that créates and maintains the code and specialized equipment for any pgrt or
implementation of the DLT systems or applications. There are two sub-roles for DLT developers { DLT
application flevelopers and.DLT system developers.

9.2.5.2 DLT application developers

DLT applicatiort.developer is a role that creates and maintains DLT applications and smart contfacts
that run in ¢onjunction with DLT systems. It can also involve applications which run outside the rlodes
of the DLT system, interacting with them by means of a User API offered by the nodes. DLT applications
can be used, hosted and run by the DLT users or DLT providers.

Smart contract development sometimes needs special tools and skills since a smart contract often
represents a business process which can range from as simple as a basic transaction between two
parties to very complex scenarios in areas such as financial services or supply chain. It is important
that only smart contracts that follow approved business process flows can be deployed to the DLT stack
in a given environment.

The methods in these smart contracts represent actions that can be taken within a contract by
identities/identifiers assigned to domain-specific roles, e.g. owners, buyers, etc.
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Organizations could allow only certain identities/identifiers to deploy applications and new instances
of a smart contract to their ledger implementations. Smart contract creation can be governed at the
application level, the DLT platform level, or the smart contract level.

DLT application and smart contract developers need to take into account roles and access requirements
for them.

Activities include the following:

— Design, create, integrate and maintain business systems based on the DLT systems;

— Design, create and maintain components or smart contracts in the DLT systems.

9.2.5
DLT

.3 DLT system developers

system developers play roles that develops the physical and virtual systems‘that host

components of the DLT systems and platforms in the DLT nodes.

Actiy

— 1

9.2.6

DLT
nece
soluf]
ofter
new
perfq

Ther
exec

Actiy

— 1

— 1
— 1
— 1

ities include the following:

Developing DLT platform components;

Testing components of DLT systems for node operators and node users.

DLT governors

bovernors play roles which perform governance ofithe entire DLT systems (and netwo

are) governed by different governing bodies. Governance of decentralized systems

e is a need for a role that governs the DLT systems as a whole and keeps the DLT sys
1te the tasks for which they were established.

ities include the following:

Developing DLT policy considering applicable laws and regulations;
[ommunicating thepolicy with stakeholders;

Resolving conflicts and managing changes;

Defining\polices for consensus mechanisms;

q

ecurity requirements;

and run the

Irks), but not

csarily the entire DLT solution. The DLT systems'can be considered infrastructures while the DLT
ions built on it are considered business applications. Both would have governance Qut can (and

can require

governance structures and the ability to change over time. In some DLT systems, ggvernance is
rmed not by one governing body, but,instead by a collective of interested stakeholder;.

tems able to

Defining policies for nodes that can participate in the DLT networks- including the minimum

— Working with DLT providers;

— Working with DLT node operators to ensure monitoring and governance is enforced.

9.2.7 DLT auditors

DLT auditors ensure that policy, governance and regulation are adhered to in DLT systems. They can
work with operators, regulators, governors, etc.

Activities include the following:

— Collecting evidence for audit (to satisfy selected requirements, criteria, frameworks or options);
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NOTE 1

NOTE 2

Reporting audit results.

9.3 Functional view

Performing DLT systems and DLT applications audit;

9.3.1 Functional categorization framework

The functiol
functional ¥
systems. Th
view addre
cross-layer §

The hierard

Audit-related activities need to be carried out under the premise of protecting privacy.

There are many types of audits, optional and required that could apply here.

4 [ N/ N\
Functional Layer
component Cross-layer
G 4
4 [ N\
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Figure 7 —Functional layering

nal view is a technology-neutral view of the functions necessary to form a DLT system|.
iew describes the distribution of functions necessary for the support of activities’in
e functional architecture also defines the dependencies between functions. The'functional
5ses the following DLT system concepts: functional components; functigmal layers
unctions. Figure 7 illustrates the concepts of functions, layers and functiondl componé¢nts.

The
DLT

and

hical framework of the reference architecture of DLT is shown in Figure 8, Functional

components.
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Figure 8 — Functional components
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Figure 8 consists of non-DLT systems and four layers, as well as a set of cross-layer functions across the
layers. The four layers are the following:

9.3

The hon-DLT systems layer contains systems outside the DLT system that a DLT systein|co
with

9.3.3

User
funct

User

the

oper

Adm
clien

User Layer,
API Layer,
DLT Platform Layer,

Infrastructure Layer.

Non-DIT systems

in order to accomplish its business goals. This includes the following:

DLT oracles

espond to events from DLT systems. Transformation logic and seryices can be used to

PP S e

ontracts to ingest real world data during code execution.
Non-DLT applications

INon-DLT applications are any applications outside the*DLT system with which the
¢ommunicates, either to send or receive data. Whetherreporting and analytics or mach
here are multiple places where analysis is done(en ledger data. Such an application
$ata and services to DLT applications via an application programming interface, or i
ata from a DLT to provide ancillary services:

Dff-ledger data

Dff-ledger data is any data stored.:Qutside the DLT system that can hold data that rg
DLT system in some way. An example might be a database holding additional datd
ransactions held on the ledger.

User layer

layer contains futtetions to enable DLT customers to interact with other layers and
ions.

applications<are applications that run separately from the DLT systems. They act
IDLT systéms, and are used by users, usually to perform domain-specific or applica
htions.

jnistration applications are applications that run separately from the DLT systems {

mmunicates

DLT oracles represent trusted systems designed to supply external data to a DLT sfystem or to

perform the

ranslation needed to communicate data to and from DLT systems:DLT oracles can enable smart

DLT system
ne learning,
can provide
t can ingest

lates to the
relating to

cross-layer

hs clients to
fion-specific

hat act as a

Pl | hnt dlaal - 1 1 ] I 4 P U B - I
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applications and systems.

NOTE

understanding on tasks that roles and users/operators/administrators perform and need APIs for.

9.3.4 APIlayer

d/or update

DLT user and DLT administrator roles both leverage the user layer. See 9.2 User view for more

The API layer contains functions that provide reliable and efficient access to the DLT system for
applications, users and non-DLT systems, by calling functional components in the DLT Platform layer,
and thus access to the underlying services of the platform layer and the cross-layer functions.

— External interfaces - off-ledger access services provide secure means to communicate between
the DLT system and the outside, non-DLT systems;
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User API - application programming interface that provides access to domain specific functions;

Admin API - application programming interface that provides access to administrator and operator
functions;

Intersystem interfaces - a node in a DLT system can communicate with other node in a separate

DLT sys

tem using Intersystem interfaces.

9.3.5 DLT platform layer

The DLT Platform layer contains the core functions of the DLT systems that can run in a DLT node. It

also involve

Key capabilities include the following:

The DLT Pl4
layer, to rel
Platform La

Consen{
nodes;

Commu

Cryptog
security

Smart c
logic th

Functio
balancil

Smart ¢
Secure

Ledger,
Transad
Membe}
Cryptog
Consen

Event d

. . 1 R
LUllllllulllLdtlUll UCt VWCCTII ITUUCS.

us mechanisms which coordinate the data and DLT account records in the ledger bet)

hications between DLT nodes and DLT systems via events and secure-pretocols;

raphic services including encryption, digital signature and other’capabilities to er
r compliance and tampering resistance of DLT systems;

pntracts running in a secure runtime environment can automatically implement scheg
it can be added selectively according to different requirements of the applications;

hs to enable increased performance by means of efficient caching, reliable storage,
ng.

tform layer connects hardware or networkdnfrastructure provided by the Infrastru
pvant functional support services in the APl layer. The capabilities supported by thd
yer include

pntract,

runtime environments,

tion system,
'ship services,
raphic services,
us meehanism,

stribution,

iveen

sure

luled

load

Cture
DLT

State management, and

Secure inter-node communications (networking).

To describe these capabilities further:

36

Smart contract

A smart contract is a computer program stored in a DLT system wherein the outcome of
any execution of the program is recorded on the distributed ledger. Smart contracts expose
programmatic functionality to users of the DLT systems. Users interact with smart contracts by
initiating transaction events which reference the contract address.
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In public DLT systems, smart contracts are almost exclusively distributed in nature, in private DLT
systems, they can be distributed or centralized. When centralized, there are a number of trust
elements associated with centralized smart contracts, e.g. running each in a separated trusted
execution environment to satisfy the parties involved in transactions in the network. Smart
contracts represent more the process of agreeing on an outcome than its legal status. The outcome
can be legally binding.

NOTE Smart contracts (also called chain code, programmable asset or programmable contract) are
instantiated as computer programs that execute in a secure runtime environment when a user sends a transaction
of a particular type to the DLT system.

ansa antracts, which
requireasecure executionofcode. Asecure runtime env1ronment ensures ver1f1ably secufre execution

fcode. A secure runtime environment can leverage both software and hardware securi
An example is the use of a secure container that contains a set of signed runtime ,comp
3s a secure operating system, libraries for DLT-supported programming languages, thej
runtimes, and the like.

edger
A ledger (see 6.1) is an information store which keeps a final andidefinitive record of tr

A ledger supports data storage capabilities. Data Storage capabilities support writing a|
of various types of data generated during the operationy'ef the DLT system, such aj
[ransaction information, etc. Technical implementation.can be relational database, ke
database, file database, and so on. It needs to suppoft.data fragmentation and routing

here database sharding is supported.

ransaction system

he transaction system is the componentthat manages the addition of transaction re

dger. A transaction system can contaifi:d temporary data area to store unconfirmed t
¢alled a transaction pool. After a transaction is validated, it is put in the transaction f

ransactions to be recorded in theledger are chosen from the transaction pool. Once {
are confirmed to be recorded in the ledger, they can be removed from the transactio
DLT node can have its own transaction pool.

embership services

.

'he membership .Sepvices are services that manage the identity, privacy, confide
juditability withimthe DLT system. Membership services only apply to permissioned D

q

Cryptographic services

y solutions.
onents such
r respective

Ansactions.

ind querying

the ledger,
y-value pair
capabilities

cords to the
ransactions,
ool, if valid.
ransactions
h pool. Each

ntiality and
LT systems.

The cryptographic services component provides the DLT system with access to th|

q

€ necessary

ryptographic algorithms, either directly or by providing an interface to hardware |or software
hat 1mp1ements the algorlthms Hash functlons and dlgltal 51gnatures are examples of algorithms

y o sreteet the ledger
from mod1f1cat10ns Any change to 1nformat10n in the ledger w1ll result in a computed hash that
is different from the hash that was previously computed and stored for the ledger. A new hash
is computed each time a transaction or, in the case of blockchain, a block (which can contain
multiple transactions) is added to the ledger. Digital signatures ensure that the receiver gets the
transactions without intermediate parties modifying or forging the contents of transactions, while
also ensuring that the transactions originated from senders with access to the private keys.

Consensus mechanism

Once consensus has been reached and the transaction is recorded in the distributed ledger, it is
considered final, definitive and immutable.

This requires the implementation of consensus mechanisms — which are the rules and procedures
by which consensus is reached.
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9.3.6 Infrastructure layer

These rules and procedures that allow the DLT system to maintain and update the distributed ledger
and to ensure the trustworthiness of the records in the ledger, i.e. their reliability, authenticity and
accuracy - vary widely in implementation approaches.

Example consensus mechanisms include: Nakamoto method with Proof of Work (PoW), Proof of
Stake (PoS), Delegated Proof of Stake (DPoS), or Proof of Importance, and Byzantine Agreement
Methods including Practical Byzantine Fault Tolerance (PBFT), Federated Byzantine Agreement
(FBA), and Byzantine Paxos. Note that hybrid consensus methods employing PoW and PBFT have
also been presented (e.g. Zilliga Consensus).

Event distribution

The event distribution component handles the distribution of events generated within_the DLT
platform.

State management

The stafe management component keeps track of the state of assets that are.held on the ledger,
updatinjg that state when new transactions are committed to the ledger.

Securelinter-node communication

The secpire inter-node communication component handles communication between nodes over the
network, enabling the operation of the distributed ledger.

The int¢r-node protocol, also called the backbone protocol runsvia this component.

The Infrastfucture layer provides the operating environment, including networking, computption
and storage|components required for the normal operation of a DLT system. It contains the resotirces
including data storage, runtime containers and *temmunication networks. This layer provide the
necessary upderpinnings for the implementationof the DLT system. It can be provided as a set of ¢loud

computing rlesources or it can be provided ag-0n-premises equipment.

38

Data Stprage
Physical location to put data fox'the ledger and other data storage requirements
Data St¢rage function should meet the following:

— Ca

=

be deployed and dsed by each node in P2P network;
— can|be deployed-distributed or local;

— can|supporf appropriate data sovereignty;

— can|provide data writing and query services efficiently, safely and stably.

Computation

Computation function provides the execution capabilities for the operation of the DLT system,
including but not limited to container technology, virtual machine technology and cloud computing
technology. Generally, runtime environments need to be provided to each node in the DLT system.

Communication Networks

Communication networks are required for the P2P networking of the DLT system nodes and also
for communication between the DLT system and the entities in the user layer and in the non-DLT
systems.
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9.3.7 Cross-layer functions

9.3.7.1 General

Cross-layer functions support the components across all the functional layers. For example, security is
needed for the user layer, API layer and DLT Platform layer, therefore security is a cross-layer functional
component. Cross-layer functions can support other cross-layer functions as well. In detail, the
functions are grouped into development, management and operations, security, and governance and
compliance categories.

9.3.7.2 nnvnlnpmnnf

Development functional components support the activities of DLT system developer, including
application and system implementation development, build management and test managenpent.

Development functional components consist of

— Interactive development environment (IDE),
— Build management,

— Test management, and

— $ecure software development tooling.

To explain these further:

— Interactive development environment (IDE)

IDE functional components provide tools forithe development of smart contracts, DLT{and related
dpplications, including development of support modules. IDE functional components [support the
se of capabilities provided by DLT platform, including access via APIs, node management and
vent distribution capabilities. IDEscenable use of functions in the API layer and the OLT platform
yer, as well as the infrastructure layer.

he IDE functional component supports the generation of configuration-related nmetadata for
he development of smart ¢ontracts; supports the preparation or generation of smprt contract
onfiguration scripts and_¢omponents used by the operators and execution environments on nodes.

— Build management

uild management functional components are used to build publishable software pgckages. The
ackage can.be submitted to DLT node owner or operator and deployed in the environment. It can
ontain the 'software for smart contract implementations as well as the configuration metadata
nd cofifiguration scripts.

dild'management features include the following:

— support for automated building software packages function;

— provide automated compilation function;

— provide an error message when an error occurs during the build process;
— implement audit during build process;

— build system that provides multi-language support;

©1S0 2022 - All rights reserved 39


https://standardsiso.com/api/?name=97b5c0bdef8ff3f9b2e67dd7bb3622e9

ISO 23257:2022(E)

—  bui

ld system that provides multi-platform support.

Test management

Test management functional components support testing of all functions of DLT systems. The
components need to generate test reports and provide them with system implementation software
to the node owner or operator. Tests are often performed in isolated runtime environments
designed to accurately simulate production environments. Without affecting production, test work
can also be carried out in a production environment. A test environment needs to be provided by
DLT providers, especially DLT system operators.

A fully

— support the management of test plans, test reports, test cases and so on;
— support automatic generation of test reports;

— when test is conducted under the integration of test environment then, ithe produ
envlironment need not be affected;

— support testing process automation;
— proyide test case library and test database management functions;

— continuous integration/continuous deployment to enable mdltiple parties request, review

ap

This ing

deliver
Secure

The ser
review,
tools to

9.3.73 M

Managemenft and operations functional components include a set of functions to manage and cont

DLT system

Managemenjt and operations functional components include

40

service

delivery management,

cross chain,service management,

ove code.

'hese test capabilities.
software development tooling

vices provided here support the development of secure code by providing automated
automated testing and code re-use services. Secure software development tools can in
do code review, testing, library,fogging and monitoring.

hnagement and operations

to provide its operational capabilities.

directory and catalogue,

ction

, and

ludes a combination of build management, test management, and governance togethler to

code
tlude

rol a

node management,

ledger management,

DLT system management,

monitoring,

operations management,

incident management,

assetm

update,

anagement,

change and version management, and
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business continuity and disaster recovery management.

To explain these further:

© IS0 2022 - All rights reserved

Service directory and catalogue - Service directory function provides a list of all DLT capabilities,
smart contracts, services and/or APIs of a particular DLT system, provider, or node. The list
includes/refers to technical information about deployment, provision and operation of DLT smart
contract, service or API. Catalogue functions provide access to information relating to the security
architecture and information relating to services, processes and tools. The catalogue can be used
to help in the creation and selection of an architecture and its components. Directory and catalogue
tools include tools to manage terms, models, product databases and reference libraries.

elivery management - Delivery management function provides the management farjction of DLT
ystem delivery, which is provided in the forms of system implementation and aceess pndpoint. At
he same time, this function provides necessary workflows to ensure the elements are|provided in
orrect order.

ross chain service management - Cross chain service management monitors an
onnections, communication and interactions between two or more different DLT syst

ode management - Node management function provides management of the DLT pl
implementation including performance and availability usually)on one logical or vir

ontrol (RBAC) to manage creation and manipulation of feseurces.

edger management - Ledger management function provides management of the
dger.

ystems especially for performance and availability.

sed to respond to changes in the DLT:system and environment. These could include d

nalytics.

perations management = These services include processes to ensure the secure fu
he DLT system and the tecovery of the DLT system from an error state, an incident or

ncident managenient - Incident management function is a set of processes for detectin
ssessing, responding to, dealing with, and learning from incidents. Incidents and p

f organizational assets. Asset management tools include tools to control asset invento
sset ownership.

1 maintains
bms.

htform node
fual system.

LT platforms can support policies for management, including the ability to use Role Based Access

distributed

LT system management - DLT system management function provides management of DLT

onitoring - Monitoring functions inelude monitoring, analytics, and automation tdols that are

btecting and

emediating issues as well as responding to changes in the required system capacitly and error

Inctioning of
broblem.

o, reporting,
foblems can

e detected and reported by DLT node or DLT providers or DLT users. Incident management tools
include thosefor incident detection, reporting, analysis, forensics, logging and monitorjing.

sset management - These services achieve and maintain appropriate ownership altd oversight

y and track

Update, change and version management - Update, change and version management provide
services, processes and tools to ensure that hardware and software are kept up-to-date; upgraded
to the latest version; that changes are authorized and managed; and that records of updates, changes
and implementations are kept. Tools to support this include change and update management,
configuration management databases, software repository, and testing tools.

Business continuity and disaster recovery management - These services assist in preventing,
detecting and recovering from an outage, a disruption or an incident.

In distributed systems, such as DLT, nodes possibly do not require these services; if a node
does cease operation, once the node is back in operation, it will automatically receive the latest
information. Tools to support this include critical assets and processes to switch over.
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9.3.7.4 Security

The security functional components are mainly to provide security attributes such as authentication,
authorization, confidentiality, integrity, availability and access control for all the functional layers of
the DLT system and the protocols between nodes. These security features are widely used in user and
node identity authentication, transaction protocol design, asset protection, communication channel
encryption, and application data access control.

Security functional components include the following:

In

availability
aspect and
functions. A

42

Asset protection;

Access llnanagement;

Identity
Cryptog
Assessn
PII prot
Availab
a DLT sy

Asset protection

The ser
to somjd
security
DLT sys

Access

Access
permiss
auserb
authent

Before
process
success

management;

raphy management;

hent and testing management;
pction;

lity management.

stem, the security of information, the protection of /he’ confidentiality, integrity

covers the user, non-DLT systems, API, DLT Platformjinfrastructure and other cross-
s security is a cross-cutting aspect, it supports thetother layers in the architecture.

ices in this area provide logical and physical protection to assets comprising or conne
e DLT systems. Asset protection serviees and tools include access control, applic
r, platform security, network securityyand physical security. Some public or permissio
tems might not have the ability to safeguard keys.

management

ionless DLT systems(Services can include processes to validate and/or verify the ident
efore they transactusing the ledger or to limit the actions a user can take once succesg
icated.

making a transaction, a DLT system user typically logs on to a node; the serviceg
es included'in this area would provide the authentication and authorization for that us
fully log-on to the node and then transact. Membership services in the DLT platform

are use

Access

by access management.

and

pof information and the protection of PII covers more-than the ledger; it is a cross-cutting

layer

cting
htion
nless

management is relevafit;to permissioned DLT systems and typically not relevant for

ity of
fully

and
er to
layer

access logs.

Identity management

, and

The services in this area include functions to support the lifecycle of identity. It includes creating
DLT accounts and setting attributes and values related to the DLT account, for example, identifiers,
roles, and authentication information. It covers entities and roles in a DLT system and can include
non-DLT systems connected to the DLT system. Identity management services, processes and tools

include

role management, digital wallets, and logging.

Cryptography management

The services in this area include processes to implement cryptography in a DLT system. Tools to
support cryptography management include key management and logging.

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=97b5c0bdef8ff3f9b2e67dd7bb3622e9

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Symbols and abbreviated terms 
	5 Concepts 
	5.1 DLT and blockchain systems 
	5.1.1 General 
	5.1.2 Blockchain DLT and non-blockchain DLT 

	5.2 Networking and Communications 
	5.3 DLT platform 
	5.4 DLT system interfaces 
	5.5 Consensus 
	5.6 Events 
	5.7 Integrity of ledger content 
	5.8 Integrity and ledger management 
	5.9 Subchains and sidechains 
	5.10 DLT Applications 
	5.11 DLT solutions 
	5.12 Smart contracts 
	5.12.1 General 
	5.12.2 Smart contract execution on dedicated peers 
	5.12.3 Smart contract execution on arbitrary peers 

	5.13 Transactions and how they work 
	5.14 Tokens, virtual and cryptocurrencies, coins, and associated concepts 

	6 Cross-cutting aspects 
	6.1 General 
	6.2 Security 
	6.3 Identity 
	6.4 Privacy 
	6.4.1 General 
	6.4.2 On-ledger PII storage 
	6.4.3 Off-ledger PII storage 

	6.5 DLT Governance 
	6.6 Management 
	6.7 Interoperability 
	6.8 Data flow 

	7 Types of DLT systems 
	8 Architectural considerations for DLT Systems 
	8.1 Characteristics and relationships 
	8.2 Ledger technology 
	8.3 Ledger storage architecture 
	8.4 Ledger control architecture 
	8.5 Ledger subsetting 
	8.6 Ledger permission 

	9 Architectural views of reference architecture 
	9.1 General 
	9.1.1 Five architectural views 
	9.1.2 Notation of diagrams 

	9.2 User view 
	9.2.1 General 
	9.2.2 DLT users 
	9.2.3 DLT administrators 
	9.2.4 DLT providers 
	9.2.5 DLT developers 
	9.2.6 DLT governors 
	9.2.7 DLT auditors 

	9.3 Functional view 
	9.3.1 Functional categorization framework 
	9.3.2 Non-DLT systems 
	9.3.3 User layer 
	9.3.4 API layer 
	9.3.5 DLT platform layer 
	9.3.6 Infrastructure layer 
	9.3.7 Cross-layer functions 

	9.4 System view 
	9.4.1 General 
	9.4.2 DLT Nodes 
	9.4.3 Application systems 
	9.4.4 Non-DLT systems 
	9.4.5 Other DLT systems 
	9.4.6 Cross-layer functions 


	Annex A (informative) Consideration of tokens, virtual and cryptocurrencies, coins, and associated concepts 
	Annex B (informative) Ledger implementation examples 
	Bibliography 

