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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national
standards bodies (ISO member bodies). The work of preparing International Standards is normally
carried out through ISO technical committees. Each member body interested in a subject for which a
technical committee has been established has the right to be represented on that committee.
International organizations, governmental and non-governmental, in liaison with ISO, also take part
in the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all
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1 INTRODUCTION
1.1 PURPOSE OF THIS RECOMMENDED PRACTICE

The purpose of this Recommended Practice is to define a C++ Application Program Interface
(API) for CCSDS Space Link Extension (SLE) Transfer Services, which is independent of
any specific technology used for communications between an SLE service user and an SLE
service provider

This API is intended for use by application programs implementing SLE services. (It lcaf be
configured to support SLE service user applications or SLE service provider applications.

This API is also intended to simplify the implementation of gateways thatiare required to
achieve interoperability between SLE service provider and SLE service.user applicat{ons
using different communications technologies.

Using this Application Program Interface Recommended Practice, API implementatjons
(software packages) able to run on specific platforms can bédeveloped. Once developed,
such a package can be supplied to new users of SLE services for integration with their usdr or
production facilities, thus minimizing their investment to.buy into SLE support.

1.2 SCOPE
1.2.1 ITEMS COVERED BY THIS RECOMMENDED PRACTICE

This Recommended Practice defines the Application Program Interface in terms of:
a) the components that provide the services of the API;
b) the functionality provided by each of the components;
c) the interfaces provided by each of the components; and

d) the externally-visible behavior associated with the interfaces exported by the compongnts.

[t does not specify:
a) individual implementations or products;

b)( the internal design of the components; and

41 4 i) 1 d L < 41
\4} LUIv LCbllllUlUsy UusSULuUu 1UL LULLITITUIIIVALIULLS.

This Recommended Practice defines those aspects of the Application Program Interface,
which are common for all SLE service types or for a subset of the SLE service types, e.g., all
return link services or all forward link services. It also defines a framework for specification
of service type-specific elements of the API. Service-specific aspects of the API are defined
by supplemental Recommended Practice documents for SLE return link services (references
[10], [11], and [12]) and SLE forward link services (references [13] and [14]).
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This Recommended Practice for the Application Program Interface responds to the
requirements imposed on such an API by the CCSDS SLE transfer service Recommended
Standards that were available when this Recommended Practice was released.

1.2.2 CONFORMANCE TO CCSDS RECOMMENDED STANDARDS

This version of the SLE API Recommended Practice conforms to the CCSDS Recommended
Stapdards for Space Link Extension Services, referenced in 1.7, with the exception of the
follpwing optional features:

a) The negotiation procedure for version numbers in the BIND operation 1S not
supported. If the responder does not support the version number identified in thej
BIND Invocation, it responds with a BIND Return containing a negative result and
the diagnostic ‘version number not supported’. The responder does not propose an|
alternative version number.

b) Provider-initiated binding, specified by CCSDS Recommended Standards for return|
link services is not included in this Recommended Practice. The management
parameters that specify the bind initiative are supported to simplify addition of this|
procedure in later versions.

1.3 APPLICABILITY

Thq Application Program Interface specified in‘this document supports three generations of
SLE Transfer Service specifications, namely:

a) Generation 1 covering the services RAF, RCF, and FCLTU identified by the version
number 1 in the BIND operation, as specified by references [C1], [C2], and [C3];

b) Generation 2 covering

1) the services RAE, RCF, and FCLTU identified by the version number 2 in the]
BIND operdtion, as specified by references [J9], [J10], and [J12];

2) the services ROCF and FSP identified by the version number 1 in the BIND
operation, as specified by references [J11] and [J13];

c) Generdtion 3 covering the services RAF, RCF, ROCF, FCLTU, and FSP identified by
the version number 4 in the BIND operation, as specified by references [4], [5], [6],
[7], and [8].
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Support for Generation 1 and Generation 2 of these services is included for backward
compatibility purposes for a limited time and may not be continued in future versions of this
specification. Support for Generation 1 (i.e., version 1 of the RAF, RCF and CLTU services)
implies that SLE API implementations of this specification are able to interoperate with peer
SLE systems that comply with the specification of the Transport Mapping Layer (TML) in
“‘Specification of a SLE API Proxy for TCP/IP and ASN.1’, ESOC, SLES-SW-API-0002-TOS-
GCI Issue 1 1, February 2001 For Generatron 2 and 3 of these services, SLE API

< < < s—that

comply w1th the specrﬁcatlon of the Transport Mapplng Layer (TML) n reference [9]

Provisions within this Recommended Practice that are specific for one or more generatjons
are marked as follows:

— [Gn:] for provisions specific to Generation n;

— [Gn,m:] for provisions specific to Generation n and Generatign-m.

Provisions that apply to all generations are not marked.

1.4 RATIONALE

This Recommended Practice describes the semvices provided by a software package
implementing the API to application software using the APIL. It specifies the mapping of| the
SLE Transfer Services specifications to specific functions and parameters of the SLE AP1. It
also specifies the distribution of responsibility for specific functions between SLE API
software and application software. The distribution of responsibility has been defined ith
due consideration for reusability of:software packages implementing the SLE API.

The goal of this Recommended Practice is to create a guide for interoperability between
a) software packages implementing the SLE API; and

b) application software using the SLE API.

This interoperability guide also allows exchangeability of different products implementing
the SLE APL~as long as they adhere to the interface specification of this Recommended
Practice.
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1.5 DOCUMENT STRUCTURE
1.5.1 OVERVIEW

This Recommended Practice is organized in two parts and a set of annexes.

1.5.1.1 Part [—The Descriptive Part

Thqg descriptive part presents the API Model in section 2 using the Unified Modeling
Language (UML) (see reference [J6]).

1.5]1.2 Part II—The Prescriptive Part

Thq prescriptive part contains the specification of the API. In case ofiany discrepancies
betyveen the descriptive part and the prescriptive part, the specifications in the latter shall

apply.

Section 3 contains detailed specifications of the API components and of the interfaces that
mugt be provided by the application.

Section 4 defines the state tables that must be implemented by the APIL

1.5/1.3 Annexes

Anfex A contains the detailed declaration-of the C++ interfaces, which are common for all
SLE service types.

Anmex B lists the result codes that\are used by the API.

[G1:] For version 1 of the services RAF, RCF, and CLTU, annex C defines a standard ASCIIl
repyesentation for the-service instance identifier and lists the attribute identifiers and
abbreviations that are:valid for the service instance identifier.

[G2,3:] For later{versions of these services and all other services, these specifications are]
proyided by ¢hetapplicable CCSDS Recommended Standards.

AnnexAD( describes the design patterns and conventions that shall be applied to API
components. The specifications in this annex are also relevant for the application software
using the API.

Annex E defines requirements for software products claiming conformance with this
Recommended Practice.

Annex F describes the interaction of API components, showing several use cases.
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Annex G provides cross-references between interfaces provided by API components and
interfaces used by API components.

Annex H contains an index to definitions.
Annex [ explains all acronyms used in this Recommended Practice.

Annex J lists informative reference documents.

1.5.2 DOCUMENTATION TREE FOR SLE SERVICES AND SLE API

This Recommended Practice is based on the cross support model defined*in the $LE
Reference Model (reference [3]). The SLE services constitute one of the three types of Cfoss
Support Services:

a) Part 1: SLE Services;
b) Part2: Ground Domain Services; and

¢) Part 3: Ground Communications Services.

The SLE services are further divided into SLE Service Management and SLE Transfer
Services.

NOTE — In reference [3], SLE transfer sérvices are identified; however, the complete
service specifications will be provided in separate Recommended Standards.

This Recommended Practice describées how the functions of an SLE transfer service provjder
or user can be implemented in a software package for the purpose of providing or using [one
or several SLE transfer services: It is part of a suite of documents specifying the API| for
SLE transfer services:

a) Core Specification of the Application Program Interface for Transfer Services (this
Recommended Practice);

b) a set of\Application Program Interfaces for specific Transfer Services; and

c) Intetnet Protocol for Transfer Services.

The basic organization of the SLE services and SLE API documentation is shown in
figure 1-1. The various documents are described in the following paragraphs.
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Space Link Extension

Cross Support

Reference Model SLE Executive

Cross Support Concept

Part 1: SLE Services Part 1: SLE Services Summary
SLE Transfer Services
Forward SLE Service Return SLE Service Internet Protocol for SLE Service
Specifications Specifications Transfer Services Management Suite

SLE API for Transfer Services
—————————— -
| Core Specification | Summary of
I 1 Concept and
| : Rationale
' I
! I
O a
I 2 e — ",
Forward | Return | —
I SLE Service | : | I SLE Service | : 1 P?p‘?,"f:“o:,
I Specifications | |1 I Specifications | 1! ogGa_ MR
[H | | | uide
' ! i
: T Y
TT________________ = JI TT___________________J JI
| Recommended T 71 [T Recommended |
Fpoend Standard (Blue) R | fepon{elow) i | practice (Magenta) |

Figure 1-1: SLE'Services and SLE API Documentation

a) Cross Support~Reference Model—Part 1: Space Link Extension Services, a
Recommended ™ Standard that defines the framework and terminology for the]
specificatienof SLE services.

b) Cross-Support Concept—Part 1: Space Link Extension Services, a Report introducing]
the.concepts of cross support and the SLE services.

c)- Space Link Extension Services—Executive Summary, an Administrative Report

prnvi(ﬁno an_overview. of stmp Link Extension (QT P) Services. It is dpcignpd t
=]

assist readers with their review of existing and future SLE documentation.

d) Forward SLE Service Specifications, a set of Recommended Standards that provide
specifications of all forward link SLE services.

e) Return SLE Service Specifications, a set of Recommended Standards that provide
specifications of all return link SLE services.
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f) Internet Protocol for Transfer Services, a Recommended Standard providing the
specification of the wire protocol used for SLE transfer services.

g) SLE Service Management Specifications, a set of Recommended Standards that
establish the basis of SLE service management.

h) Application Program Interface for Transfer Services—Core Specification, this
document.

1) Application Program Interface for Transfer Services—Summary of Concept. jand
Rationale, a Report describing the concept and rationale for specification |and
implementation of a Application Program Interface for SLE Transfer Seryices.

1) Application Program Interface for Return Services, a set of Recommended Pradtice
documents specifying the service-type specific extensions of the API for return |ink
SLE services.

k) Application Program Interface for Forward Services, a set‘of ‘Recommended Pragtice
documents specifying the service-type specific extensions of the API for forward |ink
SLE services.

1) Application Program Interface for Transfer Services—Application Programmpr’s
Guide, a Report containing guidance material and software source code exampleq for
software developers using the API.

1.6 DEFINITIONS
1.6.1 DEFINITION OF TERMS USED IN THIS DOCUMENT
1.6.1.1 Definitions from the SCE Reference Model

This Recommended Practice/makes use of the following terms defined in reference [3]:
a) invoker;

b) offline déhryery mode;

¢) onlingldelivery mode;

d) <operation;

¢) performer;

f) service provider (provider);

g) service user (user);

h) SLE protocol data unit (SLE-PDU);

1) SLE transfer service instance (service instance);

j) SLE transfer service production (service production);
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k) SLE transfer service provision (service provision);

1) SLE transfer service provision period (provision period).

1.6.1.2 Definitions from the ISO Abstract Service Definitions and Conventions

This Recommended Practice makes use of the following terms defined in reference [19]:

a) initiator;

b) responder.

1.6J1.3 Definitions from SLE Transfer Service Specifications

Thip Recommended Practice makes use of the following terms defined ifi-teferences [4], [5],
[6],|/[7], and [8]:

—_

a) association;

b) communications service;

c) confirmed operation;

d) invocation;

e) parameter (of an operation);
f) port identifier;

g) return;

h) unconfirmed operation,

1.6J1.4 Additional Definitions
1.6J1.4.1 General

For|the purpeseg(of this Recommended Practice, the following definitions also apply:

1.6{14.2> Component

A software module, providing a well-defined service via a set of interfaces. In this document
the term component is used only to refer to the API components defined by this
Recommended Practice.
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1.6.1.4.3 Component Interface

An interface exported by a component.

1.6.1.4.4 Component Object

An object within a component that can be accessed by one or more interfaces exported by the
component. ODbjects providing more than one interiace support navigation between, tlese
interfaces.

1.6.1.4.5 Client

A software entity that uses the services of a component or of an object-by invocation of| the
methods of an interface provided by the component or object. In this’/ReCcommended Pragtice
the qualified term ‘local client’ is used to stress the difference ‘between an interface {o a
software entity on the same computer and the interface between an SLE service user and an
SLE service provider.

1.6.1.4.6 Interface
The abstraction of a service that only defines the\operations supported by that service, butjnot
their implementations. The specification of af‘operation is referred to as a method.
1.6.2 NOMENCLATURE

1.6.2.1 Normative Text

The following conventions/apply for the normative specifications in this Recommended
Standard:

a) the words-shall’ and ‘must’ imply a binding and verifiable specification;
b) the word”should’ implies an optional, but desirable, specification;
¢) theword ‘may’ implies an optional specification;

d)( the words ‘is’, ‘are’, and ‘will” imply statements of fact.

NOTE — These conventions do not imply constraints on diction in text that is clearly
informative in nature.
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1.6.2.2 Informative Text

In the normative sections of this document, informative text is set off from the normative
specifications either in notes or under one of the following subsection headings:

—  Overview;

— Background;

—  Rationale;

—  Discussion.

1.62.3 Use of the Term ‘Client’

In 4 complete SLE API, the API Proxy interacts with the API Service Element in the same
progess and with a peer proxy across the network. However, the proxy might also be used in
an ¢nvironment where some other software entity interfaces locally to-the proxy and supplies
the finterfaces defined for the API Service Element. An example for such a configuration is a
gat¢way. Therefore this specification uses the term ‘client’ whien referring to the entity with
which the proxy interacts locally.

Where it is necessary to explicitly distinguish betweeii.interaction with the peer proxy across
the [network and interactions with the client on thetlocal computer, the qualified term ‘local
client’ is used.

1.62.4 Use of the Term ‘Release’

Thq term ‘release an object’ (or arésource) must be understood to mean that all actions shalll
be faken that are required to freesthe allocated memory or other operating system resources.
For|interfaces defined in thi§ specification, this means that the method Release () must be
called for every reference)to an interface that a component holds. (See annex D for 4
desgription of the method Release () and of the reference counting scheme.)

1.7| REFERENCES

Thq following documents contain provisions which, through reference in this text, constitute

proyisions of this Recommended Practice. At the time of publication, the editions indicated|
wer stalid A doernmantearacabieet taoraxician—and tcare of thaic Daonnpaaandad Dot n

vammo— 7 o Jotumt It arc st U T TO T UV ISTUTL  annO— oSt~ O tholhs oo vomonat T ratiacT

are encouraged to investigate the possibility of applying the most recent editions of the
documents indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS documents.

NOTE - A list of informative references is provided in annex J.
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2 DESCRIPTION OF THE SLE API
2.1 INTRODUCTION
2.1.1 SCOPE OF THE MODEL

The intention of this section is to provide a high-level yet precise description of the API
covering all APl components and their interaction. For this purpose, the section uses an
object model presented in the Unified Modeling Language (UML). Detailed specificatjons
for each of the components are provided in section 3, which references the concepts;.objgcts,
and interfaces described by this model.

The material presented here is an API design, to the extent that the API is broken down jnto
components and the interfaces and interactions of these components are specified. However,
this model (i.e., design) is restricted to what must be defined to ensure.co-operation between
components and excludes specification of the internal design of conipenents.

The model defines:
a) the runtime components, from which the API is constructed;
b) the externally visible logical architecture of the ‘API in terms of:
1) the interfaces that are exposed by the.components;
2) the functionality to which these interfaces provide access; and

3) the behavior of the operations'defined by the interfaces.

[n order to specify the externally fvisible architecture, the model defines logical entities below
the level of runtime components. These entities are to be understood as abstract anallysis
objects. It is not the intention to prescribe the structure defined by these objects for an
implementation in any way. The only requirement for an implementation is to provide|the
interfaces specified with the functionality and the behavior described by the analysis objegts.

Some minor semantic extensions to UML have been defined to highlight the differgnce
between thoselaspects of the model that must be implemented as specified and those aspgcts
that are required only for a complete and unambiguous description. Subsection 2.2 provides
details.of-How UML is used in this model.

This section contains only a summary description of interfaces. A complete specification of
the methods—anmd—types Ts provided T ammex A for athmterfaces thatare ot service type
specific.  Service type-specific interfaces are detailed in supplemental Recommended
Practice documents defining service-specific APIs.
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2 PRESENTATION OF THE MODEL
API model is presented as follows:

section 2.2 describes how UML is used for this model. It does not provide an

introduction to UML. For a description of UML, the reader is asked to refer to the UML
specification (see reference [J6]), or to one of the textbooks on the subject (see references

[J7

and [J8]).

Sub

conmpponents:
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and|
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section 2.3 describes the ‘logical view’. It contains a subsection for each of the!API

a) API Proxy (see 2.3.2);

b) API Service Element (see 2.3.3);
c) SLE Operations (see 2.3.6); and
d) SLE Utilities (see 2.3.7).

section 2.3.4 describes interfaces that must be implemented.by more than one component
describes the application interface to the API. The logical view is complemented by
ex F providing an overview of how the components interact.

SPECIFICATION METHOD AND NOTATION
1 INTRODUCTION

architectural model for the SLE API is defined using the Unified Modeling Language]
L) as defined in reference [J6]. - This subsection describes some specific aspects of how
L is used in this Recommended Practice.

pmponent in UML models a runtime object, e.g., an executable file, a dynamically linked
hry, or similar operating system objects. Therefore the relationships that can be defined
n component inUML are limited:

a) acompenent can implement (‘realize’) and export an interface;

b) a eomiponent can depend on another component (more precisely on the interface
exported by another component).

Int

his Recommended Practice, the UML component is used to refer to a component that:
a) is delivered as one or more linkable libraries;
b) is instantiated by a global ‘creator function’ defined in annex D;

c) is substitutable by a different component providing the same interfaces.
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This specification requires these characteristics only for the top-level components API Proxy,
API Service Element, SLE Operations, and SLE Utilities. = These components are
considerably complex and provide a rather large number of interfaces. In order to specify
these interfaces, additional model constructs are needed. Following the general UML
approach, this Recommended Practice uses UML classes with specific stereotypes to define
special model objects. The specialized model objects are:

a) Interface;

b) Component Class (CoClass);
¢) Component Internal Class; and

d) Entity.

They are shown in figure 2-1 together with some important relationships addressed latgr in
this section. In addition, the model uses the UML utility class to reptesent functions thaf are
not bound to any specific class.

<<Entity>>

Entity
ClassUtility X
e implements /
exports interface

:
I
I
:
-

uses interface
I
I

instantiates v
<<CoClass>> <<Interface>>
Component Class [ ~57 "~ = Component Interface

generalisation /
specialisaton | __________
relationship

<<CoClass>> <<Interface>>
Specialised Class Interface

containment y aggregation <<Inheritance>>

[ torface D)
,,,,,,,,,,,,,,,, interface
Inheritance
<<Internal>> <<Interface>>
Componenttrterral-Class Derived-nterface

Figure 2-1: UML Stereotypes Used in This Recommended Practice
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2.2.2 INTERFACE

The stereotype ‘Interface’ is defined by the UML specification. In this model it is used to
identify a component interface. In C++ an interface is implemented as a class containing no
data members and only public, pure virtual function members. According to the simple
component model defined in annex D, all interfaces inherit the interface TUnknown. This
fact is not explicitly shown in the diagrams.

An [interface is displayed as a UML class with the stereotype <<Interface>>. The operations
defined by the interface may or may not be shown, depending on the purpose of the specific
diagram.

re explicit public interface inheritance is required, this is indicated by the*stereotype
<<Inheritance>>. Generalization relationships that do not show this stereotype do not
reqyire an implementation using inheritance.

2.23 COMPONENT CLASS

A domponent class is a model object that specifies some functionality to be provided by a
component. It is also used to describe navigational reldtionships between interfaces. The
only implementation requirements related to componefib classes are the following. (For a
des¢ription of the interface TUnknown and the method QueryInterface () see the
‘Simple Component Model’ in annex D.)

a) A component must export all interfaces specified for a component class it
implements.

b) It must be possible to navigate between all interfaces specified for a component class
and for component classes to which a generalization interface exists using
QueryInterface ()

c) For every non-abstract component class (except the ‘main’ class for a component) the
model defines. 6ne (or more) interfaces by which a new instance can be obtained,
These interfaees must be supported.

d) When mote than one instance of a component class exist, distinct references for thej
assogciated interfaces must be provided. The general requirement of the component
model, that a query for the interface TUnknown on the same instance always returns
the same pointer, applies.

Beyond these requirements, this Recommended Practice does not prescribe how the
functionality defined for component classes is implemented. In particular, the generalization
relationships shown in the model do not require implementation via inheritance. In fact,
there need not be any equivalence between the classes within a component and the
component classes shown in this model.
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A component class is defined as abstract, when no instances of the class are created. Such
component classes define common functionality, behavior, and interfaces that are provided
by more than one derived class.

A runtime component contains a single ‘main’ class and exposes a special ‘creator function’
that can create an instance of that class. This creator function must be a global symbol in the
library that implements the component. In the diagrams of this model the creator function is
represented by a UMI, Utility Class, which has an association ‘instantiates’ to the ‘main’
class.

The model uses the UML dependency (or ‘uses’) relationship between component clagses
and interfaces to describe how components are linked via their interfaces.” The ¢nly
requirement for an implementation is that the component implementingsthe functionglity
associated with the component class use the specified interfaces for the purpose identified in
the model.

[n a few cases, attributes are shown for component classes. Atttibutes are strictly analysis-
model constructs to highlight characteristics of a class or options provided by a class. They
are not to be understood to define data. Attributes shown ‘in the model may not ever} be
accessible at all.

A component class is displayed as a UML class\with the stereotype <<CoClass>>. If|the
component class is abstract, its name is displayed 1in italic typeface.

2.2.4 COMPONENT INTERNAL CLASS

Component internal classes are used.to describe features that are expected from a componient,
but which do not result in any -exXternally visible interface. Component internal classes|are
pure model objects. This_specification does not prescribe how the features presented by
these objects are implemented.

A component internal-class is presented as a UML class with the stereotype <<Internal>>.
An internal classc@does not implement an interface. Beside this constraint, all relationshipg for
classes can be used.

2.2.5_<ENTITY

[n-some cases, it is necessary to identify use of an interface by some entity, which is
otherwise unspecified. For this purpose, the model object “Entity’ is used. An entity is
displayed as a UML class with the stereotype <<Entity>>. The only relationship an entity
can have is a dependency relationship to an interface. No further semantics are associated
with an entity.
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2.2.6 NAMING CONVENTIONS
2.2.6.1 Component Classes

Because component classes are not expected to be visible in source code, their names do not
adhere to the syntax of identifiers in programming languages.

The names of component classes that are independent of service types are not specifically
prefixed. Names of classes for which a special version must be provided for every service]
typ¢ are prefixed with ‘<SRV>’.

2.216.2 Interfaces

Intgrfaces adhere to the syntax of C/C++ identifiers. Except for diagrams; interface names
and method names are displayed in mono-space font.

Following Component Object Model (COM) conventions (see reference [J5]), the name of an
intgrface always starts with a capital ‘I’. Interfaces that are independent of specific SLE
seryice types are prefixed with ISLE . Names of interfaces, ‘wWhich are specific for service]
types, are prefixed with I<SRV>. These interfaces)'are defined in supplemental
Redommended Practice documents for service-specificAPIs, where <SRV> is replaced by
the |abbreviation for the service type. Readability of‘the name following the prefix can be
improved using upper and lower case letters. ~The underscore character is reserved for
separation of prefixes from the name. It is not used in the name itself.

Exdmples: ISLE ProxyAdmin
ISLE ServiceInform
I<SRV> SIAdmin‘ becomes, e.g., IFSP_SIAdmin or IRAF SIAdmin

2.2)6.3 Entities and Compenent Internal Classes

Bedause the objects are.pure modeling constructs and are not expected to be visible in source
codg, their names do)fiot adhere to the syntax of identifiers in programming languages and no
spegial naming.cenventions are applied.

2.27 .DYNAMIC MODELING

The APT requires implementation of a number of state machines. Because these comprise a
considerable number of states and events, this Recommended Practice uses state tables
instead of the state diagrams foreseen by UML. Because implementation of these state tables
is mandatory, they have been placed in the prescriptive part of this Recommended Practice.
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2.3 LOGICAL VIEW
2.3.1 STRUCTURE

The logical view of the API is partitioned into the packages shown in figure 2-2, which also
displays the dependencies between these packages. Dependencies on the package SLE
Utilities are not shown in order to avoid overloading of the diagram.

SLE Application SLE Utilities

[\
\
\

\

\

. N / \
.7 \ / N
. \ / N
// \ / ~
P 3 / AN

Common Control API Service SLE Operations
Interfaces < - Element R e
5
API Proxy

Figure 2-2: Top Level Decomposition of the API

The following packages exist:

a) <API Proxy
The package contains the component classes that define the component API Proxy as
well as interfaces exported only by the Proxy.

b) API Service Element
The package contains the component classes that define the component API Service
Element as well as interfaces exported only by the API Service Element.

¢) Common Control Interfaces

The package specifies some interfaces that are supported by the API Proxy and the
API Service Element.
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d) SLE Application
The package defines component classes that are assumed to be part of the application
software. These component classes export the interfaces that must be made available
by the application.

e) SLE Operations
The package specifies the interfaces for operation objects implemented by the
associated component and used for SLE transfer service interfaces.

f) SLE Utilities
The package defines a small set of generally useful classes and their interfaces: Thej
interfaces of these utility classes are used by interfaces throughout the model:

2.32 PACKAGE API PROXY
2.32.1 Overview

Thq API Proxy provides all functionality that must be implemented in a technology-specific
manner and shields its clients from all technology-specific aspects. In addition, the Proxy
implements access control on system level and authentication of the peer identity. Its
structure is shown in figure 2-3.

Thq component class API Proxy is responsible ‘for configuration, initialization, and
me;anement of the Proxy component and @h¢ data communication system. The
conffiguration and initialization is performed using the interface ISLE ProxyAdmin.

Conmunication between an SLE service user and an SLE service provider is handled by the
clags Association via the exportéd)interface ISLE SrvProxyInitiate and the
complementary interface ISLE SrvProxyInform supplied by the client. Associations
can|be created via the interface TSLE AssocFactory.

Asgociations are distingdished according to the role they play in the BIND and UNBIND
operation.  Initiating Zassociations invoke BIND and UNBIND operations, whereas
responding associations accept incoming BIND and UNBIND invocations.  These
spegialized classes-differ in their behavior but do not expose any interfaces in addition to
thoge inherited from the abstract class Association.

Thg PDU Translator is responsible for translation of the operation parameters between the
syntaX-defined for the API and the syntax and encoding used for transfer. The abstract class
PDU Transtator iandtes common PDUs forassociation Tmanagement, Wiile @ Service-Specitic
translator handles service-specific PDUs. It is the only element in the proxy that depends on
the SLE service type.

The proxy and associations support logging and diagnostic traces using the interfaces
ISLE Reporter and ISLE Trace provided by the application. Diagnostic traces can be
switched on and off via the interface ISLE TraceControl exported by the API Proxy
and by the class Association.
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NOTE - All classes in the package API Proxy use the interfaces of operation objects and
of utility objects. This fact is not specifically mentioned in the following

description.
At least one of these interfaces
API Proxy Creator and the associated behaviour
<Product> createProxxs must be supported
instanﬂiates .
<<Interface>> <<Interface>>
ISLE_Sequential ISLE_Concurrent
(from Common Control Interfaces) (from Common Control Interfaces)
<<Interface>> A
ISLE_ProxyAdmin N <<CoClass>>
7 API Proxy
__--1Bind Roles Supported
<<Interface>> <3 Protocol ID PP
ISLE_AssocFactory
1
manages
o
<<Interface>> <<CoGlass>> <<Interface>>
ISLE_SrvProxylnitiate =" Association [~ > ISLE_SrvProxylnform
(from API Service Element)
Service Type
1
uses
1
<<Internal>> <<Internal>> <<Internal>>
Initiating-Association PDU Translator Responding Association
V
<<|nterna|>> <<|nterface>>
<SRV> PDU Translator ISLE_Locator
(from API Service Element)

Figure 2-3: Structure of the Package API Proxy
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<<CoClass>> <<Interface>>
APl Proxy [ TS ISLE_Reporter
(from SLE Application)
1 |
A |
lrterface tnterface 1
ISLE_TraceControl manages ISLE_Trace
(from Common Control Interfaces) (from SLE Application) i
7 |
o i
0x :

<<CoClass>>
Association

Figure 2-4: Reporting and Tracing by the Proxy

2.32.2 Component Class API Proxy
2.32.2.1 General

Thg API Proxy provides management, of the communications infrastructure and of
ass¢ciations. The communications technology and the specific mapping of SLE transfer
seryices to that technology by a ptoxy implementation is identified by a ‘Protocol ID’,
avajlable via the interface ISLE ®roxyAdmin.

In general, a proxy supports(initiating associations and responding associations. However, an|
implementation may support only one of these roles. The ‘bind roles’ actually supported are

defjned by the attribute”*Bind Roles Supported’. A proxy supporting associations in the
responder role listensfor incoming connection requests on the network interface.

A s|ngle instance-of this class exists within one instance of the component API Proxy.

2.32,2.2." Responsibilities

2.3.2.2.2.1 Configuration and Initialization of the Proxy Component

After creation the proxy must be configured and initialized using the interface
ISLE ProxyAdmin. This action includes configuration and initialization of the
communications infrastructure. All static configuration parameters needed for this purpose
are specified in the configuration database, defined in 2.3.2.8.
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An implementation may require that part of the required infrastructure has already been
initialized, e.g., at system start-up, or that a global infrastructure exists, e.g., for access to a
directory system. Such prerequisites must be documented for every implementation.

2.3.2.2.2.2 Dynamic Port Registration and De-registration

The proxy performs dynamic registration of responder ports on request of a client via the
interface ISLE_ProxyAdmin. Port registration includes all actions that may be requjred
by a technology to register addresses, export address related information to a ditecfory
system, or publish a port by other means. Port registration has the effect that requests sent to
the port are correctly routed to the proxy that registered it.

[f port registration is not needed for the technology used, or for the currént-configuratiop of
the proxy, the proxy ignores the request.

2.3.2.2.2.3 Management of Initiating Associations

The proxy creates and initializes initiating associations for 4 specified service type on reqpiest
of its client via the interface ISLE AssocFactony. If the proxy does not support|the
requested service type or does not support associdtions in the initiator role, it rejects|the
request.

The proxy keeps a reference to the associations until the client requests it to destroy|the
association. If the association is not irian unbound state, the proxy rejects this reqyest.
Otherwise, it releases all resources that-may be allocated to the association and performg all
actions required to delete the assoeidtion.

2.3.2.2.2.4 Managemenf of Responding Associations

A proxy that suppofts) associations in the role of a BIND responder starts listening| for
incoming BIND invecations as soon as the start method of one of the control interfaces|has
been called, or~when the port has been registered. When the proxy receives a BIND
invocation, it.creates a new responding association to process the BIND invocation.

When «esponding association terminates (following UNBIND, PEER-ABORT, or aft¢r a
failure reported by the data communication service), the proxy releases all resoufces
allocated to the association and deletes the association object.

2.3.2.2.2.5 Logging and Notification

The proxy generates log records for important events and enters them to the system log using
the interface ISLE Reporter provided by the application. For specific events that require
immediate attention, the proxy notifies the application using the method Notify () in the
interface ISLE Reporter.
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2.3.2.2.2.6 Diagnostic Traces

The proxy generates trace records for events that are not related to any particular association
and passes them to the interface ISLE Trace provided by the application. It supports the
interface ISLE TraceControl to switch tracing on and off. The proxy forwards all
requests received via this interface to all associations currently managed.

2.32.2.3 Attributes
2.32.2.3.1 Protocol ID

Identifies the technology and specific mapping of SLE transfer services to that te¢hnology.

2.32.2.3.2 Bind Roles Supported

INITIATOR the proxy is capable to support associations in the rol¢ of a bind initiator;

RESPONDER the proxy is capable to support associations inthe'role of a bind responder;
ALL the proxy is capable to support associations{in the role of an initiator as
well as associations in the role of a respender.

2.3.2.2.4 Behavior and Use

When the method Configure () is called on the interface ISLE ProxyAdmin, the
proky checks the information passed and performs all actions required for configuration of
the |proxy and the communications service. Errors are logged and result in an error code
retyrned to the caller. When the component has been configured successfully, the proxy
retyrns a positive result code, indicating that it is ready for operation. However, it starts
protessing only when the Start method is called on one of the control interfaces|
ISLE Sequential or LSLE Concurrent (see 2.3.4). This implies that a proxyj
supporting associations.in_the responder role starts listening for incoming BIND invocations
only after call of the start'method.

Wheen the terminate method of the control interface is called, the proxy terminates all threads,
if gpplicable;nsuch that an orderly termination of the application is possible. If any]
assgciations>are still active when termination is requested, the proxy aborts these
assIciations. A proxy must expect that other proxies using the same communication|
infrp$tructure exist on the system and must make sure that their operation is not affected by
termination activities.

NOTE - The terminate method is either TerminateSequential () of the interface
ISLE Sequential, or TerminateConcurrent () of the interface
ISLE Concurrent, depending on the behavior supported by the proxy.
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The proxy provides the method ShutDown () to shut it down on its administrative interface

ISLE ProxyAdmin.

components it still holds, frees all resources, and deletes all internal objects.

2.3.2.2.5 Exported Interfaces

Interface

Defined in Package

ISLE ProxyAdmin

ISLE Concurrent

ISLE Sequential

ISLE AssocFactory

ISLE TraceControl

Interface
ISLE Reporter
ISLE Trace

ISLE Locator

2.3.2.2.6 Dependencies

API Proxy

Common Control
Interfaces

Common Control
Interfaces

API Proxy

Common Control
Interfaces

Defined in Package
SLE Application
SLE Application

API Service Element

Purpose

configuration, initialization, dynamic pert
registration, and shutdown

start and termination of operations-for
concurrent behavior

start and termination of operations for
sequential behavior

creation and deletion“of associations in thg
initiator role

start and stop-of diagnostic traces

Purpose
logging and notification
tracing

indication of an incoming BIND invocation

When that method is called it releases all interfaces of other

the client (not shown in the diagram)

ISLE OperationFactory( )SLE Operations creation of operation objects (not shown in the

diagram)

ISLE UtilFactory SLE Utilities creation of utility objects (not shown in the

diagram)

2.3.2.3 Component Class Association

2.32.3.1 General

AT object of a ctass derived from the abstract class Association handies a singie data
communication association between an SLE service user and an SLE service provider. The
class Association defines those aspects of an association, which are independent of the role it
plays in the BIND and UNBIND operation. An association is independent of the SLE
service type. Service type-specific aspects are handled by the class PDU Translator, to which
the association passes all operation invocations and returns for checking and for encoding
and decoding.
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An association object does not distinguish between the SLE service user role and the SLE
service provider role and accepts any PDU that is defined for a given SLE service type.
Checking for validity of PDUs for a given role must be performed by the client of the
association.

2.3.2.3.2 Responsibilities

2.32.3.2.1 Mapping of Port Identifiers

Thq association maps the logical port identifiers defined by the CCSDS Recommended
Stapdards for SLE transfer services to technology-specific addresses. The mapping is
defined in the configuration database.

2.32.3.2.2 Processing of SLE Protocol Data Units

Asdociations accept operation objects holding SLE invocation and return parameters via the
intgrface ISLE SrvProxyInitiate, pass them to the PDU Translator for checking and
encpding, and transfer the encoded PDU to the peer proxy._ They receive SLE PDUs from|
the [peer proxy, pass them to the PDU Translator for checking and decoding, and forward the
resylting operation object to the client via the interface TSLE SrvProxyInform.

2.3.2.3.2.3 Basic SLE Protocol Execution

Asgociation objects implement a basic subset of the state tables defined for SLE services,
Thd state table for associations is specified in section 4.

2.32.3.2.4 Authentication

For|incoming PDUs, theassociation determines the required authentication mode defined in
the |configuration database for the peer application. If authentication is required it uses the
intgrface ISLE SecAttributes provided by the component SLE Utilities to check the
credlentials transmutted in the PDU. If authentication fails the association ignores the PDU.
For|outgoing PPUs, the association generates the credentials using the security attributes of
the [local application in its configuration database.

2.3

The association monitors the state of the data communication connection it uses and informs
its client if the connection breaks down. The maximum delay between the failure and the
report is specified in the proxy configuration file.
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2.3.2.3.2.6 Queuing of Outbound PDUs

The association queues a maximum number of PDUs if these cannot be transmitted
immediately. A positive response to a transmission request by the client guarantees that the
PDU has been queued for transmission. The maximum size of the queue is defined in the
proxy configuration file. If requested by the client (see the interface
ISLE SrvProxyInitiate) the association notifies the client when a PDU has actually
been fransmitted If the quene of outgoing PDIIs is full the association rejects fiirther
transmission requests.

2.3.2.3.2.7 Removal of Transfer Buffer PDUs

On request by the client, the association removes all PDUs of the type TRANSFER-BUFKFER
for which transmission has not yet started from the queue and release§ dssociated resourges.
[t informs the client whether such PDUs have been discarded.

2.3.2.3.2.8 Limiting Inbound Data Traffic

The association ensures that the number of PDUs reecgived from the network and not|yet
passed to its client does not exceed a maximum number N1 defined in the proxy
configuration file. Of these a maximum number N2 < N1 are allowed to be PDUs of the {ype
TRANSFER-DATA invocation or TRANSEER-BUFFER invocation. The number NP is
also defined in the proxy configuration file. If either of these limits is exceeded |the
association does not accept further data<from the network making sure that back-pressute is
built up.

2.3.2.3.2.9 Logging and Notification

The association and its 'derived classes generate log records for important events and ehter
them to the system.log using the interface ISLE Reporter provided by the applicatjon.
For specific events\that require immediate attention, the association notifies the applicafion
using the methOd Notify () in the interface ISLE Reporter.

2.3.2.3:2:10 Diagnostic Traces

The class Association and its derived classes generate trace records and pass them to|the
inferface  ISLE_Trace provided by the application. It supports the interiace
ISLE TraceControl to switch tracing on and off.
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2.3.2.3.3 Exported Interfaces

Interface Defined in Package Purpose

ISLE SrvProxyInitiate  API Proxy passing of SLE PDUs for transfer

ISLE TraceControl Common Control start and stop of diagnostic traces
Interfaces

2.32.3.4 Dependencies

Interface Defined in Package Purpose

ISIE SrvProxyInform API Service Element  passing of SLE PDUs receivedsfrom the
network

ISIE Reporter SLE Application logging and notification

ISHE Trace SLE Application tracing

2.32.4 Internal Class Initiating Association
2.32.4.1 General

An |initiating association accepts requests to invoke the BIND operation and the UNBIND
operation from its local client. If the association’receives a BIND or UNBIND invocation|
PDU from the peer proxy, it aborts the datacsommunication association with the diagnostic
‘protocol error’.

2.32.4.2 Responsibilities
2.32.4.2.1 Association Establishment

Wheen receiving a BIND-invocation from its local client, the initiating association establishes
a data communicatigrDassociation with the peer proxy using technology-specific means and
trarjsmits the BINDvinvocation. It completes the association establishment procedure when it
rec¢ives the BIND return from the peer proxy. If the BIND return PDU contains a positive
resylt, the asseciation is established and the state is set to ‘bound’. If the BIND return PDU
carties a‘megative result, the association is not established and the state is set to “‘unbound’,
Thg @ssociation informs its client by forwarding the operation object with the return
pardImeters received fToTT the peer proxy-

The association ensures that the BIND operation is not performed on an established
association or during association release and is not re-invoked during association
establishment. It also ensures that the BIND operation is performed according to the
protocol defined by the CCSDS Recommended Standards for SLE transfer services.
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2.3.2.4.2.2 Association Release

When receiving an UNBIND invocation from its local client, the association object forwards
the invocation to the peer proxy and initiates termination of the data communication
association by technology-specific means. It completes the association release procedure
when receiving the UNBIND return, by setting its state to ‘unbound’ and forwarding the
return to its client.

The association ensures that the UNBIND operation is performed only on an establighed
association and is not re-invoked during association release. It also ensures that UNBIND
operation is performed according to the protocol defined by the CCSDS Recommended
Standards for SLE transfer services.

2.3.2.4.2.3 Access Control

As part of the BIND operation the initiating association locates-the peer application in|the
configuration database of the proxy using the responder identifier in the BIND operation
object. When receiving the BIND return it verifies that the responder identifier is the one
expected and aborts if that is not the case. This test isiperformed before authentication, if
authentication is required for the peer application.

2.3.2.5 Internal Class Responding Association
2.3.2.5.1 General

A responding association processés:-BIND invocations received from the peer proxy [and
responds to UNBIND invocations.issued by the peer proxy. It rejects any BIND or UNBIND
invocations that might be requested by its local client.

2.3.2.5.2 Responsibilities
2.3.2.5.2.1 Assaciation Establishment

[An object ‘of'the class Responding Association is created by the API Proxy in order to
process areceived BIND invocation (see 2.3.2.2.2.4). It performs all initial checks on|the
BIND~invocation defined in this section. It then informs its client via the interface
ISLE Locator provided as part of the proxy configuration, passing it a reference tq its
mterface—TSEE —STvProxyInTtiate amdtotheoperatiomobjecthotdmg—the—BIND
invocation parameters.

If the locator interface returns a reference to the interface ISLE SrvProxyInform, the
association forwards the BIND invocation via that interface. If the locator returns an error,
the association generates a BIND return PDU with a negative result and a diagnostic
corresponding to the error. It transmits the PDU to the peer proxy and terminates the data
communication association.
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The association completes the association establishment procedure when it receives the
BIND return from its local client. If the BIND return PDU contains a positive result, the
association is established and the state is set to ‘bound’. If the BIND return PDU carries a
negative result, the association is not established. In both cases, the association forwards the
BIND return to the peer proxy.

If the association receives a BIND invocation from the peer proxy on the data
communication association it handles, it aborts the association with the diagnostic ‘protocol

errqr’. The association also ensures that the BIND operation is performed according to_the
protocol defined by the CCSDS Recommended Standards for SLE transfer services.

2.32.5.2.2 Association Release

When receiving an UNBIND invocation from the peer proxy, the association forwards the
invgcation to its client. It completes the association release procedure.when it receives the
UNBIND return from its local client.

Thq association ensures that the UNBIND operation is perfermed only on an established
ass¢ciation and is not re-invoked during association release:. It also ensures that UNBIND
operation is performed according to the protocol defined by the CCSDS Recommended
Standards for SLE transfer services.

2.32.5.2.3 Access Control

When receiving a BIND invocation, the association verifies that the initiator is defined as a
pee} application in the configuration database of the proxy. If that is not the case, it responds
with a BIND return containing a negative result and the diagnostic ‘access denied’.

2.312.5.2.4 Handling of Service Types and Version Numbers

When receiving a BIND invocation, the association checks that the requested service type is
defined in the configuration database of the proxy and that the version number for that type
can| be supported:~"If that is not the case, it responds with a BIND return containing a
negptive result and the appropriate diagnostic.

2.32:5.3° Dependencies

Interface Defined in Package Purpose

ISLE Locator API Service Element  indication of an incoming BIND invocation to
the client

CCSDS 914.0-M-2 Page 2-18 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

2.3.2.6 Internal Class PDU Translator
2.3.2.6.1 General

The class PDU Translator translates SLE operation parameters between the syntax used in
the API and the syntax required for communication with the peer proxy. The base class
handles the SLE operations BIND, UNBIND, and PEER-ABORT, which are identical for all
service types. Service-specific operations are handled by the derived classes.

2.3.2.6.2 Responsibilities
2.3.2.6.2.1 Association of Returns with Invocations

The PDU Translator receives operation objects from the association—~, For invocationg of
confirmed operations by the local client, it stores a reference to the gperation object until the
return from the peer proxy arrives or the association is aborted. When receiving a PDU [hat
contains a return, the PDU Translator locates the operation object holding the invocation by
means of the invocation identifier. The PDU Translator fverifies that the invocation jand
return are of the same operation type. If it cannot lecdte the invocation, it informs|the
association, which aborts with the diagnostic ‘unsolicited-invocation identifier’.

NOTE — The processing of invocations of confirmed operations received from the peer
proxy is described in 2.3.2.6.2.3.

[t is noted that the confirmed operationsyBIND and UNBIND do not carry an invocation
identifier. Because only a single returmn can be outstanding for these operations at any time,
association of the return with the invocation is possible without the invocation identifier.

2.3.2.6.2.2 Encoding of PDUs

A PDU Translator eXtnacts the invocation or return parameters from the operation objpcts
passed by the association, encodes them as required by the technology mapping, builds|the
protocol data unit,-and passes it back to the association for transmission.

2.3.2.6.2.3/ Decoding of PDUs

The'PDU Translator decodes PDUs received from the peer proxy and extracts the operation

pqrampfprc Forinvocations the PDU Translator creates an. npprnfinn n]’\jpf‘f usinglthe
ara ters- Y 5 = at & £

interface ISLE_OperationFactory, stores the invocation parameters to this object, and
passes it to the association for further processing. For returns, it stores the return parameters
to the operation object, which holds the associated invocation.
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2.7 Internal Class <SRV> PDU Translator

lass <SRV> PDU Translator exists for every SLE service type supported by the proxy.
operation objects and PDUs passed to the PDU Translator, the class checks whether

these are defined for the service type. If the operation is defined for the service type, the
class performs encoding and decoding for these operations as described in 2.3.2.6.

2.3
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2.8 Proxy Configuration Database
2.8.1 General

bration of the API Proxy in a specific deployment environment is controlled byj
umeters in a configuration database. The structure of this database is implementation|
cific. It could consist of one or more files or could be implemented) using directoryj
ems or some management database. The configuration file passed to-the proxy as part of
configuration can contain the complete database or only a reference that enables the)
Ky to access the database.

b, the content of the database is largely implementation ‘specific. Information, which|
t be part of the configuration database, is presented infigure 2-5. The objects shown in|
figure are not complete. Information objects not shéwn in the figure are represented by
attribute ‘Configuration Parameters’ of the class Proxy Config Database. A complete lis
equired objects may be found in section 3.

<<Internal>> <<Internal>>

. <<Intérnal>> o
Supported Servcie Proxy Gonfig Database LocalApplication

Servcie Type . ; . Identifier
Version List 1.. 1 |Configuration Parameters| 1 Password
1 1
1.* local port
<<Internal>>
Peer Application <<Internal>> 1.”
. PP Responder Port |~
Identifier o
Identifier
Password Address
Authentication Mode

Figure 2-5: Configuration Database of the Proxy
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2.3.2.8.2 Local Application

The database contains information concerning the local SLE application. The information
includes the identifier (user name) and a password for authentication. For proxies supporting
associations in the responder role, the database also holds information related to local ports,
on which the proxy shall accept incoming BIND invocations. The number of ports that can
be supported is implementation defined.

2.3.2.8.3 Peer Application

The database contains a list of peer applications, which are allowed to accesS\the system.
The list includes service users that may access a service provider and setvice providers,
which the local application may use. For every peer application, the database contains|the
identifier, the required authentication mode (no authentication, authentication for BIND oply,
authentication of all PDUs) and a password for authentication.

2.3.2.8.4 Port

For all responder ports (local and remote) the database ‘¢ontains a logical port identifier [and
the technology-specific address information associated with that name.

2.3.2.8.5 Supported Services

The database contains a list of the service types that are supported by all API components in
an installation, and for each type, .the list of version numbers that are supported by all API
components.

2.3.2.8.6 Interfaces Defined by the Package

Name Description

ISLE ProxyAdmin The interface is provided to configure and initialize the proxy
component passing it the pointers to interfaces of other componerts it
needs operationally. In addition, the interface comprises the methpds
for port registration and de-registration and for shutting down of th

proxy.

ISLE' AssocFactory The interface supports creation of initiating association objects forfa
speeified-Skt i - i tent e
must be passed to the creation function. The interface also provides a
method to request the proxy to destroy an association object that is no
longer needed.

A%

ISLE SrvProxyInitiate The interface provides methods to pass SLE operation invocations and
returns for transmission. In addition, it supports the features to request
reporting of actual transfer of a PDU, and to discard PDUs of the type
TRANSFER-BUFFER. The interface is identical for all association roles
(initiator and provider) and all SLE service types.
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2.3.3 PACKAGE API SERVICE ELEMENT

2.3.3.1 Overview

The API Service Element implements functionality related to SLE transfer service
provisioning, which can be clearly separated from service production. It provides support for
SLE service provider applications and for SLE service user applications. The structure of the
API Service Element is shown in figure 2-6.

Thg component class API Service Element is responsible for configuration, initialization, and
management of the component. It provides an interface to the application to creaté and
delgte service instances (ISLE SIFactory) and to the proxy to locate service instances
wh¢n receiving a BIND invocation (ISLE Locator).
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At least one of these interfaces and
AP Service Element Creator the associated beavhiour must be
<Product>_createServiceElement() supported
//// \\\\
instantiates N
<<Interface>> <<Interface>>
ISLE_Sequential ISLE_Concurrent
(from Common Control Interfaces) (from Common Control Interfaces)

<<Interface>> ! _

ISLE_SIFactory ! <

NF--- <<CoClass>>

API Service Element <<Interface>>
””” ISLE_Locator

<<Interface>> | \--- Roles Supported

ISLE_SEAdmin Provider Initated Bind Supported
1
<<Interface>>
ISLE_SIAdmin RN
\\ mankaes <<Interface>>
<<Interface>> \\ g L3 ISLE_AssocFactory
ISLE_SIOpFactory Qi?ii\\\ N // (from API Proxy)

<<Interface>> \\\\\ 0.7 & <<Interface>>

ISLE geer:/ii:Tnitiate AN ISLE_SrvProxylnitiate
- Q—“*—\;; <<CoClass>> ,//"///7_7 (from API Proxy)
API Servicg\Instance | B

<<Interface>>  |l----"""" TN <<interface>>
ISLE_Servicelnform $ ISLE_SrvProxylnform
(from SLE Application)

<<lpternal>> <<Internal>>
SI Provider Sl User
<<Interface>>
I<SRV>_SIAdmin
] <<CoClass>> <<Internal>>
<<Interfaces> 4 __-| <SRV> Sl Provider <SRV> S| User

I<SRV>_StUpdate

Figure 2-6: Structure of the Package API Service Element

[ndividual service instances are handled by the class API Service Instance. During periods in

which'an SLE service user and an SLE service provider communicate, the service instande is
linked with an association nhjp(‘f in the component API Proxyv_ It communicates withlthe

association via the interface ISLE_SrvProxyInitiate and the complementary interface
ISLE SrvProxyInform. With the application it communicates via the interface
ISLE ServiceInitiate and the complementary interface ISLE ServiceInform.

Service instances are distinguished according to the application role they support. The class
SI Provider supports SLE service provider applications and the class SI User supports SLE
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service user applications. While the behavior of these classes and the operations they support
differ, the externally visible interfaces are identical.

The classes API Service Instance, SI Provider, and SI User are abstract. Service instance
objects support a specific SLE service type represented by the classes <SRV> SI Provider
and <SRV> SI User. The class <SRV> SI User does not export any new interfaces, while
service instances in the provider role support additional service type-specific interfaces for

and for update of service parameter

configuration (T<SRV> STAdmin)

(I4SRV> SIUpdate).

<<CoClass>> <<Interface>>
API Service Element [~~~ > ISLE_Reporter
(from SLE Application)

1 N
A S\ 3
<<Interface>> manages <<Interface>> !
ISLE_TraceControl ISLE_Trane, |
(from Common Control Interfaces) (from SLE Application) i
B4 !
!
0.r |
!

<<CoClass>>
API Service Instance

Thq service element and serviee instances support logging and diagnostic traces using the
intgrfaces ISLE Repopter and ISLE Trace provided by the application. Diagnostic
Trapes can be switched-on and off via the interface ISLE_TraceControl exported by the
API] Service Element-and by the API Service Instance.

NOTE - Allielasses in the package API Service Element use the interfaces of operation|
objects and of utility objects. This fact is not specifically mentioned in thej

following description.

Figure 2-7: Reportingand Tracing by the Service Element
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2.3.3.2 Component Class API Service Element
2.3.3.2.1 General

The component class API Service Element provides management of service instances. An
implementation of the component can support service instances for the SLE service provider
role and for the SLE service user role or only for one of the roles as indicated by the attribute
‘Roles Supported’. Support for user-initiated binding of service instances is mandatory,
while support for provider-initiated binding is an option. Its support is indicated by|the
attribute ‘Provider Initiated Bind Supported’.

INOTE — This version of the Recommended Practice does not support provideér-initigted
binding (see 1.2.2 item b)). The option and the attribute ‘Provider Initiated Bind
Supported’ are foreseen to allow later extension.

A single instance of this class exists within an instance of th¢ZAPI Service Elempent
component.

2.3.3.2.2 Responsibilities
2.3.3.2.2.1 Configuration and Initialization of the, API Service Element Component]

After creation, the API Service Element must be configured and initialized using |the
interface ISLE_SEAdmin. All static configuration parameters needed for this purpose|are
specified in the configuration database defined in 2.3.3.8.

2.3.3.2.2.2 Control of Proxies

The service element can use,several proxies distinguished by the ‘Protocol ID’ of the proxy.
The interface ISLE SEAdmin provides a method to link proxies to the service element dfter
configuration. The sérvice element starts and terminates operation of all linked proxies when
its own operation.is_started or terminated.

For service ifistances that initiate the BIND operation, the service element selects the proxy
to use by-a\table in its configuration database, which associates the peer port identifier with
the Protocol ID supported by the proxy.

.
2 - 3 - 3 o 2 - 2 . 3 I»lallagelllellt ()l E;el tlee l“stau\,\,o

The service element creates and initializes service instances for a specified service type and a
specified role on request of the application via the interface ISLE SIFactory. If the
service element does not support the requested service type or role, it rejects the request. If
the service instance shall initiate binding, the application must additionally specify the
version number of the service type.
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The service element keeps a reference to the service instances created until the application
requests it to destroy the service instance. If the service instance is still bound at that time,
the service element rejects the request. Otherwise, it releases all resources that are allocated
to the service instance and performs all actions required to delete the service instance.

2.3.3.2.2.4 Location of Service Instances

Thq service element provides the interface ISLE Locator to the proxy to locate requested
seryice instances when the proxy receives a BIND invocation from the peer system. Ituses
the [service instance identifier in the BIND invocation passed by the proxy to find the'service
instance. If the service instance has been created by the application, the servige “element
verlfies that this service instance is not already bound and that the BIND*invocation
paragmeters are consistent with the configuration of the service instance. If\all checks arg]
passed, it links the service instance with the association and returns-a_reference to the
intgrface ISLE SrvProxyInform of the service instance to the proxy. Otherwise, if
retyrns an error, instructing the proxy to reject the BIND invocation.

2.3.3.2.2.5 Access Control

For|incoming BIND invocations the service element verfifies that the initiator identifier in the
BIND invocation matches the peer identifier defined for this service instance. If that is not
the [case, it rejects the request and generates an ace€ss violation alarm.

2.33.2.2.6 Logging and Notification

Thq service element generates log recerds for important events and enters them to the system
log|using the interface ISLE Reporter provided by the application. For events thaf
reqliire immediate attention,.the service element notifies the application using the method
Notify () inthe interface FSLE Reporter.

2.33.2.2.7 Diagnostic Traces

Thq service element generates trace records for events that are not related to any particular
seryice instance and passes them to the interface ISLE Trace provided by the application.
It spippérts the interface ISLE TraceControl to switch tracing on and off. The service
element forwards all requests received via this interface to all service instances currently
managed, and, if requested by the caller, to all proxies that it controls.

NOTE - The interface ISLE TraceControl of the service element allows setting of
the trace level on a global scope. Individual setting of the trace level of each
service instance is possible using the interface ISLE TraceControl of the
service instance.
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2.3.3.2.3 Attributes

2.3.3.2.3.1 Roles Supported

USER the service element supports service instances in the role of an SLE service
user;

PROVIDER the service element supports service instances in the role of an SLE service
provider;

ALL the service element supports service instances in the role of a user as_yell

as service instances in the role of a provider.

2.3.3.2.3.2 Provider Initiated Bind Supported

Indicates whether the service element supports provider-initiated “binding of seryice
instances.

NOTE - This version of the Recommended Practice does¢not” support provider-initiated

binding (see 1.2.2 item b)). The option and the atfribute ‘Provider Initiated Bind
Supported’ are foreseen to allow later extension:

2.3.3.2.4 Behavior and Use

'When the method Configure () is called ervthe interface ISLE SEAdmin (), the seryice
element checks the information passed, and performs all actions required for configuratiop of
the component. Errors are logged and result in an error code returned to the caller. When|the
component has been configured suceessfully, the service element returns a positive rdsult
code. Following configuration of‘the component, the service element must be linked with|the
proxies it will use. For this purpose, the service element provides the method AddProxy ()

in its administrative interface.

<

The service element. starts processing when the start method is called on one of the corftrol
interfaces ISLE~Sequential or ISLE Concurrent (see 2.3.4). It then also sfarts
processing of all)linked proxies using the interface selected for control of the proxy.

[When the terminate method is called via the control interface, the service element terminptes
all threads, if applicable, such that an orderly termination of the application is possible| If
any< service instances are still active when termination is requested, the service elenmpent
instructs them to abort the association. Finally the service element terminates processir]:E of
all linked proxies.

NOTE - The terminate method is either TerminateSequential () of the interface
ISLE Sequential, or TerminateConcurrent () of the interface
ISLE Concurrent, depending on the behavior supported by the service
element.
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The service element provides the method ShutDown () to shut it down on its administrative
interface ISLE SEAdmin. When that method is called it releases all interfaces of other
components it still holds, frees all resources, and deletes all internal objects.

2.3.3.2.5 Exported Interfaces

Interface Defined in Package Purpose

ISIE SEAdmin API Service Element  configuration, initialization, and shutdown

ISIE Concurrent Common Control start and termination of operations for
Interfaces concurrent behavior

ISHE Sequential Common Control start and termination of operatiens: for
Interfaces sequential behavior

ISlE SIFactory API Service Element  creation and deletion of-service instances

ISHE Locator API Service Element  location of service instances requested by

incoming BIND inyvoeations

ISIE TraceControl Common Control start and stop,of/diagnostic traces

Interfaces

2.33.2.6 Dependencies

Interface Defined in Package\“ Purpose
ISHE Reporter SLE Application logging and notification
ISHE Trace SLE Application tracing
ISIE OperationFactory SLE Operations creation of operation objects (not shown in thg
diagram)
ISHE UtilFactory SELE Utilities creation of utility objects (not shown in the
diagram)
ISIfE Concurrent Common Control start and termination of proxies for concurrent
Interfaces behavior (not shown in the diagram)
ISHE Sequentigk Common Control start and termination of proxies for sequential
Interfaces behavior (not shown in the diagram)
ISIE Tra&e€ontrol Common Control start and stop of diagnostic traces of proxies
Interfaces (not shown in the diagram)
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2.3.3.3 Component Class API Service Instance
2.3.3.3.1 General

An object of a class derived from the abstract class API Service Instance handles a single
SLE transfer service instance. The class API Service Instance defines those aspects of a
service instance, which are independent of the user and provider role and independent of a
specific service type.

2.3.3.3.2 Responsibilities
2.3.3.3.2.1 Configuration of the Service Instance

The service instance exports the interface ISLE SIAdmin to set common configuration
parameters after creation. When all parameters have been set, the method
ConfigCompleted () must called. The service instance then checks its configuration for
completeness and consistency.

2.3.3.3.2.2 Control of Initiating Associations

[f the service instance initiates binding, it creates‘the initiating association via the interface
ISLE AssocFactory exported by the component API Proxy. It selects the proxy
instance from the mapping table in the configuration database of the service element, uging
the responder port identifier as a key. The service instance requests the proxy to destroy|the
association when it is no longer needed.

Implementations might create thesassociation after configuration and keep it for the complete
lifetime of the service instanc&.or create a new association for every BIND invocation.

2.3.3.3.2.3 Processing of SLE Protocol Data Units

The service instanee receives operation objects holding SLE PDUs from the application| via
the interface(RSLE ServiceInitiate. It verifies that the PDUs are valid in the curfent
state and.checks the parameters for completeness, consistency, and range. If all checks|are
passed,-the service instance passes the operation objects to the association for transfer vid the
interface ISLE SrvProxyInitiate. With a positive result code returned to |the
application, the service instance guarantees that the PDU has been accepted by the proxy.

The service instance receives operation objects holding SLE PDUs from the association via
the interface ISLE SrvProxyInform. It verifies that the PDUs are valid in the current
state and checks the parameters for completeness, consistency, and range. If all checks are
passed and the operation is not handled by the service instance itself, it passes the operation
objects to the application via the interface ISLE ServiceInform.
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2.3.3.3.2.4 SLE Protocol Execution
The service instance enforces conformance to the state tables defined for SLE services to the

extent that these are independent of service production. The state tables processed by service
instances are specified in section 4.

2.3.3.3.2.5 Management of Invocation Identifiers

Thq service instance assigns unique invocation identifiers to operation objects for confirmed
SLE operations. For invocations of confirmed operations received from the proxy,’ the
seryice instance verifies that the invocation identifier is unique for all operations to which the
appllication has not yet responded. If the service instance detects a duplicate, invocation|
idemtifier, it responds with a return containing a negative response and the’ appropriate
diagnostic.

It i$ noted that the confirmed operations BIND and UNBIND do net carry an invocation|
idemtifier and must be excluded from these checks.

2.33.3.2.6 Timeout Monitoring for Operation Returns

For|confirmed operations invoked by the local application or by the service instance itself, the
seryice instance ensures that a return is received within a timeout defined as a configuration
pargmeter. If no return arrives within the specifieddimeout, it aborts the association.

2.33.3.2.7 Pre-setting of Operation Object Parameters

Thq service instance provides an interface for creation of operation objects for the service
typ¢ supported. It uses thesinterface ISLE OperationFactory exported by the]
component SLE Operations- to/ create these objects and initializes the parameters of the
operation objects according to’its own configuration.

2.383.3.2.8 Logging-and Notification

Thq class APL'Service Instance and its derived classes generate log records for important
evepts and:enter them to the system log using the interface ISLE Reporter provided by
the japplication. For events that require immediate attention, the service instance notifies the
appllieation using the method Notify () in the interface ISLE Reporter.

2.3.3.3.2.9 Diagnostic Traces

The class API Service Instance and its derived classes generate trace records and pass them
to the interface ISLE Trace provided by the application. It supports the interface
ISLE TraceControl to switch tracing on and off. If requested by the caller, the service
instance forwards the request to the associations, which it is using.

CCSDS 914.0-M-2 Page 2-30 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

2.3.3.3.3 Behavior

For handling of errors, the service instance applies the following rules:

a) If SLE PDUs received from the application are not valid in the current state or fail to
pass any of the other checks the service instance applies, it returns an error code to
the method that passed the PDU.

by—H-aPDU—received—from—the—applicationis—rejected—by—the—association—the—seryice
instance returns the result code received from the association to the application.
If the result code indicates that the queuing capacity of the association is-exceedled,
the service instance aborts the association. Because of the flow control.meChanigms
built into the API, queue overflow cannot be caused by transfer of space link data
units. It can only happen because of excessive generation of otheflevents relatedl to
the production process or excessively high status reporting frequencies. In these

cases the application would have no other option to handle the&problem.

c) If SLE PDUs received from the association are not valid in the current state or fall to
pass any of the other checks the service instance-applies, the service instdnce
proceeds as follows:

1) if the problem is due to a misbehavior of therassociation, it returns an error gode
to the method that passed the PDU;

2) if the PDU is an invocation of a confirmed operation, the service instance sets| the
result of the operation object to_‘hegative’, inserts the appropriate diagnostic, jand
forwards it to the association for transfer;

3) otherwise, the service:.instance aborts the association with the appropifiate
diagnostic.

2.3.3.3.4 Exported Interfaces

Interface Defined in Package Purpose

ISLE SIAdmin API Service Element  configuration of the service instance

ISLE SIOpFdctory API Service Element  creation and initialization of operation objgcts

ISLE Sérvicelnitiate API Service Element  passing of SLE PDUs from the application to
the service instance

ISEE SrvProxyInform API Service Element  passing of SLE PDUs received from the
gssociation

ISLE TraceControl Common Control start and stop of diagnostic traces

Interfaces
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2.3.3.3.5 Dependencies

Interface Defined in Package Purpose

ISLE AssocFactory API Proxy creation and deletion of associations in the
initiator role

ISLE_ServiceInform SLE Application passing of SLE PDUs to the application

ISLE SrvProxyInitiate APl Proxy passing of SLE PDUs to the association for
transfer

ISHE OperationFactory SLE Operations creation of operation objects (not shown in'the
diagram)

ISIfE TraceControl Common Control start and stop of diagnostic traces of the

Interfaces association (not shown in the diagram)

2.3.3.4 Internal Class SI User
2.3.3.4.1 General

The class SI User defines those aspects of a service instanc€é in the user role, which are
ind¢pendent of a specific SLE service type. This class does notiexport any additional interfaces.

2.33.4.2 Responsibilities
2.33.4.2.1 Processing of SLE Protocol Data\Units

Thq service instance verifies that PDUs received from the association or from the application|
are [compatible with the user role, the setvice type supported, and with the version number of
the [service.

2.33.4.2.2 Buffering for Return Services

For|return services, the-service instance accepts the TRANSFER-BUFFER operation object
fromn the association,\extracts the TRANSFER-DATA and SYNC-NOTIFY operation
objects, and passés them to the application in the sequence they have been stored in the
TRANSFER-BUFFER operation object. The service instance verifies that the buffer
rec¢ived only contains PDUs for which buffering shall be applied.

2.3.3.4.2.3 Flow Control for Forward Services

For forward services, the service instance provides flow control for TRANSFER-DATA
invocations. When a maximum number of TRANSFER-DATA invocations have been
queued by the association and not yet transmitted, the service instance returns a code to the
application requesting it to suspend data transfer. It informs the application when data
transmission can be resumed via the method ResumeDataTransfer () of the interface
ISLE ServiceInform. The number of invocations that can be queued is defined by the
implementation or can be set in the configuration database of the service element.
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2.3.3.5 Internal Class SI Provider
2.3.3.5.1 General

The class SI Provider defines those aspects of a service instance in the provider role, which
are independent of a specific SLE service type. This class does not export any additional
interfaces.

2.3.3.5.2 Responsibilities
2.3.3.5.2.1 Processing of SLE Protocol Data Units

The service instance verifies that PDUs received from the association or fremythe application
are compatible with the provider role, the service type supported, andswith the version
number of the service. It extracts the applicable version number from.the BIND invocation
received from the proxy.

2.3.3.5.2.2 Buffering for Return Services

For return services the service instance handles the ‘transfer buffer defined by CCYDS
Recommended Standards for return link services. ~For this purpose, it uses the operafion
object for the TRANSFER-BUFFER operation. The service instance adds invocations off the
operations TRANSFER-DATA and SYNC-NOTIFY received from the application to|the
TRANSFER-BUFFER operation object, and\forwards it to the association when the buff¢r is
full. The size of the buffer is a parameter passed to the service instance as part of its
configuration.

2.3.3.5.2.3 Buffering in the Delivery Modes Timely Online and Complete Online

For the delivery modes ‘timely online’ and ‘complete online’, the service instance handles| the
release timer as defined by’ the CCSDS Recommended Standards for return link services. [The
service instance starts;the release timer when inserting the first PDU into the transfer buffer.
When the buffer ds full, when the release timer expires, or when the last PDU appended to| the
buffer is an ‘efid of data” SYNC-NOTIFY operation, the service instance forwards the transfer
buffer contentto the association for transfer in the form of a TRANSFER-BUFFER invocatjon.

NOTE = The term ‘TRANSFER-BUFFER invocation’ corresponds to a transmisgion
request for the transfer buffer, not an SLE operation.

2.3.3.5.2.4 Buffering in the Delivery Mode Timely Online

For the delivery mode timely online the service instance additionally handles discarding of
buffers as defined by the CCSDS Recommended Standards for SLE return link services.
When a transfer buffer is due for transmission, it performs the following steps:
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a) If the association did not yet notify transmission of the previous TRANSFER-
BUFFER invocation, the service instance requests the association to discard the
queued (previous) TRANSFER-BUFFER invocation.

b) If the result returned by the association confirms that the association has actually
discarded a TRANSFER-BUFFER invocation, the service instance inserts a
notification ‘data discarded due to excessive backlog’ at the beginning of the transfer
buffer before forwarding it to the association.

2.383.5.2.5 Flow Control for Complete Online and Offline Delivery Modes

In the delivery modes complete online and offline, the service instance provides flow control
for  TRANSFER-DATA invocations. If the transfer buffer fills up and a previously sent
TRANSFER-BUFFER invocation has not yet been transmitted by the association, the service
instance returns a code to the application requesting it to suspend data transfer. It informs the
appllication ~ when data  transmission can be resumed . ‘wvia the method
RegumeDataTransfer () of the interface ISLE ServiceInférm.

2.33.5.2.6 GET-PARAMETER Operation

Thqg service instance performs the operation GET-PARAMETER without involving the
application. It stores the current value of the requested parameter into the operation object
and| forwards it to the association for transfer. It is noted that the GET-PARAMETER
operation is service specific and the derived service-specific class must be involved.

2.33.5.2.7 Status Reporting

Thq service instance performs the~operation SCHEDULE-STATUS-REPORT without
invplving the application. It handles the report timer, generates status reports when needed,
and| forwards them to the association for transfer. The status reports contain the current
valies of the service parameters. It is noted that the STATUS-REPORT operation is service
spegific and the derived’service-specific class must be involved.

2.33.5.2.8 Service Provisioning Period

Thq serviceninstance accepts a BIND invocation only within the scheduled provision period,
If the state-of the service instance is not “‘unbound’ at the end of the provision period it aborts
the |association. It informs the application of the end of the provisioning period via the

: ' o o . = -
intertacc TSEE—ServIceInform

For special purposes, the service provision period can be declared as infinite by setting the
start and end times to NULL. If that is done, the service instance assumes that the provision
period starts as soon as configuration is completed and never terminates.
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2.3.3.6 Internal Class <SRV> SI User
A class <SRV> SI User exists for every service type supported by the service element. It

ensures that the SLE PDUs passed by the application and by the association are supported by
the service type and handles the service-specific operation objects.

2.3.3.7 Component Class <SRV> SI Provider

2.3.3.7.1 General

A class <SRV> SI Provider exists for every service type supported by the service ¢lement|

2.3.3.7.2 Responsibilities
2.3.3.7.2.1 Processing of SLE Protocol Data Units

The service instance ensures that the SLE PDUs passed by the application and by |the
association are supported by the service type and handles the setvice-specific operation objdcts.

2.3.3.7.2.2 Service Specific Configuration

The service instance provides an interface to.define the service-specific configurafion
parameters. This interface is defined by the relevant supplemental Recommended Pradtice
for the service-specific API.

2.3.3.7.2.3 Update of Service Parameters

[f defined by the relevant supplemental Recommended Practice for the service-specific API,
the service instance provides an interface to update the values of service parameters used for
the GET-PARAMETER return and for status reports.

2.3.3.7.2.4 GET-PARAMETER and Status Reporting

The service instanee” generates the service-specific GET-PARAMETER returns and stptus
reports.

2.3.3.7.2:5\% Handling of Service Parameters after UNBIND or Abort

Following completion of the UNBIND operation with the unbind-reason ‘suspend’ or after an
abort, the service instance sets the configuration parameters as defined for the specific service tyjpe.

2.3.3.7.3 Exported Interfaces

Interface Defined in Package Purpose

I<SRV> SIAdmin Service Supplement  Configuration of the service instance

I<SRV> SIUpdate Service Supplement  Update of service parameters
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2.3.3.8 Service Element Configuration Database

The execution of the API Service Element is controlled by parameters in a configuration
database. The structure of this database is implementation specific. It could consist of one or
more files or could be implemented using directory systems or some management database.
The configuration file passed to the service element as part of the configuration can contain the
complete database or only a reference that enables the service element to access the database.

Alsp the content of the database is largely implementation specific. Elements required by
this| Recommended Practice include

a) a table associating port identifiers with protocol identifiers to select the proxy for
outgoing BIND invocations;

b) for a service element supporting the provider role, the minimym and maximum|
reporting cycle supported.

2.33.9 Interfaces Defined by the Package

Name Description

ISHE SEAdmin The interface is provided to configure and initialize the service element
component passing it the pointers to interfaces of other components it
needs. In addition, the interface comprises the methods for linking prox
components and for shutting down the service element.

~

ISHE SIFactory The interface allows creation of service instances for a specified service
type and with a specified role (service user or service provider). It also
provides a method to request deletion of a service instance object that i$
no longer needed.

ISIE Locator The logator interface is used to locate a service instance, using the
parameters of a BIND invocation, and to link it with an association
object.

ISI{E SIAdmin The interface provides the methods needed to set common configuratiop

parameters for a service instance and to complete configuration.
Service type-specific configuration parameters must be set by the
interface specified for that type.

ISHE SIOpFackory The interface allows creation of operation objects for the service type
supported by the service instance, and initialization of invocation
parameters according to the configuration of the service instance.

ISHECSrvProxyInform The interface provides the methods to pass SLE operation invocations
andreturns Teceived-fronTthepeer proxy—tmaddition; it supports
reporting of actual transfer of a PDU.

ISLE ServiceInitiate The interface provides the methods to pass SLE operation invocations
and returns from the application to a service instance and to read the
state of the service instance.
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2.3.4 PACKAGE COMMON CONTROL INTERFACES
2.3.4.1 Overview

In order to ensure substitutability, handling of multiple flows of control must be well defined
at interfaces between components. This specification defines two behaviors:

a) sequential behavior, in which a single flow of control at a time may pass an interface;

b) concurrent behavior, in which multiple flows of control can pass an interface

concurrently.
INOTES
1 Multiple flows of control are frequently implemented by in-process threads but [can

also be provided by interrupt handlers or other operating system features. In [this
Recommended Practice, the term ‘thread’ is used in a broader’sense referring to [any
kind of flow of control.

2 The terms ‘sequential’ and ‘concurrent’ have beetadopted from the characterigtics
defined in UML for operations. However, théxmeaning of ‘sequential’ is slightly
more restrictive and the term ‘concurrent’ as\used in this Recommended Pradtice
maps to ‘concurrent or guarded’ in UML.

These behaviors are defined to more detail 4n"2.3.4.2 and 2.3.4.3. The behavior mus} be
respected by the supplier of an interface and-by the client of an interface. The same behayior
is assumed for complementary interfaces.~"Components are required to support at least ong of
these behaviors but can support both:

A component providing a specific behavior for its interfaces exports an associated cortrol
interface to start and terminate processing of the component. These control interfaces|are
defined by the package Common Control Interfaces. The interface ISLE Sequentiall is
supported by components providing sequential behavior and the interface
ISLE Concurrernt is supported by components providing concurrent behavior.

For the sequential interface behavior, this Recommended Practice also defines interfaces by
which the ‘chient offers means for components to wait for external events and to hanpdle
timers. “\Components providing concurrent behavior are expected to handle external events
and.titners internally.
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implemented by all components providing that option.
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2.3.4.2 Sequential Behavior
2.3.4.2.1 Definitions

A component providing sequential behavior on an interface provided to the application or to
a higher layer API component ensures that methods of the complementary client interfaces
are only called in a thread that originates from a client call. Use of multiple threads by the
component is not excluded, but the component must guarantee that no thread started by the
comiponent itself or by any lower layer component enters client code.

Bedause of these restrictions, components providing sequential interface behavior(¢annot
wait for external events or timers without blocking the client. Therefore the client provides
spetific interfaces for monitoring of events and handling of timers on behalf of the
component.

Thq application or API components using interfaces of lower layer, APP components with
seqpential behavior ensure that methods of these interfaces are invoked sequentially. Use of
multiple threads by clients is not excluded, but access to theSinterface must be strictly
seriplized.

2.34.2.2 Sequential Control Interface
2.34.2.2.1 General

Thq elements of the sequential control interface are shown in figure 2-8. The interface
ISLE Sequential must be implemented by the controlled component. The client of the
intgrface, the ‘controller’, provides services to the controlled component to listen for externall
events and to handle timers. In the'model, these services are described by the component
clagses Event Monitor and Timer Handler. The controlled component implements the
intgrfaces  that shall be) called when an external event is detected
(IJLE_EventProcessor) or a timer expires (ISLE TimeoutProcessor). In the
modlel, these interfacescare’provided by the component classes Event Processor and Timeout
Propessor. The conttelled component can use one or more instances of these classes and of
the jassociated interfaces.

Thg compongrit'class ‘Controlled Component’ is actually a placeholder for a component class
thaf provides the interface ISLE Sequential. This can be the component class API

Proky.or. the component class API Service Element. Processing of the methods to start and
terrhingdte npemtinn is described in the pm‘kngeq API Proxv and API Service Element
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<<Interface>> <<CoClass>>
> ISLE_TimeoutProcessor <=1 Timeout Processor

<<Interface>>

<<CoClass>> |
Timer Handler [~~~ ISLE_TimerHandler <<--------- |

StartTimer()

<<Interface>>
<<Entity>> ISLE_Sequential sCoClass>>
Controller |~ > StartSequential() Controlled Component

TerminateSequential()

<<CoClass>> <<Interface>> .
Event Monitor [~~~ D ISLE EventMonitor &<~
RegisterEvent()

i <<Interface>> | , | <<CoClass>>
{7 > ISLE_EventProcessor Event Processor

Figure 2-8: Sequential Control Interface Component Class Controlled Component
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2.3.4.2.2.2 Exported Interfaces

Interface Defined in Purpose
Package

ISLE Sequential Common Control start and termination of processing and supply of
Interfaces interfaces for monitoring of external events and

timer handling

2.34.2.2.3 Dependencies

Interface Defined in Purpose
Package

ISIE EventMonitor Common Control monitoring of external events
Interfaces

ISIE TimerHandler Common Control timer Handling
Interfaces

2.34.2.3 Component Class Event Monitor

2.314.2.3.1 General

Thg event monitor supports registration of exterfial events it shall monitor, together with a
refgrence to the interface ISLE EventProcessor. When a registered event occurs, the
evepnt  monitor calls the method ~ ProcessEvent () of the interface
ISLE EventProcessor. Events cdnalso be removed from the event monitor. If the
event monitor is no longer able to handle an event, it informs the event processor, using the
method MonitorAbort ().

2.34.2.3.2 Exported Interfaces

Interface Defined in Purpose
Package
ISIE EventMenitor Common Control monitoring of external events
Interfaces
2.3.4:2.3:3Dependencies
Interface Defined in Purpose
Package
ISLE_EventProcessor Common Control processing of external events
Interfaces
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2.3.4.2.4 Component Class Event Processor

2.3.4.24.1 General
The event processor processes an event detected by the event monitor as required for the
component.
2.5.4.2.4.2 LExported Interiaces
Interface Defined in Purpose
Package
ISLE _EventProcessor Common Control processing of external events
Interfaces

2.3.4.2.5 Component Class Timer Handler
2.3.4.2.5.1 General

The timer handler supports starting of timers, togethér with a reference to the interface
ISLE TimeoutProcessor. When the timer expires, the timer handler calls the method
ProcessTimeout () of the interface ISLE TimeoutProcessor. Running timers|can
be cancelled. If the timer handler is no longerable to support a running timer, it informs| the
timeout processor, using the method HandlerAbort ().

2.3.4.2.5.2 Exported Interfaces

Interface Defined in Purpose
Package

ISLE TimerHandler Common Control timer handling
Interfaces

2.3.4.2.5.3 ._Dépendencies

Interface Defined in Purpose
Package

TS¥FE_TimeoutProcessor Commaon Caontraol pracessing of a timeout
Interfaces
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2.3.4.2.6 Component Class Timeout Processor
2.3.4.2.6.1 General

The timeout processor processes a timeout detected by the timer handler as required for the
component.

2.34.2.6.2 Exported Interfaces

Interface Defined in Package Purpose
ISHE TimeoutProcessor Common Control processing of a timeout
Interfaces

2.34.3 Concurrent Behavior
2.314.3.1 Definitions

Commponents providing concurrent interface behavior are able“to handle concurrent calls to
the Imethods of the interface by several flows of control. «Somponents can guard methods of
the [interface to achieve sequential semantics, but this factis not visible to clients.

NO[TE — When multiple threads access object data or global data within the component, af
least access to these data must be setialized using some kind of guard.

It i§ expected that components providing.concurrent interface behavior use multiple threads
of gontrol internally. Therefore they-ate-able to wait for external events and timers without
affdcting their clients.

Clignts of an interface with( concurrent behavior must expect that the methods of the
complementary interface are.called by concurrent flows of control.

Wheen SLE protocol data’units are passed across an interface with concurrent characteristics,
seqpence preservationis not guaranteed when PDUs are passed in one direction by more than
ong| thread. Thérefore this Recommended Practice foresees sequence counts that allow the
recgiver to re=séquence PDUs. Although the actual need for sequence counting depends on
the [implementation of a multi-threaded component, this Recommended Practice requires that
seqlience ‘counts be always used on an interface with concurrent behavior.
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2.3.4.3.2 Concurrent Control Interface
The concurrent control interface is shown in figure 2-9.

The component class ‘Controlled Component’ in figure 2-9 is actually a placeholder for a
component class that provides the interface ISLE Concurrent. This can be the
component class API Proxy or the component class API Service Element. Processing of the
methods to start and terminate operation is described in the packages API Proxy and API
Service Element.

<<Interface>>
<<Entity>> ISLE_Concurrent <<CoClags>>

Controller [T F Controlled €omponent

StartConcurrent()
TerminateConcurrent()

Figure 2-9: Concurrent Control Interface

2.3.4.4 Trace Control Interface

Components supporting diagnostic traces implement;the interface ISLE TraceContyol
to start and stop tracing with a specified trace leyel: The interface is shown in figure 2-1|l in
2.3.5 together with the interface ISLE Trage provided by the application. Specific yses
are described in the sections dealing with the, API Proxy and the API Service Element.

2.3.4.5 Interfaces Defined by the‘Package

Name Description

ISLE_EventMonitor The interface supports registration of external events, for which th
event monitor shall wait together with a reference to the interface
ISLE EventProcessor to call when the event is detected.

D

ISLE EventPro¢€ssor The interface provides a method to call when an external event is
detected and a method to invoke, if the event monitor aborts.

ISLE Time¥xHandler The interface allows starting of a timer together with a reference tq the
interface ISLE TimeoutProcessor to call when the timer expirgs. It
also provides a method to cancel a running timer.

ISLE_TimeoutProcessor The interface provides a method to call, when a timer expires, and a
method 1o INVOKe, 1T the timer handler aborts.

ISLE Sequential The interface provides methods to start and terminate the operation of
a component that can only handle sequential flows of control. It allows
passing of interfaces to an event monitor and a timer handler.

ISLE Concurrent The interface provides methods to start and terminate the operation of
a component supporting concurrent flows of control.

ISLE TraceControl The interface provides methods to start tracing and stop tracing.
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5 PACKAGE SLE APPLICATION
5.1 Overview

SLE Application is not an API component, but the client of the API. However, the

application must provide a set of interfaces for use by the API. In addition, the application
must perform configuration, initialization and control of the API.

The
by

pur
app|
Fig
that
Thi
spe

typ
Pro

obligations of the application and the interfaces it provides are described in this model
h set of classes that are assumed present in the application program. These classe$ jare
e modeling constructs and do not prescribe the design and implementation(of” the
lication in any way.

ire 2-10 shows the classes provided for actual service provisioning. Themiedel assumes
every service instance is handled by an instance of the class API Application Instance.
5 class defines the functionality that is independent of the user or pfovider role and the

cific SLE transfer service type. Specific derived classes are assumed for every service
b and role. These are represented by the classes <SRV> Usér Application and <SRV
vider Application in the figure.
<<Interface>> <<Interface>> <<Interface>>
ISLE_SIFactory ISLE_SIAdmin ISLE_SIOpFactory
(from API Service Element) (from API Service Element) (from API Service Element)
<<Interface>> <<CoClass>> <<Interface>>
ISLE_Servicelnform [~~~ SLBApplication Instance [~~~ > ISLE_Servicelnitiate
(from API Service Element)

i

<<Internal>> <<Internal>>
<SRV> User Application <SRV> Provider Application
<<Interface>> <<Interface>>
I<SRV>_SIAdmin I<SRV>_SIUpdate
(from API Service Element) (from API Service Element)

Figure 2-10: Structure of the Package SLE Application
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Interfaces that must be provided by the application for logging, for notification of events, and
for diagnostic traces, are shown in figure 2-11. The model assumes a class that accepts log
records and notifications (Reporter) and a class that accepts trace records (Trace). The model
does not make any assumptions about the number of objects an application uses.

<<Interface>>
<<CoClass> - | ISLE Reporter | .
Reporter + LogRecord()
+ Notify()

<<Interface>> !

<<Entity>> ISLE_TraceControl <<CoClass>>
777777777 > (from Common Control Interfaces) <}~~~~

Controller Controlled Component
+ StartTrace()
+ StopTrace()
V |
<<CoClass>> <<Interface=>
Trace [ ISLE Jrace << :
+ TraceRecord()

Figure 2-11: Reporting and Tracing Interfaces Provided by the Application

Finally, applications have—the option of supplying an external time source to the API
components. To us€this option, applications must provide an implementation for |the
interface ISLE TdimeSource (Component Class Time Source) and pass it to the creptor
function of the~component SLE Ultilities (see 2.3.7). If the interface is supplied by|the
application, €hie“component uses the interface to retrieve current time. Otherwise, it yises
system time;

In addition to the tasks discussed in this section, the application is responsible | for
configuration, initialization and shutdown of API components. These tasks are discussefl in
ore detait manmex T
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2.3.5.2 Component Class SLE Application Instance
2.3.5.2.1 General

The component class SLE Application Instance handles a single service instance. For this
purpose it implements and exports the interface ISLE ServiceInform by which it
receives SLE PDUs sent by the peer SLE application. This interface is identical for all
service types and all roles of an SLE Application. The class SLE Application Instance uses
the [interface ISLE ServicelInitiate to pass PDUs to the service instance in_thg
component API Service Element.

Thq application instance creates the service instance in the service elementpusing the
intgrface ISLE SIFactory and configures the service instance usingcthé interface
ISLE SIAdmin. For invocations of SLE operations, the class uses“the interface
ISLE SIOpFactory to create the required operation objects.

2.3/5.2.2 Exported Interfaces

Interface Defined in Package Purpose

ISHE ServiceInform SLE Application passing of SLE PDUs to the application

2.3/5.2.3 Dependencies

Interface Defined in Package Purpose

ISIE SIFactory API Service.Element  creation and deletion of service instances
ISIE SIAdmin API Service Element  configuration of the service instance

ISIfE _SIOpFactory API)Service Element  creation and initialization of operation objects

ISHE ServicelInitiate API Service Element  passing of SLE PDUs from the application to
the service instance

2.355.3 Internal Class <SRV> User Application

Thq class<SRV> User Application represents a set of specific classes handling service
instane®s 'of a specific service type for an SLE user application.

2.3.5.4 Internal Class <SRV> Provider Application
2.3.5.4.1 General
The class <SRV> Provider Application represents a set of specific classes handling service

instances of a specific service type for an SLE provider application. The class must set
service-specific configuration parameters in the service instance of the service element
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component. If specified by the relevant supplemental Recommended Practice for the service-
specific AP, it updates the service parameters of the service instance using the interface
I<SRV> SIUpdate.

2.3.5.4.2 Dependencies

Interface Defined in Package  Purpose
I<SRV> SIAdmin Service Supplement  configuration of the service instance
I<SRV> SIUpdate Service Supplement  update of service parameters

2.3.5.5 Component Class Reporter
2.3.5.5.1 General

The component class Reporter implements the interface ISLE (Reporter, by which|the
application receives log messages and notifications. It is assumed that the log messages|are
stored to the system log and notifications are brought to the attention of the operator.| A
reference to the interface is passed to the API Proxy and:the API Service Element when they
are configured.

2.3.5.5.2 Exported Interfaces

Interface Defined in Package Purpose

ISLE Reporter SLE Application logging and notification

2.3.5.6 Component Class Trace
2.3.5.6.1 General

The component _elass Trace implements the interface ISLE Trace, by which [the
application receiyes trace records. It is assumed that the class stores the trace records fo a
file. A reférerice to the interface is passed to the tracing component with the method
StartTreace () in the interface ISLE TraceControl.

2,3.5.6.2 Exported Interfaces

Interface Defined in Package Purpose
ISLE Trace SLE Application Tracing
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2.3.5.7 Component Class Time Source
2.3.5.7.1 General

The component class Time Source implements the interface ISLE_TimeSource, by which
the component class Time (see 2.3.7.3) can retrieve current time. As all API components are
obliged to wuse the interface ISLE Time, the time reference supplied by
ISLE_TimeSource is distributed throughout the APL

Thq time provided via the interface ISLE TimeSource can be offset from the system
timg. However, APl components can rely on the fact that the offset is constant throughout
the|lifetime of an API instance within the limits of the time accuracy defined by this
Redommended Practice.

2.3/5.7.2 Exported Interfaces

Interface Defined in Package Purpose

ISIE TimeSource SLE Application Retrieval of ‘eurrent time

2.3/5.8 Interfaces Defined by the Package

Name Description

ISHE ServiceInform  The interface provides the methods to pass on to the application SLE
operation invocations and returns received from the peer application. In
addition, it supports resuming of data transfer if that has been suspended

ISHE Reporter The reporter interface provides methods to enter a log record to the
system-log and to notify the application of events that require immediate
attention

ISHE Trace The tracing interface provides a method to pass a trace record.

ISIE TimeSource Supply of current time.

2.36 PACKAGE SLE OPERATIONS

2.316.1, 'Overview

O L«latiUll Ub.\./\.«tb DtUl\.« t}l\./ iuvuuaﬁuu aud 1utu1u alalll\.«tblb Uf all SLE U L«lﬂtiUll aud VA Ul’t

d P P P
interfaces by which these parameters can be read and written. In addition, the interfaces
provide features to verify completeness and consistency of the parameters.

Operation objects are implemented by a separate component because they must be passed
across component boundaries.
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An implementation provides one operation object class for every operation defined for the
SLE transfer service types it supports. All implementations support the common operations
defined in 2.3.6.7 and 2.3.6.8. In addition, all implementations provide an Operation
Factory, providing the interface ISLE OperationFactory to create an operation object
with a specified interface, a specified SLE transfer service type and a specified version
number for the service type.

Common characteristics of all npem‘rinn nhjm“rq are defined bv the abstract component class
Operation and its interface ISLE Operation. Common characteristics of confirmed
operations are defined by the abstract component class Confirmed Operation and it interface
ISLE ConfirmedOperation. All operation objects for unconfirmed SLE gperations| are
derived from Operation and all operation objects for confirmed SLE operations are derfved
from Confirmed Operation. The same applies to the interfaces exported by these objects.

INOTE — Classes in the package SLE Operations use the interfaces of utility objects. This
fact is not specifically mentioned in the following desctiption.

SLE Operations Creator

<Product>_createOpFactory()

<<CoClass>> <<Interface>>
<SRV> <unconfirmed operation> |~ I<SRV>_<UnconfirmedOperation>

instantiates <<Inher{tance>>

instantiates

<<CoClass>>
Operation

Service Type | ___________ [>Lock()
Operation Type Unlock()

Confirmed Operation ) .
<<CoClass>> Invoker credentials VerifylnvocationArguments()

Operation Factory

<<Interface>>
ISLE_Operation

<<Inheritance>>
<<Interface>>

ISLE_OperatiopFactory

<<CoClass>>
Confirmed Operation

Operation Result <<Interface>>

Diagnostic Type [~~~ ISLE_ConfirmedOperation
) ) Common Diagnostics VerifyReturnArguments()
instantiates

Invocation Identifier
Performer Credentials

% <<Inheritance>>

<<CoClass>> >
<SRV> <confirmed operation> [~

<<Interface>>
|<SRV>_<ConfirmedOperation>

In this case <SRV> can also be replaced by
"SLE" for common operation classes

Figure 2-12: Operation Objects
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2.3.6.2 Component Class Operation Factory
2.3.6.2.1 General

The operation factory provides an interface to create an instance of an operation object by
specification of the desired interface, the operation type, the service type and the version
number of the service type.

2.346.2.2 Exported Interfaces

Interface Defined in Purpose
Package
ISHE OperationFactory SLE Operations creation of operation objects

2.36.3 Component Class Operation

2.316.3.1 General

Thq class defines common characteristics supported by alleperations objects.
2.346.3.2 Attributes

2.346.3.2.1 Common Attributes

Thg common attributes are displayed infigure 2-12. These are accessible via the interface
ISLE Operation, inherited by all operation objects.

2.346.3.2.2 Service Type and Operation Type

An|operation object class {is juniquely identified by the combination of the SLE transfer
seryice type and the dperation type, because the same operation can have different
pargmeters for different'SLE transfer service types.

2.316.3.2.3 Version Number

Evdry operation object identifies the version number of the service it supports, because use of
the joperdtion object might differ between the versions.

2.3!6:32-4—Confirmed-Operation

Identifies whether the operation is confirmed or not.

2.3.6.3.2.5 Invoker Credentials

Holds the credentials of the invoker.
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2.3.6.3.3 Behavior and Use
2.3.6.3.3.1 Checking of Invocation Parameters

Interfaces to operation objects provide a method for checking the invocation arguments with
respect to completeness, consistency and range. Obviously, an operation object cannot
perform checks that require knowledge of the context. The checks performed are defined
in A5 for common operations and in the supplemental Recommended Practice documents for
service-specific APIs for service type-specific operations.

2.3.6.3.3.2 Support for Concurrent Flows of Control

Access to operation objects is not safe with respect to concurrent access by‘nultiple threpds.
However, operation objects provide an advisory lock, which can be usedto ensure that ac¢ess
to the object is guarded. The guarding mechanism provided by opefation objects prevents
self inflicting locks.

2.3.6.3.4 Exported Interfaces

Interface Defined in Purpose
Package
ISLE Operation SLE Operations access to common attributes of operation
objects

2.3.6.4 Component Class Confirmed Operation
2.3.6.4.1 General

The class defines commion characteristics supported by all operations objects for confirjned
SLE operations.

2.3.6.4.2 Attributes
2.3.6.4.2.1 \Common Attributes

The common attributes are displayed in figure 2-12.

2 36.422 npprnﬁnn Result

Operation Result holds the result of the operation when it has been performed.

CCSDS 914.0-M-2 Page 2-51 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

2.3.6.4.2.3 Diagnostic Type

Diagnostic Type identifies whether diagnostics are present and if so, whether the common
diagnostics or special diagnostics have been used.

2.3.6.4.2.4 Common Diagnostics

Cofnmon Diagnostics holds the common diagnostics, 11 present.

2.316.4.2.5 Invocation Identifier

Thd Invocation Identifier holds the invocation identifier defined for SLE services;

2.316.4.2.6 Performer Credentials

Performer Credentials holds the credentials of the performer.

2.3/6.4.3 Behavior and Use
2.346.4.3.1 Checking of Return Parameters

Intgrfaces of confirmed operation objects provide a method for checking the return
arguments with respect to completeness, consistency and range. The checks performed are
defined in A5 for common operations™and in the supplemental Recommended Practice
documents for service-specific APIs forservice type-specific operations.

2.3/6.4.3.2 Exported Interfaces

Interface Defined in Purpose
Package
ISIE_ConfirmedOpgration  SLE Operations access to common attributes of confirmed

operation objects

2.3.6.54. _Component Class <SRV> <Unconfirmed Operation>

An operation object class is provided for every unconfirmed SLE operation of the SLE
transfer service types supported by the component. The interfaces of these classes are
derived from ISLE Operation. The names of the interfaces are constructed by replacing
<SRV> by the abbreviation for the service type. For instance, the name of the interface for
the TRANSFER-DATA operation of the RAF service is IRAF TransferData.
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2.3.6.6 Component Class <SRV> <Confirmed Operation>

An operation object class is provided for every confirmed SLE operation of the SLE transfer
service types supported by the component. The interfaces of these classes are derived from
ISLE ConfirmedOperation. The names of the interfaces are constructed by replacing
<SRV> by the abbreviation for the service type. For instance, the name of the interface for
the TRANSFER-DATA operation of the FSP service is IFSP_TransferData.

2.3.6.7 Operations for Common Association Management
2.3.6.7.1 General

The SLE operations for association management are used for all service typés. The interfaces
of operation objects for common association management are shown in figure 2-13.

<<Interface>>
ISLE_Operation

<<|nheritance>>
<<|nheritance>>

<<Interface>> <<Interface>>
ISLE_PeerAbort ISLE_ConfirmedOperation

<<Inheritance>> )
<<Inheritance>>

<<Interface>>

<<Interface>> ISLE_Unbind
ISLE_Bind -

Figure 2-13: Operation Object Interfaces for Common Association Management|
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2.3.6.7.2 Exported Interfaces

Interface Defined in Purpose
Package
ISLE Bind SLE Operations access to parameters of the BIND operation
ISLE Unbind SLE Operations access to parameters of the UNBIND operation
ISLE PeerAbort SLE Operations access to parameters of the PEER-ABORT
operation

2.3:6.8 Other Common SLE Operations

2.316.8.1 General

Thq operations shown in figure 2-14 are identical for all SLE service types that actually use
themn. Therefore the operation object interfaces are defined in this Recommended Practice.

Thq operation TRANSFER-BUFFER is actually not an SLE operation. In the API it is used
to transfer the contents of the transfer buffer defined for retuinservices between components.
Thip object also provides methods to facilitate buffering of other operation objects.

<<Interface>>

ISLE_Operation

<<Inheritance>>

<<Interface>>

ISLE_ConfirmedOperation

<<Interface>>

<<Interface>>

ISLE_TransferBuffer ISLE_Stop

Figure 2-14: Common SLE Operation Objects

<<Inheritance>>
<<Inheritance>>

ISLE_ScheduleStatusReport

<<Interface>>
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2.3.6.8.2 Exported Interfaces

Interface Defined in Purpose
Package
ISLE Stop SLE Operations access to parameters of the STOP
operation
ISLE ScheduleStatusReport SLE Operations access to parameters of the

CSOLIENDINED CTATILIC DEDADT ~nAr |On
OO DU O T Y T OO = o - opeTra

ISLE TransferBuffer SLE Operations support for handling of the transfef bufier
for return services

2.3.6.9 Interfaces Defined by the Package

Name Description

ISLE OperationFactory Creation of operation objects

ISLE Operation Common characteristics of op€ration objects

ISLE ConfirmedOperation Common characteristics of confirmed operation objects
ISLE Bind BIND operation

ISLE Unbind UNBIND operation

ISLE PeerAbort PEER-ABORT operation

ISLE Stop STOP operation

ISLE ScheduleStatusReport SCHEDULE-STATUS-REPORT operation

ISLE TransferBuffer Support for handling of the transfer buffer for return services
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2.3.7 PACKAGE SLE UTILITIES

2.3.7.1 Overview

The package SLE Utilities defines a small set of utility classes and the associated interfaces.
The utilities defined for the API are shown in figure 2-15.

SLE Utilities Creator
<Product> createUtilFactory()

instantiates

<<CoClass>> <<Interface>>
/ Utility Factory > ISLE_UtilFactory

<<Interface>>
1Tmmmmomoees > ISLE, TimeSource
(fromSLE Application)

instantiates | <<CoClass>> S<interface>>
— > _SLETime &> |SLE Time
Time
instantiates
<<CoClass>> <<Interface>>
SLESI_ ™= - ISLE_SII
Service InstanceJdentifier
<<CoClass>>
SLE'Security Attributes | <<Interface>>
instantiates lUser Name ISLE_SecArtributes
Password

authenticates Y generates

<<CoClass>>
SLE Credentials <<Interface>>
Generation Time [~~~ > ISLE_Credentials
instantiates  |Random Number
Hash Code

<<CoClass>> <<Interface>>
Memory Manager | = IMalloc

instantiates

Figure 2-15: SLE Utilities
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2.3.7.2 Component Class Utility Factory
The Utility Factory provides an interface to create instances of the utility classes, specified

by the identifier of the interface. It returns a pointer to the interface exported by the
requested class.

2.3.7.3 Component Class Time

The SLE Time class provides a limited set of time handling functions. It speCifically
supports the CCSDS defined time codes and conversion between these codes andthe native
time representation of the platform. Its services are available via the interface ITSLE Tire.

If an external time source interface (ISLE TimeSource) was suppliéd to the creptor
function of the component, the class Time uses that interface to détérmine current time.
Otherwise it uses system time.

2.3.7.4 Component Class Service Instance Identifier

The class handles the service instance identifier defined by the CCSDS Recommernded
Standards for SLE transfer services. It supports @,standard ASCII representation of|the
service instance identifier (see annex C for version 1 of the SLE services RAF, RCF [and
CLTU, and references [4], [5] and [7] for vetsion 2 of the SLE services RAF, RCF [and
CLTU, and [6] and [8] for the SLE setwices ROCF and FSP), and verifies that |the
components of the identifier are those defined by CCSDS. Its services are available via| the
interface ISLE_STIT.

2.3.7.5 Component Class Credentials
The class holds the crédentials used for authentication of the peer identity and provjdes
access to its attributes. via the interface ISLE_Credentials.

2.3.7.6 Component Class Security Attributes

The class/ holds the user name and password for generation of credentials and |for
authentication of the peer identity. It implements generation of the credentials from|the
attributes stored and authentication of credentials received from a peer application. | Its
Services are avaitabie viathe Tmterface TSTE _SecAttTributes:

2.3.7.7 Component Class Memory Manager

The class provides memory management that must be used for all data structures passed
across component boundaries and between the application and API components.
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2.3.7.8 Interfaces Defined by the Package

Name Description

ISLE UtilFactory Creation of SLE utility objects

ISLE Time Time handling

ISLE SII Handling of the service instance identifier
ISIE_Credentials Storage and transfer of credenttals for authentication

ISHE SecAttributes Storage of security attributes for authentication, generation of credentials
and authentication of credentials

IMglloc Memory management

2.4| SECURITY ASPECTS OF CORE SLE API CAPABILITIES

Thq security aspects of the core SLE API capabilities specifiedCin this Recommended
Pragtice are highly dependent upon the specific SLE Transfer Setvices that use these core
AP] capabilities. Therefore the security aspects associated with)theé SLE API are identified as|
partf of the Recommended Practices for each of the specific SLE transfer services, and are not
further addressed in this specification.
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3 SPECIFICATION OF API COMPONENTS
3.1 INTRODUCTION

This section provides detailed specifications for the API components

— API Proxy (see 3.2);
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— SLE Operations (see 3.4);

— SLE Utilities (see 3.5).

In addition, 3.6 specifies what the API expects from an SLE application®oth in term$ of
interfaces that must be implemented and in terms of the tasks the application is expectefl to
perform for control of the API. The specification defines the full scope of the API, including
the API Service Element. When an application chooses to use the.API Proxy directly (¢.g.,
in an SLE gateway as outlined in section 2), it must implement the functionality defined for
the API Service Element and must export all interfaces needed’by API Proxy.

As far as possible, each of the API components and the'SLE application are specified by a
self-contained subsection. In some cases, these subsections comprise specifications on how
interfaces exported by a component must be used. Such specifications actually define
requirements on clients of the component. Where this is the case, cross-references have Heen
entered to the subsections dealing with\client components. Common specificat{ons
applicable to all of the components or on @subset of the components are provided in 3.7.

The specification of API components in this section is based on the model described in
section 2. It is complemented by state transition tables for the API Proxy and the API
Service Element in section 45.and by the specification of the interfaces in annex A.
3.2 API PROXY.
3.2.1 FEATURES

3.2.1.1 _The proxy shall implement all aspects of SLE transfer services that need tq be
providediby technology-specific means.

3¢2.1:1.1 The proxy shall perform data conversion between SLE PDUs transmitted acfoss
te ietwork and operation objects used wittim the APT(see37222):

3.2.1.1.2 The proxy shall establish, maintain, and terminate data communication
associations with one or more peer proxies (see 3.2.4).

3.2.1.1.3 The proxy shall configure and initialize the data communication service as part of
its own configuration and initialization procedure (see 3.2.12).
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3.2.1.1.4 The proxy shall provide means to dynamically register and de-register responder
ports for SLE service provisioning (see 3.2.5).

3.2.1.2 The proxy shall queue protocol data units and provide flow control features both for
the data received from the network and data sent to the network (see 3.2.3).

3.2.1.3 The proxy shall implement access control on system level, perform authentication
of the peer identity for SLE PDUs received from the network, and generate the credentials
for PDUs sent to the network (see 3.2.6).

3.2]1.4 The proxy shall generate entries to the log of the hosting system for indportant
evehts (see 3.2.8).

3.2J1.5 The proxy shall provide the feature to produce an event trace for the complete
proky and for individual associations (see 3.2.9).

3.2]1.6 The proxy shall support a range of execution environments-with respect to use of
progesses and in process threads (see 3.2.10).

3.2J1.7 The proxy shall use a configuration database, which shall control its operation
within a specific deployment environment (see 3.2.11).

3.2J1.8 The proxy shall support a special ‘pass-thtough’ mode of operation, in which it
does not modify any parameters in the PDUs but ferwards them unmodified to the respective
recipient.

NO[TE — The pass-through mode of operation is further detailed in 3.2.7. Unless stated|
otherwise, all other specifications refer to the default mode of operation.

3.22 PROCESSING OF SLE'PROTOCOL DATA UNITS

NO[TE - The proxy may) support more than one concurrent bound association (see E6.1).
In that case’the processing specified in this subsection must be performed
independently for each association.

3.22.1 The- proxy shall accept operation objects provided by the component SLE
Opgrations-vid the interface ISLE SrvProxyInitiate. With the operation parameters
extacted\from the operation objects, it shall create SLE protocol data units in the format and
encpding required for transfer, and transmit these PDUs to the peer proxy.

NOTE - The format and encoding used for transfer are determined by the technology used
by the proxy.

3.2.2.1.1 For invocations of unconfirmed SLE operations and for operation returns, the proxy
shall release the operation object when the parameters have been extracted from the object.
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NOTE - The exact time at which the object is released is not defined by this specification.
The objects might be released immediately or when the PDU has been actually
transmitted.

3.2.2.1.2 For invocations of confirmed operations, the proxy shall memorize the object
until the operation return from the peer proxy arrives, or the association is terminated.

3.2.2.1.3 Except for the PEER-ABORT invocation, the proxy shall ensure that PDUs
received from its local client on one association are transmitted to the peer proxy in|the
sequence received.

INOTE — Handling of the PEER-ABORT invocation is defined in 3.2.4.4.

3.2.2.2 The proxy shall receive SLE protocol data units from the peer proxy in the format
and encoding used for transfer. It shall decode the operation parametets, store them tothe
associated operation object and forward the operation object to its client via the interface
ISLE SrvProxyInform.

3.2.2.2.1 For operation invocations, the proxy shall createyanew operation object, using the
interface ISLE OperationFactory, which is supplied to the proxy as part off its
configuration.

3.2.2.2.2 For operation returns, the proxy shall associate the PDU received from the peer
proxy with the operation object of the cerresponding invocation using the invocafion
identifier. If no corresponding invocation can be found, the proxy shall abort the associafion
with PEER-ABORT and the diagnostic *unsolicited invoke ID’.

NOTES

1 The invocation identifier of a return must match the invocation identifier off an
invocation for the-same operation type. It is noted that invocation identifiers must plso
be unique across all operations. This requirement is handled by the service element

2 It is further noted that the confirmed operations BIND and UNBIND do not carry an
invocafion identifier. For these operations, only a single return can be outstanding at
anystime, such that association of the return with the invocation shall be possible.

3.2.2,2:3" The proxy shall release an operation object passed to its client when the funcfion
passing that object has returned.

NOTE - The specification implies that the proxy does not memorize invocations of
confirmed operations it passes to its local client. It is considered the
responsibility of the client not to send any returns for which no invocation has
been received.

3.2.2.2.4 If there is a decoding error, the proxy shall abort the association using the
PEER-ABORT operation.
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3.2.2.2.5 Except for the PEER-ABORT invocation, the proxy shall ensure that PDUs
received from the peer proxy on one association are delivered to its client in the sequence
received.

NOTE - Handling of the PEER-ABORT invocation is defined in 3.2.4.4.

3.2.3 FLOW CONTROL

NO[TE - The proxy may support more than one concurrent bound association (see E6)1).
In that case the processing specified in this subsection must be performed
independently for each association.

3.23.1 Incoming Traffic

Thq proxy shall limit the number of protocol data units received frométhe peer proxy and not
yet|forwarded to its client to a configurable maximum number, N1 per association. In
addiition, the proxy shall ensure that a maximum number )N2 < NI of these are
TRANSFER-BUFFER invocations. When either of these limits is reached the proxy shalll
notjread any further data from the network such that a backlog is built up.

-

NO[TES

1 The objective of this specification is to etisure that incoming traffic is controlled and|
backpressure is actually built up when needed. An implementation may restrict thej
number of PDUs it accepts from the tietwork per association or for all associations; i
must not accept more than defined by the configuration parameters. When a proxy
limits the number of incoming-PDUs that it can process in parallel, the limits shall be
clearly documented.

2 TRANSFER-BUFFERJis not defined as an SLE operation but refers to the PDU used
for transmission.of the transfer buffer used by return link services. (For a specification|
of the ‘pseudop-operation” TRANSFER-BUFFER within the API, see 3.4.)

3.23.2 Outgoing Traffic

3.23.2.1~The proxy shall queue a configurable maximum number of PDUs for transfer per
asscrciation.

NOTE - This specification does not prescribe what the proxy actually queues. Whether it
queues the operation object, a data structure ready for transmission, or any other
object depends on the implementation. For a technology based on remote
procedure calls, the ‘queue’ might also consist of procedure calls that have not
yet been completed.
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3.2.3.2.2 When the proxy accepts a transfer request by a result code indicating success, it
shall guarantee that the associated PDU has been queued for transmission. The positive
result code does not imply that the PDU has been transmitted.

3.2.3.2.3 When the client requests to be informed on transmission of a PDU (setting the
argument reportTransmission in the interface ISLE SrvProxyInitiate to
true), the proxy shall inform the client by:

a) returning the appropriate result code of the function if the PDU can be_gent
immediately; or

b) calling the function PDUTransmitted () in the interface
ISLE SrvProxyInform when that PDU has been transmitted.”if immediate
transfer is not possible.

NOTE — The exact meaning of ‘transmitted’ depends on the‘“t€chnology used by|the
proxy. As a minimum, the communications systeniumust have been requegted
to initiate transfer of the data.

3.2.3.2.4 When the maximum queue size has been reached, the proxy shall reject further
transfer requests with a result code indicating ‘overflowyuntil the queue size drops below] the
threshold again.

INOTE — 1t is expected that the client will abort the association in such a case. Howeper,
this decision must be taken by th¢-client and not by the proxy.

3.2.3.2.5 The proxy shall provide améthod to discard TRANSFER-BUFFER invocat{ons
that have been queued for transmission and for which data transfer has not yet started.

INOTE — In other respects, the proxy shall handle the TRANSFER-BUFFER invocation as
any other PDU It shall queue more than one TRANSFER-BUFFER invocation
if so requested. This is necessary in some cases, e.g., for support of 3.3.5.3|5.1
item b).-Buffering for return services is the responsibility of the service instar]ce.

3.2.3.2.6 When~discarding of queued buffers is requested (using the method
DiscardBaffer () in the interface ISLE SrvProxyInitiate), the proxy shall
search the queue and release all resources allocated for all TRANSFER-BUFFER PDUg on
the queue.

32,3.2.7 The result code returned by the method shall indicate whether one or more
RANSFER-BUFFER PDUs have been actually discarded.
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3.2.4 ASSOCIATION MANAGEMENT
3.2.4.1 General Specifications
NOTES

1 The exact meaning of an association depends on the technology used by the proxy. In
the context of the SLE API, the essentials are:

a) an association is established when the BIND operation has been completed
successfully;

b) an association is terminated by one of the operations UNBIND, PEER-ABORT,
or by a protocol abort;

c) other SLE operation invocations and returns can only be (exchanged on an|
established association.

2 This specification makes no assumptions concerning the characteristics of the]
technology and its use by the proxy.

3 If the underlying technology is connection oriented;.an implementation might:
a) apply a one to one mapping between an asseciation and a connection;
b) use multiplexing of associations on on€connection; or

¢) use more than one connection fora’single association.

4 This specification does not prescribe whether the operations BIND, UNBIND and
PEER-ABORT are implementéd by means of specific connection establishment and
release procedures provided by the communications technology or by exchange of]
data on an established cohnection.

5 If the technology'is connectionless, the notion of an association is provided by the]
implementation ot the proxy.

6 In this specification, the term association is also used to refer to the component object
that provides the interface to the ‘real association’. The association object can exist
in_an*‘unbound’ state; i.e., the association it handles has not yet been established o
has been terminated. Whether a specification refers to the association object or the
actual association should become clear from the context in most cases. Where there
is a need to explicitly refer to the object, the term ‘association object’ is used. To
make explicit reference to the association provided by the data communications
service, the term ‘data communication association’ is used.

7 Further details are specified in the state table for associations in section 4. This state
table complements the following specifications.
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3.2.4.1.1 The proxy shall establish a data communication association with a peer proxy as
part of the BIND operation.

NOTE - Association establishment by the proxy is specified in 3.2.4.2.

3.2.4.1.2 Associations managed by a proxy are distinguished by the role the proxy plays in
the BIND operation. The role of an association can be either ‘initiator’ or ‘responder’.

NOTE — The roles ‘initiator’ and ‘responder’ for the BIND operation are defined in
references [4], [5], [6], [7] and [8].

3.2.4.1.3 An implementation of the API Proxy may support associations in the initiator fole
and associations in the responder role concurrently or may provide associations only for jone
of these roles.

3.2.4.1.4 Associations in the initiator role shall be created and delefed by the client uging
the interface ISLE_AssocFactory exported by the proxy.

3.2.4.1.5 If the implementation does not support associations in the initiator role or does
not support the SLE service type requested by the client, the association factory shall reject
the request.

3.2.4.1.6 Following creation of an associatioh.in the initiator role, its state shall| be
‘unbound’.

3.2.4.1.7 Associations in the dnitiator role shall use the interface
ISLE SrvProxyInform passed to-the factory interface to forward SLE PDUs recejved
from the peer proxy.

3.2.4.1.8 The proxy shall release association objects in the initiator role only on requedt of
the client (via the interfacé ISLE AssocFactory) or as part of the terminate function. It
shall reject the request, to’delete the association object if the association is not in the dtate
“‘unbound’.

3.2.4.1.9 Association objects in the responder role shall be created and delgted
autonomously. by the proxy as part of the association establishment and release procedures.

INOTE<=" Association establishment and release is specified in 3.2.4.2, 3.2.4.3 and 3.2.4{4.

3:24.1.10 The proxy shall provide specific associations for every SLE service typg it
supports.

3.2.4.1.11 An association shall accept every PDU defined for the supported SLE service
from its local client or the remote proxy. For any other PDU, the proxy shall reject a transfer
request from its local client and abort the association with PEER-ABORT, if it receives the
PDU from the peer proxy.
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3.2.4.1.12 The proxy shall be able to decode PDUs received on an association if the PDUs
are defined for the service type supported by the association object.

NOTE - For other PDUs, decoding is expected to fail. If decoding does succeed, the PDU
must be rejected as ‘unknown’ according to 3.2.4.1.11.

3.2.4.1.13 The proxy and the associations shall not distinguish between the roles SLE
service provider and SLE service user. Associations shall accept every PDU that is defined
for the supported SLE service type from the local client and from the remote proxy.

NOTE — This implies, for instance, that an association might also accept 4
TRANSFER-DATA invocation for a forward service when that is issued by an|
SLE service provider. It is the responsibility of higher layers to prevent such
requests.  Associations do distinguish between the role "initiator’ and
‘responder’, and apply the associated rules for the BIND) and UNBIND
operations defined in 3.2.4.

3.244.1.14 The proxy shall terminate a data communication associdtion in an orderly manner
as plart of the UNBIND procedure.

NO[TE — Orderly association release by the proxy is spécified in 3.2.4.3.

3.2/4.1.15 The proxy shall abort an association in the'following cases:
a) the local client invokes the PEER-ABORT-operation;
b) the remote proxy invokes the PEER-ABORT operation;

c) abort of the association is expligitly required by any other specification for the proxy
in this document; or

d) the proxy is affected(by major problems and cannot continue processing of thej
association.

NO[TE — This specification implies that the proxy might also abort the association in thej
case ofa-catastrophic failure when that case is not specified in this document.
Assoetation abort in is specified in 3.2.4.4.

3.2.4.2 , "Association Establishment

M Tlhs 43 dafs A £ 1ot tolbliclh £+ 14l +
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consideration of security aspects. Specifications related to access control and
authentication, which must be taken into account for association establishment,
are provided in 3.2.6.
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3.2.4.2.1 Associations in the Initiator Role

3.2.4.2.1.1 For association objects in the initiator role, the proxy shall initiate establishment
of a data communication association when the client requests transfer of a BIND invocation
and the state of the association object is “‘unbound’.

3.2.4.2.1.2 The proxy shall initiate association establishment using the parameters of the
BIND invocation. It shall transmit the BIND invocation PDU to the remote proxy as part of
this procedure.

3.2.4.2.1.3 The proxy shall complete the association establishment procedufé when it
receives the BIND return from the remote proxy. If the BIND return PRU- contains a
positive result, the association shall be established and the state shall be set 40 *bound’. Iff the
BIND return PDU carries a negative result, the association shall not be established and|the
state shall be set to ‘unbound’. The proxy shall inform its client by fotwarding the operation
object with the return parameters received from the peer proxy.

3.2.4.2.1.4 If association establishment fails before the BIND¢invocation can be transmitted
or before the BIND return is received, the proxy shall snferm its client and perform|the
cleanup actions defined for the PEER-ABORT operationin 3.2.4.4.

INOTE - This specification does not prescribe themeans by which the proxy informg its
client, as the selection of the appropriate method depends on implementation
details. If the connection failureyjis detected in the same thread of control in
which the BIND invocation was-passed to the proxy, the proxy may opt to refurn
the appropriate error code to-the caller of that method. In all other cases,|the
proxy shall use thec,method ProtocolAbort() of the interface
ISLE SrvProxyInfiorm.

3.2.4.2.2 Associations in-the Responder Role

3.2.4.2.2.1 A proxy supporting associations in the responder role may listen for associafion
establishment requgsts on the network interface using technology-specific means. Whether a
proxy instance ac¢tually listens for such requests and when it starts listening is defined in|the
configuration-database.

INOTE\— In a given deployment environment, a proxy may not be supposed to listen| for
and respond to BIND invocations from the network interface, although it may be
able to do so. An example of such an environment is an SI.E service user system
that does not support the provider-initiated bind option. The configuration
database and the initialization procedures are specified in 3.2.11. Depending on
the technology used, the implementation of the proxy, and the requirements of
the hosting system, a proxy might only start listening when a port has been
registered dynamically. In other environments, the port on which a proxy listens
might be statically defined and the proxy might start listening as soon as its
operation has been started.
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3.24.2.2.2 A proxy listening for association establishment requests on the network
interface shall process an incoming call as defined by the specifications in 3.2.4.2.2.3 to
3.2.4.2.2.10.

3.2.4.2.2.3 The proxy shall receive a BIND invocation PDU from the remote proxy as part
of the association establishment procedure, and shall perform the checks defined in
324224and3.24.2.2.5.

NO[TE — Further checks related to access control and authentication are defined in 3.2.6.

3.214.2.2.4 If the SLE service type does not match one entry in the list of supported‘service
typ¢s in the configuration database, the proxy shall respond with a BIND return centaining a
negptive result and the diagnostic ‘service type not supported’.

3.214.2.2.5 If the version number does not match one entry in the list of Supported versions
for [the service type defined in the configuration database, the proxy-shall respond with a
BIND return containing a negative result and the diagnostic ‘version net supported’.

NO[TE - This version of the API does not support the optionalversion-number negotiation|
procedure defined by the CCSDS Recommended Standards for SLE transfer
services. The responding proxy either accepts the proposed version number, or
responds with a BIND return containing as¢gative result. It does not propose a
different version number.

3.244.2.2.6 If the BIND invocation is acceptable for the proxy, it shall create an association
obj¢ct supporting the SLE service type identified in the BIND invocation. It shall then|
infqrm its client using the interface ISLE Locator and pass a reference to interface
ISLE SrvProxyInitiate of the€'association as well as to the BIND operation object.

3.214.2.2.7 If the locator returis:a positive result code and a pointer to the complementary
intgrface ISLE_SrvProxyInform, the proxy shall forward the BIND operation object via
thaf interface.

3.214.2.2.8 If the léeator returns an error, the proxy shall send a BIND return containing a
negative result and/a diagnostic reflecting the result code returned by the locator to the
renjote proxy. (Fhe proxy shall not establish the data communication association and shall
reldase the association object.

3.214,2.2.9 The proxy shall complete the association establishment procedure when it
recenzes the BIND return from its local client. If the BIND return PDU contains a pnciﬁvp
result, the association shall be established and the state shall be set to ‘bound’. If the BIND
return PDU carries a negative result, the association shall not be established and the
association object shall be released. In both cases, the proxy shall forward the BIND return to
the peer proxy.
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3.2.4.2.2.10 If association establishment fails before the call to the locator, the proxy shall
release all resources allocated to the association and shall not inform its client. If association
establishment fails subsequently but before the BIND return can be transmitted, the proxy
shall inform the client and perform the cleanup actions defined for the PEER-ABORT
operation in 3.2.4.4.

3.2.4.2.3 Port Identifiers

3.2.4.2.3.1 The proxy shall map the responder port identifier specified by the- CCIDS
Recommended Standards for SLE transfer services to address information as required by|the
technology used.

INOTE — The means by which this mapping is performed is not prescribed by [this
specification. Options include a local table lookup and & query to a direcfory
system. The method used by an implementation must\be’ documented togefher
with the required configuration.

3.2.4.2.3.2 When a BIND invocation is requested on the\local interface, the proxy shall
derive the technology dependent information required g establish an association from|the
parameter ‘responder port identifier’.

3.2.4.2.3.3 When receiving a BIND invocation“from a peer proxy, the proxy shall enure
that the value of the responder port identifier-passed to the local client is identical to|the
value that has been passed to the peer proxy-by the client of the peer proxy.

NOTE - An implementation may cheose to transmit the original value or to derive it from
technology-specific formats.
3.2.4.2.4 Protocol for the BIND Operation

The proxy shall enSure that the BIND operation is not performed on an establighed
association or during association release and is not re-invoked during associafion
establishment.< It-shall also ensure that the BIND operation is performed according to|the
protocol defined by the CCSDS Recommended Standards for SLE transfer services.

3.2,4.3~ Orderly Association Release

3.2.4.3.1 T‘llC plUAy b}la}} CllfUl (%19} t‘llC lule dCﬁllCd ill t‘llU CCSDS RCbUllllllUlldUd Staudalds
for SLE transfer services for initiating the UNBIND operation. It shall ensure that the
UNBIND operation is performed only on an established association and is not re-invoked
during association release. It shall also ensure that UNBIND operation is performed
according to the protocol defined by the CCSDS Recommended Standards for SLE transfer
services.
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3.2.4.3.1.1 When receiving a valid UNBIND invocation from the peer proxy, the proxy
shall remove and discard all operation invocations that are queued for transmission on the
affected association.

NOTE - Following reception of an UNBIND invocation, the responder shall not send any
further invocations. Pending operation returns may still be transmitted.

3.2.4.3.1.2 The proxy shall ensure that the data communication association is terminated as
part of the UNBIND operation.

NOTE — The means by which the data communication association is terminated and thej
time at which it is terminated depends on the technology used “and the
implementation of the proxy.

3.24.3.1.3 Following completion of the UNBIND operation, the proxy shall set the state of
the [association to ‘unbound’, release all resources allocated to the assoéiation, discard all
PDUs that may still be queued for transmission, and release all operation objects that may
still be memorized. If the association object has the responderdole, the proxy shall alsg
reldase the association object.

3.2.4.4 Association Abort

3.214.4.1 The proxy shall implement invocation-of'the PEER-ABORT operation as defined
by the following specifications.

3.214.4.1.1 The proxy shall discard all PDUs that are queued for transmission and all PDUs
recg¢ived from the peer proxy that havernot yet been forwarded to its client. It shall also
relejase all operation objects for which-returns are still pending.

3.214.4.1.2 The proxy shall imake sure that the peer proxy recognizes the PEER-ABORT
invgcation and that the diagnostic parameter of the PEER-ABORT invocation is made known|
to the peer proxy.

3.214.4.1.3 The proxy shall abruptly terminate the data communication association using
the jmost efficient' means available from the data communications technology, which are able
to meet the requirement stated in 3.2.4.4.1.2.

3.2/4.44.4" The proxy shall set the state of the association to ‘unbound’. If the association
obj¢céthas the responder role, the proxy shall also release the association object.

3.2.4.4.1.5 If the proxy invokes the PEER-ABORT operation on its own initiative, it shall
also forward a PEER-ABORT operation object to its local client. It shall set the parameter
‘originator’ in this object to ‘proxy’.

3.2.4.4.2 When the proxy is informed of a PEER-ABORT invoked by the peer proxy, it
shall perform the following steps:
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3.2.4.4.2.1 The proxy shall discard all PDUs that are queued for transmission and all PDUs
received from the peer proxy that have not yet been forwarded to its client. It shall also
release all operation objects for which returns are still pending.

3.2.4.4.2.2 The proxy shall forward a PEER-ABORT operation object containing the
diagnostics set by the peer proxy to its local client. It shall set the parameter ‘originator’ in
this object to ‘peer’.

3.2.4.4.2.3 The proxy shall set the state of the association to ‘unbound’. If the association
object has the responder role, the proxy shall also release the association object.

INOTE — Depending on the communications technology and its specific use.by the proxy,
the proxy might have to accept and discard data that haye< already Heen
transmitted by the peer proxy. Associated activities are performed ‘behind|the
scenes’ and are not visible to clients.

3.2.4.4.3 Aborting an association shall not affect any other assoeiations that are curreptly
handled by the proxy.
3.2.4.5 Failure of the Data Communication Service

3.2.4.5.1 The proxy shall monitor the status of*an association and inform its local clieft if
the data communication connection breaks dowit using the method ProtocolAbozrt (] of
the interface ISLE SrvProxyInform.

3.2.4.5.1.1 If the communications\'provider does not signal breakdown of the ¢ata
communication connection, the~ptoxy shall support the requirement by implementing
adequate methods.

3.2.4.5.1.2 The maximum acceptable delay between the time the communicatjons
connection fails and the associated call to ProtocolAbort () shall be configurable.

3.2.4.5.1.3 If the ddta communication connection breaks down, the proxy shall perform|the
cleanup action$ défined for the PEER-ABORT operation in 3.2.4.4.

3.2.5 <DYNAMIC PORT REGISTRATION

3(2:5.1 The proxy shall support dynamic registration and de-registration of ports on wlllich
it accepts BIND invocations, according to the following speciiications.

NOTE - The actions associated with dynamic port registration depend on the technology.
These could include registration of an address, export of information to a
directory service or publishing of a service by any other means. Port registration
is only required for a proxy in the role of a BIND responder. If no actions are
required for a given technology or implementation, the request should simply be
ignored.
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3.2.5.1.1 Port registration has the effect that requests sent to the port are correctly routed to
the proxy that registered it. If the proxy can detect duplicate registration of the same port by
more than one proxy instance, it shall reject the request with an error.

3.2.5.1.2 The information supplied for registration includes the following parameters:

a) responder port identifier; and

N caprzioa dxmctonon 1 d o 0 o
U} OVIVIVLV TIIOUALIIVY TUVIILITIVI .
NO[TE — The information actually used by the proxy depends on the implementation,

3.2)5.1.3 The proxy shall reject registration if:

a) the proxy does not support associations in the responder role or the résponder role is
not enabled in the configuration database;

b) the responder port identifier is not part of the address mapping information in the
configuration database; or

c) the responder port identifier is not marked as local portl

3.255.1.4 If registration is accepted, the proxy shall returna registration identifier that must
be ysed for later de-registration.

3.255.1.5 The proxy shall de-register ports on elient request as required by the technology.
3.2)5.1.6 The proxy shall ensure that BIND invocations sent to a registered port are
rec¢ived by the proxy instance in the period from port registration until de-registration.

3.2)6 SECURITY

3.216.1 Security Informatien

3.206.1.1 The configuration database of the proxy shall contain all information required for
authentication of thejidentity of the local SLE application and of peer SLE applications.

3.2J6.1.1.1 The configuration database shall contain a list of registered peer applications,
and| for eachapplication:

a)~-the identifier of the application as a printable character string;

NOTE - The identifier is the name of the authority operating the application (user
name).

b) the authentication mode for communication with the peer application; the
authentication mode defines one of the following:

1) authentication shall not be applied (‘none’);
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2) authentication shall be applied for the BIND operation only (‘bind’); or
3) authentication shall be applied for all operations except for PEER-ABORT (‘all’).

c) the security attributes needed for authentication of the peer application, unless the
authentication mode is set to ‘none’.

NOTE - The security attributes are defined in 3.5.6 for the utility object Security

Attradaratac obaonls npeni doc tbhn ontao] oot nanti nogs oo C i a0
Faayany lUUl\/D, VYIilIiviIir FIU VIULVO UIV dVvliudal aulliviiiivaltivil ovi'viIve,.

3.2.6.1.1.2 For the local SLE application, the configuration database shall contain;
a) the identifier of the application as a printable character string; and

b) the security attributes needed for authentication.

3.2.6.1.1.3 Entry and update of the security information in the configuiration database i an
implementation-specific maintenance activity and is not defined*by this specification. | An
implementation must document the format of the related entri¢s and the means by which| the
content can be defined and updated.

NOTE - This specification implies that it might beqaécessary to stop and restart the proxy
when this information is modified.
3.2.6.2 Access Control

3.2.6.2.1 When receiving a BIND inyoeation from the peer proxy for a new association,| the
proxy shall perform the following steps:

3.2.6.2.1.1 The proxy shall use the parameter ‘initiator identifier’ in the BIND invocation
to locate the initiator in the-list'of registered peer applications.

3.2.6.2.1.2 If the initiator is not registered, the proxy shall respond with a BIND retprn,
containing a negative result and the diagnostic ‘access denied’. This BIND return shall{not
contain credentials? In addition, the proxy shall generate an ‘access violation alarm’.

INOTE — (Fhe access violation alarm is defined in 3.2.6.4.

3.2.6:2.1.3 If the initiator is registered, the proxy shall assign the authentication mode nd,
if-applicable, the security attributes specified for the initiator to the association.

3.2.6.2.2 When receiving a BIND return from its local client, or when generating a BIND
return, the proxy shall insert the local application identifier stored in its configuration
database into the parameter ‘responder identifier’ of the BIND return PDU.

3.2.6.2.3 When receiving a BIND invocation from its local client for an unbound
association, the proxy shall perform the following steps:

CCSDS 914.0-M-2 Page 3-15 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

NOTE - This specification implies that the authentication mode of an association is
always determined by the authentication mode of the peer application. Therefore
different authentication modes may be specified for different peers, but the same
authentication mode is always used for the same peer.

3.2.6.2.3.1 The proxy shall use the parameter ‘responder identifier’ in the operation object
passed with the BIND invocation request to locate the responder in the list of registered peer
applications

NOTE - Although the BIND invocation PDU defined by the CCSDS Recommended|
Standards for SLE transfer services does not include the responder identifier, this
argument must be passed to the proxy with the BIND invocation request, toj
enable the proxy to determine the authentication mode. The proxy does nof
insert that argument into the BIND invocation PDU.

3.216.2.3.2 If the responder is not registered, the proxy shall reject thésrequest with a result
code indicating ‘peer application not registered’.

3.216.2.3.3 If the responder is registered, the proxy shall assign the authentication mode
and| if applicable, the security attributes specified for the responder, to the association.

3.246.2.3.4 The proxy shall insert the local applicationCidentifier stored in its configuration
datgbase into the parameter ‘initiator identifier’ of“the operation object and the BIND|
invgcation PDU.

3.2/6.2.4 When receiving a BIND return frem the peer proxy on an association in the state
‘bind pending’, the proxy shall perform thefollowing steps:

3.2/6.2.4.1 If the responder identifier in the PDU is not registered, the proxy shall abort the
ass¢ciation with the diagnostic “access denied’ and generate an access violation alarm.

3.26.2.4.2 If the responder’is registered, but differs from the responder assigned to the
ass¢ciation, the proxy shall abort the association with the diagnostic ‘unexpected responder
ID’|and generate an dcc¢ess violation alarm.

3.2/6.3 Autheéntication

NO[TE«<-"In the following, the term ‘ignore the PDU’ might be interpreted in different
ways, depending on the data communications technology, the proxy
immplementation, and the specific SLE operation. 3.2.6.3.2 specifies permissible
interpretations and behaviors.

3.2.6.3.1 The proxy shall perform the following steps for all SLE PDUs received from the
peer proxy, immediately after decoding and before any other processing steps.
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NOTES

1 For a BIND invocation, these steps are performed immediately after location of the
initiator identifier on the list of registered applications, if the PDU is received on an
unbound association. For a BIND return, these steps are performed immediately after
location of the responder identifier if the PDU is received on an association in the
state ‘bind pending’.

2 The TRANSFER-BUFFER PDU (see 3.3.5.3) does not represent an invocation or
return of an SLE operation but is rather used to transmit a number of TRANSFER-
DATA and SYNC-NOTIFY invocations as a single data unit across the.associafion
between the SLE Provider and the SLE User. Therefore authentication shall be
performed on each of the contained SLE PDUs presenting SLE operation invocations
and not on the TRANSFER-BUFFER PDU.

3.2.6.3.1.1 The proxy shall check the authentication mode assigned to the associatiof to
determine whether authentication is required.

3.2.6.3.1.2 If authentication is required, the proxy shall usesthe PDU parameter holding| the
peer’s credentials and the security attributes assigned to-the association to authenticate|the
identity of the peer.

INOTE — For invocations the parameter used™s ‘initiator credentials’ and for retyirns
‘responder credentials’.

3.2.6.3.1.3 For the actual authentication-procedure, the proxy shall use the service provided
by the component ‘SLE Utilities-\via the interface ISLE SecAttributes. [The
acceptable delay argument required for authentication is defined in the configuration
database of the proxy.

NOTE — The authentieation procedure and the role of the argument ‘acceptable delay’|are
defined in-3,576.

3.2.6.3.1.4 If atithentication fails, the proxy shall generate an authentication alarm, jand
ignore the PDU,

INOTE .£ )The authentication alarm is defined in 3.2.6.4.

3.256.3.2 The action to ‘ignore a PDU’ shall be implemented according to the following
specifications:

3.2.6.3.2.1 As a rule, the proxy shall not take any action that could be observed via the
network. In addition, it shall not modify the state of the association or of any operation
object waiting for a return PDU, such that a subsequent ‘legal’ return will succeed.

3.2.6.3.2.2 In order to prevent permanent blocking of resources, a proxy implementation
may abort the underlying data communication connection and set the state of the association
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to ‘unbound’ when authentication fails for a BIND invocation, BIND return, or UNBIND
invocation. If this option is selected, the abort procedure shall restrict the information that is
made available to the peer system to the minimum possible. For a BIND return and an
UNBIND invocation, the proxy shall inform its local client using a PEER-ABORT operation
object with the diagnostic ‘other reason’.

3.2.6.3.2.3 If an implementation uses technology-specific connection termination
progedures for the operation UNBIND, it might not be possible to apply the rule defined i
3.246.3.2.1 for a BIND return. In such a case the proxy shall accept the PDU and perform the
appopriate actions defined in 3.2.4.3.

NOTE — The proxy shall nevertheless perform authentication and generate the)
authentication alarm record, such that the attack can be recognized./It is noted|
that authentication at application level cannot provide any protection against an|
intruder who succeeds in closing the connection pfithe underlying
communications service. The case addressed here therefore” does not imply a
reduced level of security.

3.2)6.3.3 When receiving a PDU for transfer from its local €lient, the proxy shall perform
the [following steps:

3.2J6.3.3.1 If the authentication mode assigned to the-asSociation requires authentication for
the| PDU, the proxy shall insert the credentials for the local SLE application into the
operation object passed by the client.

NOTE - Inserting the credentials into the-operation object instead of writing it directlyj]
into the PDU makes sure .that the information held by the operation object is
complete. The credentials' are subsequently inserted into the PDU used for
transfer.

3.216.3.3.2 For generationofthe credentials, the proxy shall use the service provided by the
component ‘SLE Utilities™via the interface ISLE_SecAttributes.

3.216.3.3.3 If authéntication is not required, the proxy shall set the parameter for the
credlentials of the-Jocal SLE application in the operation object to ‘not used’.

3.216.4 Security Alarms

3.2i6.421 For the following security alarms, the proxy shall enter an alarm record into the
system log and notify the application via the interface ISLE Reporter.

3.2.6.4.1.1 The access violation alarm record shall be generated when a peer identifier is
not registered in the configuration database of the proxy (see 3.2.6.2.4.2) or differs from the
expected one. It shall comprise as much information as possible to allow investigation of the
event. The information entered shall include but not be limited to the following:
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a) For access violation associated with a BIND invocation, the alarm record shall
contain the following parameters extracted from the PDU:

1) the initiator identifier; and
2) the service instance identifier.

b) For access violation associated with a BIND return, the alarm record shall contain the
responder identifier extracted from the PDU and the following parameters derjved
from the attributes of the association:

1) the responder port identifier; and

2) the service instance identifier.

3.2.6.4.1.2 The authentication alarm record shall be generated whenever authenticafion
fails. It shall comprise as much information as possible to allow in¥estigation of the evient.
The information entered shall include but not be limited to the following:

a) the peer identifier;
b) the credentials for which authentication has failed; and

¢) the service instance identifier.

3.2.7 PASS-THROUGH MODE OF OPERATION

3.2.7.1 As an optional feature, the proxy shall support a special ‘pass-through’ mod¢ of
operation, in which processing ofCthe proxy is modified as defined by the following
specifications. The means by which this mode of operation shall be enabled is defined jand
documented by the implementation.

INOTES

1 The pass-throrgh mode is required for a gateway in order to support end-to{end
identificatron and authentication, and preservation of other parameters set by|the
proxy‘inend-systems.

2 An/implementation might support enabling and disabling of the pass-through mjode
by a parameter in the configuration database or might provide a special version off the
proxy for use in a gateway.

3.2.7.1.1 The proxy shall not insert the local application identifier into a BIND invocation
or a BIND return received from its local client, but use the parameter in the operation object.
If the proxy needs to generate a BIND return on its own behalf (see 3.2.6.2.1.2), it shall insert
the local application identifier as responder identifier. In these cases, the BIND return shall
not include credentials.

NOTE - This modifies 3.2.6.2.2 and 3.2.6.2.3.4.
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3.2.7.1.2  When receiving a BIND invocation from its local client, the proxy shall use the
initiator identifier in the operation object, to determine the authentication mode. The peer
identifier for the association shall remain undefined initially.

NOTE - This modifies 3.2.6.2.3. The peer identifier is assigned to the association as
specified in 3.2.7.1.3. The procedure specified here implies that all responders
linked to one initiator must have the same authentication mode. In cases where
this constraint is not acceptable, different initiator identifiers must be used for
different authentication modes.

3.2/7.1.3 The proxy shall process a BIND return PDU received from the peer proxy|en an
ass@ciation in the state ‘bind pending’ as defined by the following specifications.

NOTE - This modifies 3.2.6.2.4.

3.2/7.1.3.1 If the responder is not registered, it shall abort the ‘aSsociation with the
diagnostic ‘access denied’ and generate an access violation alarm.

3.2J7.1.3.2 If the responder is registered, but the authentication/mode differs from the one
assigned to the association, the proxy shall abort the association with the diagnostic ‘other

B

réagon .

3.2{7.1.3.3 If the responder is registered and the “authentication mode matches the ong
assigned to the association, the proxy shall assignsthe identifier and the security attributes of
the responder to the association.

3.2/7.1.4 The proxy shall not generate credentials for PDUs transmitted to the peer proxy
butjuse the credentials parameter of the operation object passed by its client.

NOTE - This modifies 3.2.6.3'3. The proxy shall perform authentication of PDUs as|
defined in 3.2.6.3.1.

3.2/7.2 In the pass-through mode of operation, dynamic port registration shall not be
reqpired. The lack-of-dynamic port registration may imply restrictions, which must be
clegrly documented for an implementation.

NO[TES

1 This modifies 3.2.5.1.

2 On a gateway, the responder port identiiier is not known in advance of an incoming
BIND invocation. An example for restrictions that might be implied is that only a
single instance of the proxy can be used within the gateway and all associations
bound via the same port have to be handled by a single process.
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3.2.8 LOGGING AND NOTIFICATION

3.2.8.1 The proxy shall generate log messages for important events and enter them to the
system log of the hosting system using the interface ISLE Reporter, passed to its
configuration method.

NOTE - The arguments to be supplied with a log message are specified in A9.2. Specific
requirements and constraints on how this interface must be used are defined in 3.6.2.

3.2.8.2 The log messages generated by the proxy shall include, but not be limited-to-those
explicitly defined in this section.

NOTE — Guidelines for selection of the events that are entered to the lograre defined in
3.6.2.

3.2.8.3 The proxy shall notify the application of the events defined.1v3.6.2.6.

3.2.8.4 The log messages and notifications shall be defined and documented| by
implementations of the API Proxy.

3.2.8.4.1 Each log message shall be identified by a aique number, which is referencefl in
the documentation and passed to the interface ISLE Reporter, when the messagg is
logged.

3.2.8.4.2 Log message identifiers in the range 0 to 999 shall be reserved for use by [this
Recommended Practice and supplemental Recommended Practice documents for serviice-
specific APIs. These log message identifiers shall not be used for messages defined by
implementations.

INOTE - This version of the. specification does not define any log messages. Identiffiers
are reserved for) potential future use. Beside this constraint, each compomnent
implementation can independently assign log message identifiers, as |the
componentidentification is also passed to the interface ISLE_Reporter.

3.2.9 DIAGNOSTIC TRACES

INOTE<«—=" Support for diagnostic traces is an optional feature. This subsection conthins
specific requirements for the proxy. Further general specifications conceriiing
the events that are traced and the information entered in trace records |are
provided in 3.6.3.

3.2.9.1 The proxy shall provide a feature to generate trace records for events and to pass
them to the interface ISLE_Trace.

3.2.9.1.1 A trace for a specific association can be started and stopped via the interface
ISLE TraceControl provided by association objects.
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3.2.9.1.2 Traces started via the interface ISLE TraceControl exported by the proxy
shall include all associations as well as events that cannot be associated with a specific
association. When tracing is stopped via the interface of the proxy, all traces started for
individual associations shall be stopped as well.

3.2.9.1.3 After creation, all traces in the proxy shall be disabled.

3.2/10 EXECUTION CONTEXT
3.2/10.1 Processes

3.2J10.1.1 Every instance of the proxy component shall exist within a single\application
progess and provide interfaces only to other components in the same process.

3.2J10.1.2 For a given proxy implementation, the creator function shall-ensure that a single
instance of the proxy component is created within one process. Proxy‘implementations shall
be Histinguished by the protocol they use for communication with” the peer proxy. The
protocol identifier shall be available via the administrative interface of the proxy.

NOTE - Several proxies using different communications technologies or different
protocols can exist within one process. The protocol identifier is required to
distinguish different proxies and to route outgoing BIND invocations to thej
correct proxy instance.

3.2J10.1.3 The proxy is able to support the¢ following configuration of processes, service
instances, and communication ports, for agsociations in the initiator role and for associations
in the responder role.

NO[TE - The meaning of the térm communication port depends on the technology. It can|
refer to an end-point of a transport or session connection, an object reference, or
any other address’/or routing information by which PDUs are routed to a given|
process.

3.2J10.1.3.1 A praecess shall handle all service instances using one or more communication
porfs.

3.2J10.1.3:2=Service instances using the same communication port may be distributed to
different eXisting processes in a manner defined by the application.

NOTES

1 Depending on the technology and its specific use by the proxy, the configuration
defined in 3.2.10.1.3.2 can require a separate process handling all or part of the
interface to the communications service provider. Such processes are considered part
of the proxy infrastructure. Routing of BIND invocations might be based on
technology-specific addressing or on the service instance identifier. The dynamic
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port-registration procedure defined in 3.2.5 can be used to establish the associated
routing path.

2 Reference [J3] provides examples for architectures that can be supported by a proxy
implementing these specifications.

3 This version of the specification does not include launching of application processes
as a result of reception of a BIND invocation. Use of this technique is not excluded,
but cannot be expected from a conforming implementation.

3.2.10.2 In Process Threads

3.2.10.2.1 For the interaction with its client, the proxy shall provide atteast one of|the
behaviors defined in 3.7 as well as the control interface associated with theyprovided behavipr.

3.2.10.2.1.1 An implementation may provide more than one of the specified behaviors| If
that option is selected the implementation shall specify the/means by which the desjred
behavior can be selected.

NOTE — An implementation may support selection of the behavior by offdline
configuration, or may support dynamic selection by call of a specific start functjon.

3.2.10.2.1.2 The proxy shall provide the same behavior for all exported interfaces.

3.2.10.2.1.3 The proxy shall expect that the complementary interfaces provided by the client
and used by the proxy have the same behavior.

3.2.11 CONFIGURATION

3.2.11.1 The proxy can(be-configured for a specific deployment environment by definifion
of parameters in a configuration database.

NOTE - For the operation of the proxy, an implementation may additionally require that
supporting programs or external systems have been installed, configured |n a
specific manner, and have been started. Such requirements must be documemted
for an implementation together with a reference to the relevant installation fand
operating instructions.

3 21111 The-detatled—content—the-structure—and-theformat-of-the-confisuration—datal

321141 detatled-content—the-structureand-theformat-of the-configuration-database

are implementation specific and are documented for an implementation together with the
procedures for entry and update of configuration parameters.

NOTE - This specification does not prescribe how the database is created and how it is
accessed. The configuration database may consist of a simple text file or a set of
files, or it may be distributed to one or more directory systems or management
information databases.
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3.2.11.1.2 Modification of the configuration database shall be considered a maintenance

acti

vity. The procedures for entry and update of configuration parameters may require the

proxy to be terminated and restarted for the modifications to become effective.

3.2.11.1.3 The proxy shall specify a configuration file, which provides all information
required by the proxy to access the configuration database. The full path name of this file
shall be passed to the Configure () method of the administrative interface.

NO|

3.2J11.2 The information in the configuration database of the proxy shall include but not be

lim

TE — The configuration file might contain all configuration parameters or might
contain references to other files or information that enables the proxy to queryj
some database for the configuration parameters.

ted to:

a) configuration parameters required for configuration and initidlization of the data
communications system such as local addresses, operational mades, etc.;

b) the acceptable delay between failure of the data communication service and the
associated report by the proxy;

c) a specification whether the proxy shall support asseciations in the responder role, in|
the initiator role, or both;

d) mapping of the logical responder port identifiers specified by CCSDS to address|
information;

e) one or more local responder port ideritifiers on which a proxy supporting associations|
in the responder role shall accept BIND invocations;

f) the list of SLE service types supported by all components in the installation, and for
each service type the list of version numbers that can be supported;

INOTE — Version negation is not supported by this Recommended Practice (see 1.2.2
item a)).

g) the identifier@nd security attributes of the local SLE application;

h) the list of‘registered peer applications including, for each application, the identifier,
authentication mode, and the security attributes (if used);

i) the.acceptable delay between the time credentials have been created and the time of
authentication;

J) the maximum number of incoming PDUs that shall be queued according to the
definitions in 3.2.3.1;

k) the maximum number of PDUs that shall be queued for transmission;

1) the mode of operation, with the possible values ‘default’ and ‘pass-through’.

NOTE - The pass-through mode of operation is defined in 3.2.7.
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3.2.12 INITIALIZATION, START-UP, TERMINATION, AND SHUTDOWN

3.2.12.1 The proxy must be initialized by a call to the method Configure () of the
interface ISLE ProxyAdmin, passing it the name of the configuration file and the
interfaces of other components.

NOTE - The interfaces needed by the proxy and the exact signature are defined in A7.

3.2.12.1.1 When the method Configure () is called, the proxy shall check |the
configuration on completeness and consistency. If any of the checks fail, the proxy shall
generate appropriate error messages to the log and return a result code indicating a
configuration error.

3.2.12.1.2 If the configuration database is correct, the proxy shall perform all act{ons
required to configure itself and then any data communication products it uises. If there are [any
errors, the proxy shall log errors indicating the reason and return an error code to the clien.

3.2.12.1.3 Only when all initialization procedures have been-completed successfully and| the
proxy is ready for operation, it shall return a positive resultcode.

3.2.12.2 Operation of the proxy shall be started by a call to the start method associated Wwith
the behavior selected according to 3.2.10.2.1. The-proxy shall only start the operation if| the
initialization has been completed with success. Otherwise, the method shall return an errqr.

INOTES

1 The start method is defined by the control interface associated with the selegted
behavior. Control interfages.are specified in A6.1.1 and A6.1.6.

2 The specification implies that a proxy supporting associations in the responder fole
shall start listening'\for incoming BIND invocations only after call of the start method.

3.2.12.3 Operation-of-the proxy shall be terminated by a call to the terminate me:!ﬁ'nod
associated with thé.behavior selected according to 3.2.10.2.1. When this method is called,
the proxy shallstop processing and revert to the state it had after configuration and beforq| the
start method was invoked.

INOTE<=" The terminate method is defined by the control interface associated with|the
selected behavior. Control interfaces are specified in A6.1.1 and A6.1.6.

3.2.12.3.1 If any associations are still active, the proxy shall abort these associations.

3.2.12.3.2 The proxy shall stop listening on the network interface, if applicable, and release
all resources it has allocated after the call to the start function.

3.2.12.3.3 A proxy must expect that other proxies using the same communication
infrastructure exist on the system and must make sure that their operation is not affected by
termination activities.
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3.2.12.4 The proxy shall be instructed to shutdown by a call to the method ShutDown () in
its administrative interface.

3.2.12.4.1 The proxy shall reject the request when it is still operating.
NOTE - In this case, the client shall be required to invoke the terminate method first.

3.2.12.4.2 The proxy shall release all interfaces of other components, to which it still holds
refdrences, delete all internal objects, and release any other resources it has allocated.

3.2J12.4.3 The proxy shall ensure that all objects of the component are deleted when ¢lients
holdling a reference to interfaces have released these references.

3.2J12.4.4 When the method returns with success, the proxy has ceased to exist!

3.2J13 COMPONENT OBJECTS AND INTERFACES

3.2J13.1 The component API Proxy shall implement the following component objects and
interfaces:

NOITE — Component objects are defined in annex D-of this specification. As explained|
there, a component object is an externally:Visible entity that may be implemented
by a single object or by several internaliobjects, which co-operate to provide the
required external view. As specified in annex D, every component object
supports the interface TUnknown in addition to the interfaces listed in this
subsection. The interfaces referenced in this subsection are specified in annex A.

a) a single instance of the API(Proxy, which shall export the following interfaces and
support navigation between these interfaces via the method QueryInterface ():

1) the interface ISLE -ProxyAdmin;

2) the interface. F8LE AssocFactory if the proxy supports associations in thej
initiator role;

3) the inhterface ISLE Sequential if the proxy supports ‘sequential interface
behavior’ as specified in 3.7.2;

4)7the interface ISLE Concurrent if the proxy supports ‘concurrent interface
behavior’ as specified in 3.7.2; and

5) the interface ISLE TraceControl if the proxy supports diagnostic traces as
specified in 3.2.9;

b) association objects, which shall export the following interfaces and support
navigation between these interfaces via the method QueryInterface () :
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NOTE - A separate object shall be provided for every data communication
association.

1) the interface ISLE SrvProxyInitiate;and

2) the interface ISLE TraceControl if the proxy supports diagnostic traces as
specified in 3.2.9;

o) one-ormoreobiects for nrocessina of external evente which ¢hall exnort the inter ?ace
o) He—-0+HH10+ Heo—oPt SR E-O-errter ooty R eSS P Ot Hhter

ISLE EventProcessor if the proxy supports ‘sequential interface behavior’;

d) one or more objects for processing of a timeout, which shall export the interface
ISLE TimeoutProcessor if the proxy supports ‘sequential interface behayior’.

3.3 APISERVICE ELEMENT

3.3.1 FEATURES

3.3.1.1 The service element shall create, configure, maintain, and delete service instarces
(see 3.3.2).

3.3.1.2 The service element shall provide interfaces to generate operation objects Wwith
initialized parameters according to the configuration of a service instance (see 3.3.3).

3.3.1.3 The service element shall handle bindirlg and unbinding of service instances (see 3.3.4).

3.3.1.4 The service element shall enforce conformance of the protocol data units exchanged
to the state tables defined in the CCSDS Recommended Standards for SLE transfer servjces
as far as these do not refer to events and procedures related to service production.

INOTE — A detailed specification of the state tables processed by the service element is
provided in section 4. These state tables complement the specifications in [this
section. They are considered mandatory for a conforming implementation.

3.3.1.5 The servuice element shall ensure that the parameters of SLE protocol data units
conform to <{he” specification in the CCSDS Recommended Standards for SLE transfer
services.

INOTE~- Processing of SLE Protocol Data Units is detailed in 3.3.5.1.

2 271 £ Tha qariaon alaxanat choll Lo dla o nnotr g s At a0 oo d 4o n ot o it ger e f
AN Y TTIIC-SCT vV ICCCUTCTIICTIT STIATT TanarCo—TIT v OUatTOT TUCTIIICT S G tiC Ottt THOTITtOTIIT S or

operation returns (see 3.3.5.2).

3.3.1.7 The service element shall implement the transfer buffer for return link services
including the procedures for discarding of buffered data in the delivery mode timely online
and flow control for the delivery modes complete online and offline (see 3.3.5.3).
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3.3.1.8 The service element shall implement flow control for TRANSFER-DATA
invocations for forward link services (see 3.3.5.4).

3.3.1.9 For an SLE service provider, the service element shall provide an interface for
updating service parameters and status parameters by the client (see 3.3.5.5).

3.3.1.10 The service element shall process GET-PARAMETER and SCHEDULE-STATUS-
REPORT invocations received from the peer (see 3.3.5.5).

3.3]1.11 The service element shall generate entries to the log of the hosting system for|all
important events (see 3.3.6).

3.3]1.12 The service element shall provide a feature to produce an event trace for the
compplete service element and for individual service instances (see 3.3.7).

3.3]1.13 The service element shall support a range of execution environfénts with respect to
use|of in-process threads (see 3.3.8).

3.3]1.14 The service element shall use a configuration database; which controls its operation
within a specific deployment environment (see 3.3.9).

3.32 SERVICE INSTANCE MANAGEMENT
3.312.1 Creation of Service Instances

3.32.1.1 A service instance shall be created on request of the application via the interface
ISLE SIFactory.

3.312.1.1.1 The request to create_a service instance shall identify the service type and the
rold (service user or service provider). If the service element does not support the service
typ¢ or the role, it shall rejeét the request.

NOTE — An impleni€ntation may support service instances in the user role and in the]
provider. fole concurrently. This feature enables an application to act as an SLE
service-user for one service instance and as an SLE service provider for another
instanice. However, an implementation may also restrict the role of the service]
instances supported to either ‘user’ or ‘provider’.

3.324.1:2  For services in the user role, the request to create a service instance additionally
shaltdemtify theversiom murmberof thespecified service type. 1f the service etement does
not support the specified version, it shall reject the request.

NOTES

1 The service instance shall use the version number to generate the BIND invocation
with the desired version number. Service instances in the provider role shall obtain
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the version number from the incoming BIND invocation. Checking of the version
number on the provider side is specified in 3.2.4.2.2.

2 The service types and versions supported by an implementation shall be identified in
the implementation specific documentation.

3.3.2.2 Configuration of Service Instances

3.3.2.2.1 When a service instance has been created, it must be configured using |the
interface ISLE_STAdmin.

3.3.2.2.1.1 For service instances in the responder role, additional configuration parameters
must be supplied via the service-type specific administrative interface ‘specified by [the
relevant supplemental Recommended Practice for the service-specific APJ.

3.3.2.2.1.2 The configuration parameters that must be-isct via the interface
ISLE SIAdmin are:

a) the service instance identifier;

b) the peer identifier;

NOTE - The peer identifier is either the initiator identifier or the responder identifier.
If the service instance acts -ag’an initiator in the BIND operation, the peer
identifier is used to check the parameter ‘responder identifier’ in the BIND
return PDU. If the serviee instance acts as a responder, the peer identifigr is
used to check the .parameter ‘initiator identifier’ in the BIND invocation
PDU.

c) the scheduled provisien*period defined by the start time and the stop time;
d) the initiator of the BIND operation (service user or service provider);
e) the respondérport identifier; and

f) the valiie)of the timeout in which returns must arrive for confirmed operations.

INOTE £ )These parameters are defined in the CCSDS Recommended Standards for $LE
transfer services.

3.32.2.1.3 Configuration of a service instance shall be terminated by a call to the method
ConfigCompleted () of the interface ISLE SIAdmin. This method shall check the
configuration parameters on completeness and consistency and reject the configuration if a
deficiency is detected.

NOTE - Configuration parameters must not be modified after a successful return of the
method ConfigCompleted (). The effect of an attempt to set a parameter
when the initial configuration has completed is undefined.
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3.3.2.2.1.4 The checks performed for the common configuration parameters passed via the
interface ISLE _SIAdmin shall include the following:

a) the service instance identifier must be valid and unique for all service instances
currently handled by the service element;

NOTE - The validity of a service instance identifier is verified by the component ‘SLE
Utilities’ via the interface ISLE_STTI.

b) for a service instance in the provider role the start and end time for the scheduled
provision period must be specified or must be set to NULL;

c) if the start time is set to NULL, the service instance shall assume that thé,provision|
period begins after invocation of the method ConfigCompleted();

d) if the end time is set to NULL, the service instance shall assume(that the provision|
period never expires;

e) if the start and end time are specified, the start time must be earlier than the end time;

f) if the end time is specified the end time must not be in the*past;

NOTE — A service instance in the user role shall mot constrain the application with|
respect to the time the service is requested. It shall accept the scheduled
provision period parameter if it is_supplied, but shall not require it. If it is
supplied, it shall not further process it.

g) the responder port identifier must ‘be’ defined in the configuration database of the
service element, if the service instance initiates the BIND operation.

NOTE — The responder port identifier is used by the service instance to select the
proxy instance to:which the BIND invocation shall be sent.

3.32.2.1.5 For service- instances in the provider role, checks performed on the
conffiguration shall include those defined for the specific service type in the relevant
supplemental Recommended Practice for the service-specific API.

3.3{2.2.1.6 If.the service element does not support an option related to one of the]
conffiguration parameters, the configuration shall be considered incorrect and shall be
rejacted.

NO[T'EY — For instance, an implementation might not support provider-initiated binding.

3.3.2.2.1.7 If the service instance responds to BIND invocations, the service element shall
register the responder port as part of the method ConfigCompleted () and reject the
configuration if port registration is not accepted by the proxy.

NOTE - Port registration is defined in 3.2.5.
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3.3.2.3 Deletion of Service Instances
3.3.2.3.1 A service instance shall only be deleted on request of the application.

3.3.2.3.1.1 If the state of the service instance is not ‘unbound’ at the time deletion is
requested, the service element shall reject the request.

NOTE - The application will have to abort the association before deleting the service
instance. The service element does not require that the scheduled proyigion
period has terminated when a service instance is deleted. (The states of d seryice
instance are defined in section 4.)

3.3.2.3.1.2 If the responder port has been registered at the proxy, the seryice element shall
request de-registration of the port before the service instance is actually deleted.

3.3.2.3.1.3 When deleting the service instance, the service element shall release| all
resources allocated to the service instance as well as all interfaces used by the seryice
instance.

3.3.2.4 End of Provision Period

When the scheduled provision period of a service instance supporting the provider fole
expires, the service element shall inform the application via the interface
ISLE ServiceInform.

INOTES

1 If the end time of the provision period was set to NULL during configuration of| the
service instance, the service element shall assume that the provision period ng¢ver
expires.

2 The service element shall not monitor the provision period for service instances in| the

user role and-shall not inform the application when the period ends.

3.3.3 CREATION AND CONFIGURATION OF OPERATION OBJECTS

3.3.3:1- Service instances shall export the interface ISLE SIOpFactory to create pre-
configured operation objects.

3.3.3.1.1 A service instance shall only return operation objects which are defined for the
service type and version it supports, and which are invoked by applications in the role it
implements.

NOTE - This specification implies that a RAF service instance in the user role generates a
START operation but does not generate a TRANSFER-DATA operation.
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3.3.3.1.2 The service instance shall use the interface ISLE OperationFactory
exported by the component ‘SLE Operations’ to create the operation object, and set selected
parameters of the operation object according to its own configuration.

NOTE - The parameters that are set by the service instance are defined for each operation
object in annex A or in the supplemental Recommended Practice documents for
service-specific APIs.

3.34 BINDING AND UNBINDING
3.34.1 User Initiated Binding

NO[TE - Further details of the BIND and UNBIND operations are specified in the state]
tables for service instances in section 4. These state tableS complement the
following specifications. They are considered mandatory_ofor a conforming
implementation.

3.3.4.1.1 Service Instances in the User Role

3.34.1.1.1 A service instance supporting the user role and the BIND-initiator role shall
initlate the BIND operation when receiving a BINDinvocation request from the application|
in the state ‘unbound’ via the interface ISLE SérviceInitiate. It shall initiate the
UNBIND operation when receiving an UNBIND nvocation in the state ‘bound’.

3.34.1.1.2 The service instance shall/create an association via the proxy interface]
IS1LE AssocFactory and use thesmnterface ISLE SrvProxyInitiate provided by
the jassociation for binding, unbinding-and service provisioning.

NOTE - This specification(does not prescribe when the association object is created. An|
implementation ‘might create a new association when the BIND operation is|
initiated. Alternatively an implementation might create the association object
when the-$ervice instance is created and use it throughout the lifetime of the
servicg ihStance.

3.34.1.1.3 The configuration database of the service element shall contain a table mapping
port identifters to protocol identifiers. The service element shall use this table and the]
responder port identifier in the service instance to select the proxy instance, from which it
will request creation of the association.

NOTE - The protocol identifier supported by a proxy is specified when the proxy is registered
with the service element. The associated procedures are defined in 3.3.10.

3.3.4.1.1.4 The service element shall insert the peer identifier into the parameter ‘responder
identifier’ of the BIND operation object passed to the proxy.
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NOTE - This parameter is used by the proxy to retrieve information about the responder
from its configuration database. In addition, the proxy shall check the identifier
against the responder identifier in the BIND return PDU and take appropriate
actions if these do not match (see 3.2.6.2 for further details).

3.3.4.1.1.5 The BIND and UNBIND operations shall be performed according to the general
rules specified in 3.3.5.

3.3.4.1.2 Service Instances in the Provider Role

3.3.4.1.2.1 A service element supporting service instances in the responder ‘role shall
implement the interface ISLE Locator, which shall be used by the proky to notify|the
service element of a BIND invocation received via the network.

3.3.4.1.2.2 When receiving a notification of a BIND invocafion via the method
LocatelInstance () of the interface ISLE Locator, the seryice element shall analyze
the PDU. If the BIND invocation is acceptable, it shall link‘the requested service instgnce
with the association using the pointer to the interface IST'E SrvProxyInitiate, fand
return a reference to the interface ISLE_SrvProxyInform of the service instance.

3.3.4.1.2.3 The service element shall perform the<¢hecks in 3.3.4.1.2.4 to 3.3.4.1.2.1Q on
the BIND invocation in the sequence specified. \If*any of the checks fail, it shall not pass| the
BIND invocation to the application, but reject the BIND invocation. If the checks|are
performed within the method LocatéInstance (), this method shall return| an
appropriate error code. If the checks ‘are performed by the service instance after haying
received the BIND invocation via th€ interface ISLE SrvProxyInform, it shall generate
a BIND return with a negative result and the appropriate diagnostic.

INOTE — This specification-does not prescribe whether these checks are performed by|the
method Loc¢ateInstance () of the interface ISLE Locator, or by|the
service instance when receiving the BIND invocation via the interface
ISLEASYvProxyInform. The checks must be performed before the BIND
invoeation is passed to the application and the appropriate method to reject erfors
must be applied.

3.3.4.1.2.4° The service instance identifier in the BIND invocation must match the identifier
of an'existing service instance. If the check fails, the BIND invocation shall be rejected with
tlie-diagnostic ‘no such service instance’.

3.3.4.1.2.5 The initiator identifier in the BIND invocation must match the peer identifier
defined for the service instance. If the check fails, the BIND invocation shall be rejected
with the diagnostic ‘service instance not accessible to this initiator’. In addition, the service
element shall enter an ‘access violation alarm’ in the system log and notify the application
using the interface ISLE_Reporter.
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3.3.4.1.2.6 The information included into the access violation alarm shall include, but not
be limited to:

a) the initiator identifier in the BIND invocation; and

b) the service instance identifier of the service instance.

NOTE - Some of this information can be conveyed by standard arguments of the
I n A VAN AP S P TP PR § NP PP SO o) ITOoOT o N + Thic st 4120
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should not be duplicated in the record itself.

3.34.1.2.7 The service type of the service instance must match the one indicated.m the
BIND invocation. If the check fails, the BIND invocation shall be rejected<with the
diagnostic ‘inconsistent service type’.

3.34.1.2.8 The version number in the BIND invocation must be suppotted by the service
instance. If the check fails, the BIND invocation shall be rejected ‘with the diagnostic
‘vetsion not supported’. Otherwise the service instance shall memorize the version number
and| ensure that the service is provided as specified for that version,

NO[TE — As the API Proxy already checks the version® number against the versions|
identified in its configuration database [(sce 3.2.4.2.2.5), reception of an|
unsupported version number by the sefvice instance is an indication of a
configuration problem. Therefore implementations should issue an alarm if that
happens.

3.34.1.2.9 The time of the request must be within the scheduled provision period of the
seryice instance. If the check fails, the:BIND invocation shall be rejected with the diagnostic
‘inyalid time’.

3.3/4.1.2.10 The state of the service instance must be UNBOUND. If the check fails, the]
BIND invocation shall be rejected with the diagnostic ‘already bound’.

3.34.1.2.11 The UNBIND operation for a service instance in the responder role shall be
performed according o the general rules specified in 3.3.5. The additional specifications in|
3.34.1.2.12 to 33.471.2.14 shall apply to a service instance supporting the provider role.

3.34.1.2.12\If the parameter ‘unbind reason’ in the UNBIND invocation is set to ‘suspend’,
the [following steps shall be performed. The state of the service instance shall be set to
‘unpound’, the service parameters shall be reset to the initial state, if applicable, and the
service Imstance 1s Teady to Teceive @ ew BINDIvocatior.

NOTE - Handling of the service parameters in the case of an UNBIND is specified
individually for the every service type.

3.3.4.1.2.13 If the parameter ‘unbind reason’ in the UNBIND invocation is set to ‘end’, the
service element shall inform the application that the scheduled provision period has been
prematurely terminated.
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NOTE - Further BIND invocations shall be rejected with the reason ‘invalid time’, if the
service instance has not yet been deleted by the application.

3.3.4.1.2.14 When the scheduled provision period of a service instance supporting the
provider role ends and the state of the service instance is not ‘unbound’, the service element
shall abort the association.

3.3.4.2 Aborting Associations

3.3.4.2.1 The service element shall abort an association in the following cases:
a) the application invokes the PEER-ABORT operation;

b) abort of the association is explicitly required by any other specification for the seryice
element in this document; or

c) the service element cannot continue processing of the-association, because ift is
affected by major problems.

INOTE — This specification implies that the proxy might abort the association in the casg of
a catastrophic failure also when that case isnot specified in this document.

3.3.4.2.2 Whenever the service element aborts>an association, it shall also forwand a
PEER-ABORT invocation to the application:\* It shall set the parameter ‘originator| to
‘service element’ in the operation objects passed to the proxy and to the application.

3.3.4.2.3 Whenever an association used by a service instance in the provider role is aborted,
for any reason and by any party, the-state of the service instance shall be set to ‘unboupd’.
The service parameters shall be réset to the initial state, if applicable, and the service instdnce
is ready to receive a new BIND.invocation.

3.3.4.3 Releasing Resources

3.3.4.3.1 Following completion of the UNBIND operation and following an abort of]the
association, €heservice element shall release the resources allocated to the association as
defined bythe following specifications.

3.3.4.3:1.1 For a service instance in the provider role, the service element shall release|the
inferface of the association object provided by the proxy.

NOTE - A proxy supporting associations in the responder role creates a new association
for every incoming bind request and deletes the association object when the
association has terminated. To enable final deletion, the service element must
release all interfaces.
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3.3.4.3.1.2 For a service instance in the user role, the service element shall release the
association interfaces and request the proxy to delete the association object when it is no
longer needed.

NOTE - This specification does not prescribe when the association object in the initiator
role is deleted. Implementations are free to use a single association object during
the lifetime of the service instance, or a new association for every BIND. An
implementation is required to release an association object that has been created
for a service instance latest when the service instance itself is deleted.

3.34.3.1.3 The service element shall clear the list of pending local and remote .réturns,
cangel any timers still running, and release all operation objects on which it holds references.

3.314.3.1.4 If the service instance holds a transfer buffer, it shall release the\buffer and all
datg it may still contain.

3.3)5 SERVICE PROVISIONING
3.3/5.1 Processing of SLE Protocol Data Units
3.3/5.1.1 Protocol Data Units Received from the Application

3.3/5.1.1.1 The service clement shall accept SBE protocol data units in the form of
operation objects from the application via thetinterface ISLE ServiceInitiate. If
shall process them as defined in this subs¢€ction and forward them to the proxy via the
intgrface ISLE SrvProxyInitiatefor transfer on the association linked to the service
instance.

3.3/5.1.1.2 The service element ‘shall perform the checks in 3.3.5.1.1.3 to 3.3.5.1.1.6 on the
PDUs received from the application. If any of the checks fails, the service element shall not
foryward the PDU to the prexy but reject the PDU by an appropriate return code to the
fung¢tion.

3.3)5.1.1.3 The PDU must be defined for the service type supported by the service instance
and must be compatible with the role of the service instance (user or provider).

3.355.1.1.4<—~The parameters passed with the operation object must be complete, in range,
and| consistent with the configuration of the service instance.

NOTES

1 An example for a consistency check is the verification that the service type in a BIND
invocation matches the type of the service instance.

2 Operation objects are required to perform all checks that can be done on the data
passed without any further knowledge about the context and to provide an interface
by which these checks can be invoked. That feature should be used by the service
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element. However, it must be considered that some checks require further knowledge
about the state and configuration of the service instance. These checks cannot be
performed by the operation objects. The checks performed by the operation objects
are defined in annex A and in the supplemental Recommended Practice documents
for service-specific APIs.

3 The checks do not include those parameters that are handled by the service instance
itself. If such parameters are checked by the operation object, they must be correctly
set before checking is requested.

3.3.5.1.1.5 A return for a confirmed operation must be conveyed by an operation object
that has previously been passed to the application by the service instance.

3.3.5.1.1.6 The PDU must be valid in the state of the service instance.

NOTE — In a multithreaded environment, the application might-hot yet have bec¢me
aware of a state change in some cases. If so, the return‘code does not indicat¢ an
error but informs the application of the state change. These cases are specifically
marked in the state tables in section 4.

3.3.5.1.1.7 With a return code indicating success, the-Service element shall guarantee fthat
the PDU has been accepted by the proxy for transmi$sion.

NOTE — The following specifications (3.3:5:1.1.8 to 3.3.5.1.1.10) for processing of efror
cases also apply when a PDU -has been generated by the service element itgelf.
The statements referring to return codes do not apply in that case.

3.3.5.1.1.8 When the proxy rejeets a PDU with a return code indicating that |the
transmission queue is full, the“service element shall abort the association with |the
PEER-ABORT operation. In-addition, it shall set the code returned to the application for|the
affected PDU to ‘overflow?.

INOTE — Because of the flow control mechanisms built into the API, queue overflow
cannot-be caused by transfer of space-link data units. It can only happen becguse
of.‘excessive generation of other events related to the production process or
excessively high status reporting frequencies. In these cases, the applicafion
would have no other option for handling the problem.

3.35.1.1.9 When the proxy rejects the transfer request with a code that informs the seryice
element of a state change, the service element shall return the corresponding code to|the
application and not abort the association.

NOTE - In such cases, it must be expected that the event causing the state change is
already pending and will be available to the service element soon.

3.3.5.1.1.10 When the proxy rejects the transfer request with a code that indicates a protocol
error, the service element shall abort the association. In addition, it shall generate a log
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message providing as much information as possible to investigate the problem, and notify the
application via the interface ISLE_Reporter.

3.3.5.1.1.11 When the service element has passed an unconfirmed invocation or a return to
the proxy, it shall release the operation object holding the PDU.

3.3.5.1.1.12 With the exception of PEER-ABORT invocations and invocations that are
inserted into the transfer buffer for return services, the service element shall ensure that
PDUs received from the application are passed to the proxy in the sequence received.

NOTE - Handling of PEER-ABORT invocations is specified in 3.3.4.2. Buffering of]
PDUs for return services is specified in 3.3.5.3.

3.3/5.1.2 Protocol Data Units Received from the Proxy

3.3)5.1.2.1 The service element shall receive SLE protocol datarunits in the form of
operation objects from the proxy and process them as specified(in this subsection. If the
invpcations and returns are accepted by the service elementsit/shall forward them to the
appllication unless specified differently for specific operations,

3.3/5.1.2.2 The service element shall perform the following checks on the PDUs received
from the proxy. If any of the checks fails, the serviceelement shall not forward the PDU to
the |application, but shall respond by rejecting the PDU locally (see 3.3.5.1.2.3), rejecting the
PDU via the protocol (see 3.3.5.1.2.4), or by aborting the association.

NO[TE — The type of response is defined-for the individual tests.

a) The PDU must be defined for the service type supported by the service instance. If
the check fails, the PDU shall be rejected locally.

b) The PDU must be compatible with the role of the service instance (user or provider).
If the check fails,the service element shall abort the association with the diagnostic
‘protocol error.!

NOTE — Theproxy is not aware of the user or provider role of the service instance and
shall not check the PDUs for compatibility with this role.

c) Theparameters passed with the PDU must be complete, in range, and consistent with
the configuration of the service instance. If the check fails, the PDU shall be rejected|
via the protocol. (See also the note on 3.3.5.1.1.4.)

d) An invocation PDU must be consistent with the configuration of the service instance.
If the check fails, the PDU shall be rejected via the protocol.

NOTE - An example for a consistency check for an invocation is the verification that a
FSP service instance has invoke directive capability when receiving an

INVOKE-DIRECTIVE invocation. Consistency checks are defined by the
supplemental Recommended Practice documents for service-specific APIs.
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e) A return PDU must be conveyed by an operation object that has previously been
passed to the proxy by the service instance. If the check fails, the PDU shall be
rejected locally.

f) The PDU must be valid in the state of service instance. If the check fails, the type of
response shall depend on the PDU and on the state of the service instance.

NOTE - The type of response is defined in the state tables in section 4.

3.3.5.1.2.3 The service element shall reject a PDU locally by returning an error codge to| the
function which passes the PDU. In this case, it shall not modify the state of the'seryice
instance.

3.3.5.1.2.4 The action taken by the service element to reject a PDU via ‘the protocol shall
depend on the PDU type.

INOTE — Ifthe PDU is rejected via the protocol, the method passing the PDU shall retufn a
result code indicating success.

a) For a confirmed invocation PDU, the service element shall generate a return with a
negative result and the appropriate diagnosticvand forward this to the proxy| for
transmission.

b) For an unconfirmed invocation PDU or a return PDU, the service element shall aport
the association with PEER-ABORT and the appropriate diagnostic.

3.3.5.1.2.5 When the service element:Has passed an unconfirmed invocation or a returp to
the application, it shall release the operation object holding the PDU.

3.3.5.1.2.6 With the exception 'of PEER-ABORT invocations, the service element shall
ensure that PDUs received«ftom the proxy are passed to the application in the sequgnce
received.

INOTE - Handling'ef PEER-ABORT invocations is specified in 3.3.4.2.

3.3.5.2 Processing of Confirmed Operations

3.3.5.2.1.The service element shall process invocations of confirmed operations issued by
the application as follows:

2 The cormuco alomant chall accign an 1nvuncatingy dontifiay annneding +0 thao Jles
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specified in the CCSDS Recommended Standards for SLE transfer services and pass
it to the operation object.

NOTE - It is noted that the confirmed operations BIND and UNBIND do not carry
invocation identifiers. Therefore this specification does not apply to these
operations.
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b) When the operation object has been accepted by the proxy for transmission, the
service element shall place the object on a list of pending remote returns. In addition,
it shall start a return timer for the object.

NOTE - The timeout value shall be passed to the service instance as part of its
configuration.

c) When the proxy returns the operation object via the interface
ISLE SrvProxylInform, the service element shall cancel the return timer,
remove the object from the list of pending remote returns, forward it tof the
application, and release the object.

d) If the return timer expires, the service element shall abort the associationt with thej
diagnostic ‘return timeout’.

3.3/5.2.2 The service element shall process invocations of confirmed Operations issued by
the [proxy as follows:

a) The service element shall verify that the invocation identifier of the operation object
is unique for all operation objects on the list of pendifig™ocal returns. If this check
fails, the service element shall add a negative result and a diagnostic ‘duplicate
invocation identifier’ to the object and forward it to-the proxy for transmission.

NOTE — It is noted that the confirmed operations BIND and UNBIND do not carryj
invocation identifiers. ThereforeZthis specification does not apply to these
operations.

b) The service element shall add the ‘operation to the list of pending local returns.

c) When the application retirns the operation object via the interface]
ISLE Servicelnitiate, thetservice element shall remove the object from the list of]
pending local returns, fogward it to the proxy for transmission, and release the object.

3.3/5.3 Buffering and’Flow Control for Return Link Services

3.35.3.1 General-Specifications

3.3)5.3.1.1 <Service instances for return link services shall implement the transfer buffer
defined, by-the CCSDS Recommended Standards for SLE return link services (references [4],
[5] pnd. [6]).

NOTE - The specification of the procedure assumes use of a single transfer buffer. An
implementation may use multiple buffers to increase performance. However, an
implementation must ensure that only a single buffer is queued for transmission
in the delivery mode timely online.

3.3.5.3.1.2 The service element shall use the operation object TRANSFER-BUFFER for
buffering and for transfer of the buffer to and from the proxy.
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3.3.5.3.1.3 The size of the transfer buffer and the value of the release timer are
configuration parameters passed to the service instance during configuration. The associated
interface is defined by the supplemental Recommended Practice documents for return link
service-specific APIs.

NOTE - The size of the transfer buffer is defined by the number of PDUs that can be
inserted into the buffer.

3.3.5.3.1.4 A service instance in the provider role shall buffer and transmit data as folloyvs:

NOTE — Variations of this basic procedure depending on the delivery mode are specified
in 3.3.5.3.2.1,3.3.5.3.3.1, and 3.3.5.3.4.1.

a) The service element shall insert TRANSFER-DATA ) invocations |and
SYNC-NOTIFY invocations into the buffer in the sequenceyreceived from |the
application.

b) When the buffer is full, or when the SYNC-NOTIFY invocation indicates ‘end of
data’, the service element shall forward the complete‘buffer to the proxy requesting it
to issue a notification when the buffer has been transmitted.

NOTE - Notifications for transmitted PDUs are specified in 3.2.3.2.

c¢) When the proxy cannot transmit the buffer immediately, the service element shall
memorize that a buffer is queued until' it receives the notification via the method
PDUTransmitted ().

d) After transmission of the tradsfer buffer, the service element shall create a hew
buffer.

3.3.5.3.2 Delivery Modes SFimely Online and Complete Online

3.3.5.3.2.1 For the delivery modes timely online and complete online, a service instance in
the provider role shiall handle the release timer and the associated procedure defined in|the
CCSDS Recommended Standards for return link services (references [4], [5] and [6]).

a) Thepvalue of the release timer is a configuration parameter passed to the seryice
instance via the service-type specific interface defined in the supplemental
Recommended Practice documents for return link service-specific APIs.

b) When the service element inserts the first PDU into an empty transfer buffer, it shall
start the release timer.

¢) When the release timer expires and the transfer buffer is not empty the service
element shall transmit the buffer regardless of its fill-grade.
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3.3.5.3.3 Delivery Mode Timely Online

3.3.5.3.3.1 For the delivery mode timely online, a service instance in the provider role shall
apply the following additional rules before transferring the buffer to the proxy:

a) When a buffer is already queued, the service element shall request the proxy to
discard the buffer.
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service element shall insert a SYNC-NOTIFY invocation, indicating ‘data discarded
due to excessive backlog’, at the beginning of the buffer.

INOTE — If data transfer for the previous buffer has already started or»when the
notification that the buffer has been transmitted is already Cpénding in a
different thread of control, the proxy shall indicate that ne, buffer has been|
discarded.

3.3/5.3.4 Delivery Modes Complete Online and Offline

3.355.3.4.1 For the delivery modes complete online and @effline, a service instance in the
proyider role shall perform the following procedure to.suspend data transfer when the
trarlsmission capacity is exceeded.

a) When the buffer is due for transfer and a buffer is already queued, the service element
shall return a code to the application indicating ‘suspend data transfer’.

b) When receiving PDUs that must be” buffered from the application in a period, in|
which data transfer has been suspended, the service element shall reject the request
with a code indicating ‘data transfer suspended’.

c) When data transfer hasi‘been suspended and the service element receives thej
notification that the previous buffer has been transmitted, it shall forward the current
buffer to the proxy; ereate a new buffer, and notify the application that data transfer
can be resumed:

NOTE — Thev notification to the application is passed by the method
ResumeDataTransfer () of the interface ISLE ServiceInform.

3.355,3.5." STOP Operation

3.3.5.3.5.1 When receiving a STOP return from the application, a service instance in the
provider role shall transmit the transfer buffer if it is not empty.

a) For the delivery mode timely online the service element shall apply the procedure
defined in 3.3.5.3.3.1.

b) For the delivery modes complete online and offline, the service element shall transfer
the buffer also when a buffer is already queued.
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3.3.5.3.6 User Side Processing

3.3.5.3.6.1 When receiving a transfer buffer from the proxy, a service instance in the user
role shall extract the TRANSFER-DATA invocations and SYNC-NOTIFY invocations and
forward them to the application using individual operation objects. These objects shall be
forwarded in the sequence the invocations have been stored into the buffer.

3.3.5.4 Flow Control for Forward Services

3.3.5.4.1 A service instance in the user role supporting a forward link seryiee shall
implement the following flow control procedure for the operation TRANSFER-DATA.

NOTE — The specification of the procedure assumes use of a single TRANSFER-DATA
invocation pending for transmission by the proxy. Animplementation inay
support multiple outstanding TRANSFER-DATA invocations to incr¢ase
performance.

3.3.5.4.2 When receiving a TRANSFER-DATA invocation from the application, |the
service element shall forward it to the proxy requesting the proxy to issue a notification when
the buffer has been transmitted.

INOTE — Notifications for transmitted PDUs are.specified in 3.2.3.2.

3.3.5.4.3 When the proxy cannot transmit the buffer immediately, the service element ghall
return a code to the application indicating “suspend data transfer’.

3.3.5.4.4 When receiving a TRANSFER-DATA invocation in a period, in which ¢ata
transfer has been suspended, the’ service element shall reject the request with a dode
indicating ‘data transmission Suspended’.

3.3.5.4.5 When data transfer has been suspended and the service element receives|the
motification that the préevious TRANSFER-DATA invocation has been transmitted, it shall
notify the application‘'that data transfer can be resumed.

NOTE — The” notification to the application is passed by the method
ResumeDataTransfer () of the interface ISLE ServiceInform.

3¢3.5.5 Handling of Service Parameters

3.3.5.5.1 A service instance in the provider role shall maintain all service parameters
defined in the CCSDS Recommended Standards for SLE transfer services. For service
parameters that are updated by the production process, the service instance shall provide an
interface for the application to pass the updated values.

NOTE - The interface to update service parameters is service-type specific and is defined
by the relevant supplemental Recommended Practice for the service-specific API.
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3.3.5.5.2 A service instance in the provider role shall implement the GET-PARAMETER
operation by returning the value of the requested parameter. It shall not forward the
GET-PARAMETER invocation to the application.

3.3.5.5.3 A service instance in the provider role shall implement status reporting as defined
in the CCSDS Recommended Standards for SLE transfer services.

3.3.5.5.3.1 The service element shall not forward the SCHEDULE-STATUS-REPORT
invgcation to the application, but perform all required actions internally.

3.3/5.5.3.2 When the SCHEDULE-STATUS-REPORT invocation requests periodic
trarjsfer of status reports, the service element shall check the cycle period against. the limits
spegified in its configuration database and reject the request when the periodyis<not within
thege limits.

3.3/5.5.3.3 When status reports have been scheduled, the service element shall generate the
STATUS-REPORT invocation from the values of the service parameters at the time the
statiis report is due and send it without involvement of the application.

3.3/5.5.3.4 If the delivery mode of the service instance is “0ffline’, the service element shall
rejgct a SCHEDULE STATUS REPORT invocation with anegative return and the diagnostic
‘not supported in this delivery mode’.

NO[TE — The CCSDS forward transfer services-do not support the delivery mode ‘offline’.
Therefore ‘not supported in this delivery mode’ is not a valid diagnostic code for
these services.

3.316 LOGGING AND NOTIFICATION

3.316.1 The service element shall generate log messages for important events and enter
themn to the system log of the’hosting system using the interface ISLE Reporter, passed
to ifs configuration method:

NOTE — The arguments to be supplied with a log message are specified in annex A,
Specific requirements and constraints on how this interface must be used are
defined in 3.6.2.

3.36.2< The log messages generated by the service element shall include, but not be limited
to those explicitly defined in this subsection.

NOTE - Guidelines for selection of the events that are entered to the log are defined in
3.6.2.

3.3.6.3 The service element shall notify the application of the events defined in 3.6.2.6.

3.3.6.4 The log messages and notifications shall be defined and documented by
implementations of the API Service Element.
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3.3.6.4.1 Each log message shall be identified by a unique number, which is referenced in the
documentation and passed to the interface ISLE_Reporter, when the message is logged.

3.3.6.4.2 Log message identifiers in the range 0 to 999 shall be reserved for use by this
Recommended Practice and its supplemental Recommended Practice documents for service-
specific APIs. These log message identifiers shall not be used for messages defined by

implementations.
INOTE — This version of the specification does not define any log messages. Identiilers
are reserved for potential future use. Besides this constraint, each compomnent

implementation can independently assign log message identifiersy as |the
component identification is also passed to the interface ISLE_Reperter.

3.3.7 DIAGNOSTIC TRACES

INOTE — Support for diagnostic traces is an optional feature~This subsection contpins
specific requirements for the service element. Further general specificatjons
concerning the events that are traced and the information entered in trace recrds
are provided in 3.6.3.

3.3.7.1 The service element shall provide a featuré’to generate trace records for events [and
to pass them to the interface ISLE_Trace.

3.3.7.1.1 A trace for a specific service instance can be started and stopped via the interface
ISLE TraceControl exported by service instance objects.

3.3.7.1.2 When the argument forward in the method StartTrace () is set to true,|the
service instance shall start tracing for all associations to which it is bound as long as tra¢ing
is enabled. The service instance shall stop tracing by an association when StopTrace () is
called, if it has started tracing by the association.

INOTE — The servi¢e instance can only forward the request if the proxy supports tracing.

3.3.7.1.3 Traces started via the interface ISLE TraceControl exported by the seryice
element shalliinclude all service instances as well as events that cannot be associated with a
specific.service instance. When tracing is stopped via the interface of the service element, all
traces-started for individual service instances shall be stopped as well.

33714 When the argument forward in the method StartTrace () is set to truelthe

service element shall start tracing for all proxies to which it is linked. The service element
shall stop tracing by a proxy when StopTrace () is called, if it has started tracing by the

proxy.
NOTE - The service instance can only forward the request if the proxy supports tracing.

3.3.7.1.5 After creation, all traces in the service element shall be disabled.
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3.3.8 EXECUTION CONTEXT
3.3.8.1 Processes

3.3.8.1.1 Every instance of the component API Service Element shall exist within a single
application process and provide interfaces only to clients in the same process.

3.3.8.1.2 The creator function shall ensure that a single instance of the service element
conpponent 1s created within one process.

3.3.8.2 In Process Threads

3.318.2.1 For the interaction with the application, the service element shall provide at least
one| of the behaviors defined in 3.7 as well as the control interface associated with the
proyided behavior.

3.318.2.1.1 The service element shall provide the same behavior for'all interfaces exposed
to the application.

3.318.2.1.2 The service element shall expect that the complementary interfaces provided by
the |application and used by the service element have the same behavior as the interfaces
proyided to the application.

3.3{8.2.2 For the interaction with the proxy, the'sérvice element shall provide at least one of]
the |behaviors defined in 3.6 and control the~proxy using the interface associated with that
behpvior.

NO[TE — The behavior provided towards the proxy need not be the same as the one
provided towards the application.

3.318.2.2.1 The service elément shall provide the same behavior for all interfaces exposed
to the proxy.

3.318.2.2.2 If the-service element provides the sequential behavior towards the proxy, it
shall provide the’@vent monitor and the timer handler defined in 3.7.2.

NO[TE - _dfithe service element also provides sequential behavior towards the application,
it must pass the event monitor and the timer handler supplied by the application|
to the proxy.

3.3.8.2.3 An implementation may provide more than one of the specified behaviors on
either interface. If that option is selected, the implementation shall specify the means by
which the desired behavior can be selected.

NOTE - An implementation may support selection of the behavior by off-line
configuration, or may support dynamic selection by call of a specific start
function.
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3.3.9 CONFIGURATION

3.3.9.1 The service element can be configured for a specific deployment environment by
definition of parameters in a configuration database.

3.3.9.1.1 The detailed content, the structure, and the format of the configuration database
shall be implementation specific and documented for an implementation together with the
procedures for entry and update of configuration parameters.

INOTE - This specification does not prescribe how the database is created or how {t is
accessed. The configuration database may consist of a simple file ‘ora set of
files, or it may be distributed to one or more directory systems or managenpent
information databases.

3.3.9.1.2 Modification of the configuration database shall be considered a maintengnce
activity. The procedures for entry and update of configuration parameters may require hat
the service element is terminated and restarted for the modifications-to become effective.

3.3.9.1.3 The service element shall specify a configuration file, which provides| all
information required by the proxy to access the configuration database. The full path ngme
of this file shall be passed to the Configure () methdd of the administrative interface.

NOTE — The configuration file might contain® all configuration parameters or mjght
contain references to other files oriinformation that enables the service element to
query some database for the configuration parameters.

3.3.9.2 The information in the configuration database of the service element shall inclyde,
but not be limited to:

a) the mapping of port tidentifiers to protocol identifiers for selection of the proxy
instance, as definedin-3.3.4.1.1.3; and

b) the minimum and'the maximum value for the reporting cycle to be supported| for
periodic statlis reports for a service element supporting the provider role.

3.3.10 INITTAEIZATION, START-UP, TERMINATION, AND SHUTDOWN

3.3.10,1The service element must be initialized by a call to the method Configure (] of
the . interface ISLE SEAdmin, passing it the name of the configuration file and |the
interfaces of other components needed.

NOTE - The interfaces needed by the service element and the exact signature are defined
in annex A.

3.3.10.1.1 When the method Configure () is called, the service element shall check the
configuration on completeness and consistency. If any of the checks fail, the service element
shall generate appropriate error messages to the log and return a result code indicating a
configuration error.
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3.3.10.1.2 If the configuration database is complete and consistent, the service element shall
perform all actions required to configure the component. If there are any errors, the service
element shall log errors indicating the reason and return an error code to the client.

3.3.10.1.3 Only when all initialization procedures have been completed successfully it shall
return a positive result code.

3.3.10.2 Following configuration, all proxy instances needed must be registered with the
seryice element, using the method AddProxy () of the interface ISLE_SEAdmin.

3.3]10.2.1 The service element shall check whether the proxy registration is compatible with
its lconfiguration database, its capabilities, and previous registrations. If there “are any
proplems, it shall log an error and reject the registration with an appropriate errer\code.

3.3J10.2.2 The checks performed by the service element shall include, but not be limited to
the [following:

a) The protocol identifier passed with the registration request must be defined in the
configuration database if the proxy supports associations jin the initiator role for the
given deployment environment.

INOTE — The argument role of the method AddProxy () shall indicate the bind
roles which associations of the proxy<support for the given installation. If a
proxy implementation can support.the initiator role but this role is not needed|
by the application, this argument\should be set to ‘provider only’.

b) The number of proxies registered must be within the limits supported by the service]
element.

c) Duplicate registration of the same proxy or the same protocol identifier must bej
prevented.

INOTE — Remaining-~checks must be performed when the service element is started.
For instance, the service element must ensure that all protocol identifiers used
in its~mapping table are actually supported by a proxy that has been|
registered.

3.3]10.2.3 Registration of proxies must be performed after configuration and before
operation-of the service element is started. Invocation of the function at other times results in|
an ¢rror.

3.3.10.3 Operation of the service element shall be started by a call to the start method
associated with the behavior selected according to 3.3.8.2.1.

NOTE - The start method is defined by the control interface associated with the selected
behavior. Control interfaces are specified in annex A.
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3.3.10.3.1 The service element shall only start operation when the initialization has been
completed with success. Otherwise, the start function shall return an error.

3.3.10.3.2 As part of the start method, the service element shall start operation of all proxies
that have been registered. If starting of any of the proxies fails, it shall log an error.

3.3.10.3.3 If starting of at least one of the proxies succeeds, the service element shall start
operation. If starting of at least one of the proxies failed, the service element shall return a
result indicating ‘degraded mode’. Otherwise, the function shall return with success.

NOTE - Start of a proxy may fail because of problems with one or more intéifaces.| In
such a case, communication with a subset of the peer-systems ymight stil] be
possible.

3.3.10.4 Operation of the service element shall be terminated by acall to the termipate
method associated with the behavior selected according to 3.3.8.2:1%) When this method is
called, the service element shall stop processing and revertcte the state it had dfter
configuration and before the start method was called.

INOTE — The terminate method is defined by the control interface associated with|the
selected behavior. Control interfaces are specified in annex A.

3.3.10.4.1 If service instances are still active and not in the state ‘unbound’, the seryice
element shall abort the associations and release the service instance objects.

3.3.10.4.2 The service element shall invéke the terminate method on all proxies which it|has
started.

3.3.10.4.3 The service element.shall release all resources it has allocated after the call to| the
start method.

3.3.10.5 The service elerhent shall be instructed to shutdown by a call to the method
ShutDown () in its-administrative interface.

3.3.10.5.1 The service element shall reject the request when it is still operating.
INOTE =+ 1n this case, the client shall be required to invoke the ‘terminate function’ first|

3.340:5.2 The service element shall release all interfaces of other components on whidh it
stilh holds references, delete all internal objects, and release any other resources it may Have
allocated.

3.3.10.5.3 The service element shall ensure that all objects of the component are deleted
when clients holding a reference on interfaces have released these references.

3.3.10.5.4 When the method returns with success, the service element has ceased to exist.
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3.3.11 COMPONENT OBJECTS AND INTERFACES

3.3.11.1 The component API Service Element shall implement the following component
objects and interfaces:

NOTE - Component objects are defined in annex D of this specification. As explained
there, a component object is an externally visible entity that may be implemented
by a single object or by several internal objects, which co-operate to provide the
required external view. As specified in annex D, every component object shall
support the interface TUnknown in addition to the interfaces listed in- this
subsection. The interfaces referenced in the following are specified in_annex A
and in the supplemental Recommended Practice documents for serviee-specific
APIs.

a) a single instance of the API Service Element, which shall export the following
interfaces and support navigation between these interfaces” via the method
QueryInterface () :

1) the interface ISLE SEAdmin;
2) the interface ISLE Locator;
3) the interface ISLE_SIFactory;

4) the interface ISLE Sequential if the service element supports ‘sequential
interface behavior’ as specified in 3:7.2;

5) the interface ISLE Concurzent if the service element supports ‘concurrent
interface behavior’ as specified in 3.7.2; and

6) the interface ISLE TwaceControl if the service element supports diagnostic
traces as specified if\3.3.7;

b) service instance objects, which export the following interfaces and support navigation|
between these ifiterfaces via the method QueryInterface () :

INOTE — Acseparate object shall be provided for every service instance created by the)
application.

1)_the interface ISLE STIAdmin;

2) the interface I<SRV> SIAdmin for service instances in the provider role, if this
interface is specified for the SLE service type supported by the service instance;

NOTE - The prefix I<SRV> is substituted by the abbreviation for the service type,
e.g., ‘IRAF’. The supplemental Recommended Practice for the service-
specific API defines the interface, if it is needed.
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3) the interface I<SRV> SIUpdate for service instances in the provider role, if
this interface is specified for the SLE service type supported by the service
instance;

NOTE - The prefix IT<SRV> is substituted by the abbreviation for the service type,
e.g., ‘IFSP’. The supplemental Recommended Practice for the service-
specific API defines the interface, if it is needed.

4) the interface ISLE SIOpFactory;

5) the interface ISLE TraceControl, if the service element supports diagnostic traces
as specified in 3.3.7; and

6) the interface ISLE Servicelnitiate;

c¢) one or more objects for processing of external events, which shall export the interface
ISLE EventProcessor if the service element supposts’ ‘sequential interface
behavior’;

d) one or more objects for processing of a timeout,~swhich shall export the interface
ISLE TimeoutProcessor if the service element supports ‘sequential interface
behavior’.

NOTE - If the service element supports, the interface behavior ‘sequential’ on|the
interface to the proxy and the interface behavior ‘concurrent’ on the interface
to the application, it shall* also implement and export the interfaces
ISLE EventMonitorlahd ISLE TimerHandler.

3.3.11.2 For the interface ISLE/ SrvProxyInform, the service element shall implenent
one of the following options:

a) the interface ISIE) SrvProxyInform shall be exported by the same object
exporting the interefaces listed in 3.3.11.1 item b); or

b) the interface’ ISLE SrvProxyInform shall be implemented by a separate
component’object, which shall also implement a separate interface TUnknown.

NOTE\ ¥ Clients of the component do not need to navigate between the interfaces
listed in 3.3.11.1 item b) and the interface ISLE SrvProxyInform.
Therefore an implementation may opt to support the interfaces to the proxy
and to the application by different objects.

CCSDS 914.0-M-2 Page 3-51 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

3.4 SLE OPERATIONS
3.4.1 OPERATION OBJECTS

3.4.1.1 The component ‘SLE Operations’ shall implement one operation object class for
every SLE operation defined for the service types it supports. Common operations shall be
provided by all implementations.

NO[TE — Common operations are defined in this subsection. Service-type specifid]
operations are defined in the relevant supplemental Recommended Practicé [fon]
the service-specific API.

3.4]1.2 Operation objects shall store the parameters defined for the SLE operation, and
proyide read and write access to these parameters. For confirmed operations, operation|
objects shall contain the invocation parameters and the return parameters.

3.4]1.3 A reference to the interface ISLE Reporter may be eptionally passed as an
argument to the creator function. This interface can be used byimplementations to report
errqrs and inconsistencies detected in the attributes of operatiomobjects.

3.4]1.4 The component shall provide an ‘operation factory’, which shall create operation
obj¢cts in response to requests received via the interfaceSLE OperationFactory.

3.4{1.4.1 A reference to the operation factory shall be returned by the creator function for
the [component.

3.4]1.4.2 The operation object to be cteated shall be specified by an identifier for the
operation object interface, the operation:type, the service type and the version number of the
seryice. When the component does not support objects with the specified interface, the
seryice type, or version numbergorrwhen the operation is not defined for the service type and
version the factory shall reject\the request.

3.4]1.4.3 Following creation, the parameters held by an operation object shall be set to the
initlal values defined.in"annex A for common operations and in the relevant supplementall
Redommended Practice for the service-specific API for service-type specific operations.

NO[TE — Deletion of operation objects shall be achieved by the reference counting scheme
defined in annex D.

3.4]1'44 Unless specified differently in annex A, data passed to operation objects shall be
considered the property of the operation object and be deleted when the object itself is
deleted.
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3.4.2 CHARACTERISTICS OF OPERATION OBJECTS

3.4.2.1 Common characteristics of operation objects shall be defined by the interface
ISLE Operation, which shall be inherited by all interfaces exported by operation objects.

NOTE - This subsection specifies essential characteristics but does not address every
method of the interface. Annex A defines the methods.

3.4.2.1.1 An operation object shall be identified by the combination of an identifier for|the
operation, an identifier for the service type and the version number of the service type.
Operation objects shall provide methods to query these identifiers.

3.4.2.1.2 Operation objects shall provide methods to verify that the invocation arguments
are complete, consistent and in range.

INOTES

1 The checks are specified in annex A for common @perations and in the releyant
supplemental Recommended Practice for the seryiee’specific API for service-fype
specific operations. These checks assume that the ‘operation object has been pagsed
from the proxy or is about to be passed to theproxy. Therefore the checks do|not
include parameters handled by the proxy.

2 Implementations may issue log messages to report errors detected by these methods
using the interface ISLE Repoxter passed to the creator function of [the
component.

3.4.2.1.3 All operation objects shall store the parameter for the invoker credentials.

3.4.2.1.4 Operation objects_shall provide a method to produce a human readable stfing
including the names and (values of all parameters set in the object. For binary data,|the
method shall produce a dump of hexadecimal digits, where the maximum length of the dymp
is constrained by an-argument to the method.

INOTE - This specification does not prescribe the format of the printout nor the namep of
theparameters. When defining the output it should be considered that it wil| be
included into diagnostic traces and must be interpreted by humans. The oufput
should be understandable to engineers that are not programmers.

3:4.2.1.5 In order to increase performance, the interfaces provided by operation objects| are
not safe in a multi-threaded environment. However, operation objects shall support an
advisory lock that can be set on the object. This lock must be used by clients in a multi-
threaded environment. The implementation shall prevent self-inflicting deadlocks.
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3.4.3 CHARACTERISTICS OF CONFIRMED OPERATION OBJECTS

3.4.3.1 Common characteristics of objects implementing confirmed operations shall be
defined by the interface ISLE ConfirmedOperation, which is inherited by all
interfaces exported by confirmed operation objects.

NOTE - This subsection specifies essential characteristics but does not address every
method of the interface. Annex A defines the methods.

3.483.1.1 Confirmed operations shall store the invocation identifier used in the invogation
PDV and in the return PDU.

3.483.1.2 Confirmed operations shall store the result of the operation and, if the result is set
to ‘hegative’, the associated diagnostics.

3.43.1.3 Confirmed operation objects shall store the parameter for the performer
credlentials.

3.43.1.4 Confirmed operation objects shall provide metheds’ to verify that the return
argpments are complete, consistent, and in range.

NOTE — The checks are specified in annex A for common operations and in the relevant
supplemental Recommended Practice for ‘the service-specific API for service-type
specific operations. These checks assume that the operation object has been
passed from the proxy or is about te'be passed to the proxy. Therefore the checks
do not include parameters handledby the proxy.

3.44 COMMON OPERATION OBJECT CLASSES
3.44.1 Operations for Comimon Association Management

3.44.1.1 All implementations shall provide operation objects for the following SLE
opefations:

a) the operation’BIND;
b) the opération UNBIND; and
c) .heoperation PEER-ABORT.

3.4 4. 12— The operations for association marnagerent stattbe inctuded i the setof service-
type specific operations provided for a given service type. The implementation shall ensure
that the service type information returned by these objects matches the service type for which
it has been created.

NOTE - This specification implies, for instance, that a BIND operation object that has
been created for the FSP service always returns the service type identification
‘FSP’.
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3.4.4.2 Other Common Operations

3.4.4.2.1 All implementations shall provide objects for the following SLE operations,
which are used for more than one SLE service type:

a) the STOP operation;
b) the SCHEDULE-STATUS-REPORT operation; and

c) the pseudo-operation TRANSFER-BUFFER.

INOTE — TRANSFER-BUFFER is actually not defined as an SLE operation~ by |the
CCSDS Recommended Standards for return link services (referenees [4] and| [5]
and [6]). Within the API, the operation object shall implement the<transfer buffer
used for return link services. It shall correspond to the”PDU used | for
transmission of the transfer buffer.

3.4.4.2.2 These operations shall be included into the set of service-type specific operations
provided for a given service type. The implementation shall’ ensure that the service fype
information returned by these objects matches the service type’for which it has been creat¢d.

INOTE — This specification implies, for instance, that:a’STOP operation object that has heen
created for the FSP service always returnstthe service type identification ‘FSP’.

3.4.4.2.3 The operation object for the . pseudo-operation TRANSFER-BUFFER shall
provide a facility to queue and to de-queuelany type of operation objects. The object shall
not check what operation objects are inserted into the buffer.

INOTE — Itis considered the responsibility of the client to insert only those objects for which
buffering has been defined in the CCSDS Recommended Standards for return |ink
services (references [4] and [5] and [6]). This implies that a client extracting
objects from the-buffer must verify that the type of the object is correct. Detail on
the features.provided for queue handling are defined by the interface in annex A.
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3.4.5 COMPONENT OBJECTS AND INTERFACES

3.4.5.1 The component SLE Operations shall implement the following component objects
and interfaces:

NOTE - Component objects are defined in annex D of this specification. As explained
there, a component object is an externally visible entity that may be implemented
by a single object or by several internal objects, which co-operate to provide the
required external view. As specified in annex D, every component object shall
support the interface TUnknown in addition to the interfaces listed in- this
subsection. The interfaces referenced in the following are specified in annek A.

a) an object for the operation object factory exporting théy  interface
ISLE OperationFactory;and

b) operation objects for all operations required by the SLE service types supported.

NOTE — A separate object shall be supported for every operation object created via the)
operation factory.

3.4)5.2 Operation objects shall export the following interfaces and provide navigation
betveen these interfaces via QueryInterface ():

a) the interface ISLE Operation;

b) the interface ISLE ConfirmedOpexation, if the SLE operation supported by
the object is confirmed; and

c) the interface specified for the operation type supported by the object.

3.5| SLE UTILITIES
3.5]1 GENERAL SPECIFICATIONS

3.5]1.1 The component ‘SLE Utilities’ shall implement auxiliary objects that must be
passed across component boundaries. The object classes provided are:

a) a mémory management class handling allocation and release of memory for dataj
struetures passed across component boundaries;

b)a time class handling specific CCSDS time formats;

c) a class handling the service instance identifier defined by the CCSDS Recommended
Standards for SLE transfer services;

d) a class handling the credentials passed with SLE protocol data units for authentication
of the peer identity; and
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e) a class storing security attributes of an SLE application and capable of generating
credentials and authenticating credentials.

NOTES

1 The API requires a common implementation for objects passed between component
boundaries. Use of component interfaces for such objects instead of a standard class
library minimizes the dependencies between the API components.

2 The functionality and the interfaces defined for SLE Ultilities are minimal [and
restricted to what is needed for the SLE API.

3.5.1.2 The component shall provide a ‘utility factory’, which shall create utility objects in
response to requests received via the interface ISLE UtilFactory.

NOTE - Deletion of utility objects is achieved by the reference «counting scheme defined
in annex D.

3.5.1.3 A reference to the utility factory shall be returned. by the creator function for|the
component.

3.5.1.4 An interface providing an external time source may be passed to the component as
an argument to the creator function. If this option is used, the component shall use|the
external time source interface to obtain current;time. Otherwise, it shall use system time.

INOTES

1 The external time source is-provided via the interface ISLE TimeSource defined
in 3.6.4 and in annex A.

2 The current time (Obtained via the external time source or from system timg¢ is
supplied to other*API components via the Time class specified in 3.5.2.

3.5.1.5 In order-to-increase performance, the interfaces provided by utility objects are|not
safe in a multi-threaded environment, except for the memory management interface
IMalloc.

INOTE<=" In general, utility objects shall either be stored locally or need to be accessed ¢nly
in combination with the operation object passing the value. Therefore acces$ by
a single thread of control can generally be guaranteed by the processing context.
Should special protection be required, this must be implemented by the clients of
the object.
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3.5.2 MEMORY MANAGEMENT

NOTE — An SLE API specific memory management service is required to avoid
inconsistencies between memory management services used by different
independently developed components. The interface provided conforms to the COM
memory manager specified in reference [J5] in order to allow use of the SLE API in
a COM environment. However, implementations are not required to provide a COM
conforming implementation and clients should only rely on the methods specified i
this subsection. (For further information see annex A and annex D.)

3.52.1 The services of the memory manager shall be made available by the interface
IMa@lloc. The features provided shall include:

a) allocation of a block of memory;
b) release of a previously allocated block of memory; and

c) re-allocation of a block of memory using a new block size, the contents of the block
are unchanged up to the shorter of the new and old sizes.

3.52.2 Implementations may provide dummy implementations for the following methods
defined by the interface IMalloc:

a) GetSize () always returning zero;
b) DidAlloc () always returning —1;
c) HeapMinimize ().

3.52.3 The component SLE Utilities shall make sure that all memory allocated and
relejased via the interface TMalloc is subject to a consistent memory management scheme.

NO[TE - Provided that this requirement is met, implementations may use multiple objects
or a single object to implement the interface IMalloc.

3.52.4 The implemientation of the interface IMal1loc shall be multi-thread safe.
3.522.5 APLcemponents and SLE Applications using the API shall be required to use the

me;Iﬂory manager for allocation and release of all data structures passed between API
components and between API component and the SLE application.

N o Rl La i M4 . R | 4 1 4 ybh BN h 4 ] doe h 4
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memory management for these is achieved by reference counting as specified in
annex D.
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3.5.3 TIME

NOTE - CCSDS SLE Recommended Standards require that all time parameters be in UTC.
However, the time class is not required to perform conversion between local time
and UTC. It is assumed that the systems providing or using SLE Services will
use UTC as their system time or supply UTC time via the interface
ISLE TimeSource, if that interface is used. (For possible exceptions see
364)

3.5.3.1 The services of the time class shall be made available by the cinterface
ISLE Time. The features provided shall include:

a) setting the time from the following inputs:

1) the CCSDS day segmented time code (CDS) specified in reference [1] with|the
following selection of options:

i) level 1 epoch, i.e., 01.01.1958;

ii) 16-bit day field;

iii) resolution in picoseconds;

iv) the P-Field is implicit and not partof'the input or output data;

2) the CCSDS ASCII Calendar Segmented Time Code specified in reference|[1]
with two variants A (Month/Day-of Month) and B (Year/Day of Year), supporfing
the following subsets:

1) the calendar subset;

ii) the time subsetito the resolution defined by the client;
b) output of the storedtime in the formats defined by item a);
c) resetting the-time to current time;
d) comparison of two time objects;

e) calculation of the difference between two time objects and output of the result in
seconds and fractions of seconds.

3.5.3.2 After creation of an object, the time value shall be set to current time.

3.5.3.3 The time class shall support time values up to an accuracy of one picosecond.

NOTE - This requirement is to be understood such that the object shall maintain the
accuracy of a time value passed to it. The accuracy of the time value when the
current time is set depends on the capability of the platform.

CCSDS 914.0-M-2 Page 3-59 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

3.5.4 SERVICE INSTANCE IDENTIFIER
NOTES

1 The service instance identifier is specified in the CCSDS Recommended Standards
for SLE transfer services as a Distinguished Name as defined by reference [17]. In
addition, the CCSDS Recommended Standards define a human readable string
format. This class supports both formats and is able to convert between them.

2 This class is not required to provide a general implementation for distinguiShed,
names. In particular, the implementation may take advantage of the following!

— the attribute value is always an ASCII string;

— the values of the object identifiers used to identify the attributes.-have a fixed size
and differ only in the last component.

3 [G1:] For version 1 of the SLE transfer services RAF,(RCF, and CLTU, the
specification of the Service Instance Identifier is provided in annex C of this
Specification. By default the class shall support the service instance identifier format
defined by the CCSDS Recommended Standards fortransfer services. Support of the
initial format defined by annex C is optional and“must be requested by calling the
appropriate method. Implementations not supporting the initial format shall return an|
error when this method is called.

3.54.1 The services of the service instance.identifier class shall be made available by the
intgrface ISLE SII. The features provided-shall include:

a) setting of the service instance(identifier value from the following inputs:

1) a sequence of relative distinguished names where the attribute is identified by an|
object identifier presented as a sequence of integers and the attribute value as an
ASCII string;

2) [G1:] for.version 1 of the RAF, RCF or CLTU service, the standard ASCI]I
representation of the service instance identifier as defined in annex C; or

3) [G233+] the standard ASCII representation of the service instance identifier as|
defined in the CCSDS Recommended Standards for SLE transfer services;

b).“eutput of the service instance identifier in the formats defined in item a);

¢) testing two service identifier objects for equality;

d) [G1:] for version 1 of the RAF, RCF or CLTU service, verification that the attributes
used in the service instance identifier are those defined by annex C;

NOTE - For version 1 of the services RAF, RCF, and CLTU, the class shall not check
the number, sequence, or selection of attributes. Also it shall not check any
of the attribute values.
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e) [G2,3:] verification that the format conforms to the specification provided in the
CCSDS Recommended Standards for SLE transfer services.

NOTE - The attributes used in the identifier and the sequence of the attributes must
conform to the specification and all required attributes must be present. In
addition, the CCSDS Recommended Standards define a permissible set of
values for some of the attributes, which must be adhered to.

3.5.4.1.1 The class shall process input and output as follows:

a) When processing input of a value presented in ASCII, the class shall checkthe symtax
and perform the checks specified in 3.5.4.1. If there is an error, it shall reset|the
internal value to NULL and return an error.

b) In the ASCII representation produced as output, a NULL value of the service instgnce
identifier shall be represented by a string of three asterisks (£*¥#”). This value shall
not be accepted for input.

3.5.4.2 After creation, the value of the service instance identifier shall be NULL; i.e.,|the
distinguished name shall not contain any components.

3.5.5 CREDENTIALS

3.5.5.1 Objects of the credentials class shatl store the following attributes, as defined by
reference [ 18] for the simple authentication-scheme:

a) the time when the credentials have been created;
b) arandom number;

c) amessage digest produced according to the procedure defined in 3.5.6.4.
3.5.5.2 The credentialsclass shall provide read and write access to its attributes by|the
interface ISLE_Crledéntials.
3.5.6 SECURITY ATTRIBUTES

3.5.6.15"Objects of the class handling security attributes shall store the following attribut¢s:

a) User name. The following rules shall apply for this attribute:

1) the user name is a character string of 3 to 16 characters; and

2) the user name must be identical to the authority identifier of the application by
which the application is identified in the BIND invocation and the BIND return.

b) Password. The following rules shall apply for this attribute:

1) the password is an octet string of 6 to 16 octets; and
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2) SLE API components make no assumptions on the contents of the octets and use
the octet string as supplied.

3.5.6.2 Objects handling security attributes shall not check the length of the user name and
the password but rely on the client supplying the attributes to pass strings of the correct
length.

NOTE - It is expected that the components API Proxy and API Service Element check the
length of the user name and password when reading the configuration database.

3.5/6.3 The services of the class shall be made available by the interface
ISLE SecAttributes. The features provided shall include:

a) write access to the attributes stored by the object;

NOTE — Because objects hold sensitive information, the interface)shall not support
read access.

b) test of two objects of the class for equality;
c) generation of credentials from the security attributes §tored; and

d) authentication of credentials using the security attributes stored.

3.5J6.4 Generation of credentials shall be performed according to the protected simple
authentication procedure (Protected 1) defined inreference [18] and detailed by the following
spetifications.

3.56.4.1 The following information-shdll be encoded using the ASN.1 syntax defined in|
refgrence [15] and the Distinguished Encoding Rules (DER) specified in reference [16]:

NO[TE - Encoding the information with DER provides a platform independent bit pattern|
from which a hash'code can be generated. Use of ASN.1 and DER for generation|
of credentials_does not imply that ASN.1 or DER is used for encoding of dataj
exchanged\ between the service user and the service provider. Given the)
simplicity-of the ASN.1 type, encoding can be easily handcrafted and use of an
ASN«I~compiler is not required.

a) the current time, using the CCSDS day segmented time code without the P-field;

b).”a.random number generated by the class;

c) the user name stored in the object; and

d) the password stored in the object.
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3.5.6.4.2 The ASN.I type used for encoding shall be defined as

HashInput ::= SEQUENCE

{ time OCTET STRING (SIZE(8))

, randomNumber INTEGER (0 .. 2147483647)
, userName VisibleString

, passWord OCTET STRING

}

3.5.6-4-3—The—output-ofthe—encoder—shall-be-passed lw-nnnh a—one-wavy—hash—funetio

o t
3-5:6:4-3 stput-ofthe—ene shall-be—passed—through—a—one-wayhash—fonetion to

obtain a message digest.

3.5.6.4.4 A new credentials object shall be created and user name, the random number,|the
time, and the message digest shall be passed to that object.

3.5.6.5 Authentication of credentials shall be performed according to.the protected simiple
authentication procedure (Protected 1) defined in reference [18] and detailed by the following
specifications.

3.5.6.5.1 The time in the credentials shall be checked against the current time. If the fime
difference is larger than the acceptable delay passed as an argiiment, authentication shall fhil.

3.5.6.5.2 The following information shall be encoded using the ASN.1 type defined in
3.5.6.4.2 and the Distinguished Encoding Rules:

a) the time obtained from the credentialsin the CCSDS format;
b) the random number obtained fromthe credentials;
c) the user name stored in the ebject; and

d) the password stored in the object.

3.5.6.5.3 The string shall _be passed through a one-way hash function to obtain a mesgage
digest.

3.5.6.5.4 The messdge digest shall be compared with the message digest in the credentiald. If
these match, aGthéntication shall be regarded as successful. Otherwise, authentication ghall
fail.

Cor. 1
| |

3.5.6,6-~The one-way hash function used is specified by reference [9].
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3.5.7 COMPONENT OBJECTS AND INTERFACES

The component SLE Utilities shall implement the following component objects and
interfaces:

NOTE - Component objects are defined in annex D of this specification. As explained
there, a component object is an externally visible entity that may be implemented
by a single object or by several internal objects, which co-operate to provide the
required external view. As specified in annex D, every component object shall
support the interface TUnknown in addition to the interfaces listed in- this
subsection. The interfaces referenced in the following are specified in annek A.

a) an object for the utility factory exporting the interface ISLE UtilFactiofy;
b) objects for the time utility exporting the interface ISLE_Time;

c) objects for the service instance identifier exporting the interface TSLE STIT;
d) objects for the credentials exporting the interface ISLE_Credentials; and

€) objects for the security attributes exporting the interface'ISLE SecAttributes.
NO[TE — Separate utility objects shall be supported for every object created via a call to|
the utility factory.

3.6/ SLE APPLICATION

3.6{1 OBLIGATIONS

NO[TE — An application using the:'SLE API must implement a set of interfaces defined byj
the API and performspecific tasks required for correct functioning of the API.
This subsection summarizes the obligations of the application.

3.6J1.1 The applicationshall create all API components and configure them (see 3.6.5).

3.6J1.2 The application shall control processing of the service element and participate in
seryice instance’management (see 3.6.6).

3.641.3 , {Fhe application shall implement and export the interface ISLE ServiceInform
usefl by ‘the service element for passing of SLE protocol data units received from the peer
SLE=appticationrforome service mstarnce:

3.6.1.4 The application shall implement and export an interface by which API components
can enter records to the system log and notify the application of specific events (see 3.6.2).

3.6.1.5 The application shall implement and export an interface by which API components
can enter event trace records for diagnostic purposes. The application shall also start and stop
tracing using the interface ISLE_TraceControl exported by the components (see 3.6.3).
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3.6.1.6 The application may implement and export an interface by which the API
component ‘SLE Utilities’ can obtain current time (see 3.6.4).

NOTE - An application using this feature may provide simulated time to the API.

3.6.1.7 The application shall participate in memory management by applying the reference
counting scheme for component interfaces specified in annex D to this specification and
using the API memory manager via the interface IMalloc.

NOTE - API memory management is specified in 3.5.2.
3.6.1.8 The application shall terminate processing of the API and control orderly shutdpwn
of the API (see 3.6.5).

3.6.2 LOGGING AND NOTIFICATION
INOTES

1 The specifications in this subsection partially, apply to clients of the interface
ISLE Reporter.

2 API components shall apply the following. guidelines for production of log records
and notifications. Errors detected by a.component shall always be logged, providing
as much information as possible to support investigation of the problem. Erfors
reported by a lower layer component shall not be logged unless important information
can be added. Nominal events shall only be logged when the higher layer compomnent
or the application is not informed of the event by other means.

3 Notifications shall be. constrained to events related to security, failure of |the
communication systeém, and to events that cannot be detected by the applicatior] by
other means. The’ event shall be notified by the highest layer in the API that|can
detect the eyent.

3.6.2.1 The SDE Application shall export the interface ISLE Reporter by which API
Proxy and_th¢~API Service Element can enter log records and notify the application of
specific alarms.

INOTE "— An application interface conforming to this specification must provide |the
interface ISLE Reporter. However, this specification does not prescfibe
how the application handles the information passed to the interface.

3.6.2.2 The implementation of the interface ISLE Reporter shall be multi-thread safe.

3.6.2.3 Logrecords shall be classified as ‘alarms’ or ‘information messages’.

CCSDS 914.0-M-2 Page 3-65 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

3.6.2.3.1 Alarms shall be raised for non-nominal events, including but not limited to:
a) security alarms (access violations and authentication failures);
b) communication system failures;
c) incorrect specification of operation parameters;

d) protocol errors;

e) configuration deficiencies; and

f) errors that might be caused by a malfunctioning component.
3.62.3.2 Information messages shall report nominal events for documentation,ptirposes.
3.62.4 A log record shall be an ASCII string without any formatting chatagters.

NOTE — This specification does not define a maximum length for the string,
Implementers should consider that most applicationsimpose constraints on thej
length of log records and might have to truncate)long strings. Therefore the
message should be kept as short as possible.

3.62.5 For every log record the following additional@nformation shall be supplied, using
the jarguments of the method LogRecord () :

a) the identification of the component that produced the log record;
b) the service instance identifier, if applicable;
c) the classification of the log record as defined in 3.6.2.3; and

d) a unique identification number, which is referenced in the documentation supplied by
the implementation of the 'API component.

NO[TE — The time oftheevent is not passed as an argument. It is expected that the time bej
added by-the‘method LogRecord ().

3.62.6 The application shall be notified of the following types of events using the function
Notify () s

a) aceess violation alarms;

b)—authentication failures:

¢) communication system failures;

d) premature termination of an association by a component before the higher layer
becomes aware of association establishment; and

e) premature termination of an association by the peer system before the higher layer
becomes aware of association establishment.
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3.6.2.7 The following information shall be supplied with a notification, using the
arguments of the method Notify ():

a) the type of the notification as defined in 3.6.2.6;
b) the identification of the component that issued the notification;

¢) the service instance identifier, if applicable;

d) a unique identification number, which is referenced in the documentation supplied by
the implementation of the API component; and

e) optionally an additional text with a maximum length of 20 characters.

INOTE — The time of the event shall not be passed as an argument. It jSexpected that| the
time be added by the method Notify ().

3.6.3 DIAGNOSTIC TRACES

INOTES
1 The following specifications partially apply to ¢lients of the interface ISLE Trage.
2 This specification does not prescribe how an application deals with the trace records

passed to the interface ISLE Trace

3 This specification does not prescribe how a trace record is formatted. When defiming
the layout, it should be considered that traces are generally used for printout and must
be readable for humans. (The output should be understandable to engineers that{are
not programmers.

3.6.3.1 Components supporting traces of events shall generate trace records that are pagsed
to the interface ISLE  Trace, provided by the SLE Application.

INOTE — Componients  supporting  traces  shall  implement the  interface
ISLE TraceControl. If a component does not support tracing, a query| for
that interface shall be rejected.

3.6.3:1.1 The implementation of the interface ISLE Trace shall be multi-thread safe.

: 2 e—events c are—peneratedand-theamount of
information that is entered in trace records shall be controlled by a trace level argument to the
method StartTrace () in the interface ISLE TraceControl. The trace levels are
defined as follows:

a) ‘Low’ — state changes are traced. The information includes the old state, the new
state, and the event that caused the state change.
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b) ‘Medium’ — the trace additionally includes the type of all PDUs processed as well as
additional interactions between components.

NOTE - An example for an additional interaction is the report by the proxy that a PDU
has been transmitted. Further local events may be added by an implementation.

¢) ‘High’ — the trace additionally contains a printout of all parameters of the PDU
processed. The maximum length for the printout of one argument is constrained by
the associated argument of the method Startlrace().

d) ‘Full’ — the trace additionally contains a dump of the encoded data sent to)and
received from the network.

3.6.3.1.3 For every trace record the following additional information shall>be supplied,
using the arguments of the method TraceRecord () defined in ISLE Txace:

a) the identification of the component that produced the trace record;-and

b) the service instance identifier, if applicable.

INOTE — The time of the event is not required as it ¢éan be added by the method
TraceRecord ().

3.64 TIME SOURCE
NO[TES

1 Applications may require that.API components use a time source supplied by the]
application. Such a feature might be needed if the application uses an external timej
source, which is not necessarily synchronized with system time. It might also be used
within simulation campaigns where a simulation might have to run in ‘future time’
without changing system time.

2 The Time Source’interface specified in this subsection is used by the API component
‘SLE Utilities>“to set current time in the interface ISLE_Time. As API components
are requited to use that interface for handling of time, the time reference is distributed
to all~other API components. If the application opts not to use this feature, the
component ‘SLE Utilities’ uses system time.

3.64(1, "Applications wishing to provide a time source to the API shall export the interface]
ISLE TimeSource and pass this mtertace to the creator function ot the APl component
‘SLE Utilities’.

3.6.4.2 The interface ISLE TimeSource shall provide a method returning the current
time in CCSDS CDS format.
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3.6.4.3 The time returned by the interface ISLE TimeSource may have a positive or
negative offset to the system time. However, API components may rely on the fact that this
offset remains constant within the limits of the accuracy for timers defined in this specification.

NOTES
1 The required timer accuracy is specified in 3.7.2.8.
2 A constant offset from system time allows implementation of timers using standard

services of the operating system.

3.6.5 INITIALIZATION AND SHUTDOWN OF THE API

3.6.5.1 The application shall create the API components needed for the, specific installation
using the creator functions provided by the components.

INOTE — The sequence in which the components must be ¢created is partially determined
by information required by the creator function. For instance, the creptor
function for operation objects requires a pointerito the utility factory.

3.6.5.2 The application shall configure and link the-API components.

3.6.5.2.1 The application shall configure the.service element providing it the path namp of
the configuration file and the required interface references.

INOTE — Configuration of the service ¢lement is specified in 3.3.10.

3.6.5.2.2 The application shallconfigure all proxy instances with the path name of]|the
configuration file for each proxy-and the required interface references including the refergnce
to the interface ISLE Logcator obtained from the service element.

INOTE — Configurdtion of the proxy is specified in 3.2.12.

3.6.5.2.3 Theapplication shall register each of the proxies with the service element.
INOTE —_‘Registration of proxies with the service element is specified in 3.3.10.
3.6.5:3 After configuration of all components, the application shall start processing of| the

service element by invocation of the start method of the control interface selected according
o 6 61

NOTE - Processing of the proxies shall be started by the service element.

3.6.5.4 For closedown of the API, the application shall perform the following steps in the
sequence specified.
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3.6.5.4.1 The application shall call the terminate method of the selected control interface on
the service element.

NOTE - Processing of the proxies shall be stopped by the service element.
3.6.5.4.2 The application shall release all API interfaces on which it holds references.

3.6.5.4.3 The application shall call the method ShutDown () of the administrative
intarfaces of the service element and of all proxies.

3.6)6 CONTROL OF THE SERVICE ELEMENT

3.646.1 For the interaction with the service element, the application shall previde one of the
behpviors defined in 3.7 and control the service element using the interface, associated with
thaf behavior.

3.646.1.1 If the application provides the sequential behavior, it shall’also provide the event
monitor and the timer handler defined in 3.7.2.

3.6J6.2 The application shall create and delete service“'instances using the interface]
ISLE SIFactory provided by the service element.

3.6J6.3 The application shall configure service-instances providing the common service
pargmeters defined in this specification and the\service-type specific parameters defined in
the [relevant supplemental Recommended Practice for the service-specific APL.

3.6J6.4 A service provider application shall update service instances with values of
paragmeters that are modified by the service production process.

3.67 COMPONENT OBJECTS AND INTERFACES
3.6/7.1 An SLE Application shall implement the following component objects and interfaces:

NOTE — Component objects are defined in annex D of this specification. As explained|
thete;'a component object is an externally visible entity that may be implemented
by/a single object or by several internal objects, which co-operate to provide the
required external view. As specified in annex D, every component object shalll
support the interface IUnknown in addition to the interfaces listed in this

1 Vikd 1 - + £ rad 1 +1 £--11 - hal 1. A
SUDSCCLIOL.  THT HICTIACCS TTITICIICTU T UIT TOIIOWIITE dIT SPCCIHICU T allIITX A,

a) objects for use by service instances exporting the interface
ISLE ServiceInform,

NOTE - A separate component object shall be provided for every service instance
created by the application.
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b) one or more objects accepting log records and notifications and exporting the
interface ISLE Reporter;

¢) one or more objects exporting the interface ISLE EventMonitor, if the application
requires the interface behavior ‘sequential’;

d) one or more objects exporting the interface ISLE TimerHandler if the application
requires the interface behavior ‘sequential’.

3.7 HANDLING OF IN PROCESS THREADS AND EXTERNAL EVENTS
3.7.1 GENERAL SPECIFICATIONS
INOTES

1 In order to ensure substitutability, handling of threads (or ethér implementationf of
concurrent flows of control) must be well defined at interfaces between compongnts.
This specification defines a single threaded (sequential) and a multi-threaded
(concurrent) option. For the single threaded option;-it also defines an interfacq by
which the client offers means for components to.wait for external events. For|the
multi-threaded option, components are expectéd-to handle external events internglly.
Components are required to support one of-these options but may support both. [The
terminology and the concepts are explainedin 3.3.4.

2 The specifications in this subsection apply to active API components, i.e., the API
Service Element and the API Proxy, as well as to the interfaces provided by the $LE
Application. Relevant specifications for the components ‘SLE Operations’ and ‘$LE
Utilities” are defined in 3.4 and 3.5.

3.7.1.1 API components shall'provide one of the following behaviors for interfaces:

a) sequential behayvier, in which methods of the interface must be invoked sequentifally
by different flows of control;

NOTE - <{Sequential behavior and the associated control interface are defined in 3.7{2.

b) congctirrent behavior in which methods of an interface may be invoked concurreptly
bydifferent flows of control.

NOTE — Concurrent behavior and the associated control interface are defined in 3.7.3.

3.7.1.2 A component shall provide the same behavior on all interfaces provided to one
client and expect the same behavior for the complementary interfaces provided by the client.

3.7.1.3 API components shall support a control interface according to the behavior
provided on their interfaces. This control interface shall provide methods to start and
terminate processing of the component.
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3.7.2 SEQUENTIAL BEHAVIOR

3.7.2.1 A component providing sequential interface behavior shall be controlled by the
interface ISLE_Sequential exported by the component.

3.7.2.2 Processing of the component shall be started by the method
StartSequential (), which shall pass references to the interfaces
ISLE EventMonitorand ISTE TimerHandler asarguments

NOTE — The event monitor and its use by the component are defined in 3.7.2.7. The timer]
handler and its use by the component are specified in 3.7.2.8.

3.72.3 The method StartSequential () shall return as soon as proeessing of the
component has started.

3.72.4 The component shall guarantee that calls to complementary, inferfaces provided by
its ¢lient are performed in the thread of control that originates from:

a) a call of the client to one of the interfaces exported by thé.component;

b) a call to the method ProcessEvent () in the interface ISLE _EventProcessor
passed to the event monitor; or

c) a «call to the method ProcessTimeout () in the interface
ISLE TimeoutProcessor passed to.the timer handler.

NOTE — Use of multiple threads within“the component is not excluded. However, the]
component must ensure that no thread created within the component or in aj
component other than the client enters client code.

3.72.5 The client shall guarantee that all calls to component interfaces are performed in a
single thread of control at a tinie.

NO[TE - Use of multiple threads by the client is not excluded, but the client must ensure]
that calls-to the component interfaces are strictly serialized.

3.72.6 For interfaces with sequential behavior, sequence counting for transfer of SLE
protocol data.wunits as defined in 3.7.3.5 is not required. The sequence count argument in the
ass¢ciated-methods shall be set to zero.

3.7.2. 72 The event monitor shall provide a service to the component to wait for external events

3.7.2.7.1 An event, which the event monitor should wait for, shall be registered with the
method AddEvent () passing an event handle and a reference to the interface
ISLE EventProcessor.
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NOTE - When events make use of UNIX file descriptors and event types (see annex A)
AddEvent () must be called separately for read events, write events, and
exceptions on a file descriptor, if the event monitor shall report these events.

3.7.2.7.2 An event shall be de-registered with the method RemoveEvent (), which
references the event handle that shall be removed from the list of monitored events.

.7.2.7.3 The event monitor shall support waiting for several events in parallel. If the event
monitor constrains the number of events that can be registered, it shall return an errot.dode
indicating ‘overflow’ when this number is exceeded.

NOTE - It is noted that an event monitor with too restrictive constraints, can preyent
proper operation of the component.

3.7.2.7.4 When the event monitor detects an event, it shall) call the method
ProcessEvent () on the interface that has been registered for that event.

3.7.2.7.5 When the event monitor is no longer able to monitdr’an event for whatever reagon,
it shall remove the event and inform the event) processor using the method
MonitorAbort ().

NOTE — If more than one event must be removed; the method shall be invoked for eyery
event.

3.7.2.8 The timer handler shall provide a-service to the component to have timers stafted
and be informed when the timer expires:

3.7.2.8.1 A timer shall be stagted by the method StartTimer () passing the timgout
value and a reference to the interface ISLE TimeoutProcessor. When the timerfhas
been started, the method shall:provide a timer identifier for later reference.

3.7.2.8.2 The timer handler shall allow specifying the timeout value with a resolutiop of
one second.

3.7.2.8.3 Thé timer handler shall support several running timers in parallel. If the timer
handler consfrains the number of timers that can be running, it shall return an error gode
indicating Joverflow’ when this number is exceeded.

INOTE — It is noted that timer handler with too restrictive constraints can prevent pr¢per
operation of the component

3.7.2.84 When the timer expires, the timer handler shall call the method
ProcessTimeout () of the interface ISLE TimeoutProcessor, which has been
registered with the method StartTimer ().

3.7.2.8.5 The timer handler shall provide the method CancelTimer () of the interface
ISLE TimerHandler, with which an active timer can be cancelled.
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3.7.2.8.6 The timer handler shall provide the method RestartTimer () of the interface
ISLE TimerHandler, with which an active timer can be cancelled and restarted with a
new timeout value.

3.7.2.8.7 As an option, the timer handler shall support an invocation identifier to be
associated with the activation of a timer.

3.7.2.8.8 The invocation identifier shall be passed as an optional argument to the metho
StartTimer () orRestartTimer () of the interface ISLE TimerHandler.

3.72.8.9 The timer handler shall memorize the identifier and pass it to the call of the
method ProcessTimeout () in the interface ISLE TimeoutProcessoxriwhen the
timgr expires.

NO[TE - The invocation identifier supports handling of race conditions. in/a multi-threaded|
environment. If a timer is restarted just before it expires, a-call to the method
ProcessTimeout () in the interface ISLE TimédutProcessor can|
actually result from a previous call to StartTimex¥). Such race conditions|
cannot be avoided, but unwanted calls to PxOCessTimeout () can bg
identified and ignored, as the causality of the. call can be determined using the
invocation identifier.

3.72.8.10 When the timer handler is no longer able to process an active timer for whatever
reagon, it shall cancel the timer and informithe timeout processor using the method
HapdlerAbort ().

NO[TE — If more than one timer must.bg-aborted, the method shall be invoked for every timer.

3.72.9 Processing of the component shall be terminated by calling the method
TerminateSequential ()~of the interface ISLE Sequential. The method shall
ensfire that all events registered by the component are removed from the event monitor and
all funning timers have been cancelled.

3.73 CONCURRENT BEHAVIOR

3.73.1 A-component providing concurrent interface behavior shall be controlled by the
intgrface’#SLE Concurrent exported by the component.

3 7 2 9 Process Mo of tha cormporent chall he ctartad harz tha meathaod
o[z TTOCESSHHE Ot

T COTTpOTITIT OTITHTT oT ITarctoTr oy tTIT TIICTIrrot

StartConcurrent (), which shall return as soon as processing has started.

3.7.3.3 The component must expect methods in an interface exported to the client to be
called concurrently by separate threads of control.

3.7.3.4 The client of the component must expect methods in an interface passed to the
client to be called concurrently by separate threads of control.
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3.7.3.5 In order to support sequence preservation for SLE protocol data units, methods
passing PDUs across an interface with concurrent behavior shall support sequence counting.

NOTES

1 The sequence count refers to the sequence in which PDUs have been received from
the network or have been supplied by the application. It is required in a multi-
threaded environment, because the sequence is not preserved when different PDUs
are processed by different threads. This specification requires components to sapport
sequence counting also in those cases where the specific implementation wquld
preserve the sequence of PDUs. This would be the case when a component usgs a
single thread for PDUs transferred in one direction.

2 It is stressed that sequence counting is local to a given interface. ™ For the seryice
element, sequence-counts on the proxy interface can differ from those on [the
application interface.

3.7.3.5.1 The sequence count is a 32 bit unsigned integer.

3.7.3.5.2 The sequence count for a BIND invocation ex a'BIND return transmitted for [one
association shall be set to one.

INOTE — This implies that sequence counts shall restart at one when an association |has
been terminated or aborted and a néw BIND invocation is issued.

3.7.3.5.3 For subsequent PDUs, the sequence-count shall be incremented by one.
3.7.3.5.4 Recycling of the sequence-count to zero shall be supported.

3.7.3.5.5 The receiving entity. shall define a window in which it accepts sequence counts.
[When receiving a sequence” count outside of this window for a PDU, which is ngt a
PEER-ABORT invocation,/it shall reject the PDU with an error code indicating ‘sequence errpr’.

INOTE — It is notrequired but recommended that the window size be configurable.

3.7.3.6 Commponents providing the concurrent behavior shall handle external evgnts
internally-without further support by the client.

3.7.3.7 Processing of the component shall be terminated by the method
TerminateConcurrent () of the interface ISLE Concurrent. The method shall
ensure that all threads sfarted by the component are stopped such that graceful terminafion of
the process becomes possible.
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4 STATE TABLES
4.1 INTRODUCTION

This section defines detailed state tables for the processing of associations in the API Proxy
and service instances in the API Service Element, which are derived from the state tables in
the CCSDS Recommended Standards for SLE transfer services. The state tables in this
specification differ from those in the CCSDS Recommended Standards for SLE transfer
services in the following aspects:

a) the state tables are applicable to all service types;
b) specific state tables are provided for the API Proxy and the API Serviee/Element; and

c) state tables for the SLE service user are explicitly specified.

The API Proxy and the API Service Element do not implement al -aspects defined by|the
state tables in the CCSDS Recommended Standards for SLE transfer services. In particylar,
detection of and reaction to events in the service production process must be implemented by
the application. The behavior defined by the state tables™in the CCSDS Recommended
Standards for SLE transfer services is achieved by intéraction of the state machines in|the
API Proxy, the API Service Element, and the SLE Application.

4.2 NOTATION

The notation used for the state tables is‘the one specified by UML for state diagrams (see
reference [J6]). This notation has been slightly extended to adapt it to state tables. [t is
summarized below together with/the extensions. Extensions are highlighted by underlinjng.
For formulation of conditions, the Object Constraint Language (OCL) specified by UML is
used (see reference [J6]).

An incoming event in-thé€vent column is defined by
<origin> /i <event-name> [ '('<arguments>')' |
Processing.ofifhiec event is described by the following sequence

[<guard-condition>] [<action-expression>]* [<send-clause>]* [<state-transition>]

<guard-condition> = '[' <condition>"]'

<condition> L= conditional expression formulated in OCL
<action-expression> ::= '/' <action-name> [ (' <arguments>")" |
<send-clause> = "N <target>".! <event-name> [ '(' <arguments>")" ]
<state-transition> = '2' <new-state>

Transition to self is not shown in the tables.
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In extension of the UML notation actions can be simple actions or compound actions.
Compound actions are displayed in capital letters and are expanded using simple pseudo-
code (IF, THEN, ELSE, END IF) together with the notational elements shown above.

For a detailed description of the syntax and an explanation of how it is to be interpreted, the
UML specification should be consulted (see reference [J6]).

4.3| GENERAL ERROR HANDLING CONVENTIONS

For|events received from another component, the following general rules are applied)if the
evept is illegal in the current state:

a) If violation is due to misbehavior of the sending component the state-shall not be
changed and the request shall be rejected using a return code thatindicates an error.
In addition, the event shall be entered to the system log. When teceiving such a
return code, the invoking component is expected to abort the' association and to
provide as much information as possible to support investigation and correction of thej
problem.

b) In cases where the invoking component may not yet-have become aware of a state
change, the request shall be rejected by returning ‘a code indicating that the state has
changed. For instance, the service element:may not yet have seen an UNBIND|
invocation when sending an invocation PDUL 1In this case, the proxy shall respond to
the request with a return code indicafihg ‘unbind pending’. This shall not be
considered an error. The invoking cemiponent is expected to check the return code
and adjust its state accordingly.

c) If the protocol error is due/tdo a problem in the peer system, and it is not thej
responsibility of the sending component to check and handle the condition, the
receiving component shall ¢ither generate and send a return with a negative result and
the appropriate diagnostic, or abort the association. In this case, the state shall bej
adjusted and the method used to send the event returns with a code indicating success.

4.4| STATE TABLE FOR ASSOCIATIONS
4.4{1 PROCESSING CONTEXT

4.4]1.1< Overview

The presentation of the state table 1s based on the model described in section 2. The
processing context used for specification of the state table is shown in figure 4-1. The proxy
shall receive events either from the network interface (NIF) or the client interface (CIF) and
send events to both the network interface and the client interface. The client interface shall
include the interface ISLE SrvProxyInitiate, which is exported by the proxy
component and ISLE SrvProxyInform, which is exported by the service element
component.
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Client (e.g. Service Element)

locator AN o xo L cient |
| i : 11 12) Interface
i Interface ; g ;

________________________________________________________ ;3 (CIF); @
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Association : ISLE_SrvProxyinitiate
Opjett T PreTPr i)
PROXY STATE MACHINE @
f ISLE_SrvProxylnform
|CIF post—processing| | NIF pre-processing |
; O
A
ISLE_Locator
\ 4 v
Network Interface (NIF)

Figure 4-1: Processing Context for the Association State Table

[When a BIND invocation is received from the network interface, the proxy shall creat¢ an
association object of the correct service «type and request the locator interface
(ISLE Locator) to locate a service instance. The locator interface shall return a
reference to the interface ISLE SrvProxyInform, if possible.

In order to simplify the state tables,‘processing steps that are common for all PDUs pagsed
across an interface, and independerit of the state of the association, have been excluded from
the state tables. These are allgcated to “pre-processing’ and “post-processing’ functions.

As shown in figure 4-1( it 1s assumed that pre-processing shall be performed on an eyent
before it is passed to the state machine. If pre-processing fails, the associated action shalll be
performed as part.of-the pre-processing tasks and the event shall not be forwarded to the dtate
machine. Post-precessing of an event shall be performed after the event has been procegsed
by the state fwachine. If a pre-processing or post-processing function encounters a situation
in which.the association must be aborted, it shall generate an internal event (INT: PeerAport
(reason)); Which shall then be processed by the state machine.

Pfesprocessing tasks are defined for events received from the client interface and for evgnts
received from the network interiace. Post-processing is only defined for events received
from the client interface.

It is stressed that the specification of pre- and post-processing functions has only the purpose of
simplifying the presentation of the state table. They do not prescribe any specific
implementation. The only requirement on implementations is that the behavior defined by
combination of the state table and the auxiliary functions shall actually be provided by the proxy.
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4.4.1.2 Pre-Processing of Events Received from the Network Interface

Pre-processing of events received from the network interface includes the following tasks:
a) Decoding of the PDU. If decoding fails, the association shall be aborted.

b) Authentication of the peer identity, if authentication is required for the PDU. If
authentication fails, the PDU shall be ignored and not passed to the state machine.

Q’)A’z’) defines antiaonal nvr\av\fir\nn fronm—thic ﬂﬂo Thesce nvnav\f ons—are—not
aeHes—opHohar—excepHons—Hoe—ts He5€ kxcepHonRS—are—i

considered in this subsection.

c) Verification that the PDU is supported for the service type handled by the association.
If that is not the case, the association shall be aborted with the diagnosticy encoding
error’.

d) For operation returns, retrieval of the operation object, which helds the associated|
operation invocation, using the invocation identifier. If the associated invocation|
cannot be found, the association shall be aborted with the-diagnostic ‘unsolicited
invocation identifier’. If the operation object is located, it{shall be removed from the|
list of pending returns.

4.4]1.3 Pre-Processing of Events Received from the Client Interface

Pr

[¢]

processing of events received from the client interface includes the following tasks:

a) Verification that the PDU passed with\the event is supported for the service type
handled by the association. If the check fails, the event shall be rejected with an error
indicating ‘unknown PDU”.

b) Verification that the PDU can_be queued for transmission. If the queue is full, the

event shall be rejected with an error indicating ‘overflow’.

4.4]1.4 Post-Processing-of-Events Received from the Client Interface

Post-processing of eyents received from the client interface includes the following tasks:

a) For invocations of confirmed operations, adding the operation object to the list of
pendingreturns.

b) Generation and insertion of the credentials if authentication is required for the PDU.
For PDUs of the BIND operatlon msertlon of the local apphcatlon identifier. This

c) Encoding of the PDU.

d) Queuing of the PDU for transmission.

e) Transmission of the PDU, as soon as possible. If notification of transfer has been
requested for that PDU, the task shall include the following steps:
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1) if the PDU can be sent immediately, the event shall be acknowledged with a
return code indicating ‘PDU transmitted’;

2) otherwise, the internal event ‘PDU transmitted’ shall be generated as soon as the
PDU has been sent.

If the PDU is discarded on request of the client or because of an abort, the event
‘PDU Transmitted’ shall not be generated.

4.4.2 STATES

S1 - UNBOUND An association in the initiator role has been_created, buf no
BIND has been initiated yet or the assogiation has Qeen
unbound or aborted. For an association in the responder role,
the association object does not exist.

S2 - BIND PEND A BIND invocation PDU has beer(processed successfully;| the
associated BIND return has net.yet been received.

S3 - BOUND The BIND operation has been completed successfully.

S4 - LOC UNBIND PEND  An UNBIND invocation issued by the local client has Heen
processed; the peer proxy has not yet responded.

S5 - REM UNBIND PEND  An UNBIND ‘invocation received from the peer proxy [has
been proeessed; the local client has not yet responded.
4.4.3 EVENTS

4.4.3.1 Events Received from the Client Interface (ISLE_SrvProxyInitiate)

BindInvoke callto InitiateOpInvoke () with a BIND operation

BindReturn callto InitiateOpReturn () with a BIND operation

[UnbindInvoke callto InitiateOpInvoke () with a UNBIND operation

UnbindReturn callto InitiateOpReturn () with a UNBIND operation

Peer Abert callto InitiateOpInvoke () with a PEER-ABORT operatign

SrvPdulnvoke call to InitiateOpInvoke () with an operation that is valid for
the given service type

StvPduReturn cattto—Frrrtt tetpRetarrt—w tth—an opct atton-thatts—valtd for
the given service type

DiscardBuffer call to DiscardBuffer ()

4.4.3.2 Events Sent to the Client Interface (ISLE_SrvProxyInform)

BindInvoke callto InformOpInvoke () with a BIND operation
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BindReturn call to InformOpReturn () with a BIND operation

UnbindInvoke call to InformOpInvoke () with a UNBIND operation

UnbindReturn call to InformOpReturn () with a UNBIND operation

PeerAbort call to InformOpInvoke () with a PEER-ABORT operation

ProtocolAbort call to ProtocolAbort ()

SrvPdulnvoke call to InformOpInvoke () with an operation that is valid for the
given service type

SrvPduReturn callto InTormOpReturn () with an operation that is valid for thg
given service type

PDUTransmitted call to PDUTransmitted ()

4.43.3 Events Sent to the Locator Interface (ISLE_Locator)

locgtelnstance call to LocateInstance ()

4.43.4 Events Received from the Network Interface

BindInvoke reception of a BIND invocation PDUY

BindReturn reception of a BIND return PDU

UnbindInvoke reception of a UNBIND inveéation PDU

UnbindReturn reception of a UNBIND return PDU

SrvPdulnvoke reception of a PDU withi“an invocation that is valid for the service
type

SrvPduReturn reception of a PDU with a return that is valid for the service type

PeerAbort indication of ajpeéer abort procedure initiated by the peer proxy

Coinmunication failure any indicatien from the local communication service provider of a
communications failure or breakdown of the connection

4.43.5 Events Sent to the' Network Interface

BindInvoke BIND invocation PDU

BindReturn BIND return PDU

UnbindInvoke UNBIND invocation PDU

UnbindR etz UNBIND return PDU

SrvPdulnyoke a PDU with an invocation that is valid for the service type
SrvPduReturn a PDU with a return that is valid for the service type

4.4.3.6 Internal Events

PDU transmitted A PDU for which notification of transfer has been requested has
been transmitted.
Peer Abort The need to abort the association has been detected by one of the

pre-processing functions.
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4.44 PREDICATES

role = initiator

role = responder

esult = positive

The association initiates the BIND operation. This predicate is true
for all associations that have been created on request of the client.
The association responds to a BIND invocation. This predicate is
true for all associations that have been created by the proxy because
of an incoming BIND invocation.

The result parameter in the PDU indicates ‘positive result’

result = negative
instance located
id registered

responder = expected

version supported
type supported

bind arguments ok

4.4.5 ACTIONS

cleanup

4.4.5.1 Discrete Actions

The result parameter in the PDU indicates ‘negative result’.
The locator has returned an instance of the client interface.

The initiator identifier (user name) presented by a BIND imvocation
PDU or the responder identifier presented in the BIND teturn ADU
is registered in the configuration database of the proxy.
The responder identifier in a BIND return PDU_ is‘the one expected.
If the role of the association is ‘initiator’, the“ID must be the [one
specified by the BIND operation object:” If the role of |the
association is ‘responder’, it must,match the local application
identifier.
The version number presented in‘the BIND invocation is suppofted
for the specified service type.
The service type presented" in the BIND invocation PDU is
supported.
The arguments of a-BIND invocation issued by the local cl(tent
match the definitions’ in the configuration database of the proxy.
The expected responder identifier is registered.

abort connection(diagnostic) All PDUs queued for transmission shall be discarded and|the

connection to the peer system terminated in an abortive manper,
using the most efficient procedure available. The procedure appllied
must make sure that its effect can be interpreted by the peer as a
PEER-ABORT and that the diagnostic is made available to the peer
proxy.

All resources allocated by the association shall be released.| In
particular, all operation objects to which the association still holfds a

/create association

/delete association

CCSDS 914.0-M-2

Teference snalt be reteased and the 1ist of pending returns cieared.
Create a new association object in the role of a responder. In a strict
sense, this action is performed before processing of the state table
starts.

The association object is deleted; following this action processing of
the state table shall be assumed to cease. Therefore no state change
shall be indicated.
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/prevent If the technology is connection-oriented and a single connection is
used for an association, the event cannot happen. If the event can
occur, the proxy shall handle it in a manner that the operation of the

API is not affected.
/reject(reason) The function call returns with a result code indicating the reason.
/terminate connection  The connection to the peer system is released in an orderly manner.
/discard invocations Remove all invocation PDUs from the send queue and discard them.
/discard-buffers Remove all TRANSEER-BUFEER PDUs from -the send qnpne_and
discard them.
4.4/5.2 Compound Actions
/ABORT (diagnostic) is defined as
/abort connection(diagnostic)
ACIF.PeerAbort(diagnostic)
/cleanup
IF role = initiator THEN - S1
ELSE /delete association
END IF
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/PROCESS BIND INYV is defined as

IF not id registered THEN
“NIF.UnbindReturn(‘access denied”)
/cleanup /delete association

ELSE
Hnot-type-supported—THEN

ANIF.UnbindReturn(‘type not supported’)
/cleanup /delete association
ELSE
IF not version supported THEN
ANIF.UnbindReturn(‘version not supported’)
/cleanup /delete association
ELSE
~Locator.locateInstance
IF not instance located THEN
ANIF.UnbindReturn(error returned by locatelnstance)
/cleanup /delete association
ELSE
ACIF.BindInvoke
> S2
END IF
END IF
END IF
END IF

INOTE — If the initiator identifier is registered and authentication is requifed,
authentication must be performed before processing starts. If authentication fails,
the request shallbe ignored.
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/PROCESS BIND RET is defined as

IF not id registered THEN
/ABORT(‘access denied’)
/cleanup =>S1
ELSE
I s d — taod TILIENL
11 11Ul IUDPUIIUVI UAPUULUU TITIL TN
/ABORT(‘unexpected responder id’)
/cleanup 2> S1

ELSE
ACIF.BindReturn
IF result = positive THEN
> S3
ELSE
/cleanup = S1
END IF
END IF
END IF
NOTE — If the responder identifier is registered, and authentication is required,

authentication must be performed before processing starts. If authentication fails,|
the request shall be ignored.
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4.5 STATE TABLES FOR SERVICE INSTANCES
4.5.1 INTRODUCTION

Processing of a service instance within the API Service Element is defined by the following
state tables:

a—SEE-Servtee Provider
1) Common state table (see 4.5.3.2);
2) Return link SLE services state table (see 4.5.3.3);
3) Forward link SLE services state table (see 4.5.3.4).
b) SLE Service User
1) Common state table (see 4.5.4.2);
2) Return link SLE services state table (see 4.5.4.3);
3) Forward link SLE services state table (see 4.5:4.4).

The common state tables define processing of:all”events that have identical proces$ing
requirements for return services and for forward services. The specific tables for refurn
services and forward services specify procesSing of the remaining events. They must be
understood as a supplement to the common tables.

The common state tables are applicable to all service types; the return link tables and|the
forward link tables are applicable for all return link services and all forward link servjces
respectively. Because some service types only use a subset of the SLE operations defiped,
not all events defined in the-tables can occur for those services, unless there are serious errors
in the application or in the,API Proxy. If such events are encountered, the service instande is
expected to reject thém with an appropriate error code. These actions are not specifically
shown in the state table.

For some ofthevactions defined in the state tables processing is service-type specific, but the
fact that the’action must be performed is independent of the service type. Obviously, act{ons
related_to évents that are not supported by a given service type, are not applicable for that
servicetype.
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4.5.2 PROCESSING CONTEXT
4.5.2.1 Overview

The state tables are based on the model presented in section 2. The processing context is
used for specification of the state tables is shown in figure 4-2. A service instance shall
receive events from the Proxy Interface (PIF) and the Application Interface (AIF) and send
events to both the Proxy Interface and the Application Interface.

Thq Proxy Interface comprises the interfaces ISLESrvProxyInitiate, exported by the
proky for an association and the interface ISLE SrvProxyInform, exported By the
seryice element. The Application Interface includes the interface ISLE ServicglInform,
expprted by the application, and ISLE ServiceInitiate, exported by'the service
element.

In hddition, the service instance shall receive updates for service pafameters from the
appllication via the service-type specific interface I<SRV> SIUpda®e, which is referred to
as Management Interface (MIF) in the figure. These parameters-are needed to respond to a
GE[T-PARAMETER request and to generate status reports.

Finglly the locator interface (ISLE Locator), by which'the service element is informed of]
an Incoming BIND invocation, needs to be considered:” This interface is not shown in the
figyre.

Application
Management Application | @
! Interface Interface |  ISLE_SrvProxylnitiate
| (MIF) (AIF) ! @
| AIF pre-processing | | PIF post-processing | ISLE_SrvProxylnform
> STATE MACHINE ISLE_Servicelnform
SERVICE l : T - @
INSTANCE | AIF post-processing | | PIF pre-processing | ISLE_Servicelnitiate
N . ®
LN LN PO
! I'T 1Z ITTETIace i ISORNV>_STopuate
| \}/ \f/ PIF)|

Figure 4-2: Processing Context for the Service Instance State Table
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In order to simplify the state tables, processing steps that are common for all PDUs passed
across an interface and are independent of the state of the service instance have been
excluded from the state tables. These are allocated to ‘pre-processing’ and ‘post-processing’
functions.

As shown in figure 4-2, it is assumed that pre-processing is performed on an event before it is
passed to the state machine. If pre-processing fails, the associated action shall be performed

s part of the pre-processing function, and the event shall not be forwarded to the state
machine. Post-processing of an event shall be performed after the event has been procegsed
or generated by the state machine. If a pre-processing function or a post-processing function
encounters a situation in which the association must be aborted, it shall generate an intefnal
event (INT: Peer Abort(reason)), which shall then be processed by the state machine.

Furthermore, the state tables do not include processing performed by 'call to the locator
interface. This processing is described to more detail in 4.5.2.6.

[t is stressed that the specification of pre- and post-processing functions as well as the defails
related to calls on the locator interface have only the purpose-of simplifying the presentation
of the state tables. They do not prescribe any specific implemeéntation. The only requirement
on implementations is that the behavior defined by the combination of the state tables and the
auxiliary functions shall actually be provided by service instance objects.

4.5.2.2 Pre-Processing of Events Receivedfrom the Proxy

Pre-processing of events received from thie'proxy includes the following tasks:

a) Verification that the PDU~passed with the event is supported by the service fype
handled by the service instance. If that check fails, the event shall be rejected yith
the error ‘unknown PDU™.

b) Verification that(the”PDU is compatible with the role of the service instance ($LE
service user or SLE service provider). If the check fails, the association shal] be
aborted withthe diagnostic ‘protocol error’.

¢) Checking that an operation object passing a return is actually on the list of pending
remote returns. If that check fails, the request shall be rejected, because this problem
should have been handled by the proxy. Otherwise the operation object shall be
removed from the list of pending remote returns.

d) Canceling of the return timer for a return PDU.

e) Checking for duplicate invocation identifiers for confirmed invocations. If duplicate
invocation identifiers are detected, the pre-processing function shall generate and
send a return PDU with a negative result and the diagnostic ‘duplicate invocation id’.

f) Checking of invocation and return arguments on completeness, consistency and
range. If there is an error, the reaction depends on the type of the PDU. For a
confirmed invocation, the pre-processing function shall generate and send a return
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PDU with a negative result and the appropriate diagnostic. In all other cases it shall
abort the association with the appropriate diagnostic code.

g) Checking of the consistency of the PDU and the parameters with the configuration of
the service instance. If these checks fail, the function shall generate a return with a
negative result and the appropriate diagnostic. These checks are service-type
specific.

Thd

4.5/

Pos

Thd

4.5/

Pre

checks and actions are partially service-type specitic.

2.3 Post-Processing of Events Received from the Proxy

t-processing of events received from the proxy includes the following tasks!

a) adding the operation object to the list of pending local retutns for confirmed
invocations;

b) passing of the PDU to the application.

se actions are independent of the service type.

2.4 Pre-Processing of Events Received from thie*Application

processing of events received from the application includes:
a) Checking that the PDU is valid for the-Service type handled by the service instance.

b) Verification that the PDU is, cempatible with the role of the service instance (SLE
service user or SLE service provider).

c) Verification that an operation object used to forward a return PDU is on the list of
pending local returns,

d) Checking of idvecation and return arguments on completeness, consistency and|
range.

e) Checkingf the consistency of the PDU and the parameters with the configuration of]
the s€ryice instance.

Ift

retyrnZcode. These tasks are partially service-type specific.

eredis’any error, the pre-processing function shall reject the request with the appropriate]

4.5.

Pos

2.5 Post-Processing of Events Generated or Received from the Application

t-processing of events received from the application includes:

a) Generation of a unique invocation identifier and inserting the id into the operation
object, if the PDU transmitted is a confirmed invocation.
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b) Addition of the operation object to the list of pending remote returns and starting of
the return timer for confirmed invocations.

¢) Forwarding the operation to the proxy for transmission. If the transfer request is
rejected by the proxy, e.g., because the send queue is full, the association shall be
aborted.

d) Because of the flow control mechanisms built into the API, queue overflow cannot be

1.1 4 £, £ lecal Jdo4 e
CAUSLU Uy UdllsIvh UL SpaLU THIN Udlda=ullIts.

These tasks are not service-type specific.

4.5.2.6 Processing of Calls to the Locator Interface

Processing of calls to the locator interface includes the following steps:

a) Location of the service instance requested by the BIND-invocation. If the seryice
instance cannot be found, the function shall return with an error ‘no such seryice
instance’.

b) Verification that the initiator identifier matches' the one defined for the seryice
instance. If that is not the case, the function shall return with an error ‘seryice
instance not accessible to this initiator’.

¢) Verification that the service instance, i§ not already bound. If the service instande is
bound, the function shall return with-an error ‘already bound’.

d) Verification that the scheduled\provision period of the service instance has started jand
has not yet ended. If the check fails, the function shall return with the error ‘invalid
time’.

[When receiving an errortesponse from the locator, the proxy shall generate a BIND refurn
with a negative result.and the diagnostic related to the error code returned. If the locpator
returns a code indieating success and a pointer to the interface ISLE SrvProxyInform,
the proxy shall pass-the BIND invocation to that interface. Except for location of the seryice
instance, an implementation may choose to perform these checks by the service instapce,
when the BEIND invocation has been passed to the interface ISLE SrvProxyInform/{ If
that is donge, the service instance must generate the BIND return PDU.

4.53 PROVIDER SIDE STATE TABLES

4.5.3.1 States
All provider side state tables use the same set of states. The main states are identical to those
defined in the CCSDS Recommended Standards for SLE transfer services. Sub-states have

been added to allow presentation of further details related to the interactions with the
application and the proxy. The states are defined as follows.
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UNBOUND:UNBOUND No user is bound.

UNBOUND:BIND PEND A BIND invocation has been received, the application has not

yet responded.

READY:BOUND A BIND has been sent to the user and no START invocation
has been received yet, or a STOP operation has been
completed.

READY:START PEND A START invocation has been received, the application ha$ hot
yet responded.

READY:UNBIND PEND  An UNBIND invocation has been received, the application has
not yet responded.

AC[ITVE:ACTIVE A START return with a positive result-hds been sent to the
user.

AC|[TVE:STOP PEND A STOP invocation has been recéived, the application has not
yet responded.

NO[TE — Sub-states are only shown in the tables if needed. If the processing is identicall
for all sub-states, only the main state is entered in the table.

4.53.2 Common State Table—User Initiated Binding

4.53.2.1 Events

4.53.2.1.1 Events received from the Application Interface
(ISLE_Servicelnitiate)

BindRet call'to InitiateOpReturn () with a BIND operation
UnbindRet ¢allto InitiateOpReturn () with a UNBIND operation
PeerAbortlnv callto ITnitiateOpInvoke () witha PEER-ABORT operation

4.53.2.1.2 ~Events sent to the Application Interface (ISLE_ServiceInform)

Bindiny call to InformOpInvoke () with a BIND operation

Unbimdinv cattto ITnformopInvoke () wittra CINBIND operation
PeerAbortlnv call to InformOpInvoke () with a PEER-ABORT operation
ProtocolAbort callto ProtocolAbort ()

PPends callto ProvisionPeriodEnds ()
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4.5.3.2.1.3 Events received from the Management Interface (I<SRV>_SIUpdate)
SetParameter update of a service parameter

4.5.3.2.1.4 Events received from the Proxy Interface (ISLE_SrvProxyInform)
BindInv call to InformOpInvoke () with a BIND operation

[InbindInv call to TnformOpTnvoke () with a INBIND operation

GetPrmInv call to InformOpInvoke () with a GET-PARAMETER
operation

ScheduleStatReplnv call to InformOpInvoke () with a SCHEDULE-STATUS-
REPORT operation

PeerAbortInv call to InformOpInvoke () with a PEER-ABORT operation

Protocol Abort call to ProtocolAbort ()

4.5.3.2.1.5 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

BindRet callto TnitiateOpReturn () swith'a BIND operation

UnbindRet call to InitiateOpReturn () with a UNBIND operation

GetPrmRet call to InitiateOpRetiurn () with a GET-PARAMETER
operation

ScheduleStatRepRet call to InitiateOpReturn () with a SCHEDULE-STAT[JS-
REPORT operation

StatusReplnv call to InitiateOpInvoke () with a STATUS-REPQRT
operation

PeerAbortlnv call to TnitiateOpInvoke () with a PEER-ABORT operatign

4.5.3.2.1.6 Internal Events

Report timer expired  the periodic status report timer has expired

Return timeout the time to wait for a specific return-PDU has elapsed

Provision period ends’— the service instance provision period has ended

Peer Abort peer abort event generated by a pre-processing function

4.5.3.2.2 Predicates

delivery:mode = offline The delivery mode of the service instance is ‘offline’.

reporttimer active The periodic status report timer is active.

réason = end The unbind-reason is ‘end of service provision’.

reason <> end
result = positive
result = negative

type = stop

type = periodically

CCSDS 914.0-M-2

The unbind-Teason is Not equal -end Of service provision .

The result parameter in the PDU indicates ‘positive result’.

The result parameter in the PDU indicates ‘negative result’.

The type parameter in the SCHEDULE-STATUS-REPORT
invocation is set to ‘stop’.

The type parameter in the SCHEDULE-STATUS-REPORT
invocation is set to ‘periodically’.
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3.2.3 Actions

3.2.3.1 Discrete Actions

the event.

Cancel the periodic status-report timer, if active.
Start the periodic status-report timer

ISO 18441:2021(E)

Reject the event by returning an error code to the function invoking

/ gelll

/cle]

/sto

4.5,

/PR

/AH

3.2.3.2 Compound Actions
OCESS SSREP(type) is defined as

IF delivery mode = offline THEN
/reject(not supported in this delivery mode)
ELSE
IF type = stop THEN
IF report timer active THEN
/cancel report timer
APIF.ScheduleStatusRepRet(positive result)
ELSE
PIF.ScheduleStatusRepRet(already stopped)
END IF
ELSE
/cancel report timer
"PIF.ScheduleStatusRepRet(positive result)
"PIF.StatusReportinv
IF type = petiodically THEN
/start xeport timer
END IE
END IF
END IFE

ORT(diagnostic)

erate end of PP Generate the internal event ‘Provision period ends’.
ar remote returns Cancel return timers for all pending remote returns, clear the tist-of
pending remote returns, and release operation objects.
re parameter value  Store the value of the service parameter passed.

Abort processing is forward/return-service specific (see /ABORT in 4.5.3.3 and 4.5.3.4).

/CLEANUP

Cleanup processing is forward/return-service specific (see /CLEANUP in 4.5.3.3 and 4.5.3.4).
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4.5.3.3 Return Link SLE Services
4.5.3.3.1 Events

4.5.3.3.1.1 Events received from the Application Interface
(ISLE_Servicelnitiate)

StaftRet callto InitiateOpReturn () witha START operation

StopRet callto InitiateOpReturn () with a STOP operation

TrapsferDatalnv call to InitiateOpInvoke() with a TRANSFERDATA
operation

SyncNotifylnv callto TnitiateOpInvoke () with a SYNC-NOTHY: operation

4.53.3.1.2 Events sent to the Application Interface (ISLE_ServicelInform)

Staytinv call to InformOpInvoke () with a START operation
StopIlnv call to InformOpInvoke () with a-STOP operation
RegumeDataTransfer  call to ResumeDataTransfer ()

PeerAbortlnv call to InformOpInvoke () with a PEER-ABORT operation

4.583.3.1.3 Events received from the Proxy Inteérface (ISLE_SrvProxyInform)

Startlnv call to InformOpTnvoke () with a START operation
Stoplnv call to Inform@pTInvoke () with a STOP operation
PDUTransmitted call to PDUTransmitted ()

4.53.3.1.4 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

StaftRet ¢allto InitiateOpReturn () with a START operation
StopRet callto InitiateOpReturn () with a STOP operation
TrapsferBufferlnv call to InitiateOpInvoke () with a TRANSFER-BUFFER

operation. This event is always transmitted with the request to
notify transmission of the PDU.

DisgardBuffer call to DiscardBuffer ()

PeerAbortinv callto InitiateOpInvoke () with a PEER-ABORT operation

4.5.3.3.1.5 Internal Events

release timer expired ~ generated when the release timer expires
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4.5.3.3.2 Predicates

result = positive The result parameter in the PDU indicates ‘positive result’.

result = negative The result parameter in the PDU indicates ‘negative result’.

timely online The delivery mode is timely online.

complete online The delivery mode is complete online.

online The delivery mode is either timely online or complete online.

buffer full The transfer buffer is full

buffer queued A transfer buffer has been passed to the proxy for transfer and|the
PDU Transmitted event has not yet been received for that buffer.

buffer empty The transfer buffer is empty.

buffer discarded The proxy has actually discarded the queued transfer buffef as
indicated by the return code.

buffer transmitted The transfer buffer passed to the proxy could be transmitted

immediately as indicated by the return codeof'the function.
data transfer suspended The application has been requested to suspend data transfer to|the

user.

end of data The SYNC-NOTIFY invocation is {€nd of data’.

4.5.3.3.3 Actions

4.5.3.3.3.1 Discrete Actions

reject(reason) Reject the event by‘returning an error code to the function invoking
the event.

clear remote returns ~ Cancel returntimes for all pending remote returns, clear the list of
pending(remmote returns, and release operation objects.
clear local returns Clear the list of pending local returns and release operation objedts.
cancel report timer Cancel the periodic status-report timer, if active.
reset service parametersReset the service parameters to the initial values. Resetting of
service parameters must be checked individually for gach
parameter. Depending on the service type some parameters ay
have to be reset to the initial values, while others must keep their
current values.

start release’timer Start the release timer.

cancel.release timer Cancel the release timer, if active.
createnew buffer Create a new transfer buffer.

append PDU Append the PDU to the transfer buffer.

/prepend notitication  Prepend the SYNC-NOTIF Y invocation, indicating data discarded
due to excessive backlog’, to the transfer buffer.

/discard buffer Discard transfer buffer and all contained PDUs.

/suspend data transfer ~ Request the application to suspend data transfer.
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4.5.3.3.3.2 Compound Actions
/ABORT (diagnostic) is defined as

~PIF.PeerAbort(diagnostic)
~AIF.PeerAbort(diagnostic)
/CLEANUP

/CILLEANUP is defined as

/clear remote returns

/clear local returns

/cancel release timer

/cancel report timer

/discard buffer

/set data transfer suspended = FALSE
/set buffer queued = FALSE

/reset service parameters

/BUFFER DATA is defined as

IF online and buffer empty THEN
/start release timer
END IF
/append PDU
IF buffer full THEN
IF buffer queued THEN
IF timely online THEN
APIF.DiscardBuffer
IF buffer discardedyTHEN
/prepend notification
END IF
APIF.TransferBuffer
IF not buffer transmitted THEN
7set buffer queued = TRUE
END IF
/cancel release timer
ELSE
IF complete online THEN
/cancel release timer
END IF
/set data transfer suspended = TRUE
/suspend data transfer
END IF
ELSE
IF online THEN
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/cancel release timer
END IF
APIF.TransferBuffer
IF not buffer transmitted THEN
/set buffer queued = TRUE
END IF
END IF
lereate new buffer
END IF

INOTE — Processing as specified here, uses a single transfer buffer. Multiple -buffers |can
be used by an implementation to increase performance.

PROCESS RELEASE TIMER is defined as

IF buffer queued THEN
IF timely online THEN
APIF.DiscardBuffer
IF buffer discarded THEN
/prepend notification
END IF
END IF
IF complete online THEN
/suspend data transfer
END IF
END IF
APIF.TransferBuffer
IF not buffer transmitted THEN
/set buffer queued = TRUE
END IF
/create new buffer

PROCESS PDU TRANSMITTED is defined as

/set buffer-queued = FALSE

IF data\transfer suspended THEN
/set data transfer suspended = FALSE
~AIF.ResumeDataTransfer

END IF

/PROCESS STOP PDU is defined as

IF not buffer empty THEN
IF online THEN
/cancel release timer
END IF
IF timely online THEN
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IF buffer queued THEN
APIF .DiscardBuffer
IF buffer discarded THEN
/prepend notification
END IF
END IF
END IF
— APIE TransferBuffer
IF not buffer transmitted THEN
/set buffer queued = TRUE
END IF
END IF

/PROCESS EOD is defined as

/append PDU
IF online THEN
/cancel release timer
END IF
IF timely online THEN
IF buffer queued THEN
~PIF.DiscardBuffer
IF buffer discarded THEN
/prepend notification
END IF
END IF
END IF
APIF.TransferBuffer
IF not buffer transmitted THEN
/set buffer queued = TRUE
END IF
/create new buffer
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4.5.3.4 Forward Link SLE Services

4.5.3.4.1 Events

4.5.3.4.1.1 Events received from the Application Interface (ISLE_ServiceInitiate)

StartRet callto InitiateOpReturn () with a START operation

StopRet callto InitiateOpReturn () with a STOP operation

TransferDataRet call to InitiateOpReturn() with a TRANSFER-DATA
operation

InvokeDirectiveRet call to InitiateOpReturn () with an INVOKE-DIRECT|VE
operation

AsyncNotifylnv call to InitiateOpInvoke () with an "ASYNC-NOTI|FY
operation

ThrowEventRet call to InitiateOpInvoke () withv”a THROW-EVHENT

StartInv
Stoplnv
TransferDatalnv

InvokeDirectivelnv

ThrowEventlnv
PeerAbortInv

4.5.3.4.1.2 Events sent to the Application Interface (ISLE_ServiceInform)

4.5.3.4.1.3 Events recéived from the Proxy Interface (ISLE_SrvProxyInform)

operation

call to InformOpInvoke¥) with a START operation
call to InformOpInvoke () with a STOP operation

call to InformOpInvoke() with a TRANSFER-DA
operation
call to InformOpInvoke () with an INVOKE-DIRECT]
operation

call to ITnformOpInvoke () witha THROW-EVENT operatid
callLto.InformOpInvoke () with a PEER-ABORT operation

TA

[VE

TA

VE

Startlnv call to InformOpInvoke () with a START operation

Stoplnv call to InformOpInvoke () with a STOP operation

TransferPatalnv call to InformOpInvoke () with a TRANSFER-DA
operation

InvokeDirectivelnv call to InformOpInvoke () with an INVOKE-DIRECT
operation

ThrowEventlnv call to InformOpInvoke () witha THROW-EVENT operation
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4.5.3.4.1.4 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

StartRet callto InitiateOpReturn () with a START operation

StopRet callto InitiateOpReturn () with a STOP operation

TransferDataRet call to InitiateOpReturn () with a TRANSFER-DATA
operation

InvokeDirectiveRet call to InitiateOpReturn () with a INVOKE-DIRECTIVE
operatton

AsyncNotifylnv call to InitiateOpInvoke () with an ASYNC-NOTIFY]
operation

ThrowEventRet call to InitiateOpReturn() with a THROW-EVENT
operation

PeerAbortlnv callto InitiateOpInvoke () with a PEER-ABORT operation

4.53.4.2 Predicates

resylt = positive The result parameter in the PDU indicates ¥positive result’.
resylt = negative The result parameter in the PDU indicates ‘negative result’.
4.53.4.3 Actions

4.53.4.3.1 Discrete Actions

/reject(reason) Reject the event by.returning an error code to the function invoking
the event.

/clepr remote returns  Cancel return timers for all pending remote returns, clear the list of
pending remote returns, and release the operation objects.

/clepr local returns Clear~the list of pending local returns and release the operation
objécts:.
/cancel report timer Cancel the periodic status-report timer, if active.

/reset service parameters Reset the service parameters to the initial values. Resetting of
service parameters must be checked individually for each
parameter. Depending on the service type some parameters may
have to be reset to the initial values, while others must keep their
current values.

4583432 Combpoun d-Actions

0 e ITATO T CUOMIPUTITtr 7 xCTIUtny

/ABORT (diagnostic) is defined as

PIF.PeerAbort(diagnostic)
~AIF.PeerAbort(diagnostic)
/CLEANUP
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/CLEANUP is defined as

/clear remote returns
/clear local returns
/cancel report timer
/reset service parameters
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4.5.4 USER SIDE STATE TABLES
4.5.4.1 States

All user side state tables use the same set of states. The main states are identical to those
defined in the CCSDS Recommended Standards for SLE transfer services. Sub-states have
been added to allow presentation of further details related to the interactions with the
application and the proxy. The states are defined as follows.

UNBOUND:UNBOUND The user is not bound to the service instance.

UNBOUND:BIND PEND A BIND invocation has been issued, the service provider has
not yet responded.

READY:BOUND A BIND return with a positive result has Been received and no
START invocation has been sent, or a STOP operation has|
been completed.

READY:START PEND A START invocation has been i1ssued, the service provider has
not yet responded.

READY:UNBIND PEND  An UNBIND invocationihas been issued, the service provider
has not yet responded:

AC[ITVE:ACTIVE A START return with a positive result has been received.
AC[ITVE:STOP PEND A STOP:ifivocation has been issued, the service provider has
not yet'responded.

4.54.2 Common State Table—User Initiated Binding
4.54.2.1 Events

4.54.2.1.1 Events’received from the Application Interface
(ISLE_Servicelnitiate)

BindInv callto TnitiateOpInvoke () with a BIND operation
UnbindInv callto InitiateOpInvoke () with a UNBIND operation
Ge ! '
operation
ScheduleStatReplnv call to InitiateOpInvoke () with a SCHEDULE-STATUS-
REPORT operation
PeerAbortlnv callto InitiateOpInvoke () with a PEER-ABORT operation
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4.5.4.2.1.2 Events sent to the Application Interface (ISLE_ServiceInform)

BindRet call to InformOpReturn () with a BIND operation

UnbindRet call to InformOpReturn () with a UNBIND operation

GetPrmRet call to InformOpReturn() with a GET-PARAMETER
operation

ScheduleStatRepRet call to InformOpReturn () with a SCHEDULE-STAT|S-

REPORT operation
StatusReportlnv callto InformOpInvoke () with a STATUS-REPORT operation
PeerAbortInv callto InformOpInvoke () with a PEER-ABORT loperation
ProtocolAbort call to ProtocolAbort ()

4.5.4.2.1.3 Events received from the Proxy Interface (ISLE_SrvProxyInform)

BindRet call to InformOpReturn () with-a BIND operation

[UnbindRet call to InformOpReturn () with @ UNBIND operation

GetPrmRet call to InformOpReturny) with a GET-PARAMETER
operation

ScheduleStatRepRet call to InformOpReturn () with a SCHEDULE-STAT|S-
REPORT operation

StatusReportlnv call to InformOpInvoke () with a STATUS-REPORT operation

PeerAbortlnv call to InformOpInvoke () with a PEER-ABORT operation

Protocol Abort call to ProteeolAbort ()

4.5.4.2.1.4 Events sent to.the Proxy Interface (ISLE_SrvProxyInitiate)

BindInv cdll to ITnitiateOpInvoke () with a BIND operation

(UnbindInv callto TnitiateOpInvoke () with a UNBIND operation

GetPrmInv call to ITnitiateOpInvoke () with a GET-PARAMETER
operation

ScheduleStatRepInv call to TnitiateOpInvoke () with a SCHEDULE-STATUS-
REPORT operation

PeerAbortInv callto TnitiateOpInvoke () with a PEER-ABORT operatign

4.5.4.2.1.5 Internal Events

Peer Abort peer abort event generated by a pre-processing function or a post-
processing function

Return timeout the time to wait for a specific return-PDU has elapsed
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4.5.4.2.2 Predicates

result = positive The result parameter in the PDU indicates ‘positive result’.
result = negative The result parameter in the PDU indicates ‘negative result’.

4.5.4.2.3 Actions

4.5423.1T Discrete Actions

/reject(reason) Reject the event by returning an error code to the function inveking
the event.
/clepr local returns Clear the list of pending local returns and release operation‘objects.

4.54.2.3.2 Compound Actions

/ABORT

Abort processing is forward/return-service specific (see /ABORT"in 4.5.4.3 and 4.5.4.4).

/CLEANUP

Cleqnup processing is forward/return-service specific(see /CLEANUP in 4.5.4.3 and 4.5.4.4).
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4.5.4.3 Return Link SLE Services
4.5.4.3.1 Events

4.5.4.3.1.1 Events received from the Application Interface
(ISLE_Servicelnitiate)

Startlnv callto Ini1tiateOplInvoke () with a START operation
Stoplnv callto TnitiateOpInvoke () with a STOP operation

4.5.4.3.1.2 Events sent to the Application Interface (ISLE_ServiceInform)

StartRet call to InformOpReturn () with a START operation

StopRet call to InformOpReturn () with a STOP-Operation

TransferDatalnv call to InformOpInvoke () withhn a TRANSFER-DATA
operation

SyncNotifylnv call to InformOpInvoke () with'@SYNC-NOTIFY operation

PeerAbortlnv call to InformOpInvoke () with a PEER-ABORT operation

4.5.4.3.1.3 Events received from the Proxy Interface (ISLE_SrvProxyInform)

StartRet call to InformOpReturn () with a START operation

StopRet call to Inform@pReturn () with a STOP operation

TransferBufferIlnv call to IpformOpInvoke () with a TRANSFER-BUFHFER
operatiof.

4.5.4.3.1.4 Events sent-tothe Proxy Interface (ISLE_SrvProxyInitiate)

Startlnv callto TnitiateOpInvoke () with a START operation
Stoplnv callto TnitiateOpInvoke () with a STOP operation
PeerAbortlny callto InitiateOpInvoke () with a PEER-ABORT operati¢n

4.5.4.3.2" Predicates

result = positive The result parameter in the PDU indicates ‘positive result’.

result = negative The result parameter in the PDU indicates ‘negative result’.

buffer empty The transfer buffer is empty.

pdu = data The PDU extracted from the transfer buffer is a TRANSFER-
DATA invocation.

pdu = notification The PDU extracted from the transfer buffer is a SYNC-NOTIFY
invocation.
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4.5.4.3.3 Actions

ISO 18441:2021(E)

4.5.4.3.3.1 Discrete Actions

/reject(reason) Reject the event by returning an error code to the function invoking
the event.

/extract pdu Extract (and remove) the PDU at the beginning of the transfer
buffer.

/clepr remote returns  Cancel return timers for all pending remote returns, clear the list;of
pending remote returns, and release operation objects.

/clepr local returns Clear the list of pending local returns and release operation aobjects.

4.54.3.3.2 Compound Actions

/AH

/CI

/PR

ORT(diagnostic) is defined as

~PIF.PeerAbort(diagnostic)
~AIF.PeerAbort(diagnostic)
/CLEANUP

EANUP is defined as

/clear remote returns
/clear local returns

OCESS BUFFER is defined as

WHILE not buffer empty DQ
/extract pdu
IF pdu = data THEN
AAIF.TransferDatalnv
ELSE
IF pdu =notification THEN
AAJBE-SyncNotifylnv
ELSE
/ABORT (protocol error)
END IF
END IF

END WHILE
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4.4 Forward Link SLE Services
4.4.1 Events

4.4.1.1 Events received from the Application Interface

(ISLE_Servicelnitiate)

Staftlnv callto InitiateOpInvoke () witha STAKRT operation

Stoplnv callto InitiateOpInvoke () with a STOP operation

TrapsferDatalnv call to InitiateOpInvoke () with a TRANSFER{DATA
operation

InvpkeDirectivelnv call to TnitiateOpInvoke () with an INVOKEsDIRECTIVE
operation

ThrowEventInv call to InitiateOpInvoke () with a-\THROW-EVENT
operation

4.54.4.1.2 Events sent to the Application Interface (ISLE)ServiceInform)

StartRet call to InformOpReturn () with'a START operation

StopRet call to InformOpReturn ()With a STOP operation

TrapsferDataRet call to InformOpReturn () with a TRANSFER-DATA
operation

InvpkeDirectiveRet call to InformOpReturn () with an INVOKE-DIRECTIVE
operation

RegumeDataTransfer  call to ResumeDataTransfer ()

AsyncNotifylnv call to InformOpInvoke () with an ASYNC-NOTIFY operation

ThrowEventRet call to InformOpReturn () witha THROW-EVENT operation

PeefrAbortInv callto InformOpInvoke () with a PEER-ABORT operation

4.54.4.1.3 Events received from the Proxy Interface (ISLE_SrvProxyInform)

StartRet call to InformOpReturn () with a START operation

StopRet call to InformOpReturn () with a STOP operation

TrapsferDataRet call to InformOpReturn () with a TRANSFER-DATA
operation

InvpkeDirectiveRet call to InformOpReturn () with an INVOKE-DIRECTIVE
operation

AsyncNotifylnv callto InformOpInvoke () with an ASYNC-NOTIFY operation

ThrowEventRet call to InformOpReturn () witha THROW-EVENT operation

PDUTransmitted call to PDUTransmitted ()
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4.5.4.4.1.4 Events sent to the Proxy Interface (ISLE_SrvProxyInitiate)

Startlnv callto InitiateOpInvoke () with a START operation

StopInv callto InitiateOpInvoke () with a STOP operation

TransferDatalnv call to InitiateOpInvoke () with a TRANSFER-DATA
operation

InvokeDirectivelnv call to TnitiateOpInvoke () with an INVOKE-DIRECTIVE
belatiull

ThrowEventInv call to InitiateOpInvoke() with a THROW-EVHNT
operation

PeerAbortlnv callto InitiateOpInvoke () with a PEER-ABORT operatign

4.5.4.4.2 Predicates

result = positive The result parameter in the PDU indicates, “positive result’.

result = negative The result parameter in the PDU indicates’ ‘negative result’.

data transmitted The TRANSFER-DATA invocatiofiypassed to the proxy could be
transmitted immediately as indieated by the return code of|the
function.

data queued A TRANSFER-DATA invecation has been passed to the proxy| for
transfer and the PDU Transmitted event has not yet been recejved

4.5.4.4.3 Actions

for that buffer.

4.5.4.4.3.1 Discrete Actions

reject(reason) Rejeet the event by returning an error code to the function invoking
the‘event.

clear remote returns (™ Cancel return timers for all pending remote returns, clear the ligt of
pending remote returns, and release operation objects.

clear local returns Clear the list of pending local returns and release operation objedts.

suspend datatransfer Request the application to suspend data transfer, by returning|the
appropriate code from the function transmitting the event.
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4.54.43.2 Compound Actions
/ABORT (diagnostic) is defined as

~PIF.PeerAbort(diagnostic)
~AIF.PeerAbort(diagnostic)
/CLEANUP

/CILLEANUP is defined as

/clear remote returns
/clear local returns
/set data queued = FALSE

/PROCESS TD INV is defined as

IF data queued THEN
/reject(transfer suspended)
ELSE
APIF.TransferDatalnv
IF not data transmitted THEN
/set data queued = TRUE
/suspend data transfer
END IF
END IF

NO[ITE - Processing as specified herey-applies to a single outstanding TRANSFER DATA|
invocation. Multiple outstanding TRANSFER DATA invocations might be used|
by an implementation'to increase performance.

/PROCESS PDU TRANSMITTED is defined as

IF data queued THEN
/set data guewed = FALSE
AAIF.ResumeDataTransfer
END IE
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ANNEX A
SPECIFICATION OF COMMON INTERFACES

(NORMATIVE)

Al  INTRODUCTION

This annex contains the C++ definition of interfaces that are common for all ShE’seryice
types and of supporting types required by these interfaces. Service-type specific interfjces
are defined by the relevant supplemental Recommended Practice documeénts for serviice-
specific APIs.

The interface specifications are structured according to the componehts that must provide{ the
implementation:

a) Interfaces implemented by the component ‘SLE Utilities’ are defined in A4.
b) Interfaces implemented by the component ‘SLE Operations’ are defined in AS.
¢) Interfaces implemented by the component ‘APl Proxy’ are defined in A7.

d) Interfaces implemented by the component ‘API Service Element’ are defined in AB.

e) Interfaces that must be provided by the SLE Application are defined in A9.

[nterfaces that must be implemented-by more than one component are defined in |A6.
Interfaces defined in that subsection must be implemented by the component ‘API Prqxy’
and ‘API Service Element’.

Subsection A3 defines types/used throughout the remaining subsections.
The conventions used for the specification are explained in A2.

The specifications of this annex are complemented by the definition of the ‘Simpple
Component.Model’ in annex D.

A2< CONVENTIONS

AZ.1l OVEKVIEW

The specification of the interfaces follows the design patterns and conventions described for
the ‘Simple Component Model’ in annex D. In order to be consistent with those elements
adopted from COM, the coding style has been also adopted from COM to a large extent.
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A2.2 INTERFACES
The ‘keyword’ interface is defined by
#define interface struct

in the file SLE _SCM.H described in annex D. All interfaces are directly or indirectly
derived from the interface ITUnknown, which is also defined in SLE_SCM. H.

A28 NAMING CONVENTIONS

Narpes for the following items start with uppercase letters:
a) All types, i.e.:
1) Interfaces (e.g., ISLE Bind);
2) enumeration types (e.g., SLE ParameterName);
3) other types declared by t ypedef (e.g., SLE InvekeId);

b) Method names (e.g., InitiateOpInvoke ()).

Naipnes for the following items start with lowercase letters:
a) variables;
b) arguments of methods;

c) enumeration labels.

Alllnames at global scope in-this® specification use the prefix ‘SLE’ (or ‘sle’ when the
nanped item is supposed to start-with a lowercase letter).

Alllinterfaces start withCaycapital ‘I’, such that interface names are prefixed with ‘ISLE’.

NO[TE - The iaterface TMalloc defined in A4.3 is the only exception to this rule because
of the'considerations presented in A2.6.

Bedause enumeration labels are defined at global scope, the prefix is extended to include an
abbpeviation for the enumeration type. For instance, all labels of the enumeration type

SLE ParameterName are prpﬁvpd hy ‘s1ePN’

An underscore character is used to separate the prefix from the name. Within the name itself
upper and lower case is used to improve readability.
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A2.4 ACCESS TO OBJECT ATTRIBUTES

Methods that only provide read access to an attribute of an object, are named using the prefix
‘Get’. Methods that set the attribute are named using the prefix ‘Set’. An underscore
character is used to separate the prefix from the name. For example the method to read the
service type is called Get ServiceType () and the method to set the service type is
called Set ServiceType () .

When the attribute type is not a basic type (e.g., a character string) the following conyentjons
are applied:

a) If it can be assumed that the implementation stores the attribute in,the’ formaft in
which it is delivered, the return value is defined to be const. In these cases,|the
client must copy the value if it wants to modify it.

b) If the object implementation might have to derive the value a‘pointer to a not constant
object is returned. In these cases the client must delete the feturned value.

c) In order to optimize performance, an additional/rétrieval method, prefixed| by
‘Remove ’ is defined for attributes that might become large (e.g., the space |ink
data). These methods return a pointer to the inteérnal representation and remove fthat
pointer from the object itself. The client calling that method must make sure|the
memory is released when the data are no longer needed.

d) For setting of attributes a pointer or.féference to a const object is generally uped.
For potentially larger arguments, an additional method (prefixed by ‘Put’) is defined
which passes a pointer to a not, constant object. In these cases the implementation is
expected to delete the data passed with the argument, when it no longer needs it.

A2.5 CONDITIONAL AND OPTIONAL ATTRIBUTES

Attributes of operation-objects can be:
a) conditional,\ie., their value is only defined when another attribute has a certain value;

b) optiofalyi.e., the value may or may not be defined.

For access’to conditional attributes, checking of the condition is considered a preconditjon;
i.e.,.the-result of calling the access method is undefined when the attribute is not present.

1 £ 42 1 otteclaat s L6 4 1 | s tloa 4+ 4 th
T"UL aCLUTlos U UpUivlIan Attt toutvs, UllICiviit appluaciivs daiv ustl, ULPUITULTES Ul v 1y PpuU Ul c

attribute:

a) For enumeration types, an additional enumeration value ‘undefined’ is added to the
type declaration. This value is returned if the attribute is currently undefined.

b) Object types or composite C++ types, such as arrays or structures are returned via a
pointer to a constant object, instead of using a reference to a constant object. If an
optional attribute is undefined, the access method returns a NULL pointer.
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c) For simple types the following cases are distinguished:

1) if the valid range of attribute values does not include the complete range covered
by the type, a special value is selected to indicate that the attribute is not defined;

2) in other cases, a special method is provided to check whether the attribute is
defined or not.

Q o . 1+ alhcan £ o ottt (o s d e 1 1 o +algaaathad hean
aAJSLVY WIIVIV lJlUDUll\J\J VUl AUSVIIVL Ul dlIl atuaivudtiv 15 1UuvIIIrniva L})’ a Dl}\«\alul lll\alll\}u’ AUOSVIIV
n operation object attribute shall be marked as ‘(not used)’ in the tables specifying-the]
al values of operation object attributes.

6 MEMORY MANAGEMENT

created by one component or the application and released by another’ component or the
lication. Use of a consistent memory management scheme by dlb involved parties is of
he importance to ensure integrity of process memory.

refore this Recommended Practice defines a specificimemory management interface
h 1 1oc, which must be used by all API components and by the application when creating]
leleting data structures to which pointers are pass€d-across component boundaries. The
rface TMalloc is implemented by the component SLE Utilities. A pointer to the
rface can be obtained using the method Cx€ateMemoryManager () of the Utility]

tory.
TES

Memory management for,objects created by API components is controlled by the
reference counting scheme for interfaces described in annex D. This scheme implies
that the memory for such objects is always allocated and released by the same
component. Therefore the means by which memory is allocated and released for such
objects is considered a local implementation issue and not prescribed by this|
Recommended ' Practice. The same applies to interfaces, which are implemented byj
objects within the application software.

Datasstructures, which might be created by one component and deleted by another]
component, are generally strings, arrays or structures passed by Put xxx () of

Remove xxx () methods.

For data that are never passed across component boundaries and for data that are
always passed by value, memory management is considered a local implementation
issue and not prescribed by this Recommended Practice.

As specified in A2.4, this Recommended Practice applies the convention that data,
which are passed across component boundaries using a reference to a constant data
structure or a pointer to a constant data structure, must not be deleted by the calling
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software. Therefore use of the memory manager interface IMalloc is not mandated
if a data structure is only passed across component boundaries in these ways.

5 The specification of the interface IMalloc defines a subset of the COM interface
IMalloc, in order to enable use of the SLE API in a COM environment. Further
details concerning the use of this interface and the implementation of the interface in
other environments can be found in A4.3 and annex D.

A2.7 INTERFACE IDENTIFIERS

[nterface identifiers are displayed in the format as defined for the COM registry. “In additjon,
each interface contains a macro that allows pre-setting of the structure GUID (see annex D).

The name of the macro is constructed as IID <interface-namef® )DEF Guidelineg for
use of this macro can be found in annex D.

A2.8 TYPE DEFINITIONS

Types other than interfaces are defined at global scope:” They are grouped into two files,
namely:

a) SLE Types.h for types derivedifrom the CCSDS Recommended Standards
for SLE transfer<ervices;

b) SLE APITypes.h for types specified by the APL

All types are defined in a manner that is compatible with the C language in order to simplify
mapping of the interfaces o .C. For enumeration types derived from the CCYDS
Recommended Standards Aot* SLE transfer services the numbers assigned to the lapels
correspond to the integer values used in those specifications.

A2.9 RESULTCODES

This specification adopts the scheme to define result codes from COM. All values that|can
be used.forthe variable HRESULT are defined in annex B and in the file SLE_Result. .

A2/10 FUNCTION OVERLOADING

In order to simplify mapping to the C language, this specification does not use overloaded
functions except for overloaded operators. Overloaded operators can be mapped to function
names in C.
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11 OBJECT CREATION METHODS

The signature of methods creating and returning objects follows the COM conventions:

a) the GUID of the interface is passed as an input argument (and checked by the
implementation);

b) a pointer to the interface of the object is passed as an output argument of the type
Zodldx k .

A2]

Thi
Oby
file

A3

A3
A3
Filg

The
Red
bra
the
of 4

Thgd
typ

c) the method returns a result code.

12 FILES

5 specification defines header files that contain interface declarations andytype definitions.
iously, these definitions are not mandatory, but present a recommendation. A set of the
b defined in this specification is available from the same source as the specification itself.

TYPE DEFINITIONS
1 SLE TYPES
1.1 General
SLE Types.h

following basic types have been derived from the ASN.I modules in the CCSDS
ommended Standards for SLE transfer services. The source ASN.1 type is indicated in
kets. For all enumeration types ‘a_special value ‘invalid’ is defined, which is returned if
associated value in the operation object has not yet been set, or is not applicable in casg
choice.

type definitions in this)specification cover all those types that are common for all service
s or for a subset of service types. These types are defined in the ASN.1 modules:

a) CCSDS-SLETRANSFER-SERVICE-COMMON-TYPES;
b) CCSDS:SLE-TRANSFER-SERVICE-BIND-TYPES; and
c) LCSDS-SLE-TRANSFER-COMMON-PDUS.

Th

defimtiomr of the—SEE —service parameters (Parameterame) ras—beemr excluded

because extensions are expected when further SLE services are added. Service parameters

are

defined in the relevant supplemental Recommended Practice documents for service-

specific APIs.
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A3.1.2 Auxiliary Types

Size of Data

#ifndef SIZE T

#define SIZE T

typedef unsigned int size t;
#endif

Qn POSIX systems size £ 1s defined by standard header files: redefinition must be

prevented by conditional con;pilation.

[Definition of an Octet

typedef unsigned char SLE Octet;

[n order to distinguish between character strings and sequences of octets (bytes) frequeptly
used by SLE Service specifications, the API defines a special type for an octet. The fype
char* always refers to a zero terminated string of characters.

'Yes/No Value

typedef enum SLE YesNo
{
sleYN No = 0,
sleYN Yes = 1,
sleYN invalid = -1
} SLE YesNo;

The type describes a Boolean value, which might not be available at certain times.

A3.1.3 Types derived from\CCSDS-SLE-TRANSFER-SERVICE-COMMON-TYPES
[Delivery Mode [DelivexryMode]

typedef enum SLE DeldiveryMode

{
sleDM rtnTimedyOnline =
sleDM rtnCompleteOnline =
sleDM rtnOffline =
sleDM£wdOnline =
sleDM fwdOffline =
slebM invalid = -

} SLE' DeliveryMode;

s WP o
~ SN S~~~

Common Diagnostics [Diagnostics]

typedef enum SLE Diagnostics
{

sleD duplicateInvokeId = 100,
sleD otherReason = 127,
sleD invalid = -1

} SLE Diagnostics;
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Forward Data Unit Status [ForwardDuStatus]

typedef enum SLE ForwardDuStatus

{

Inv

typg

Generation of Notifications [S1duStatusNotification]

typ

{

A3

Ver

typ

sleFDS radiated
sleFDS expired
sleFDS_interrupted
sleFDS acknowledged

sleFDS productionStarted
1leFDS Prmﬂnﬂ‘r‘i onlNotStarted

~

~

~

~

leFDS invalid
LE ForwardDuStatus;

0 n _n

sleSN invalid

Duration [Duration]

typ

0 _n 0 _n

ocation Identifier [InvokeId]

sleSN produceNotification
sleSN_doNotProduceNotification

JLE SlduStatusNotification;

sion Number [VersionNumber]

leFDS unsupportedTransmissionMode =

R o w NP O
9 ~

edef unsigned short SLE InvokelId;

edef enum SLE SlduStatusNotification

edef unsigned short SLE VersionNumber;

~

1.4 Types derived from CCSDS-SLE-TRANSFER-SERVICE-BIND-TYPES

edef unsigned long SLE Duration; /* in microseconds */
. Service Type [BpplicationIdentifier]

edef enum SLE/ApplicationIdentifier

leATl rthAllFrames 0,

leAI_rtnlnsert 1,

leAT \rtnChFrames 2,

1eAI rtnChFsh 3,
SlcnI_LtuChU\,f 4,
sleAl rtnBitstr 5,
sleAI rtnSpacePkt 6,
sleAl fwdAosSpacePkt 7,
sleAI fwdAosVca 8,
sleAI fwdBitstr 9,
sleAI fwdProtoVcdu 10,
sleAI fwdInsert 11,
sleAl fwdVcdu 12,
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sleAI fwdTcSpacePkt = 13,
sleAI fwdTcVca = 14,
sleAI fwdTcFrame = 15,
sleAI fwdCltu = 16,

sleAI invalid = -1
} SLE ApplicationIdentifier;

BIND Diagnostic [BindDiagnostic]

typedef enum SLE BindDiagnostic

{
sleBD_accessDenied =
sleBD serviceTypeNotSupported =
sleBD versionNotSupported =
sleBD noSuchServicelInstance =
sleBD alreadyBound =
sleBD siNotAccessibleToThisInitiator =
sleBD inconsistentServiceType =
sleBD invalidTime =
sleBD_outOfService =
sleBD otherReason =127,
sleBD invalid =

} SLE BindDiagnostic;

~ 0~

~

~ 0~ 0~

~N o0k Ww NP O
~

~

[ee)
~

|
=

[UNBIND Reason [UnbindReason]

typedef enum SLE UnbindReason
{
sleUBR end = 0,
s1leUBR suspend = 1
sleUBR versionNotSupported = 2,
s1leUBR otherReason =127,
sleUBR invalid = -1
} SLE UnbindReason;

PEER-ABORT Diagnostic [PeerAbortDiagnostic]

typedef enum SLEZPeerAbortDiagnostic
{

~

slePAD accessDenied =
slePAD uanexpectedResponderId =
slePAP~NGperationalRequirement =
sleRADvprotoclError =
sl€PAD communicationsFailure =
shePAD encodingError =
glePAD returnTimeout =
slePAD endOfServiceProvisionPeriod =
slePAD unsolicitedInvokelId =
slePAD otherReason =127,
slePAD invalid =
} SLE PeerAbortDiagnostic;

~

~

~

~

~

~Njoy Ol W N O
~

~

[ee}
~

|
i
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A3.1.5 Types derived from CCSDS-SLE-TRANSFER-COMMON-PDUS
Reporting Cycle [ReportingCycle]

typedef unsigned int SLE ReportingCycle;

Report Request Type [ReportRequestType]

typedef enum SLE ReportRequestType
{

LleRRT immediately =
1leRRT periodically
LeRRT stop =
1leRRT invalid = -
LE ReportRequestType;

Il
~

0L n n n 0
NP O
~ 0~

SCHEDULE-STATUS-REPORT Diagnostic
[DilagnosticScheduleStatusReport]

typedef enum SLE ScheduleStatusReportDiagnostic
{
leSSD notSupportedInThisDeliveryMode =
1eSSD_alreadyStopped =
1leSSD_invalidReportingCycle =
leSSD invalid = -
LE ScheduleStatusReportDiagnostic;

~

0 n n n n
=N B O
~ 0~

A3]2 SLE API TYPES
Fil¢ SLE APITypes.h

Thq following types are used throughout the API Specification.

State of an Association

typedef enum SLE Asse@cState

gleAST unboungd =0,

s|leAST bindPending =1, /* Bind initiated remotely */

s{leAST bound = 2,

sleAST rémoteUnbindPending = 3, /* Unbind initiated remotely */

sleAST<}tocalUnbindPending = 4 /* Unbind initiated locally */
} SLE_AsSocState;

State of a Service Instance

typedef enum SLE SIState
{
sleSIS unbound =
sleSIS bindPending
sleSIS bound
sleSIS unbindPending =
sleSIS startPending

~

~

~

Il
B W N E o

~
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sleSIS active = 5,
sleSIS_ stopPending =6
} SLE SIState;

Role of an SLE Application

typedef enum SLE AppRole
{

sleAR user =0,
sleAR provider =1,
sleAR userAndProvider = 2

} SLE_AppRole;

[Role of an SLE Application in the BIND Operation

typedef enum SLE BindRole
{

sleBR initiator =0,
sleBR responder =1,
sleBR initiatorAndResponder = 2

} SLE BindRole;

Port Registration Identifier
typedef void* SLE PortRegld;

API Components

typedef enum SLE Component
{
sleCP_application =
sleCP_serviceElement =
sleCP_proxy =
sleCP_operations =
sleCP_utilities =

~

~

~

S w N RO
~

} SLE_Component;

[Authentication-Mode

typedef enufn SLE AuthenticationMode
{

sleAMyrione = 0, /* authentication not used */
s1&AM bindOnly = 1, /* authetication only for bind */
sheAM all = 2 /* authentication for all operations */

} "SLE AuthenticationMode;

Event Handle

#if defined( SLE EH FILE DESCRIPTOR ) /* UNIX file descriptor */
typedef enum SLE EventType
{

sleET readEvent = 0;
sleET writeEvent = 1;
sleET_exception = 2;
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} SLE EventType;

typedef struct SLE EventHandle

{
int filedes; /* file descriptor */
SLE EventType eventType;

} SLE_EventHandle;

#elif defined( SLE EH EVENT FLAG ) /* VMS event flag */
typedef—ansigred—intSEE Bvertianet

#ellif defined ( SLE EH EVENT OBJECT ) /* Win32 event object */
typedef HANDLE SLE EventHandle;

/* |further definitions may be added in future versions */
#ellse

typedef void* SLE EventHandle;

#erldif

Thq format of the event handle depends on the processing platform and the operating system
features selected by the implementation of the API component:

a) On UNIX, the event handle consists of a file descriptor, and the type of events|
supported by the select () call. Two event handles are considered to refer to the
same event specification only when the file descriptor and the event type match,
Different event types on the same file descriptor are considered unrelated. (This
version can also be used on other platforms supporting select () in the
combination with the socket API.)

b) On Windows systems, event objects can be used.

Timer Identifier
typedef void* SLE TimerIgdy

Thq identifier for a timer supported by the interface ISLE_TimerHandler.

Trace Level

typedef enum.SLE TracelLevel
{

sleTL dow = 0, /* only state changes */
slleTL\medium =1, /* plus all PDUs and internal events */
slleTD high =2, /* plus arguments of the PDU */
slleTl, full =3 * plus encoded data *

} SLE Tracelevel;

Log Message Types
typedef enum SLE LogMessageType
{
sleLM alarm =0,
sleLM information =1
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} SLE LogMessageType;

Alarms Notified by the API

typedef enum SLE Alarm

{
sleAL accessViolation =
sleAL authFailure =
sleAL commsFailure =

~

~

~

sleAL localAbort =
sleAL remoteAbort =
} SLE Alarm;

SN RO

typedef enum SLE TimeFmt
{
sleTF dayOfMonth =
sleTF dayOfYear =
} SLE TimeFmt;

Time Resolution

typedef enum SLE TimeRes

{
sleTR minutes =
sleTR_seconds =
sleTR _hundredMilliSec
sleTR tenMilliSec
sleTR milliSec
sleTR _hundredMicroSec
sleTR tenMicroSec =
sleTR microSec
sleTR_hundredNanoSec
sleTR_tenNanoSec
sleTR nanoSec
sleTR_hundredPicgoSecC =
sleTR tenPicoSeeg
sleTR picoSec =

} SLE TimeResy

I}

Operation,Type

typedet enum SLE OpType
{

$1e0T bind

~

~ N~ 0~

~

~ N~

O F oyl b W O
~

~

Variants of the CCSDS ASCII Time Format

~

SIe0T_unbind

sleOT peerAbort

s1leOT start

sleOT stop

s1leOT transferData

sleOT transferBuffer

s1eOT syncNotify
s1eOT_asyncNotify

s1e0T scheduleStatusReport
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s1eOT_ statusReport = 10,
s1leOT getParameter =11,
s1eOT throwEvent =12,
s1eOT_invokeDirective =13

} SLE OpType;

This enumeration specifies all operation types used by SLE Services. Not all operations are
valid for all service types. In addition, operations for different service types differ.
Therefore an operation ohject is fully specified only by the combination of ‘operation type’
and| ‘service type’.

Operation Result

tygedef enum SLE Result
{

slleRES positive = 0,

sleRES negative = 1,

slleRES invalid = -1
} SLE Result;

Thq result currently stored in a confirmed operation object.

Diagnostic Type

typgedef enum SLE DiagnosticType

{
sleDT noDiagnostics = 0,
s{leDT commonDiagnostics =1,
gleDT specificDiagnostics = 2
S

LE DiagnosticType;
Thdq type of diagnostic stored in a confirmed operation object.

Originator of a Peer Abort

typedef enum SLE AbortOriginator
{

s{leAO peer = 0, /* the peer system */
slleAO_proxy = 1, /* the local proxy */
slleAO_servigeBlement = 2, /* the local service element */
slleA0_application = 3, /* the local application */
s{leAO inyalid = -1

} §LE Ab&rtOriginator;
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A4 SLE UTILITY CLASSES
A4.1 COMPONENT CREATOR FUNCTION
File <impl-id>.H

The component implementing SLE utility classes includes a function to obtain a pointer to
the utility object factory interface. The signature of this function is defined as:

extern "C" HRESULT
<impl-id> CreateUtilFactory( const GUID& 1iid,
ISLE TimeSource* ptimeSeurce,
void** ppv );

where <impl-id> is replaced by the product identifier of the implenientation. External|‘C’
linkage is required. The function checks the argument identifying\the factory interface [and
returns an error when the implementation does not support that identifier.

If a pointer to the interface ISLE TimeSource is supplied, the component uses [this
interface to obtain the current time via the interface ESLE Time. If a NULL pointdr is
supplied, the component uses system time.

Arguments

iid identifier of the required interface

ptimeSource pointer to the interface ISLE TimeSource

oPV pointer to the’requested interface of the Utility Factory
Result codes

S OK the object has been created

E NOINTERFACE the specified interface is not supported

A4.2 SLE UTILITY FACTORY

Name ISLE UtilFactory

GUID {DED624E1-54CB-11d8-9CF5-0004761E8CFB}

[Inheritance: IUnknown

File ISLE UtilFactory.H

Tha TTtilitsz Factory nmravidoac tha smoanc 44 ~roatn a3 QT T TTalatr obhioot yath o Amcnult

TTHTTOTIIIty  © attory provioTs U o arhy to— Croatt—alrt oo Ottty Oojotr—wirtr o OvT

initialization. The factory uses the interface identifier to verify that it can create the
requested version of the object. If the IID is unknown, the factory returns an error. The
lifetime of utility objects is controlled by reference counting as defined in annex D.

Synopsis
#include <SLE SCM.H>
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interface IMalloc;

interface ISLE Time;
interface ISLE SII;

interface ISLE Credentials;
interface ISLE SecAttributes;

#define IID ISLE UtilFactory DEF { Oxded624el, 0x54cb, 0x11d8, \
{ 0x9c, Oxf5, 0x0, O0x4, 0x76, 0Oxle, 0x8c, Oxfb } };

interfe TS aettoryr——Igrierrowe
vliirtual HRESULT
CreateMemoryManager ( const GUID& iid,
void** ppv ) const = 0;
vliirtual HRESULT
CreateTime ( const GUID& iid,
void** ppv ) const = 0;
vliirtual HRESULT
CreateSII( const GUID& iid,
void** ppv ) const = 0;
vliirtual HRESULT
CreateCredentials( const GUID& iid,
void** ppv ) const = 0;
vliirtual HRESULT
CreateSecAttributes( const GUID& iid,
void** ppv ) const =(0;

}i

Methods

HRESULT CreateMemoryManager ( const GUID& iid, void** ppv ) const;

Creptes a new memory manager objeet'which implements the COM interface IMalloc.

Arguments
iid identifier of the required interface
PPy pointer to the requested interface of the object

Redult codes
S QK the object has been created
E NOINTERFACE the specified interface is not supported

HRFrSULT CreateTime ( const GUID& iid, void** ppv ) const;

Creates a new time object, set to current time. Current time is obtained from the interface
ISLE TimeSource, if this interface was supplied to the creator-function of the
component. Otherwise, the component uses system time.

Arguments

iid identifier of the required interface

ppv pointer to the requested interface of the object
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Result codes
S OK the object has been created
E NOINTERFACE the specified interface is not supported

HRESULT CreateSII( const GUID& iid, void** ppv ) const;

Creates a new service instance identifier object.

Arguments
iid identifier of the required interface
PPV pointer to the requested interface of the object

Result codes
S OK the object has been created
E NOINTERFACE the specified interface is not supported

HRESULT CreateCredentials( const GUID& iid,.void** ppv ) const;

Creates a new credentials object.

Arguments
iid identifier of the required interface
PPV pointer to the requested interface of the object

Result codes
S OK the object has been created
E NOINTERFACE the specified interface is not supported

HRESULT CreateSecAttributes( const GUID& iid, void** ppv ) const;

Creates a new objectholding security attributes.

Arguments
iid identifier of the required interface
opPV pointer to the requested interface of the object

Résult codes

S_OK the object has been created
E NOINTERFACE the specified interface is not supported
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A4.3 SLE MEMORY MANAGER

Name IMalloc

GUID {00000002-0000-0000-C000-000000000046}
Inheritance: IUnknown

File IMalloc.H

res passed over components boundaries or between the SLE AR]

and|the SLE application.

Thip interface conforms to the definition in the COM specification (including thé \GUID) in|
order to allow use of the COM memory manager in a COM environment. However, in the
confext of the SLE API, only the methods A11loc (), Realloc () and Free\() are needed
and| implementations may provide dummy implementations of the methods GetSize (),
HeapMinimize (), and DidAlloc (). Clients must not rely on thése'methods.

A more detailed discussion of memory management is provideddnyannex D.
Synopsis
#include <SLE SCM.H>

#delfine IID IMalloc DEF { 0x00000002, 0xQQ00, 0x0000, \
{ Oxc0O, 0x0, 0Ox0, 0x0, 0x0, 0x0, 0x0, Ox46 } }

intlerface IMalloc : IUnknown

irtual void *

<

Alloc( unsigned long cb ), =70;
vliirtual void *

Realloc ( void* pv, umsigned long cb ) = 0;
vlirtual void

Free ( void* pv ), = 0;
vlirtual unsigned (long

GetSize ( voig*\pv ) = 0;
vlirtual int

DidAlloc ({xoid* pv ) = 0;
viirtual void

HeapMinimize () = 0;

virtual void * Alloc( unsigned long cb );

Allocates a memory block of at least cb bytes. The initial content of the returned memory
block is undefined. Specifically, it is not guaranteed that the block is zeroed. The block
actually allocated may be larger than cb bytes because of space required for alignment and
for maintenance information.
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Arguments

cb minimum size (in bytes) of the memory block to be allocated; if
cbis 0, Alloc () allocates a zero-length item and returns a
valid pointer to that item

Results

NULL insufficient memory available

not NULL start address-of the-allocated memory block

virtual void * Realloc( void* pv, unsigned long cb );

Changes the size of a previously allocated memory block. The content \of the block is
unchanged up to the shorter of the new and old sizes, although the new"block may be |n a
different location. Because the new block can be in a new memory_location, the pointer
returned by Realloc () is not guaranteed to be the pointer “passed through the|pv
argument. If pv is not NULL and cb is 0, then the memory pointéd to by pv is freed.

Realloc () returns a void pointer to the reallocated (andpossibly moved) memory blpck.
The return value is NULL if the size is zero and the buffer argument is not NULL, or if there
is not enough available memory to expand the block te“the given size. In the first case,|the
original block is freed. In the second, the original:block is unchanged.

The storage space pointed to by the return walue is guaranteed to be suitably aligned| for
storage of any type of object. To get a pointer to a type other than void, a type cast on|the
return value must be used.

Arguments

2% current start address of the memory block to be reallocated; if
pv is NULL, Realloc () functions in the same way| as
Alloc () and allocates a new block of cb bytes; if pv is[not
NULIL, it should be a pointer returned by a prior call to
Alloc ()

cb minimum new size (in bytes) of reallocated memory block

Results

NULL insufficient memory available, or original memory block |has
been freed (if cb was 0)

nct NULL start address of reallocated memory block

virtual void Free( void* pv );

Deallocates a memory block. The pv argument points to a memory block previously
allocated through a call to Alloc () or Realloc (). The number of bytes freed is the
number of bytes with which the block was originally allocated (or reallocated, in the case of
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Realloc ()). After the call, the pv parameter is invalid, and can no longer be used. pv
may be NULL, in which case this method does nothing.

Arguments
pv address of memory block to be deallocated

virtual unsigned long GetSize( void* pv );

Retprns the size (in bytes) of a memory block previously allocated _With
IMalloc::Alloc () or IMalloc: :Realloc ().

NOTE - Implementations of the SLE Utilities component are not required to\support this|
feature and may provide a dummy implementation, which always retirns zero.

uments
pVv address of the memory block for whi¢h the size should be]
returned

2z

vigtual int DidAlloc( void* pv );
Determines if this allocator was used to allocate the spécified block of memory.

NO[TE - Implementations of the SLE Utilities“component are not required to support this|
feature and may provide a dummy.implementation, which always returns —1.

Arguments

pv address (ofithe memory block for which the query is made
Regults

1 The memory block was allocated by this TMalloc instance

0 The memory block was not allocated by this IMal1oc instance
-1 DidAlloc () 1is unable to determine whether or not it

allocated the memory block

vigtual wvoid HeapMinimize() ;

Minimizes the heap as much as possible by releasing unused memory to the operating

vileneoalescin aadiacentfree blocksandcommitting free pages

NOTE - Implementations of the SLE Utilities component are not required to support this
feature and may provide a dummy implementation, which does nothing.
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A4.4 SLE TIME

Name ISLE Time

I GUID {7¢79655¢c-3f16-47eb-b6a5-08634844ddee}
Inheritance: IUnknown
File ISLE Time.H

ﬂhjpr“rq m(pnr‘ring this interface store time information with a resolution of up ta one
microsecond for SLE Services of Generation 1 and 2 and up to one picosecond for$LE
Services of Generation 3. They support input and output in the following formats:

a) CCSDS day segmented time code (CDS);
b) CCSDS ASCII Calendar Segmented Time Code.

They provide methods for comparison of times and calculation of the&’difference between two
times measured in seconds and fractions of seconds.

For the SLE Service Version 4 as identified in the BIND @peration, the SLE API supplrts
transmission of time fields with a resolution up to picoseconds. The interface ISLE Time
supports this with the following methods which can alsgySupport earlier versions that support
time resolution only up to microseconds.

On the SLE provider side the method.-$Set CDS ToPicosecondsRes (copst
SLE Octet* time) shall be called when the time needs to be set in picosecond
resolution. The SLE API interprets the¢)supplied octets as CDS time with 4 octety of
picoseconds (10 octets in total for the*CDS time).

When the Set CDS ToPicosecondsRes () method is called although the SLE ARI is
configured for SLE version 4.0r 2, the microsecond resolution will be used for encoding with
the effect that the picosecond resolution information is lost.

On the SLE user side;.the method Get PicosecondsResUsed () must be called firgt to
find out the N"resolution wused; if the method returns true  then
Get CDS TdPRicosecondsRes () shall be called, which returns the CDS timg in
picosecondiresolution. Otherwise Get CDS () shall be called, which returns the CDS time in
microsecend resolution.

In.Case the method Get CDS ToPicosecondsRes () is called although the interface

imp]Pmanﬁnn has the time value onlv in microsecond resolution then the time is returned in

microsecond resolution, and the picoseconds are filled up with zeros.
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Synopsis

#include <SLE SCM.H>
#include <SLE APITypes.h>

#define IID ISLE Time DEF { 7¢79655c, 0x3fl6, 0x47eb , \
{ Oxb6, Oxab, 0x08, 0x63, 0x48, 0x44, Oxdd, Oxee } };
interface ISLE Time : IUnknown

{

vlirtual HRESULT

Set CDS( const SLE Octet* time ) = 0;
virtual HRESULT

Set CDS ToPicosecondsRes( const SLE Octet* time ) = 0;
vliirtual bool

Get PicosecondsResUsed() const = 0;

<

irtual SLE Octet*
Get CDS() const = 0;
vliirtual SLE Octetx*

Get CDS ToPicosecondsRes () const = 0;
viirtual HRESULT

Set DateAndTime ( const char* dateAndTime ) = 0;
viirtual HRESULT

Set Time( const char* time ) = 0;

vliirtual char*
Get Date( SLE TimeFmt fmt ) const = 0;
vlirtual char*
Get Time( SLE TimeFmt fmt,
SLE TimeRes res = sleTR sggonds ) const = 0;
vlirtual char*
Get DateAndTime ( SLE TimeFmt fmg(

SLE TimeRes xgs = sleTR seconds ) const = 0;

virtual void

Update () = 0;
virtual double

operator- ( const ISLE.Time& time ) const = 0;
virtual bool

operator== ( const \ISLE Time& time ) const = 0;
vlirtual bool

operator!= ( corst ISLE Time& time ) const = 0;
vlirtual bool

operator< .(\cdonst ISLE Time& time ) const = 0;
vliirtual boolk

operaterX ( const ISLE Time& time ) const = 0;
virtualbgol

ope¥ator<= ( const ISLE Time& time ) const = 0;
virttal bool

operator>= ( const ISLE Time& time ) const = 0;
virtual ISLE Time¥*

Copy () const = 0;

}i
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Methods

HRESULT Set_CDS( const SLE Octet* time );
Sets the time to the value of the argument presented in the CCSDS day segmented time code.

Arguments

time time coded according to the CCSDS day segmented time code,
consisting of 8 octets; the P-Field is implicit and not includecli

Result codes

S OK the time has been set
E INVALIDARG the argument does not contain the expected format
E FAIL failure to set the time because of other reasons

[G3:] HRESULT Set CDS_ToPicosecondsRes( const SLE Octet* time );

Sets the time to the value of the argument presented in the CCSDS day segmented time dode
to picosecond resolution.

[Arguments
time time coded according\to the CCSDS day segmented time cpde,
consisting of 10 octets; the P-Field is implicit and not includgd

Result codes

S_OK the time-has been set
E INVALIDARG the argtiment does not contain the expected format
E FAIL failure to set the time due to other reasons

[G3:] bool Get_PicosecondsResUsed() const;

Returns t rue if thetime is represented in picosecond resolution, otherwise false.

SLE Octet*' Get CDS() const;

Returnsthe time in the CCSDS day segmented time code, consisting of 8 octets; the P-Fjield
isimplicit and not included. The returned value must be deleted by the client.

[G3:] SLE_Octet* Get_CDS_ToPicosecondsRes () const;

Returns the time in picoseconds resolution in the CCSDS day segmented time code,
consisting of 10 octets; the P-Field is implicit and not included. The returned value must be
deleted by the client.
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HRESULT Set DateAndTime( const char* dateAndTime ) ;

Sets the date and time to the value specified by the input argument. The ASCII string can be
coded in either variant A or B of the CCSDS ASCII Calendar Segmented Time Code. The
time subset must contain at least the hours. The trailing ‘Z’ may or may not be included.

Arguments
time date and time coded according to the CCSDS ASCII Calendar

Segmented Time Code either format A or B

Redult codes

S QK the time has been set
E_INVALIDARG the argument does not contain a valid date and time representation
E FAIL failure to set the time because of other reasons

HRESULT Set Time( const char* time );

Set$ the time to the value specified by the input argument and\the date to the current date.
Thq ASCII string contains the time subset of the CCSDS ASCII Calendar Segmented Time
Code. The time subset must contain at least the hours. The trailing ‘Z’ may or may not be
included.

Arguments

time time subset of the,\'CCSDS ASCII Calendar Segmented Time
Code

Redult codes

S QK the time has been set

E_INVALIDARG therargument does not contain a valid date and time representation

E FATL failure to set the time because of other reasons

chgr* Get Date (~SLE TimeFmt fmt ) const;

Retprns an ASCl=string with the date formatted according to the CCSDS ASCII Calendar
Segmented Fimie Code in the variant specified by the input argument. The returned value
must be deleted by the client.

Argluments

fmt the variant of the time code to be used

char* Get _Time( SLE TimeFmt fmt,
SLE TimeRes res = sleTR seconds ) const;

CCSDS 914.0-M-2 Page A-24 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

Returns the time (no date) formatted according to the CCSDS ASCII Calendar Segmented
Time Code in the variant and with the resolution specified by the input arguments. The
optional ‘Z’ is included. The returned value must be deleted by the client.

Arguments
fmt the variant of the time code to be used
res the resolution of the time

char* Get DateAndTime( SLE TimeFmt fmt,
SLE TimeRes res = sleTR seconds ) conSty;

Returns the time and date formatted according to the CCSDS ASCII Calehdar Segmented
Time Code in the variant and with the resolution specified by the input‘arguments. [[he
optional ‘Z’ is included. The returned value must be deleted by the cli¢nt.

Arguments
fmt the variant of the time code to bedised
res the resolution of the time

void Update () ;

Sets the value of the time to current time. .Current time is obtained from the interface
ISLE TimeSource, if this interface was supplied to the creator-function of [the
component. Otherwise, the component uses system time.

double operator- (const ISLE Time& time ) const;

Calculates the difference between the time stored and the time passed as argument |and
returns the difference measuted in seconds and fractions of a second.

bool operator== ( const ISLE Time& time ) const;
bool operator!= ( const ISLE Time& time ) const;
bool operator< ( const ISLE Time& time ) const;
bool operator> ( const ISLE Time& time ) const;
bool operator<= ( const ISLE Time& time ) const;
bool\'operator>= ( const ISLE Time& time ) const;

Stanmdard comparisoI Operators Tor times.

ISLE Time* Copy() const;

Copies the time object and returns the interface of the copy.

CCSDS 914.0-M-2 Page A-25 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

A4.5 SLE SERVICE INSTANCE IDENTIFIER

Name ISLE SII

GUID {EC5C1E4B-1E25-4280-AA17-BA8B510AEC20}
Inheritance: IUnknown

File ISLE SII.H

Objects exporting this interface handle the service instance identifier defined by the CCSDS
Redommended Standards for SLE transfer services. The interface supports two formats ffor
the [service instance identifier:

a) The standard format as defined by reference [17] with the constraint that|the attribute
are always character strings.

b) A standard character string representation defined in the CCSDS Recommended
Standards (for version 1 of the services RAF, RCF, and CETU, this definition is
provided by annex C of this specification).

Thq standard format consists of a sequence of ‘attribute valu¢ assertions’, i.e., pairs of an|
attrjbute identifier and an attribute value. The attribute identifier is an object identifier as
defined by ASN.1 (reference [15]).

Thq object is able to process the standard ASCII representation for input and output.

It a]so accepts the standard format as defined by reference [17] and produces output in this
format. For the global form of the object identifier the object uses the full object identifier
presented as an array of integers. For.the local form, it accepts and outputs only the trailing
conpponent of the object identifier, whi¢h is unique for all attributes used in a service instance
iderItiﬁer. For retrieval of the standard format, the object supports a simple built-in iterator
by which the name components'¢an be read.

Thq object verifies that the)structure and contents of the service instance identifier conforms
to the specifications.provided in the CCSDS Recommended Standards for SLE transfer
seryices (for versiom I+to the specification in annex C).

After creation-the value of the service instance identifier is NULL.

After creation, the format to be used is set to the one defined in the CCSDS Recommended|
Standards for SLE transfer services. To use the initial format defined in annex C, the method
SetInmftiatFormatt) must be catted—SupportfortheTmtratformmat Tsoptromat—amd
implementations not supporting this format shall return an error when the method is called.

Synopsis
#include <SLE SCM.H>

#define IID ISLE SII DEF { Oxecbcle4b, 0Oxle25, 0x4280, \
{ Oxaa, 0x17, Oxba, 0x8b, 0x51, Oxa, Oxec, 0x20 } }
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interface ISLE SII : IUnknown
{

virtual bool

Get InitialFormatUsed() const = 0;
virtual HRESULT

Set InitialFormat () = 0;
virtual char*

Get AsciiForm() const = 0;

4 = ul = '3

GetLastRDN () const = 0;
virtual HRESULT

Set AsciiForm( const char* siiString ) = 0;
virtual bool

IsNull() const = 0;
virtual void

SetToNull() = 0;
virtual bool

operator== ( const ISLE SII& sii ) const = 0;
virtual bool

operator!= (const ISLE SII& sii ) const = 0;

virtual ISLE SII*
Copy () const = 0;
virtual HRESULT
Add _GlobalRDN( const int objIdl[],
size t objIdLength,
const char* value ) =0;
virtual HRESULT
Add LocalRDN( int objId, const char* value ) = 0;
virtual void
Reset () = 0;
virtual bool
MoreData () = 0;
virtual HRESULT
NextGlobalRDN ( int*& objId,
sizelt& objIdLength,
char*& value ) = 0;
virtual HRESULT
NextLocalRDNJ(\inht& objId,
char*& value ) = 0;

}i

Methods

Bool\ Get InitialFormatUsed();

1D IS TRIIE £+ 11 tral £ + dafs = Caclaas | |
RNCUUTIIS  TINU L T UIic midr rfornat Ut ITIIoU T Al TCA O TS " UC TS USsTU- a il

FTALQE o+l M
T Z7YDOT UUICT WISU.

HRESULT Set InitialFormat();

Requests use of the initial format defined in annex C of this Specification to support version
1 of the services RAF, RCF, and CLTU.
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Result codes
S OK the request has been accepted
E NOTIMPL the implementation does not support the initial format

char* Get AsciiForm() const;

Returns the ASCII representation of the service instance identifier or the string “***’ if the
identifier is NULL. The string must be deleted by the client.

char* GetLastRDN() const;

Retpirns the ASCII representation of the last component of the service instanééjidentifier o
the [string “***’ if the identifier is NULL. The string must be deleted by the-elient.

HRESULT Set AsciiForm( const char* siiString );

Parpes the input string and sets the value of the service instan¢evidentifier as defined by the
strihg. If the string is badly formatted or contains attributes that are not defined for the
seryice instance identifier, returns an error and sets the value of the service instance identifier
to NULL.

Arguments
silString an ASCII string defining the service instance identifier

Regult codes

S QK the valgeyof the service instance identifier has been set ag
defined.by the input argument

E INVALIDARG syntax error in the input

SLE E INVALIDID unknown attribute abbreviation encountered

SLE E SEQUENCE incorrect sequence of attributes

bogl IsNull ())'const;

Returns txue if the value if the service instance identifier is NULL.

void_SetToNull () ;

Sets the value of service instance identifier to NULL.

bool operator== ( const ISLE _SII& sii ) const;
bool operator!= ( const ISLE_SII& sii ) const;

The standard equality operators for service instance identifiers.
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ISLE SII* Copy() const;

Performs a deep copy of the service instance identifier and returns the copy.

HRESULT Add GlobalRDN( const int objIdI[],
size_t objIdLength,
const char* value );

[Appends a relative distinguished name (i.e., an attribute identifier-attribute value pair)to| the
end of the service instance identifier. If the object identifier is not defined for the)seryice
instance identifier or the value is empty, returns an error and does not add the name 'to seryice
instance identifier.

Arguments

objId the object identifier of the attribute presented as an array of
integers; the array is copied by the object

objIdLength the number of components of the object identifier

value the value of the attribute

Result codes

S _OK the relative distinguished name has been appended to [the
service instance identifier

SLE E BADVALUE value contains chatacters that are not permitted

SLE E INVALIDID unknown attribute identifier

SLE_E SEQUENCE incorrect sequence of attributes

HRESULT Add LocalRDN( int. objId, const char* value );

Appends a relative distingtiished name to the end of the service instance identifier. For [this
imethod the attribute is identified by the last component of the object identifier. If the object
identifier is not defined for the service instance identifier or the value is empty, returng an
error and does not'add the name to service instance identifier.

Arguments

objId the last component of the object identifier of the attribute
value the value of the attribute
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Result codes

S OK the relative distinguished name has been appended to the
service instance identifier

SLE_E BADVALUE value contains characters that are not permitted

SLE E INVALIDID unknown attribute identifier

SLE_E_ SEQUENCE incorrect sequence of attributes

Iteration Methods

void Reset() ;

Regets the internal iterator to the beginning of the service instance identifier.

bog

Ret
ILe.
dist]

HRESULT NextGlobalRDN( int*& objId,

Ret

1l MoreData() ;

s t rue when the iterator has not yet reached the end of the service instance identifier.
the next to call to NextGlobalRDN () or NextLocalREN () will return a relative
inguished name. Otherwise, returns false.

size_t& objIdLength,
char*g& value ) _wconst;

irns the relative distinguished name pointéd at by the iterator in the global form and

forywards the iterator by one element. If the iterator has reached the end of the service

instance identifier or the service identifieris NULL, returns an error.

Arguments

objId the,object identifier of the attribute presented as an array of
infegers; the array is a copy of the internal data and must be)
deleted by the client

objIdLength the length of the object identifier

value the value of the attribute; this is a copy of the internal data,)
which must be deleted by the client

Result codes

S QK the output arguments contain the relative distinguished name

SLE“S EOD end of service instance identifier reached

SLE_S NULL service instance identifier is NULL

HRESULT NextLocalRDN( int& objId, char*& value ) const;

Returns the relative distinguished name pointed at by the iterator in the local form and
forwards the iterator by one element. If the iterator has reached the end of the service

inst

ance identifier or the service identifier is NULL, returns an error.
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Arguments
objId the last component of the object identifier of the attribute
value the value of the attribute; this is a copy of the internal data

which must be deleted by the client

Result codes

S OK the output arguments contain the relative distinguished name
SLE 5 EOD endofserviceinstanceidentitier reached
SLE_S NULL service instance identifier is NULL

CCSDS 914.0-M-2 Page A-31 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

A4.6 SLE CREDENTIALS

Name ISLE Credentials

GUID {D020B002-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE Credentials.H

Objltacts implementing this interface hold the credentials used for authentication of the peer
idemtity. The credentials comprise a message digest (the protected), a random number; and
the [time when the message digest was generated. For the message digest the object does not
malte any assumptions on the format, size, or encoding. It simply stores the séquence of
byte¢s passed to it.

Synopsis

#irjclude <SLE_ SCM.H>
#injclude <SLE APITypes.h>
inferface ISLE Time;

#ddfine IID ISLE Credentials DEF { 0xd020b002, Oxccdl, 0x11d2, \
{ 0x9b, 0x44, 0x0, 0Oxa0O, 0x24, Oxod, 080, Oxdb } }

inferface ISLE Credentials : IUnknown

vlirtual long

Get RandomNumber () const = 0;

virtual const SLE Octet*

Get Protected( size t& size )-\const = 0;
virtual const ISLE Timeé&

Get TimeRef () const = 0;

viirtual void

Set RandomNumber ( longirumber ) = 0;
virtual void
Set Protected( const’ SLE Octet* hashCode, size t size ) = 0;
viirtual void
Set TimeRef ( censt ISLE Time& time ) = 0;
viirtual bool
operator=#) (Vconst ISLE Credentials& credentials ) const = 0;
viirtual booil
operat©Qnl= ( const ISLE Credentials& credentials ) const = 0;
Virtua¥ISLE Credentials*
Copv() const = 0;
victual char*
Berp-H) AraE———m>0-
}i
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Methods
long Get_RandomNumber () const;

Returns the random number currently stored in the object or zero when no value has been set.
Of course, zero is as random as any other number. A return value of zero does not indicate
that the attribute has not been set.

const SLE Octet* Get Protected( size_ t& size ) const;

Returns the hash code (‘the protected’) currently stored in the object or a NULL" poipter
when no value has been set.

const ISLE Timeé& Get_TimeRef () const;

Returns the generation time stored in the object; if no values have‘been set, the time valde is
undefined.

void Set RandomNumber ( long number ) ;

Sets the random number to the value of the input argtiment.

void Set Protected( const SLE Octet* hashCode, size t size );

Sets the hash code in the object copying-the input argument.

void Set TimeRef ( const ISLE Time& time );

Sets the generation time(inythe object copying the input argument.

bool operator=~ ( const ISLE Credentials& credentials ) const;
bool operator!= ( const ISLE Credentials& credentials ) const;

Comparison operators for credentials.

ISLE_ Credentials* Copy() const;

Performs a deep copy and returns it.

char* Dump() const;

Produces a human readable string of the object contents. The returned value must be deleted
by the client.

CCSDS 914.0-M-2 Page A-33 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

A4.7 SLE SECURITY ATTRIBUTES

Name ISLE SecAttributes

GUID {D020B003-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE SecAttributes.H

Obj cts implﬁmen‘ring this interface hold the user name and the pnqunrd rpqnired for genpmﬁno

and| authenticating credentials. For the password the object does not make any assumptions ‘on
the [format, size, or encoding. It simply stores the sequence of bytes passed to it.

Thq interface provides methods to generate credentials and to authenticate credentials. The
progedure applied for both methods is specified in 3.5.6.

Bedause the object stores sensitive information it does not provide methods for read access
and| does not support printing of the contents.

Synopsis

#include <SLE SCM.H>
#injclude <SLE APITypes.h>
intlerface ISLE Credentials;

#ddfine IID ISLE SecAttributes DEF { 0xd020b003, Oxccdl, 0x11d2, \
{ 0x9b, 0x44, 0x0, 0Oxa0O, 0x24,7>0x6d, 0x80, Oxdb } }

intlerface ISLE SecAttributes : IUnknOwn

vliirtual void

Set UserName ( const char* (name ) = 0;
vliirtual void

Set Password( const SLE\Octet* pwd, size t size ) = 0;
vlirtual void

Set HexPassword( cdonst char* pwd ) = 0;
vliirtual ISLE Credefitials*

GenerateCredentd#als () const = 0;

irtual bool
Authenticafie (| const ISLE Credentials& credentials,

<

int acceptableDelay ) const = 0;
viirtual bedl
operator== ( const ISLE SecAttributesé& secAttr ) const = 0;
vlirtugl rbool
operator!= ( const ISLE SecAttributes& secAttr ) const = 0;

iftual ISLE SecAttributes*
Copy () const = 0;

<

b

Methods

void Set UserName( const char* name );
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Sets the user name to the value defined by the argument.

Arguments
name user name

Precondition: The length of the string supplied as argument is >= 3 and <= 16 characters.

Voi1d Set_Password( const SLE _Octet* pwd, size_t size ),

Sets the password to the value defined by the arguments.

Arguments
pwd pointer to the password
size the size of the password in bytes

Precondition: The length of the octet string supplied as argument is >= 6 and <= 16 octets.

void Set HexPassword( const char* pwd );

Sets the password to the value described by the argumérit.

Arguments
pwd An ASCII stringzwith a hex representation of the password. [The

ASCII string consists of an even number of hex digits (two [hex
digits for each byte of the password) without blanks and without
any prefix or postfix. The ASCII string may only contain ASCII
characters from the set {0’ - ‘9°, ‘A’ - ‘F’, ‘a’ - ‘f"}.°

Precondition: The length efithe octet string represented by the argument is >=6 and <16

octets.

ISLE Credentials* GenerateCredentials() const;

Generates and teturns credentials from the attributes stored to the object. When any of]the
attributes have not been set, returns NULL.

bool Authenticate( const ISLE Credentials& credentials,

Inmt—acceptableDelay ) const;

Verifies that the credentials passed as argument have been generated from the attributes
stored to the object within the acceptable time delay. Returns true, if authentication
succeeds and false otherwise.
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Arguments
credentials the credentials that shall be authenticated
acceptableDelay the acceptable delay between the time the credentials have been

generated and the time of authentication

bool operator== ( const ISLE SecAttributes& secAttr ) const;
bool operator!= ( const ISLE SecAttributes& secAttr ) const;

Thq standard equality operators for security attributes.

ISIE SecAttributes* Copy() const;

Performs a deep copy of the object and returns the copy.
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A5 SLE OPERATION OBJECTS
A5.1 COMPONENT CREATOR FUNCTION
File <impl-id>.H

The component implementing operation objects includes a function to obtain a pointer to the
operation factory interface. The signature of this function is defined as:

extern "C" HRESULT
<impl-id> CreateOpFactory( const GUID& iid,
ISLE UtilFactory* putil,
ISLE Reporter* preportex,
void** ppv );

where <impl-1id> is replaced by the product identifier of the implemientation. External|‘C’
linkage is required. A reference to the utility factory that shall-be used by the component
must be passed as an argument. The function checks the argument identifying the operafion
factory interface and returns an error when the implementation does not support fthat
identifier.

A pointer to the reporter interface can optionally bé/passed as well. Operation objects may
use this interface to report error messages, if (itvis provided. The extent to which efrror
logging is supported is implementation dependent.

Arguments

iid identifier of the required interface

putil pointerto the interface of the Utility Factory

preporter pointer to the reporter interface for passing of log messages [and
notifications to the application

PPV pointer to the requested interface of the Operation Factory

Result codes

S OK the object has been created

E NOINTEREACE the specified interface is not supported

E INVALIDARG the reference to the utility factory or reporter is missing
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A5.2 SLE OPERATION FACTORY

Name ISLE OperationFactory

GUID {BB4DDA22-54CD-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

File ISLE OperationFactory

Synopsis

#include <SLE_ SCM.H>

#injclude <SLE APIType
#include <SLE Types.h
intlerface ISLE Operat

#ddfine IID ISLE Oper
{ 0x9c, Oxf5

inferface ISLE Operat

vliirtual HRESULT
CreateOperation (

b

Methods
HRESULT CreateOpera

Creptes a new operation

found, does not refer to an operation object interface of the specified type, or is not supported
for the specifiedéservice type, returns an error and sets the output argument to NULL.

s.h>
>
ion;

ationFactory DEF { Oxbb4dda22, 0x54cd,.0x11d8, \
, 0x0, Ox4, 0x76, 0Oxle, 0x8c, Oxfb }

ionFactory : IUnknown

const GUID& iid,

SLE OpType opType,

SLE ApplicationIdentifie®@, srvType,
SLE VersionNumber versdoh,

void** ppv ) const =¢90;

tion( const GUID& iid,
SLE-OpType opType,
SLE Applicationldentifier srvType,
SLE VersionNumber version,
void ** ppv ) const;

object as specified by the arguments. If the interface cannot be

Arguments

iig GUID for the operation object interface to be returned

opType the operation object type that shall be created

srvType the service type for which an operation 1s requested

version the version number of the service type identified by srvType,
which must be greater than zero

PPV a pointer to the requested interface
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Result codes

S OK the object has been created

E NOINTERFACE the specified interface is not supported

SLE E INCONSISTENT the requested operation type is not supported by the specified
service type
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AS5.3 BASIC INTERFACES

A5.3.1 SLE Operation

Name ISLE Operation

GUID {BB4DDA25-54CD-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

Filg ISLE Operation.H

Thq interface defines basic characteristics supported by all operation objects.

Synopsis

#injclude <SLE_ SCM.H>
#include <SLE APITypes.h>
#irjclude <SLE Types.h>
inferface ISLE Credentials;

#dgfine IID ISLE Operation DEF { Oxbb4dda25, 0x54cgy\0x11d8, \
{ 0x9c, Oxf5, 0x0, 0x4, 0x76, Oxle, 0x8c,\ Oxfb } }

inferface ISLE Operation : IUnknown

vliirtual SLE ApplicationIdentifier
Get OpServiceType() const = 0;
virtual SLE VersionNumber
Get OpVersionNumber () const = 0;
virtual SLE OpType
Get OperationType () const =.07
vlirtual bool
IsConfirmed() const = 0;
vliirtual const ISLE Credentdials*
Get InvokerCredentialsy) const = 0;
irtual void

Set InvokerCredentials( const ISLE Credentials& credentials ) = 0;
vliirtual void
Put InvokerCredentials( ISLE Credentials* pcredentials ) = 0;
vliirtual HRESULT
VerifyInv@eationArguments () const = 0;
vliirtual HRESULT
Lock (N\NF 0;
vlirtual\HRESULT
Trylock () = 0;
vlirtBual HRESULT

Unlock() = 0;
virtual ISLE Operation*

Copy ()const = 0;
virtual char*
Print ( int maxDumpLength ) const = 0;

<

b

CCSDS 914.0-M-2 Page A-40 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

Methods
SLE Applicationldentifier Get_OpServiceType() const;

Returns the SLE service type for the operation.

SLE VersionNumber Get_ OpVersionNumber () const;

Returns the version number of the SLE Service type for the operation.

SLE_OpType Get OperationType() const;

Returns the type of operation as defined by SLE OpType.

bool IsConfirmed() const;

Returns true if the operation is a confirmed operation, false-0therwise.

const ISLE Credentials* Get_ InvokerCredentials() const;

Returns a pointer to the invoker credentials or NULL when no credentials are present.

void Set_InvokerCredentials( const ISLE Credentials& credentials );

Sets the invoker credentials copying-the input argument.

void Put_InvokerCredentials( ISLE Credentials* pcredentials );

Sets the invoker credéntials to the input argument. The input argument will be deleted by] the
operation object.

HRESULT VerifyInvocationArguments () const;

Verifies the invocation arguments with respect to completeness, consistency, and range.
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Result codes

S OK all checks passed

SLE E MISSINGARG at least one argument is missing
SLE _E INCONSISTENT the arguments are inconsistent

SLE E RANGE at least one argument is out of range

Further results codes might be specified by supplemental Recommended Practice documents

for ariea—spnacife ARl Thaca racult cadac oot bha tal-an
ServIee—5Peeie—~ 15t

of derived interfaces.

HRESULT Lock() ;
Set$ an advisory lock on the operation object.

Redult codes
S OK lock has been set

E FAIL further unspecified error

HRESULT TryLock() ;

mta—accarnt sz 1manlaoragntat: Ao o
THESEFeStrtoaesustoetaxe i hitoaccotuit oy Hipremetation

Set$ the lock on the object if possible. If the logk is currently not available returns

imrhediately.

Redult codes

S QK lock has been.set
SLE S LOCKED lock not-available
E FAIL further unspecified error

HRESULT Unlock () ;
Relgases a lock previously set on the operation object.

Redult codes
S QK lock has been removed

E FATL further unspecified error

ISL&epe'r'ata'.le* CULJ_Y () 7

Performs a deep copy of the operation object and returns a pointer to the new object.

char* Print( int maxDumpLength ) const;

Generates and returns a human readable printout of the object attributes.
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Arguments
maxDumpLength

defines the maximum length in bytes of hexadecimal dumps
produced for binary parameters, such as space data units

Default Setting of Operation Parameters after Creation

Argument

Created directly

Created by Service Instance

SETvice type

setlntne credle request

as detined 10r the oSl

version number

set in the create request

as defined for the Sl

operation type

set in the create request

according to the request

confirmed operation

depending on derived I/F

depending on derived/F

invoker credentials used

false

false

invoker credentials

NULL

NULL

Checking of Invocation Parameters

[No checks are defined for the parameters handled by this\interface.
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A5.3.2 SLE Confirmed Operation

Name ISLE ConfirmedOperation

GUID {D020B006-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown - ISLE Operation

File ISLE ConfirmedOperation.H

Thq interface defines characteristics supported by all confirmed operation objects.

Synopsis

#injclude <ISLE Operation.H>

#ddfine IID ISLE ConfirmedOperation DEF {0xd020b006, Oxccdl, QxI1d2,\
{ 0x9%b, 0x44, 0x0, 0Oxa0O, 0x24, 0Ox6d, 0x80, Oxdb }}%

intlerface ISLE ConfirmedOperation : ISLE Operation

vliirtual SLE Result

Get Result () const = 0;

vliirtual SLE DiagnosticType

Get DiagnosticType() const = 0;

irtual SLE Diagnostics

Get Diagnostics() const = 0;

vliirtual SLE InvokelId

Get InvokeId() const = 0;

vliirtual const ISLE Credentials*

Get PerformerCredentials() const’i= 0;

vlirtual void

Set PositiveResult() = 0;

vlirtual void

Set Diagnostics( SLE Dimgnostics diagnostic ) = 0;
viirtual void

Set InvokeId( SLE InvekeId id ) = 0;

viirtual void

Set PerformerCredentials( const ISLE Credentialsé& credentials ) = 0;
vliirtual void

Put PerformexCredentials( ISLE Credentials* pcredentials ) = 0;
irtual HRESULMT

VerifyReturnArguments () const = 0;

<

<

b

Methods

SLE _Result Get_Result() const;

Returns the result (positive / negative) stored to the object.

SLE DiagnosticType Get DiagnosticType() const;

Returns the type of diagnostic (general, special, none) stored to the object.
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SLE Diagnostics Get Diagnostics() const;

Returns the common diagnostics if set in the object.

SLE_InvokeId Get_ InvokeId() const;

Returns the Invocation Identifier currently set in the object.

const ISLE Credentials* Get PerformerCredentials() const;

Returns a pointer to the performer credentials or NULL when no credentials are,present.

void Set PositiveResult();

Sets the result of the operation to positive and the diagnostic type to ‘invalid’. A negafive
result is set with the diagnostics.

void Set_Diagnostics( SLE_Diagnostics diagnostic );

Sets the common diagnostics to the input argument;sets the diagnostic type to ‘common’ jand
the result to negative.

void Set_InvokeId( SLE_InvokelId’ id );

Sets the invoke identifier to the value passed as argument.

void Set PerformerCredentials( const ISLE Credentials& credentials )

Sets the performer crédéntials copying the input argument.

void Put_PerformerCredentials( ISLE Credentials* pcredentials );

Sets the performer credentials to the input argument. The credentials argument wil] be
deleted by the operation object.

HRESULT VerifyReturnArguments() ;

Verifies the invocation arguments with respect to completeness, consistency, and range.
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Result codes

S OK all checks passed

SLE E MISSINGARG at least one argument is missing

SLE_E INCONSISTENT the arguments are inconsistent, e.g., do not match the invocation

arguments
SLE_E RANGE at least one argument is out of range
SLE E DIAGNOSTIC the diagnostic code is missing, unknown, or inconsistent with

LhC ICS Llll

Further results codes might be specified by for specific SLE services. These result,'codes
must be taken into account by implementations of derived interfaces.

Default Setting of Operation Parameters after Creation

Arghment Created directly Created by Service Instance

resylt ‘invalid’ ‘invalid’

diagnostic type ‘none’ ‘none’

common diagnostics ‘invalid’ ‘invalid’

performer credentials used false false

performer credentials NULL NULL

invgcation identifier 0 0 (will be handled by the service
instance)

Checking of Return Parameters

Argument Required condition

resylt must be set

diagnostic type if the result is ‘negative’ must be ‘common’ or ‘specific’

common diagnostics if the diagnostic type is common, must not be ‘invalid’
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AS5.4 COMMON ASSOCIATION MANAGEMENT

A5.4.1 BIND Operation

Name ISLE Bind

GUID {D020B007-CCD1-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown — ISLE Operation - ISLE ConfirmedOperation
[Fite TSTLE Bind.H

The interface provides access to the parameters of the operation BIND. Through| its
inheritance, it provides access to the parameter ‘invocation identifier’. This parameter is{not
defined for the BIND operation and must not be used. The API proxy and the* API Seryice
Element must exclude this operation from the checks related to invocation.identifiers.

The SLE service type and version number applicable for the operation object are defined
when the object 1is created (see ISLE UtilFactofy) and the interface
ISLE Operation provides access to these attributes. This interface defines additignal
attributes for the SLE service type and version number, which represent the parameters off the
SLE BIND operation and can be modified via this interface:

Synopsis

#include <ISLE ConfirmedOperation.H>
interface ISLE SII;

#define IID ISLE Bind DEF { 0xd020b007, Oxccdl, 0x11ld2, \
{ 0x9b, 0x44, 0x0, Oxa0, 0x24, 0x6d, 0x80, Oxdb } }

interface ISLE Bind : ISLE \ConfirmedOperation
{
virtual const char*
Get InitiatorIdentifier() const = 0;
virtual const char%
Get Respondexidentifier () const
virtual const\char*
Get RespenderPortIdentifier () const = 0;
virtual geongt ISLE SII&
Get ServicelnstanceId() const = 0;
virtualy'void

0;

Set>»InitiatorIdentifier( const char* id ) = 0;
vdrtual void

Set ResponderIdentifier( const char* id ) = 0;
Firtual wugid

Set ResponderPortIdentifier( const char* port ) = 0;
virtual void

Set ServicelInstanceId( const ISLE SII& siid ) = 0;
virtual void

Put ServicelInstancelId( ISLE SII* psiid ) = 0;
virtual SLE ApplicationIdentifier

Get ServiceType() const = 0;
virtual SLE VersionNumber

Get VersionNumber () const = 0;
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virtual void

Set ServiceType( SLE ApplicationIdentifier serviceType ) = 0;
virtual void
Set VersionNumber ( SLE VersionNumber version ) = 0;
virtual SLE BindDiagnostic
Get BindDiagnostic() const = 0;
virtual void
Set BindDiagnostic( SLE BindDiagnostic diagnostic ) = 0;
}i
Methods

conjst char* Get_InitiatorIdentifier() const;

Retpirns the identifier for initiating SLE Application set in the object or NULL if the
pargmeter has not been set.

conlst char* Get_ResponderIdentifier () const;

Retpirns the identifier for responding SLE Application set in _the object or NULL if the
pargmeter has not been set.

const char* Get ResponderPortIdentifier() const;

Retprns the responder port identifier if currently set in.the object. Otherwise returns a NULL
pointer.

conist ISLE SII& Get_ Servicelnstanceld() const;
Retpirns the service instance identifier sef.in the object.
Pretondition: service instance identifier is present in the object.
vold Set InitiatorIdentifier( const char* id );
Sets the identifier of the€iinitiating SLE Application.

void Set RespénderIdentifier( const char* id );

Set$ the identifier of the responding SLE Application.

void Set ResponderPortldentifier( const char* port );

Setsthe nitiator port identitier copying the input argument.

void Set_ServicelnstanceId( const ISLE SII& siid );

Sets the service instance identifier copying the input argument.

void Put_ServicelnstanceId( ISLE_SII* psiid );
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Sets the service instance identifier to the input argument. The service instance identifier
passed is deleted by the component.

SLE ApplicationIdentifier Get_ServiceType()

Returns the service type currently stored in the object. This method differs from the inherited
method Get OpServiceType (), which returns the service type for which the operation
object was created (see ISLE_UtilFactoryand ISLE Operation).

SLE VersionNumber Get VersionNumber () const;

Returns the version number currently set in the object. This method“differs from |the
inherited method Get OpVersionNumber (), which returns the yersion of the seryice
type for which the operation object was created (see ISLE~HUtilFactory f[and
ISLE Operation).

void Set ServiceType( SLE Applicationldentifier serviceType )

Sets the service type to the input argument.

void Set VersionNumber ( SLE VersionNumber version );

Sets the version to the input argument.

SLE BindDiagnostic Get_ BindDiagnostic();
Returns the bind diagnostic currently set in the object.
void Set BindDiagnostic( SLE_BindDiagnostic diagnostic );

Sets the result to negative, the diagnostic type to ‘specific’, and the diagnostics to the igput
argument.

[Default Setting of Operation Parameters after Creation

Argument Created directly Created by Service Instance
initiator identifier NULL NULL

responder-identifer NUtHE asdefimed-forthe-St

responder port identifier NULL as defined for the Sl

service instance identifier NULL as defined for the Sl

service type as requested for creation as defined for the Sl

version number as requested for creation as defined for the Sl

bind diagnostic ‘invalid’ ‘invalid’
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Checking of Invocation Parameters

Argument Required condition

responder identifier must be set

responder port identifier must be set

service instance identifier must be set

seryice-type fustbe-set

vergion number must be set

Thq checks defined here include a check on the presence of the responder identifier and

thetefore apply to the BIND initiating side only. On the responding side, \the method

VerifyInvocationArguments () should not be called, because it might return an

errqr although the BIND invocation PDU is correct. Calling of this method on the responder

sidg is not necessary, because all arguments are subject to specific tests’ performed by the

components API proxy and API Service Element.

Checking of Return Parameters

Argument Required condition

bing diagnostic if the result is negative and the diagnostic type is ‘specific’ must not bg
‘invalid’
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A5.4.2 UNBIND Operation

Name ISLE Unbind

GUID {7B425720-D32D-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown - ISLE Operation - ISLE ConfirmedOperation
File ISLE Unbind.H

The interface prnvidpq access to the parameterg of the nppm‘rinn IINBIND Thrnng its
inheritance, it provides access to the parameter ‘invocation identifier’. This parameter’is| not
defined for the UNBIND operation and must not be used. The API proxy and the APKSéryice
Element must exclude this operation from the checks related to invocation identifigrs.

Synopsis
#include <ISLE ConfirmedOperation.H>

#define IID ISLE Unbind DEF { 0x7b425720, 0xd32d, 0x1id2; \
{ 0x9b, 0x44, 0x0, Oxa0, 0x24, 0x6d, 0x80, (Oxdb } }

interface ISLE Unbind : ISLE ConfirmedOperation
{

virtual SLE UnbindReason

Get UnbindReason () const = 0;
virtual void
Set UnbindReason( SLE UnbindReason _«eason ) = 0;
bi
Methods

SLE UnbindReason Get UnbindReason() const;

Returns the unbind reason curtently set in the object.

void Set UnbindReason( SLE UnbindReason reason );

Sets the unbind reason to the input argument.

[Default Setting of Operation Parameters after Creation

IArgument Created directly Created by Service Instance

unbindsreason ‘invalid’ ‘invalid’

Checking of Invocation Parameters

Argument Required condition

unbind reason must not be ‘invalid’

Checking of Return Parameters

No checks are defined for parameters handled by this interface.

CCSDS 914.0-M-2 Page A-51 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

A5.4.3 PEER-ABORT Operation

Name ISLE PeerAbort

GUID {7B425721-D32D-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown — ISLE Operation

File ISLE PeerAbort.H

inh¢ritance, it provides access to the parameter ‘invoker credentials’. This parameter is.fef
defined for the PEER-ABORT operation and must not be used. The proxy must ensure that
authentication is not applied to the PEER-ABORT operation, even if the parameter 1s'Set in
the joperation object by mistake.

In gddition to the parameters defined for the SLE operation, objects exporting this interface
storle the originator of the abort, which can be the peer system, the local/proxy, the locall
seryice element, or the local application. This information is not, fofwarded across the
ass¢ciation.

Synopsis
#include <ISLE Operation.H>

#ddfine IID ISLE PeerAbort DEF { 0x7b425721%>0xd32d, 0x11d2, \
{ 0x9b, 0x44, 0x0, 0Oxa0O, 0x24, .Oxo6d, 0x80, Oxdb } }

intlerface ISLE PeerAbort : ISLE Operation

virtual SLE PeerAbortDiagnostic

Get PeerAbortDiagnostic() cemst = 0;
virtual void
Set PeerAbortDiagnosticy SLE PeerAbortDiagnostic diagnostic ) = 0;

vliirtual SLE AbortOriginator

Get AbortOriginatop«)~const = 0;

irtual void

Set AbortOriginator ( SLE AbortOriginator originator ) = 0;

<

}s
Methods

SLE PeerAbortDiagnostic Get PeerAbortDiagnostic() const;

Retpifns the special diagnostics for PEER-ABORT, if these are available. The type of the
diagnostics can be checked by the method provided by the base class.

void Set PeerAbortDiagnostic( SLE PeerAbortDiagnostic diagnostic );
Sets the PEER-ABORT diagnostic, and the diagnostic type to ‘specific’.

SLE_AbortOriginator Get_AbortOriginator() const;
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Returns the originator of the abort.

void Set AbortOriginator( SLE AbortOriginator originator );

Sets the originator of the abort to the input argument.

Default Setting of Parameters after Creation

Argument Created directly Created by Service Instance
peer abort diagnostics ‘invalid’ ‘invalid’
abort originator ‘invalid’ ‘application’

Checking of Invocation Parameters

[No checking is performed.
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A5.5 OTHER COMMON OPERATIONS
A5.5.1 STOP Operation

Name ISLE Stop

GUID {7B425723-D32D-11d2-9B44-00A0246D80DB}

Inheritance: TUnknown - ISLE Operation - ISLE ConfirmedOperation
Filg ISLE Stop.H

Thif is an empty interface, as all functionality required is covered by the inherited interfaces.
Thq specific interface exists in order to attach the required identifier.

Synopsis
#irjclude <ISLE ConfirmedOperation.H>

#ddfine IID ISLE Stop DEF { 0x7b425723, 0xd32d, 0x11d2, ‘X
{ 0x9%, O0x44, 0x0, Oxa0, 0x24, O0x6d, 0x80,~0xdb } }

intlerface ISLE Stop : ISLE ConfirmedOperation {}4

Methods

Thif interface does not define any new methods.
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A5.5.2 SCHEDULE STATUS REPORT Operation

Name ISLE ScheduleStatusReport

GUID {7B425724-D32D-11d2-9B44-00A0246D80DB}

Inheritance: IUnknown - ISLE Operation - ISLE ConfirmedOperation
File ISLE ScheduleStatusReport.H

Synopsis

#include <ISLE ConfirmedOperation.H>

#define IID ISLE ScheduleStatusReport DEF \
{ 0x7b425724, 0xd32d, 0x11d2, \
{ 0x9, O0x44, 0x0, Oxa0O, 0x24, Oxod, 0x80, Oxdb } }

interface ISLE ScheduleStatusReport : ISLE ConfirmedOperation
{
virtual SLE ReportRequestType
Get ReportRequestType () const = 0;
virtual void
Set ReportRequestType ( SLE ReportRequestType type ) = 0;
virtual SLE ReportingCycle
Get ReportingCycle() const = 0;
virtual void
Set ReportingCycle( SLE ReportingCycle cycle ) = 0;
virtual SLE ScheduleStatusReportDidgnostic
Get SSRDiagnostic () const = 0;
virtual void
Set SSRDiagnostic( SLE ScheduleStatusReportDiagnostic diagnostic )= [0;
bi

Methods
SLE ReportRequestType Get ReportRequestType () const;

Returns the type ofirequest (immediate, periodically, stop).

void Set ReportRequestType ( SLE_ReportRequestType type )

Sets the\type of request.

SLE_ReportingCycle Get ReportingCycle() const;

Returns the reporting cycle value currently set in the object.

Precondition: The report request type is set to ‘periodically’.
void Set ReportingCycle( SLE_ReportingCycle cycle );

Sets the reporting cycle to the value passed as argument.
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Precondition: The report request type is set to ‘periodically’.

SLE_ScheduleStatusReportDiagnostic Get_SSRDiagnostic() const;

Returns the diagnostic code if set in the object.

Set$ the diagnostic code to the value of the argument, the diagnostic type to ‘specific’, and
the fresult to ‘negative’.

Deilault Setting of Operation Parameters after Creation

Argbment Created directly Created by Service Instance
report request type ‘invalid’ ‘invalid’

repgrting cycle zero zerg

schedule status report ‘invalid’ ‘invalid’

diagnostic

Checking of Invocation Parameters

Argument Required condition

report request type must not be sinvalid’

reparting cycle must be'set'if the reporting type is periodically; if used the value must
be in the range 2 to 600 seconds

Checking of Return Parameters

Argument Required condition

schedule status report if the diagnostic type is ‘specific’ must not be ‘invalid’

diagnostic
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A5.5.3 TRANSFER BUFFER Operation

Name ISLE TransferBuffer

GUID {7B425725-D32D-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown - ISLE Operation

File ISLE TransferBuffer.H

Synopsis
#include <ISLE Operation.H>

#define IID ISLE TransferBuffer DEF { 0x7b425725,
{ 0x%9, 0Ox44, 0x0, OxaO, 0x24, 0Oxed,

0xd32d,
0x80, Oxdb

0x11d2
bt

interface ISLE TransferBuffer

{

ISLE Operation

virtual size t
Get MaximumSize ()
virtual HRESULT
Set MaximumSize( size t size )
virtual size t
Get Size() const
virtual bool
Full () const
virtual bool
Empty () const
virtual void
Append( ISLE Operation* poperation )
virtual void
Prepend( ISLE Operation*_.goperation,
bool extend false ) 0;
virtual ISLE Operation¥*
RemoveFront () = 0;
virtual ISLE Operatdon*
RemoveRear () Q;
virtual const ISDE- Operation*
Front () congg 0;
virtual void
Clear ()
virtual <oid
Reset ()
virttwal bool
MorxeData () const = 0;
virtual const ISLE Operation*
Next () 0;

const 0;

0;

0;

0;

0;

0;

0;

0;

\

¥,

}i
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Methods

size_t Get_MaximumSize () const;
Returns the maximum number of elements that can be stored into the buffer.
HRESULT Set MaximumSize( size_t size );

Sets the maximum number of elements that can be stored into the buffer If the current size
excpeds the requested maximum size returns an error.

Redult codes
S QK the maximum size has been set as requested

E FAIL the maximum size has not been set because it vould require
deletion of stored objects

size_t Get_Size() const;
Retprns the number of elements currently stored in the buffer.

bogl Full() const;

Retpirns true if the number of stored elements equals?the maximum number that can be
storfed.

bogl Empty () const;
Retpirns true if nothing is stored in the buffer.
void Append( ISLE Operation®* jpoperation ) ;

Appends the operation object to'the end of the buffer. The operation object will be deleted
by the buffer when it itself is deleted.

Pref

Q

ponditions: The buffenis not full and the operation object is of the correct type.

void Prepend/( ISLE Operation* poperation, bool extend = false );

Ins¢rts the operation object at the front of the buffer. If the argument ‘extend’ is set to true,
the puffer.is extended if it is already full and the maximum size is adjusted.

Preconditions: The buffer is not full or the argument ‘extend’ is set to true; the operation
object is of the correct type.

ISLE Operation* RemoveFront() ;

Returns the operation object at the beginning of the buffer and removes it from the buffer. If
the buffer is empty returns NULL.
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ISLE Operation* RemoveRear();

Returns the operation object at the end of the buffer and removes it from the buffer. If the
buffer is empty returns NULL.

const ISLE Operation* Front() const;

Returns a pointer to the first object in the buffer, without changing the buffer content.

void Clear () :;

Remove and delete all stored objects.

[[terating through the transfer buffer.

The following methods define a simple iterator for the transfer buffer. Iteration is always
from the first to the last element stored.

void Reset () ;
Resets the iterator to the beginning of the bufter.
bool MoreData() const;

Returns true if more objects are stored in thebuffer; i.e., the next call to Next () will refurn
an object. If the iterator has reached the end of the buffer, returns false.

const ISLE Operation* Next()
Returns the object at the position-of the iterator and advances the iterator by one.

Code Example for iteration-through the buffer (pbuf is a pointer to the buffer):

const ISLE Operation* poperation = 0;
pbuf->Reset () ;
while ( buf->MoreData() ) {

poperation = buf->Next ();
// do something with the object

IDefault Setting of Operation Parameters after Creation

Argument Created directly
maximum buffer size 1
current size 0

Checking of Invocation Parameters
No checks are defined.
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A6 INTERFACES PROVIDED BY SEVERAL COMPONENTS
A6.1 CONTROL OF INTERFACE BEHAVIOR

A6.1.1 Sequential Flows of Control

Name ISLE Sequential

Glle {D020B008-CCD1-11d2-9B44-00A0246D380DB}
Inhferitance: IUnknown

Fil¢ ISLE Sequential.H

Thq interface is used to control processing of a component providing -the behavior
‘Sequential Flows of Control’ as defined in 3.7.2.

Propessing of the component is started with the method StartSeQuential () and
stopped by TerminateSequential (). StartSequential~) returns as soon as
progessing of the component has started.

Thq event monitor (interface ISLE EventMonitor) is used by the component to register
evepts on which the component implementing this interface will wait. The timer handler
(intprface ISLE TimerHandler) is used by the comiponent to start timers and register a
timgout processor to be called when the timer expires.

Synopsis

#irfclude <SLE SCM.H>
#include <SLE APITypes.h>
intlerface ISLE EventMonitor;
inferface ISLE TimerHandleny

#dgfine IID ISLE Sequential DEF { 0xd020b008, Oxccdl, 0x11d2, \
{ 0x9%, 0x44,~0x0, 0Oxa0O, 0x24, Oxo6d, 0x80, Oxdb } }

interface ISLE Seguential : IUnknown

vliirtual HRESYLT
StartSequential ( ISLE EventMonitor* pmonitor,
ISLE TimerHandler* ptimerhandler ) = 0;
vlirtua®t=HRESULT
TerminateSequential () = 0;

b

Methods

HRESULT StartSequential( ISLE_EventMonitor* pmonitor,
ISLE TimerHandler* ptimerhandler );

Starts processing of the component.
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Arguments

pmonitor reference to the event monitor the component shall use for
monitoring external events

ptimerhandler reference to the timer handler the component shall use

Result codes

S OK processing of the component has started

e R 1P S R P notallof the proxdes hnked tothe service elementcould be

started (applies only for the service element)

SLE_E CONFIG configuration has not been performed or has not domipleted
successfully

E INVALIDARG either the event monitor or the timer handler areymissing

SLE _E STATE operation of the component has already been,started

E FAIL operation could not be started because of any other problem

HRESULT TerminateSequential () ;
Terminates processing of the component.

Result codes

S OK processing of the component will terminate
SLE E STATE operation of the component has not been started
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A6.1.2 Event Monitor

Name ISLE EventMonitor

GUID {D020B009-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE EventMonitor.H

Objects implementing this interface provide the means to register and de-register external
evepts, which the object will monitor. When an event is detected, the object will call the
method ProcessEvent () of the interface ISLE EventProcessor passed as
argpment to the event registration method. If, for any reason the object is no lonjger able to
monitor an event, it calls the method MonitorAbort () of the event processor.

Synopsis

#include <SLE SCM.H>
#injclude <SLE APITypes.h>
interface ISLE EventProcessor;

#degfine IID ISLE EventMonitor DEF { 0xd020b009, Qxccdl, 0x11d2, \
{ 0x9%b, 0x44, 0x0, 0Oxa0O, O0x24, Ox6d, 9x80, Oxdb } }

intlerface ISLE EventMonitor : IUnknown

vliirtual HRESULT
AddEvent ( const SLE EventHandleg&,handle,

ISLE EventProcessor* pprocessor ) = 0;
vliirtual HRESULT
RemoveEvent ( const SLE Eventliandle& handle ) = 0;

}i

Methods

HRESULT AddEvent( c¢onst SLE EventHandle& handle,
ISLE_EventProcessor* pprocessor );

Registers the eventudentified by the event handle and the event processor that will process
the jevent.

Arguments

handle the event handle, describing the event according to platform
speetite-conventions

pprocessor pointer to the interface of the event processor that shall be
invoked when the event is detected
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Result codes

S OK the event has been registered

SLE_E OVERFLOW the number of registered events exceeds the capabilities of the
event monitor

SLE E DUPLICATE the event is already registered

E FAIL the request fails because of a further unspecified error

HRESULT RemoveEvent( const SLE EventHandleé& handle );

Removes a previously registered event and its event handler from the event monitor.

Arguments

handle the event handle, describing the event according to platfprm
specific conventions

Result codes

S _OK the event has been de-registered

SLE _E UNKNOWN the event is not registered

CCSDS 914.0-M-2 Page A-63 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

A6.1.3 Event Processor

Name ISLE EventProcessor

GUID {DO20BOOA-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE EventProcessor.H

Thq event processor handles an event detected by the event monitor with which it has been|
registered.

Synopsis

#include <SLE SCM.H>
#injclude <SLE APITypes.h>

#ddfine IID ISLE EventProcessor DEF { 0xd020b00a, Oxccdly 0x11d2, \
{ 0x9b, 0x44, 0x0, 0Oxa0O, O0x24, Oxo6d, 0x80, Oxdb"'} }

inferface ISLE EventProcessor : IUnknown

viirtual void

ProcessEvent ( const SLE EventHandle& handle™) = 0;
vliirtual void
MonitorAbort ( const SLE EventHandle& handle ) = 0;

Methods

void ProcessEvent( const SLE EventHandle& handle );
Professes the event passed as argument.

Arguments
hamndle the event handle describing the event that has occurred

void MonitorAbort( const SLE EventHandle& handle );

Thg method is\¢alled when the event handler is no longer able to monitor the event.

Arguments
hapdie the event handle that had been registered
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A6.1.4 Timer Handler

Name ISLE TimerHandler

GUID {0E265180-D4BF-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE TimerHandler.H

Objects implementing this interface provide the means to start a timer and register a timgout
processor. When the timer expires, the method ProcessTimeout () of the~timgout
processor is called. The interface also provides a method to cancel a running, timer angd to
restart a timer that is already running. If for any reason the timer handler abprts a runiing
timer by itself it calls the method HandlerAbort () of the timeout processor.

A running timer is identified by a timer identifier. This is an opaque-type, with which|the
client must not associate any specific meaning. A specific identifieris only valid as long as
the associated timer is running.

As an option, an invocation identifier can be associated with every activation of a timer. This
invocation identifier is passed to the matching call of the method ProcessTimeout()) of
the timeout processor.

Synopsis

#include <SLE SCM.H>
#include <SLE APITypes.h>
interface ISLE TimeoutProcessox)

#define IID ISLE TimerHapdler DEF { 0xe265180, Oxd4bf, 0x11d2, \
{ 0x9%b, 0x44,50%0, OxaO, 0x24, Oxo6d, 0x80, Oxdb } };

interface ISLE TimerHandler : IUnknown
{
virtual HRESULT
StartTimer4() int timeout,
ISLE TimeoutProcessor* pprocessor,
SLE TimerId& timer,
int invocationId = 0 ) = 0;
virtual HRESULT
CancelTimer ( SLE TimerId timer ) = 0;
vixrtual HRESULT
RestartTimer ( STE TimerTd timer
int timeout,
int invocationId = 0 ) = 0;
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Methods

HRESULT StartTimer( int timeout,
ISLE TimeoutProcessor* pprocessor,
SLE TimerIdé& timer,
int invocationId );

Starts a timer and registers a timeout processor to be called when the timer expires.

Arguments

timeout the timeout value in seconds

pprocessor pointer to the interface of the timeout processor that shall be
invoked when the timer expires

timmer the identifier for the timer returned to the caller

inyocationId identifier of the timer activation passed to the.matching call of]

the timeout processor

Regult codes

S QK the timer has been started

SLE_E OVERFLOW the number of timers exceeds“the capabilities of the timer
handler

SLE E TIME the time specified cannot behandled

E FAIL the request fails because<of a further unspecified error

HRESULT CancelTimer ( SLE TimerId timer );

Carfcels a previously started timer.

Arguments
timer thetimer id returned from the call to StartTimer ()

Regult codes
S QK the timer has been cancelled
SLE E UNKNOWN the timer is not running

HRESULT RegtartTimer( SLE_TimerId timer, int timeout,
int invocationId );

Carcéls and subsequently starts the timer identified in the first argcument. Returns an error if]
the timer is not active.

Arguments

timer the timer id returned from the call to StartTimer ()

timeout the timeout value in seconds

invocationId identifier of the timer activation passed to the matching call of
the timeout processor
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Result codes

S OK the timer has been restarted

SLE_E UNKNOWN the timer is not active

SLE_E TIME the time specified cannot be handled

E FAIL the request fails because of a further unspecified reason

A6.1.5 Timeout Processor

Name ISLE TimeoutProcessor
GUID {0E265181-D4BF-11d2-9B44-00A0246D80DB}
ﬂrnheritance: IUnknown

ile ISLE TimeoutProcessor.H

The timeout processor is called when a timer expires.

Synopsis

#include <SLE SCM.H>
#include <SLE APITypes.h>

#define IID ISLE TimeoutProcessor DEF { 0xe25181, Oxd4bf, 0x11d2, \
{ 0x%9, O0x44, 0x0, O0xa0O, 0x24, Oxo6d, 0x80, Oxdb } };

interface ISLE TimeoutProcessor : IUnknowh
{
virtual void
ProcessTimeout ( SLE TimerId tdmer,
int invocatdionId ) = 0;
virtual void
HandlerAbort ( SLE TimexId*timer ) = 0;
}i

Methods

void ProcessTimeout( SLE TimerId timer, int invocationld );

Processes a timeout.

Arguments

timer the timer id returned when the timer was started

invocationId identifier of the timer activation passed to the call of|the

- nlerliee SR U lraeann e e wiieh cansedhismcthod
invocation
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void HandlerAbort( SLE TimerId timer );

The method is called when the timer handler has aborted the timer for whatever reason.

Arguments
timer the timer id returned when the timer was started

A6.1.6 Concurrent Flows of Control

Name ISLE Concurrent

GUID {7B425726-D32D-11d2-9B44-00A0246D80DB}
Inhleritance: IUnknown

Filg ISLE Concurrent.H

Thqg interface is used to control processing of a component providing the behavior
‘Concurrent Flows of Control’ as defined in 3.7.3.

Professing of the component is started with the method StdrtConcurent (). The
method checks the configuration and returns as soon as processing within the component has
beeh started.

Synopsis
#include <SLE SCM.H>

#degfine IID ISLE Concurrent DEF { 0xZb425726, 0xd32d, 0x11d2, \
{ 0x9b, O0x44, 0x0, 0Oxa0O, 0Ox24, Oxo6d, 0x80, Oxdb } }

interface ISLE Concurrent : IUnkhown

vliirtual HRESULT
StartConcurrent () = 07
irtual HRESULT
TerminateConcurrent() = 0;

<

Methods

HRESULT _StartConcurrent() ;

Stafts processing of the component.
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Result codes

S OK processing of the component has started
SLE_E DEGRADED not all of the proxies linked to the service element could be
started (applies only for the service element)
SLE _E CONFIG configuration has not been performed or has not completed
successfully
SLE_E STATE operation of the component has already been started
E—FATL operatiomrcoutdnot-bestarted-becauseofany other problem
HRESULT TerminateConcurrent() ;
Terminates processing of the component.
Result codes
S OK processing of the component will terminate
SLE_E STATE operation of the component has not béen started
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A6.2 CONTROL OF TRACES

Name ISLE TraceControl

GUID {D020B0O0B-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE TraceControl.H

Thq interface is exported by objects that support generation of diagnostic traces. Traeg
records are entered to the interface ISLE Trace passed to the method StartTrace ().

Thip interface is provided by the SLE Application. Trace records and the trace levels are
spetified in 3.6.3.

Synopsis

#include <SLE SCM.H>
#injclude <SLE APITypes.h>
interface ISLE Trace;

#degfine IID ISLE TraceControl DEF { 0xd020b00b, Oxcedl, 0x11d2, \
{ 0x9%b, 0x44, 0x0, Oxa0O, 0x24, Oxod, 0x80, Oxdb } }

intlerface ISLE TraceControl : IUnknown

vliirtual HRESULT

StartTrace( ISLE Trace* trace,
SLE TracelLevel level,
bool forward ) = 0;

vlirtual HRESULT

StopTrace() = 0;

}i

Methods

HRESULT StartTrace (~\ISLE Trace* ptrace,
SLE Tracelevel level,
bool forward );

Stafts tracing by<the object that exports the interface. If the argument forward is set to
triie, the object also starts tracing of associated lower layers of the API, if applicable.

Arguments

ptrace pointer to the interface to which trace records shall be passed

level the trace level that shall be applied as defined in 3.6.3

forward if set to true, tracing for lower layers of the API shall be
started as well
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Result codes

S OK tracing started
SLE_E STATE tracing already active
E FAIL the request fails because of a further unspecified error

HRESULT StopTrace() ;

Stops a previously started trace.
Result codes
S OK tracing stopped
SLE_E STATE tracing not active
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A7 SLE API PROXY
A7.1 COMPONENT CREATOR FUNCTION
File <impl-id>.H

The API proxy component includes a function to create an instance and obtain a pointer to
the pdministrative interface. The signature of this function is defined as:

extern "C" HRESULT
impl-id> CreateProxy( const GUID& iid,
void** ppv );

whe¢re <impl-id> is replaced by the product identifier of the implementation. External ‘C’
linkage is required. The function ensures that a single instance of the proxy is created and
retyrns pointer to the same instance if it is called repetitively. The function checks the
argpment identifying the interface and returns an error when thé implementation does not
support an interface with that identifier.

Arguments
iid identifier of the required inferface
PPy pointer to the requested interface of the API proxy

Redult codes

S _OK the object has been created
E NOINTERFACE the specified interface is not supported
CCSDS 914.0-M-2 Page A-72 September 2015

© IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

A7.2 SLE PROXY ADMINISTRATIVE INTERFACE

Name ISLE ProxyAdmin

GUID {DO20B00C-CCD1-11d2-9B44-00A0246D80DRB}
Inheritance: IUnknown

File ISLE ProxyAdmin.H

The interface provides the means to configure the proxy component and to pass lit|the
interfaces needed operationally. All static configuration parameters needed by the proxy|are
defined in a configuration file. The path name of that file is supplied to the proxy via |this
interface.

[n addition, the interface provides methods to register and de-register ports for a spedific
service instance. These methods are used by the service element when a service instande is
created and deleted. Port registration is described in 3.2.5.

The interface finally provides a method for shutdown of the proky.

Synopsis

#include <SLE SCM.H>

#include <SLE APITypes.h>
#include <SLE Types.h>
interface ISLE Locator;
interface ISLE OperationFactory;
interface ISLE UtilFactory;
interface ISLE Reporter;
interface ISLE SII;

#define IID ISLE ProxyAdmin DEF { 0xd020b00c, Oxccdl, 0x11d2, \
{ 0x9, 0x44,50x0, Oxa0O, 0x24, Oxod, 0x80, Oxdb } }

interface ISLE ProxyAdmin : IUnknown
{
virtual HRESULT
Configure(t_const char* configFilePath,
ISLE Locator* plocator,
ISLE OperationFactory* popFactory,
ISLE UtilFactory* putilFactory,
ISLE Reporter* preporter ) = 0;
vAxtual HRESULT
ShutDown () = 0;
virtual HRESUOLT
RegisterPort ( const ISLE SII& sii,
const char* responderPort,
SLE PortRegldé& regId ) = 0;
virtual HRESULT
DeregisterPort ( SLE PortRegId regld ) = 0;
virtual const char*
Get ProtocolId() const = 0;

}i
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thods

HRESULT Configure( const char* configFilePath,

ISLE Locator* plocator,

ISLE OperationFactory* popFactory,
ISLE UtilFactory* putilFactory,
ISLE Reporter* preporter );

Configures the proxy and passes it the basic interfaces of other components needed for

ope
co
nte

ations. As part of this method, the proxy also configures and initializes the
munications system. Any problems and errors are entered into the system log using thej
rface passed as argument.

Arguments
comfigFilePath

pl

bcator

popFactory
putilFactory

pre

Req
S_
SLY
SLI
SLI
E
E ]

HRESULT ShutDown ()

Red

Red
S_
SL]

bporter

ult codes

K

. E_NOFILE
. E_CONFIG
. E_COMMS

_INVALIDARG

FATL

ult codes
K
F Cf) STATE

uests the proxy-to shutdown and release all resources.

full path name of the proxy configuration file; 'the contents of]
this file is implementation dependent
Pointer to the locator interface for incoming calls; if no
incoming calls are to be accepted, this afgument is set to NULL
pointer to the operation object factory‘to be used by the proxy

pointer to the factory interface for utility objects to be used by
the proxy
pointer to the reporter interface for passing of log messages and
notifications to the application

configuration completed without errors

configuration file not found

errors or-ncensistencies in the configuration data
unable to-initialize communications system

one.of the input arguments is NULL

the’request fails because of a further unspecified error

the proxy no longer exists
operation of the proxy must be terminated first

HRESULT RegisterPort( const ISLE SII& sii,

CCSDS 914.0-M-2

© IS0 2021 - All rights reserved

const char* responderPort,
SLE PortRegIdé& regId );

Page A-74 September 2015


https://standardsiso.com/api/?name=3916fc98e99d4ccfd38e221b4366ee99

ISO 18441:2021(E)

API FOR SLE TRANSFER SERVICES—CORE SPECIFICATION

Registers a port. Port registration actions are technology and implementation dependent.
The method must be called for every new service instance responding to BIND invocations,
as the proxy may depend on this procedure.

Arguments

sii service instance identifier

responderPort logical name of the local port on which the proxy shall accept a
BIND invocation

regld registration identifier that must be passed to the proxy when| the

port is de-registered; for the client the registration identifigr is
an opaque type and no further meaning should be associpted
with it; in particular the registration id need nqt\be unique| for
service instances

Result codes

S_OK port has been registered

SLE_E UNKNOWN the port identifier is not defined in the’configuration databasg

SLE E INVALIDID the port is not defined as a local port

SLE E DUPLICATE duplicate registration

E NOTIMPL the responder role is eitherrnot supported or has been disabled
by configuration

E FAIL the request fails because of a further unspecified error

HRESULT DeregisterPort( SLE PortRegld regld );
[De-registers a port that has been previously registered.

Arguments
regld régistration identifier obtained from a previous call| to

RegisterPort ()

Result codes

S OK port has been de-registered

SLE_E UNKNOWN port was not registered

E NOTIMPL the responder role is either not supported or has been disabled
by configuration

E_ANVALIDARG the registration identifier is invalid

const char* Get_ProtocolId() const;

Returns the identifier for the protocol supported by the proxy.
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A7.3 ASSOCIATION FACTORY

Name ISLE AssocFactory

GUID {D020B00D-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE AssocFactory.H

Thq interface allows creation of associations that take the initiator role for the BIND)
operation. Associations created via this interface can be used for several consecutive
ass¢ciations for the same service instance. When the association is no longer needed, the
proky must be instructed to destroy the association. In addition, clients must make sure thaf
all feferences on the interface have been released.

Synopsis

#include <SLE SCM.H>

#injclude <SLE Types.h>

#include <SLE APITypes.h>
interface ISLE SrvProxylInitiate;
intlerface ISLE SrvProxyInform;

#ddfine IID ISLE AssocFactory DEF { 0xd020b0Q0d; Oxccdl, 0x11d2, \
{ 0x9b, 0x44, 0x0, 0Oxa0O, 0x24, 0Ox%ed, 0x80, Oxdb } }

inferface ISLE AssocFactory : IUnknown

vliirtual HRESULT

CreateAssociation( const GUID&:4id,
SLE AppltigationIdentifier srvType,
ISLE SrwvProxyInform* pclientIf,
voidg* sppv ) = 0;

vlirtual HRESULT

DestroyAssociation (~Mnknown* passoc ) = 0;

b

Methods

HRESULT CreateAssociation( const GUID& iid,

SLE AppplicationIdentifier srvType,
ISLE SrvProxyInform* pclientIf,
void** ppv );

Cr $AG o oy occnniatiags L tbhn o nd i cngezinn o ool onte o0 o datiot g o0 ]
CatTs—a T vVwWw assSoTTatrorr U oIv Dl.l\a\.alll\a\,l OVIVIVV L]l_l\a, VYWILIVIT AVvio Ao all 1Irratvrl 1vl  uiv

BIND operation. If the proxy does not support the service type or the specified interface it
returns an error.
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Arguments

iid identifier for the interface ISLE_SrvProxyInitiate
srvType the SLE service type to be supported by the association
pclientIf pointer to the client interface

PPV pointer to the requested interface of the association

Result codes

S—o% the-assoetatton-obieet-hasbeenereated

SLE_E STATE the proxy has not been started

E NOTIMPL the service type is not supported by the proxy

E NOINTERFACE the interface is not supported by an association objéct

HRESULT DestroyAssociation( IUnknown* passoc );
Deletes an association previously created by this interface.

Arguments
[passoc pointer to the association objéct

Result codes

S OK the object has been destroyed

SLE_E STATE the association is not in the state unbound

SLE _E UNKNOWN the association isnot known to the proxy

SLE E TYPE the association has not been created by this interface
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A7.4 SLE SERVICE PROXY INTERFACE

Name ISLE SrvProxyInitiate

GUID {D020BO0OE-CCD1-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE SrvProxyInitiate.H

Thq interface allows a client to pass SLE operation invocations and returns to an association|
in the proxy for transmission to the peer system.

Thq association accepts any operation that is valid for the given service type, independent of
the [service instance state and whether the clients acts as an SLE service user or-provider. The
only checks applied are related to the state of the association.

(For a description of the associated state table of an association see 4.)

Synopsis

#include <SLE SCM.H>

#injclude <SLE APITypes.h>
inferface ISLE Operation;
interface ISLE ConfirmedOperation;

#degfine IID ISLE SrvProxyInitiate DEF { Qxd020b00e, Oxccdl, 0x11d2, \
{ 0x9b, 0x44, 0x0, Oxa0, 0x24, 0x6d, 0x80, Oxdb } }

interface ISLE SrvProxyInitiate : IUnmknown

vliirtual HRESULT
InitiateOpInvoke ( ISLE Operation* poperation,
bool teportTransmission = false,
ungigned long segCount = 0 ) = 0;
virftual HRESULT
InitiateOpReturn(™ISLE ConfirmedOperation* poperation,
bool report = false,
unsigned long seqgCount = 0 ) = 0;
virtual HRESULT
DiscardBuffer () = 0;
irtual SLE AssocState
Get AssocState() const = 0;

<

}i

Methods

HRESULT InitiateOpInvoke( ISLE Operation* poperation,
bool reportTransmission = false,
unsigned long seqCount = 0 );

Queues the operation invocation defined by the argument poperation for transmission. If
the argument reportTransmission is set to true final transmission is reported via the
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interface ISLE_SrvProxyInform. If the operation is confirmed, the association returns
it when the associated return arrives.

Arguments

poperation the operation object containing the invocation that shall be
transmitted

reportTransmission true indicates that transmission of the PDU shall be reported

seqlount sequencecomntfor PDUs as defined m 373

Result codes
SLE S TRANSMITTED the PDU has been passed to the communications ‘system| for

transmission

SLE S QUEUED the PDU has been queued locally for transmis$ion

SLE _E UNBINDING the PDU can no longer be accepted because an UNBIND
operation has already been initialized

SLE _E INVALIDID the identifier of the peer application passed in a BIND

invocation is not defined in the cehfiguration database
SLE_E INVALIDPDU the operation is not supported forthe service type

SLE_E PROTOCOL the operation cannot be aceepted in the current state, becquse
that would result in a protocol error

SLE_E COMMS the request cannot be-performed because of a communicatjons
system failure

SLE E OVERFLOW the configured queuing capability has been exceeded

SLE E ABORTED the association-has been aborted

SLE_E SEQUENCE sequence count out of acceptable window

E FAIL the request fails because of a further unspecified error

HRESULT InitiateOpReturn( ISLE ConfirmedOperation* poperation,
bool reportTransmission = false,
unsigned long seqCount = 0 );

Queues the operation return defined by the argument poperation for transmission. If|the
argument reportTransmission is set to true final transmission is reported via|the
interface ISIE SrvProxyInform.

Arguments
poPperation the operation object containing the invocation that shall be

transmitted
reportTransmission true indicates that transmission of the PDU shall be reported
segCount sequence count for PDUs as defined in 3.7.3
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Result codes
SLE_S TRANSMITTED the PDU has been passed to the communications system for

transmission
SLE S QUEUED the PDU has been queued locally for transmission
SLE E UNBINDING the PDU can no longer be accepted because an UNBIND

operation has already been initialized
SLE_E INVALIDPDU the operation is not supported for the service type

SLEE—PROTOCOE the—operatiomrcammot—be—acceptedTthe—current—state;-becaus
that would result in a protocol error

SLE E COMMS the request cannot be performed because of a communications
system failure

SLE E OVERFLOW the configured queuing capability has been exceeded

SLE E ABORTED the association has been aborted

SLE E SEQUENCE sequence count out of acceptable window

E FAIL the request fails because of a further unspeeified error

HRESULT DiscardBuffer() ;

Searches the local transmission queue of operations of the type TRANSFER-BUFFER, and
delgtes all objects for which transmission of data has not yet started. Returns whether any
buffer has been discarded.

Redult codes

SLE S NOTDISCARDED no buffer deleted
SLE S DISCARDED at least one buiffer discarded
SLE E STATE the requestis not valid in the current state of the association

SLE AssocState Get_ AssocState() const;

Retphrns the current state 0f)the association.
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A8 SLE API SERVICE ELEMENT
A8.1 COMPONENT CREATOR FUNCTION

The API Service Element component includes a function to create an instance and obtain a
pointer to the administrative interface. The signature of this function is defined as:

extern "C7 HRESULT
<impl-id> CreateServiceElement ( const GUID& iid,
void** ppv );

where <impl-id> is replaced by the product identifier of the implementation” External|‘C’
linkage is required. The function ensures that a single instance of the proxy is created jand
returns the same instance if it is called repetitively. The function(checks the argument
identifying the interface and returns an error when the implementation does not supporf an
interface with this identifier.

Arguments
iid identifier of the required interface
oV pointer to the requested ifiterface of the API Service Element

Result codes

S _OK the object has been'created
E NOINTERFACE the specified interface is not supported
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A8.2 API SERVICE ELEMENT ADMINISTRATIVE INTERFACE

Name ISLE SEAdmin

GUID {24396FC0-CD99-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE SEAdmin.H

Thq interface provides the means to configure the service element component and to passit
the|interfaces needed operationally. All static configuration parameters needed by the
conmpponent are defined in a configuration file. The path name of that file is supplied|to the
proky via this interface.

Clignts must first call the method Configure () and then call AddProxy () to pass a
pointer to the proxy component for every proxy that shall be supported.

Thq interface finally provides a method for shutdown of the service element.

Synopsis

#include <SLE SCM.H>

#include <SLE APITypes.h>
inferface ISLE OperationFactory;
interface ISLE UtilFactory;
intlerface ISLE Reporter;
interface ISLE ProxyAdmin;

#define IID ISLE SEAdmin DEF { O0x24396fc0, 0Oxcd99, 0x11d2, \
{ 0x9%b, 0x44, 0x0, Oxald, 0x24, Oxo6d, 0x80, Oxdb } }

intlerface ISLE SEAdmin : IUnknown

vliirtual HRESULT

Configure( const char* configFilePath,
ISLE_OpgrationFactory* popFactory,
ISLE<UtilFactory* putilFactory,
ISEE' Reporter* preporter ) = 0;

virtual HRESULT

AddProxy ¥const char* protocolld,
SLE BindRole role,

ISLE ProxyAdmin* pproxy ) = 0;
VirtuadHRESULT
shutDown () = 0;
}i
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Methods

HRESULT Configure( const char* configFilePath,

ISLE OperationFactory* popFactory,
ISLE UtilFactory* putilFactory,
ISLE Reporter* preporter );

Configures the service element component and passes it the basic interfaces of other

components needed for operations. Any problems and errors are entered into the system log

using the interface passed as argument.

Arguments

configFilePath full path name of the configuration file; the conténts of this|file
is implementation dependent

popFactory pointer to the operation object factory to be used by the seryice
element

putilFactory pointer to the factory interface for utility objects to be used by
the service element

preporter pointer to the reporter interface/for passing of log messages [and
notifications to the application:

Result codes

S _OK configuration compleéted without errors

SLE E NOFILE configuration file.not found

SLE_E CONFIG errors or inconsistencies in the configuration data

E INVALIDARG one of the input arguments is NULL

E FAIL the request fails because of a further unspecified error

HRESULT AddProxy( const char* protocolld,

SLE BindRole role,
ISLE ProxyAdmin* pproxy );

Passes the proxy component to use to the service element.

Arguments

protocolFd identification of the technology and mapping supported by|the
proxy; this argument is required for selection of the correct
proxy when multiple proxies are configured

nole the bind roles supported by the API proxy component

DPIOXY pointer 1o the administrative imerface of the proxy

Result codes

S OK proxy added

SLE _E OVERFLOW too many proxies

SLE_E DUPLICATE protocol identifier already used by a configured proxy

E FAIL the request fails because of a further unspecified error
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A8.3 SERVICE INSTANCE LOCATOR

Name ISLE Locator

GUID {24396FC1-CD99-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE Locator.H

The__interface is prnvidpd to the proxy  to obtain an interface of the type
ISLE SrvProxyInform when a BIND invocation has been received. When an error'is
retyrned, the proxy is expected to reject the BIND invocation.

Synopsis
#include <SLE SCM.H>

interface ISLE Bind;
intlerface ISLE SrvProxyInform;
inferface ISLE SrvProxylInitiate;

#delfine IID ISLE Locator DEF { 0x24396fcl, 0xcd99,/90%11d2, \
{ 0x9b, 0x44, 0x0, 0Oxa0O, 0x24, Oxo6d, 0x80y Oxdb } }

interface ISLE Locator : IUnknown

irtual HRESULT
LocateInstance( ISLE SrvProxyInitiate* passociation,
ISLE Bind* pbindop.,
ISLE SrvProxyInfO¥m** ppServicelnstance) = 0;

<

b

Methods

HRESULT LocatelInstance/(. ITSLE SrvProxylInitiate* passociation,

ISLE Bind* pbindop

ISLE_SrvProxyInform** ppServicelnstance);

Obfains and returns @a“interface ISLE_SrvProxyInform for use by a new association.
To |locate (or create) the object implementing ISLE SrvProxyInform, the BIND|
operation is_made available, which contains all information needed. The interface
ISLE SrvProxyInitiate is made available to the object providing the returned
intgrface'FSLE SrvProxyInform.

Ifl" BAterfaca can ho o da avatlohlo rotirene A arense and cotc thao Attt oot 0 NITTT T
1oHIteace-calobeaatavahaor e FetuiSaR-eHroraha-SetS e otpHtar et t0roi=t=

In this case the proxy is expected to reject the BIND invocation by a BIND return with a
negative response and a diagnostic corresponding to the returned error.

An implementation is not required to perform all the checks defined by the result codes in
this method. It can also accept the association and perform the checks when the BIND
invocation is passed to the interface ISLE_SrvProxyInform.
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Arguments

passociation interface provided by the association on which the BIND
invocation was received

pbindop bind operation object holding the received bind invocation

ppServiceInstance  complementary interface that shall be used by the association to
forward PDUs received from the network

R esult codes

S_OK a service instance has been located and is ready to accept|the
BIND invocation

SLE_E UNKNOWN the service instance identifier in the BIND invocation’does|not
match any available service instance

E ACCESSDENIED the service instance does not belong to the peer applicatiofn as
identified by the application identifier in the, BIND operation

SLE E TYPE the service type specification in the BIND operation does|not
match the service type in the service ifistance

SLE E TIME the scheduled provision period @f the service instance has|not
yet started or has expired

SLE E STATE the service instance is already bound

E FAIL the request fails because of-a further unspecified error
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A8.4 SLE SERVICE INSTANCE FACTORY

Name ISLE SIFactory

GUID {BB4DDA2E-54CD-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

File ISLE SIFactory.H

Thq interface allows creation of service instances for a specified service type and forad
spetified role (SLE service provider or SLE service user). Following creation, the service
instance must be configured using its administrative interface. When the associatiens no
longer needed, the service element component must be instructed to destroy, the"service
instance. In addition, clients must make sure that all references on all interfaces of the
seryice instance have been released.

Synopsis
#irfclude <SLE SCM.H>
#irjclude <SLE APITypes.h>

#inlclude <SLE Types.h>
interface ISLE ServiceInform;

#delfine IID ISLE SIFactory DEF { Oxbb4ddaZe,~0x54cd, 0x11d8, \
{ 0x9c, 0xf5, 0x0, 0x4, 0x76, Oxle, 0x8c, Oxfb } }

interface ISLE SIFactory : IUnknown

vliirtual HRESULT

CreateServicelInstance ( const (GUID& iid,
SLE~ApplicationIdentifier srvType,
SLE-VersionNumber version,
SLE AppRole role,
ISLE ServicelInform* pclientIf,
void** ppv ) = 0;

vliirtual HRESULT

DestroyServiceIfistance ( IUnknown* psi ) = 0;

b

Methods

HRESULT .CreateServicelInstance( const GUID& iid,
SLE ApplicationIdentifier srvType,

SLE VersionNumber version,
SLE Br\r\'Dr\'le v-n'le
g 7

ISLE_ServiceInform* pclientIf,
void** ppv );

Creates a new service instance for the requested SLE service type, supporting the requested
role (SLE service provider or SLE service user). Returns a pointer to the requested interface
of the service instance. If the component does not support the service type, the requested
role, or the requested interface identifier returns an error.
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For service instances in the user (initiator) role the version of the SLE service must be
specified and this specification will be included into the BIND invocation. On the provider
(responder) side the version number is defined by the BIND invocation received from the
user and checked against the list of supported version numbers in the configuration database
of the API Proxy. Therefore the argument is ignored and should be set to zero.

Arguments

iid the identifier for the required interface

srvType the SLE service type to be supported by the service instance

version for the user (initiator) role defines the version numbes ‘of]|the
SLE service type to be used; for the provider (responder) pide
this argument is ignored and should be set to zero

role the role (user or provider) to be supportedyby the seryice
instance

pclientIf pointer to the interface the service instance shall use to pass
operations to the client

PPV pointer to the requested interface ©Of the service instance

Result codes

S_OK the service instance objecet.has been created

SLE E STATE the service element has@ot been started

SLE_E INVALIDID the version number,1s.zero for the role ‘user’

E NOTIMPL the service type ot the version or the role is not supported by| the
service element

E NOINTERFACE the interfa¢e:is not supported by an association object

HRESULT DestroyServiceInstance( IUnknown* psi );

Destroys a service instancé created by this interface.

Arguments
osi pointer to the service interface

Result codes

S _OK service instance destroyed
SLE _E_-UNKNOWN the service instance is not known
SLE E STATE the service instance is not in the unbound state; the associafion

must be aborted first
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A8.5 SLE SERVICE INSTANCE ADMINISTRATIVE INTERFACE

Name ISLE SIAdmin

GUID {BB4DDA31-54CD-11d8-9CF5-0004761E8CFB}
Inheritance: IUnknown

File ISLE SIAdmin.H

The_interface is p‘mvidpd for r‘nnﬁ'gnm‘rinn of service instances It can be nsed for instance

supporting the provider role or the user role. For instances supporting the user role not. all
paragmeters need to be set.

Clignts must specify the individual parameters using the method foreseen for the |parameter.
Depending on the service type, further parameters may have to be supplied usingthe service
typ¢-specific configuration interface. When all parameters have been supplied, the method
ComfigCompleted () must be called. The service instance then verifies that the
conffiguration is complete and consistent and performes all actions required to start nominal
operation. If the method ConfigCompleted () returns with success, the service instance
is r¢ady for operation.

As p general precondition, configuration parameters must not be modified after a successful
retyrn of the method ConfigCompleted (). The effect of an attempt to set a parameter
wh¢n the initial configuration has completed, is undefined.

Thq interface provides read access to all configuration parameters, including those defined in
the |create request to the Service Instance Faetory. The value returned by a call to the read
methods before configuration has been completed, is generally undefined.

Synopsis

#injclude <SLE_ SCM.H>
#irjclude <SLE APITypes /h>
#injclude <SLE Types.h>
intlerface ISLE SII;
interface ISLE Tinte;

#ddfine IID ISLE/SIAdmin DEF { Oxbb4dda3l, Ox54cd, 0x11d8, \
{ ®x9c, 0xf5, 0x0, Ox4, 0x76, Oxle, 0x8c, O0xfb } }

interfage” ISLE SIAdmin : IUnknown

virtfual wveid

Set ServicelInstancelId( const ISLE SII& id ) = 0;
virtual void

Put ServicelInstanceId( ISLE SII* id ) = 0;
virtual void

Set PeerIdentifier( const char* id ) = 0;

virtual void
Set ProvisionPeriod( const ISLE Time* start,
const ISLE Time* stop ) = 0;
virtual void
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Set BindInitiative( SLE AppRole role ) = 0;
virtual void

Set ResponderPortIdentifier( const char* portlId ) = 0;
virtual void

Set ReturnTimeout ( int timeout ) = 0;
virtual HRESULT

ConfigCompleted() = 0;
virtual SLE ApplicationIdentifier

Get ServiceType() const = 0;

. = ul o o 7 . b 1o,

Get Version() const = 0

virtual SLE AppRole
Get Role() const = 0;
virtual const ISLE SII*

Get ServicelnstancelIdentifier() const = 0;
virtual const char*
Get PeerIdentifier() const 0;
virtual const ISLE Time*
Get ProvisionPeriodStart () const = 0;
virtual const ISLE Time*
Get ProvisionPeriodStop () const = 0;
virtual SLE AppRole
Get BindInitiative() const = 0;
virtual const char*
Get ResponderPortIdentifier() const = 0;
virtual int
Get ReturnTimeout () const = 0;
bi
Methods

void Set Servicelnstanceld(-const ISLE SII& id );

Sets the service instance identifier copying the input argument.

void Put_ServicelnstanceId( ISLE_SII* id );

Sets the service instance to the input argument. The argument will be deleted by the seryice
instance object.

void Set_PReerIdentifier( const char* id );
Sets the-identifier of the peer application.

void Set_ ProvisionPeriod( const ISLE Time* start,
constISLE Time* stop )

Sets the scheduled provisioning period according the start and stop times passed as
arguments. If the start time is NULL, the service instance assumes immediate start of the
provision period. If the stop time is NULL, the service instance provision period never
expires.
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void Set BindInitiative( SLE_AppRole role );

Specifies whether user-initiated binding or server-initiated binding shall be used.

void Set ResponderPortldentifier( const char* portld );

Sets the port identifier for the responding application.

void Set ReturnTimeout( int timeout );

Set$ the timeout value in which a return for confirmed operations must arrive. The timeout
argument is passed in units of seconds.

HRESULT ConfigCompleted() ;

Chgcks the configuration of the service element on completeriess and consistency and
performs all actions needed to start nominal operation. The me&thod includes checking of alll
seryice type-specific parameters and takes into account the tole (user or provider) of the]
seryice instance. This method must not be called again aftersuccessful completion indicated
by 4 result code of S OK.

Regult codes

S QK all checks passed;-the service instance is ready for operation

E _NOTIMPL provider-initiatéd bind not supported

SLE E TIME inconsistent-Start and stop times

SLE _E PORT the port(identifier does not match the configuration or could nof
be registered

SLE E INVALIDID invalid service instance identifier

SLE E STATE the service instance is already configured

SLE E CONFIG other, further unspecified configuration problem

SLE ApplicationIdentifier Get_ServiceType() const;

Retpirns the$epvice type supported by the service instance.

SLE_VersionNumber Get Version() const;

Returns the version number of the service type supported by the service instance. For the
role ‘provider’ returns the value extracted from the received BIND invocation when the
service instance is bound and zero when the service instance is not bound.
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SLE _AppRole Get Role() const;

Returns the application role (user or provider) assumed by the service instance.

const SLE_SII* Get_ Servicelnstanceldentifier() const;

Returns the service instance identifier set in the object, or NULL if no identifier has been set.

const char* Get PeerlIdentifier() const;

Returns the peer identifier set in the service instance or NULL when not yet configured.

const ISLE Time* Get_ ProvisionPeriodStart() const;

Returns the provisioning start time set in the service instance‘or NULL when not|yet
configured.

const ISLE Time* Get_ProvisionPeriodStop ()\‘const;

Returns the provisioning stop time set in the service instance or NULL when not|yet
configured.

SLE_AppRole Get_ BindInitiativel() const;

Returns the bind initiative (user-ipitiated or provider-initiated) set for the service instance

const char* Get_ ResponderPortIdentifier() const;

Returns the logical (port identifier set in the service instance or NULL when not|yet
configured.

int Get_ReturnTimeout() const;

Returnsithe return timeout period set in the service instance or 0 when not yet configured.
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6 SLE SERVICE INTERFACES

6.1 Service Proxy Interface

Name ISLE SrvProxyInform
GUID {24396FC4-CD99-11d2-9B44-002A0246D80DB}
Inheritance: IUnknown

Filg

The
sing
bee

Thd
the
of 4
of t

Cal
pas

Syn
#in
#1in|
intf
intf

#de

int

ISLE SrvProxyInform.H

interface is provided to the proxy for transfer of operation invocations and returns on a
e association. In addition, it provides a method to signal transfer of a PDUjyif that has
h requested via the complementary interface ISLE_SrvProxyInitiate;

PDUs passed via this interface are generally unchecked. The only checks performed by
proxy are that the PDU is supported by the service type and is propérly coded. Reception|
n invalid PDU via this interface shall not cause the function to berejected. The provider
he interface must either generate the appropriate operation retur or abort the association.

s to this interface shall only be rejected when the client misbehaves. For instance,
sing of an invocation other than BIND in the state unbound is such an error.

opsis

clude <SLE SCM.H>

clude <SLE APITypes.h>

erface ISLE Operation;

erface ISLE ConfirmedOperatioern;

fine IID ISLE SrvProxyInform DEF { 0x24396fc4, 0xcd99, 0x11d2, \
{ 0x9b, 0x44, 0x0)\ Oxa0, 0x24, 0Ox6d, 0x80, Oxdb } }

erface ISLE SrvProxylImform : IUnknown

irtual HRESULT
InformOpInvoke (s ISLE Operation* poperation,
unsigned long seqgCount = 0 ) = 0;
irtual HRESULT
InformOpReturn( ISLE ConfirmedOperation* poperation,
unsigned long segCount = 0 ) = 0;
irtual VHRESULT
PDYTransmitted( ISLE Operation* poperation ) = 0;
irtual HRESULT

ProtocolAbort ( const SLE Octet* diagnostic,
size t size ) = 0;
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Methods

HRESULT InformOpInvoke( ISLE Operation* poperation,
unsigned long seqCount = 0 );

Accepts an operation invocation.

Preconditions: The invocation was received on the association and was correctly decoded

Arguments
poperation the operation object containing the invocation
seqCount sequence count for PDUs as defined in 3.7.3

Result codes

S OK PDU accepted

SLE_E PROTOCOL the request violates the state machine-and should have heen
prevented by the proxy

SLE_E INVALIDPDU the PDU is not valid for the servige type

SLE E SEQUENCE sequence count out of acceptable’ window

HRESULT InformOpReturn( ISLE_ ConfirmedOperation* poperation,
unsigned longrseqCount = 0 );

Accepts an operation return.

Preconditions: The return was reeeived on the association and was correctly decoded
Arguments

poperation the operation object containing the return

segCount sequence count for PDUs as defined in 3.7.3

Result codes

S _OK PDU accepted
SLE E PROTQCOL the request violates the state machine and should have Heen
prevented by the proxy

SLE E INVALIDPDU the PDU is not valid for the service type

SLE_ENUNSOLICITED  the operation was not previously passed to the association] by
this service instance

SLE"E SEQUENCE sequence count out of acceptable window

HRESULT PDUTransmitted( ISLE Operation* poperation );

Reports transmission of a PDU as requested via the interface ISLE_SrvProxyInitiate.
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Arguments

poperation pointer to the operation for which a report was requested; the
operation object may no longer exists and the pointer should not
be used for access to the operation object unless the receiver
still holds a reference to the operation object

Result codes

S QK report accepted

SLE E UNSOLICITED no report had been requested

HRESULT ProtocolAbort( const SLE Octet* diagnostic, size_ t size );

Reqd

Arg
did
si
Reg

S_
E |

uments
hgnostic

re

ult codes
K
UINEXPECTED

orts failure of the communications system for the association.

diagnostic data as provided by the data cemmunication service
size of the diagnostic data in bytes

accepted
the service instance is not-aware of an active association
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A8.6.2 Service Application Interface

Name ISLE ServicelInitiate

GUID {7B425727-D32D-11d2-9B44-00A0246D80DB}
Inheritance: IUnknown

File ISLE ServicelInitiate.H

The interface provides the methods to pass operation invocations and returns to a_seryice
instance in the API Service Element. The requests are checked and an error is retutnegl in
case of incomplete or inconsistent definitions or if the PDU is not valid in the current statg of
the service instance. (For the definition of the state table see section 4.) A pesitive refurn
code of the methods ensures that the PDU has been queued for transmission. It does|not
indicate that the PDU has been actually transmitted.

For the following special PDUs, the interface may return the code SLE S SUSPEND
indicating that further transfer of data shall be suspended:

a) TRANSFER DATA Invocation for forward Services;

b) TRANSFER DATA Invocation for Return Serviges when the delivery mode is either
complete online or offline.

The method ResumeDataTransfer () willibe called on the complementary interface
ISLE ServiceInform when data transferis again possible.

Synopsis

#include <SLE SCM.H>

#include <SLE APITypes.h>
interface ISLE Operatidns
interface ISLE ConfirmedOperation;

#define IID ISLE_ServiceInitiate DEF { 0x7b425727, 0xd32d, 0x11d2, \
{ 0x9b7)0x44, 0x0, Oxa0, 0x24, Oxe6d, 0x80, Oxdb } }

interface ISLE Servicelnitiate : IUnknown
{
virtud®HRESULT
InditiateOpInvoke ( ISLE Operation* poperation,
unsigned long seqCount = 0 ) = 0;
vixrtual HRESULT
InitiateOpReturn( TSTE ConfirmedOperation* poperation
unsigned long seqgCount = 0 ) = 0;
virtual SLE SIState
Get SIState() const = 0;

}i
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