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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Many cloud services allow a cloud service customer (CSC) to develop, upload, and execute their own code,
rather than uploading a complete virtual machine image, or being confined to software provided by the
cloud service provider.

This ability to write and execute their own code allows CSCs and others to develop or customise their own
applications without having to run their own private datacentres, and without having to install, patch and
manage operating systems and other elements typically required in legacy laaS services. This approach
allows the CSC to concentrate on the code that directly meets their business need rather than having to

create a lot

of peripheral code just to make things work.

While som
of CSC-proy
of “platfort
platform c4
be as exter
possibilitie

In addition
time. Many|
For exampl
and in this
example, tH

—clotd-services-arespeeifically-designedasPlatformasaService{RPaaS)-whereinth
rided code is the primary purpose of the cloud service, others include a greater or-les
h capabilities type” as a feature or supplement to the main function of the cloudser
pabilities can be as basic as telephone call routing scripts or database stored-proced
sive as large function libraries or microservices for use in other applications. The f
5 is too extensive to list exhaustively and is constantly growing as new ideas emerge.

of these include the execution of CSC-provided code, or its equigalent for a different
e, Artificial Intelligence (Al) services (e.g. machine learning).¢air be deployed as clot
case the “CSC-provided code” can include both training data and procedural code.
e world is preparing for the availability of Quantum Computing (QC) technology whi

will probally be exposed to CSCs as various forms of cloud serviges. Both Al and QC technolo

as serviceg
specialised|

that can be incorporated within more traditional’application designs, thus contrik
and unique capabilities.

It is therefore useful to describe both the purpose-built. PaaS concept, and the more genera

capabilitied
between P3
approacheq
cloud comp

In particul
of platform
and that of

type” as it appears in other cloud services beyond PaaS. This document explains the
aS and other services, the types of CSC-provided code that such platforms can support,
to development of code for such services, common platform architectural approachsg
uting platforms can support new teghnology paradigms such as Al and QC in a consist¢

i1, this document provides an,introduction to the “cloud native computing” concept 3
capabilities type, providingan’ architectural pattern that is focused on cloud-first d
fers greater flexibility andswodularity than many older software design patterns.

It is also important to define some general recommendations to promote good practice in th

and use of
service offq

digital technology- platforms of these kinds especially with respect to transparency
rings to existing:and potential CSCs.

Throughoult this docyment, unless otherwise explicitly stated, the term “platform” is alwa

the enging
ISO/IEC TS
platforms.

5928asimplemented in cloud services, edge services, mobile services, and other

e execution
ser amount
vice. These
ures or can
i1l range of

the world of cloud computing is seeing wholly new developments ahd-technologies aglded all the

paradigm.
id services,
As another
ch (like Al)
ries appear
uting their

[ “platform

differences
the general
s, and how
bnt manner.

s a pattern
bvelopment

P provision
pof platform

ys used in

ering sensSe, specifically referring to the “digital technology platform” in accordlance with

distributed

The comm

T engineering usage of - digital techmology platform inctudes:

operating systems,

“platform as a service” cloud services in accordance with ISO/IEC 22123-1,

— other cloud services that exhibit “platform capabilities type” in accordance with ISO/IEC 22123-2.

As such, this usage of platform refers to cloud services that enable a CSC to create and maintain their own
hosted application, rather than using digital technology for the creation of a multi-sided market as typically
used by economists and competition regulators.

However, as described in ISO/IEC TS 5928, some types of cloud services (typically various forms of SaaS)
that are implemented on top of the digital technology platform can also exhibit the characteristics of

© ISO/IEC 2024 - All rights reserved
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a digital economic platform by creating a multi-sided market. Such SaaS implementations by CSCs of the
digital technology platform are generally outside the control and responsibility of the digital technology
platform service operator.

The intended audience for this document is:

— businesses considering the use of technology platform capabilities for new cloud applications (both as
CSDs and as purchasers of installable cloud software)

— for those seeking to understand or describe the various cloud application development options available
— for those seeking to clearly describe digital technology platform services that they offer to CSCs

— for those developing governmental or procurement policies covering CSC-provided cloud applications

— those Jieveloping other standards that need to reference cloud technology platform capapilities and
approaches.
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Information technology — Cloud computing — Overview of
platform capabilities type and platform as a service

1 Scope

Within the context of digital technology platforms as defined in ISO/IEC TS 5928, this document provides:

a descl
catego

a descy

descrif
elemen
compu

2 Norm

ription of the concepts of the platform capabilities type as it appears in various cldud service

ries;
iption of the specific cloud service category of platform as a service (PaaS);

tions of common technology platform architectures, development approaches, and li
ts of technology platform services, including a high-level description‘of the popular d
Ling concept;

recominendations for cloud services that include platform capabilitie$,including but not limi

ative references

The following documents are referred to in the text in such a #way that some or all of their content

requireme
the latest e

ISO/IEC 22
ISO/IEC/TS

3 Term

For the pur
the followi

ISO and IE(
[SO On

IEC Elg

3.1

ts of this document. For dated references, onlytheedition cited applies. For undated
dition of the referenced document (including any amendments) applies.

1 23-1, Information technology — Cloud computing — Part 1: Vocabulary

5928, Taxonomy for digital platforms

5 and definitions

poses of this document,theterms and definitions given in ISO/IEC 22123-1, ISO/IEC/T
ng apply.

maintain termiology databases for use in standardization at the following addresse

line browsingplatform: available at https://www.iso.org/obp

ctropedia} available at https://www.electropedia.org/

platform c

fe cycles of
loud native

ted to PaasS.

constitutes
references,

S$ 5928 and

“”

apabilities type

cloud capabilities type in which the cloud service customer can deploy, manage and run customer-created
or customer-acquired applications using one or more programming languages and one or more execution
environments supported by the cloud service provider

Note 1 to entry: In this context “applications” can include programs, software components (such as containers, code,
function libraries, and microservices, etc.), unfinished or incomplete programs (such as test versions or prototypes),
and other forms of source code or executable software code artefacts, with or without a user interface being included.

Note 2 to entry: This does not include any minimal scripting capability internal to a single application, such as simple
macros within a spreadsheet.

[SOURCE: ISO/IEC 22123-1:2023, 3.5.4, modified — Notes 1 and 2 to entry have been added.]
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CSC-provided code
software code artefacts created by CSDs acting on the CSC’s behalf, that are designed to execute within a
cloud service to meet the needs of the CSC

Note 1 to entry: Such code artefacts can be supplemented by data or metadata.

Note 2 to entry: The CSDs creating the code can be employees or contractors of the CSC, or of another organization
such as a vendor, partner, or contractor to the CSC.

3.3
metadata

data that defines and describes other data

Note 1 to en
are almost y
metadata c3
document, t

Note 2 to en
always movg

[SOURCE: I

3.4

cloud natiy
cloud natiy
approach a
systems w
containerif
continuous

Note 1 to d
automation
performanc

Note 2to e
manageme

Note 3 to e
customer-m

Note 4 to en|

3.5

jurisdictign

geographic

Note 1 to eptry{In‘a government policy context this will generally be the geographical area over whi

enacting the

i

[ry: Metadata can include many different kinds of attributes of the data it describes. Some me
niversal, such as date of creation and last change, type of file or object, permissions, and-0wng
n be specific to the type of object, such as the camera settings of a digital image, theauthor
he version of a code artefact, etc.

Lry: Some metadata may be directly attached to (or embedded within) the data’to-which it rel
with it. Other metadata may be stored separately and associated with the data-by reference or

50/IEC 11179-3:2022, 3.2.30, modified — The notes to entry havé been added.]

he
e computing

hd practices for developing, deploying, and runningapplications and services in cloud
th specific platform capabilities type which offer“features such as functional dec
ation, orchestration, microservices for applications, automation, monitoring and Iq
operation

ntry: Additional tools and technologies thatssupport these capabilities include DevOps,
of orchestration etc., which individually»and collectively, enable autoscaling, resilien
b, ease of portability and interoperability®and ease of maintenance among other benefits.

ry: Orchestration refers to automatic or semi-automatic deployment, instantiation, intercon
of containerised software.

htry: This approach contrasts’with more traditional virtualisation-based approaches base
anaged Virtual Machines.

Lry: See also Clause-10:

al or coyporate area over which a cloud computing policy extends

policy has legal authority either as government or as authorised regulator. However, in an ¢

tadata fields
rship. Other
5 name for a

htes and will
ther means.

computing
mposition,
gging, and

CI-CD tools,
Ce, superior

nhection, and

d largely on

ch the body
nterprise or

government

. 1 . 'S T . P 1 'R} 1 . C . 4
dgCIILy TIIVIT UlllllCllt, the Jurt rsarctionoft=a PUIILY llllgllt COVCT d UUSTITTSS lullLtlUll, utpdl trrer

other organisational area of responsibility not tied to geography.

[SOURCE: ISO/IEC TR 22678:2019, 3.2]

3.6
cloud serv

ice developer

t, agency, or

sub-role of the cloud service partner role, with the responsibility for designing, developing, testing and
maintaining the implementation of software that is either part of a cloud service, or is designed to run on a
cloud service

Note 1 to entry: The cloud service developer sub-role can be performed by any party, including CSN, CSP, and CSC.

© ISO/IEC 2024 - All rights reserved
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Note 2 to entry: Normally software that is part of a cloud service will only be developed by a CSD under the control of
the CSP. Software that runs on top of a cloud service can be developed by a CSD under the control of a CSC (e.g. for [aaS
or PaaS).

Note 3 to entry: This definition supersedes the definition in ISO/IEC 22123-1:2023, 3.3.13.

4 Abbreviated terms

Al artificial intelligence

API application programming interface
CaaS communications as aservice
CaaS container as a service

CbM cloud deployment model

CPU central processing unit

CSA cloud service agreement

CSC cloud service customer

CSD cloud service developer

CSN cloud service partner

CSP cloud service provider

CSU cloud service user

DBaa$ database as a service

DSaaS data storage as a service

Faa$S function as a service

FPGA field programmable gat€ array
GPU graphics processing\unit

[aaS infrastructure'as a service
[AM identity ahd-access management
[DaaS identity as a service

[oT intérnet of things

ISV independent software vendor
LLM large language model

ML machine learning

MLaa$S machine learning as a service
NaaS network as a service

PaaS platform as a service

© ISO/IEC 2024 - All rights reserved
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PII

QC
QCaaS
SaaS
SBoM
SQL
Ul
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personally identifiable information
quantum computing

quantum computing as a service
software as a service

software bill of materials
structured query language

user interface

W3C
WCAG

5 Overy

5.1 Geng

The definit
code writtg

from anothler CSD (see 5.6), or perhaps from an open-source project. This can also include pre-cor

provided (g
as describd

NOTE T
bigger pictu
specific tech
picture. As
some of it h

documents dlo not conflict, but they are written fref different viewpoints of the topics under discussion.

World Wide Web Consortium

web content accessibility guidelines

riew of platform capabilities type

bral

ion of “platform capabilities type” means supporting the @xecution of CSC-provide
kN in a programming language, whether the code is written by the CSC themselves

reated or purchased) by the CSC, such as bytecode,dibraries, container images, or mi
d in ISO/IEC TS 23167.

his document considers platform capabilities injastop-down sense and shows how they fi
e of cloud services in general. By contrast ISO/IE€/TS 23167 took a more bottom-up approag
nologies and techniques individually ratherthian showing how they relate to one another or {

uch, ISO/IEC/TS 23167 remains a useful reference for the details of some specific technolo
as been somewhat overtaken by advances in technology and concepts since it was publishl

nples of capabilities
b falling within the platfopm capabilities type include but are not limited to:

lities to write, upload, compile, execute, monitor, and debug their own programming ¢
vice;

ion of CSC-previded code that operates on cloud data storage, such as SQL stored procg
atabase(DBaaS);

pvision of APIs that allow CSC-provided code to access functions and capabilities off

d software
r obtained
npiled code
Croservices

t within the
h, looking at
o the bigger
cies, though
ed. The two

ode within

edures for a

bred by the

ervice. For example:

1) Connection routing APIs for Network as a Service (NaaS);

2) Call routing APIs for customer-support via Communication as a Service (CaaS);

either within the same cloud service or elsewhere;

for communication with human users;

5.2 Exarn

Capabilitie

a) Capabi
the serj

b) Execut]
cloud d

c¢) The pr
cloud s

d)

e)

f)

APIs fo

r communication with other software applications or cloud services;
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g) The provision of APIs that allow CSC-provided code to be managed with respect to data security,
confidentiality, privacy, integrity, and accessibility for disabled persons;

h) The provision of APIs that allow CSC-provided code to manage and extract CSC data within and from the
cloud service, such as in preparation for moving to another cloud service.

5.3 Capabilities not included in the platform capabilities type
Capabilities falling outside the cloud computing platform capabilities type include but are not limited to:
a) Non-cloud capabilities:

1) Anything in which the hosting environment does not meet the definition of cloud computing in
acgordarnce with ISO/TEC221231;

b) Infrastructure capabilities:
1) “Bare metal” or virtualised computer hardware, such as the hosting of virtualynachine images;

2) Scripting for the purpose of managing infrastructure resources such as virtual maching¢s, network
configurations, basic storage, etc., since such code does not directly proyide a user interface to a CSU;

c¢) Application capabilities:
1) Mdthematical functions within spreadsheets;
2) Emnail sorting rules;
3) Mdcros within SaaS productivity applications (such as.Spreadsheets or presentation app|lications);

4) Scripting that works only within the closed context of a specific user-facing SaaS appli¢ation, such
as pnimations within a presentation tool;

d) Others

1) The execution of CSC-provided code for the sole purpose of education or training, stich as in a
legrning simulation;

2) Thie execution of CSC-provided ¢ede for the sole purpose of entertainment of the CSU, sudh as within
a guzzle game;

3) Geherally, any programming capability wherein a CSC’s code executes in an environment in which it
is finable to interactwith other system elements or connect beyond its own environment.

5.4 The |egal status-of CSC-provided code as customer data

It is important for'\CSCs and CSPs to recognise the legal status of all code and data provided by th¢ CSC to the
CSP, as thege will almost always be categorised as customer data as defined in ISO/IEC 22123-1, and as such
can be subj|ect to applicable local jurisdictions and regulations.

CSC provided code or data that contains any personally identifiable information (PII) can be subject to
privacy regulations.

5.5 Intellectual property considerations

In most cases, the CSC (or another body) will hold copyright on the code artefacts, data, and metadata they
create and load to the cloud service. If the CSP wishes to claim any copyright on any such submissions, this
should be made very clear to potential CSCs before they commit to the cloud service. See 15.1.

If the CSC-provided code uses Al functionality through a PaaS-type cloud service to create any derivative
works of copyright material, it remains the CSC’s responsibility to ensure they have the appropriate rights
for their application to function in this way.
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It is also possible that CSC-provided code may implement concepts covered by patents held by the CSC or
others. It is the CSC’s responsibility to arrange for any licencing that is needed in such a case, since the CSP
has no certain visibility of what the CSC-provided code may do, or what ideas it may embody.

5.6 Cloud service agreement elements for the platform capabilities type
Every cloud service is offered based on a cloud service agreement (CSA) between the CSP and the CSC.

While many elements of a CSA will be common for all cloud services, there will be some specific elements
that are included when it comes to cloud services offering the platform capabilities type.

To govern how the cloud is used, CSPs will always include specific terms-of-use that govern how CSCs can
use the platform and the types of applications they are allowed to create and run on it. Typical rules can
include:

a) Adher¢nce to applicable law (especially when the CSP is subject to a jurisdiction that\do€s not directly
apply tp the CSC or CSD, such as when they reside in different countries)

b) Prevention of:
1) Cypercrime
2) Spamming

]

3) Copyright violation

4) Expcution of denial-of-service attacks
5) Mdlware delivery

6) Chijld safety violations

7) P

—

vacy violations
8) Halte speech and extremism
¢) Conditjons concerning
1) Lawful intrusion (notably for “eemmunications” applications)

2) Usgrinterface and Accessibility requirements (such as a requirement to follow Ul design|guidelines,
mqst common for mobile device and gaming device platforms)

3) Exflusivity requirements

4) Some platfornistonly allow CSC applications to be used within a specific service ared, such as a
sirlgle countxy or region.

5) Some, platforms require the use of specific payment mechanisms for purchases made through the
CS[C-application (most common for mobile and gaming device platforms)

Some platform operators require some kind of exclusivity, that the application cannot also appear on a
competing platform, or there can be a difference in pricing or other terms and conditions if this occurs.
The CSA will also include elements describing the rights of the CSP to suspend or terminate the operation
of CSC-provided applications that display incorrect or inappropriate behaviour, and the types of alerts and
debugging that will be available to warn of such situations arising.
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6 The cloud service developer sub-role (CSD)

6.1 The definition of cloud service developer

A cloud service developer is a sub role of the Cloud Service Partner role (CSN role) and is indicated as
CSN:cloud service developer in accordance with ISO/IEC 22123-3.

However, this refers to the CSN role, not to the CSN as a separate party. There are three parties in cloud
computing, that are Cloud Service Customer (CSC), Cloud Service Provider (CSP) and Cloud Service Partner
(CSN). Each of these parties is by definition a natural person, a legal person or a group of either, whether or
not incorporated, that can assume one or more roles.

CSC as a party can not only perform the CSC role but also perform the CSN role and can thus perform the

activities a

The impor
CSN:cloud {
this, but m{

Thus an in

organisatid
CSN:cloud s

6.2 CSD

The activit

ssociated with CSN:cloud service developer.

fant point here is to explain that the CSC as a party can explicitly include the-sub
ervice developer, thereby clarifying the responsibility boundary. Not every CSC'is req
iny will do so.

dividual (or team) working as a CSD can be an employee of a CSC{ef a CSP, or of
n acting as a CSN on the CSC’s behalf. In every case, the CSD performsithe activities de
ervice developer role.

activities

es of the CSD in creating code can thus be performed by, various teams or individuals

role called
uired to do

a separate
fined in the

(or even by

some applifations) including but not limited to:

a) Employees of a CSC who write code for their own application to execute on a digital technology platform

b) Employees of a company which provides CSD support (e.g. consultants) to assist a CSC in|developing
their application

c¢) Employees of a company which acts as an-ISV, developing code which will be sold to multiple CSCs for
inclusipn in their own applications

d) Contrilputors to open-source projects which can be (re-Jused by CSCs, CSNs, CSPs, and [SVs in the
development of their own applications

e) Employees ofa CSP providing mechanisms that can be incorporated by any of the above when|developing
applicdtions to run on the’€SP’s own platform, such as APIs or other means to access and usg platform-
specifif features

NOTE (SDs are not-only involved in writing and testing programming code. They will often be contifibuting data

that the cod

6.3 CSDs

b needs te-flnction and also be heavily involved in the entire life-cycle of the application. See ]

and-the CSC application code lifecycle

.4

In each case, the code artefacts will go through phases of design, development, testing, deployment,
operation, maintenance, and eventual retirement that will not be further discussed here. However, it is
important to realise that that the participation of the CSD rarely ends with deployment. The CSD can also
work with other stakeholders and other processes with various levels of commitment. This can include
responsibilities in the areas of change management, risk management, and security amongst others.
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7 Platform as a Service (PaaS) concepts

7.1 PaaS as a cloud service category

“Platform as a Service” is, like the other “XaaS” abbreviated terms, a broad category of possible cloud
services that have some common attributes but can be implemented in very different ways and with little or
no common core of functionality.

Some PaaS implementations are broadly useful to a wide range of CSCs, while others will be specialised to
particular vertical industries or other specific needs.

Some PaaS implementations are entirely proprietary in nature, while others focus on open-source
technologies and projects. Many will blend both of these development approaches.

Thus, Platf]

pbrm as a Service can only ever be a category of cloud services, not a rigid specif

cation and

certainly nfot limited to a single implementation. Different implementations of PaaS might ch¢ose to use

different t¢
very differd

EXAMPLE
a)
b)
)
d)

A speci
The opf]
Suppor

Providd
7.2 Beng

7.21 Ge

Implement
categories

7.2.2 Re

In a PaaS

environme
maintain v
can focus e

7.2.3 Scg

In a PaaS ¢
means of a

chnologies, support different languages, choose to offer different special fungtionalit]
ent network, storage, and computing functions.

A specific PaaS implementation can choose to offer the customer:
ic set of programming languages
ion to use GPUs for processing in addition to CPUs
E Al functionality directly in the platform

advanced scalability and load balancing across multiple-datacentres and server instances
efits of choosing PaaS

neral

htions of Platform as a Service can-affer several advantages to CSDs compared to
bf cloud services such as Infrastructure as a Service.

Huced maintenance

environment, many of (the software elements that are managed by the customer
ht are handled by the CSP. Thus, there is no need for the customer to construct, manag
rtual machine images, guest operating systems, or other incidental code elements. In
kclusively on wfiting and maintaining the code that is specific to their business soluti

lability

nvirenment, creating multiple instances of the same application code can usually
simple request to the cloud service. There is no need for the customer to manually

manage ad

y, and offer

more basic

in an laaS
e, patch, or
stead, they
b1.

be done by
create and

litional virtual machines; thatis done “under the covers” hy the PaaS itself as required.

7.2.4 Access to advanced features

CSDs wanting to access advanced features at the API level are likely to choose some kind of Paa$ that has
these features included. Examples of this can include Al functions, blockchain, big data processing, and
others. While these can also be implemented on an [aa$ platform, that will often the require the customer to
create specific VM images and install those functions as additional software components.
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7.3 The “fuzzy” boundaries between laa$, Paa$, and SaaS

7.3.1 General

For the purposes of this document, “fuzzy” indicates something that is variable, vague, and indistinct. In this
specific context, a fuzzy boundary is highly subjective and possibly changes over time as technology evolves,
so arigid definition of where the boundary falls is not possible.

The original NIST division of cloud services into laaS, Paa$, and Saa$ dates back to 2010/2011.[L1] While this
provided a useful vision in the very early days of cloud computing, it is no longer as clear-cut a distinction
between cloud service types as was originally envisioned.

In 2014, ISO/IEC updated this concept and identified that these three basic concepts were better expressed

as “capabil
See ISO/IE

ties types”, combinations of which could be exhibited by many different cloud service
[ 22123-1 and ISO/IEC 22123-2.

categories.

It was further observed that even this reorganisation did not fully encompass many types.of cloud services,

or the elen
truly objec

Figure 1 sh
infrastruct

capabilitieq

ents that went into them, hence the description of these divisions as beihg “fuzzy”
[ive.

ows some (non-exhaustive) examples of the fuzzy boundaries thdt\have emerged b
ure, platform, and application capabilities types. Some capabilities clearly fall und
type, while others exhibit characteristic of two or even all threetapabilities types.

rather that

etween the
er a single
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Intrastructure Platform capabilities Application
capabilities type type capabilities type

Virtual machine Code
development

hosting Customer e Collaboration
provided VM tools
images

Virtual disk

storage

Document storage and management

BRES IS Debuggers

storage

Productivity applications
Dataspace yapp

Block storage
connectors

Basic Microservi Educational software
network (CHOSCIVICES for ICT

Image editing
k| serisr Relational database
ypeErvESer (with customer UI)
Virtual

private { Media streaming
network

Bare metal Data warehouse
machine

Load Software defined virtual Financial software suite
balancer network (customisable by CSC)

Enterprise management software suite

(sl it (customisable by CSC)

Container orchestration

Machine Learning and other Al

IoT hosting

Identity and Access Management

NOTE The location of individual example items within this diagram has no significance other than
whether they fall under infrastructure capabilities, platform capabilities, or application capabilities, or
are spread across multiple capabilities types. This is not a “stack” diagram.

Figure 1 — Examples of fuzzy boundaries between IaaS, Paa$, and SaaS

One problem for customers and regulators is that companies running cloud services will choose whatever
marketing label they think is in their best business interests, which does not necessarily align with what the
standards (and potentially regulations) are designed to describe.
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7.3.2 laaS vs PaaS

The old description of an laaS cloud service was heavily oriented towards a virtual-machine hosting
environment wherein the CSP provided a hosting platform running a hypervisor environment. This would
come with some basic storage mechanisms, such as virtual disks, and perhaps some kind of binary object
storage, together with sufficient network capability to connect the virtual machines to one another and to
things on the Internet. Pretty much every other function had to be implemented by the CSC within their
virtual machine images, though the [aaS provider would often provide various templates to make this
somewhat easier, such as pre-loaded with an operating system and perhaps some libraries. Still, it remained
the CSC’s responsibility to secure and maintain each running virtual machine, including any patches needed
for the guest operating system.

In such an [aaS environment, CSCs can certainly write their own code, but it will execute within one or more

of their vir
functionali
virtual mag

This appro
comprised Y

The origing
the CSCs’ g}
of code ass
all the othd
This freed
balancing)

The proble
provided irf
than (or in

7.3.3
The bound

As noted a
would be t}
really worl
it has beco}
between sd

SaaS was (
premises, g

model assufmed the GSC*had to write their own user interface code for their application.

So, the old
very hard {

PaaS vs SaaS

ual machines just as if they had rented a hosted hardware computer. If they need a
Ly, such as load balancing, Identity management or a database, they may need torinst
hine and manage it themselves.

ich worked well in the early days of cloud computing, when the vast majority-of cloud
Firtual machines that were being moved from an on-premises virtual machifie-host to one

l idea of a PaaS cloud service was designed from the ground up as dan €xecution envi

bts that dealt only with the business logic of their intended applieation, while the CSH
r functions needed to support it, including any guest operating system or virtual mac
the CSC from having to maintain and secure operating systéms and associated code (g
as the PaaS environment would provide and maintain all of this for them.

m we have today is that some of the functions originally regarded as PaaS functions ar
cloud services titled as “laaS”. We also have “laaS™offerings that actually host Conta
nddition to) complete VMs, which is quite a divérgence from the original understandi

iry between PaaS and SaaS is also.blurred.

bove, the original intent was that PaaS cloud services would execute CSC-provided

. Even if the PaaS environment provides a lot of key functionality as described in thig
me normal practice to combine this code with licenced applications and use it primar
ftware elements running in the same cloud service or elsewhere.

riginally assumed to be the equivalent of a package bought to run on computers
nd to have a‘user interface with which humans could interact with it. By contrast, t

separation of “CSCs write code on PaaS but use a Ul on SaaS” is now badly broken
o draw a clear distinction between them. If a SaaS application with a complex Ul alsd

CSC to uplg

hy complex
all it into a

workloads
n the cloud.

onment for

bplication code. The CSP would provide an operating environment wherein a CSC can yipload a set

dealt with
hine layers.
uch as load

b now often
ers rather

Ilg of laaS.

code and it

ie CSCs who developed all thé-applications that ran on it. History has shown that this model didn’t

document,
ly as “glue”

at the CSC
he old PaaS

, making it
allows the

ad and execute significant code artefacts within the application, it is impossible to fo

rce such an

application

into one category or the other.

7.3.4 DSaaS as an example

Data storage as a service (DSaaS) can crop up in any of the three basic models, and it isn't always clear
whether any type is exclusive to a classical cloud service category.

The most basic form of DSaaS, commonly offered within or alongside Iaa$, offers virtual disks and raw
storage of binary objects (“blobs”). The CSP provides the storage mechanism, but usually has no idea of
how the stored data is formatted or what it contains. This type of DSaaS exhibits only the infrastructure
capabilities type.
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A more advanced form of DSaaS is a cloud database which allows for the storage of data in a structured form,
and wherein code and procedures such as SQL Stored Procedures can be uploaded and executed by the CSC.
This type of DSaaS exhibits the platform capabilities type.

In some cases, such a database or structured document storage, the service can also offer a user interface
with which a human CSU can directly control the database or storage, set up or delete data tables and other
structures, enter or modify stored data, generate reports, or do various other things. When this is available,
the DSaaS$ exhibits the application capabilities type.

7.3.5 Relevance of the boundaries

The decade-old IaaS, PaaS, and SaaS concept remains a useful shorthand for describing quickly what a cloud
service offers, or when explaining to a non-technical audience, but are no longer useful for setting concrete

boundaries

Any attemj
highly subj

For exampl
invitation f
capabilitieq
service.

Itis even w
cloud servi
categories,

between different categories of cloud services.

bt to set different regulations or rules based on these categories is likely to fail’sin
bctive.

or a CSP to describe a cloud service as IaaS when in truth it also exhibits platform or
types, such as if they offer some kind of SQL database cloud service within the “

orse when attempts are made to apply different rules or codes of conduct to Iaa$, Paa
ces. A single cloud service today can easily exhibit charaeteristics of two or even thi
leaving the CSP or CSC unclear as to which set of rules ¢r Code their cloud service is §

declare ad

of a court decision, if then.

Some cloud services such as Al machine learning are alm@st impossible to categorise as laaS, Pa
For exampl|e, does training data for an Al system constitute “CSC-provided code” or not? Do
interface of an Al data-science tool constitute an “application” cloud service?
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e, while it can be tempting to think that laaS is “simple so it needs less\rules”, that becomes an

application
[aaS” cloud

S, and Saa$S
ee of these
upposed to
plved short

nS, or SaaS.
bs the user

hd product
d into the

ctivity and
uch things
broach”) or
d SaasS.

7.4.1 General

The following functions are typically (though not universally) implemented by the CSP in a PaaS cloud
service and made available to CSCs for use with CSC-provided code and applications.

7.4.2 Documentation of CSP-provided interfaces

A CSP offering PaaS will need to provide sufficient documentation that allows all CSDs to understand the
environment being offered, and the functions available to them.
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This documentation will need to include those APIs that the CSD can invoke from their code, but also
indicate preferred approaches and best practice, and in particular give adequate warning if any current API

or function

is likely to be deprecated or modified in the future.

Full documentation of available interfaces is also valuable for easing application portability.

7.4.3 CSC-provided code lifecycle management

As discussed in 7.5, the CSC-provided code used to build an application to run in a PaaS will go through
various stages. The PaaS cloud service typically provides the CSC with the means to organise this through a
user interface.

7.4.4 Identity and access management (IAM)
One of the[most complex and vulnerable problems for any software development is the need [to identify,
authenticafe, and authorise individual users, groups, and applications so that they can ddcess and use the

software fu
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nctions they are entitled to, but nothing beyond that entitlement.

essential element in cybersecurity, wherein a breach can open an_entire organis
nals, so CSCs take it very seriously.

’s possible for a CSC to write their own [IAM functions from scratch and make use of]

all;plications. However, this is a complex and challenging task andiintroduces consideral

le incorrectly, so many will choose to make use of an existing IAM on-premises ap]
ud service provided by their existing IT infrastructureyeffered by one of their CS
hird-party organisation. The latter two cases will often be categorised as IDaaS (Id
ud services.

o the advantage that most commercial software{packages will work with existing 1A
necessarily flexible enough to cope with situations where the CSC desires a uniquely
[a structure or credentials to reflect their business structure or other needs.

,and appropriate credential management and revocation mechanisms.

ssage queuing

applications are of negessity multi-threaded, such that the application code threac
ng for a response. The most common approach to this is to use message queuing,
the application software needs something done, requires some information, or need
to another element) it constructs a message and “posts” this to a message queue that ¥
nation element.When the result is determined, a reply message is placed on a messag
i the originaleélement. In this way, everything can occur asynchronously, and each ¢
process-whatever messages it receives without waiting for a synchronous response.

This beconpes especially important when an application has multiple instances of elements to
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elements that read and execute from that queue, thus reducing or removing the congestion.

7.4.6 Load balancing

ces of those

For large scale applications, there is a need to balance the load across several, or perhaps even thousands, of
servers. Message queues were mentioned in 7.4.5, but this is also true for things like HTTP requests to web
pages, incoming emails, and many other kinds of interfaces.

With a good design, it doesn’t really matter which instance of a server receives a specific request, since there
will be multiple servers each equally able to proceed with it.
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So, most PaaS cloud services include load balancing functions that allow a CSC to both design and manage
the loading of incoming requests across the right servers to give the fastest possible response.

In some cases, the PaaS allows the CSC’s own code to interrogate the state of loading and react to adverse
conditions, such as warning a human user, or using a lower resolution of images, etc.

Advanced load balancing can also deal with things like geographical differences in latency, such as knowing
that a distant but lightly loaded server can be more suitable for handling a request than a closer but already
heavily loaded one. It is not unknown to have a situation in which a response from the other side of a major

ocean can be a better choice than one from a local datacentre.

7.5 Life-
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true for a CSC application running on a PaaS$, and this needs to be planned. Some CSPs
in the management of a CSC application through the stages of the lifecycle.
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Development involves the writing and testing of software code by the CSD. This can often be done directly
within the PaaS cloud service itself, or offline and then uploaded into the PaaS as one or more files.

ISO/IEC 22123-3 identifies the activities of the CSD which are performed to create usable code. This includes
writing the code and authoring any required data or metadata that is needed for it, but also module testing
of what is written at each stage. In modern “DevOps” processes, testing is typically performed by the same
CSDs concurrent with code writing throughout the development process.

7.5.5 Application integration

In many cloud applications, the CSD will be relying on external functions provided either by the underlying
PaaS cloud service itself, or by additional packages, libraries, other cloud services, or microservices already
developed by the same CSC, or obtained from a third-party acting as a CSN. Integration involves configuring
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and testing each software element to work with the others that it depends upon. In some jurisdictions there
can be a legal obligation to clearly document dependencies on which an application relies.

An important consideration in this stage is whether and how to plan for some future portability of the CSC
application to a different PaaS environment, such as one offered by another CSP. See Clause 12.

7.5.6 Staging and Deployment of an application on PaaS

It is common practice to first “stage” all the elements of an application in a private testing environment that
is identical to the final deployment, but which is not visible to external end-users. This staging environment
can use fake data or real data as appropriate. For example, an application intended to process large amounts
of incoming live data (such as from millions of 0T sensor devices) can be better tested with live data since
fake data potentially does not have realistic distributions, burstiness, or other characteristics that the
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The cloud service agreement (CSA) will normally define the quality of service parameters such as anticipated
downtime recovery, technical support commitments, etc. See ISO/IEC 19086.

7.5.8 Scaling of an application on PaaS

Designing an application for scalability has become a well-understood practice in cloud computing.
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Typically, this involves dividing functionality up into smaller elements and implementing these as cloud
services or microservices, linked together by some form of asynchronous communication such as high-
speed message queues.

EXAMPLE Figure 2 shows a simple three-tier application which uses a group of web servers for the user interface,
a group of business logic servers for much of the calculations, and a distributed database for storing all data. Using this
approach, the application can be scaled up by adding new servers and configuring them to work with the message
queues. For very large scaling, such as for a large social media network, far more sophisticated approaches are
required.

Distributed datgbase

Web servers

Application servers

Figure 2 — Example scalable application

7.5.9 Madintenance of an application running on Paa$S

All softwarle requires periodic updates, whether to add features, to fix bugs, or to address newly identified
security o1] privacy issues. Historieally, poorly executed updates to a large cloud system have|sometimes
created mafjor problems, so this\process needs to be carefully planned and executed.

The “planrled downtimes! approach is somewhat easier for operations, since any necessary patching or
modificatiqns can be staged and tested during the down times. For an urgent security fix, it fan still be
necessary fo trigger an-additional downtime, so CSDs are to take this possibility into account when writing
their code go that this can happen gracefully without causing errors such as lost transactions.

For an alwjays-available application, it may be necessary to adopt a worker/standby or other] multi-part
architecture wherein updates and changes can be made to part of the system while the rest remaihs running.

7.5.10 Disposal of an application running on PaaS

When it comes time to end the use of an application running on PaaS, it is important to ensure that all
associated data is correctly handled, either by conversion for use by some successor application, or by the
appropriate data disposal processes. The CSP is unlikely to know whether specific data or other resources
need to be retained or not, so it is the responsibility of the CSC to plan and request the correct handling and
disposal process.

Also, it is very important that any file, data, or interface access permissions that have been granted to the
end-of-life application are correctly removed from all systems with which it was connected so that these do
not remain unintentionally open as a potential security vulnerability.
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7.5.11 Evolution of a CSC application over time

7.5.11.1 General

Much as with scalability, adopting a similar approach to that shown in Figure 2 can also allow for individual
components or microservices to be upgraded with new functionality individually while the rest of the
system remains in operation. In such a case, the message queues can be configured to omit the microservice
that is due to be updated, then add it back in once the upgrade is fully in place.

7.5.11.2 Version control and forward compatibility

Version control is important for such archltectures Ideally every message should indicate the version of
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A customer application is running on PaaS. It uses message queués t6O communicate betwee
dules, some of them arranged in processing chains. Each message includes a field of version
me forward compatibility fields. A module receives a message.that is of a later version than it
t reads the forward compatibility field and sees that this:imessage can be safely ignored
bmpatible message arrives, and this one indicates that the message is to be passed to a spec
ocessing elsewhere. A third incompatible messages arfives, and the forward compatibility fi
lule is to raise a major error condition and shut itselfdown.

ution of a PaaS cloud service implementation over time

to the CSD updating their own application code, there will be times when th
ng the PaaS$ cloud service needs tothe updated. The CSP will usually do this by movi
ads to other server instances while their original server is updated. In such a siti
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bracefully without errors. See7.5.7.
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8 Architectures for PaaS

8.1 PaaS as a category of pure platform cloud service

8.1.1 General

PaaS is one of the main cloud service categories described in the general Cloud Computing Reference
Architecture documented in ISO/IEC 22123-3.

However, PaaS remains a category of cloud service, not a specific type of cloud service. There are many
different variations of the PaaS concept, and many different ways to implement each variation.
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As with all cloud services, the PaaS architecture follows the general layering approach used for cloud
computing, as shown in Figure 3.

Forafulld

8.1.3 Ge

Figure 4 s}

PaaS remains a broad category of cloud 50@1

be specific
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Figure 3 — General layering Q@oud computing
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Figure 4 — General PaaS architecture

This generdl architecture shows how CSC-provided code can be delivered to the PaaS cloud service, managed
while therd, and can be executed in the;provided environment. The CSC-provided code does not have direct
access to the Resources of the CSP,(but’it can request allocation of such resources within the servjice layer.

CSC-provided code can be developed and debugged either within the CSC’s own environment (usgr layer), or
within the [cloud service, orfa mix of the two. This CSC-provided code can make use of additiongl functions
provided by the PaaS CSP'‘within the PaaS cloud service, other functions from another cloud service of the
same CSP, qr indeed any-functions made available to the CSC by a cloud service at another CSP.

Although it isn't shewn directly here, it can also be possible for CSC-provided code to access cloud and non-
cloud functfiongthat are made available from anywhere, even functions that reside in their own on-premises
systems. This<€an be Very useful durlng a gradual mlgratlon of on- premlses IT functlons into clo d services,
migrating fretmat i : ' atrron-premises
for security, compllance or other policy or busmess reasons.

8.1.4 Example illustration of the generic PaaS architecture using Kubernetes

One popular approach to implementing a PaaS is to use the open-source Kubernetes!) framework to run
Containers that hold the CSC-provided code. Also common is to use a cloud-based SQL database for structured
data. We can illustrate how such a cloud service could be mapped to the generic model as shown in Figure 5.

1) Kubernetes is the trademark of a product supplied by the Linux foundation. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO or IEC of the product named.
Equivalent products may be used if they can be shown to lead to the same results.
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Microservices-based architecture have become extremely popular - as opposed to traditional monolithic
architectures, as they enable application codes to be written in smaller, modular pieces, which are then
loosely coupled (through asynchronous messaging and queues) to provide agility, ease of debugging,

autoscaling, increased resilience and support to developers in the entire development cycle.

This approach allows for highly modular code development, with an increased chance of reusing a given
microservice in multiple applications. Containers are often implemented in microservices-based PaaS
architectures which can then be ported, orchestrated and scaled without further development being
required. Load balancing across multiple instances of a microservice in a single location can be used to
increase throughput, but instances of containers can also easily be physically distributed into multiple
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locations, even in Edge nodes, to aid in reducing latency for common functions. This is especially valuable
in large 1oT deployments such as for millions of electricity meters or thousands of cellular signal masts for
which local processing can greatly reduce backhaul bandwidth requirements from the edge to the core
datacentre(s).

Containers, in turn, are orchestrated to put together and run applications, within a cloud or across multiple
clouds as described in Annex A and Annex B.

8.3 Native PaaS

This is when a PaaS cloud service is provided separate from any other cloud service and is primarily devoted
to the execution of CSC provided code. In such a cloud service, the CSC can have little or no visibility of any
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applications built on their PaaS to natively invoke the mapping and navigation functions from customer’s own code.

8.7 User interfaces for PaaS

Most PaaS implementations will include multiple user interfaces for the following purposes.

a) For the CSD. This will be used when the CSD is directly creating or editing code that already resides on
the PaaS. This interface is also likely to include preparation, verification, debugging, and monitoring
tools that allow the CSD to compile, test, and debug their code in the PaaS environment.

b) For operations managers. This will be used by whoever is administering the application, such as moving

code from the staging environment to the live environment, managing the deployment of security fixes
and other updates, and eventually retiring the application at the end of its life.
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c¢) The PaaS may offer a programmable Ul or Ul components that can interact with the end-users of the
hosted application. This can act like a web server to a browser, to a mobile device app or desktop
application, or in some other way. For this approach, the PaaS can provide Ul elements that the CSD’s
code can invoke for the CSU to interact with.

As with any user interface, CSDs should also give due consideration to the needs of those with disabilities of
various kinds. This is true no matter whether the end users will be employees or members of the public. In
many jurisdictions there are legal or procurement requirements that are to be followed. See 15.4.

9 Serverless architectures

9.1 General

Serverless architecture is a way of designing and running applications without having to managg servers. It

is unique because it allows CSDs to focus on the business logic and functionality of their applicatjons, rather

than the inErastructure and scaling. Serverless architecture also offers benefits such ds\lower dosts, faster

deployment, and greater scalability. Some of the key features of serverless architecture-are:

a) Ituseslephemeral containers, such as Function-as-a-Service (FaaS), to execute)custom code In response
to everts.

b) It only|charges for the resources that are actually used by the application, rather than the provisioned
capacity. This means that when the application is idle, there is no dost incurred.

c¢) Itautomatically scales up and down according to the demand, without requiring manual intervention or
configyration.

In a serverless architecture, the CSD can write code or make use of code without having to defal with the

managemept of servers, containers, or instances of thexxunning code. These issues are all handled in the

underlying|execution environment and managed by thé.CSP.

See also ISQ/IEC/TS 23167.

9.2 Fungtion as a Service (FaaS)

Function a§ a Service is a serverless libriary of one or more common functions that can be invoked by events

elsewhere |n the environment or by.€als from other parts of the application.

In many cdses, a FaaS will be instantiated by the CSP within an ephemeral Container that on]y executes

while the FpaS is being used,

A FaaS can pe shared between multiple applications. A function of this kind normally produces o1 returns an

immediate|or near-immediate result to the calling application, though this can be delivered by asynchronous

communicdtions such'as a message queue.

A FaaS can|be used for many things, such as providing an interface to underlying or special features of the

platform, chrrying out database operations, or common mathematical or analytical tasks.

See also ISO/IEC/TS 23167.

9.3 Stateless functions

Stateless functions are those wherein the function or library retains no memory of the calling application or
of any function calls made. The value of this is that subsequent calls to the stateless function can be made
to a different instance (though this is not always visible to the CSD) since each call is complete in itself and
nothing needs to be carried from one to the next (though this can still be done as a parameter to each call).

See also ISO/IEC/TS 23167.

© ISO/IEC 2024 - All rights reserved
22


https://iecnorm.com/api/?name=7d04f36c9b60476f65a6d64b7bff3a6a

ISO/IEC TS 7339:2024(en)

10 Applications that leverage cloud native computing

10.1 Background

Cloud native computing is a way of developing, deploying, and running software applications that exploits
the benefits of cloud computing. Applications developed using cloud native computing are composed of
small, independent cloud services that can scale, update, and recover quickly and easily. These applications
use tools and techniques such as containers, microservices, serverless functions, cloud native processors,
immutable infrastructure, and declarative code. Such applications are designed to run on any cloud platform,
whether public, private, or hybrid. Cloud native computing aims to increase efficiency, reduce cost, ensure

availability, and foster innovation.
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10.4 Architecture

Figure 6 illustrates the key differences between a traditional VM-based architecture and a cloud native
architecture.

In an application architecture based on VM, the CSC has more responsibility and complexity to manage.
Due to the nature of VMs, the CSC will have to design and manage all of the software included in each VM,
and have responsibility for securing and patching all of it including their chosen guest operating system.
This allows the CSP to hand off much of the responsibility for compliance and robustness to the CSC, thus
allowing them to focus on hardware.

© ISO/IEC 2024 - All rights reserved
23


https://iecnorm.com/api/?name=7d04f36c9b60476f65a6d64b7bff3a6a

App 1

ISO/IEC TS 7339:2024(en)

Containers

Virtual Machines
T\ cscs
responsibility
SO TS
7

App 2 App 3

Bins/1

App 1 App 2
7
ibs Bins/libs Bins/libs Bins/libs

Bins/libs

Guest OS

Guest OS Guest OS

CSP’s
responsibility

~

\

Hypervisor e Operating System (Host 0S)

7

Physical server (or VM)

Physical server (or VM)

_/ o

App 3
Bins/libs

Container management and orchestration

N

By contras
unique par
configured
maintenan

Thanks to
service cat
invented td
new projec

See Annex

11 Genel

11.1 Geng

The follow
though not

11.2 Audi
See ISO/IE

11.3 Avai
See ISO/IE

11.4 Gove

Fligure 6 — Examples of contrasting VM-based and cloud-native application shbbkls
Q

t, the container-based cloud native architecture pattern allows the CSC oncent
ts of their application that serve their business needs, especially since t is no gusg
C

managed, and secured. The CSC can therefore eliminate significal% sts associat
e. &
the emergence of cloud native technologies, the crisp differentiation between laa

nd PaaS service cate
o cloud computing. Bu

boories are fading (as noted in 7.3.2). The more traditional I
facilitate migration from an on-premises VM environm@
Ls are designed to run in cloud native environments. g\\
)

B for an example of one popular approach to impl(gntation.

ral considerations for platform cap@ities and PaaS

&

bral

ng considerations apply to all cl h@’ services offering platform capabilities type. TH
entirely correspond to the "clq\t@ computing cross cutting aspects” described in [SO/I1

&

[ 22123-2:2023, 7.2®’ .

QO
Q@% 7.3.

tability

Jability
[ 22123-

rate on the
st OS to be
ed with OS

5 and PaaS
bories were
[ now most

ese largely
C 22123-2.

DN

See ISO/IEC22123-272023; 7+

11.5 Interoperability

See ISO/IEC 22123-2:2023, 7.5.

Cloud services offering platform capabilities type will often need to enable communications between CSC-
provided application code and other software applications located on the CSC’s premises or in other cloud
services, included those offered by other CSPs. This is commonly achieved by using industry standards such
as protocols defined by the IETF or the W3C, though specialised protocols are also defined for some specific
industry verticals.

See also ISO/IEC 19941.
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11.6 Maintenance and Versioning

See ISO/IEC 22123-2:2023, 7.6.

See also 7.2.2,7.5.7,7.5.9, 7.5.10, 7.5.11 of this document.

11.7 Performance

See ISO/IEC 22123-2:2023, 7.7.

11.8 Portability

See ISO/IE

22123-2:2023. 7.8. See also Clause 12 of this document.

11.9 Prot
See ISO/IE
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11.10 Regulatory
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or the accidental cutting.efa major fibre-optic link) does not bring down the entire a

nex A for improvingyresiliency through the use of multiple CSPs.

fersibility
[ 22123-2:2023, 7.12.

y is the*specific requirement that a customer be able to move an application and it
id” service into their on-premises environment. For those customers with this re

planning is

needed to ensure that a compatible environment exists on-premises, and current co

Kistence or
he primary

and other
e and data

s including
such as an
pplication.

5 data back
quirement,
de versions

are always kept available for deployment on-premises, since any outage at the CSP may make it difficult or

impossible

to retrieve the versions running there.

11.13 Security

11.13.1General

See ISO/IEC 22123-2:2023, 7.13.

In addition to the general cases, there are two specific issues for cloud services offering platform
capabilities type.
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Maintaining security is always a shared responsibility between the CSC and CSP. Each is also responsible for
the behaviour and security of any CSN or other subcontractor using the system on their behalf.

11.13.2Malware avoidance

There is always a danger that a CSC, or some third-party who has obtained access to CSC credentials,
attempts to use the cloud service either to launch cyberattacks directly (such as installing code that creates
a Denial of Service attack) or to inject malware (such as their code modifying files that will ultimately be sent
to end users), or for some other such breach. The CSP therefore has a responsibility to watch for malicious
behaviour by CSC-provided code, and as far as possible prevent malicious code from running in their cloud
service.

11.13.3 Cogd

'S
HC dUUTTOS TU TCTCOUUITTOS

It is also eq
other code,
all CSC-prd
“least nece

sential that CSC-provided code is denied access to resources (such as stored datas file systems,
network connections) unless it has a genuine need to access them and does so'correctly. As such,
vided code needs to be treated as untrustworthy. The established cybensecurity principle of
5sary access” always applies.

11.14 Sernvice levels and service level agreements

See ISO/IEC 22123-2:2023, 7.14.

11.15 Sugtainability
CSC-provided code running in a cloud service is often not written with energy conservation in 1
CSDs creat]ng the code might not have the skills to write the.most energy efficient algorithms. 4
CSP should|plan for CSC-provided applications to be rather more energy hungry than those writ
skilled cloyd developers.

nind, or the
\s such, the
ten by fully

It is therefq
“run hot” d
efficient co

ments that
Wwrite more

re advantageous to all parties if the CSP'is able to detect and identify application ele
o that the CSC can be alerted to this,and perhaps their CSDs educated on how to
de algorithms that will achieve the. §ame result with less power.

12 Portapility between Paa$S Cloud services

12.1 General

ISO/IEC 19
types for e

table is a cloud application portability type and it is described in the indicated subclause in that

Each clausq
cases, ther

D41:2017, Clause 9.describes the types of cloud application portability based on cloud
hch facet of application portability. Each cell at the intersection of the rows and coly

e describesswhat needs to be considered for the porting of the application. Notice t
b is a need to differentiate between application portability from non-cloud deployme

rapabilities
mns of the
document.
at in some
ts to cloud

services as|opposed to cloud service to cloud service scenarios.

One specific concern artses when third-party software 15 ticensed for a specific purpose wiich may not
permit porting the application code to or between cloud service providers. This is a legal matter beyond the
scope of this document, however the issue is described in ISO/IEC 19941:2017, 9.3.1.6.

12.2 Endpoint identification

No software is an island. Any code is going to connect to other software applications or devices, so it is
important to identify all of those that are relevant.

It is also necessary to understand the security mechanisms used on the existing connection, such as any
application credentials, authorisations, certificates, etc.
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For each endpoint concerned, it is important to plan how the current connections will change, what new
authorisations need to be obtained, and the credentials to be used. It is not enough to simply substitute in a
new set of addresses. This includes third-party endpoints that are outside both the origin and destination
cloud services.

It is also important to plan for the closure of all the original endpoints, and the removal of any credentials

associated with them, so as not to leave a potential security vulnerability.

12.3 Portability-ready development

Porting of CSC application code from one PaaS environment to another can be made somewhat easier if the

initial deve

lopment of the code adopts a “portability-ready” approach.
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functions
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eeded, as any PaaS-specific functions may be difficult or impossiblet¢oveplicate in an
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ht needs careful thought. If the development approach is'not portability-ready, CSDs h
d access to richer functionality, but they are at risk\of locking themselves in to the or
bSS.

o such a “wrapper” for an evolving application on an evolving PaaS can itself]
e development, maintenance, and cost burden for the CSC even without any actual

when planning such a strategy.
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See also 1112
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and ISO/IEC 22123-2:2023, 7.12.

gy” requirements appear in regulations covering certain vertical industries, notably
herein a bank or financial institution may be obliged to have an exit strategy from e
ncluding their, CSPs) to ensure continuation of the financial services in the event
Is.

n “exit strategy” requirement does not generally require the ability to migrate an ap

another CS
returning {
though it
working in

P, only,_the‘ability to bring the essential functionality out of the current CSP, which typi
0 ar{ on-premises solution. This may be simpler than moving to an unknown new en
0€s requlre the CSC to malntaln thelr own datacentre capacity suff1c1ent to the task

br libraries.
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decision is
'ferent IAM
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bther PaaS.
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iginal PaaS
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plication to a new environment, so the{cost and effort for this needs to be taken ifto account
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plication to
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t. So, a CSD
atures and

functions they choose to employ from the PaaS, since the wrong choice may make it difficult or impossible to
prove that they can meet the Exit strategy obligations.

This means they need to rely on the “Reversibility” of their chosen cloud services per 11.12.

12.5 Portability through container orchestration

Possibly the simplest and most practical way to retain the option of portability for a new PaaS based
application is to employ a “cloud native” approach using orchestration technology to control a multi-cloud
deployment model of software containers across multiple CSPs. This allows elements of a workload to be
moved between CSPs with minimal effort. This approach is described in Clause 10, Annex A, and Annex B.
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13 Related technologies and platform capabilities type

13.1 General

New cloud services and computing capabilities have appeared and will continue to do so. Often, these
provide additional functions that can be incorporated into existing and new cloud applications. In this sense,
PaaS$ or other services offering platform capabilities type can be the central platform from which these new
technologies and capabilities can be introduced into customer applications.

13.2 Artificial Intelligence (AI)

The generic PaaS model shown in Figure 4 can be extended to include Al/Machine Learning functions
(MLaaS) agfotlows:
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Customer Customer Code Customer’s Customer-provided
Code Development and Y NN /Al e ckim
Management debugging tools Application 8
7 X
Access Layer Identity/Access
Malware scanning
7
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Customer Code Al training
Laye r Development and jpag WYY and
-éc: = debugging tools 2 Customer code execution
o g [} (PaaS) $< AE
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S o 1
28 <9 Al service(s)
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-~ Code Execution,Environment

ST
Execution-Resource Allocation

PaasS Service \O
AL

R rce L r

Al Compute

a Optignal.
NOTE1 This diagrahtis based on and is to be interpreted in the context of ISO/IEC 22123-3.

NOTE 2  “Al Comipute” indicates specialised hardware to support Al functions, such as the use of FP(As, GPUs or
GPU-like prqcessors.

Figure 7 — Use of Al functions within a PaaS service

Figure 7 shows an example of how Al services can be implemented within a PaaS cloud service and made
available directly to customer code running on the platform provided by the PaaS cloud service.

However, as shown in Figure 8, Al functions are also often implemented in a separate cloud service from the
Paa$ execution environment, not least because they often have different hardware resource requirements
that go beyond general purpose CPUs. For example, many Al functions are implemented using GPU hardware
to allow for far greater parallel processing across large datasets. These are represented in the figures as “Al
Compute”. As with all reference architecture elements, these are an optional implementation choice.
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In some cases, a CSD using a PaaS may wish to invoke Al functions provided by a different CSP, and thus from

a different cloud service.
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Figure 8 s
provider (

This does 1

or managedl, which are out af scope for this document.
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Figure 8 — Use of external Al functions from within a PaaS

ows an example of howamr external Al function, perhaps offered by a different cl
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ot preclude the ALfunction also having its own user interface or other means of beir

D/IEC 22989,

e learning)systems may require the CSC to also provide training data in addition to 1

can be blapksand require the CSC to do all the training. Mixed cases are also possible, in whid
and CSC ccTntribute to_training the Al. Some Al applications will also learn based on data the

[ applications, the Al components will already have been trained by the CSP. In other

ud service
mentation.
g operated

gical code.
cases, they
h both CSP

are given

or observe while performing their task. It is therefore useful to represent the presence of such data in the
extended architecture.

13.3 PaaS and generative Al

A good example of an external Al function is the capability of Generative Al. A CSC writing code to run
on one CSP may choose to invoke a more advanced Generative Al capability from a specialist Al CSP to
take advantage of their large language model (LLM) built on a very specialised GPU-based datacentre
architecture.

Such a CSC application might take user input, then provide additional input to construct a richer prompt that
can be sent to the LLM for processing. Depending on the application, both input to the LLM and output from
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the LLM might need to be further processed by CSC code for security, privacy, and other compliance, and
other purposes.

The reference architecture for such an application would remain as shown in Figure 8.

13.4 Quantum Computing (QC)

Similar to what is shown in 13.2, we take a similar approach to modelling the use of a Quantum Computing
service (QCaaS) from a PaaS.

True QC requires very specialised hardware. While early systems are likely to be limited to Compute
functions, we can also anticipate quantum-based storage and network hardware also being developed at
some point in the future, thus providing a parallel set of resources to those of conventional computing.
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Figure 9 — Use of QC from within a PaaS

Figure 9 shows an example of how a QCaaS function could be employed via a PaaS implementation. This
does not preclude the QCaaS function also having its own user interface or other means of being operated or
managed, which are out of scope for this document.
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