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Foreword

1:2013(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

1S0/

IECJTC 1.

Inte

The
Stan|

Publication as an International Standard requires approval by at least 75 9-0of the nati

cast

In of
the j
whig
for p

Anl
thre
it is
Inte

Atte
pate]

ISO
Subg

‘mational Standards are drafted in accordance with the rules given in the ISO/IEC Direct

main task of the joint technical committee is to prepare International Standards.-Draft Iy
dards adopted by the joint technical committee are circulated to national*bodies

ng avote.

her circumstances, particularly when there is an urgent market requirement for such
oint technical committee may decide to publish an ISO/IEC Technical Specification (I
h represents an agreement between the members of the jointtéehnical committee and|
ublication if it is approved by 2/3 of the members of the committee casting a vote.

e years, revised to become an International Standard, or withdrawn. If the ISO/IEC TS if

rnational Standard or be withdrawn.

htion is drawn to the possibility that some ofthe elements of this document may be th
nt rights. ISO shall not be held responsible‘for identifying any or all such patent rights.

[EC TS 17961 was prepared by Joint<Technical Committee ISO/IEC JTC 1, Information
ommittee SC 22, Programming langtiages, their environments and system software interfi

ives, Part 2.

ternational
for voting.
pbnal bodies

documents,
SO/IEC TS),
is accepted

5O/1EC TS is reviewed after three years in order to decide whether it will be confirmed for a further

confirmed,

reviewed again after a further three years, at which time it must either be transforged into an

e subject of

technology,
ices.

© ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=6cc893ab96d9d6b7eeb9bbef1d5c9e10

ISO/IEC TS 17961:2013(E)

Introduction

Background

An essential element of secure coding in the C programming language is a set of well-documented and
enforceable coding rules. The rules specified in this Technical Specification apply to analyzers, including
static analysis tools and C language compiler vendors that wish to diagnose insecure code beyond the
requirements of the language standard. All rules are meant to be enforceable by static analysis.

The application of statlc analysis to securlty has been done in an ad hoc manner by different vendors,
resulting in—neonuniform—coverage—e anificant—sees e h pe
secure coding rules and requires analy51s engines to dlagnose Vlolatlons of these rules as a matter
of conformfince to this specification. These rules may be extended in an implementation-depenident
manner, which provides a minimum coverage guarantee to customers of any and all conforming sfatic
analysis implementations.

The largestjunderserved market in security is ordinary, non-security-critical code. The security-critical
nature of cqde depends on its purpose rather than its environment. The UNIX finger daemon (fing¢rd)
is an examplle of ordinary code, even though it may be deployed in a hostile environment. A user rung the
client progrfam, finger, which sends a user name to finge rd over the network, which then sends a ffeply
indicating whether the user is logged in and a few other pieces of informatien. The function of fingerd
has nothing to do with security. However, in 1988, Robert Morris comptomised fingerd by trigger|ng a
buffer overflow, allowing him to execute arbitrary code on the target machine. The Morris worm gould
have been grevented from using fingerd as an attack vector by preventing buffer overflows, regardless
of whether fingerd contained other types of bugs.

By contrastf the function of /bin/login is purely related.tosecurity. Abugofanykindin /bin/1dgin
has the pot¢ntial to allow access where it was not intended: This is security-critical code.

Similarly, i safety-critical code, such as softwarecthat runs an X-ray machine, any bug at all dould
have serious consequences. In practice, then, security-critical and safety-critical code have the Jame
requiremertts.

There are already standards that address.Safety-critical code and therefore security-critical code| The
problem is [that because they must focus on preventing essentially all bugs, they are required to be
so strict that most people outside the.safety-critical community do not want to use them. This leaves
ordinary code like fingerd unprotected.

This Technifal Specification hastwo major subdivisions:
— preliminary elements (€lauses 1-4) and
— secure foding rules(Clause 5).

Each securg coding rule in Clause 5 has a separate numbered subsection and a unique section identifier
enclosed in brackets (for example [ptrcomp]) The umque section 1dent1f1ers are mainly for use by
other documentsinid d shrotd 0 Hbe sebecatnseoftheaddition or
elimination of a rule. These 1dent1f1ers may be used in dlagnostlcs 1ssued by conforming analyzers, but
analyzers are not required to do so.

Annexes provide additional information. Annex C (informative) Related Guidelines and References
identifies related guidelines and references per rule. A bibliography lists documents referred to during
the preparation of this Technical Specification.

TherulesdocumentedinthisTechnical Specificationdonotrelyonsourcecodeannotationsorassumptions
of programmer intent. However, a conforming implementation may take advantage of annotations to
inform the analyzer. The rules, as specified, are reasonably simple, although complications can exist
in identifying exceptions. An analyzer that conforms to this Technical Specification should be able to
analyze code without excessive false positives, even if the code was developed without the expectation
that it would be analyzed. Many analyzers provide methods that eliminate the need to research each

vi © ISO/IEC 2013 - All rights reserved
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diagnostic on every invocation of the analyzer. The implementation of such a mechanism is encouraged
but not required. This Technical Specification assumes that an analyzer’s visibility extends beyond the
boundaries of the current function or translation unit being analyzed (see Annex A (informative) Intra-
to Interprocedural Transformations).

Completeness and soundness

The rules specified in this Technical Specification are designed to provide a check against a set of
programming flaws that are known from practical experience to have led to vulnerabilities. Although
rule checking can be performed manually, with increasing program complexity, it rapidly becomes
infeasible. For this reason, the use of static analysis tools is recommended.

uld be recognized that, in general, determining conformance to coding rules is computationally

undé¢cidable. The precision of static analysis has practical limitations. For exarple,

theofem of Computer Science states that there are programs whose exact contral flow
detefmined statically. Consequently, any property dependent on control flow—such as h3
be indeterminate for some programs. A consequence of this undecidability is.that it may be
for gny tool to determine statically whether a given rule is satisfied in specific circums
widg¢spread presence of such code may also lead to unexpected results from an analysis to
(infgrmative) Decidability of Rules provides information on the decidability of rules in th
Spedification.

Howlever checking is performed, the analysis may generate

nalysis error, as it may leave the user with a falsesserise of security. Most tools err or
aution and consequently generate false positivest.However, there may be cases where
etter toreportsome high-risk flaws and miss othérs than to overwhelm the user with fal

alse positives: The tool reports a flaw whenone does not exist. False positives may oc
he code is sufficiently complex that the todl cannot perform a complete analysis. The usg
uch as function pointers and libraries ntay make false positives more likely.

To the greatest extent feasible, an amnalyzer should be both complete and sound with
enfopceable rules. An analyzer is.considered sound with respect to a specific rule if it ca
fals¢-negative result, meaning itfinds all violations of a rule within the entire program. An
congidered complete if it cannotissue false-positive results, or false alarms. The possibilitie
rulefare outlined in Table 1.

Table 1 — Completeness and soundness

the halting
y cannot be
Iting—may
impossible
tances. The
ol. Annex D
s Technical

alse negatives: Failure to report a real flaw in the code is usually regarded as the njost serious

| the side of
tis deemed
Se positives.

tur because
e of features

respect to
nnot give a
analyzer is
5 for a given

False positives
Y N
Sound with Complete and
False N o
. false positives sound
negatives
ancaoiiand el Coxanlata o d
v URseund-with-——Cemplete-an ¢
false positives unsound

The degree to which conforming analyzers minimize false-positive diagnostics is a quality of
implementation issue. In other words, quantitative thresholds for false positives and false negatives are
outside the scope of this Technical Specification.

Security focus

The purpose of this Technical Specification is to specify analyzable secure coding rules that can be
automatically enforced to detect security flaws in C-conforming applications. To be considered a security
flaw, a software bug must be triggerable by the actions of a malicious user or attacker. An attacker
may trigger a bug by providing malicious data or by providing inputs that execute a particular control
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path that in turn executes the security flaw. Implementers are encouraged to distinguish violations that
operate on untrusted data from those that do not.

Taint analysis
Taint and tainted sources

Certain operations and functions have a domain that is a subset of the type domain of their operands
or parameters. When the actual values are outside of the defined domain, the result might be either
undefined or at least unexpected. If the value of an operand or argument may be outside the domain
of an operation or functlon that consumes that value, and the value is derlved from any external input
to the program T - - hared
memory), that Value is tamted and its orlgln is known asa tamtedsource Atalnted Value isnotnecéssarily
known to be out of the domain; rather, it is not known to be in the domain. Only values, and, not the
operands of arguments, can be tainted; in some cases, the same operand or argument can hold taipnted
or untaintefl values along different paths. In this regard, taint is an attribute of a value ofjiginating from
a tainted source.

Restricted|sinks

Operands a
restricted s
for that opé¢
functions p
pass these
restricted g
exceptions

be null-tern
null-termin

Propagatid

Taint is prdpagated through operations from gperands to results unless the operation itself imp

constraints
addition to
of one sort
is strlen
value with }

Although t}
whose exit
that are inc

Sanitization

To remove

d arguments whose domain is a subset of the domain described by their types are ¢
nks. Any pointer arithmetic operation involving an integer.;operand is a restricted
brand. Certain parameters of certain library functions are(restricted sinks because t
brform address arithmetic with these parameters, or control the allocation of a resourd
arameters on to another restricted sink. All string input'parameters to library function
inks because it is possible to pass in a character sequénce that is not null terminated.
ire strncpy and strncpy s, which explicitly allow the source character sequence n
ninated. For purposes of this Technical Specification, we regard char * as a reference
hted array of characters.

n

on the value of its result that sitbsume the constraints imposed by restricted sink
operations that propagate the.Same sort of taint, there are operations that propagate
bf an operand to taint of a different sort for their results, the most notable example of w
bropagating the taint of itssargument with respect to string length to the taint of its re
espect to range.

le exit condition of'a loop is not normally itself considered to be a restricted sink, a
condition depefids’on a tainted value propagates taint to any numeric or pointer varig
Feased or decreased by amounts proportional to the number of iterations of the loop.

the taint from a value, it must be sanitized to ensure that it is in the defined doma

hlled
sink
hese
e, or
5 are
The
pt to
toa

oses
s. In
raint
hich
turn

loop
bles

n of
h. In

any restric

edisink into which it flows. Sanitization is performed by replacement or terminatio

replacement, out-of-domain values are replaced by in-domain values, and processing continues using
an in-domain value in place of the original. In termination, the program logic terminates the path of
execution when an out-of-domain value is detected, often simply by branching around whatever code
would have used the value.

In general, sanitization cannot be recognized exactly using static analysis. Analyzers that perform taint
analysis usually provide some extralinguistic mechanism to identify sanitizing functions that sanitize an
argument (passed by address) in place, return a sanitized version of an argument, or return a status code
indicating whether the argument is in the required domain. Because such extralinguistic mechanisms
are outside the scope of this specification, this Technical Specification uses a set of rudimentary
definitions of sanitization that is likely to recognize real sanitization but might cause nonsanitizing or
ineffectively sanitizing code to be misconstrued as sanitizing. The following definition of sanitization
presupposes that the analysis is in some way maintaining a set of constraints on each value encountered
as the simulated execution progresses: a given path through the code sanitizes a value with respect to a
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given restricted sink if it restricts the range of that value to a subset of the defined domain of the restricted
sink type. For example, sanitization of signed integers with respect to an array index operation must
restrict the range of that integer value to numbers between zero and the size of the array minus one.

This description is suitable for numeric values, but sanitization of strings with respect to content is
more difficult to recognize in a general way.

Tainted source macros

The function-like macros GET TAINTED STRING and GET TAINTED INTEGER defined in this
section are used in the examples in this Technical Specification to represent one possible method to

obtapratatrtedstringand-tatntedinteger
#d;lne GET TAINTED STRING (buf, buf size) \
d¢ { \
const char *taint = getenv (“TAINT”); \
if (taint == 0) { \
exit (1) ; \
} \
\
size t taint size = strlen(taint) + 1; \
if (taint size > buf size) { \
exit (1) ; \
} \
\
strncpy (buf, taint, taint size); \
}lwhile (0)
#deffine GET TAINTED INTEGER (type, wval) \
de { \
const char *taint = getenv (“TAINT™\; \
if (taint == 0) { \
exit (1) ; \
} \
\
errno = 0; \
long tmp = strtol (taint,~0, 10); \
if ((tmp == LONG MIN ()} tmp == LONG MAX) && \
errno == ERANGE) \
; /* retain LONG MIN or LONG MAX */ \
if ((type)-1 <. 0) A \
if (tmp < INT:MIN) \
tmp = INT) MIN; \
else if \(cmp > INT MAX) \
tmpl{ ="INT MAX; \
} \
val-==tmp; \
}lwhile (0)

© ISO/IEC 2013 - All rights reserved ix
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Information technology — Programming languages,
their environments and system software interfaces — C
secure coding rules

1 Scope

This

This

Each
infol

Examnples impose no normative requirements.

Each
iden
foun|

Two

Examples are iot'intended to be complete programs. For brevity, they typically omit

dire
refel

Technical Specification specifies

ules for secure coding in the C programming language and
rode examples.

Technical Specification does not specify

the mechanism by which these rules are enforced or

hny particular coding style to be enforced. (It has been impossible to develop a consensus on

hppropriate style guidelines. Programmers should define style)guidelines and apply thes
consistently. The easiest way to consistently apply a coding-style is with the use of a codg
fool. Many interactive development environments provide such capabilities.)

rule in this Technical Specification is accompanied by code examples. Code ex]
mative only and serve to clarify the requirements outlined in the normative portion

rule in this Technical Specification thatdis-based on undefined behavior defined in the
fifies the undefined behavior by a numeric code. The numeric codes for undefined beha
d in Annex B, Undefined Behavior.

distinct kinds of examples are provided:

honcompliant examples demiohstrating language constructs that have weaknesses with
exploitable security implications; such examples are expected to elicita diagnosticfroma
hnalyzer for the affected language construct; and

rompliant examples/are expected not to elicit a diagnostic.

ctives of-€'Standard Library headers that would otherwise be necessary to provide deq

these

initions are not essential for demonstrating a specific weakness.

enced symbols. Code examples may also declare symbols without providing their defin

e guidelines
formatting

amples are
of the rule.

C Standard
yiors can be

potentially
conforming

#include
larations of
itions if the

oTes S C d
rules and are normative.

2 Conformance

spetification of

In this Technical Specification, “shall” is to be interpreted as a requirement on an analyzer; conversely,
“shall not” is to be interpreted as a prohibition.

Various types of programs (such as compilers or specialized analyzers) can be used to check ifa program
contains any violations of the coding rules specified in this Technical Specification. In this Technical
Specification, all such checking programs are called analyzers. An analyzer can claim conformity with
this Technical Specification. Programs that do not yield any diagnostic when analyzed by a conforming
analyzer cannot claim conformity to this Technical Specification.

© ISO/IEC 2013 - All rights reserved
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A conforming analyzer shall produce a diagnostic for each distinct rule in this Technical Specification
upon detecting a violation of that rule, except in the case that the same program text violates multiple
rules simultaneously, where a conforming analyzer may aggregate diagnostics but shall produce at least
one diagnostic.

NOTE 1 The diagnostic message might be of the form:

Accessing freed memory in function abc, file xyz.c, line nnn.

NOTE 2 This Technical Specification does not require an analyzer to produce a diagnostic message for any
violation of any syntax rule or constraint specified by the C Standard.

Conformange is defined only with respect to source code that is visible to the analyzer. Binary-{only
libraries, arld calls to them, are outside the scope of these rules.

For each rule, the analyzer shall report a diagnostic for at least one program that contains.d violgtion
of that rule

For each rule, the analyzer shall document whether its analysis is guaranteed to report all violations of
that rule anjd shall document its accuracy with respect to avoiding false positives-and false negatives.

2.1 Portability assumptions

A conforming analyzer shall be able to diagnose violations of guidelines’for’at least one C implementation.
An analyzer|need not diagnose a rule violation if the result is documented for the target implementation} and
does not cayse a security flaw. A conforming analyzer shall documentwhich C implementation is the tafrget.

Variations [in quality of implementation permit an analyzer to produce diagnostics concerpning
portability |ssues.

EXAMPLE

long 1i;
printf (M E %47, 1);

This examp]e can produce a diagnostic, suchras the mismatch between $dand 1ong int. This Technical
Specification does not specify that a conforming analyzer be complete or sound when diagnosing|rule
violations. This mismatch might not.bea problem for all target implementations, but it is a portability
problem befause not all implementations have the same representation for int and long.

3 Normajtive references
The following documefits, in whole or in part, are normatively referenced in this document and are

indispensable for itsyapplication. For dated references, only the edition cited applies. For undated
references, fhe latestedition of the referenced document (including any amendments) applies.

ISO/IEC 981’9:2011, Information technology — Programming languages — C

IS0 80000-2:2009, Quantities and units — Part 2: Mathematical signs and symbols to be used in the natural
sciences and technology

ISO/IEC 2382-1:1993, Information technology — Vocabulary — Part 1: Fundamental terms

ISO/IEC/IEEE 9945:2009, Information technology — Portable Operating System Interface (POSIX®) Base
Specifications, Issue 7

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 9899:2011, ISO/IEC 2382-
1:1993 and the following apply. Other terms are defined where they appear in italic type. Mathematical
symbols not defined in this document are to be interpreted according to ISO 80000-2:2009.

2 © ISO/IEC 2013 - All rights reserved
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4.1
analyzer
mechanism that diagnoses coding flaws in software programs

Note 1 to entry: Analyzers may include static analysis tools, tools within a compiler suite, or tools in ot

4.2
data flow analysis
tracking of value constraints along nonexcluded paths through the code

1:2013(E)

her contexts.

Note 1 to entry Tracklng can be performed 1ntraprocedurally, w1th various assumptlons made about whathappens

indi ectly) as arguments and flowmg back out elther as return Values or 1nd1rect1y through argume

Note| 2 to entry: Data flow analysis may or may not track values flowing into or out of the heap
accoyint global variables. When this specification refers to values flowing, the key point is ¢entrast wj
or exjpressions, because a given variable or expression may hold different values along different path
valu¢ may be held by multiple variables or expressions along a path.

4.3

exploit
techpique that takes advantage of a security vulnerability to violate an'explicit or implicit seg
4.4

in-bpnd error indicator

librgry function return value on error that can never be returned by a successful call to thatlibr
4.5
mutjlated value
resuft of an operation performed on an untainted value that yields either an undefined result
resuflt of signed integer overflow), the result of gight-shifting a negative number, implicit cony
integral type where the value cannot be represented in the destination type, or unsigned integ
EXAMPLE

int|j = INT MAX + 1; // J 1s mutiTated

chaf ¢ = 1234; // ¢ is mutilated if char is eight bits

unsigned int u = 0U - 1; //.u is mutilated

Note
orm

1 to entry: A mutilated value can be just as dangerous as a tainted value because it can differ ¢
hgnitude from what the.programmer expects.

4.6

non
sign
hanc

persistent signal handler
bl handler_running on an implementation that requires the program to again registe
ller aftet occurrences of the signal to catch subsequent occurrences of that signal

4.7

S (directly or
hts.

or take into
ith variables
5, and a given

urity policy

hry function

(such as the
ersion to an
br wrapping

pither in sign

r the signal

out-pf-band error indicator

library function return value used to indicate nothing but the error status

4.8
out-of-domain value
one of a set of values that is not in the domain of a particular operator or function

49
restricted sink
operands and arguments whose domain is a subset of the domain described by their types

Note 1 to entry: Undefined or unexpected behavior may occur if a tainted value is supplied as
restricted sink.

Note 2 to entry: A diagnostic is required if a tainted value is supplied to a restricted sink.

© ISO/IEC 2013 - All rights reserved
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Note 3 to entry: Different restricted sinks may impose different validity constraints for the same value; a given
value can be tainted with respect to one restricted sink but sanitized (and consequently no longer tainted) with
respect to a different restricted sink.

Note 4 to entry: Specific restricted sinks and requirements for sanitizing tainted values are described in specific
rules dealing with taint analysis (see 5.8, 5.14, 5.24, 5.30, 5.39, and 5.46).

4.10

sanitize

assure by testing or replacement that a tainted or other value conforms to the constraints imposed by
one or more restricted sinks into which it may flow

Note 1 to enfry: If the value does not conform, either the path is diverted to avoid using the value or a diffdrent,
known-confgrming value is substituted.

EXAMPLE Addinganull character to the end of a buffer before passingitas an argument to the str’1&n fungtion.

411
security flaw
defect that poses a potential security risk

4.12
security policy
set of ruleq and practices that specify or regulate how a system or 'opganization provides secyrity
services to protect sensitive and critical system resources

4.13
static analysis
any procesq for assessing code without executing it

Note 1 to entry: See [1], p. 3.

414
tainted soyrce
external sofirce of untrusted data

Note 1 to enffry: Tainted sources include

— parametfers to the main function,

— the retu[ned values from 1ocaléconv, fgetc, getc, getchar, fgetwc, getwc, and getwchar, and

— the stripngs produced hy gétenv, fscanf, viscanf, vscanf, fgets, fread, fwscanf, viwsdanft,
vwscarf,wscanf, and fgetws.

4.15
tainted value
value deriv¢d from a tainted source that has not been sanitized

4.16
target implementation

implementation of the C programming language whose environmental limits and implementation-
defined behavior are assumed by the analyzer during the analysis of a program

417
UB
undefined behavior

4.18

unexpected behavior

well-defined behavior that may be unexpected or unanticipated by the programmer; incorrect
programming assumptions

4 © ISO/IEC 2013 - All rights reserved
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ISO/IECTS 1796

unsigned integer wrapping
computation involving unsigned operands whose result is reduced modulo the number that is one

grea

ter than the largest value that can be represented by the resulting type

4.20
untrusted data

data
Note

4.21

originating from outside of a trust boundary

1 to entry: See [2].

1:2013(E)

poi

Note
the s
(See

Note
of by
6.3.2

4,22
vulng
set g

5

5.1
Ruld

Acce
be d

Ratijonale

ISO

valli:k pointer

er that refers to an element within an array or one past the last element of an array

1 to entry: For the purposes of this definition, a pointer to an object thatis not an elementofan a
hme as a pointer to the first element of an array of length one with the type of the@bject as its ¢
[SO/IEC 9899:2011, 6.5.8, paragraph 4.)

2 to entry: For the purposes of this definition, an object can be consideredfo be an array of a cef

tes; that number is the size of the object, as produced by the sizeof operator. (See ISO/IE
.3, paragraph 7.)

erability
f conditions that allows an attacker to violate an explicit'or implicit security policy

Rules

Accessing an object through a pointer to an incompatible type [ptrcomp]

ssing an object through a pointer to an incompatible type (other than unsigned
jagnosed.

[EC 9899:2011, 6.5, paragraph 7, states,
An object shall haveits stored value accessed only by an lvalue expression that has one of the foll
— a type comipatible with the effective type of the object,

— a qualified version of a type compatible with the effective type of the object,

@ type that is the signed or unsigned type corresponding to the effective type of the objé

rray behaves
lement type.

tain number
0 9899:2011,

thar) shall

pwing types:

eCt,

— a type that is the signed or unsigned type corresponding to a qualified version of the effective type

of the object,

— an aggregate or union type that includes one of the aforementioned types among its members

(including, recursively, a member of a subaggregate or contained union), or

— a character type.

The intent of this list is to specify those circumstances in which an object may or may not be aliased.

According to ISO/IEC 9899:2011, 6.2.6.1,
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Certain object representations need not represent a value of the object type. If the stored value of an
object has such a representation and is read by an Ivalue expression that does not have character type,
the behavior is undefined.

Accessing an object through a pointer to an incompatible type (other than unsigned char) is
undefined behavior.

C identifies the following undefined behavior:

UB |Description

37 An object has its stored value accessed other than by an lvalue of an allowable type (6.5).

Example(s]

EXAMPLE In this noncompliant example, a diagnostic is required because an object ofitype flogt is
incremented|through a pointer to int, ip.

void f (voifl

{

I+~

if (sizepf (int) == sizeof (float)) {
float f 0.0f;
int *ip = (int *)&f;

printf|(“loat is %f\n”, f);
(*ip) +f; // diagnostic required
printf|(“loat is %f\n”, f);

}
}

5.2 Accessing freed memory [accfree]
Rule

After an allpcated block of dynamic storage has'been deallocated by a memory management funcftion,
the evaluatjon of any pointers into the freed memory, including being dereferenced or acting as an
operand of an arithmetic operation, type cast, or right-hand side of an assignment, shall be diagnoged.

Rationale

C identifies|the situation in which undefined behavior arises as a result of accessing freed memory

UB |Descrjiption

The vilue of a pointer that refers to space deallocated by a call to the free or realloc function is uged

177 | (7.22.h).

Example(s}

EXAMPLE 1 In this noncompliant example, a diagnostic is required because head->next is accessed after
head has been freed.

struct List { struct List *next; /* ... */ };

void free list(struct List *head) {
for (; head != NULL; head = head->next) { // diagnostic required
free (head) ;
}
}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because buf is written to after it has been
freed.

int main(int argc, char *argv[]) {
if (argc < 2) {

6 © ISO/IEC 2013 - All rights reserved
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/* L. %/
}
char *return val = 0;
const size t bufsize = strlen(argv[1l]) + 1;

char *buf = (char *)malloc (bufsize);
if (!buf) |

/* oL %/
}
/* .. %/
free (buf) ;
/T
rgturn val = strncpy(buf, argv([1l], bufsize); // diagnostic required
if] (return val) {

VA

}
rgturn EXIT SUCCESS;

}

EXAMPLE 3  In this noncompliant example, a diagnostic is required because réalloc may free c| str1 when
itrefurns NULL, resulting in ¢_str1 being freed twice.
void f(char * c strl, size t size) ({
chlar * ¢ str2 = (char *)realloc(c strl, size);
ifl (c_str2 == NULL) {
free(c_strl); // diagnostic required
return;

5.3 | Accessing shared objects in signal handlers [accsig]
Rul¢

Accgssing values of objects that are neither lock-free atomic objects nor of type volatjle sig
atopic tina signal handler shall be\diagnosed.

Ratijonale

C identifies the situation in(which undefined behavior arises as a result of accessing a sthtic storage
durdtion object without the.correct characteristics:

UB | |Description

A signal oceurs other than as the result of calling the abort or raise function, and the signgl handler
refers to@n-object with static storage duration other than by assigning a value to an object dgclared as
volatiille sig atomic_t,or calls any function in the standard library other than the abdrt func-

tion,the Exit function, or the signal function (for the same signal number) (7.14.1.1).

132

Example(s)

EXAMPLE In this noncompliant example, a diagnosticis required because the object referred to by the shared
pointer err msg is accessed from the signal handler handler via the C Standard Library function strcpy.

#define MAX MSG SIZE 24
char *err msg;

void handler (int signum) {
if ((strcpy(err msg, “SIGINT detected.”)) == err msg){ // diagnostic required
VA a B
}
}

int main (void) {

signal (SIGINT, handler);

© ISO/IEC 2013 - All rights reserved 7
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err msg =
(err msg == NULL) {

if

(char *)malloc (MAX MSG SIZE);

/* Handle error condition */

}

/*
}

((strcpy(err msg,

“No errors yet.”)) == err msg) {

*/

/* Main code loop */

return EXIT SUCCESS;

5.4 No a:
Rule
The use of §
if  (cd
while
do

for (

— ?:

(fi

jsignment in conditional expressions [boolasgn]

he assignment operator in the following contexts shall be diagnosed:
ntrolling expression)

(controlling expression)

while (controlling expression)
second operand)

st operand)

(ei

&& (ei[her operand)

her operand)

— commaloperator (second operand) when the comma expression is used in any of these contextp

— 7?: (sgcond or third operands) where the ternary expression is used in any of these contexts
Rationale

Mistyping qr erroneously using = in Boolean expressions, where == was intended, is a common cpuse
of program|error. This rule makes the presumption that any use of = was intended to be == unless the
context makes it clear that such:is not the case.

Example(s}

EXAMPLE 1| In thissiencompliant example, a diagnostic is required because the expression x = vy isusgd as
the controllihg expression of the while statement.

while ( x F y 5J{ /* */ } // diagnostic required

EXAMPLE 2 — In this noncompliant example, a diagnostic 1s required because the expression x = vy 1s used as

the controlling expression of the while statement.

do { /* */ } while ( foo(), x // diagnostic required

vy o) o

EXAMPLE 3  In this compliant example, no diagnostic is required because the expression x
the controlling expression of the while statement.

y is not used as

do { /* */ } while ( x =y, p ==qg ) ; // no diagnostic required

Exceptions

— EX1:Assignmentis permitted where the result of the assignmentisitselfa parameter toa comparison
expression (e.g, x == yorx != y)orrelational expression and need not be diagnosed.

EXAMPLE This example shows an acceptable use of this exception.

8 © ISO/IEC 2013 - All rights reserved
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if ((x=y) =0 ) {/* ...*/}

— EX2: Assignment is permitted where the expression consists of a single primary expression.
EXAMPLE1 This example shows an acceptable use of this exception.

if ((x=y)) {/* .../}

EXAMPLE 2 Inthisnoncompliantexample, a diagnosticis required because & & is nota comparison or relational
operator and the entire expression is not primary.

if ( (v=w) && flag) { /* ... */ } // diagnostic required

— [EX3: Assignment is permitted in the above contexts where it occurs in a function argumgnt or array

ndex.
EXAMPLE This example shows an acceptable use of this exception.
if (foo( x =y ) ) { /* ... */}

5.5 | Calling functions in the C Standard Library other than ab¢r¥, _Exit,and §ignal
from within a signal handler [asyncsig]

Ruld

Calling functions in the C Standard Library other than aborg,\-Exit,and signal from within a signal
handler shall be diagnosed.

Ratijonale

Cidgntifies the situation in which undefined behaviorarises as aresult of calling other Clibrarjy functions:

UB | |Description

A signal occurs as the result of calling-the abort or raise function, and the signal handler cplls the
131 . :
raise function (7.14.1.1).

A signal occurs other than as thé vesult of calling the abort or raise function, and the signgl handler
132 refers to an object with static/storage duration other than by assigning a value to an object dgclared as
volatile sig atomi€sw) or calls any function in the standard library other than the abdrt func-

tion, the Exit functioh, ot the signal function (for the same signal number) (7.14.1.1).

Example(s)

EXAMPLE1 In thismnoncompliant example, a diagnostic is required because the C Standard Libijary function
fprintf is calledfrom the signal handler handler via the function 1og message.

#define MAXLINE 1024

char NFe[MAXLINE];

void log message (void) {
fprintf (stderr, “%$s\n”, info); // diagnostic required

}

void handler (int signum) {
log message();

}

int main (void) {
if (signal (SIGINT, handler) == SIG ERR) {
/* Handle error */
}
/* An interactive attention signal might invoke handler () from here on. */
while (1) {
/* Main loop program code */

© ISO/IEC 2013 - All rights reserved 9
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log message () ;

/* More program code */

}

return EXIT SUCCESS;

}

EXAMPLE 2
raiseiscal

void term handler (int signum)

In this noncompliant example, a diagnostic is required because the C Standard Library function

led from the signal handler int _handler.

{

/* SIGTERM handling specific */

}

void int h
/* SIGIN
if (rais

/* Han
}
}

int main (v
if (sign
/* Han
}
if (sign
/* Han
}

/* Progr

if (rais
/* Han

}

/* More

return E

}

EXAMPLE 3
longjmp is

#define MAX
static jmp

void handl
longjmp (
}

void log m
static c¢
static s
char buf

hbndler (int signum) {

I handling specific */

E (SIGTERM) != 0) { // diagnostic required
Hle error */

bid) |

b1 (SIGTERM, term handler) == SIG ERR) {
Hle error */

b1 (SIGINT, intihandler) == SIG ERR) {

Hle error */

bm code */
b (SIGINT) != 0)
Hle error */

{

Code */

KIT SUCCESS;

In this noncompliant example, a diagnostic is required because the C Standard Library fun
ralled from the signal handler handler.

[LINE 1024
| buf env;

{

// dilaghostic required

br (int signum)
bnv, 1);

bssage (ch@k.**infol, char *info2) {
har *buf NULL;
ize tebufsize;

D [MAXTIINE] ;

S NIT T

if (buf
buf
bufsiz

}

/*
Try
it o

*/
/*** VULNE

if (buf

buf
}

10

L
T

Ction

bufo0;
e sizeof (buf0) ;

to fit a message into buf, else re-allocate
n the heap and then log the message.

RABILITY IF SIGINT RAISED HERE ***/

buf0)
NULL;

{
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int main(void) {
if (signal (SIGINT, handler) == SIG ERR) {
/* Handle error */

}

char *infol;
char *info2;

/* infol and info2 are set by user input here */

if (setjmp(env) == 0) {

while (1) {
/* Main loop program code */
Tog mMessage (infot, fnfoZr;
/* More program code */

}

ellse {
log message (infol, info2);

rgturn EXIT SUCCESS;

5.6 | Calling functions with incorrect arguments [argcomp]

Rulg

Callli[:g a function with the wrong number or type of arguments shall be diagnosed.

Ratijonale

C identifies four distinct situations in which uhdefined behavior may arise as a result of invoking a
fundtion using a declaration that is incompatible with its definition or with incorrect typesor numbers
of arfjguments:

UB ||Description

26 ||A pointeris used to call a function’whose type is not compatible with the pointed-to type (6.3.2.3).

For a call to a function withgut a function prototype in scope, the number of arguments does 1ot equal the

38 number of parameters (6.5,2.2).

For a call to a function without a function prototype in scope where the function is defined with a func-
39 |[|tion prototype, eithei*the prototype ends with an ellipsis or the types of the arguments after promotion
are not compatible-with the types of the parameters (6.5.2.2).

A function is.defined with a type that is not compatible with the type (of the expression) pointed to by the

41 expressiotrthat denotes the called function (6.5.2.2).

Example(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because the C Standard Library function
strchr is called through the function pointer £fp with incorrectly typed arguments.

char *(*fp) ()

void f(void) {

char *c;

fp = strchr;

c = fp(12, 2); // diagnostic required
}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the function copy is defined to
take two arguments but is called with three arguments.

/* in another source file */

void copy(char *dst, const char *src) {
if (!strcpy(dst, src)) {

© ISO/IEC 2013 - All rights reserved 11
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/* report error */

}

/* in this

source file -- no copy prototype in scope */

void copy ()

void g(const char *s)

{

char buf[20];
copy (buf, s, sizeof buf); // diagnostic required
/* */
}
EXAMPLE 3| In this noncompliant example, a diagnostic is required because the function buginf isdefin|

take a variah

/* in anot

void bugin
/*

}

/* in this
void bugin
void h(voi
buginf ("
/* *
}

EXAMPLE 4
argument of

/* in some
long f (lon

return x

}

/* in othe
int g(int

return f

}

5.7 Callil
Rule

le number of arguments but is declared in another file with no prototype and is called.

her source file */
f (const char *fmt,

</

source file -- no buginf prototype in scope */

E () ;

1) {

bug in function %s, line %d\n”, _ func_, IINE ); // diagnostic required

In this noncompliant example, a diagnostic is'tequired because the function f is defined to ta
type long, but £ is called from another file with an argument of type int.

ile.c */

X
<

b x) |
0 ? -x : x;

Ffile.c */

<) {

(x); // diagnostic required

ng signial from interruptible signal handlers [sigcall]

ed to

Ke an

On systems with nonpersistent signal handlers, calling signal from within a signal handler whose
execution can be interrupted by receipt of a signal shall be diagnosed.

Rationale

Calling signal under these conditions presents a race condition.

Example(s)

EXAMPLE

void handler (int signum)
(signal (signum,

if

12

In this noncompliant example, a diagnostic is required on implementations with nonpersistent
signal handlers because the C Standard Library function signal is called from the signal handler handler.

{

handler) == SIG ERR) { // diagnostic required
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/* L. */
}
/* */
}
void f(void) {
if (signal (SIGUSR1, handler) == SIG ERR) {
VA A
}
/* */
}
5.8 | Calling system [syscall]

Ruld

All cplls to the system function shall be diagnosed.

Rationale

Use

Alth

bf the system function can result in exploitable vulnerabilities

iwhen passing an unsanitized or improperly sanitized command string originating fro|
source, or

fa command is specified without a path name and.the’command processor path nam
mechanism is accessible to an attacker, or

f a relative path to an executable is specifiedrand control over the current working
hccessible to an attacker, or

f the specified executable program canbe spoofed by an attacker.

Exa

EXA
and
func

void
ch
in

)

ple(s)

MPLE 1  In this noncompliant example, a diagnostic is required because a string consisting
he tainted value stored in input is copied into cmdbuf and then passed as an argument to

m a tainted

b resolution

Hirectory is

bugh exceptions to this rule are negessary, they can only be identified on a case-by-case basis during
a co]::a review and are consequently.outside the scope of this rule.

of any cmd
the system

if]

ion to execute.

f (char *inputy {

ar cmdbuf [§12];

t len wabfed = snprintf (

cmdbuf,\ sizeof (cmdbuf), “any cmd ‘%s’”, input
(Len wanted >= sizeof (cmdbuf)) {

}
}

}
}

EXAMPLE 2

CTTOTr(INpUt Ttoo Iong 7T,
else if (len wanted < 0) {

perror (“Encoding error”);

else if (system(cmdbuf) == -1) { // diagnostic required
perror (“Error executing input”);

. config file in the user’s home directory.

void g(void) {
system(“rm ~/.config”); // diagnostic required

}

© ISO/IEC 2013 - All rights reserved
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5.9 Comparison of padding data [padcomp]

Rule

Comparison of padding data shall be diagnosed.

Rationale

The value of padding bits is unspecified and may contain data initially provided by an attacker.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the C Standard Library funftion
memcmp is used to compare the structures s1 and s2, including padding data.

struct my puf {
char bufff type;
size t sfze;
char bufffer([50];
}i
unsigned ipt buf compare (
const stfpuct my buf *sl,
const stfuct my buf *s2)
if (!memfmp (sl, s2, sizeof (struct my buf))) { // diagnostitc.wequired
VAN IV B
}

return Of

5.10 Converting a pointer to integer or integer-to pointer [intptrconv]
Rule

Convertingfan integer type to a pointer type\shall be diagnosed if the resulting pointer is incorr¢ctly
aligned, dogs not point to an entity of the réferenced type, or is a trap representation.

Convertingla pointer type to an integéptype shall be diagnosed if the result cannot be represent¢d in
the integer type.

Rationale

C identifies|the situation in-which undefined behavior arises as a result of converting a pointer o an
integer typ¢:

UB |Description

Convepsign‘ef a pointer to an integer type produces a value outside the range that can be represented

24 1 6.3.2.8)

Example(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required on an implementation where pointers are
64 bits and unsigned integers are 32 bits because the result of converting the 64-bit ptr cannot be represented
in the 32-bit integer type.

void f (void) {
char *ptr;

VAT
unsigned int number = (unsigned int)ptr; // diagnostic required
VA

}

14 © ISO/IEC 2013 - All rights reserved
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EXAMPLE 2 Inthis noncompliant example, a diagnosticis required because the conversion of the integer literal
Oxdeadbeef to a pointer that is not known to point to an entity of the referenced type.

unsigned int *g(void) {
unsigned int *ptr = (unsigned int *)O0Oxdeadbeef; // diagnostic required
VA
return ptr;

}
Exceptions

— EX1: A null pointer can be converted to an integer; it takes on the value 0. Likewise, a 0 integer can

aconunprtnd 0 o b bt s nc Fhn ]l g
- o vVerteatoaPpohHter v oecomesS Tt Hthrpothtet

— EX2: Any valid pointer (4.21) to void can be converted to intptr t or uintptyr [t and back
with no change in value. (This includes the underlying types if intptr t anddintptr t are
typedefs and any typedefs that denote the same typesas intptr tanduintpty t.)

EXAMPLE

void h(void) {
inftptr t i = (intptr t) (void *)é&i;
uilntptr t j = (uintptr t) (void *)&j;

vdid *ip = (void *)i;
vdid *jp = (void *)7;

agsert (ip == &i);
agsert (jp == &j);

5.11 Converting pointer values to more strictly aligned pointer types [alignconv]

Rulg

Conyerting a pointer value to a pointer-type that is more strictly aligned than the type the value actually
poi;:[j to shall be diagnosed.

Rationale

Conyerting a pointer value to.d pointer type that is more strictly aligned than the type the value actually
poil]t: toresults in undefined behavior if the actual value is unaligned with respect to the destination type.

Example(s)
EXAMPLE1 In‘this noncompliant example, a diagnostic is required because the char pointer &clis converted
to thp more strietly aligned int pointer i_ptr.

void f (vexd) {
it Ahptr;
chlax \¢;

i ptr = (int *)&c; // diagnostic required
VY
}

EXAMPLE 2  In this compliant example, a diagnostic is not required because the value referenced by the char
pointer ¢ _ptr has the alignment of type int.

void f (void) {
char *c ptr;
int *i ptr;

int 1i;

c ptr = (char *)&i;

i ptr = (int *)c ptr;
/* o */ B
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5.12 Copying a FILE object [filecpy]

Rule

Copying a FILE object shall be diagnosed.

Rationale
According t

The adq
need nag

Example(s}
EXAMPLE

int main (v
FILE my
if (fput

/* ..
}
return E

}

0 ISO/IEC 9899:2011, 7.21.3, paragraph 6,

fress of the FILE object used to control a stream may be significant; a copy of a FILEQ
t serve in place of the original.

KIT SUCCESS;

5.13 Declaring the same function or object in incompatible ways [funcdecl]

Rule

Two or mor
shall be dia

Rationale

C identifies
declaration

bnosed.

5 of the same function or objéct:

In this noncompliant example, a diagnostic is required because the FILE object stdout is co
pbid) |
Etdout = *(stdout); // diagnostic required
5 (“Hello, World!\n”, &my stdout) == EOF) {
*/

e incompatible declarations of the same function or object that appear in the same prog

bject

pied.

ram

three distinct situations in which undefined behavior may arise as a result of incompaltible

UB

Description

15 |Two dd

clarations of the same\0bject or function specify types that are not compatible (6.2.7).

37 |An obj

bct has its stored value accessed other than by an lvalue of an allowable type (6.5).

A func
expres

41

ion is defined-with a type that is not compatible with the type (of the expression) pointed to by
sion that defiotes the called function (6.5.2.2).

the

While the §
benign on 1

pffects,of two incompatible declarations simply appearing in the same program m

isincompat
an object u
unintended

hostimplementations, the effects of invoking a function through an expression whose
sing an lvalue of a type that is incompatible with the object definition may range
information exposure to memory overwrite to a hardware trap.

Example(s)

EXAMPLE 1
declarations.

be

ype
sing

from

In thisnoncompliant example, a diagnosticis required because the variable i has two incompatible

/* in a.c */

extern int

int f (void)

i; // diagnostic required

{

return ++i;

}

16
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/* in b.c */
short i; // diagnostic required

EXAMPLE 2 Inthisnoncompliantexample, a diagnosticis required because the variable a has two incompatible
declarations.

/* in a.c */
extern int *a; // diagnostic required

int g(unsigned i, int x) {
int tmp = ali]l;
ali] = x;
return tmp;

}

/* dn
a

b.c */
int 1 = {

[ 1, 2, 3, 4 }; // diagnostic required
EXAMPLE 3  Inthisnoncompliantexample, adiagnosticisrequired because the function-h hastwo ncompatible
declgrations.

/* in a.c */
extgrn int h(int a); // diagnostic required

int jmain (void) {
printf (“%d”, h(10));
regturn EXIT SUCCESS;

}

/* in b.c */
longq h(long a) { // diagnostic required
return a * 2;

}

EXAMPLE 4  According to ISO/IEC 9899:2011, 5;2.4.1, external identifiers need to be unique only within the
firstB1 characters. In this noncompliant exampléjadiagnostic is required on implementations wherg the external
identifiers bash groupname completion)function and bash groupname completion| funct are
identical, because it results in incompatible(declarations.

/* iln bash/bashline.h */

extgrn char* bash groupname completion function(const char *, int);
// diagnostic required

// tlhe identifier exceeds(3N'characters

/* in a.c */

#indlude <bashline.h>

void w(const char~s7 int i) {
balsh groupnamg_c¢ompletion function(s, 1);

}

/* in b.c +Y
int [pash~gXoupname completion funct; // diagnostic required
// ildenptdfier not unique within 31 characters

NOTE The identifier bash groupname completion function referenced here was taken from GNU
Bash version 3.2.

Exception

No diagnostic need be issued if a declaration that is incompatible with the definition occurs in a
translation unit that does not contain any definition or uses of the function or object other than additional
declarations, if any.

EXAMPLE

/* a.c: */
int x = 0; /* the definition */

/* b.c: */

© ISO/IEC 2013 - All rights reserved 17
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extern char x;
/* but no other references to

5.14 Dere
Rule

Dereferenci

/* incompatible declaration */
Y’ o*x/

’

ferencing an out-of-domain pointer [nullref]

ng a tainted or out-of-domain pointer shall be diagnosed.

Example(s)

EXAMPLE

In this noncompliant example, a diagnostic is required because if malloc returns NULL, the

n the

call to memcj

void f (con
size t s
char *c |
if ((mem
/%
}
/*
free(c_ s
c_str

}

*

5.15 Escaj
Rule

The addres:s
variable wh
object goes

Example(s}

EXAMPLE 1
c_strrema

const char
void dont |
const ch
P c_ st
}

void innoc
const ch
puts(c_ s

}

int main (v
dont do |

ins in the pointer variable p when, str goes out of scope in the function dont do_this.

y will dereference the null pointer ¢_str.

{

5t char *input str)

ize = strlen(input str) + 1;

Etr = (char *)malloc (size);

Cpy (c_str, input str, size)) == c str) { // diagnostic required
*/

L)

NULL;

bing of the address of an automatic object [addrescape]

of an object with automatic storage duration retdrned from a function or held in any po
ose lifetime extends past the lifetime of the\referenced object at the time the auton
out of scope shall be diagnosed.

In this noncompliant example, a diaghosticis required because the address of the automatic o

*p;

Ho this (void) {

br Cc_str[] “This wi%d change”;
; // diagnostic tequired

{

lious (void)
pr C strl]
Lr);

“Surprise, surprise”;

bid)\_{

nter
hatic

bject

FRIs() ;

innocuou
puts (p) ;

> Uy

return EXIT SUCCESS;

}

EXAMPLE 2
arrayisret
int *init

int arra

return a

}
EXAMPLE 3

In this noncompliant example, a diagnosticis required because the address of the automatic o
urned.

array (void) {
y[lo] { l’ 2’ 3’ 4’ 5’ 6’ 7’
rray; // diagnostic required

= 8, 9, 10 };

In this noncompliant example, a diagnosticis required because the address of the automatic o

bject

bject

fmt remains in the pointer variable ptr param when fmt goes out of scope in the function squirrel away.

18
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void squirrel away(char **ptr param) {

char fmt[] = “Error: %s\n”;
/* oL x/
*ptr param = fmt; // diagnostic required

}

int main (void) {
char *ptr;
squirrel away (&ptr);

/* L. %/
return EXIT SUCCESS;

}

5.16 Conversion of signed characters to wider integer types before a check for
EOF| [signconv]

Rulég

Conyerting a tainted value of type char or signed char to alarger integer type withoutfhaving first
cast|the value to unsigned char shall be diagnosed if the value is;subsequently compared with the
valup of EOF.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the character of type ¢har pointed
tobyc_strisconverted to int without first being castto usis1gned char.

int |yy string get(char *c str) {
it ¢ = EOF;

if] (c_str && *c _str) {
c = *c_str++; // if char is signed{\a OxFF char can be confused with EOF

}
rgturn c;
}
/* .. x/
char] string[BUFSIZ];

GET_TAINTED_STRING(string, BUFSIZ) ;
if (yy_string get(string) == EOF) // diagnostic required

5.17 Use of an implied default in a switch statement [swtchdflt]

Rulég

A syitclistatement with a controlling expression of enumerated type that does not include a default
caseland‘does not include cases for all enumeration constants of that type shall be diagnose(d.

Rationale

A switchstatementwithacontrolling expression of enumerated type thatdoesnotinclude a default case
and does not include cases for all enumeration constants of that type indicates logical incompleteness.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because not all possible values of widget
type are checked for in the switch statement.

enum WidgetEnum { WE W, WE X, WE Y, WE_Z };
void f (enum WidgetEnum widget type) {
switch (widget type) { // diagnostic required

case WE X:
AR/
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break;
case WE Y:
VAT
break;
case WE Z:
VA

break;

5.18 Failing to close files or free dynamic memory when they are no longer needed
[fileclose]

Rule

A call to thq fopen or freopen function shall be diagnosed after the lifetime of the last pointer object
that stores the return value of the call has ended without a call to fclose with that poifiter value.

A call to a sfandard memory allocation function shall be diagnosed after the lifetime. of the last polnter
object that §tores the return value of the call has ended without a call to a standard-memory deallocgtion
function with that pointer value.

Example(s]

EXAMPLE 1| In this noncompliant example, a diagnostic is required becatse the resource allocated by the call
to fopen is pot closed.

int f (void) {

const chphr *filename = “secure.dat”;
FILE *f F fopen (filename, “r”); // diagnostic reglired
if ( ==| NULL) {
VA R
}
/* oL
return O}

}

EXAMPLE 2| In this noncompliant example, a diagnostic is required because the resource allocated by the¢ call
tomalloc ig not freed.

int £ (void) {
char *tekt buffer = (ch@h“)malloc(BUFSIZ); // diagnostic required

if (text|buffer == NULL) {
return| -1;

}

return O}

5.19 Failingtodetectand ramdie standard tibrary errors—ftiberr]

Rule

Failure to branch conditionally on detection or absence of a standard library error condition shall
be diagnosed.

The successful completion or failure of each of the standard library functions listed in Table 2 shall be
determined either by comparing the function’s return value with the value listed in the column labeled
“Error Return” or by calling one of the library functions mentioned in the footnotes to the same column.
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Table 2 — Library functions and returns

Function Successful return Error return

aligned alloc pointer to space NULL

asctime s Zero nonzero

at quick exit Zero nonzero

atexit Zero nonzero

bsearch pointer to matching element NULL

bsearch s pointer to matching element NULL

btopc converted wide character WEOF ,\(b
cléftomb number of bytes (size_t) (-1) qg\
c32rtomb number of bytes (size_t) (—1)(;\'\. A
calfloc pointer to space NULL X /\qv

clofk processor time (Clockéz'?‘-‘l )

cnd| broadcast thrd success thrc‘l*égf{)r

cnd| init thrd success t‘}@jﬁomem orthrd err¢r
cnd| signal thrd success (-t‘\h\r\a_error

cnd| timedwait thrd success \%‘hfhrd_timedout orthrd ¢rror

cnd| wait thrd success (%\ ) thrd error
ctipe s Zero (\<( nonzero
fclpse Zero ‘\QV EOF (negative)
ffluph Zero K\}\.\ EOF (negative)
fgefc character read h\(\g ) EQOFa
fgeltpos Zero \Q\'\ nonzero
fgefs pointer to str\ipg‘ NULL

fgefwe wide cha@e} read WEOFa

fopen pointer £0 stream NULL
foppn_s ze@\\ nonzero
fprfintf “fnumber of characters (nonnegative) negative
fprfintf s Vo N number of characters (nonnegative) negative
fpulc “\V character written EOFb

fpufs AQ‘\ nonnegative EOF (negative)
fpuftws ﬁév nonnegative EOF (negative)
fre a&y elements read elements read
fre Jp\evn poInter to Stream NULL
freopen s Zero nonzero

fscanf number of conversions (nonnegative) EOF (negative)
fscanf s number of conversions (nonnegative) EOF (negative)
fseek Z€ero nonzero
fsetpos Zero nonzero
ftell file position -1L
fwprintf number of wide characters (nonnegative) |negative
fwprintf s number of wide characters (nonnegative) |negative

fwrite

elements written

elements written

© ISO/IEC 2013 - All rights reserved
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Table 2 (continued)

Function

Successful return

Error return

fwscanf

number of conversions (nonnegative)

EOF (negative)

fwscanf s

number of conversions (nonnegative)

EOF (negative)

getc character read EOFa

getchar character read EOFa

getenv pointer to string NULL

getenv_s pointer to string NULL

gets_s pointer to string NULL R2o)
getwc wide character read WEOF (\Q\
getwchar wide character read WEOF AN Y
gmtime pointer to broken-down time NULL /\q\)
gmtime s pointer to broken-down time NULL f;.’\ )

localtims pointer to broken-down time NULL _ &J

localtimg s pointer to broken-down time NULL ‘Q&)

malloc pointer to space NULL n\\v

mblen, s |!= NULL number of bytes -1 \%V

mbrlen, g != NULL |number of bytes or status P ©\lze_t) (-1)

mbrtocl6 number of bytes or status <)Y (size_t) (-1),errno == EILSHQ
mbrtoc32 number of bytes or status \\Y - (size t) (-1),errno == EILSHQ
mbrtowc, [s != NULL |number of bytes or status \\y (size t) (-1),errno == EILSHQ
mbsrtowcs number of non-null elemen{(\w (size t) (-1),errno == EILSHQ
mbsrtowcy s Zero h@ i nonzero

mbstowcs number of non-null elvh\%nts (size_t) (-1)

mbstowcs |s Zero , \O nonzero

mbtowc, 4 !'= NULL number of}}%@x}~ -1

memchr pointer t;o‘}e)c‘ated character NULL

mkt ime calendar time (time t) (-1)

mtx init ?h%&_success thrd error

mtx lock \tB}d_success thrd error

mtx timedlock r<2:~thrd_success thrd timedoutorthrd error
mtx tryldck fotJ thrd success thrd busyorthrd error

mtx unlog k\</>) thrd success thrd error

printf s — TTUTITUer of Tharacters (Tonegative) Tregative

putc character written EOFD

putwc wide character written WEOF

raise Zero nonzero

realloc pointer to space NULL

remove Zero nonzero

rename Zero nonzero

setlocale pointer to string NULL

setvbuf Zero nonzero

scanf number of conversions (nonnegative) EOF (negative)
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ten (nonnegative)

Function Successful return Error return
scanf_s number of conversions (nonnegative) EOF (negative)
signal pointer to previous function SIG_ERR,errno > 0

) number of characters that would be writ- .
snprintf . negative

ten (nonnegative)

. number of characters that would be writ- .

snprintf s negative

SPrieeE numberofrerr-nut-characters-written negative
sprfintf s number of non-null characters written  |negative A'\‘b
sscpnf number of conversions (nonnegative) EOF (negative) q>‘)
sschnf s number of conversions (nonnegative) EOF (negative) r\@'\ ’
strghr pointer to located character NULL N N
strprror_s zero nmueq}qD )
strfftime number of non-null characters Zeros |
strpbrk pointer to located character I\{{@«V
strfpchr pointer to located character (.( LL
strptr pointer to located string s\\ NULL
strftod converted value (,k) zero,errno == ERANGE
strfcof converted value <)‘ zero,errno == ERANGE
. N [
strboimax converted value . é} iETgﬁiﬁgéXorINTMAX_M_N, errno
strlok pointer to first cha:@@tgr of a token NULL
strfcok s pointer to first;,k@r;;cter of a token NULL
1§¥J LONG MAXor LONG MIN, efqrno ==
strfcol convmtei} e ERANGE -
strftold conyg@#ﬂvahw zero,errno == ERANGE
strkoll co :itmivdue LLONG_ MAXor LLONG MIN] errno
y‘ . == ERANGE
striroumax (§§convmtedvdue UINTMAX MAX,errno == ERANGE
strfoul N (" |converted value ULONG MAX,errno == ERANGE
strjcoull <£§? converted value ULLONG MAX,errno == ERANGE
strxfrm-lg)\ length of transformed string >=n
Swpri}’@\ number of non-null wide characters negative
swple f s number of non-null wide characters negative
swscanf number of conversions (nonnegative) EOF (negative)

swscanf s

number of conversions (nonnegative)

EOF (negative)

thrd create

thrd success

thrd nomemor thrd error

thrd detach

thrd success

thrd error

thrd join thrd success thrd error
thrd sleep Zero negative

time calendar time (time_t) (-1)
timespec get base Zero

tmpfile pointer to stream NULL

© ISO/IEC 2013 - All rights reserved
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Table 2 (continued)

Function Successful return Error return
tmpfile s Zero nonzero
tmpnam non-null pointer NULL
tmpnam_s Z€ero nonzero

tss create

thrd success

thrd error

tss_get value of thread-specific storage Zero
tss_set thrd success thrd error
ungetc character pushed back EOF (negative; see below) e
ungetwc character pushed back WEOF (negative) AQ'\
viprintf number of characters (nonnegative) negative N v
viprintf |s number of characters (nonnegative) negative AQO
viscanf number of conversions (nonnegative) EOF (negative) N
viscanf g number of conversions (nonnegative) EOF (negative)@
viwprintf number of wide characters (nonnegative) |negative
viwprintf s number of wide characters (nonnegative) negatiye\\\v
. . \J .
vfwscanf number of conversions (nonnegative) EOR@gatlve)
-
viwscanf |s number of conversions (nonnegative) ]@ (negative)
vprintf g number of characters (nonnegative) (\<< negative
vscanf number of conversions (nonnegati&eQ EOF (negative)
Y
vscanf s number of conversions (nonnegs\t@\e) EOF (negative)
. number of characters that be writ- .
vsnprintf . negative
ten (nonnegative) \
“
. number of characters{@}% would be writ- .
vsnprintf s - Q negative
— ten (nonnegative)
. number of non- uﬁ'characters (nonnega- .
vsprintf . negative
tive) \Q\Q
. number o@n-null characters (nonnega- .
vsprintf |s - . negative
. tive) o -
S? . . .
vsscanf n'g@ r of conversions (nonnegative) EOF (negative)
vsscanf { Jﬁﬂhberofconverﬂons(nonnegaﬁve) EOF (negative)
. b . .
vswprintf QS number of non-null wide characters negative
vswprintf s :U number of non-null wide characters negative
N :
vswscanf | ] number of conversions (nonnegative) EOF (negative)
vswscanf Q\v number of conversions (nnnnngafivn) EQLE (nngnfivn}
vwprintf s number of wide characters (nonnegative) |negative
vwscanf number of conversions (nonnegative) EOF (negative)
vwscanf s number of conversions (nonnegative) EOF (negative)
wcrtomb number of bytes stored (size_t) (-1)
wcschr pointer to located wide character NULL
wcsftime number of non-null wide characters Zero
wcspbrk pointer to located wide character NULL
wcsrchr pointer to located wide character NULL
wcsrtombs number of non-null bytes (size t) (-1),errno == EILSEQ
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Function Successful return Error return

wcsrtombs s Zero nonzero

wcsstr pointer to located wide string NULL

wcstod converted value zero, errno == ERANGE

wcstof converted value zero,errno == ERANGE

westoimax converted value [INTMAX _MAX or [NTHMAX MIN,
errno == ERANGE

wcsfEok pointer to first wide character of a token [NULL

wcsftok s pointer to first wide character of a token |NULL

weskol converted value EgiEEI\E/IAX or LONG MIN, errno

wcsftold converted value zero, errno, ‘=="ERANGE

wesko11 converted value LLONG MAX or LLONG MIN, errno
== ERANGE

wcsfombs number of non-null bytes (size) t) (-1)

wcsftombs s Zero nehzero

wcsfcoumax converted value UINTMAX MAX, errno =5 ERANGE

wcsfoul converted value ULONG MAX, errno == HRANGE

wcsfcoull converted value ULLONG MAX, errno == [ERANGE

weskfrm length of transformed wide string >=n

wctpb converted character EOF

wctpmb, s != NULL number of bytes stored -1

wctpmb s, s != NULL |number of bytes_ stored -1

wctfrans valid argumentto towctrans Zero

wctlype valid argument to i swctype Zero

wmechr pointer;to located wide character NULL

wprfintf s number of wide characters (nonnegative) |negative

wscpnf number of conversions (nonnegative) EOF (negative)

wscpnf s number of conversions (nonnegative) EOF (negative)

a Uge feof and fexror.

b Uge ferror:

The jungete function does not set the error indicator, even when it fails, so it is not possible to check

for grrorsreliably unless it is known that the argument is not equal to EOF. C states that “one character

of pushback is guaranteed,” so this should not be an issue if, at most, one character is ever gushed back

before reading again.

NOTE A cumulative error check satisfies the rule as long as undefined behavior is not triggered (for example,
by using the contents of the fgets or fgetws array or using the file position indicator after fread or fwrite
without first checking for error).

Rationale

Failure to branch conditionally on detection or absence of a standard library error condition can result
in unexpected behavior.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the return value of fseek is not
checked for an error condition.
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void test unchecked return (FILE *file,
fseek (file,

}
NOTE

long offset) {

offset, SEEK_SET); // diagnostic required

use has overwhelmingly omitted error checking, and the consequences are not relevant to security.

Table 3 — Example library functions and returns

Exceptions

EX1: TH
need ng

EXAMPLE

void foo (F
(void) fp
/* *

}

EX2:Ig

error condition need not be diagnosed. For‘éxample, st rcpy is one such function.

5.20 Form
Rule

Invoking a

that does n¢t point into or just/past the end of the object shall be diagnosed.

Rationale

Many C Stg
element at 3
arguments

Function Successful return Error return
printf number of characters (nonnegative) negative
putchar character written EOF

puts nonnegative EOF (negative)
putwchar wide character written WEOF
vprintf number of characters (nonnegative) negative
vwprintf number of wide characters (nonnegative) negative
wprintf number of wide characters (nonnegative) negative

e use of a void cast to signify programmer intent to ignore-a return value from a fung
t be diagnosed.

This example shows an acceptable use of this exception.

[LE *file)
its (“foo”,

{
file) ;

horing the return value of a function that cannot fail or whose return value cannot signi

ling invalid pointers by library function [libptr]

[ library function with an argument or arguments that causes the function to form a po

ndard-Library functions manipulate individual objects or arrays of objects either
time or one byte at a time. With a few exceptions, such functions typically take at least
For each object (or array) they manipulate:

— avalid pointer into the object or storage for an object and

— aninteger argument indicating how many elements or bytes of the object to manipulate.

C identifies

the following undefined behavior:

Return values from the following functions (Table 3) do not need to be checked because their historical

tion

'V an

nter

one
two

UB |Description

The pointer passed to a library function array parameter does not have a value such that all address com-
109 : : .

putations and object accesses are valid (7.1.4).
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The following standard library functions take a pointer argument and a size argument, with the
constraint that the pointer must point to a valid memory object of at least the number of bytes or wide

characters (as appropriate) indicated by the size argument.

fgets fread fwrite mblen
memchr memset fgetws wmemchr
wmemset mbrlen tmpnam_s gets_s
getenv—s memset—s StErerror—s strarer—s
asctime s ctime s WCSCpy_ S WCSNcpy_ s
wmepcpy s wmemmove s wcscat s wcsncat s
wcsmlen s

5.20.2 Library functions that take two pointers and an integer

The
cons
chan

mbt
mem
mem
mbr
WCSH
mbr
wct
memy|
stry
wmer

mbs1

wC
19

mp
oc32
hcat
owc
mb_s
ove_ s
hcat s
move s

Ftowes s

5.20

wctomb
memmove
strncmp
WCSncpy
wcsncmp
wcrtomb
mbtowcs (5
strcpy’s
WOSCPY S
wcscat s

wcsrtombs s

mbtowcs
strncpy
strxfom
wrlemcpy
wcsxfrm
mbsrtowcs
wcstombs s
strncpy_s
WCSNCpy_s

wcsncat s

following standard library functions take two pointer arguments and a size argume
traint that both pointers must point to valid memory objects-of at least the number of by
acters as appropriate, indicated by the size argument.

wcstombs
strncat

mbrtocl6
wmemmove
wmemcmp

wcsrtombs
memcpy_s
strcat_s
wmemcpy s

wcrtomb s

.3 Fibrary functions that take a pointer and two integers

nt, with the
tes or wide

The following standard library functions take a pointer argument and two size arguments, with the
constraint that the pointer must point to a valid memory object containing at least as many bytes as the
product of the two size arguments.

bsearch

gsort

bsearch s

gsort_ s
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Example(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required because the size argument used in the
memset () call is one longer than the size allocated for p.

void fl(size t nchars) {

char *p = (char *)malloc (nchars);

const size t n = nchars + 1;

if (p) |
memset (p, 0, n); // diagnostic required
VAV

}
}

EXAMPLE 2| In this noncompliant example, a diagnostic is required because the size argument used-ip the
memset () ¢all is possibly miscalculated. There is no requirement that the size of an int is thesame af the
size of a flodt.

void f2 (vofd) |
float al4];
const sike t n = sizeof (int) * 4;
void *p F

memset (p) 0, n); // diagnostic required

VA
}

EXAMPLE 3| In this noncompliant example, a diagnostic is required(beécause the size argument used in the
memcpy () cpll is possibly miscalculated. The size of an int does nof1ieed to be smaller than that of a doulle.

void f3(ink *a) {
double b|= 3.14;
const sipe t n = sizeof (*a);
void *p F a;
void *gq F &b;
if ((memfppy(p, 49, n)) == p) { // diagn@stic required
VAR BV
}
J*oLLL F

}

EXAMPLE 4| In this noncompliant-example, a diagnostic is required because the value of n is not comguted
correctly, allowing a possible write\past the end of the object referenced by p.

void f4 (chpr pl[], const(char *qg) {

const sipe t n = siZeof (p);

if ((memppy(p, a,,mN) == p) { // diagnostic required
VA I

}

VA

5.21 Allocating insufficient memory [insufmem]
Rule

A call to a standard memory allocation function is presumed to be intended for type T * when it appears
in any of the following contexts.

— inthe right operand of an assignment to an object of type T *, or
— inaninitializer for an object of type T *, or

— in an expression that is passed as an argument of type T *, or
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— inthe expression of a return statement for a function returning type T *.

A call to a standard memory allocation function taking a size integer argument n and presumed to be
intended for type T * shall be diagnosed whenn < sizeof (T).

The following are the standard memory allocation functions that take a size integer argument and
return a pointer.

aligned alloc

calloc

mal ot

realloc

Rationale

Retyrning insufficient memory from a memory allocation function is likely to result in undefined
behgvior when that memory is accessed.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the value of n that is used in the
malloc () call has been possibly miscalculated.

wchalr £ *f1(void) {
cgnst wchar t *p = L”Hello, World!”;
cgnst size t n = sizeof(p) * (wcslen(p) + 1)~
wdhar t *g = (wchar t *)malloc(n); // diagndostic required

VA

rgturn gy

5.22 Forming or using out-of-bounds pointers or array subscripts [invptr]

Rul

Usinlg pointer arithmetic so\that the result does not point into or just past the end of the game object,
using invalid pointers imarithmetic expressions, or dereferencing pointers that do not poift to a valid
objeft shall be diagnosed:

Likejwise, using an array subscript so that the resulting reference does not refer to an element in the
arraly also shalhbe'diagnosed.

Ratijonale

C idprtifies five distinct situations in which undefined behavior may arise as a resulf of invalid
pointeroperatiors:

UB |Description

Addition or subtraction of a pointer into, or just beyond, an array object and an integer type produces a

46 result that does not point into, or just beyond, the same array object (6.5.6).

Addition or subtraction of a pointer into, or just beyond, an array object and an integer type produces
47 |aresultthat points just beyond the array object and is used as the operand of a unary * operator that is
evaluated (6.5.6).

An array subscript is out of range, even if an object is apparently accessible with the given subscript (as
in the lvalue expression a[1][7] given the declaration int a[4][5]) (6.5.6).

49
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UB |Description
62 An attempt is made to access, or generate a pointer to just past, a flexible array member of a structure
when the referenced object provides no elements for that array (6.7.2.1).
The pointer passed to a library function array parameter does not have a value such that all address com-
109 : : .
putations and object accesses are valid (7.1.4).
Example(s)
EXAMPLE1 In this noncompliant example, a diagnostic is required because if f is called with a negative

argument for index, an out-of-bounds pointer is formed.

#define TAB
static int

int *f (int
if (inde
return

}

return N

}

EXAMPLE 2
negative, an

#define TAB
static int
int *f (int

if (0 <=

return

}

return N

}

EXAMPLE 3
negative and

#define TAB
static int
int *f(siz
if (inde
return

}

return N

}

[LESIZE 100
table [TABLESIZE];
index) {

k < TABLESIZE)
table + index;

{

// diagnostic required

ULL;

In this compliant example, a diagnostic is not required becat@sge*when the parameter ind
put-of-bounds pointer cannot be returned.

[LESIZE 100
table [TABLESIZE];
index) {

index && index < TABLESIZE)
table + index;

{

ULL;

In this compliant example, aididgnostic is not required because the parameter index cann
an out-of-bounds pointer caninot be returned.

[[ESIZE 100

table [TABLESIZEN;

=

~t index) f{
k < TABLESVNZE)
table #=3ndex;

{

ULL;

bx IS

pt be

EXAMPLE 4

be dereferen

In this noncompliant example, a diagnostic is required because if the string path does not contain
the backslash character in the first MAX MACHINE NAME LENGTH + 1 characters,thenmachine name will

ced past the end pointer.

#define MAX MACHINE NAME LENGTH 64

char *get machine name (const char *path)
char *machine name
(machine name == NULL)

if
return

}

while

}

30

(*path
*machine name++

{
(char *)malloc (MAX MACHINE NAME LENGTH + 1);

{

NULL;

A |
*path++;

// diagnostic required
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*machine name = ‘\0’;

return machineiname;

}

EXAMPLES5 In this compliant example, a diagnostic is not required because the string path is guaranteed
to contain a backslash character within the first MAX MACHINE NAME LENGTH characters when the string is
copied tomachine name.

#define MAX MACHINE NAME LENGTH 64

char *get machine name (const char *path) {

cgnst char *machine name end = strchr(path, “\\’");

ifl] (machine name end == NULL
|| machine name end >= path + MAX MACHINE NAME LENGTH) {
return NULL;

chlar *machine name = (char *)malloc (MAX MACHINE NAME LENGTH + 1);
ifl (machine name == NULL) {
return NULL;

cgnst char *p = machine name;

while (path != p) {
*pt++ = *path++;

*p = \\Or;

rgturn machine_name;

}

EXAMPLE 6  Inthis noncompliant example, a.diagnostic is required because a value is stored beyopnd the end of
the array table when the parameter pos equals the variable size.

statlic int *table = NULL;
statjic size t size = 0;

int |insert in table(size t, 6 pds, int value) {
ifl] (pos > size) {
int *tmp = (int *)realdoc (table, sizeof (table[0]) * (pos + 1));
if (tmp == NULL) ¢{
/* .. %/
}

size = posafidl;
table = tmp,

tagolelpds] = value; // diagnostic required
rgtudw 0;

}

EXAMPLE 7  Inthis compliant example, a diagnosticis notrequired because a value is stored within the bounds
of the array table when the parameter pos equals the variable size.

static int *table = NULL;
static size t size = 0;

int insert in table(size t pos, int value) {
if (pos >= size) {

int *tmp = (int *)realloc(table, sizeof (table[0]) * (pos + 1));
if (tmp == NULL) {
VA SR Y
}
size = pos + 1;
table = tmp;
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}

table[pos]

return 0

}

EXAMPLE 8
the arrays in

enum { COLS = 5,

static int

void init matrix(int x)

value;

’

In this noncompliant example, a diagnostic is required because a value is stored beyond the end of

matrix[0] throughmatrix[4] when j has values greater than 4.

ROWS 7T}
matrix [ROWS] [COLS];

{

for (siz
for (s
matr

}
}

EXAMPLE 9
bounds of th

enum { COL
static int

void init |
for (siz
for (s
matr

}
}

EXAMPLE 1(
a pointer bey

struct S {
size t 1
char buf
i

char *find(
char *fir
char *la

(fi]
(*fi
retu

}

while
if

}

return N

}

e T 1 = 07
ize t J

Lx[1][]]

]

1 COLS; ++1) {
= ROWS; ++3) |

// diagnostic required

0

2
Xy

In this compliant example, a diagnostic is not required because all values are stored withi
b arrays inmatrix [0] throughmatrix[4].

5 = —

5, ROWS T}
matrix [ROWS] [COLS];

hatrix (int x) {

e t 1 = 0; 1 != ROWS; ++1i) {
ize t § = 0; j != COLS; ++3) {
ix[11[]] = %x;

In this noncompliant example, a diagnosticis required because the expression first++ resu
ond the end of the array buf when buf contains no elements.

Etruct S *s, int c)

Sl s—=>buf;

{

Et = s->buf + s->len;

Fst++ != last)~Y.) // diagnostic required
st == (unsigned char)c) {

'n first;

UL L

h the

Its in

void g (void)

{

struct S *s = (struct S *)malloc (sizeof (struct S));
if (s != NULL) {

s->len = 0;

/* */

char *where = find(s, ‘.’);

if (where == NULL) {

return;

}
}
/* */

32
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EXAMPLE 11 In this compliant example, a diagnostic is not required because the expression first++ does not
occur unless buf contains elements.

struct S {
size t len;
char buf[];
}i

char *find(struct S *s, int c) {
char *first = s->buf;
char *last = s->buf + s->len;

while (first != last) {
if (*first++ == (unsigned char)c) {
return first;

}
rgturn NULL;

void g(void) {
stlruct S *s = (struct S *)malloc(sizeof (struct S));
ifl (s) |

s->len = 0;

/* .. %/

char *where = find(s, ‘.’);

if (where == NULL) {
return;

}

VA

EXAMPLE 12 Inthisnoncompliantexample,adiaghosticisrequired because the expressionbuf [st{rlen (buf)
- 1] assumes that the first byte of the parameter to fgets, buf, is non-null.

void f (void) {
chlar buf [BUFSIZ];

ifl] (fgets(buf, sizeof (buf)sistdin))
buf [strlen (buf) - 1] ~\MO0’; // diagnostic required
outs (buf) ;

EXAMPLE 13 In this-snoncompliant example, a diagnostic is required because the integer skip is|scaled when
added to the pointer's and may point outside the bounds of the object referenced by s.

stryct big\{
unsigned-long long ull 1;
unsigned long long ull 2;
unsigred long long ull 3;
int st %7
int si 5;

}i

void g(void) {
size t skip = offsetof(struct big, ull 2);

struct big *s = (struct big *)malloc(4 * sizeof (struct big));
if (!s) {
/* oL %/
}
memset (s + skip, 0, sizeof (struct big) - skip); // diagnostic required
/* ... %/
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5.23 Freeing memory multiple times [dblfree]

Rule

Freeing memory multiple times shall be diagnosed.

Rationale

Freeing memory multiple times results in double-free vulnerabilities.

C identifies

the following undefined behavior:

UB Descrliption
The ppinter argument to the free or realloc function does not match a pointer earlier returhed
179 |by a mfemory management function, or the space has been deallocated by a call to free or reak¥loc
(7.22.B.3,7.22.3.5).
Example(s}
EXAMPLE 1| In this noncompliant example, a diagnostic is required because x could be freed twice depenjding
on the valuepferror condition.
void f(sizp t num elem) {
int errof condition = 0;
int *x =| (int *)malloc (num elem * sizeof (int));
if (x ==|NULL) {
/* N
}
/* oL %
if (errofk condition == 1) {
VAT e
free (x);
}
/* oL
free(x);| // diagnostic required
x = NULL}
}
EXAMPLE 2| Inthis noncompliant example, a diagnostic is required because realloc may free ¢ _strl yhen
itreturns NULL, resulting in ¢_str1 beihg freed twice.
void g(chaf *c strl, size_fisize) {
char *c ptr2 = (char %*)tealloc(c strl, size);
if (c_stg2 == NULL) {
free (¢| strl); /A Qfagnostic required
returnf
}
}
According tpJSO/IEC 9899:2011, 7.22.3, paragraph 1,

If the size of the space requested is zero, the behavior is implementation-defined: either a null pointer
is returned, or the behavior is as if the size were some nonzero value, except that the returned pointer

shall no

t be used to access an object.

And according to ISO/IEC 9899:2011, 7.22.3.5, paragraph 3,

Ifmemory for the new object cannot be allocated, the old object is not deallocated and its value is unchanged.

If realloc is called with size equal to O, then if a NULL pointer is returned, the old value should be
unchanged. However, there are some common but nonconforming implementations that free the pointer,
which means that calling free on the original pointer might result in a double-free vulnerability.
However, not calling free on the original pointer might result in a memory leak.

Exception
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Some library implementations accept and ignore a deallocation of already-free memory. Ifall libraries used
by a project have been validated as having this behavior, then this violation does not need to be diagnosed.

5.24 Including tainted or out-of-domain input in a format string [usrfmt]
Rule

Invoking any of the formatted input/output functions identified in ISO/IEC 9899:2011, 7.21.6, where the
format argument references string data that is tainted (4.15) or out-of-domain with respect to character
content, shall be diagnosed.

An empty string is not tainted.

NOT Any comparison of a character in the string to a value other than the null characterniay be considered
to sapitize the string.

Ratijonale

Invoking a formatted input/output function where the formatargumentreferences string data thatis tainted
(4.13) or out-of-domain with respect to character content can result in undefified or unexpectefl behavior.

An gttacker who can fully or partially control the contents of a forfat string can crash g vulnerable
prodess, view the contents of the stack, view memory content, oy'write to an arbitrary memgry location
and fonsequently execute arbitrary code with the permission$-ofthe vulnerable process.[3]

Forratted output functions are particularly dangerous betause many programmers are unaware of
theif capabilities. (For example, they can write an integer value to a specified address uping the $n
conyersion specifier.)

Example(s)

EXAMPLE1 In this noncompliant example, a‘diagnostic is required because a format string is{read from a
tainted source and passed as an argument to the vfprintf function.

vold format error (const char *filendme, ...) {
FILE *fd = fopen (filename, “r”{%
ifl (fd == NULL) {

/* .. %/

}

char fmt [BUFSIZ];
ifl (fgets(fmt, BUESIZ, fd) == NULL) {
/* .. %/

va list vay

val start\(va, filename);

vilprint€(stderr, fmt, va); // diagnostic required
v end(va) ;

fcrosetar

}

EXAMPLE 2 Inthis compliant example, a diagnostic is not required because the format string that is read from
a tainted source and passed as an argument to the vfprintf function is first sanitized.

void safe format error(const char *filename, ...) {
FILE *fd = fopen (filename, “r”);
if (fd == NULL) {
/* oL %/

}

char fmt[BUFSIZ];

if (fgets(fmt, BUFSIZ, fd) == NULL) {
/* ... */

}
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/* only allow %d in the format string: */
const char *fc;

for (fc = fmt; *fc !

"\0’; ++fc) {

if (*fc == ‘%’ && (fc[l] != %’ && fcl[l] != 'd")) |

fclose (£d) ;
return;

}

va_ list va;

va start
viprintf

(va, filename) ;
(stderr, fmt, wva);

va_end (

fclose (f
}

EXAMPLE 3

tainted valug.

int incorr
int ret;
char use

GET TAIN
static c

size t s
char *ms

if (msg
fprint
return
} else {
ret =

if (re
fpri
} else
prin
}
fprint

free (m

}
return 0;
}
EXAMPLE 4

2 s

1) ;

In this noncompliant example, a diagnostic is required because the string usetmay cont

pct password(void) {

- [BUFSIZ];

ED STRING (user, BUFSIZ);

bnst char MSG FORMAT[] = “%s cannot be authenticateds \n”;
ize = strlen(user) + sizeof (MSG FORMAT) ;

b = (char *)malloc(size);

= NULL) {

f (stderr, “Could not malloc memmory ine¢$s\n”, __func_ );
_1,-

snprintf (msg, size, MSG_FORMAT, use¥); // MSG_FORMAT is not tainted

L < 0) |

htf (stderr, “snprintf encoding error occurred in %s\n”, _ func_ );
if (ret >= size) {

Lf (“snprintf returned %d>n $s\n”, ret,  func );

f (stderr, msg); // diagnostic required

59) ;

to be one of

In this compliant example, a diagnostic is not required because the argument fmt is constrg

hin a

ined

7

enum int tag { I _char, I shrt, I int, I long, I llong };

wo wo

static const char *const formats[] = { “%$hhi”, “%hi”, %17, 117, “$11i” };

static int
return v

}

fmtintv (enum int tag tag, const char *fmt, va list va) {
fprintf (stdout, fmt, va);

int format integer (enum int tag tag, ...) {
va_list va;
int n;
if (tag < I char || I llong < tag)
return -1;
va_start(va, tag);
n = fmtintv(tag, formats|[tag], va);

va_end(va) ;

36
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turn n;

5.25 Incorrectly setting and using errno [inverrno]

Rule

Incorrectly setting and using errno shall be diagnosed.

The correct way to set and check errno is defined in the following cases.

5.25 1 Library functions that Set errno and returm an in-band error imdicator
A prpgram that uses errno for error checking shall set errno to zero before calling onejof these library
fundtions, and then it shall inspect errno before a subsequent library function call.

The functions in Table 4 set errno and return an in-band error indicator.

Table 4 — Functions that set errno and return an in-bandZrror indicator

Funftion name Return value errno valde

ftelll -1L positive

strpumax UINTMAX MAX ERANGE

stritod,a wcstod zero or tHUGE VAL ERANGE

strftof, wcstof zero or tHUGE VALE ERANGE

strftoimax INTMAX MIN QI"INTMAX MAX ERANGE

strltol, wcstol LONG MIN QFBONG MAX ERANGE

strltold, wcstold zero o[ AHUGE VALL ERANGE

strftoll, wcstoll LLONG_ MIN or LLONG_MAX ERANGE

strftoul, wcstoul URONG MAX ERANGE

strltoull, wcstoull ULLONG_ MAX ERANGE

wcsltoimax INTMAX MIN or INTMAX MAX ERANGE

wcsltoumax UINTMAX MAX ERANGE

a However, according to the C.Standard, if the result of strtod, strtof, or strtold (and the related Wllide character
functions) underflows, “théfunctions return a value whose magnitude is no greater than the smallest normalized positive
numper in the return type; whether errno acquires the value ERANGE is implementation-defined.”

5.25.2 Libraryfunctions that set errno and return an out-of-band error indicator

A prpgranrmay use errno for error checking after calling one of these functions without sefting errno
to zg¢ror before calling the function. Then the program shall inspect errno conditional or the return
valug and before a subsequent library function call.

The functions in Table 5 set errno and return an out-of-band error indicator.
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Table 5 — Library functions that set errno value and return an out-of-band error indicator

Function name Return value errno value

fgetpos nonzero positive

fsetpos nonzero positive

mbrtowc (size t) (-1) EILSEQ

mbsrtowcs (size t) (-1) EILSEQ

signala SIG ERR positive

wcrtomb (size_ t) (-1) EILSEQ

wcsrtombd (size t) (-1) EILSEQ

a  The valug of errno is indeterminate if signal returns SIG_ERR from within a signal handler that was triggered| by a
signal that ogcurred other than as the result of a call to abort or raise.

5.25.3 Library functions that occasionally set errno and return an out-of-band error indicatpr
The fgetwf and fputwc functions return WEOF in multiple cases, only one of which results in sefting

errno. Thd

The functio

Table 6

5.25.4 Libi

Programs s

because the

refore, the program shall set errno to zero before calling these functions.

ns in Table 6 set errno and return an out-of-band error indicatar:

error indicator

errno value
EILSEQ
EILSEQ

Return value
WEOF
WEOF

Function name

fgetwc

fputwc

ary functions that may or may not seterrno

hall not rely on errno after calling a function that might set errno when an error og
function might have altered e&#no in an implementation-defined way.

The functio

The functio

nonzer

Accord

rounding is ineffect, then the function returns the value of the macro HUGE VAL, HUGE VAL
HUGE )
the inte

errno

If therd

[:s defined in <complexsk3 could or could not set errno when an error occurs.

s defined in <math, h> set errno in the following conditions:

is a domain error/and the integer expression math errhandling & MATH ERR]
D, then errne is-set to EDOM.

ng to ISOAEC 9899:2011, 7.12.1, paragraph 5, “If a floating result overflows and de

/ALL according to the return type, with the same sign as the correct value of the functi

— Library functions that occasionally set errno value‘and return an out-of-ban(d

curs

10 is

fault
F, or
n; if
sion

gefexpression math errhandling & MATH ERRNO is nonzero, the integer expres

acquires the value LRANGE.

Similarly, according to ISO/IEC 9899:2011, 7.12.1, paragraph 6, “The result underflows if the

magnitude of the mathematical resultis so small that the mathematical result cannotbe represented,
without extraordinary roundoff error, in an object of the specified type. If the result underflows, the
function returns an implementation-defined value whose magnitude is no greater than the smallest
normalized positive number in the specified type; if the integer expressionmath errhandling &
MATH ERRNO is nonzero, whether errno acquires the value ERANGE is implementation-defined.”

The functions atof, atoi, atol, and atoll may or may not set errno when an error occurs.
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5.25.5 Library functions that do not explicitly set errno

Programs shall notrely on errno to determine whether an error occurred after calling a Standard C Library
function that does not explicitly set errno. Such a function may set errno even when no error has occurred.
All library functions that have not been discussed yet are functions that do not explicitly set errno.

Rationale
Incorrectly setting and using errno can result in undefined or unexpected behavior.

Example(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required because errno is used for-error checking
and ¢rrno is not set to zero before the C Standard Library function strtoul is called.

void f (const char *c str) {
char *endptr = NULL;

unjsigned long number = strtoul(c_str, &endptr, 0);

if] (endptr == c str

[l] (number == ULONG MAX && errno == ERANGE)) { // diagnostic{reguired
/* L. %/ B

} lelse {
/* L. x/

}

VA B

}

EXAMPLE 2 In this noncompliant example, a diagnosticfs required because errno is used for error checking
and the return value of the call to the C Standard Library fdnction signal is not checked before che¢king errno.

void g (void) {

eqrno = 0;

silgnal (SIGINT, SIG DFL);

ifl] (exrrno != 0) { // diagnostic required
VA V4

}
}

EXAMPLE 3  In this noncompliant'example, a diagnostic is required because errno is used for erfror checking
and ¢ rrno is checked after the call to the C Standard Library function set 1ocale because set1lochle does not
explicitly set errno.

void h(void) {

erfrno = 0;

sgtlocale (LC_ALL, “7);

iff (errno !0 { // diagnostic required
/* L

5.26 Integer division errors [diverr]
Rule

Integer values that are used as operands to the / or % operators where the second operand to the /
operator or the % operator is tainted shall be diagnosed.

Tainted values that are used as either operand to the / operator or the % operator shall be diagnosed if
the quotient of the two operands is not representable.

Rationale
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Cidentifies two conditions under which division and remainder operations result in undefined behavior:

UB |Description

45 The value of the second operand of the / or % operator is zero (6.5.5).

n/a |Ifthe quotient a/b is not representable, the behavior of both a /b and a%b is undefined (6.5.5).

Example(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required because the expression x / y can result
in a divide-by-zero error or in a quotient that is not representable.

int dividel|(int x) {
int vy,
GET_TAINPED_INTEGER(int, V)

return x|/ y; // diagnostic required

}

EXAMPLE 2| In this noncompliant example, a diagnostic is required because the expression x % y can result
in a divide-b}-zero error or a quotient of the two operands that is not representable.

int remainfper (int x) {
int y;
GETiTAINFEDilNTEGER(int, V)

[

return x| % y; // diagnostic required

}

EXAMPLE 3| In this compliant example, the expression x / yyannot result in a divide-by-zero error of in a
quotient that is not representable.

int divide|(int x) {

int y;
GET TAIN[ED INTEGER (int, y);
if ( (y p= 0) Il ( (x == INT_MIN) && (y =5 -1) ) ) {

/* Hahdle error */
}
else {
return| x / y;
}
}

EXAMPLE 4| In this compliantexample, the expression x % vy cannot result in a divide-by-zero error of in a
quotient that is not representahle}

int remainfer (int x) .{

int y;
GET TAIN[ED INTEGER (int, vy);
if ( (y = 0)h[7( (x == INT_MIN) && (y == -1) ) ) |

/* Hahdld error */
}
else {
return x % y;

}

}

5.27 Interleaving stream inputs and outputs without a flush or positioning call [ioileave]
Rule
The following scenarios shall be diagnosed:

— receiving input from a stream directly following an output to that stream without an intervening
call to fflush, fseek, fsetpos, or rewind, if the file is not at end-of-file or
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— outputting to a stream after receiving input from that stream without a call to £seek, fsetpos, or
rewind, if the file is not at end-of-file

Rationale

C identifies the following undefined behavior:

UB |Description

An output operation on an update stream is followed by an input operation without an intervening call to
151 |the fflush function or a file positioning function, or an input operation on an update stream is followed
by an output operation with an intervening call to a file positioning function (7.21.5.3).

Exa]nple(s)

EXAMPLE In this noncompliant example, a diagnostic is required because fread and.fwfite pre called on
the spme file without an intervening call to fflush, fseek, fsetpos, or rewind on the(file.

void f (const char *filename, char append data[BUFSIZ]) {
chlar data[BUFSIZ];

FILE *file;

fille = fopen (filename, “a+”);

ifl (file == NULL) {
/* .. %/

}

ifl] (fwrite (append data, sizeof (char), BUFSIZ, file)J!= BUFSIZ) {
/* .. %/ B

}

ifl (fread(data, sizeof (char), BUFSIZ, filenN'= 0) { // diagnostic required
/* .. %/

}

fdlose (file) ;

5.28 Modifying string literals “[strmod]
Rul¢

Directly modifying anysportion of a string literal, assigning a string literal to a pointer to noh-const, or
cast]ng a string literdl to a pointer to non-const shall be diagnosed. For the purposes of this rule, the
retufned value of theldibrary functions strpbrk, strchr, strrchr,wespbrk,weschr,and wesrchr
shal| be treatedas a string literal if the first argument is a string literal. For the purposes of this rule, a
poin]:er to (or-datray of) const characters shall be treated as a string literal.

Examplé(s)

EXAMPLE 1 In this nnnr‘nmp]i:mf mmmplp a dingnncfir is rpqnirpd hecanse the string litedal “string
literal” is modified through the pointer p.

void f1 (void) {

char *p = “string literal”;
pl[0] = 'S’; // diagnostic required
VA

}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the string literal “/
tmp/edXXXXXX” is modified by the C Standard Library function tmpnam.

void f2 (void) {
if (tmpnam (“/tmp/edXXXXXX”)) { // diagnostic required
/* ... */
}
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}

EXAMPLE 3
is modified t

void f£3(vo
char *la

*last slash

*

/L.
}

EXAMPLE 4
is modified t

Inthisnoncompliantexample,adiagnosticisrequired because the stringliteral “/ tmp/filename”

hrough the pointer returned from the C Standard Library function strrchr.

id) A
st slash
\\OI;

= VASW

strrchr (“/tmp/filename”,
// diagnostic required

/

Inthisnoncompliantexample,adiagnosticisrequired because the stringliteral */ tmp/filename”

hrough the pointer returned from the C Standard Library function strrchr.

void f4 (vo
*strrchr
/* oL

}

EXAMPLE 5
tmp/filena

void £5 (vo
N/ tmp/fil
VR

}
Exception

No diagnost
never used

EXAMPLE
int main (v
char *p

printf (%

return E

}

5.29 Modji
strerron

Rule

Modifying 1
setlocal

Rationale

C identifies

Ld) |

(“/tmp/filename”, /') = *\0’; // diagnostic required

In this noncompliant example, a diagnostic is required because thé \string litera
ne” is modified.

id) |
bname” [4]

“\0’; // diagnostic required

ic need be issued if the analyzer can determine that'the value of the pointer to non-con
Lo attempt to modify the characters of the stringliteral.

bid) {
\\abcﬂ;
cs\n”, p);
KIT SUCCESS;

fying the string returnéd by getenv, localeconv, setlocale, and
[libmod]

he objects or_strings returned by the library functions listed in getenv, localec
e, and strexror shall be diagnosed.

thefollowing three instances of undefined behavior, which arise as a result of modifyin

“/

5t is

onv,

b the

data structires-erstringsreturpedfromgetenvtocateconvmsettocateandstrerror:

UB |Description

120 |The program modifies the string pointed to by the value returned by the setlocale function (7.11.1.1).

121 The program modifies the structure pointed to by the value returned by the 1ocaleconv function
(7.11.2.1).

184 |The string set up by the getenv or strerror function is modified by the program (7.22.4.6, 7.24.6.2).

Example(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required because the string returned from the C

Standard Library function setlocale is modified.
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void f1 (void) {

char *locale = setlocale(LC ALL, 0);

if (locale != NULL) {
char *cats[8];
char *sep = locale;
cats[0] = locale;
int i;
if (sep) {
for (i = 0; (sep = strstr(sep, “;:”)) && i < 8; ++1i) {
*sep = ‘\0’; // diagnostic required
cats[i] = ++sep;
}
j
}
Ve I

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the/bject returnefl from the C

Stanglard Library function 1ocaleconv is modified.

void £2 (void) {

stlruct lconv *conv = localeconv();
iff (*\0’ == conv->decimal point[0]) {
conv->decimal point = “.”; // diagnostic required
}
iff (*\0’ == conv->thousands_sep[0]) {
conv->thousands _sep = “,”; // diagnostic regginred
}
Vo I

EXAMPLE 3  In this noncompliant example, a*diagnostic is required because the string returnefl from the C

Stanglard Library function getenv is modified.

void £3 (void) {

}

char *shell dir = getenv (“SHELL"”);

ifl (shell dir != NULL) A4
char *slash = strrchr(shell_dir, \VAB W
if (slash) {
*slash = “\0’;8%'/ diagnostic required

}

/* use shedlNdir */

EXAMPLE 4" In this noncompliant example, a diagnostic is required because the string returnefl from the C

StanflardAibrary function strerror is modified.

const char *f4 (int error) {

char buf [BUFFER SIZE];
sprintf (buf, “(errno = %d)”, error);
char *error str = strerror(error);

strcat (error str, buf); // diagnostic required
return error str;

5.30 Overflowing signed integers [intoflow]

Rule
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Whenever at least one operand is tainted, signed integer operations that trap and that can overflow
shall be diagnosed.

Rationale

Signed integer overflow is undefined behavior.

UB Description
36 An exceptional condition occurs during the evaluation of an expression (6.5).
Example(s]
EXAMPLE 1| In this noncompliant example, a diagnostic is required on implementations that trap _dn signed
integer overflow because the expression x + 1 may resultin signed integer overflow.
int add(vofd) {
int x;
GET TAIN[ED INTEGER (int, x);
return x|+ 1; // diagnostic required

}

EXAMPLE 2
result in sig]

int add(vo
int x;
GET TAIN

if (x <

return
} else {
return

}

5.31 Passi
a string

Rule

Passinga ch
that expect

Rationale

Many library
receive is pI
null-termin

In this compliant example, a diagnostic is not required because'thé expression x + 1 cg
ed integer overflow.

Ld) |
FED INTEGER (int, x);

[NT MAX) {

x + 1;

INT MIN;

ng a non-null-terminated character sequence to a library function that exp
nonnullcs]

aracter sequence or:wide character sequence thatis not null-terminated to a library fung
5 a string or wide'string argument shall be diagnosed.

y function's accept a string or wide string argument with the constraint that the string
opefly null-terminated. Passing a character sequence or wide character sequence that i

nnot

pCts

tion

they
5 not

hteéd to such a function can resultin accessing memory that is outside the bounds of the ol

ject.

Example(s)

EXAMPLE 1

char str[3

printf (“$s\n”,

EXAMPLE 2

wchar t *cur msg
size t cur msg size
size t cur |

44

In this noncompliant example, a diagnostic is required because the character sequence str will
not be null-terminated when passed as an argument to printf.

]

“abc”;

str) ; // diagnostic required

In this noncompliant example, a diagnostic is required because the wide character sequence cur
msg will not be null-terminated when passed to wcslen. This will occur if lessen memory usage is invoked
while cur msg_size still has its initial value of 1024.

NULL;
1024;
0;

msg_len
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void lessen memory usage (void) {
wchar t *temp;
size t temp size;

/* */
if (cur msg != NULL) {
temp size = cur msg size / 2 + 1;
temp = realloc(cur msg, temp size * sizeof (wchar t));
// temp & cur_msg might not be null-terminated
if (temp == NULL) {
/* */
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jj

cur msg = temp;
cur msg size =
cur msg len =

temp size;

wcslen(cur msg); // diagnostic required

}

EXAMPLE 3  In this compliant example,
termfinated when passed to wcslen.

wchgr t *cur msg = NULL;
sizg t cur msg _size = 1024;
sizq t cur msg len = 0;

void lessen memory usage (void) {
wdhar t *temp;
sifze t temp size;

/4 */
if] (cur msg != NULL) {
temp size = cur msg size / 2 + 1;
temp = realloc(cur msg, temp size, *vsizeof (wchar t));
// temp & cur msg might mef be null-terminated
if (temp == NULL) {
/* */

}

cur msg = temp;

cur msg[ temp size -\1] =
cur_msg_size = temp size;
cur msg len = wcslen (cur msg);

L'\0’;

// diagnostic not required

5.3%
unslignegschar [chrsgnext]

Ruld

// cur _msg now properly null-terminated

a diagnostic is not required becausé-qur msg will alyays be null-

Passingarguments to character-handling functions that are not representable as

Arguments to the character-handling functions in <ctype . h>thatare not representable as unsigned

char shall be diagnosed.

The following character classification functions are affected:

isalnum isalpha isascii isblank
iscntrl isdigit isgraph islower
isprint ispunct isspace isupper
isxdigit toascii toupper tolower
Rationale

© ISO/IEC 2013 - All rights reserved
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These character classification functions are defined only for values representable as unsigned char
and the macro EOF.

Example(s)

EXAMPLE On implementations where plain char is signed, a diagnostic is required because the parameter
to isspace, *t,isdefinedasa const char *,and thisvalue may notbe representable as an unsigned char.

{

size t count preceding whitespace (const char *s)

const char *t = s;

size t length = strlen(s) + 1;

Whlle (l" p (*4—\ fvlo (+— —_ lonaotrh) ) { diognocot i o oo raod

++t;

}

return t|- s;
}
5.33 PassIng pointers into the same object as arguments to different restrict-quali-
fied parameters [restrict]
Rule

Function aj thall

be diagnosg

guments that are restrict-qualified pointers and reference overlapping objects
d.

Rationale

C identifies|the following undefined behavior:

UB |Description
An objg¢ct which has been modified is accessed through a restrict-qualified pointer to a const-qualified
68 |type, of through a restrict-qualified pointer and anether pointer that are not both based on the same
object (6.7.3.1).
Example(s]
EXAMPLE 1| In this noncompliant exaniple, a diagnostic is required because the restrict-qualified pojinter
parameters fo memcpy, ptrl, and pt£2 reference overlapping objects.
void abcabf (void) {
char c sfr[l= “abcl23edf™y;
char *ptrl = c str;
char *ptg2 = c str #\strlen(“abc”);
memcpy (pfr2, ptrdA 6); // diagnostic required
puts (c_sfkr);
}
EXAMPLE 2 In this noncompliant example, the src operand is used twice to refer to unmodified mertpory,

which is allowed by the C Standard; the aliasing restrictions apply only when the object is modified. A diagnostic
is required nontheless because the pointer src is twice a restrict-qualified pointer parameter to dual
memcpy, referencing overlapping objects.

void *dual memcpy (

void *restrict sl, const void *restrict s2, size t nl,

void *restrict s3, const void *restrict s4, size t n2
) o

memcpy (sl, s2, nl);

memcpy (s3, s4, n2);

return sl;

}

void f (void) {
char destl1[10];
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char dest2[10];
char src[] = “hello”;

dual memcpy (destl, src, sizeof(src),

dest2, src, sizeof(src)); // diagnostic required
puts (destl) ;
puts (dest?2) ;

5.34 Reallocating or freeing memory that was not dynamically allocated [xfree]

Rule

Callilng reallocor freein cases where the pt r argument to either function may refer to 11|1emory that

wasnot dynamically allocated shall be diagnosed.
Rationale

C idgntifies the following undefined behavior:

UB | |Description

The pointer argument to the free or realloc function does not miatch a pointer earlier rety
179| |by a memory management function, or the space has been deallocateéd by a call to free or rq
(7.22.3.3,7.22.3.5).

rned
alloc

Example(s)

EXAMPLE1 Inthisnoncompliant example, a diagnosticisrequired because the pointer parameter
buf, dloes not refer to dynamically allocated memory.

#defjne BUFSIZE 256

void f(void) {
char buf [BUFSIZE];
chlar *p;
VA IV
p |F (char *)realloc (buf, 2 *8UFSIZE); // diagnostic required
VA« IRV
}

EXAMPLE 2  In this noncompliant example, a diagnostic is required because the pointer paramg
c_str may notrefer to dynamically allocated memory.

#define MAX ALLOCATION 1000
int jmain (int argc, char *argv([]) {
char *c stx\= NULL;

siflze t leny

ifl] (axrgc == 2) {

to realloc,

ter to free,

leg” = strlen(argv[1]) + 1;

if (len > MAX ALLOCATION) {
/* Handle error */
}
c_str = (char *)malloc(len);
if (c_str == NULL) ({
/* Handle allocation error */
}
strcpy(c_str, argv[1l]);
}
else {
c str = “usage: $>a.exe[stringl”;
printf (“$s\n”, c_str);
}
/* L. %/
free(c_str); // diagnostic required
return EXIT SUCCESS;
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}

Exception

Somelibraryimplementationsacceptandignoreadeallocation ofnon-allocated memory (or, alternatively,
cause a runtime-constraint violation). If all libraries used by a project have been validated as having this
behavior, then this violation does not need to be diagnosed.

5.35 Referencing uninitialized memory [uninitref]

Rule

Accessing uIninitialized memory by an lvalue of a type other than unsigned char shall be diagng

Rationale
There are ty

uninitig

uninitig
align
Uninitialize
representat
undefined b

from denial
amemory 1|

C identifies

vo main sources of uninitialized memory:
1lized automatic variables and

ilized memory returned by the memory management functions-malloc, realloc,
,d alloc.

d memory has indeterminate value, which for objects.'of 'some types can be a
ion. Accessing uninitialized memory by an Ivalue of a type ether than unsigned chaz
ehavior. Typical consequences of accessing uninitialized'memory relevant to security r
of service to information exposure as a result of leaking sensitive data previously stor
gion.

the following undefined behaviors:

sed.

and

trap

has
hnge
bd in

UB |Descr

ption

11

The vdlue of an object with automatic storage.duration is used while it is indeterminate (6.2.4, 6.7.9, 6

8).

12

Atrap

representation is read by an lvalue expression that does not have character type (6.2.6.1).

It should bg
using a fun
contents as

Example(s}

EXAMPLE 1
uninitialized

void get s
if (sign

/*

noted that while it is safe-to copy a region of uninitialized storage into another loc:
ction such as memcpy, after the copy, the destination region has the same “uninitialj
the source region even ifit had been initialized to a determinate value before the copy.

In this noneompliant example, a diagnostic is required because the variable sign mg
when itisgecessed in the return statement of the function is_negative.
i gn (int\ rfumber, {
== (NULL) {
*,

int *sign)

}

ition
zed”

y be

if
*sign

} else if

*sign

} // If number ==

}

(number > 0)

{
1;
(number
-1;

< 0) {

0, sign is not changed.

int is negative (int number) {
int sign;
get sign(number, &sign);
return (sign < 0); // diagnostic required
}
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EXAMPLE 2  In this noncompliant example, a diagnostic is required because the variable error log is
uninitialized when it is passed to sprintf.

int do_ auth(void) {
int result = -1;

/* L. %/
return result;

}

void report error(const char *msg) {
const char *error log;
char buffer[24];

sgrintf (buffer, “Error: %s”, error log); // diagnostic required
pyintf (“%$s\n”, buffer);
}

int jmain (void) {

if|] (do_auth() == -1) {
report error (“Unable to login”);

rgturn EXIT SUCCESS;

EXAMPLE 3  In this noncompliant example, a diagnostic is required-because the elements of th¢ array a are
uninjtialized when they are accessed in the for loop.

void f(size t n) {

int *a = (int *)malloc(n * sizeof (int));
ifl (a != NULL) {
for (size t i = 0; i != n; ++1i) {
ali] = ali] ~ alil; // diagnostic rleguired

}
VA

free(a);

EXAMPLE 4 Inthis noncompliant'example, a diagnostic is required because the array elements a [n. .2n] are
uninjtialized when they are accessed in the for loop.

void g(double *a, sizé&.t'n) {

a | (double *)readlotc(a, (n * 2 + 1) * sizeof (double));
ifl (a != NULL) /A
for (size tyi™=
if (a[ils<0)

i

0; i !'=n * 2 + 1; ++i) {
{
alild—alil;

] // diagnostic required
}
}

AANYARV

Treetar,

}
}

5.36 Subtracting or comparing two pointers that do not refer to the same array [ptrobj]

Rule

Subtracting or relationally comparing two pointers that do not refer to the same array object, or one
element past the same array object, shall be diagnosed. The relational operators are >, <, >=, and <=.

Rationale
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C identifies two distinct situations in which undefined behavior may arise as a result of using pointers
that do not point to the same object:

UB |Description

48 |Pointers that do not point into, or just beyond, the same array object are subtracted (6.5.6).

Pointers that do not point to the same aggregate or union (nor just beyond the same array object) are

>3 compared using relational operators (6.5.8).
Example(s)
EXAMPLE trthis uum,muplidut E)&dlllplt, d didguuaiit Ts chuilcd becausethe pointers T _sSCr amd—tthar
**)next npm ptr are subtracted and do not refer to the same array.
#define SIZE 256
void f (voif) {
int nums|[SIZE];
char *c ptr[SIZE];
int *nexf num ptr = nums;
int free| bytes;
/roL
/* increfient next num ptr as array fills */
free bytps = ¢ _str - (char **)next num ptr; // diagnostic\kequired
/roL
}
Exceptions
— EX1: Cdmparing two pointers within the same object.does not need to be diagnosed.
— EX2: Sybtracting two pointers to char withinsthe same object does not need to be diagnosed.
5.37 Tainfed strings are passed to a string copying function [taintstrcpy]
Rule
Tainted valfies that are referenced by the source argumentto the strcpy, strcat,wcscpy,orwcdgcat
function anf that exceed the size of the destination array shall be diagnosed.
Rationale
Passing wide or narrow.strings as the source argument to the strcpy, strcat, wcscpy, or wcgcat
function that exceed the-size of the destination array can result in writing to memory that is outsid¢ the

bounds of efisting-objects.
Example(s}
EXAMPLE In this noncompliant example, a diagnostic is required because the size of the string referenced by
argv [0] might be greater than the size of the destination array pgm.
void main (int argc, char *argv([]) {

char pgm[BUFSIZ];

if (argc > 1) {

strcpy (pgm, argv([0]); // diagnostic required

}
}

5.38 Taking the size of a pointer to determine the size of the pointed-to type [sizeofptr]

Rule

50
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Using the sizeof operator on an array parameter shall be diagnosed.
Rationale

Using the sizeof operator on an array parameter frequently indicates a programmer error and can
result in unexpected behavior.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the sizeof operator is applied to
the pointer parameter array.

void clear(int arrayll) {
fdr (size t i = 07
i < sizeof (array) / sizeof (array([0]); // diagnostic required
++1) {

array[i] = 0;

5.39 Using a tainted value as an argument to an unprototyped fanction point;
er [[taintnoproto]

Ruld

Pasging a tainted value as an argument to a call through a pointer to a function that was declagred without
a pr];totype shall be diagnosed.

Rationale
Apojnter to a function declared without a prototypemay refer to a function whose parameters ultimately
flow|into a restricted sink. When a prototype is,available, an analyzer might be able to deteymine if the
poir]:er points to such a function.

Example(s)

EXAMPLE1 Inthis noncompliant example, a diagnostic is required because the tainted argument tainted is
passgd as an argument to a call through an unprototyped pointer to function pf. The initialization ¢f pf and the
defirjition of restricted sinkare informational and not necessary for this diagnosis.

void restricted sink(int 1) {
it arrayl[2];
array[i] = 0;

}
void (*pf) () ;.5 Yestricted sink;

void f (void) {
int tdigted;
GET»TAINTEDiINTEGER(int, tainted) ;
(o) (tainted) ; diagnostic reguired

}

EXAMPLE 2 In this compliant example, a diagnostic is not required because the tainted argument tainted?
is passed as an argument to a call through a properly prototyped pointer to function pf£2.

void (*pf2) (int);

void g(void) {
int tainted?2;
GETiTAINTED(int, tainted2) ;
(*pf2) (tainted2);

}
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5.40 Using a tainted value to write to an object using a formatted input or output func-
tion [taintformatio]

Rule

Calls to the fscanf, scanf, vfscanf, and vscanf functions that pass tainted values as arguments
and that can result in writes outside the bounds of the specified object shall be diagnosed.

Callsto the sscanf and vsscanf functions that can result in writes outside the bounds of the specified

object shall

Calls to the

also be diagnosed when the input string is tainted.

ot F funotinn tht cop ool T it ac Akt da +
TIrC T roulrctrotrrtrrotc cotr T coarc vy 1 recooacorat-—

shall

be diagnosg
Rationale

Calls to the

EANES
p=

>~

when any of its variadic arguments are tainted.

standard C formatted input functions declared in <stdio.h>, as well ascto-the spril

function, can corrupt memory.

Example(s]

EXAMPLE 1
write outsid

char buf[B
fscanf (std

EXAMPLE 2
outside the
int rc =
int x;
GET TAINTE
char buf([s
rc sprin
if (rc ==
/* handl

}

5.41 Usin;
Rule

Using an off
Rationale

C identifies

O 3

ntf

In this noncompliant example, a diagnostic is required because the call to fscanf can resulfin a

e the character array buf.

JF LENGTH] ;
in, buf) ;

“%s”, // diagnostic required
In this noncompliant example, a diagnostic is required because the sprintf function will {
ounds of the character array buf.

J_INTEGER(int, x);
i zeof (V999”7)1];

L £ (buf, “%d”, x);
-1 || rc >= sizeof (buf))
b error */

// diagnostic «equired

{

y a value for fsetpog other than a value returned from fgetpos [xfilepos

set value for fseitpos, other than a value returned from fgetpos, shall be diagnosed

the following undefined behavior:

vrite

[

UB

Desciliption

175

The fsetpos function is called to set a position that was not returned by a previous successful call to
the fgetpos function on a stream associated with the same file (7.21.9.3).

Example(s)

EXAMPLE

FILE *opener (const char *filename)

In this noncompliant example, a diagnostic is required because an offset value other than one
returned from fgetposisusedinacallto fsetpos.

{

fpos t offset;

if
/*
}

52

(filename == NULL)

{
*/
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FILE *file = fopen (filename, “r”);
if (file == NULL) {

/* .0 */
}

memset (&offset, 0, sizeof (offset));

if (fsetpos(file, &offset) != 0) { // diagnostic required
/* .. %/

}

return file;

1:2013(E)

5.42 Using an object overwritten by getenv, localeconv, setlocale, and
strlerror [libuse]

Ruld

Usinlg the object pointed to by the pointer returned by the getenv, logaléconv, setl
strprror functions after a subsequent call to the function shall be diagnesed.

Ratijonale

The pbject pointed to by the pointerreturned by the getenv, loealeconv,setlocale,and
fundtions may be overwritten by the subsequent call to the funetion.

Example(s)

bcale, and

strerror

EXAMPLE1 In this noncompliant example, a diagnostic is required because the string returned by the first

call 4o the C Standard Library function getenv is accessed, after the second call to getenv, in thd
Stanglard Library function strcmp.

int |f (void) {
chlar *tmpvar = getenv (“TMP”);
char *tempvar = getenv (“TEMP”) ;

iff (!tmpvar || !tempvar) {
VA
}
rgturn strcmp (tmpvar,.te&mpvar) == 0; // diagnostic required

EXAMPLE 2 Inthishoncompliant example, a diagnosticis required because the string returned by
to the C Standard Library function setlocale is accessed, after the second call to setlocale,in
to sqtlocale,

void g (caonst“char *name) {

const (char *save = setlocale(LC ALL, 0);
ifl (setlocale(LC ALL, name)) {
AN _

call to the C

the first call
the third call

}

setlocale (LC_ALL, save); // diagnostic required

}

EXAMPLE 3  Inthisnoncompliant example, a diagnosticis required because the pointer returned from the first call
to the C Standard Library function strerror is accessed, in the call to fprintf, after the second call to strerror.

void h(const char *a, const char *b) {

errno = 0;

unsigned long x = strtoul(a, NULL, 0);
int el = ULONG MAX == x ? errno : 0;
errno = 0;

unsigned long y = strtoul (b, NULL, O0);
int e2 = ULONG MAX ==y ? errno : 0;

© ISO/IEC 2013 - All rights reserved
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char* errl
char* err2
fprintf (stderr,

}

strerror(el);
strerror (e2);
“parsing results:

o
%s,

%s”, errl, err2); // diagnostic required

5.43 Using character values that are indistinguishable from EOF [chreof]

Rule

The following library character functions have return type int and return character values and the

value EOF.

fgetc

If the retur
comparison

Similarly, the following library wide character functions have return type wirf#) t and return

characterv

fgetwc

If the retur
comparison

Rationale

A character
cannot repr

Example(s}

EXAMPLE 1
Standard Lih

void f (voi
char buf
char c;
size t i

while ((
= “\n
if (i
buf [
}
}

getc getchar

n value of one of the above library functions is stored into a variable of type char
of that stored value to a constant equal to the value of EOF shall be diagnosed.

hlues and the value WEOF.

getwc getwchar

h value of one of the above library functions is stored into-a variable of type wchar t
of that stored value to a constant equal to the value, of WEOF shall be diagnosed.

type cannot represent all character values plus the value of EOF, and a wide character
esent all character values plus the value of£WEOF.

In this noncompliant example, a~diagnostic is required because the result of the call to {

any

wide

any

Lype

he C

buf[i]
printf (%
}

EXAMPLE 2

void g(voi

rary function getchar is stored.ifito a variable of type char, ¢, and c is compared to EOF.
i) {
[BUFSIZ];
= 0;
~ = getchar())
&& ¢ !'= EQF)~{ // diagnostic required
BUFSIZ =S1)" {
i++] = ca
o ;

Zs\n", burl);

In this noncompliant example, a diagnostic is required because the result of the call to the C
Standard Library function getwc is stored into a variable of type wchar t,wc,and wc is compared to WEOF.

d) |

wchar t buf [BUFSIZ];

wchar t
size t i

while ((
= “\n
if (i
buf [

}

54

wC;

0;

wc = getwc (stdin))

" && wc != WEOF) { // diagnostic required
< BUFSIZ - 1) {

i++] = wc;
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f£li] "\0';

rintf (“%s\n”, buf);

5.44 Using identifiers that are reserved for the implementation [resident]

Rule

1:2013(E)

Declaring or defining an identifier in a context in which it is reserved or defines a reserved identifier as
a macro name shall be diagnosed.

Rati

Accd

No d
cont|

nale
rding to ISO/IEC 9899:2011, 7.1.3, on reserved identifiers,

All identifiers that begin with an underscore and either an uppercase letterior another
hre always reserved for any use.

All identifiers that begin with an underscore are always reserved for use as identifig
scope in both the ordinary and tag name spaces.

Fach macro name in any of the subclauses (including the future library directions) is 1
lise as specified if any one of its associated headers is inclirded, unless explicitly stated

All identifiers with external linkage . . . (including/the’future library directions) and
hlways reserved for use as identifiers with externallinkage.

Fach identifier with file scope listed in any of\the above subclauses (including the fu
Hirections) is reserved for use as a macro nanie and as an identifier with file scope in the]
kpace if any of its associated headers is in¢luded.

ther identifiers are reserved. The behavior of a program that declares or defines an id
ext in which it is reserved or defines’a reserved identifier as a macro name is undefine|

define a reserved identifier can result in its name conflicting with that used in implementz

may

C idg

or may not be detected at compile time.

ntifies the following undefined behavior:

underscore

rs with file

eserved for
btherwise.

errno dare

fure library
same name

entifier in a
d. Trying to
ition, which

UB

Description

106

The program(declares or defines a reserved identifier, other than as allowed by 7.1.4 (7.1.3).

NOTE

M

The ROSIX® standard extends the set of identifiers reserved by C to include an open-ended se

Example(s)

EXA

MPLE 1

In this noncompliant example, a diagnostic is required because the reserved iden

Fof its own.[4]

rifier errno

is redefined.

exte

EXAMPLE 2

rn int errno; // diagnostic required

In this noncompliant example, a diagnostic is required because the identifier MY

HEADER H

defined in the header guard is reserved because it begins with an underscore and an uppercase letter.

#ifndef MY HEADER H

#define MY HEADER H_

// diagnostic required

/* contents of <my header.h> */

#endif /* MY HEADER H */

EXAMPLE 3

defined in the header guard is not reserved.

© ISO/IEC 2013 - All rights reserved
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#ifndef MY

HEADER H

#define MY HEADER H

/* contents of <my header.h> */

#endif /* MY HEADER H */

EXAMPLE 4

limitand

static const unsigned int max limit
unsigned int limit

In this noncompliant example, a diagnostic is required because the file scope identifiers max

limit arereserved because they begin with an underscore.

- 1024; // diagnostic required
// diagnostic required

100;

unsigned i
return c

}

EXAMPLE 5
limit and 1

static con
unsigned i

unsigned i
return c

}

EXAMPLE 6
because the
begins with

#define BUF
static con

void print
enum { S
char buf
if (INTFE
sprint
else {
char £
snprin
snprin

}

}
fprintf (
}

EXAMPLE 7
INTFAST16

static con

Nt getValue (unsigned 1nt count) {

bunt < limit ? count limit;

In this compliant example, a diagnostic is not required because the file scope jidentifiers 1
imit are notreserved because they do not begin with an underscore.

5t unsigned int max limit 1024;

ht limit 100;

ht getValue (unsigned int count) {
bunt < limit ? count limit;

In this noncompliant example, a diagnostic is required f\tréader <stdint.h> is inc

[NT and ends with MAX.

SIZE 80

5t int fastl6 t INTFAST16 LIMIT MAX = ¥2000; // diagnostic required

| fastl6 (int fastle t wval) {

[ZE MAX = 80 }; // diagnostic reguired
[BUFSIZE];
\ST16 LIMIT MAX < val) {

f (buf, “The value is too, la¥rge”);

nt [BUFSIZE] ;

£ (fmt, BUFSIZE, “%s %s$”, “The Value is %”, PRIdJFAST16);
L f (buf, BUFSIZE, fmt, val);

stdout, “\t%s)n%/ buf);

In this.cempliant example, a diagnostic is not required because the identifiers BUFSIZE and
| UPPER\LIMIT are notreserved.

5t/ine fastl6 t MY INTFAST16 UPPER LIMIT = 12000;

1
dentifier SIZE MAX is reserved and the identifier INTFAST'6 LIMIT MAX isreserved becar[;lse it

nax

ded

MY

void print
enum { BUFSIZE

char buf
if _
sprint
else {

}

(MY INTFAST16 UPPER LIMIT < val)

fastlo(int fastlo t wval) {
80 };

[BUFSIZE];

{

f (buf, “The value is too large”);

char fmt[BUFSIZE];

snprintf (fmt,
snprintf (buf,

}
fprintf (
}

EXAMPLE 8
Library func

56

BUFSIZE, “%s %s”, “The Value is %”, PRIdJFAST16);
BUFSIZE, fmt, val);
stdout, “\t%s\n”, buf);
In this noncompliant example, a diagnostic is required because the identifiers for the C Standard

tionsmalloc and free are reserved.
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void *malloc(size t nbytes) { // diagnostic required
void *ptr;
/* oo %/
/* allocate storage from own pool and set ptr */
return ptr;

}

void free(void *ptr) { // diagnostic required
/x L. */
/* return storage to own pool */

}

EXAMPLE9 In this compliant example, a diagnostic is not required because the reserved identifiers malloc
and free are not used to define functions.

char] *my malloc(size t nbytes) ({
ifl (nbytes > 0) {
return (char *)malloc (nbytes);
} lelse {
return NULL;
}
}

void my free(char *p) {

ifl(p != NULL) {
free(p);
o = NULL;

5.43 Using invalid format strings [invfmtstr]
Rul¢

Supplying an unknown or invalid conversioiSpecification; an invalid combination of flay character,
precfsion, length modifier, conversion specifier; or a number and type of arguments to a fqrmatted 10
fundtion that do not match the conversign specifiers in the format string shall be diagnosed|

Ratijonale

C idgntifies the following undefided behaviors:

UB | |Description

155( |In a call to one of.the formatted output functions, a precision appears with a conversion specifier other
than those deseribed (7.21.6.1, 7.29.2.1).

156/ | A conversion specification for a formatted output function uses an asterisk to denote an argument-sup-
plied field'width or precision, but the corresponding argument is not provided (7.21.6.1, 7.29.2.1).

157 |A gonversion specification for a formatted output function uses a # or 0 flag with a conversiop specifier
gther than those described (7.21.6.1, 7.29.2.1).

158 —TATonversiomspecification foromeof the formmattedimput/output furctions uses a fengtirmodifier with a

conversion specifier other than those described (7.21.6.1, 7.21.6.2, 7.29.2.1, 7.29.2.2).

159 |An s conversion specifier is encountered by one of the formatted output functions, and the argument
is missing the null terminator (unless a precision is specified that does not require null termination)
(7.21.6.1,7.29.2.1).

160 |An n conversion specification for one of the formatted input/output functions includes any flags, an
assignment-suppressing character, a field width, or a precision (7.21.6.1, 7.21.6.2, 7.29.2.1, 7.29.2.2).

161 |A % conversion specifier is encountered by one of the formatted input/output functions, but the complete
conversion specification is not exactly %% (7.21.6.1, 7.21.6.2, 7.29.2.1, 7.29.2.2).

162 |An invalid conversion specification is found in the format for one of the formatted input/output func-
tions, or the strftime or wesftime function (7.21.6.1, 7.21.6.2, 7.27.3.5, 7.29.2.1, 7.29.2.2, 7.29.5.1).
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Example(s)

EXAMPLE

In this noncompliant example, a diagnostic is required because the arguments to printf do not

match the conversion specifiers in the supplied format string.

void f (void)
const char *error msg
int error type
*/_

printf (“Error

/*

}

{

“Resource not available to user.”;

= 3;

(type %s): %d\n”, error type, error msg); // diagnostic required

5.46 Tain
stricted si

Rule

Values that
restricted s

Rationale

Using taintg
result in ac

Restricted s
integer
the ass

the pos
subscri

functio
allocat

Example(s]

EXAMPLE 1
declare the s

void f (con
size t s
GET TAIN
char vla

strncpy (
vla[size

*

E

ed, potentially mutilated, or out-of-domain integer values are used in are-
nk [taintsink]

hre tainted (4.16), potentially mutilated, or out-of-domain integers and areused in an inf]
ink shall be diagnosed.

eger

bd (4.16), potentially mutilated, or out-of-domain integers in anfinteger restricted sini can

essing memory that is outside the bounds of existing objects.
inks for integers include

operands of any pointer arithmetic, including arrayindexing;
gnment expression for the declaration of a variable length array;

tfix expression preceding square brackets, [] or the expression in square brackets [ ]| of a

ted designation of an element of an array object; and

arguments of type size t orZrsize t (for example, an argument to a merpory

on function).

In this noncompliant example, a diagnostic is required because the tainted integer si ze is usd to

ize of the variable length array v1a.

{

5t char *c str)
i ze;

'ED INTEGER(Size t, size);
[size]; ) >diagnostic required
vla, e=str, size);

- 171 y= \O0';

/*
}

EXAMPLE 2

In this noncompliant example, a diagnostic is required because the tainted integer color index

is used in pointer arithmetic to index into the array table.

const char
char
colo
TAIN

const
int
GET

const ch

*

/*
return c

}

58

*table[] = { “black”, “white”, “blue”, “green” };

*set background color (void) {
r index;

TED INTEGER (int, color index);

ar *color // diagnostic required

table[color index];

/

olor;

© ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=6cc893ab96d9d6b7eeb9bbef1d5c9e10

ISO/IECTS 1796

Annex A
(informative)

Intra- to Interprocedural Transformations

1:2013(E)

Most of the examples given in the individual rules are simple and most often intraprocedural, only

requ

iring analysis of a single function to either diagnose the violation or determine that

there is no

viold
Collg

to another, either explicitly through argument passing and return values or implicif

glob
this
tran
the 5
ane

Al
The

library errors [liberr]. The following is an intraprocedural-éxample:

FILH
if

/*
The

void
if]

/*

ched

or
/* 4

FILH
rgq

FILH

tion. Real-world code is often more complicated, requiring some form of interprocedu
cting evidence for or against a violation may require examining the flow of data fromd

h1 variables and the heap. There are many different approaches to interprocedural a
technical specification does not advocate one approach over another.,This annex
sformational framework that can be used to generate more complex interprocedural exd

ktended set of requirements for interprocedural analysis.

Function arguments and return values

simplest case is a rule involving only one value, such 4s Failing to detect and handl

*fp = fopen (name, mode) ;
fp != NULL) /* checking for success */
*/

basicinterprocedural transformations areto'pass the value into a function or return it from
check it (FILE *fp) {

(fp != NULL) /* checking for \stccess */
/* L. %/

*/

k it (fopen(name, mode));

wrapper around fopen */
*xfopen (censt char *name, const char *mode) {
turn fopé€pihame, mode); /* return for checking elsewhere */

Np = xfopen(name, mode);

if |

"al analysis.
ne function
ly through
halysis, and
describes a
mples from

imple intraprocedural examples given in the rules. These generated éxamples can then be used as

e standard

hafunction:

/

o L NTIT T\ %X chooli oo oo FEP=D= X
. 7 0

T
* */

An important special case combines argument passing and returning to form an identity operation:

/* ot
FILE
re

}

FILE

if |
/*

rivial example */
*identity (FILE *fp) {
turn fp;
*fp = identity (fopen (name, mode));
fp != NULL) /* checking for success */
*/

© ISO/IEC 2013 - All rights reserved
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A.2 Indirection

An additional transformation is indirection:

void check

if (*pfp
/*

}

/* */
FILE *fp =

indirect (FILE **pfp)
!= NULL)
*/

{

/* checking for success */

fopen (name, mode) ;

check indirect (&fp);

void retur

*result

}

/* */
FILE *fp;
return res
if (fp
/*

*

Indirection

precise handling of indirection often becomes increasingly expensive as the number of leve

indirection

When a rule involves multiple values, such as Forming or using out-of-bounds pointers or a

subscripts
transforma
intraproced

int arrayl
int index
arrayl[inde

Applying sqme of the interprocedural transformations yields

void index
arrayl[in

}
/* */

int array|
int index
indexer (ar

or

static int
int *get a

h result thru param(const char *name,
FILE **result) {
mode) ;

const char *mode,

fopen (name,

1t thru param(name, mode,
NULL)

&fp);
/* checking for success */

can also involve fields of structs or unions. Indirection can be applied recursively, alth

increases.

[invptr] (where a violation is an interaction-between an array and an index), t
Fions apply separately or in combination to each of the values. The following is a si}
ural example:

]

T 1o

part of violation */

2; /*
= 0; /* violation */

]

K

int index )N+
/* part of yis¥ation */

br (int *array,
Hex] = 0;

2
ay

T 1o

/* part @f)violation */
index);\\/* violation */

’
’

arravl[2];
rayA() |

ugh
s of

rray
hese
mple

return a

}
/* */

get array(

or

E=a= ey

) [2] = 0; /* violation */

struct array params {
int *array;
int index;

}i

void indexer (struct array params *ap)
ap->array[ap->index]

}

60

{

/* part of violation */

0;
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/* L. x/

int arrayl[2];

struct array params params;

params.array = array; /* part of violation */
params.index = 2; /* part of violation */
indexer (&params); /* violation */

These violations involve three steps: the array, the index, and the address arithmetic, where each could
occur in a different function:

int *add(int *base, int offset) {
return base + offset; /* part of violation */

}

VAN

int |arrayl[2];

int [index = 2; /* part of violation */
*add(array, index) = 0; /* violation */

Indifection may also be applied to a pointer being returned from a function:

congt int *ptr to index() {
static int rv;
rvy = 2; /* part of violation */
regturn &rv; /* part of violation */

VAN
int |larray[2];
arraly[*ptr to index()] = 0; /* violation */

A.3| Transformation involving standard library functions

The following transformation involves tracing the flow of data through the C Standard Library function
strihr () thatreturns a pointer to an elementin the array specified by its first argument if the element’s
valup equals that of the second argument and a null pointer otherwise. Because the effects and the return
valup of the function are precisely specified, an analyzer can determine that the assignmenttothe *slash
objeft modifies an element of the const string pathname, potentially causing undefined behavior.

congt char* basename (const char *pathname) {
char *slash;

sllash = strchr (pathname, ‘/');
ifl] (slash) {
*slash++ = ‘“\0'(; /* violates EXP40-C. Do not modify constant values */

return slash;

rgturn pathname;

}

Notd thatinterprocedural analysis could identify such data flow through an arbitrary fung¢tion, but in
the case-efstandardtibraryfanetionsitisnetneecessary-toanalyze-thefunetion’stmplerientation to

derive the flow.

A.4 Data flow through globals

Interprocedural data flow may not be explicit through argument passing and value returning; it may
involve extern or static variables:

int global index;
void set it () {
global index = 2; /* part of violation */

}
VAN
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int array([2];
set it (); /* part of violation */
array([global index] = 0; /* violation */

A.5 Data flow through the heap

Data may flow from one function to another through heap locations:

struct some record {
int index;
/* oL.. %/
i

/* returns| the heap-allocated record (created elsewhere)
* matchinp ‘key’
*/

struct somp record *find record(const char *key);

void set if() |
struct spme record *record = find record(“xyz”);
record->findex = 2;

}
VAV

int array(p];
set it (); }* part of violation */

struct somp record *record = find record(“xyz”); /* part of (iolation */

array[recofd->index] = 0; /* violation */

/* note thht find record() could even be called beforefset it()

A.6 Combpined example

*/

This example combines some of these transformations in a way that a reasonably sophistidated

interprocedural analysis might diagnose:

struct tropble {

int *arrpy;

int indek;

int *effpctive address;
}i

vold set afray(struct troulble *t, int *array) {
t->array| = array; /* paxt of violation */

}
void set ihdex (strugt-'trouble *t, int *index) {
t->index| = *index)  /* part of violation */

}

void compufe¥effective address (struct trouble *t) ({

1 - R - — e
t->effeckst ot ress—tt—>arrey—+—t—>trrees et f—rroteatton

}

void store(struct trouble *t, int value) {
*t->effective address = value; /* part of violation */

}

int arrayl[2];

int index = 2; /* part of violation */

struct trouble t;

set array(t, array); /* part of violation */
set_index(t, &index); /* part of violation */
compute effective address(&t); /* violation */
store(&t, 0); /* violation */

62
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Annex B
(informative)

Undefined Behavior

According to C (as summarized in ISO/IEC 9899:2011, ].2), the behavior of a program is undefined in

the circumstances outlined in Table B.1. The parenthesized section numbers refer to the section of
ISO/IEC 9899:2011 that identifies the undefined behavior.
Table B.1 — Undefined behaviors

UB Description

1 A “shall” or “shall not” requirement that appears outside of a constraint is violated (clause 4).

2 A nonempty source file does not end in a new-line character which is not immediately preceded by apackslash
character or ends in a partial preprocessing token or comment (5.1.1.2).
Token concatenation produces a character sequence matching the syntax of a universal character najme (5.1.1.2).

4 A program in a hosted environment does not define a function named main using one of the specifiefl forms
(5.1.2.2.1).

5 The execution of a program contains a data race (5.1.2.4).

6 A character not in the basic source character set is encounitered in a source file, except in an identifigr, a character
constant, a string literal, a header name, a comment, gy a;preprocessing token that is never converted to a token
(5.2.1).

7 An identifier, comment, string literal, character €onstant, or header name contains an invalid multibyte character
or does not begin and end in the initial shift state (5.2.1.2).

8 The same identifier has both internal and external linkage in the same translation unit (6.2.2).
An object is referred to outside of its lifetime (6.2.4).

10 The value of a pointer to an object-whose lifetime has ended is used (6.2.4).

11 The value of an object with automatic storage duration is used while it is indeterminate (6.2.4, 6.7.9, p.8).

12 A trap representation isréad by an lvalue expression that does not have character type (6.2.6.1).

13 A trap representationis produced by a side effect that modifies any part of the object using an lvalug expression
that does not have.character type (6.2.6.1).

14 The operands/to-certain operators are such that they could produce a negative zero result, but the inpplementa-
tion does not support negative zeros (6.2.6.2).

15 Two degclarations of the same object or function specify types that are not compatible (6.2.7).

16 A program requires the formation of a composite type from a variable length array type whose size {s specified
byan'expression that is not evaluated (6.2.7).

17 Conversion to or from an integer type produces a value outside the range that can be represented (6J3.1.4).

18 Demotion of one real floating type to another produces a value outside the range that can be represented
(6.3.1.5).

19 An lvalue does not designate an object when evaluated (6.3.2.1).

20 A non-array lvalue with an incomplete type is used in a context that requires the value of the designated object
(6.3.2.1).

21 An lvalue designating an object of automatic storage duration that could have been declared with the register
storage class is used in a context that requires the value of the designated object, but the object is uninitialized.
(6.3.2.1).

22 An lvalue having array type is converted to a pointer to the initial element of the array, and the array object has
register storage class (6.3.2.1).

23 An attempt is made to use the value of a void expression, or an implicit or explicit conversion (except to void) is
applied to a void expression (6.3.2.2).
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