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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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ISO/IECTS 17021-14:

Introduction

2022(E)

Creation and management of records are integral to any organization's activities, processes and
systems. They enable business effectiveness and efficiency, accountability, risk management and
business continuity. They also enable organizations to capitalize on the value of their information
resources as strategic assets, and to contribute to the preservation of collective memory, in response to
the challenges of the global and digital environment.

ISO 30301 specifies requirements to be met by management systems for records (MSR) in order to
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Further details can be found in the ISO/IEC Directives, Part 2.
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e development and implementation of a records policy and objectives and gives infory
basuring and monitoring performance.

e requirements for the competence of personnel involved in the certification process
D/IEC 17021-1:2015, Annex A.

rtification bodies have a responsibility to interested parties, including their clients and the ¢
the organizations whose management systems are certified, to ensuréthat only those aud
monstrate relevant competence are allowed to conduct audits of management systems fq
SR). Itis intended that all auditors possess the generic competericies described in ISO/IEC 1

e specific audit team competence needed for the scope of each/audit.
this document, the following verbal forms are used:

“shall” indicates a requirement;

“should” indicates a recommendation;

“may” indicates a permission;

“can” indicates a possibility or a capability.

is document complements the requirements in ISO/IEC 17021-1:2015. In particular, if
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11 as the specific competencies described in this document. Certification bodies will need ffo identify
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TECHNICAL SPECIFICATION

ISO/IECTS 17021-14:2022(E)

Conformity assessment — Requirements for bodies

p

roviding audit and certification of management

systems —

Part 14:

C

pmpetence requirements for auditing and certificati

management systems for records

Scope

THis document specifies the competence requirements for personnel involved in the

C
re

[}

rtification process for management systems for records (MSR).“It complements th¢
quirements of I[SO/IEC 17021-1.

NQTE This document is applicable for auditing and certification '0f MSR based on ISO 30301. It

us

bd for other MSR applications.

Normative references

THe following documents are referred to in the text in such a way that some or all of the

C

o

hstitutes requirements of this document. Forndated references, only the edition cited ap

unldated references, the latest edition of the referenced document (including any amendment;

IS

IS
IS

D/IEC 17021-1:2015, Conformity assessment — Requirements for bodies providing audit and ce
management systems — Part 1: Requirements

D 30300, Information and documentation — Records management — Core concepts and vocalj

D 30301, Information and dacumentation — Management systems for records — Requirement

Terms and definitions

For the purposes_of this document, the terms and definitions given in ISO 30300, ISO 3

IS
IS

4

D/IEC 170211 apply.
D and IEC maintain terminological databases for use in standardization at the following add

ISO-Online browsing platform: available at https://www.iso.org/obp

pn of

hudit and
existing

an also be

r content
plies. For

) applies.
rtification

ulary

S

0301 and

Iresses:

IEC Electropedia: available at https://www.electropedia.org/

Generic competence requirements

The certification body shall define the competence requirements for each certification function as
referenced in ISO/IEC 17021-1:2015, Table A.1. When defining these competence requirements, the
certification body shall take into account all the requirements specified in ISO/IEC 17021-1, as well as
those specified in Clauses 5 and 6 of this document that are relevant for the MSR technical areas (see
ISO/IEC 17021-1:2015, 7.1.2), as defined by the certification body.

NOTE 1

© ISO/IEC 2022 - All rights reserved
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NOTE 2 IS0 19011 provides information on the principles of auditing.

5 Competence requirements for MSR auditors

5.1 General

The auditteam involved in MSR auditing shall have the generic competence described in ISO/IEC 17021-1

and the MSR knowledge described in 5.2 to 5.5.

NOTE IL ib HUUTICLESS5dl y fUl CdLll IIICIII‘UCI Uf Lht: dl,lclil. LEdIll LU lldVC LllC SdIIC COIIIPCTLCIILE, hUWUVCl,
collective gompetence of the audit team needs to be sufficient to achieve the audit objectives.

5.2 Funpdamental concepts and principles for managing records

The audit{team involved in MSR auditing shall have knowledge of:

a) fundgmental concepts of MSR and the difference between records managementiand MSR;
b) princfples for managing records and application of these principles;

c) terms and definitions related to records management and MSR;

d) records, records processes, controls and records systems;

e) the process approach including related monitoring and meastirement;

f) the rgle of leadership in an organization and its impacton‘the MSR;

g) appli¢ation of risk-based thinking, including the determination of records risks and opportunit
related to records;

h) appli¢ation of the Plan-Do-Check-Act (PDCAJ)<cycle;
i) strucfures and interrelationships of dociimented information specific to records management;

j) records management related tools, ' methods, techniques and their application.

5.3 Digcipline-specific knowledge

The audit{team involved in MSR auditing shall have discipline-specific knowledge of records process
controls gnd records systems, including but not limited to:

a) definftions and chardcteristics of authoritative records, metadata for records, and records systen

b) assesgment Of the adequacy and performance of records systems (including business syste

establlished;

he

es

ns
ent

manqlging records), the suitability of technological tools used, and facilities and equipmsg

c) the significance of the content, context, structure, representation and control informati
(metadata) required to define and manage records and records systems;

on

d) methods for developing records controls such as business classification schemes, metadata

schemes, access and permission rules and disposition authorities (including retention a
disposition schedules);

e) technologies used for creation, capture, conversion and migration, and long-term preservation
records;

f) the identification, performance, adequacy and significance of records processes;

g) thelegal and regulatory requirements for records management relevant to the organization.

nd

of
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5.4 Context of the organization

The audit team involved in MSR auditing shall have business sector knowledge to determine whether
an organization has appropriately determined:

a) the external and internal issues relevant to its purpose and its strategic direction and that affect its
ability to achieve the intended result(s) of its MSR;

b) the needs and expectations of interested parties relevant to the organization’s MSR, including the
requirements for the products, processes and services of the organization;

c)| the boundaries and applicability of the MSR to establish its scope.

NJQTE1 A business sector is understood to be the economic activities covering a broadhrange|of related
teghnical areas (e.g. aerospace, medical, chemical, financial services).

NQTE 2  Technical area is defined in ISO/IEC 17021-1:2015, 3.10.

5.p (Client products, services, processes and organization
THe audit team involved in MSR auditing shall have knowledge of:
a)| terminology and technology specific to the technical area;

b)[ legal and regulatory requirements applicable to the product or service specific to the|technical
area;

c)| characteristics of products, services and processes specific to the technical area;

d)| the infrastructure and environment for operation of processes affecting records produced relating
to products and services;

e)| the provision of externally provided processes, products and services;

f)| the impact of organization type,size, governance, structure, functions and relationships on the
development and implementation of the MSR, its documented information and certification
activities.

6 | Competence requirements for other personnel

6.l General

Personnel invelved in other certification functions shall have the collective competence sufficient to
unldertake those functions. This shall include the generic competence described in ISO/IEC 170021-1 and
the MSR knewledge described in 6.2.

6.2 Competence of personnel reviewing audit reports and making certification
decisions

Personnel reviewing audit reports and making certification decisions shall have knowledge of:
a) fundamental concepts of MSR and the difference between MSR and records management;
b) principles for managing records and their application;

c) terms and definitions related to records management and MSR, including characteristics of
authoritative records, metadata for records, and records systems;

d) the process approach;

© ISO/IEC 2022 - All rights reserved 3
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e) the application of risk-based thinking, including the determination of records risks and
opportunities related to records;

f) scopes of and their applicability to an organization’s MSR.
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Annex A
(informative)

Knowledge for MSR auditing and certification
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Table A.1 provides a summary of the knowledge required for MSR auditing and certification. It identifies

the areas of knowledge for specific certification functions. The competence requirements

fupction are stated in Clauses 4, 5 and 6 and Table A.1 gives the reference to the specific requ

Table A.1 — Knowledge for MSR auditing and certification

for each
rements.

Certification functions

and organization

Knowledge Reviewing audit reports and Auditing and leading the audit
making certification decisions team
Hundamental concepts and princi- 6.2 5o
ples for managing records " =
Discipline-specific knowledge 5.3
Context of the organization 5.4
Client products, services, processes 5t
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