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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical jommittees collaborate in fields of mutual interest. Other international organizations, governmental
and non-gpvernmental, in liaison with ISO and IEC, also take part in the work. In the field of informatj
, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

to developing International Standards, ISO/IEC JTC 1 also develops Internationah Standardized
Profiles. An International Standardized Profile is an internationally agreed, harmonized;-document which
identifies g standard or group of standards, together with options and parameters, necessary to accomplish a
function of a set of functions. Draft International Standardized Profiles adopted~by" the joint technical
committee| are circulated to national bodies for voting. Publication as an International Standardized Prdfile
requires approval by at least 75 % of the national bodies casting a vote.

Attention i$ drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISOjand IEC shall not be held responsible for identifying any or all-such patent rights.

ISO/IEC ISP 10611-1 was prepared by Joint Technical CommitteeASO/IEC JTC 1, Information technoldgy,
Subcommittee SC 6, Telecommunications and information excharnge between systems.

This third |edition cancels and replaces the second edition (ISO/IEC ISP 10611-1:1997), which has bgen
technically|revised.

ISO/IEC I§P 10611 consists of the following parts,” under the general title Information technology —
Internationial Standardized Profiles AMH1n — Message Handling Systems — Common Messaging:

— Part 1} MHS Service Support

— Part 2} Specification of ROSE, RTSE; ACSE, Presentation and Session Protocols for use by MHS
— Part 3t AMH11 — Message, Transfer (P1)

—  Part 4 AMH12 and AMH14 — MTS Access (P3) and MTS 94 Access (P3)

— Part 5 AMH13 —MS Access (P7)

— Part 6f AMH15.— MS 94 Access (P7)

iv © ISO/IEC 2003 — Al rights reserved
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Introduction

This part of ISO/IEC ISP 10611 is defined within the context of Functional
Standardization, in accordance with the principles specified by ISO/IEC
TR—T0000;,—“Framework —arnd—Taxonomyof —tmermationat—Stargardized
Profiles”. The context of Functional Standardization is one~part of the
overall field of Information Technology (IT) standardization aftivities,
covering base standards, profiles, and registration mechanisms. A profile
defines a combination of base standards that collectively pefform a
specific well-defined IT function. Profiles standardize the use of|options
and other variations in the base standards, and“provide a basiq for the
development of uniform, internationally recognized system tests.

One of the rdles for an ISP is to serve.as.the basis for the development
(by organizations other than 1ISO and\EC) of internationally reqognized
tests. ISPs are produced not simply. 10 ‘legitimize’ a particular choice of
base standards and options, hut.to promote real system interopérability.
The development and widespread acceptance of tests based on this and
other ISPs is crucial to the successful realization of this goal.

The text for this partyef/ ISO/IEC ISP 10611 was originally developed in
close cooperation.between the MHS Expert Groups of the three Regional
Workshops: the:North American OSE Implementors’ Workshop (OIW),
the EuropeanyWorkshop for Open Systems (EWOS) (jointly With the
corresponding expert group of the European Telecommurlications
Standards®Institute - ETSI) and the OSI Asia-Oceania Workshop [AOW).
The first and second editions of this part of ISO/IEC ISP 10611 were
harmonized between these three Workshops and ratified by the|plenary
assemblies of all three Workshops.

Responsibility for maintenance and further development of MHS I$Ps has
been transferred to ISO/IEC JTC1/SC33/WG1, who have produged this
edition to encompass additions and corrections to ISO/IEC| 10021.
Because new core requirements have been added for support of
Universal Characters in addresses which will take time to be implgmented
within MHS systems, it is expected that the second edition of thig part of
ISO/IEC ISP 10611 will remain available for an overlap period.

© ISO/IEC 2003 — All rights reserved Vv
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Information technology — International Standardized Profiles
AMH1n — Message Handling Systems — Common
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Scope
General

art of ISO/IEC ISP 10611 contains the overall specifications of the. 'Support of MHS Elements ¢
bsociated MHS functionality which are generally not appropriate for consideration only from the p¢

d in the parts of ISO/IEC ISP 10611, which form a commaonybasis for content type-dependent Int
ne MHS protocol or are otherwise concerned with“eomponent functionality which, although
Common Messaging application profiles ISO/IEC ISP 10611-3 (AMH11), ISO/IEC ISP 10611-4

MH14), ISO/IEC ISP 10611-5 (AMH13) and ISO/IEC ISP 10611-6 (AMH15), which specify the s
¢ MHS protocols and associated functionality.

ated with intercommunication with Physical Delivery (PD) Services (as defined in clause 10 o
-1). Features which are associated with the Message Store (MS) and User Agent (UA) which af
dependent are also covered. Features which are specific to a particular content type (incl
on of services by a UA to an MHS user) are covered in separate content type-dependent ISPs.

pecifications in this-part of ISO/IEC ISP 10611 are divided into basic requirements, which are r¢

be su

discrefe areas offelated functionality which are not required to be supported by all implementations.

An 0

10611 is/previded in annex E.

ported by all MHS implementations, and a number of optional functional groups, which cover s

rview~of the scope and applicability of the AMH1n set of profiles and of the structure of 1SC

1.2

Position within the taxonomy

f Service
rspective

ngle MHS protocol. These specifications form part of thec.Cemmon Messaging application fungtions, as
brnational
brdized Profiles for MHS that will be developed. Such,.specifications are in many cases applicablg to more

it can be

1 via protocol, is not just related to protocol suppert: They are therefore designed to be referenged in the

(AMH12
upport of

pecifications in this part of ISO/IEC ISP'10611 cover the provision and use of features associatefl with the
lge Transfer (MT) Service (MTS) (as defined in clause 8 of ISO/IEC 10021-1), together with thos¢ features

ISO/IEC
e content
Lding the

bquired to
Significant

/IEC ISP

This part of ISO/IEC ISP 10611 is the first part, as common text, of a multipart ISP identified in ISO/IEC TR
10000-2 as “AMH1, Message Handling Systems - Common Messaging”.

This p

art of ISO/IEC ISP 10611 does not, on its own, specify any profiles.
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2 Normative references
The following referenced documents are indispensable for the application of this document. For dated

references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

Amendments and corrigenda to the base standards referenced are listed in annex B.
NOTES
1 - References in the body of this part of ISO/IEC ISP 10611 to specific clauses of ISO/IEC documents shall be considered

to refer alpo to the corresponding clauses of the equivalent ITU-T Recommendations (as noted below) unless therwise
stated.

2 - Informative references are found in annex F.

ISO/IEC TR 10000-1:1998, Information technology - Framework and taxonomy of International Standardized Prdfiles -
Part 1. Geheral principles and documentation framework

ISO/IEC TR 10000-2:1998, Information technology - Framework and taxonomy of Interhational Standardized Prdfiles -
Part 2: Pripciples and Taxonomy for OSI Profiles

ITU-T Regommendation F.400/X.400 (1999), Message Handling Systems - System,and service overview

ISO/IEC 1P021-1:2003, Information technology - Message Handling Systenis (MHS) - Part 1: System and Service Overview
[see also I[TU-T Recommendation F.400/X.400]

ITU-T Re¢gommendation X.402 (1999) | ISO/IEC 10021-2:—Y, faformation technology - Message Handling Sysfems
(MHS): Oyerall architecture

ITU-T Re¢gommendation X.411 (1999) | ISO/IEC 1002142 Information technology - Message Handling Sysfems
(MHS): Mgssage Transfer System: Abstract service definition and procedures

ITU-T Re¢gommendation X.413 (1999) | ISO/IEE\10021-5: 1999, Information technology - Message Handling Systems
(MHS): Mgssage store: Abstract service definition

ITU-T Regommendation X.412 (1999)-}ISO/IEC 10021-10: 1999, Information technology - Message Handling Systems
(MHS): MHS routing

ITU-T Reqommendation X.509 ({997) | ISO/IEC 9594-8: 1998, Information technology - Open Systems Interconngction -
The Directfory: Authentication framework

3 Tefms-and definitions

For the purposes of this document, the following terms and definitions apply.

Terms used in this part of ISO/IEC ISP 10611 are defined in the referenced base standards; in addition, the
following terms are defined.

1) To be published. (Revision of ISO/IEC 10021-2:1996)
2) To be published. (Revision of ISO/IEC 10021-4:1997)

2 © ISO/IEC 2003 — Al rights reserved
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3.1 General

Basic requirement : an Element of Service, protocol element, procedural element or other identifiable feature
specified in the base standards which is required to be supported by all MHS implementations.

Functional group : a specification of one or more related Elements of Service, protocol elements, procedural
elements or other identifiable features specified in the base standards which together support a significant
optional area of MHS functionality.

NOTE - A functional group can cover any combination of MHS features specified in the base standards for which the effect
of implementation can be determined at a standardized external interface - i.e. via a standard OSI communications protocol
(other forms of exposed interface, such as a standardized programmatic interface, are outside the scope of this|version of
ISO/IEC ISP 10611).

3.2 |Support classification

To specify the support level of Elements of Service for this part of ISO/IEC ISP 10611,the following tefminology
is defiped.

mandptory support (m) :

for origination: a service provider shall be able to make the-Element of Service available to a
service user in the role of originator; a service user shall-be able to use the Element of $ervice in
the réle of originator;

for processing: a service provider shall implement all procedures specified in the base gstandards
which are associated with the provision of the Elément of Service (i.e. to be able to provigle the full
effect of the Element of Service);

for reception: a service provider shalk’be able to make the Element of Service available to a
service user in the role of recipient; a.service user shall be able to use the Element of Seryice in the
réle of recipient.

optional support (0) : an implementation™is not required to support the Element of Service. If gupport is
claimgd, then the Element of Service shall be treated as if it were specified as mandatory support.

conditional support (c) : the Element of Service shall be supported under the conditions specified in this part of
ISO/IHC ISP 10611. If these conditions are met, the Element of Service shall be treated as if it were spgcified as
mandatory support. If thesetconditions are not met, the Element of Service shall be treated as if it were| specified
as optional support (unlessotherwise stated).

out off scope (i) : thesElement of Service is outside the scope of this part of ISO/IEC ISP 10611 - i.e. it yill not be
the supject of andSP conformance test. However, the handling of associated protocol elements may be| specified
separately in the subsequent parts of this ISP.

not applicable (-) : the Element of Service is not applicable in the particular context in which this classification is
used.

3.3 Profile object identifiers
Profiles that are specified in ISO/IEC ISP 10611 are identified by the object identifiers in table 1.

NOTE - These object identifiers are included for formal purposes and any use of them is not defined. They are not related to
any implementation of messaging and do not appear in the protocols specified in this ISP.

© ISO/IEC 2003 — All rights reserved 3
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Table 1 - Profile object identifiers

Profile Object Identifier
AMH111 {iso(1) standard(0) common-messaging(10611) message-transfer(3) normal-mode(1) }
AMH112 {iso(1) standard(0) common-messaging(10611) message-transfer(3) x410-mode(2) }
AMH12 {iso(1) standard(0) common-messaging(10611) mts-access(4) }
AMH13 {iso(1) standard(0) common-messaging(10611) ms-access(5) }
AMH14 {iso(1) standard(0) common-messaging(10611) mts-95-access(6) }
AMH15 {iso(1) standard(0) common-messaging(10611) ms-94-access(7) }
4 Abbreviations
84I1W 84 Interworking
AA Auto-Annotation
AC Auto-Correlation
AD Auto-Deletion
AG Auto-Grouping
ALERT [Alert
AMH Application Message Handling
ASN.1 |Abstract Syntax Notation One
COMPUSEC Computer security
COMSE Communications security
Ccv Conversion
DC Delivery Constraints
DIR Use of Directory
DL Distribution List
DSA Directory system agent
DUA Directory user agent
EoS Element of Service
FG Functional group
ISP International Standardized Profile
LD Latest Delivery
LOG Logging
MHS Message Handling Systems
MLS Multi-Level Security
MS Message store
MT Message transfer
MTA Message transfer agent
MTS Message TransferSystem
ORAM |ORAddress Matching
ORNM |ORName Matching
(ON]! Open Systems Interconnection
PD PhysicalDelivery
PDAU [Physical delivery access unit
RED Redirection
RED2 [RedirectionInstructions
RD Restricted Delivery
RoC Return of Content
SDM Storage of Draft Messages
SEC Security
SG Storage and Grouping
SPP Simple Protected Password
TRASH Trash
UA User agent
4 © ISO/IEC 2003 — Al rights reserved
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Support level for Elements of Service (see 3.2):

mandatory support
optional support
conditional support
out of scope

not applicable

_'003

5 Conformance

No conformance requirements are specified in this part of ISO/IEC ISP 10611.

NOTE |- This part of ISO/IEC ISP 10611 is a reference specification of the basic requirements and functiorlval groups
covered by the AMH1n set of profiles and is additional to the protocol-specific requirements specified ingthefollgwing parts
of ISOfIEC ISP 10611. Although this part of ISO/IEC ISP 10611 contains normative requirements, ithere is n¢ separate
confornance to this part (i.e. it is not identified in the MHS taxonomy in ISO/IEC TR 10000-2) since.stuch requirgments are
only significant when referenced in the context of a particular protocol.

Confofmance requirements are specified by protocol for each MHS functional object in the following parts of
ISO/IEC ISP 10611 with reference to the specifications in this part. Support of flinctionality as specified in this
part npay only be verifiable where the effect of implementation can be determined at a standardized external
interfdce - i.e. via a standard OSI communications protocol. Further, the/prevision of Elements of Sdrvice and
other functionality at a service interface will not necessarily be verifiable 'unless such interface is realized in the
form ¢f a standard OSI communications protocol. Other forms of-exposed interface (such as a human user
interfdce or a standardized programmatic interface) may be provided, but are not required for conformance to
this version of ISO/IEC ISP 10611.

6 Basic requirements
Annex A specifies the basic requirements for support of MHS Elements of Service (EoS) for conformance to
ISO/IEC ISP 10611. Basic requirements specify~the level of support required by all MHS implementations, as
appropriate to each type of MHS functional object - i.e. MTA, MS or UA (as MTS-user or MS-user, as rglevant).
NOTE |- ISO/IEC ISP 10611 is confined to(the provision of services by MTAs and MSs, and the use of such dervices by
MTS-ugers and MS-users. It does not\¢over the provision of such services by UAs to MHS users, which is specified in
contenf type-specific profiles.

6.1 |Content and encoded information types

It shal| be stated in the PICS which content type and encoded information type values are supported.

6.2 |Messagelength

If the implementation imposes any constraints on the size of the message content or envelope, thef all such
constraints,shall be stated in the PICS.

NOTE - Implementors are advised to avoid constraining the size of messages as far as possible. For example, any
constraint which prevents the transfer of a 2 Megaoctet message could cause problems when interworking with 1984
systems. Requirements will vary according to application and environment and could be much higher than 2 Megaoctets.

6.3 Number of recipients

It shall be stated in the PICS if there is any limit on the number of recipients that can be specified in a message
envelope.

© ISO/IEC 2003 — Al rights reserved 5
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Annex A also specifies any additional requirements for support of MHS EoS if support of an optional functional
group (FG) is claimed, as appropriate to each type of MHS functional object. The following subclauses
summarize the functionality supported by each of the optional FGs and identify any particular requirements or
implementation considerations which are outside the scope of formal conformance to ISO/IEC ISP 10611. A
summary of the functional groups, identifying which may be supported (Y) and which are not applicable (N) for
each type of MHS functional object (i.e. MTA, MS or UA - whether as MTS-user or as MS-user is not
distinguished), is given in table 2 and 3. Table 3 lists the functional groups which are only applicable when

SP 10611-1:2003(E)

nctional groups

claiming conformance to AMH15.

Table 2 - Summary of AMH1n optional functional groups

Functional Group MTA MS UA
Conversion (CV) Y N Nt
Disfribution List (DL) Y % %
Physical Delivery (PD) Y N Y
Redlirection (RED) Y N Nt
Latpst Delivery (LD) Y N Y
Refurn of Content (RoC) Y Y Y
Segurity (SEC) Y Y Y
Use¢ of Directory (DIR) Y % Y
84 |nterworking (841W) Y N Nt
Simple Protected Password (SPP) Y Y Y
Redlirection Instructions (RED2) Y N Y
Delivery Constraints (DC) Y N Y
Restricted Delivery (RD) Y N Y
NO[ES
1 UAunctionality may be further defined in content type-dependent profiles.
2 Only the DL+ER class applies to an MS or to a UA.
3 Only the DIR+SEC class applies to an MS.

© ISO/IEC 2003 — All rights reserved
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Table 3 - Summary of AMH15 optional functional groups

Functional Group MTA MS UA
Storage and Grouping (SG) N Y Y
Alert (ALERT) N Y Y
Auto-Annotation (AA) N Y Y

te-CrogpthgAG) N ¥ ¥
Trash (TRASH) N Y \%
Auto-Deletion (AD) N Y Y
Auto-Correlation (AC) N Y Y
|_ogging (LOG) N Y, Y
Storage of Draft Messages (SDM) N Y Y
ODRAddress Matching (ORAM) N Y Y
[ODRName Matching (ORNM) N Y Y

The gonformance requirements for support of the various functional groups, covering support of jpadditional
protodol elements and/or procedures, are specified in.parts 3, 4, 5 and 6 of this ISP, according to the protocol(s)
to whigh each functional group relates.

7.1 |Conversion (CV)

The Conversion FG covers support of those EoS which provide the functionality required to perform theg action of
encoded information type conversion., Support of the CV FG is only applicable to an MTA.

NOTE |1 - Support of EoS associated with conversion prohibition is a basic requirement, but this does not imply g capability
to perfprm conversion.

Either|or both of Explieit-Conversion and Implicit Conversion shall be supported. A conforming impleentation
shall qbey the rules specified in subclauses 14.3.5 and 14.3.9 of ISO/IEC 10021-4.

Conformance toSO/IEC ISP 10611 does not require the capability to perform any specific conversiong. Further
specific requirements may be included in content type-dependent International Standardized Profiles| for MHS
that will be.developed or may otherwise be separately specified. It shall be stated in the PICS whichl encoded
informlation type conversions the implementation can perform, for the type(s) of conversion (i.e. ¢xplicit or
implicit) for which support is claimed. The PICS shall also state the conditions under which loss of information is
determined (if at all) for each encoded information type conversion for which support is claimed.

NOTE 2 - It may not be possible to verify support of conversion in the absence of additional specification which is related to
one or more identified content types.

© ISO/IEC 2003 — Al rights reserved 7
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7.2 Distribution List (DL)

The Distribution List FG covers all issues relating to the performance of distribution list (DL) expansion. With the
exception of the DL+ER class (which can additionally apply to a UA or to an MS), support of the DL FG is only
applicable to an MTA.

NOTE - Other aspects concerned with the use of DLs (e.g. the ability to submit a message specifying a recipient which is a
DL) are basic requirements. Similarly, it is a basic requirement that an MTA must be able to receive and handle correctly a

message that reflects prior DL expansion.

A conforming implementation shall obey the rules specified in subclause 14.3.10 of ISO/IEC 10021-4.

To supplement the basic DL FG, four additional classes are defined: DL+DIR adds Use of the Direcfory to
contain the DL membership and policy information; DL+SEC adds the capability for secure distribution of
messagep preserving confidentiality services for members of the DL by manipulation of the messagetoken;
DL+DIRHSEC combines the additional functionality of the two preceding classes together with use [of the
Directory|to obtain each DL member’s security algorithm capabilities and certificates; and-DL+ER adds sppport
for the DI Exempted Recipients EoS.

Conformance to ISO/IEC ISP 10611 does not require any DL management capabhility other than as specfified in
subclausé¢ 14.3.10 of ISO/IEC 10021-4. Any further specification will be implementation-dependent.

7.3 Physical Delivery (PD)

The Phygical Delivery FG is concerned with access to physical delivery (i.e. postal, courier, etc) serviceg. The
PD FG comprises two separate and distinct parts:

. support of PD EoS on submission;

. support of a co-located physical delivery aceess unit (PDAU).
Support ¢f PD EoS on submission is applicable to an MTA or a UA. Support of a PDAU is only applicable to an
MTA. If ah MTA supports a PDAU and also supports message submission, then it shall also support PD HoS on
submissipn.

Support qf the PD FG also requires support of corresponding OR-address extension attributes.
If the PDAU generates any error‘on export, then the MTA shall generate a non-delivery report or takg other
approprigte action (e.g. alternate recipient processing). All other processing concerned with the actual physical
rendition pnd delivery of the'message is outside the scope of ISO/IEC ISP 10611.
7.4 Rdgdirection (RED)

The Redirection E£G/covers support of those EoS which provide the functionality required to perform the gctions

associatgd with the delivery of a message to a recipient other than the one initially specified by the originator.
Support qf the RED FG is only applicable to an MTA.

NOTE - Support of EoS associated with the prevention of redirection is a basic requirement, but this does not imply a
capability to perform redirection. Similarly, support of the Alternate Recipient Allowed EoS is a basic requirement, but this
does not imply a capability to perform alternate recipient assignment.

A conforming implementation shall obey the rules specified in subclause 14.3 of ISO/IEC 10021-4.

The means by which the Alternate Recipient Assignment EoS is achieved is outside the scope of ISO/IEC ISP
10611.

8 © ISO/IEC 2003 — All rights reserved
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7.5 Latest Delivery (LD)

The Latest Delivery FG covers support of the Latest Delivery EoS - i.e. the functionality required to cause non-
delivery to occur if a latest delivery time specified by the originator has expired. Support of the LD FG is
applicable to an MTA or a UA. If an MTA supports the LD FG and also supports message submission, then it
shall also support the Latest Delivery EoS on submission.

NOTE - Latest delivery designation is assured only if it is supported by at least the delivering MTA.

7.6 Return of Content (RoC)

the cantents of a submitted message to be returned in any non-delivery notification if so requested by the
originator. Support of the RoC FG is applicable to an MTA, an MS or a UA. If an MTA supportscthe RoC FG and
also sppports message submission, then it shall also support the Return of Content EoS on submiission|.

The Fleturn of Content FG covers support of the Return of Content E0S - I.e. the functionality required to cause

NOTE | Return of content is assured only if it is supported by all MTAs through which the message might pass.
7.7 |Security (SEC)
7.7.1 |Overview

The Security FG covers the provision of secure messaging and is spegified as three security classes which are
increnpental subsets of the security features available in the MHS base standards:

SO This security class only requires security functions which are applicable between MTS-usefs.
Consequently security mechanisms are implemented within the MTS-user. An MTA is only|required
to support the syntax of the security services{onsubmission and delivery (support of the syntax on
relaying is a basic requirement). An MTA isinot expected to understand the semantics of the
security services.

S1 This security class requires security functionality within both the MTS-user and the MTS. The MTS
security functionality is only required to achieve secure access management. As with SO, most of

the security mechanisms are.implemented within an MTS user. S1 primarily provides integfity and
authentication between MIS users. However, MTAs are expected to support digital signatdires for
peer-to-peer authentication, security labelling and security contexts.

S2 This security classtadds security functions within MTAs and the MTS. The main security function
added within this class is authentication within the MTS, and hence non-repudiation can al$o be
provided. This'class adds the capability for an MS to verify integrity and authentication seryices on
stored entries.

In addition, each_of the three security classes has a variant (denoted as SOC, S1C and S2C) which requires
support of end-to-end content confidentiality.

A separate Functional Group is defined for Simple Protected Password (SPP), whicht was introduced irf the base
standard-inthe-1996 publication-see 7-10-

A further addition, S+DE, provides Double enveloping which can be used with each security class as an optional
extension.

Support of the SEC FG is applicable to an MTA, an MS or a UA (either as MTS-user or as MS-user) and
requires as a minimum support of security class SO.

Unless otherwise stated, symmetric or asymmetric techniques (or a combination thereof) may be used within
each security class and are identified by the registered algorithm identifier.

Various levels of assurance in trusted COMPUSEC functionality may be used within each security class, but this
is outside the scope of an ISP.

© ISO/IEC 2003 — Al rights reserved 9
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A full rationale for each of the security classes and a broader discussion of security considerations are provided
in annex C.
Table 4 summarizes the requirements of the security classes on an MTS-user and on an MTA.

Table 4 - Overview of the SEC security classes

Security MTS-user MTA
Class
Basic Supports relay of security E0S
$0 Content integrity Supports submission and delivery of
Origin authentication (end-to-end) security E0S
$1 As SO plus: As SO plus:
Proof of delivery Peer entity authentication
Message security labelling Message security labelling
Security context Security context
Security management Security management
$2 As S1 plus: As S1 plus:
Origin authentication checks Origin atithentication checks
Proof of submission Prooflof)submission
shC As Sn plus: As . Sn
Content confidentiality
SPP Simple protected password Simple protected password for MTS-uger
S+DE Double enveloping

The incrgmental functionality of the security classes can be represented diagrammatically as shown in figufe 1.

SO

1S0C

S1

1S1C

S2

1S2C

Figure 1 - Incremental functionality of the SEC security classes
7.7.2 Secure interworking
Interworking between implementations supporting different security classes can be achieved in terms of any
common class(es) supported. As specified in the base standards, an implementation which supports secure
access management shall check the label of a message, probe or report against the security context. There is
no negotiation of security class during association establishment.
The security class in force is identified using the security-policy-identifier within a security label, as specified in

table 5. Such generic security-policy-identifiers only imply support of the MHS security services as specified for
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these security classes in this part of ISO/IEC ISP 10611. No other COMSEC or COMPUSEC functionality can be
assumed by use of such security-policy-identifiers. More specific security policies may be based on one or more
of the security classes as defined in this clause but will require use of registered security-policy-identifiers for
private secure interworking.

A security label may additionally contain one or more of security-classification, security-categories and privacy-
mark. Table 5 specifies a minimum set of values for security-categories. Again, further values may be registered
for private secure interworking. However, in all cases, the precise semantics of security-categories are outside
the scope of this ISP and will require bilateral agreement.

Table 5 - Security label identifiers

Identifier Value

id-mhs-security { iso(1) identified-organization(3) ewos(16) eg(2) mhs(4) security(4) }
id-polipy-identifier {id-mhs-security 1}
security-policy-identifiers:

security-class-S0-no-PoD { id-policy-identifier 0 0 0 }
security-class-S0C-no-PoD { id-policy-identifier 0 1 0 }
security-class-S1 { id-policy-identifier 1 0 }
security-class-S1C { id-policy-identifier 1 1}
security-class-S2 { id-policy-identifier 2 0 }
security-class-S2C { id-policy-identifier 2 1 }
id-catg¢gory-identifier { id-mhs-security 2 }
security-categories:

private { id-category-idenitifier O }
confidence { id-category-identifier 1 }
commercial-in-confidence { id-categaory=identifier 2 }

manal

jement-in-confidence

{ id-category-identifier 3 }

persomal-in-confidence { id-category-identifier 4 }

The Security Context security, service ensures that a message security label matches at least one of the set of
labels| specified in the security context established between the communicating entities. An implefnentation
which| supports this service shall as a minimum support exact matching for equality on the secutlity-policy-
identiffer, security-classification and security-categories elements of the label.

The basic suppobrt-requirement is that absence of an element shall not be treated as "any value'| - i.e. all
permisgsible cembinations of occurrence and value for the elements of the message security label will need to be
elaboratedin'the security context (see also annex C).

7.7.3 'Bescriptionof-theseeurityctasses
The following tables identify the security services covered by each of the security classes within the SEC FG.
Where the classification of a security service does not change for the higher security classes, then the security
service is not repeated in the tables for those higher security classes.

Figure 2 explains the column headings used in the tables, which identify which MHS functional objects are
involved in the provision and use of each security service.

© ISO/IEC 2003 — Al rights reserved 11


https://iecnorm.com/api/?name=ad0897e3ee923e9a385382728790cf90

ISO/IEC ISP 10611-1:2003(E)

UA

MS

MTA

MTA

MS

UA

(o2}

a1

Figure 2 - Key to security class tables

7.7.3.1 Security class SO

Table 6 - Security class SO

Security [Service

1 2 3 4

UA/
UA

UA/
MS

MS/
MTA

UA/
MTA

MTA/
MTA

MTA/
UA

MTA/
MS

MS/ | MS/
UA UA

ORIGIN AUTHENTICATION

Message|Origin Authentication®

Probe Or|gin Authentication
Report Ofigin Authentication
Proof of $ubmission

Proof of Delivery

SECURE/ ACCESS MANAGEMENT

Peer Entity Authentication®®
Security Context

DATA CONFIDENTIALITY
Connectipn Confidentiality
Content Confidentiality
Message|Flow Confidentiality

DATA INTEGRITY
Connectipn Integrity

Content Iptegrity
Message|Sequence Integrity4

© 3
[
[
|

NON-REPUDIATION
Non-repudiation of Originl‘5
Non-repudiation of Submission
Non-repudiation of DeIivery5

Message|Security Labellingz‘3

SECURITY MANAGEMENT
Change Credentials
Register

MS-Register

12
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NOTES
1 Only provided to the message recipient (using the Message Argument Integrity security element).
2 Using either asymmetric or symmetric algorithms as identified by the algorithm identifier.
3 When security labelling is used, the security-policy-identifier shall be included.
4 Allocation and management of sequence numbers is outside the scope of this ISP and is subject to bilateral
agreement.
5 Using either a trusted notary (symmetric) or using certificates and tokens which are not repudiable (asymmetric).
6 Authentication between co-located objects is a local issue
7 These services are expected to be provided by non-standard management services and are thereforefoutside the
scope of this ISP.

7.7.3.2 Security class S1

Table 7 - Security class S1
Secutity Service 1 2 3 4 5 6 7 8 9
As SO|plus: UA/ | UA/ | MS/ | UA/ | MTAF | MTA/ | MTA/ | MS/ || MS/

UA MS | MTA | MTA MTA UA MS UA UA
ORIG|N AUTHENTICATION
Message Origin Authentication? m? i - I - - - - -
Proof pf Delivery m - 2 - - - m6 - -
SECURE ACCESS MANAGEMENT
Peer Entity Authentication®* - m* m?t m? m?! m?! m? - m?
Securfty Context - e m?! m? m?! m?! m? - m?
DATA|CONFIDENTIALITY
Conngction Confidentiality = i i i i i i - i
DATA|INTEGRITY
Conngction Integrity - i i i i i i - i
Content Integrity m? - - - - - - - -
Message Security LabeIIing3 m? m?! m?! m? m?! m! m? m?! m?
SECURITY MANAGEMENT
Change Credentials - m - m P m m - -
Register - m - m P - - - -
MS-Register - m - - - - - - -

© ISO/IEC 2003 — Al rights reserved
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NOTES

1 Shall always be used.

2 Only provided to the message recipient (using the Message Argument Integrity security element).

3 Using either asymmetric or symmetric algorithms as identified by the algorithm identifier.

4 Authentication between co-located objects is a local issue.

5 These services are expected to be provided by non-standard management services and are therefore outside the

scope of this ISP.

6 If Proof of Delivery and Content Confidentiality are both used and delivery is to an MS_then proof of delivery can
only be computed on the encrypted content. It should be noted that this will not provide Non-repudiation of
Delivery.

7.7.3.3 Security class S2

Table 8 - Security class S2
Security [Service 1 2 3 4 5 6 7 8 9
As S1 plys: UA/ | UA/ | MS/ | UA/ | MTAL{ MTA/ | MTA/ | MS/ | MS/
UA MS | MTA | MTA | MTA UA MS UA A

ORIGIN AUTHENTICATION

Message|Origin Authentication® m? m?! - mt - - - - m°

Probe Or|gin Authentication - m?! - m* - - - - -

Report Ofigin Authentication - - - - m?! m?! m? - m>

Proof of $ubmission - - < - - m - - m°

NON-REPUDIATION

Non-repudiation of Origin1 m* = - m? - - - - m>

Non-repudiation of Submission - — - - - m? - - m>

Non-repudiation of Delivery m* - - - - - - m? m°

NOTES

1 Shall always be used.

2 Using an asymmetric mechanism (i.e. certificates and tokens which are non-repudiable) for authentication within
MTRAs and the MTS.

3 Using the Message Qrigin Authentication Check security element.

4 Using either a trusted notary (symmetric) or non-repudiable certificates and tokens (asymmetric).

5 The capability-for an MS to verify integrity and authentication services on stored entries.

7.7.3.4 donfidential security class variants SnC

Table 9 - Confidential security class variants SnC
Security Service 1 2 3 4 5 6 7 8 9
As Sn plus: UA/ | UA/ | MS/ | UA/ | MTA/ | MTA/ | MTA/ | MS/ | MS/

UA MS [ MTA | MTA | MTA UA MS UA UA

DATA CONFIDENTIALITY
Content Confidentiality m - - - - - - - -
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7.8 Use of Directory (DIR)

The Use of Directory FG covers support of the Designation of Recipient by Directory Name EoS as follows:

. support of specification of a recipient by means of a directory name by an MTS-user or an MTA on
submission;
. support of access to a directory service by an MTA to obtain one or more OR-addresses (either on

submission or subsequently if an OR-address is absent or determined to be invalid and a directory
name is present).

NOTE F A directory may also be used directly by MHS users to obtain information to assist in the submission of Inessages.
However, such use is not necessarily MHS-specific and is therefore outside the scope of this ISP.

For a|UA, support of the DIR FG only requires the ability to submit a message with one ot 'more QR-names
specifled using a directory name, as specified in subclause 8.5.5 of ISO/IEC 10021-4. In addition, thg UA shall
be able to make use of a Directory Name to identify itself, as specified in clause 8.1.1.1:1.1 of ISO/IEC| 10021-4.
Whether or not the UA also has the capability to access a directory directly is outsidé. the scope of ISQ/IEC ISP
10611l

An MTA may access a directory service using a Directory User Agent (DUA).\The interface between|the MTA
and the DUA is a local matter and is outside the scope of ISO/IEC ISP 106711«

The minimum information that is required to be capable of being returned by the directory service in thjs version
of ISQ/IEC ISP 10611 is an attribute containing one or more OR-addresses. A supplementary class PIR+SEC
adds the requirement for the User Certificates and Supported Algorithms attributes, and the Certificate Match
matching-rule. The use of a directory service to support distribution list processing is defined in thg DL+DIR
class |of the DL FG, and requires support for the MHS "Distribution List object-class and for the [MHS DL
Members, MHS DL Policy and MHS DL Submit Permissions attributes. The use of a directory service to support
MHS Routing is defined by the DIR+ROUT class, which adds the requirement for support of the objecf-classes,
attributes and matching-rules defined in ISO/IEC_10021-10.

7.9 84 Interworking (841W)

The 84 Interworking functional group covers interworking between implementations conforming to ISQ/IEC ISP
10611 (hereafter referred to as ‘1988 systems’) and implementations conforming to the ITU X.400(1984)
Recommendations (hereafter referred to as ‘1984 systems’). Support of the 84IW FG is only applicgble to an
MTA and is not applicable unless the MTA supports the P1 mts-transfer-protocol-1984 application comftext (see
ISO/IHC ISP 10611-3).

Suppqart of the 84IW FG,requires observance of the interworking rules defined in annex B of ISO/IEC|10021-6.
Additipnal recommended practices for interworking with 1984 systems are described in annex D.

7.10 [Simple'Protected Password (SPP)
The Simple Protected Password functional group covers the use of the protected -authentication intrgduced in

the 199 olected as
descrrbed in clause 6 of ISO/IEC 9594-8. Support of the SPP FG is appllcable to an MTA an MS ora UA

One part provides a protection of the password in storage e.g. in a message store system.

The permanent protection of A's password is of the form :
Protectedl = f1 (t1 a, q1 a, passwA)

The second part provides protection in transit e.g. against replay. An originating user, user A, sends its protected

identifying information to user B protection in transit is achieved by applying the one-way function f2 of figure 3,
where the time stamp and/or random number is used to minimise replay and to conceal the password.
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The information conveyed to B is of the form:
t2 a, 92 a, f2 (t2 a, g2 a, Protectedl)

NOTE - T
not repeat

7.11 Re

The Red
message

passwA f1 Protectedl
tla
gl a
2 5 f2 Protected?
g2 a

passwA Password of A
t Timestamp
q Random number
Figure 3 - The simple protected password function

he timer t2 should be present and be used down to seconds. The randomwalue g1 should be present and
regularly within at least 232-1 jterations. The ASN.1 DER encoding shéuldl be used for the signed informati

direction Instructions (RED2)

rection Instructions FG covers support of the registration of additional conditions for redirec

an MTA ¢r a UA. It also required to perform the actions.associated with messages to a recipient other th

one initial

A conforn

7.12 De

The Deliy
on the dsg

ly specified by the originator.
hing implementation shall obey the rulestspecified in subclause 14.3 of ISO/IEC 10021-4.
livery Constraints (DC)

ery Constraints FG covers:support of the enhanced functionality for the recipient to define cons
livery to him (e.g. maximum’ content length, acceptable eits and unacceptable eits). Support of t

FG is applicable to an MTA ora UA. An MTA is also required to apply the constraints when considering d

to a local

A conforn

7.13 Rs

recipient.
hing implementation shall obey the rules specified in subclause 14.3 of ISO/IEC 10021-4.

stricted Delivery (RD)

should
bN.

ion of

5 (e.g. maximum content length, acceptable eits.and priority). Support of the RED2 FG is applicable to

an the

traints
he DC
elivery

traints

The Reincted Delivery FG covers support of the enhanced functionality for the originator to define cong

on the ddli
is applicable to an MTA or a UA. An MTA is also required to apply the constraints when considering delivery to a
local recipient.

A conforming implementation shall obey the rules specified in subclause 14.3 of ISO/IEC 10021-4.

7.14 Storage and Grouping (SG)

The Storage and Grouping FG covers support of the following functionality:

16

DC FG

Storage on Submission (defined in B.118 of ISO/IEC 10021-1) enables an MS-user to instruct the

MS to store a copy of a message upon its submission, either by the MS-user or as a result
performance of an auto-action.

of the
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Stored Message Grouping (defined in B.124 of ISO/IEC 10021-1) enables an MS-user

to attach

group-names to messages stored in the MS. A message can have zero, one, or more group-names

associated with it that can subsequently be used for selection purposes.

7.15 Alert (ALERT)

The Alert FG covers support of the functionality provided by the Stored Message Alert EoS (B.120) i.e. The
capability to register with an MS a set of criteria that cause an alert to be generated to the user when a message
arrives at the MS satisfying the selected criteria.

7.16 Auto-Annotation (AA)

The A

7.17

The A

7.18

This |
previol

7.19

uto-Annotation FG covers support of the following functionality:

Auto-Grouping (AG)

Lto-Grouping FG covers support of the following functienality:

Trash (TRASH)
Functional Group covers those aspects which enable the user to manually delete message

usly explicitly-marked for deletion. To achieve this functionality, the MS and UA must support t
operation and\the attribute Marked-for-deletion.

Auto-Deletion (AD)

Stored Message Annotation (defined in B.121 of ISO/IEC 10021-1) enables annMS-user
one or more textual annotations to a stored message.

Auto-assignment of Annotations (defined in B.10 of ISO/IEC 10021;:1))€énables an M
instruct the MS to attach annotations to a selected message automatically, when the m
stored in the MS and satisfies specified criteria.

to attach

S-user to
bssage is

Auto-action Log (defined in B.8 of ISO/IEC 10021-1) enahles~an MS-user to access & log that

records details of selected auto-action executions performed by the MS.

Stored Message Grouping (defined in B.124 of ISO/IEC 10021-1) enables an MS-user t
the MS to attach group-names to méssages stored in the MS. Each message grq
comprises a sequence of componentsdvhich may be regarded as modelling a storage hier

Auto-assignment of Group Names (defined in B.11 of ISO/IEC 10021-1) enables an M
instruct the MS to assign group-names to a selected message automatically, when the m
stored in the MS and satisfieés specified criteria.

0 instruct
up-name
archy.

S-user to
pssage is

Auto-action Log (defined in B.8 of ISO/IEC 10021-1) enables an MS-user to access & log that

records details of selected auto-action executions performed by the MS.

5 he has
he Modify

The Auto-Deletion FG covers support of the following functionality:

Storage Period Assignment (defined in B.119 of ISO/IEC 10021-1) enables an MS-user to assign a

storage period to a stored message.

Auto-deletion after Storage Period (defined in B.16 of ISO/IEC 10021-1) enables an M

S-user to

instruct the MS to delete automatically any stored message whose storage period has elapsed.

Auto-action Log (defined in B.8 of ISO/IEC 10021-1) enables an MS-user to access a log that

records details of selected auto-action executions performed by the MS.
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Auto-assignment of Storage Period (defined in B.12 of ISO/IEC 10021-1) enables an MS-user to
instruct the MS to assign a storage period to a selected message automatically, when the message
is stored in the MS and satisfies specified criteria.

7.20 Auto-Correlation (AC)

The Auto-Correlation FG covers support of the following functionality:

Storage on Submission (defined in B.118 of ISO/IEC 10021-1) enables an MS-user to instruct the
MS to store a copy of a message upon its submission, either by the MS-user or as a result of the
performance of an auto-action.

7.21 Lod

The Logg

7.22 St

This Fun
Message

7.23 OFR

This Fun
matching

7.24 OR

This Fun
matching

Auto-correlation of Reports (defined in B.153 of ISO/IEC 10021-1) This element of service €pables
an MS-user to retrieve information, automatically generated by the MS, concerning the,delivefry and
non-delivery reports that have been received in response to a previously submitted mesSage.

ging (LOG)

ing FG covers support of the following functionality:
Delivery Log (defined in B.38 of ISO/IEC 10021-1) enables an MSruser to access a log that r¢écords
details of the messages and reports delivered to the MS; these-records persist even after the

messages and reports have been deleted.

Submission Log (defined in B.128 of ISO/IEC 10021-1) enables an MS-user to access a lqg that
records details of the messages submitted from the MS 10 the MTS.

prage of Draft Messages (SDM)

ctional Group encompasses the functionalities. provided by the Element of Service Storage of Draft
5 (defined in B.117 of ISO/IEC 10021-1).

PAddress Matching (ORAM)

ctional Group provides the capabhility to select entries in the MS by specifying a filter in which one| of the
Lrules dealing with the OR-Addtess is used.

Name Matching (ORNM)

ctional Group provides the capability to select entries in the MS by specifying a filter in which one| of the
trules dealing with)the OR-Name is used.

81 O

8 N1ming anhd addressing

saddress attribute encodings

The basic rules governing different encodings (where permitted) of OR-address attributes are specified in
subclause 18.2 of ISO/IEC 10021-2.

NOTE - It is recommended that the alpha-2 form of the country-name attribute be used. It is recommended that the
Printable String form of the administration-domain-name and private-domain-name attributes be used.

An MTA

shall be able to accept on submission, to transfer and to deliver (according to which ports are

supported) messages containing OR-address attributes with any valid encoding. No character repertoire
restrictions apply - i.e. all repertoires specified for Universal String in ISO/IEC 10646 shall be supported.

18
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A UA shall be able to submit and to accept on delivery messages containing OR-address attributes with any
valid encoding within the mnemonic form. However, support of particular character repertoires and the methods
by which such values are captured on origination and made available to the MHS user on reception are outside
the scope of this ISP.

8.2

OR-address attribute equivalence

The following equivalence rules apply when comparing a provided OR-address with a collection of known OR-
addresses to determine delivery, and are in addition to those specified in subclause 18.4 of ISO/IEC 10021-2:

. If the provided OR-address can be determined to be an unambiguous underspecification of a

Furthq
8.3

The ¢
19 of
respe

For arn
used f
of the
repert

For ar

For an
used 1

known OR-address, the OR-addresses are equivalent.

NOTE 1 - Underspecification means that some attributes (or components of structured attributes) g

in the known OR-address but are not present in the provided OR-address. Underspecifi¢ation doeg
. Overspecified OR-addresses are not equivalent.

NOTE 2 - Overspecification means that more attributes (or components(of)structured attributes) g

defined attributes may be ignored when determining overspecification, subject to the local po

recipient domain.

encodings in the same OR-address may be considered equivalent by virtue of their regis

same attribute. Any encoding of an attribute thay be used for the purposes of routing and @
r specification of repertoire-specific matching rules is outside the scope of ISO/IEC ISP 10611.
Routing capability
hpability of an MTA to determine the\route to another MTA or destination MTS-user is described
SO/IEC 10021-2 and in ISO/IEC.10021-10. ISO/IEC ISP 10611 does not specify any requiremn
t to which OR-address attributés must be capable of being used for route determination purpose
y MTA that supports message transfer, it shall be stated in the PICS which OR-address attribute
or onward route detefmination and any constraints (e.g. whether routing can be based on speci
attribute or onlycon the presence of the attribute, any limitations on the range of values,
bires, etc) which{may apply.

y MTA thatsupports message transfer, it shall be stated in the PICS whether rerouting is support

y MTA\that supports message delivery, it shall be stated in the PICS which OR-address attribute
oriregistration of local MTS-users (and thus may be used for delivery determination) and any c

re present
not mean

partial value (e.g. substring) equivalence when the same attributes are present in bothrOR-addresseés.

re present

in the provided OR-address than are present in the known OR-address. However, unrecognized domain-

icy of the

. Attributes that are present in more than one of Universal String, Teletex String and Printaple String

tration for

the same UA. MTAs are not responsible for verifying the equivalence of different encodings of the

elivery.

in clause
ents with

s may be

fic values
character

ed.

s may be
bnstraints

ranan ~f | havrantAay roanArtaly
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8.4
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Validation of OR-addresses

As specified in subclause 14.6.1.4 of ISO/IEC 10021-4, an MTA shall verify on submission that OR-addresses
comply with the forms defined in ISO/IEC 10021-2 and that the originator-name is in fact an OR-address of the
MTS-user submitting the message.
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9 Error and exception handling

The upper bounds defined in annex B of ISO/IEC 10021-4 and in annex E of ISO/IEC 10021-5 are normative for
the purposes of this ISP.

An implementation shall not generate elements which exceed such bounds.

An implementation detecting a violation of such bounds may generate a size-constraint-violation, but is not
required to do so.

An implementation is not required to be able to accept elements up to such bounds where an appropriate error

indication

Handling
protocol

(e.g. content-too-long, too-many-recipients) 1S defined In the base standards.

of other protocol violations will be a matter for local policy. Implementations are not required_to p
alidation other than where it is required to take action based on such protocol elements:

prform

20
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In the event of a discrepancy becoming apparent in the body of this part of ISO/IEC ISP 10611 and the tables in

ISO/IEC ISP 10611-1:2003(E)

Annex A

(normative)

Elements of Service

this annex, this annex is to take precedence.

A.1 |MT Elements of Service
In the| following tables, the "Basic" column reflects the basic requirements for conformange . to ISQ/IEC ISP
10611 - i.e. the minimum level of support required by all MHS implementations (see clause-6). The "Functional
Group" column specifies any additional support requirements if support of an optional functional group is claimed
(see dlause 7). Each column is then further subdivided into support for origination (Orig"), processing ("Proc")
and rgception ("Rec") as defined in 3.2, together with the abbreviated name of the functional group ("F|G") in the
case pf the second column. The origination and reception columns are furtherisubdivided to distinguish the
support required for an MTA from that for an MTS-user (the latter refers onlyto the use of MT seryices, not
whethpr such services are made available to the MHS user, and may be-further qualified in a confent type-
dependent profile).
Table A.1 - Elements of Service Belonging,to,The Basic MT Service
Element of Service Basic Functional Group
Orig. Proc. Ree, FG Orig. Proc. R
MTS- | MTA MTAN} MTS- MTS- | MTA MTA || MTS-
user user user user
Access Management1 m m m m m
Conten{ Type Indication m m m m m
Conver{ed Indication - - m m m
Delivery Time Stamp = - m m m
Indicatipn
Messade Identification m m m m m
Non-delivery Notifieation m m m - -
Original Encaded Information m m m m m
Types Ipdication
Submission Time Stamp m m m m m
Indication
User/UA Capabilities - - m m m
Registration1

NOTES

1

Implementation of this EoS is a local matter and will need to be performed using trusted functionality when
implemented in combination with the SEC FG.
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Table A.2 - MT Service Optional User Facilities

Element of Service Basic Functional Group
Orig. Proc. Rec. FG Orig. Proc. Rec.
MTS- MTA MTA MTS- MTS- MTA MTA MTS-
user user user user
Alternate Recipient Allowed o] m c2 c2 - RED m m
Alternate Recipient - - o] - - RED m
Assignment3
Content Copfidentiality o] o] - o] o] SEC1
Content Intggrity o] o] — o] o] SEC1
Conversion|Prohibition m m c4 m m Ccv m
Conversion|Prohibition in Case o m c5 m 0 Ccv m

of Loss of Ipformation

Cover Pagg Suppression o] o] - o] o]
Deferred D¢livery o] m m - -
Deferred D¢livery o] m m - -

Cancellatiol 6

Delivery Notification m m m - -

Designatior] of Recipient by o] o] o] < - DIR m m m
Directory Name

Disclosure ¢f Other Recipients o] m m m m

DL Exempted Recipients o] o o] o] o] DL14 c14 c14 c14 c14 :14
DL Expansipn History — - c7 m o] DL m
Indication

DL Expansipn Prohibited m8 m c7 - - DL m
Explicit Corjversion o] m o] - - Ccv clo
Grade of D¢livery Selection m m m m m

Hold for Delivery - - c9 c9 o]

Implicit Conversion - - o] - - Ccv clo
Latest Delivery Designation o] o] o] - - LD m m m
Message Flow Confidentiality i i i i i

Message Origin Authentication o] o] i o] o] SEC1

Message Security Labelling o] o] o] o] o] SEC1
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Element of Service Basic Functional Group
Orig. Proc. Rec. FG Orig. Proc. Rec.

MTS- MTA MTA MTS- MTS- MTA MTA MTS-
user user user user

Message Sequence Integrity o] 0 - o] 0 SEC1

Multi-destination Delivery m m m - -

Non-repudiation of Delivery 0 0 0 0 0 SEC1

Non-regudiation of Origin o] o] o] o] o] SEC1

Non-regudiation of Submission i i i - - SEC1

Originajor Requested Alternate o] o] o] - - RED m m

Recipieht

Prevention of Non-delivery o] m m - -

Notificafion

Probe1L o m m - -

Probe Qrigin Authentication i i i - - SEC1

Proof of Delivery o] o] - o] 0 SEC1

Proof of Submission i i i - - SEC1

Redireqtion Disallowed by m8 m c12 - - RED m

Originajor

Rediregtion of Incoming - - o] o] o] RED m m

Messades

Report Prigin Authentication i i i i i SEC1

Requegted Preferred Delivery o] o] 0 o] -

Method

Restricted Delivery - - i i i

Return pf Coptent o] 0 0 - - RoC m m m

Secure Accace !\'I!anagnmnnt Fay o o Fay o CI:(‘l

Use of Distribution List m13 m13 o] - - DL m
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NOTES

1 See table A.5

Support of this EoS is mandatory if Alternate Recipient Assignment is supported.

The method by which an alternate recipient is specified to the MTA is outside the scope of this ISP.

Support of this EoS is mandatory if Implicit Conversion is supported.

a A~ W N

Support of this EoS is mandatory if any form of conversion is supported. However, as loss of information is not
fully defined in the base standards, it will in some circumstances be a local matter to determine if loss of
information would occur. If the implementation cannot determine whether loss of information would occur, then it
shdlTtreat such a request in a similar manner as Conversion Pronibition.

6 Mepsages should be held in the originating MTA to provide support for this EoS.
7 Su[port of this E0S is mandatory if DL expansion is supported.

8 Support of this EoS has been made mandatory as the default is "allowed". Only the capability to_generate the
"prohibited” value is required for conformance to this ISP.

9 Support of this EoS is mandatory when the P3 protocol is supported for MTS access. Insthis case, the mechanjism
usqd is the P3 delivery-control operation. Implementation is a local matter in the cas€.of a co-located MTS-usgr.

10 The CV FG requires support of at least one of Explicit Conversion and Implicit Conyersion.

11 Althhough support of this EoS by MTAs is required for conformance to the base.Standards, it is recommended that
sugport by MTS-users is not required.

12 Support of this EoS is mandatory if Redirection of Incoming Messages is supported.

13 Usg¢ of Distribution List on submission is always possible as DLs¢annot be distinguished from other OR-
addresses.

14 Support for this EoS is provided only in the optional class\DL+ER..

Thble A.3 - Elements of Service Belonging to the Base MH/PD Service Intercommunication

Element of|Service Basic Functional Group
Orig. Proc. Rec. FG Orig. Proc. Rec.

MTS- MTA MTA MTS- MTS- MTA MTA MTS-

user user user Yser
Basic Physfcal Rendition 0 0 - o] o] PD m m m m
Ordinary Mail o] o] - o] o] PD m m m m
Physical Forwarding ‘Allewed o] o] - o] o] PD m m m m
Undeliverafjle Mail with Return o] o] - o] o] PD m m m m
of Physical Message
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Table A.4 - Optional User Facilities for MH/PD Service Intercommunication

Element of Service Basic Functional Group
Orig. Proc. Rec. FG Orig. Proc. Rec.
MTS- MTA MTA MTS- MTS- MTA MTA MTS-
user user user user
Additional Physical Rendition o] o] - o] o] PD m
Counter Collection o] o] - (o] o] PD m m m m
Countef Collection with Advice o] 0 - o o] PD m
Delivery via Bureaufax Service o] o] - o] 0 PD m
EMS (Hxpress Mail Service) o] o] - o] o] PD (:1 m (:1 c2
Physicdl Delivery Notification o] o] - o] o] PD m
by MHY
Physicdl Delivery Notification o] o] - o] o] PD m
by PDS
Physicdl Forwarding Prohibited o] o] - o] o] PD m m m m
Registered Mail o] o] - o] a PD m
Registefed Mail to Addressee o] o] - o] o] PD m
in Persgn
Requegt for Forwarding o] o] - o] o] PD m
Addres
Special|Delivery o] 0 - o] o] PD c1 m (:1 c2
NOTE$
1 At least one of these EoS.must be supported
2 This EoS must be supported by the PDAU if it is supported by the MTA
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Table A.5 - Security Services

Element of Service Security Class
SO S1 S2
MTS- MTA MTS- MTA MTS- MTA
user user user
Content Confidentiality3 c1 m c1 m c1 m
Content Integrity m3 m3 m2 m2 m2 m2
Message Ofigin Authentication m4 m3 m2’4 m2 m2 m2
Message Sgcurity Labelling o] m3 m2 m2 m2 m2
Message Sgequence Integrity3 o] m o] m o] m
Non-repudigtion of Delivery o] m3 o] m3 m m
Non-repudigtion of Origin o] m3 o] m3 m m
Non-repudigtion of Submission i i i i m m
Probe Origih Authentication i i I i m2 m2
Proof of Delivery o] 0 m m m m
Proof of Supmission i i i i m m
Report Origin Authentication i i i i m m
Secure Access Management (o] o] m2 m2 m2 m2
NOTES
1 Support becomes m if support of an-SnC confidential class variant is claimed.
2 Thik EoS shall always be used‘and an MTA shall verify that the associated element(s) is(are) always
present.
3 An[MTA is not expected to take any action other than to support the syntax of the element(s) concerned.
4 MT[S-user to MTS-lser only.
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The following tables specify the requirements for a MS or MS-user component that implements MS Elements of
Service as defined in ISO/IEC 10021-1:1990. The "Basic" column reflects the basic requirements for
conformance to ISO/IEC ISP 10611 - i.e. the minimum level of support required by all MHS implementations

(see clause 6). The "Functional Group" column specifies any additional support requirements if support of an

optional functional group is claimed (see clause 7), together with the abbreviated name of the functional group
("FG"). Each column is further subdivided to distinguish the support required for an MS from that for an MS-user
- i.e. UA (the latter refers only to the use of MS services, not whether such services are made available to the
MHS user, and may be further qualified in a content type-dependent profile).

Iable A.b - base Message store

Elemer]t of Service Basic Functional Group
MS-user MS FG MS-user MS
MS Register (o] m
Stored Message Deletion m m
Stored Message Fetching m m
Stored Message Listing o] m
Stored Message Summary o] m
Table A.7 - MS Optional User Facilities
Elemernt of Service Basic Functional Group
MS:user MS FG MS-user MS
Stored Message Alert o] o]

Stored

Message Auto-forward
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A.3 MS94 Elements of Service

The following tables specify the requirements for a MS or MS-user component that implements MS Elements of
Service as defined in ISO/IEC 10021-1:1999 (or ISO/IEC 10021-1:1990/Amd.1:1994, which defined several new
Elements of Service in addition to those that were defined in ISO/IEC 10021-1:1990). The “Basic” column
reflects the basic requirements for conformance to ISO/IEC ISP 10611 by such a component - i.e. the minimum
level of support required by all MHS implementations (see clause 6). The "Functional Group" column specifies
any additional support requirements if support of an optional functional group is claimed (see clause 7), together
with the abbreviated name of the functional group ("FG"). Each column is further subdivided to distinguish the
support required for an MS from that for an MS-user (the latter refers only to the use of MS services, not whether
such services are made available to the MHS user, and may be further qualified in a content type-dependent
profile).

Table A.8 - Base Message Store

Element of|Service Basic Functional Group
MS-user MS FG MS-user MS

MS Register o] m

Stored Mespage Deletion m m

Stored Mespage Fetching m m

Stored Mespage Listing o] m

Stored Mespage Summary o] m
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Element of Service Basic Functional Group
MS-user MS FG MS-user MS
Auto-action Log c1 c1 AA m m
AG m m
AD m m
Auto-assignment of Annotations o o] AA m m
AutO'aubi\dlllllcllt Uf UIUUP r‘llalllcb \v) \v) AU LA LA
Auto-agsignment of Storage Period o] o] AD m m
Auto-cdrrelation of Reports o] o] AC m m
Auto-dgletion after Storage Period o] o] AD m m
Delivery Log o] o] LOG m m
Storagqg of Draft Messages o] o] SDM m m
Storagg on Submission c5 c5 S6 m m
AC m m
Storagq Period Assignment (:4 c4 AD m m
Stored Message Alert o] o] ALERT m m
Stored Message Annotation 02 c2 AA m m
Stored Message Grouping (:3 c3 SG m m
AG m m
Submisgion Log (:5 c5 LOG m m
NOTE$
1 shall be supported if-atleast one auto-action type is supported
2 this EoS is mandatory if Auto-assignment of Annotations is supported
3 this EoS is4Mandatory if Auto-assignment of Group Names is supported
4 this EQS\s-mandatory if at least one of Auto-assignment of Storage Period or Auto-deletion after
Storage*Period is supported
5 support of at least one of these two EoS'’s is mandatory if Auto-correlation of Reports is

supported
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Annex B

(normative)

Amendments and corrigenda

International Standards are subject to constant review and revision by the ISO/IEC Technical Committees
concerned. The following amendments and corrigenda are approved by ISO/IEC JTC1 and ITU-T SG 7 and are
considered as normative references in this part of ISO/IEC ISP 10611.

None cu - T i f mto the
latest edition.
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Annex C

(informative)

Secure messaging - rationale and implementation considerations

C.1 Introduction

The gurpose of the Security (SEC)functionat group 15 10 Uefie anm approach 1o e provision pf secure

messaging by Message Handling Systems (MHS) within the general framework of InternationalcStahdardized
Profilgs for MHS.

C.2 |Message handling vulnerabilities

The message handling vulnerabilities (threats) which can be protected using COMSEC and COMPUSEC
measuires are defined in annex D of ISO/IEC 10021-2:

. masquerade

. message sequencing

. modification of information
. denial of service

. repudiation

. leakage of information

Other specific threats exist if there is a failure:to' maintain information separation, including:

. manipulation

. misrouting

. insider threats
. outsider threats

Some|of these threats are defined in ISO 7498-2, which also specifies other threats, not all of which arg relevant
to MHPB.

Anney D’of41SO/IEC 10021-2 also indicates which MHS security services may provide protection against such
threats. "Some threats to MHS cannot be easily prevented, merely detected: others are not appropriate for
standardization.

C.3 General principles
C.3.1 Security policy

A general security policy of an organization will stipulate which vulnerabilities are considered as threats and
how these threats are countered (i.e. by procedural, physical, personnel, documentation and IT security
measures). Such a security policy can be defined as the set of laws, rules and practices that regulate how an
organization manages, protects, and distributes sensitive information. Thus a security policy defines an
organization's overall approach to security and will need to cover all security aspects.
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Security within an organization is not only the concern of MHS and must be viewed in a more global and general
sense. The wider aspects of a security policy would therefore include personnel security (such as the vetting and
confidence placed in staff), end-user access control, physical, procedural and documentation security. This
annex is, however, only concerned with IT security, specifically in the areas of communications (COMSEC) and
computer (COMPUSEC) security as applicable to standardization of a secure MHS operating in a store and
forward environment.

C.3.2 Security classes

In the MHS base standards, some threats are countered by IT security measures. These measures are realized

by providi

ng security services and implemented using security elements.

This MH
standards
realizatio
a security

Security
message
through &

Security
allow thsg
domains.

Security
the origin
MTS.

Each of t
for such
message

Each sed
within a g
an agree
must alwj
selection
security g
the MHS
of some
additiona
element i

C.34 En

5 ISP groups together those security features (services and elements) defined in the MHSY

N of a security policy, but is rather intended as a generic component which can help to implemen
policy.

origin authentication), and hence can be used to provide some protection-even in the case of
n intermediary MTS which may not be trusted.

class S1 additionally requires support and use of secure access management within the MTS s
enforcement of a label-based security policy and enable trusted interworking between s

class S2 additionally requires support and use of origin authentication checks within the MTS tg
of messages, probes and reports, thereby making it\possible to provide non-repudiation with

ne classes also has a variant (SnC) requiring support of end-to-end content confidentiality (the ra
ariants is to avoid the implementation cost and processing overhead involved in encrypting the
content unless this is a definite requirement).

urity class specifies a set of mandatery and optional security services. Mandatory security se
ecurity class can usually be selected by the subscriber or user, either on a per-message basis
| contractual period of time. Although facilities and mechanisms to support mandatory security sq
ays be provided, it is a localissue to determine whether such a security service is offered fg
or is permanently invoked. However, the use of some security services is always required for
lasses. This is specified.in this ISP by imposing additional dynamic requirements to those spec
base standards, ensuring that the corresponding protocol elements are always present. Similar
security services is”prohibited for certain security classes. This is specified in this ISP by im

dynamic requirements to those specified in the MHS base standards, ensuring that the p
5 never present.

Cryptienttechniques

base

into an incremental set of security classes. A security class will not generally provide\a complete

t such

class SO only requires support of end-to-end security services between UAS (content infegrity,

transit
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The secd

re.messaging facilities defined in the MHS base standards are provided using three basic s

pcurity

techniques, namely:
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symmetric encryption
asymmetric encryption

trusted functionality (i.e. COMPUSEC measures)
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The MHS standards permit the use of the techniques on an individual basis to provide security services or they
can be combined in line with a security policy. This ISP combines the techniques in order to provide a
comprehensive set of security facilities, which are intended to counter the vulnerabilities of a messaging service.
In some cases, the security services defined in the MHS standards can only be implemented using one of the
techniques above, namely asymmetric encryption. However, the actual technique employed will be dependent on
the algorithms, which will need to be registered by a security authority for the domain.

It is the intention of this ISP that implementations will not be restricted to asymmetric techniques. Wherever
possible, the security services can be implemented using trusted functionality in combination with symmetric,
asymmetric or both encryption techniques. In particular, this ISP permits the use of either asymmetric or
symmetric techniques for both the signed and encrypted data within the message token.

The agtual technique employed depends on the algorithm used. Algorithms are assumed to be bilaterally agreed
or registered by a registration authority. However, the algorithm-identifier must be unique gnd must
unambiguously identify the algorithm.

It is recommended that a conforming ASN.1 BIT STRING is normally used to contain the encrypted data (as
generated by use of the ENCRYPTED ASN.1 construct), thereby ensuring insertion ©f padding zero bits which
may bie necessary for correct operation of certain algorithms. Alternatively, the implementation should fake such
action|explicitly.

It is recommended that, in the absence of any requirement for support of other specific algorithms,
implementations support the algorithms identified in ISO/IEC 9594-8)\t"is also strongly recommepded that
implermentations are capable of using any encryption-based technigue.on a ‘plug-in’ or modular basis.

In the|case of verification of SIGNATURESs (e.g. origin authentication checks), implementations shoulfl assume
that alf relevant data present in the subject message, probe of4eport has been included in the signaturg.

C.3.5[Implementation Issues
C.3.5.1L Peer Entity Authentication
Peer [Entity Authentication is provided using* the strong authentication mechanisms on the varipus Bind
operations, using either asymmetric or symmetric techniques. The key management information necg¢ssary for
symmetric Peer Entity Authentication is eutside the scope of this ISP.
C.3.5.p Confidentiality

Conngction Confidentiality is ‘provided using the underlying OSI layers and is outside the scope of|this ISP.
Mechanisms to support-€oennection Confidentiality are subject to bilateral agreement between peers (i.e.
Conngction Confidentiality’/may even be achieved by trusting the peer OSI connection).

Content Confidentiality may be achieved by either symmetric or asymmetric encryption techniques.

NOTE |- Use-6f-asymmetric techniques precludes submission of messages to multiple recipients that do not usg the same
secret key,

C.3.5.3 Integrity

Connection Integrity is provided using the underlying OSI layers and is outside the scope of this ISP.
Mechanisms to support Connection Integrity are subject to bilateral agreement between peers. It should be
noted that the integrity of a connection may be increased by use of RTSE.

Content Integrity is achieved by computing a content integrity check as a function of the entire message content.
When symmetric techniques are used to compute the content integrity check a secret key is required. This
content integrity key may be confidentially sent to the message recipient using the Message Argument
Confidentiality security element - i.e. by means of encrypted data in the message token (there may be other keys
or parts of the key not sent by the originator with the message, but the key management of such external keys is
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outside the scope of this ISP). It should be noted that placing the content integrity check in the encrypted data of
the message token will provide additional protection against masquerade threats.

NOTE - Content Integrity can also provide integrity of receipt/non-receipt notifications and can assist in the provision of
"non-repudiation of receipt”, since non-repudiation of delivery may be insufficient where delivery is to a message store.

C.3.5.4 Message Origin Authentication
End-to-end (i.e. UA to UA) Message Origin Authentication (using the Message Argument Integrity security

element) is automatically provided by Content Integrity. Security class S2 provides additional protection (i.e. of
the integrity of the label) by requiring support of origin authentication checks within the MTS.

C.3.5.5 Hroof/Non-repudiation

If asymmetric techniques are used for Content Integrity, it can also provide Non-repudiation of Origin” (UA o UA)
depending on the level of trust placed in the certificate. If symmetric techniques are used, Content Integrity can
also provide Non-repudiation of Origin, but only by using a trusted notary to validate the-cCentent integrity and
provide tfusted key management facilities. A degree of non-repudiation can be provided\by the use of frusted
accountapility services.

NOTE - It|is assumed that an originating UA will ensure that delivery natification is requested when proof of deljvery is
requested

C.3.5.6 Secure Access Management

Secure Access Management can be implemented by a combination of Multi-Level Security (MLS) functipnality
and assurance of the various MHS components to support such/functionality. MLS functionality is suppofted in
the MHS |standards by the use of security labels, security context and the security token, and can be appli¢d in a
hierarchigal and/or role manner depending on the policy requirements of a domain.

MLS asstirance will generally also require other (COMRPUSEC) measures and is outside the scope of thg MHS
base stapdards and of this ISP. Reference should:be made to the appropriate security authority and fo any
applicabl¢ security evaluation criteria (e.g. US Db "Orange Book", European Information Technology Sgcurity
Evaluatioh Criteria [ITSEC]).

The Secyrity Context service ensures.that a message security label matches at least one of the set of|labels
specified|in the security context established between the communicating entities. An implementation|which
supports |this service must as a minimum support exact matching for equality on the security-policy-idgntifier,
security-dlassification and security-categories elements of the label. Any other matching rules (e.g. covering the
privacy-mark element or based on alternative methods of comparison) may be used in particular appl|cation
scenariog, but such specification and usage will be subject to bilateral agreement and will depend on the sgecurity
policy in force.

NOTE - The basic (support requirement is that absence of an element is not treated as "any value" - i.e. all pernpissible
combinatigns of-0ccurrence and value for the elements of the message security label are elaborated in the security dontext.
Thus, if 4 message with lesser protection requirements than the capabilities of the communicating entities iy to be
transferred, thén it should be labelled with the appropriate security class identifier and the security context should |nclude
this class within the set of acceptable security-policy-identifiers. Interworking can even be restricted to messages of only
one security class using this approach.

The message security label can be placed in the per-message extensions or in the signed or encrypted data of
the per-recipient message token. It is recommended that the integrity of the security label is protected by
including it in the token signed data or (if the label is in the per-message extensions) by computing a message
origin authentication check. Which of these labels is/are checked against the security context will depend on the
security policy in force. The security policy should also define any requirements on allowable (per-recipient) label
values in the case where a message is addressed to multiple recipients (and thus has multiple tokens). If a label
is also included in the token encrypted data, then it should not have the same value as in the token signed data
or the per-message extensions (and may thus have confidential end-to-end semantics). Such a label may be
used for secure access management by the recipient UA.
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C.3.5.7 Implications for the use of distribution lists

An MTA performing distribution list (DL) expansion must create all the per-recipient fields for the members of the
DL. It may either generate a new token for each DL member (i.e. using the recipient name of that DL member) if
the token contains encrypted-data, or if not it may copy the same token (i.e. containing the recipient name of the
DL itself) into the per-recipient fields for each DL member. In the former case, the content integrity check should
not be changed if it is to be used to provide message origin authentication. Also in such case, the DL expansion
point should support at least the same security class as the originator and have trusted functionality.

NOTE - The security policy may prohibit the use of distribution lists altogether. If, however, the security policy permits
distribution list expansion, then it may constrain any element of the DL Policy.

C.3.5.B Implications for redirection

ImpIe:I?entation of the Security functional group may additionally either require that any redirection fagilities are
trusted, or alternatively prohibit the use of redirection altogether.

If the [redirection facility is to be trusted, it will need to be subject to the security palicy and obey thg security
labels|as defined in the MHS base standards. It is recommended that the token is.not altered on redirgction (i.e.
it shoyld contain the originally-specified recipient name).

C.3.5.p Implications for 84 interworking

Securg interworking between implementations conforming to the Security functional group and 1984 slystems is
not supported. The double enveloping technique can, however, be tised to traverse a 1984 system.

C.3.5.10 Implications for use of the Directory

ImpIe:I?entation of the Security functional group may additionally either require that any Directory servige used is
trusted, or alternatively prohibit use of Directory services altogether.

C.3.5.11 Implications for conversion

Implementation of the Security functional gréup may additionally either require that any conversion fagilities are
highly|trusted to regenerate the appropriate security elements (notably the content integrity check), or pfohibit the
use of conversion within the MTS altogether. In particular, it should be noted that use of conversion fagilities will
invalidate any origin authenticatiofiybased on the original content. For this reason, it is recommepded that
convefsion prohibition is always set when non-secure MTAs are used for relay purposes.

C.3.5.12 Accountability,

Accountability dependson the identification and authentication of users, and that all relevant informatipn on the
actionp taken byusers is properly recorded and stored.

Accountability-features provided by domains (or MTAS) are subject to bilateral agreement between domains (or
MTAs) and’ may optionally provide non-repudiation services. Accountability features include pervasive
mechgnisms such as security logs, audit trails and archives, or they may be mechanisms supported by protocol.
Protocol-based mechanisms to support accountability will be subject to bilateral agreement.

C.4 Security class SO
C.4.1 Rationale

Security class SO is confined to security functionality operating between MTS-users on an end-to-end basis in
order to permit transfer across an MTS which may be untrusted. It is designed to minimize the required
functionality in the MTS to support the submission of elements associated with these services. Security services
which must be supported (i.e. must be made available) are those which are considered as essential in any
secure messaging environment, namely:
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. Content Integrity

. Message Origin Authentication (end-to-end)
Other security services, such as Content Confidentiality, may optionally be supported.
C.4.2 Technical implications
The technical implications of security class SO are as follows:

. an MTS-user will need mechanisms to generate digital signatures based on the use of the SIGNED,
SIGNATURE and ENCRYPTED ASN T Tonstructs on nmessagce bubmissiun,

. an MTS-user will need mechanisms to handle digital signatures based on the use of.the SIGNED,
SIGNATURE and ENCRYPTED ASN.1 constructs on message delivery.

C.5 Segcurity class S1
C.5.1 Rationale

Security ¢lass S1 is a superset of security class SO introducing basic requirements for security functionality not
only withjn the MTS-user but also within the MTS. This security functionality-within the MTS is desighed to
support the enforcement of a security policy within a security domain. As_a.consequence, S1 enables tfusting
routing to] be implemented.

NOTE - The level of trust in the route will depend on the level of trust in the(Security label and security context.
C.5.2 Teghnical implications

The techmical implications of security class S1 are as fofS0, plus:

. an MTA will need mechanisms to_Support registration, change-credentials and bind alpstract
operations (i.e. SIGNED ASN.1 construct for bind);

. an MS will need mechanisms-to support MS-registration and the MS-bind operation (i.e. SIGNED
ASN.1 construct for MS-Bind);

. message security labelling will need to be supported (the level of assurance is subject to indjvidual
security domain requirements);

. reliable accesswill need to be supported;

. an MTAwill need to check the presence of security elements for which presence is specified as
mandatory in this ISP;

. it-will be necessary to provide a trusted OSI connection between peers, to provide adéquate
confidentiality, integrity and peer entity authentication

. an MTS-user will need mechanisms to generate a proof of delivery SIGNATURE;
C.6 Security class S2
C.6.1 Rationale
Security class S2 is a superset of security class S1. It requires MTAs to check the origination of messages,
probes and reports within the MTS and to provide enhanced integrity checks on the security label while in the

MTS. The extra security services provided by this security class can help to provide trusted routing within an
MTS. Additionally, it is possible to provide non-repudiation within the MTS.
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C.6.2 Technical implications
The extra security services specified by security class S2 use asymmetric techniques exclusively.
The technical implications of security class S2 are as for S1, plus:

. an MTA or MTS-user will need mechanisms to process the SIGNED ASN.1 construct of certificates,
if certificates are used,;

. the option of supporting Content Confidentiality cannot be allowed when the message origin
authentication check (MOAC) is used to provide non-repudiation services;

. an MTA will need mechanisms to generate and process the SIGNATURE ASN.l~copstruct of
message, probe and report authentication checks (MOAC, POAC and ROAC);

. an MTA or MTS-user will need mechanisms to interface with a Directory service suppprting the
Authentication Framework as defined in ISO/IEC 9594-8, or can otherwise-distribute public keys by
some other trusted means which is compliant with ISO/IEC 9594-8;

. it will be necessary to provide a trusted means of generating certificates, if certificates are psed;

. an MTA will need mechanisms to generate a proof of submission/SIGNATURE;

an MTA will need mechanisms to generate ROAC SIGNATWURES with reports.
C.7 |Confidential security class variants (SnC)

C.7.1|Rationale

Thesg security class variants are supersets of S0, St and S2, adding the requirement for support of end-to-end
Contenpt Confidentiality. The rationale for these variants is to avoid the implementation cost and pjocessing
overh¢ad involved in encrypting the entire message content unless there is a definite requirement.|lIt is also
possiljle to protect the encryption techniques.-and mechanisms (i.e. algorithms, key lengths, key versions, etc) by
Securg Access Management.

C.7.2 [Technical implications

The tgchnical implications of the_¢onfidential security class variants are the same as those for the corrgsponding
primafy security class, plus:

. an MTS-user’will need mechanisms which can use the ENCRYPTED ASN.1 construct fo encrypt
and decrypt the message content.

C.8 pimple protected password

C.8.1 |Rationale

The Simple protected password is defined as a separate functional group. It does not fit in to the hierarchical
structure of the security classes and was first defined in the 1995-1996 publication of the base standards.

The password submitted in a bind operation is protected by adding a time stamp and a random number and then
protecting these attributes by a one-way function. This achieves a reasonable level of protection for the
password in transit. The password can still be handled as clear text by the binding applications. If a higher level
of protection is needed or if the password needs protection also in the binding applications, strong authentication
is recommended.

C.8.2 Technical implications

The technical implications of the Simple protected password functional group:
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