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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The publications Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 |
ISO/IEC 8824-3, Rec. ITU-T X.683 | ISO/IEC 8824-4 together describe Abstract Syntax Notation One (ASN.1), a
notation for the definition of messages to be exchanged between peer applications.

This Recommendation |International Standard defines encoding rules that may be applied to values of ASN.1 types
defined using the notation specified in the above-mentioned publications. Application of these encoding rules produces
a transfer syntax for such values. It is implicit in the specification of these encoding rules that they are also to be used
for decoding.

There are more than one set of encoding rules that can be applied to values of ASN.1 types. This Recommendation |
International Standard defines a set of JavaScript Object Notation Encoding Rules (JER), so called because the
encodings they produce are instances of the JSON grammar specified in ECMA 404.

This Reco
modify thg

Clauses 8
componen
control sed

Clause 13
JER encod

Clauses 14

i

Clauses 20
instruction|

Annex A 1

Annex B i

TITedation T intermationat-Starmdard-specifies the symtaxamnd semmarntics of JER encoding fmstruct

JSON text produced by the application of JER to certain ASN.1 types.

to 12 list the JER encoding instructions and specify the syntax for their assignment tofan-ASN
using either a JER type prefix (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31.3)yor a JEF
tion (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54).

defines the order of precedence if JER encoding instructions are present in both'a’ JER type pref]
ing control section.

to 19 specify:
) the syntax of each JER encoding instruction used in a type prefiX.or-a JER encoding control se

) restrictions on the JER encoding instructions that can betassociated with a particular Al
(resulting from inheritance and multiple assignments).

to 41 specify the JER encoding of ASN.1 types, referencing earlier clauses which define the JET

D>.
informative and contains examples of JER encodings where JER encoding instructions are not usq

informative and contains examples of JER eneoding instructions and their effect on the JER encod

ons which

.1 type or
. encoding

x and in a

Ction;

SN.1 type

2 encoding

d.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — ASN.1 encoding rules: Specification of JavaScript
Object Notation Encoding Rules (JER)

1 Scope

This Recommendation | International Standard specifies a set of JavaScript Object Notation Encoding Rules (JER) that
may be used to derive a transfer syntax for values of types defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T
X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, Rec. ITU-T X.683 | ISO/IEC 8824-4. It is implicit in the
specification of these encoding rules that they are also to be used for decoding.

The encod

ng rules QpP(‘iﬁP(‘] in this Recommendation } International Standard-

This Reco
and the rul
for specifi

2 h

The follow
constitute
were valid

Recommeidation | International Standard are encouraged to\investigate the possibility of applying the n

are used at the time of communication;

are intended for use in circumstances where interoperability with applications using JSON is
concern in the choice of encoding rules;

allow the extension of an abstract syntax by addition of extra values for all_forms of e
described in Rec. ITU-T X.680 | ISO/IEC 8824-1.

mmendation | International Standard also specifies the syntax and semanti¢s of JER encoding if
es for their assignment and combination. JER encoding instructions can belused to control the JEI
ASN.1 types.

Normative references

ing Recommendations and International Standards contaifi provisions which, through reference i
provisions of this Recommendation | International Standard.”At the time of publication, the edition|
. All Recommendations and Standards are subject.t0- revision, and parties to agreements bas

the major
ctensibility

structions,
R encoding

h this text,
5 indicated
ed on this
host recent

edition of the Recommendations and Standards listed belpw.’ Members of IEC and ISO maintain registers off currently
valid Interhational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITUI Recommendations.

2.1 Identical Recommendations | International Standards

+  Recommendation ITU-T X680 (2015) | ISO/IEC 8824-1:2015, Information technology + Abstract
Syntax Notation One (ASN.X): Specification of basic notation.

+ Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology + Abstract
Syntax Notation One(ASN.1): Information object specification.

+  Recommendation” ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology - Abstract
Syntax Notation One (ASN.1): Constraint specification.

+  Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology t+ Abstract
Syntax_Notation One (ASN.1): Parameterization of ASN. 1 specifications.

+ ,Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technolog)] — ASN.I
encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rutes (DER).

—  Recommendation ITU-T X.691 (2015) | ISO/IEC 8825-2:2015, Information technology — ASN.I
encoding rules: Specification of Packed Encoding Rules (PER).

2.2 Additional references

— ECMA Standard ECMA-404 (2013) — The JSON Data Interchange Format.

— IETF RFC 2045 (1996), Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies.

—  ISO International Register of Coded Character Sets to be Used with Escape Sequences.

— ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

© ISO/IEC 2018 - All I‘ightS reserved Rec. ITU-T X.697 (10/2017) 1
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3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

31 Specification of Basic Notation

For the purposes of this Recommendation | International Standard, all the definitions in Rec. ITU-T X.680 |
ISO/IEC 8824-1 apply.

3.2 Information Object Specification

For the purposes of this Recommendation | International Standard, all the definitions in Rec. ITU-T X.681 |
ISO/IEC 8824-2 apply.

33 Constraint Specification

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU{T X.682 |
ISO/IEC 8B24-3:

d) component relation constraint;

) table constraint.

34 Parameterization of ASN.1 Specification

This Recgmmendation | International Standard makes use of the following ternt,defined in Rec. ITU{T X.683 |
ISO/IEC8424-4:

. variable constraint.

35 Basic Encoding Rules (BER)

This Recommendation | International Standard makes use of theffollowing terms defined in Rec. ITU{T X.690 |
ISO/IEC 8B25-1:

d) data value;

) dynamic conformance;

q) encoding (of a data value);
) receiver;

) sender;

1 static conformance.

3.6 Packed Encoding Rules (PER)

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU{T X.691 |
ISO/IEC 8B25-2:

d) composite-type;
B) composite value;
q) outermost type;

d). < elay-safe encoding;

¢) siumple type;
f) textually dependent.
3.7 Additional definitions

3.7.1 abstract syntax value: A value of an abstract syntax (defined as a set of values of a single ASN.1 type)
which is to be encoded by JER or which is generated by JER decoding.

3.7.2 associated encoding instruction (for a type): A set of JER encoding instructions associated with a type.

3.7.3 effective value constraint (of an integer type): The smallest integer range that includes all the values of the
integer type that are permitted by the JER-visible constraints (see clause 7.2.7).

3.74 effective size constraint (of a bitstring type): The smallest integer range that includes the lengths of all the
values of the string type that are permitted by the JER-visible constraints (see clause 7.2.8).
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3.7.5 final encoding instructions (for a type): The set of JER encoding instructions associated with a type as a
result of the complete ASN.1 specification, and which are applied in producing encodings of that type.

3.7.6 inherited encoding instructions: A set of JER encoding instructions that are associated with the type
identified by a type reference.

3.7.7 JSON array: A series of JSON tokens that constitute an array structure as specified in ECMA 404, clause 7.

3.7.8 JSON member name string (of a component of a sequence, set, or choice type that is encoded as a JSON
object): The Unicode character string denoted by the name of the member of the JSON object identifying the
component in the JER encoding.

3.7.9 JSON number: A JSON token that is a number as specified in ECMA 404, clause 8.
3.7.10 JSON object: A series of JSON tokens that constitute an object structure as specified in ECMA 404, clause 6.

3.7.11 JSON string: A JSON token that is a string as specified in ECMA 404, clause 9.

NOTE } A JSON string is part of a JER encoding, it begins and ends with a quotation mark, may contain escapes;jar]d is distinct
from th¢ Unicode character string that it denotes.

3.7.12  JSON token: A Unicode character string that is one of the several kinds of tokens specified in ECMA 404,
clause 4.

3.7.13  JER encoding instruction: Notation used to change the JER encoding of a type.

3.7.14  JER-visible constraint: An instance of use of the ASN.1 constraint notation(that affects the JER epcoding of
a value.

3.7.15  qctet: A group of eight consecutive bits, numbered from bit 8 (the-most significant bit) to bit ] (the least
significant|bit).

3.7.16 prefixed encoding instruction: A JER encoding instruction that'is assigned to a type using a type frefix.
NOTE + Prefixed encoding instructions can delete, replace, or add to thed@ssociated encoding instructions of a type.

3.7.17 targeted encoding instruction: A JER encoding instruction that is assigned to multiple types usihg a target
list in a JER encoding control section.

NOTE + Targeted encoding instructions can delete, replace, or{add to the associated encoding instructions of multiple|types.

4 Abbreviations

For the pufposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1  Abstract Syntax Notation-One

ER Basic Encoding Rulessof ASN.1

ER JavaScript Object Notation Encoding Rules of ASN.1

ER Packed En¢oding Rules of ASN.1

DU Protocol'Data Unit

5 ncodings specified by this Recommendation | International Standard

5.1 his Recommendation | International Standard specifies a set of encoding rules which can be used to encode
and decod¢ th€ values of an abstract syntax defined as the values of a single (known) ASN.1 type. This claus¢ describes
their applicabitity and propertics.

5.2 JER encodings are always relay-safe provided the abstract values of the types EXTERNAL, EMBEDDED PDV,
and CHARACTER STRING are constrained to prevent the carriage of OSI presentation context identifiers.

53 If a type encoded with JER contains EXTERNAL, EMBEDDED PDV, or CHARACTER STRING types, then the outer
encoding ceases to be relay-safe unless the transfer syntax used for all the EXTERNAL, EMBEDDED PDV, or CHARACTER
STRING types is relay-safe.

NOTE - The character transfer syntaxes supporting all character abstract syntaxes of the form {iso standard 10646

level-1(1) ...} are canonical. Those supporting {iso standard 10646 level-2(2) ...} and {iso standard 10646
level-3(3) ...} are not always canonical. All the above character transfer syntaxes are relay-safe.

5.4 JER encodings are self-delimiting. Encodings are always a whole multiple of eight bits. When carried in an
EXTERNAL type, they shall be carried in the OCTET STRING choice alternative, unless the EXTERNAL type itself is
encoded in JER, in which case the value may be encoded as a single ASN.1 type (i.e., an open type). When carried in an
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OSI presentation protocol, the "full encoding” (as defined in Rec. ITU-T X.226 | ISO/IEC 8823-1) with the OCTET
STRING alternative shall be used.

5.5 This Recommendation | International Standard also specifies the syntax and semantics of JER encoding
instructions (see clauses 14 to 19).

5.6 ASN.1 forms a basic JSON schema notation. The ASN.1 schema is used to define the content and structure of
data using ASN.1 and the JavaScript Object Notation Encoding Rules. It can be used without JER encoding
instructions.

5.7 JER encoding instructions provide wider flexibility in the JSON texts that can be specified.

5.8 JER encoding instructions are assigned to ASN.1 type definitions or to type references using either or both of
JER type prefixes (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 31.3) and a JER encoding control section (see
Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 54). If encoding instructions are associated with a type definition, they are
carried with the ASN.1 type (through its type reference) into other type definitions and other ASN.1 modules. The final
encoding ipstructions of a type are applied when the type is encoded in JER and modify the JSON text produded.

6 onformance

6.1 ynamic conformance for the JavaScript Object Notation Encoding Rules is specifiedvin clauses 7 fo 41.

6.2 tatic conformance is specified by those standards which specify the application@fthese encoding fules.

6.3 Iternative encodings are permitted by the JavaScript Object Notation Eneoding Rules as encode}'s options.

Decoders that claim conformance to JER shall support all JER encoding alternatives:

6.4 The rules in this Recommendation | International Standard are specified in terms of an encoding [procedure.
Implementations are not required to mirror the procedure specified, providéd the octet string produced as th¢ complete
encoding ¢f an abstract syntax value is identical to one of those specified in this Recommendation | Irjternational
Standard fpr the applicable transfer syntax.

6.5 Implementations performing decoding are required to produce the abstract syntax value corresponding to any
received oftet string which could be produced by a sender conforming to the encoding rules identified in the transfer
syntax ass¢ciated with the material being decoded.

6.6 Iif an ASN.1 specification assigns JER encoding instructions in accordance with clauses 8 to 13 spch that an
ASN.1 type or component has final encoding instructiens that violate the restrictions specified in clauses 14 [to 19, then
that ASN.] specification is not in conformity with this Recommendation | International Standard, even if (Without the
encoding ipstructions) it would conform to all.the requirements of Rec. ITU-T X.680 | ISO/IEC 8824-1.

NOTE + It is only occasionally invalid to assign an encoding instruction to a "Type", as it can be negated (removed from the set
of assodiated encoding instructions) by a.further assignment. It is the final encoding instructions that determine confofrmity of the

specificption.
7 General provisions
7.1 Use of the type notation

7.1.1 These encoding rules make specific use of the ASN.1 type notation as specified in Rec. ITU{T X.680 |
ISO/IEC §824-1+Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, Rec. ITUIT X.683 |
ISO/IEC 8B24-4, and can only be applied to encode the values of a single ASN.1 type specified using that notation.

7.1.2 In—particular—but-not-exclusive heyare—dependent—on—thefollowinginformation-being retained in the
ASN.1 type and value model underlying the use of the notation:

a) the identifiers of the components of a sequence or set type and of the alternatives of a choice type;

b) the identifiers of the enumeration items of an enumerated type;

¢) whether a set or sequence type component has a default value or not;

d) the restricted range of values of a type which arise through the application of JER-visible constraints;

e) whether the type of a component is an open type.

7.2 Constraints

NOTE — The fact that some ASN.1 constraints may not be JER-visible for the purposes of encoding and decoding does not in any
way affect the use of such constraints in the handling of errors detected during decoding, nor does it imply that values violating
such constraints are allowed to be transmitted by a conforming sender. However, this Recommendation | International Standard
makes no use of such constraints in the specification of encodings.
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7.2.1 In general the constraint on a type will consist of individual constraints combined using some or all of set
arithmetic, contained subtype constraints, and serial application of constraints.

The following constraints are JER-visible:

a) non-extensible size constraints on bitstring types;

b) non-extensible single value constraints and value range constraints on the base of a real type;

c) an inner type constraint that applies a non-extensible single value constraint or value range constraint to
the base of a real type;

d) acontained subtype constraint in which the constraining type carries a JER-visible constraint.

7.2.2 All other constraints are not JER-visible. In particular, the following constraints are not JER-visible:

a) constraints that are expressed in human-readable text or in ASN.1 comment;

b) variable constraints (see Rec. ITU-T X.683 | ISO/IEC 8824-4, clauses 10.3 and 10.4);

q) user-defined constraints (see Rec. ITU-T X.682 | ISO/IEC 8824-3, 9.1);

d) table constraints (see Rec. ITU-T X.682 | ISO/IEC 8824-3);

d) component relation constraints (see Rec. ITU-T X.682 | ISO/IEC 8824-3, 10.7);

f) constraints whose evaluation is textually dependent on a table constraint cof-a componept relation
constraint (see Rec. ITU-T X.682 | ISO/IEC 8824-3);

g) extensible subtype constraints;

) size constraints applied to a character string or octet string type;

K) pattern constraints;
I)  value and value range constraints on integer types;
th) constraints on real types except those specified inlelause 7.2.1 (b);
1) constraints on the time type and on the useful.and defined time types;
@¢) inner type constraints except those specified-in clause 7.2.1 (c);
0 constraints on the useful types.
7.2.3 If a type is specified using a serial application of constraints, each of those constraints may or 1
individuallly JER-visible. If the last subtype“constraint of the series of constraints is JER-visible and ¢
extension [marker, then that subtype constraint is extensible for the purposes of these encoding rules.
constraint |s not extensible for the purposes of these encoding rules, even if it contains an extension marker.
NOTE + In a serial application of constraints, each subtype constraint removes the extensibility specified in earlier c
the serigs of constraints (see Reew/TU-T X.680 | ISO/IEC 8824-1, 50.8).

7.2.4 If a constraint that is-JER-visible is part of an INTERSECTION construction, then the resulting c

single value subtype constraints applied to a character string type;

permitted alphabet constraints;

hay not be
ontains an
Any other

nstraints of

nstraint is

JER-visibl, and consists 0f the INTERSECTION of all the JER-visible parts (with the non-JER-visible parts ignored).
7.2.5 Iif a constrait.that is not JER-visible is part of a UNION construction, then the resulting constraint {s not JER-
visible.
7.2.6 a conistraint has an EXCEPT clause, the EXCEPT keyword and the following value set is complete]y ignored,
Whether th value set Fr\”r\“r;ng the EXCERT ]zt:y“rnrﬂ 1s JER isible or not
7.2.7 The effective value constraint of an integer type is an integer range determined as follows, taking into account
all the JER-visible constraints present in the type definition and ignoring any constraints that are not JER-visible:

a) the lower bound of the effective value constraint is the least permitted value of the integer type, if such a

b)

value exists; otherwise, the effective value constraint has no finite lower bound;

the upper bound of the effective value constraint is the greatest permitted value of the integer type, if

such a value exists; otherwise, the effective value constraint has no finite upper bound.

NOTE - The only integer types that can have an effective value constraints with a finite lower or upper bound are the type of the
components of a real type, to which a value or value range constraint is applied by using an inner type constraint. Value
constraints on all other integer types are not JER-visible, and therefore the effective value constraint of those types has no finite
lower or upper bound.
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7.2.8 The effective size constraint of a bitstring type is a single integer range determined as follows, taking into
account all the JER-visible constraints present in the type definition and ignoring any constraints that are not JER-
visible:

a) the lower bound of the effective size constraint is the length of the shortest permitted value of the string
type (possibly zero);

b) the upper bound of the effective size constraint is the length of the longest permitted value of the string
type, if such length is finite; otherwise, the effective size constraint has no finite upper bound.

7.3 Type and value model used for encoding

7.3.1 An ASN.1 type is either a simple type or a type built using other types. The notation permits the use of type
references and tagging of types. For the purpose of these encoding rules, the use of type references and tagging have no
effect on the encoding and are invisible in the model. The notation also permits the application of constraints and of
error specifications. JER-visible constraints are present in the model as a restriction of the values of a type. Other
constraintg and error specifications do not affect encoding and are invisible in the JER type and value model.

7.3.2 A value to be encoded can be considered as either a simple value or as a composite value\builf using the
structuring mechanisms from components which are either simple or composite values, paralleling-the strudture of the
ASN.1 typg definition.

7.4 Types to be encoded

7.4.1 Clauses 20 to 41 specify the encoding of the following types: boolean, integér, enumerated, real, bitstring,
octetstring} null, sequence, sequence-of, set, set-of, choice, object identifier, relative object identifier, internptionalized
resource r¢ference, relative internationalized resource reference, embedded-pdy, jexternal, restricted charagter string,
unrestrictefl character string, time, and open types.

7.4.2 The selection type shall be encoded as an encoding of the selected type.

7.4.3 This Recommendation | International Standard does not cofitain specific provisions for the encoding of tagged
types as tagging is not visible in the type and value model used for'these encoding rules. Tagged types are thfis encoded
according fo the type which has been tagged.

7.4.4 An encoding prefixed type is encoded according té’the type which has been prefixed.

7.4.5 The useful types GeneralizedTime, UTCTime, and ObjectDescriptor shall be encoded as if they had
been replaped by their definitions given in Rec. ITUT X.680 | ISO/IEC 8824-1, clause 45. Constraints on| the useful
types are njot JER-visible.

7.4.6 A type defined using a value setiassignment shall be encoded as if the type had been defined using the
production specified in Rec. ITU-T X.6804ISO/IEC 8824-1, 16.8.
7.5 Encoding instructions

7.5.1 JER encoding instrictions modify the JSON text produced by the application of the JavaSciipt Object
Notation Hncoding Rules to atype.

7.5.2 All occurrences of ASN.1 "Type" notation have an associated set (possibly empty) of JER encoding
instructiong (the findl encoding instructions). Encoding instructions are associated with a "Type" through:

d) (inherited encoding instructions) the presence of associated encoding instructions on the "Type" used in
the definition of a "typereference" used as a "Type";

b)— (targeted encoding INstructions) assignment ol one or more JER encoding instructions to multiple types
using a JER encoding control section;

¢) (prefixed encoding instructions) assignment of one or more JER encoding instructions to an occurrence
of "Type" using JER type prefixes; and

d) (import-list encoding instructions) assignment of one or more encoding instructions to all type references
imported from an identified ASN.1 module.

7.5.3 The effect of assigning a JER encoding instruction is to add, delete, or replace associated encoding
instructions.
7.5.4 The order (or manner) in which encoding instructions become part of (or are removed from) the set of

associated encoding instructions is not significant in the application of the final encoding instructions.

6 Rec. ITU-T X.697 (10/2017) © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=5dca70c723411189f6126901e1545e51

ISO/IEC 8825-8:2018 (E)

7.5.5 The final encoding instructions affect the JER encoding of types. They have no other impact, and in particular
are not associated with any value reference defined using the type, nor do they affect value mappings, nor do they affect
other encoding rules.

7.6 Production of a complete JER encoding

7.6.1 I

fan ASN.1 type is encoded using JER and the encoding is contained in:

a) an ASN.1 bitstring type or octetstring type; or

b) any part of an ASN.1 external or embedded-pdv type; or

¢) any carrier protocol that is not defined using ASN.1,

then that ASN.1 type is defined as an outermost type, and clause 7.6.2 shall be applied to all the encodings of its
abstract values.

7.6.2

IS ON

e shall be

encoded in

7.6.3 1
these enco

8 h

8.1 1
and in an
Rec. ITU-]

8.2 |
JER "Encq
NOTE
these sy

8.3 ’

8.4 i
"Encoding
constructs
Standard.

[l < £ I1Q N | tlaat fadoot o 41 s £ bctraat 1 £ 41 v $t
TICTSUITCSUT JoUTY TURUITS  UTat COTISTIToiC IO CTIIVOUTITEOT diT dUStTav T vardt—UT i UUICIIIToOST Ty

UTF-8 into an octet string, which is the complete encoding of the abstract value of the outermostt

he use of any of the escapes specified in ECMA 404, clause 9, is permitted in any JSON &tring pf
Hing rules.

Notation, lexical items and keywords used in JER encoding instructions

'he notation used in specifying the syntax of an "EncodingInstruction" in,a\IER type prefix (see
'EncodinglnstructionAssignmentList" in a JER encoding control section(sée clause 11) is that
[ X.680 | ISO/IEC 8824-1, clause 5.

Rec. ITU-T X.680 | ISO/IEC 8824-1, clauses 11 and 12.1 also apply~to a JER "Encodinglnstructio
dingInstructionAssignmentList".

L In particular, arbitrary ASN.1 white-space characters and ASNA“comments can appear between lexical iten]

htactic constructs.

[he following lexical items are used in this Recommendation | International Standard:
comment (see Rec. ITU-T X.68Q | ISO/IEC 8824-1, clause 12.6)
identifier (see Rec. ITU-T X.680ISO/IEC 8824-1, clause 12.3)
modulereference  (see Rec. ITU-T X;680 | ISO/IEC 8824-1, clause 12.5)
number (see Rec. ITU-T\X:680 | ISO/IEC 8824-1, clause 12.8)
typereference (see Rec. ITUST X.680 | ISO/IEC 8824-1, clause 12.2)

"y (see Rec, ITYU-T X.680 | ISO/IEC 8824-1, clause 12.37)
"y (see Re€JITU-T X.680 | ISO/IEC 8824-1, clause 12.37)

(see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
" (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
oy (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)
"o (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 12.37)

'he keywordssspecified in clause 8.5 are used in either or both of JER "EncodingInstruction"
[nstructionAssignmentList"s (in addition to some ASN.1 reserved words), and can appear in suc
only with-the meaning assigned to them in the following clauses of this Recommendation | In

ype.
oduced by

Clause 10),
defined by

n" and to a

s in both of

5 and JER
h syntactic
ternational
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The keywords are:

ARRAY

AS

BASE64
CAPITALIZED

IN

LOWERCAMELCASED
LOWERCASED
NAME

NOT

OBJECT

TEXT
UNCAPITALIZED
UNWRAPPED

UPPEietMEﬁeﬂSED
UPPERCASED

9.2
in a JER

Assignment using a type prefix is specified in clause 10. Assignment using a JER encoding control section i

in clause

9.3

used to adgl or to replaee“an encoding instruction (use of "Positivelnstruction"), or a negating instruction use
one or mofe associated encoding instructions (use of "Negatinglnstruction").

9.4

9.5

$pecifying JER encoding instructions
The JER "Encodinglnstruction" production is:

EncodingInstruction::=
Positivelnstruction
| NegatingInstruction

Positivelnstruction ::=
Instruction

NegatingInstruction ::=
NOT Instruction

Instruction ::=

ArraylInstruction

| Base64Instruction

| Namelnstruction

| ObjectInstruction

| TextInstruction

| UnwrappedInstruction

JER encoding instructions canbe assigned to ASN.1 types using either the "Encodinglnstruction”
type prefix or the "EncodinglnstructionAssignmentList" production in a JER encoding conty

Ift.

An encoding instruction in a type prefix or in a JER encoding control section can be a positive {

An "Instruction" consists of three parts:

d)\ akeyword identifying the category of the encoding instruction;

production
pl section.
5 specified

nstruction,
l to cancel

b) syntax, specific to each encoding instruction category, providing details of the encoding instruction.

NOTE — When used in a negating instruction, this is always empty. It is also empty in some JER encoding
for which the keyword is a sufficient definition.

Some JER encoding instructions require the specification of one or more abstract values of a

instructions

type. This

specification uses the "Value" production (see Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 17.7). If a "valuereference"
is used as "Value", then this "valuereference" shall be defined in (or imported into) the ASN.1 module containing the
JER encoding instruction.

NOTE - This means that the value can be specified either directly using basic ASN.1 value notation or by a value reference.

9.6
specify th

Table 1 lists in column 1 the alternatives in the "Instruction" production. Column 2 gives the clauses that

e requirements for use of these encoding instructions and their effects on the encodings.
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Table 1 — Encoding instructions and their defining clauses

Encoding instruction Defining clause

Arraylnstruction Clause 14

Base64Instruction Clause 15

Namelnstruction Clause 16

Objectlnstruction Clause 17

TextInstruction Clause 18

UnwrappedInstruction Clause 19
9.7 Each of the alternatives of the "Instruction" production is in a defined category of encoding instruction. In this
Recommendation | Internationa andard the category of each encoding instruction is de he name of the

corresponding production.

9.8 An ASN.1 type can never have more than one associated JER encoding instruction of a given cdtegory, no
matter how they are assigned. The result of multiple assignments of a JER encoding instruction of.a'given gategory is
specified if clause 13.3.

9.9 the "Type" in a "TypeAssignment" (see Rec. ITU-T X.680 | ISO/IEC 8824:1,)16.1) has final encoding
instructiong, all uses of the corresponding "typereference" (in the module containing the "FypeAssignment" jor in some
other modple) inherit its final associated encoding instructions, except that any final NAME encoding instrudtion is not
inherited.

10 Assigning a JER encoding instruction using a type prefix

Each use df an "Encodinglnstruction” in a type prefix assigns that JEReficoding instruction to the occurrencg of "Type"
associated [with the type prefix.

11 Assigning a JER encoding instruction using a JER-eéncoding control section
11.1 The JER "EncodinglnstructionAssignmentList"production is:

EncodingInstructionAssignmentList ::=
TargetedEncodingInstruction
EncodinginstructionAssighmentList ?

TargetedEncodinglInstruction. t:=
"[" Encodinglnstruction "|" TargetList

11.2 The "EncodingInstruction production is defined in clause 9.

11.3 Fach use of a "TargetedEncodingInstruction” in a JER encoding control section assigns the JER encoding
instruction| to the occurrences of "Type" that are identified in the "TargetList" of the targeted encoding instryction. The
"TargetList" productiomand the targets it identifies are specified in clause 12.

12 ]dentiﬁcation of the targets for a JER encoding instruction
12.1 Jes

12.1.1  The target of a prefixed encoding instruction is always the type associated with the prefix.

12.1.2  The target of a targeted encoding instruction is determined as follows.

12.1.3  The "TargetedEncodingInstruction" specifies the JER encoding instruction that is being assigned, and the
target(s) for that assignment within the ASN.1 module, specified by the production "TargetList". All targets are an
occurrence of the "Type" production within the ASN.1 module.
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12.1.4

12.1.5

12.2
12.2.1

12.2.2

12.3
12.3.1

12.3.2

or of a typ¢ defined using the corresponding constructor.

124
12.4.1

12.4.2

of the imp¢rts clause of the module.

12.4.3

after the fipal encoding instriictions produced by assignment in the exporting module have been assigned.

12.4.4

"typerefergnce" in a~module that imports it are those inherited in this importing module, and are not 4
assignmen} of encoding instructions using an "ImportedTypesldentification". This assignment affects only thq
type reference, within this module.

13

13.1
13.1.1
13.1.2

13.1.3

10

The "TargetList" production is:

TargetList ::=
Targets ", " +

Targets ::=
Typeldentification
| BuiltInTypeldentification
| ImportedTypesldentification

The JER encoding instruction is assigned to all the types identified by the "TargetList" as specified in
clauses 12.2 to 12.4.

Types defined in the module

The "Typeldentification" production is:

Typeldentification ::=
ALL

A use of this production identifies all "Type"s in "TypeAssignment"s in the module.

Built-in types
The "BuiltInTypeldentification" production is:

BuiltInTypeldentification ::=
CHOICE

ENUMERATED
OCTET STRING
SEQUENCE

SET OF

|
|
|
|
A use of this production identifies all textual occurrences within the module of the corresponding b

Types imported from another module
The "Imported Typesldentification" production is:

ImportedTypesldentification ::=
ALL IMPORTS FROM modulereference
The "modulereference" shall’'bé-one of the "modulereference"s used in one of the "GlobalModuleR

The JER encoding instruction is assigned to each of the "typereference"s in the corresponding "Sy]

If an imported V'typereference" is exported from this module, the final encoding instructions inheri

hilt-in type

eferences"

mbolList",

ted by that
ffected by
use of the

Multiple assignment of JER encoding instructions

Order in which multiple assignments are considered

A "Type" which is not a "typereference" initially has an empty set of associated encoding instructions.

A "Type" which is a "typereference" (which may be imported) initially has the set of final encoding
instructions of the "Type" which was assigned to it when it was defined (possibly modified by encoding instructions
assigned to it in the imports list of an importing module — see clause 12.4).

Targeted encoding instructions for a "Type" (using a JER encoding control section) are assigned next, in the
order in which the targeted encoding instructions appear in the JER encoding control section.

Rec. ITU-T X.697 (10/2017) © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=5dca70c723411189f6126901e1545e51

ISO/IEC 8825-8:2018 (E)

13.1.4  Prefixed encoding instructions (using a type prefix) assigned to a type are considered next, with the rightmost
(the innermost) prefixed encoding instruction considered first, and the leftmost (the outermost) prefixed encoding
instruction considered last.

13.1.5 Each assignment of an encoding instruction produces a new set of associated encoding instructions, as
specified in clauses 13.2 to 13.3.

13.2 Effect of assigning a negating encoding instruction

An assignment of a negating encoding instruction (use of "Negatinglnstruction") results in the removal (from the set of
associated encoding instructions) of any encoding instruction of the same category.
NOTE 1 — A negating encoding instruction never becomes part of the set of associated encoding instructions.

NOTE 2 — When an "Instruction" occurs as part of a "Negatinglnstruction", the "Instruction" consists only of a keyword (for
example, NAME rather than NAME AS "a").

13.3 ultiple assignment of JER encoding instructions of the same category

NOTE } Multiple assignment of JER encoding instructions of the same category is expected to be rare, except where a JER
encodin instruction is assigned globally, and an overriding (possibly negating) encoding instruction is assighed’to sgecific types
or comgjonents.

13.3.1 ssignments of positive encoding instructions (use of "Positivelnstruction") result 1/ the addition|(to the set
of associafed encoding instructions) of that JER encoding instruction if there are no¢otHer associated encoding
instructionf of the same category.

13.3.2 there is an encoding instruction of the same category in the set of associdtéd encoding instructionf, then that
encoding ipstruction is removed from the set, and the assigned JER encoding instruction is added.

13.3.3  Iff a type that appears in a "ContentsConstraint”, in a "TypeConstraint", or in a "TableConstraint" is to be
encoded by JER, then the final encoding instructions (as determined by the above rules) are used in determining the
encoding ¢f that type. If a type appears in any other ASN.1 constraifit; then all associated encoding instrjictions are
discarded.

14 The ARRAY encoding instruction

14.1 General
14.1.1  The "ArraylInstruction" is:

Arraylnstruction ::=
ARRAY

14.1.2  Application of this final endoding instruction to a sequence type causes the type to be encoded ps a JSON
array instepd of as a JSON object (see clause 27).

14.2 Restrictions

If the fina] encoding instructions for an ASN.1 type contain an ARRAY encoding instruction, then the type| shall be a
sequence type. Any component of the sequence type that is either:

d) a coniponent marked OPTIONAL or DEFAULT, or
) ~ anextension addition that is a "ComponentType", or

O—a-component-contained-in-an-extension-addition-group
[=3 i

shall not be an open type, an extensible choice type with a final UNWRAPPED encoding instruction, or a type that
produces the JSON token null for one of its abstract values.

15 The BASE 64 encoding instruction

15.1 General
15.1.1 The "Base64Instruction" is:

Base64Instruction ::=
BASE64

15.1.2  Application of this final encoding instruction to an octetstring type causes the type to be encoded as a Base64
string as specified in IETF RFC 2045, 6.8 (see clause 25).
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15.2 Restrictions

If the final encoding instructions for an ASN.1 type contain a BASE64 encoding instruction then the type shall be an
octetstring type.

16

16.1
16.1.1

16.1.2

"Positivelngstruction"” and the second alternative shall be wused/ when the "Namelnstruction" oc
"Negatinglnstruction".

16.1.3
Since this

type has np effect on the JER encodings unless the type-is the "Type" in the "NamedType" (possibly a "
textually ofcurs within one or more nested "PrefixedFype"s) of a sequence, set, or choice component.

16.1.4

changes the Unicode string to be denoted by the name of the member identifying the component in the JER
hme can be specified either as areplacement string (use of "NewName") or as a case change operafion (use of
"Keywordl) to be applied to the identifiernof the component.

The new n

16.1.5
case of so

16.1.5.1

replaced by its upper-case-equivalent.

16.1.5.2

replaced by their-upper-case equivalent. Other characters are unchanged.

16.1.5.3

The NAME encoding instruction

General
The "Namelnstruction" is:

Namelnstruction ::=
NAME AS NewNameOrKeyword
| NAME

NewNameOrKeyword ::=
NewName
| Keyword

NewName ::=
RestrictedCharacterStringValue

Keyword ::=

CAPITALIZED

| UPPERCAMELCASED
| UPPERCASED

| LOWERCAMELCASED
| LOWERCASED

The first alternative of '"Namelnstruction" shall be uséd when the "Namelnstruction" od

This encoding instruction is normally assigned to the.type of a component of a sequence, set, or ¢
encoding instruction is not inherited (see clause~9:9), its presence among the final encoding instry

Application of this final encoding ingtruction to the type of a component of a sequence, set, or ¢

YWhen the "Keyword" alternative is used, the new name shall be derived from the identifier by ch
the of its characters as'specified in the following subclauses.

If the "Keyword" ‘is' CAPITALIZED, then the first character of the identifier (a lower-case lette]

If the "Keyword" is UPPERCASED, then all characters of the identifier that are lower-case lette

curs in a
urs in a

hoice type.
ctions of a
Type" that

hoice type
encoding.

anging the

I) shall be

s shall be

mfhe"Kcy“mnd"isUPPERCAMELCASED,ﬂwn

a) the first character of the identifier (a lower-case letter) shall be replaced by its upper-case equivalent;

b) all characters of the identifier that are lower-case letters and are preceded by a hyphen shall be replaced

by their upper-case equivalent; and

c) any hyphens present in the identifier shall be removed.

16.1.5.4 If the "Keyword" is LOWERCASED, then all characters of the identifier that are upper-case letters shall be
replaced by their lower-case equivalent. Other characters are unchanged.

16.1.5.5

12

If the "Keyword" is LOWERCAMELCASED, then

a) all characters of the identifier that are lower-case letters and are preceded by a hyphen shall be replaced

by their upper-case equivalent; and

b) any hyphens present in the identifier shall be removed.
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Restrictions

When this final encoding instruction is associated with the types of one or more components of a sequence, set, or
choice type, the final set of Unicode character strings consisting of the unchanged strings and the new strings
identifying the components of the type shall not contain two identical strings.

17

17.1
17.1.1

17.1.2

set-of typd to be encoded as a JSON object instead of as a JSON array (see clause 30). The JSON object W
one member for each item of the set-of value.
NOTE +} A typical use of this encoding instruction is to produce a JSON object that represents an unordered/set of
betweer] a key (a value of an ASN.1 type encoded as a JSON string) and a value of an arbitrary ASN,1 type. Such 4 set is often
called a

17.2

If the fina] encoding instructions for an ASN.1 type contain an OBJECT encoding inStruction, then the type
set-of type| whose component type is a sequence type with two components and(without an extension markej
component of the sequence type shall be of one of the following types: IA5St¥ring, IS0646String, Visib

The OBJECT encoding instruction

General
The "Objectlnstruction" is:

ObjectInstruction ::=
OBJECT

causes the

+ 4 4 4 4 4+ 4 4 4+
1. - Loalos o Lo 1 . M M £ 1 M
PPICatior UT UITS THIAT CITCOUTITE IS T UCTIUIT TU—a-SUT=UT Ty PUTWITOSU CUTIHTPOTICITIU TS ~a - SUUCIILUTT Yy DU

"

map".

Restrictions

ill contain

hssociations

shall be a
r. The first
leString,

NumericSftring, PrintableString, BMPString, UniversalString, UTF8String, or an enumefated type.

Neither component of the sequence type shall be marked OPTIONAL or DEFAULT.

18 The TEXT encoding instruction
18.1 General
18.1.1  The "TextInstruction" is:
TextInstruction ::=
TEXT TextChangeList
| TEXT
TextChangeList ::=
TextChange ", " +
TextChange ::=
IdentifierOrAll 2s NewTextOrKeyword
NewTextOrKeyword ::=
NewFext
| Keyword
NewT'ext ::=
| RestrictedCharacterStringValue
IdentifierOrAll ::=
identifier
| ALL
18.1.2 The first alternative of "TextInstruction" shall be used when the "Textlnstruction" occurs in a
"Positivelnstruction" and the second alternative shall be used when the "Textlnstruction" occurs in a
"NegatinglInstruction".
18.1.3  The "Keyword" is defined in clause 16.

18.1.4

© ISO/IEC 2018 - All rights reserved

Application of this final encoding instruction to an enumerated type changes the Unicode character strings
that identify one or more enumeration items. Each new string can be specified either as a replacement string (use of
"NewText") or as a case change operation (use of "Keyword") to be applied to the identifier of the enumeration item as
specified in clause 16.1.5.
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18.1.5 When the first alternative of "IdentifierOrAll" ("identifier") is used, the change specified by the
"NewTextOrKeyword" applies to the enumeration item with that identifier. When the second alternative of
"IdentifierOrAll" (ALL) is used, the change applies to all the enumeration items whose identifiers do not appear in this
TEXT encoding instruction.

18.2 Restrictions

18.2.1 Ifthe final encoding instructions for an ASN.1 type contain a TEXT encoding instruction then the type shall be
an enumerated type.

18.2.2  Each enumeration identifier shall occur at most once in a TEXT encoding instruction. The second alternative
of "IdentifierOrAll" (ALL) shall occur at most once in a TEXT encoding instruction. When the "IdentifierOrAll" in a
"TextChange" is ALL, the "NewTextOrKeyword" shall be a "Keyword".

18.2.3  The final set of Unicode character strings consisting of the unchanged strings and the new strings identifying
the enumefatioN [TeIS St TOT COMTAIT tWO [deITtical StriTgs.

19 The UNWRAPPED encoding instruction

19.1 General
19.1.1  The "UnwrappedInstruction" is:

UnwrappedInstruction ::=
UNWRAPPED

19.1.2  Application of this final encoding instruction to a choice type causes the values of the choice [type to be
encoded a§ unwrapped (see clause 31).

19.2 Iestrictions

19.2.1 the final encoding instructions for an ASN.1 type contain an UNWRAPPED encoding instruction, then the type
shall be afchoice type that satisfies the conditions in the following clauses, taking account of any fina] encoding
instructionf present on the types of the alternatives or on their,components.

19.2.2  Kor each of the following kinds of JSON values:

d) the JSON token null
B) the JSON token false
q) the JSON token true
d) aJSON number

d) aJSON string

f) aJSON array

there shall|be at most one alternative that produces a JSON value of that kind for one or more of its abstract vhlues.

19.2.3 the choicetype has two or more alternatives that produce a JSON object for one or more of th¢ir abstract
values, then those alternatives shall be sequence or set types without an extension marker. Each of those types may be
either a sequence type or a set type. For any two such types, one of them shall have at least one component ot marked
OPTIONAL| 0f/DEFAULT whose JSON member name string differs from the JSON member name strings| of all the
componentsof-the-other-

NOTE — The above text excludes any other ASN.1 type that can produce a JSON object for one or more of its abstract values
(certain real types, certain bit string types, set-of types with a final OBJECT encoding instruction, extensible sequence or set types,
choice types without a final UNWRAPPED encoding instruction, and certain choice types with a final UNWRAPPED encoding
instruction).

19.2.4  None of the alternatives of the choice type shall be an open type or an extensible choice type with a final
UNWRAPPED encoding instruction.

20 Encoding of boolean values

The encoding of a boolean value shall be one of the two JSON tokens false and true, denoting the boolean values
FALSE and TRUE, respectively.

NOTE — The use of quotation marks around false or true is forbidden.
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21 Encoding of integer values

The encoding of an integer value shall be a JSON number denoting the value, with no fractional part and no exponent.

NOTE - The use of quotation marks around the number is forbidden. Superfluous leading zeros are forbidden.

22 Encoding of enumerated values

221 The encoding of an enumerated value shall be a JSON string.

22.2 If the enumerated type has a final TEXT encoding instruction and the instruction changes the string assigned to
the chosen enumeration item, the Unicode character string denoted by the JSON string shall be the string produced by
the instruction; otherwise, the Unicode character string denoted by the JSON string shall be the identifier of the chosen
enumeration item.

NOTE - The use of quotation marks around the identifier or the string produced by the TEXT encoding instruction is required.
The use of escapes is allowed in all JSON strings.

23

23.1

23.1.1
shall be en|

constraint

q

23.14
specified i

23.1.5

23.2 |

The real v
one specifi

ncoding of real values

eneral

)

therwise, the realyalue shall be encoded as specified in clause 23.4.

Encoding of the special real values

nlue shallbe encoded as a JSON string. The Unicode character string denoted by the JSON string {
ed/in<Fable 2.

the base of the real value is 2, then the real value shall be encoded as spegified in clause 23.3.

neither of the two above clauses applies, then the encoding of a real value depends on the effe
bf the base of the real type, which shall be determined as follows:

the effective value constraint of the base includes only the value 10, then the real value shall be
clause 23.3.

if there are no JER-visible constraints, the effective valye éonstraint of the base is an integer|
includes both the value 2 and the value 10;

if there is an inner type constraint on the real type;\the effective value constraint of the base]
resulting from the JER-visible constraint that the inher type constraint applies to the base com

when two or more JER-visible constraints are;combined into an INTERSECTION construction,
in a JER-visible constraint (see clause 7.2:4); the effective value constraint of the base is the i
of all the effective value constraints of the bases in the members of the INTERSECTION constru

when two or more JER-visible constraints are combined into a UNION construction, they resul
visible constraint (see clause 7.2(5); the effective value constraint of the base is the smallest in
that includes all the effective yaltie constraints of the bases in the members of the UNION const

when an EXCEPT clauseAs\present, it is ignored.

the real value is one of the special values -0, MINUS-INFINITY, PLUS-INFINITY, and NOT-A-[NUMBER, it
coded as specified in clause 23.2.

23.1.2 :E
23.1.3

Ctive value

range that

is the one
ponent;

they result
htersection
ction;

| in a JER-
eger range
fuction;

bncoded as

hall be the
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Table 2 — Encoding of the real special values

Value Unicode character
string
-0 n_Q"
MINUS-INFINITY "-INF"
PLUS-INFINITY "INF"
NOT-A-NUMBER "NaN"
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23.3 Encoding as a JSON number

The real value shall be encoded as a JSON number denoting the value.

234 Encoding as a JSON object

The real value shall be encoded as a JSON object with a single member. The Unicode character string denoted by the
name of the member shall be "basel0vValue" and the value of the member shall be a JSON number denoting the
value.

NOTE — The use of escapes is allowed in all JSON strings.
EXAMPLES

Any base-2 value of the real type denoted by REAL is encoded as a JSON number.

Any base-10 value of the real type denoted by REAL is encoded as a JSON object as specified in clause 23.4.

The value LdINUS—INFINITY of the real type denoted by REAL is encoded as the JSON string "-INF". Noteythat the use
of escapesl|is allowed in all JSON strings.

Any valug of the real type denoted by REAL (0 | WITH COMPONENTS { mantissa (-99999..99999), base
(2) , exppnent (-55..55)}) is encoded as a JSON number. This real type includes a set ofBase-2 valugs, includes
the real vglue 0, but does not include the special real values -0, MINUS-INFINITY, PLUS-INFINITY, and NOT-A-
NUMBER.

Any valpe of the real type denoted by REAL (0 | WITHS/ COMPONENTS { |mantissa
(-999999099999..999999999999) , base (10), exponent (-20..20)})i$ encoded as a JSON number. This
real type ipcludes a set of base-10 values, includes the real value positive zéro, but does not include the gpecial real
values -0, MINUS-INFINITY, PLUS-INFINITY, and NOT-A-NUMBER.

24 ncoding of bitstring values

24.1 eneral

The encodjng of a bitstring value depends on the effective-size constraint of the bitstring type (see clause 7.2.8). If the
lower and fipper bounds of the effective size constraint are-identical, clause 24.2 applies, otherwise clause 24.3 applies.

24.2 Encoding of bitstring types with a fixed ‘size

24.2.1 The encoding of a bitstring value with a fixed size shall be a JSON string. The Unicode chardcter string
denoted by the JSON string shall consistcof an even number of the hexadecimal digits 0123456789abcdefABCDEF,
with each fonsecutive pair of digits encoding one group of eight consecutive bits in the bitstring value. If the length of
the bitstrirjg value is not a multiple of 8 bits, the bitstring value shall be encoded as if it contained extra bitg, up to the
next multiple of 8, all set to zero«If the bitstring value is empty, the JSON string shall be empty.

NOTE + The use of escapes.isiallowed in all JSON strings.

24.2.2 hen Rec. ITU-T X.680 | ISO/IEC 8824-1, 22.7, applies (i.e., the bitstring type is defined with a
"NamedBifList"), the bitstring value shall be encoded after trailing 0 bits have been added or removed as n¢cessary to
satisfy the feffective lsize constraint.

24.3 ncoding of bitstring types with a variable size

The encodlng OT a bitstring value with a variable size sha opject wi € 1ollowing members:

a) "value", whose value shall be a JSON string encoding the bitstring value as specified in clause 24.2.1
for a bitstring type with a fixed size;

b) "length", whose value shall be a JSON number indicating the length of the bitstring value (in bits). The
JSON number shall have no fractional part and no exponent.

25 Encoding of octetstring values
25.1 The encoding of an octetstring value shall be a JSON string.

25.2 If the octetstring type has a final BASE64 encoding instruction, then the Unicode character string denoted by
the JSON string shall be the Content-Transfer-Encoding specified in IETF RFC 2045, 6.8, of the octetstring value,
except that the 76-character limit does not apply.
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25.3 Otherwise, the Unicode character string denoted by the JSON string shall consist of an even number of the
hexadecimal digits 0123456789abcdefABCDEF, with each consecutive pair of digits encoding one octet in the
octetstring value. If the octetstring value is empty, the JSON string shall be empty.

NOTE — The use of escapes is allowed in all JSON strings.

26 Encoding of the null value

The encoding of the null value shall be the JSON token null.

27 Encoding of sequence values

27.1 General

The encoding of a sequence value depends on the presence of a final ARRAY encoding instruction on the sequence type.
If an ARRAK encoding instruction is present, clause 27.2 applies, otherwise clause 27.3 applies.

27.2 Array-based encoding

27.2.1  The encoding of a value of a sequence type having a final ARRAY encoding instruction shall be a JSON array
having on¢ element for each component of the sequence type, except as specified in claus¢ 27.2.2. First, an element
shall be adlded to the JSON array for each component of the extension root in textual order, except as specified in
clause 27.3.2; then, an element shall be added for each extension addition that is a ("ComponentType" and for each
component contained in an extension addition group, in textual order, except as spéeified in clause 27.2.2. Each array
element cgrresponding to a component that is present in the sequence value~shall be the JER encodipg of that
componenf's value. Each array element corresponding to a component that is @bsent in the sequence value ghall be the
JSON tokgn null.

27.2.2  Any number of instances of the JSON token null may beleomitted from the end of the JSON hprray, as a
sender's offtion.

273 Qbject-based encoding

27.3.1  The encoding of a value of a sequence type net-ha@ving a final ARRAY encoding instruction shall pe a JSON
object thaf has one member for each component of the ‘sequence value that is present and that may have|additional
members gs specified in clause 27.3.4. Each member;0f a JSON object has a name, which is a JSON string (fee ECMA
404, clausg 6).

27.3.2  Kor each component that is present:

q) if the type of the componént-has a final NAME encoding instruction, the Unicode character strihg denoted
by the name of the membér of the JSON object shall be the name produced by the instruction;|otherwise,
the Unicode character string denoted by the name of the member shall be the identifier of the cpmponent;

) the value of the@member shall be the JER encoding of the value of that component.

27.3.3  The components.of the sequence value may be added to the encoding in any order.

NOTE 1 The use ofgquotation marks around each component identifier is required. The use of escapes is allowed |n all JSON
strings.

27.3.4  For each.component marked OPTIONAL or DEFAULT whose type is not an open type, an extensible ¢hoice type
with a fina]l UNWRAPPED encoding instruction, or a type that produces the JSON token null for one of its abstfact values,
and whichs—absenttthesequence—value—ansaddittonal-member-may-beineluded—tithe—eneeds—eofthe sequence
value. The Unicode character string denoted by the name of the member shall be determined as for a component that is
present in the sequence value, and the value of the member shall be the JSON token null.

NOTE - The types that produce the JSON token null, besides certain open types, are the null type and choice types with a final
UNWRAPPED encoding instruction having an alternative that produces the JSON token null for one of its abstract values.

28 Encoding of sequence-of values

The encoding of a sequence-of value shall be a JSON array having one element for each occurrence of the component
of the sequence-of type in the sequence-of value, in the same order. Each element of the JSON array shall be the JER
encoding of the corresponding item of the sequence-of value.
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29 Encoding of set values

A value of a set type shall be encoded as if the type had been declared a sequence type.

NOTE - The object-based encoding (see clause 27.3) is always used for a set value because a set type is not allowed to have a
final ARRAY encoding instruction.

30 Encoding of set-of values

30.1 General

The encoding of a set-of value depends on the presence of a final OBJECT encoding instruction on the set-of type. If an
OBJECT encoding instruction is present clause 30.3 applies, otherwise clause 30.2 applies.

30.2 Array-based encoding

The encodLng of a value of a set-of type not having a final OBJECT encoding instruction shall be a JSON-arfray having
one elemeft for each occurrence of the component of the set-of type in the set-of value, in any order,-Each lement of
the JSON array shall be the JER encoding of one item of the set-of value.

30.3 Qbject-based encoding

NOTE +} A set-of type can have a final OBJECT encoding instruction only if the component type 6fthe set-of type if a sequence
type with two components, a "key" type (an ASN.1 type encoded as a JSON string) and a "value'{ fype (an arbitrary ASN.1 type),
in this drder (see clause 17). The identifiers of the two components do not matter.

30.3.1 The encoding of a value of a set-of type having a final OBJECT encoding ‘instruction shall be a JJON object
that has omhle member for each occurrence of the component of the set-of type in‘the set-of value. Each m¢mber of a
JSON objdct has a name, which is a JSON string (see ECMA 404, clause 6).

30.3.2  Kor each item of the set-of value (a sequence value):

d) the Unicode character string denoted by the name ofthe’'member shall be the JER encoding off the value
of the first component of the sequence value;

NOTE - If the type of the first component is an enufaerated type with a final TEXT encoding instruction, the Unicode
character string denoted by the name of the member,is the one that results from the application of that instruction.

) the value of the member shall be the JER €ncoding of the second component of the sequence vhlue.

30.3.3  The items of the set-of value may be addedto the encoding in any order.
NOTE + The use of escapes is allowed in all JSON strings.

31 Encoding of choice values
31.1 General
The encodjng of a choice value depends on the presence of a final UNWRAPPED encoding instruction on the choice type.

If an LPPED encoding ihstruction is present, clause 31.2 applies, otherwise clause 31.3 applies.

31.2 nwrapped encoding

The encodjing of a.value of a choice type having a final UNWRAPPED encoding instruction shall be the encogling of the

chosen alt¢rnatiye.
NOTE —the—twrapped—encoding—the—ehotee—type—is—eneoded 6 e braee 0 Free the chosen
alternative, the colon (":"), and the final right brace ("}").The unwrapped encoding relies on the decoder's ability to identify the
alternative that was encoded by examining the JER encoding of the alternative since there is no explicit indication of which
alternative was encoded.

nn

313 Wrapped encoding

31.3.1 The encoding of a value of a choice type not having a final UNWRAPPED encoding instruction shall be a JSON
object having exactly one member. Each member of a JSON object has a name, which is a JSON string (see
ECMA 404, clause 6).

31.3.2  The only member of the JSON object shall be as follows:

a) if the type of the chosen alternative has a final NAME encoding instruction, the Unicode character string
denoted by the name of the member of the JSON object shall be the name produced by the instruction;
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otherwise, the Unicode character string denoted by the name of the member shall be the identifier of the
chosen alternative;

b) the value of the member shall be the JER encoding of the value of the chosen alternative.
NOTE — The use of quotation marks around the identifier is required.

32 Encoding of object identifier values

The encoding of an object identifier value shall be a JSON string. The Unicode character string denoted by the JSON
string shall be an instance of the "XMLObjectldentifierValue" production denoting the value (see Rec. ITU-T X.680 |
ISO/IEC 8824-1, 32.3).

33 Encoding of relative object identifier values

The encodingofarelative object-identifier value shall be a JSON string The Unicode characterstring denoted by the
JSON strirjg shall be an instance of the "XMLRelativeOIDValue" production denoting the value (see Rec. JEJ-T X.680
| ISO/IEC B824-1, 33.3).

34 ncoding of values of the internationalized resource reference type

The encodjng of a value of the internationalized resource reference type shall be a JSON string. The Unicodg character
string dengted by the JSON string shall be an instance of the "XMLIRIValue" production denoting the [value (see
X.680 | ISO/IEC 8824-1, 34.3).

ncoding of values of the relative internationalized resource referénce type

The encodjing of a value of the relative internationalized resource reference) type shall be a JSON string. THe Unicode
character dtring denoted by the JSON string shall be an instance of the’"XMLRelativeIRIValue" productioh denoting
the value (pee Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 35.3).

36 ncoding of values of the embedded-pdv type

The encodjng of a value of the embedded-pdv type shallconsist of the JER encoding of the sequence type specified in

Rec. ITU-T X.680 | ISO/IEC 8824-1, 36.5. The valuerof the data-value component (of type OCTET STRING) shall

be the oct¢ts which form the complete encoding of“the single data value referenced in Rec. ITU-T X.680|| ISO/IEC
8824-1, 343 a).

37 Encoding of values of the extermal type

371 The encoding of a value of .the external type shall consist of the encoding of the sequence type specified in
Rec. ITU-T X.691 | ISO/IEC 8825-2, 29.1.

37.2 Rec. ITU-T X.691(| ISO/IEC 8825-2, clauses 29.2 to 29.11, apply, with the following modifications;

d) the referénee to "This Recommendation | International Standard" (meaning Rec. ITU-[I X.691 |
ISO/IEC.8825-2) present in those clauses shall be read as a reference to this Recomnjendation |
Intetnational Standard;

B) ~ the'reference to Rec. ITU-T X.691 | ISO/IEC 8825-2, 11.2 (encoding of open type fields) presgnt in those
clauses shall be read as a reference to clause 41 of this Recommendation | International Standafd.

38 Encoding of values of the restricted character string types

38.1 The encoding of a character string value of one of the types IA5String, ISO646String, VisibleString,
NumericString, PrintableString, BMPString, UniversalString, and UTF8String, shall be a JSON string.
The Unicode character string denoted by the JSON string shall be the character string value.

NOTE — The use of escapes is allowed in all JSON strings.

38.2 A value of one of the remaining restricted character string types (TeletexString, T6lString,
VideotexString, GraphicString, and GeneralString) shall be encoded as if it were an octetstring value
consisting of the octets specified in Rec. ITU-T X.690 | ISO/IEC 8825-1, 8.23.5.
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39 Encoding of values of the unrestricted character string type

The encoding of a value of the CHARACTER STRING type shall consist of the encoding of the type defined in
Rec. ITU-T X.680 | ISO/IEC 8824-1, 44.5. The value of the string-value component (of type OCTET STRING) shall

be the octets which form the complete encoding of the character string value referenced in Rec. ITU-T X.680 |
ISO/IEC 8824-1, 44.3 a).

40 Encoding of values of the time types

The encoding of a time value shall be a JSON string. The Unicode character string denoted by the JSON string shall be
an instance of the "XMLTimeValue" production denoting the value (see Rec. ITU-T X.680 | ISO/IEC 8824-1,
clause 38.3.2).

41 Encoding of open type values

NOTE 1 An open type is an ASN.1 type that can take any abstract value of any ASN.1 type. Each value of an open.type consists
of:

a a contained type; and
b a value of the contained type.

The encodjng of an open type value shall be the encoding of the value of the contained type.
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Annex A

Examples of JER encodings

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex illustrates the use of the JavaScript Object Notation Encoding Rules specified in this Recommendation |
International Standard by showing the representation in octets of a (hypothetical) personnel record which is defined
using ASN.1. It also contains additional examples of JER encodings.

Al

ASN.1 description of the record structure

The structure of the hypothetical personnel record is formally described below using ASN.1 specified in
Rec. ITU-T X.680 | ISO/IEC 8824-1. This 1s 1dentical to the example defined in Rec. ITU-T X.690 | ISO/IEC 8825-1,

Annex A.

Personn

Record ::= [APPLICATION 0] IMPLICIT SET {

n Name,
title [0] VisibleString,
n er EmployeeNumber,
datleOfHire [1] Date,
naneOfSpouse [2] Name,
children [3] IMPLICIT
SEQUENCE OF ChildInformation DEFAULT {} }
ChildInflormation ::= SET
{ nlame Name,
ateOfBirth [0] Date}
Name :: [APPLICATION 1] IMPLICIT SEQUENCE
{ givenName VisibleString,
initial VisibleString,
amilyName VisibleString}
EmployeeNumber ::= [APPLICATION 2] IMPLICIT INTEGER
Date ::5 [APPLICATION 3] IMPLICIT VisibleString -- YYYYMMDD
NOTE + Tags are used in this example only because it was felt appropriate to use the identical example to that which|appeared in

the earlfest version of Rec. ITU-T X.680 | ISO/IEC 8824xF. The tags used in this example have no effect on the JER epcodings.

A2

The value

{ n
ti
n
da
na
ch

A3

A possibl

ASN.1 description of a record value

bf John Smith's personnel recordis-formally described below using the basic ASN.1 value notation

e {givenName "John", initial "P", familyName "Smith"},
le "Director",
er 51,
eOfHire "19710917",
eOfSpouse {givenName "Mary", initial "T", familyName "Smith"},
iildren

{{name {givenName "Ralph", initial "T", familyName "Smijth"},
dateOfBirth "19571111"},
{name {givenName "Susan", initial "B", familyName "Jones"},
dateOfBirth "19590717"}}}

Example JER representation of this record value

e representation of the record value given above (after applying the JavaScript Object Notation Encoding

Rules defined in this Recommendation | International Standard) is shown below.

{

"name" : {
"givenName" : "John",
"initial"™ : "pP",
"familyName" : "Smith"
s
"title" : "Director",
"number" : 51,
"dateOfHire™ : "19710917",
"nameOfSpouse" : {
"givenName" : "Mary",
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A4

In the examples below, it is understood that whenever a JSON string appears in an_encoding, any other J§

denoting

fixed JSONN strings that are specified in this Recommendation | International Staneard, such as "value" and

is also un

Consider
MyInteg
MyEnume

MyReal

WIT

100..10
MyBitSt
MyBitSt
MyOctet

MySeque
a

MySeque
MySeque
MyChoic

a
b

8825-8:2018 (E)
"initial" "T",
"familyName" "Smith"
by
"children" : [
{
"name" : {
"givenName" "Ralph",
"initial" "T",
"familyName" "Smith"
b
"dateOfBirth": "19571111"
b
{
name : {
"givenName" "Susan",
"initial" "B",
TamiIryName JOTIES
b
"dateOfBirth" "19590717"

Additional examples of JER encodings

the same Unicode character string (e.g., by the use of escapes) can appear\in its place. This also ap

derstood that whenever a JSON object appears in an encoding, its memibers can occur in an arbitrary

the following ASN.1 definitions:

INTEGER (0..1500)

]:ted -

ENUMERATED { red, yellow, green’}

REAL (0 |
H COMPONENTS { mantissa (-9999999999909..

o 1)

riingl BIT STRING (SIZE (10))

ring2 BIT STRING (SIZE' (10), ...)

String ::= OCTET STRING (SIZE (4))

nicel SEQUENCE ){
INTEGER OPTIONAL,
BOOLEAN,
UTF8String

nice2 SEQUENCE {
MyReal,

ON string
plies to the
"NaN". It
order.

999999999999) , base (10), exponent (-

MuSecuencel
Y T T

nceOfl

SEQUENCE (SIZE (1..16)) OF INTEGER

nceOf2

SEQUENCE OF MySequencel

e CHOICE {
MySequencel,

UniversalString

The boolean value

x BOOLEAN TRUE
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