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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directive i i i i
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Introduction

This document provides a high-level framework for the protection of personally identifiable information
(PII) within information and communication technology (ICT) systems. It is general in nature and places
organizational, technical, and procedural aspects in an overall privacy framework.

The privacy framework is intended to help organizations define their privacy safeguarding requirements
related to PII within an ICT environment by:

defining

specifying a common privacy terminology;

the actors and their roles in processing PII;

describi

referend

Due to the
important td

the protectipn of PII. This document is intended to enhance existing security standards by ad

relevanttot

The increast
complexity
compliance
from arising

Use of this d

aid in th
PI[;

— spur innjovative solutions to enable the protection of PII within ICT systems; and

improve

The privacy
standardizaf

a techni

privacy
privacy

specific

the implementation and use of specific privacy technologies and overall privacy manageme
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16 t}l IV u\,_y oalbsuuj Ullls I b\iull CIIICTIILO, dITU
ing known privacy principles.

increasing number of information and communication technologies, that proc
have international information security standards that provide a common undef

he processing of PII.

ng commercial use and value of PII, the sharing of PII across jurisdictions, and
pf ICT systems, can make it difficult for an organization’to ensure privacy an
with the various applicable laws. Privacy stakeholders ean prevent uncertainty
by handling privacy matters properly and avoiding cases of PIIl misuse.

bcument will:

e design, implementation, operation, and maintenance of ICT systems that handlg

organizations’ privacy programs.through the use of best practices.

framework provided within-this document can serve as a basis for additi
ion initiatives, such as for:

ral reference architecture;

controls for«utsourced data processes;
risk asséssments; or

engineering specifications.
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ding a focus
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H to achieve
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Information technology — Security techniques — Privacy
framework

1 Scope

This document provides a privacy framework which:

— specifie
defines 1
describe

provide

This docum
architecting
communicat]
PII.

2 Norma

There are nd

3 Terms

For the purp|
ISO and IEC

ISO Onli
IEC Elec

3.1

anonymity
characterist
identified di

3.2

a common privacy terminology,

he actors and their roles in processing personally identifiable information (PII);
s privacy safeguarding considerations;

references to known privacy principles for information technology:

ent is applicable to natural persons and organizations invglved in specifying
designing, developing, testing, maintaining, administering)‘ahd operating info
ion technology systems or services where privacy contrels-are required for the

tive references

normative references in this document

and definitions
oses of this document, the following terms and definitions apply.
maintain terminology databases for use in standardization at the following addres;

ne browsing platform: dvailable at https://www.iso.org/obp

tropedia: availablesathttps://www.electropedia.org/

c of information that does not permit a personally identifiable information princip
Fectly orindirectly

100

, procuring,
Fmation and
rocessing of

es:

1l (3.9) to be

anonymiza

TOTY

process by which personally identifiable information (PIl) (3.7) is irreversibly altered in such a way that a
PII principal (3.9) can no longer be identified directly or indirectly, either by the PII controller alone or in
collaboration with any other party

3.3

anonymized data
data that has been produced as the output of a personally identifiable information (3.7) anonymization (3.2)

process

3.4
consent

personally identifiable information (PIl) principal’s (3.9) freely given, specific and informed agreement to the

processing o

f their PII

© ISO/IEC 2024 - All rights reserved
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identifiability
condition which results in a personally identifiable information (PIl) principal (3.9) being identified, directly
or indirectly, on the basis of a given set of PII

3.6
opt-in

process or type of policy whereby the personally identifiable information (PIl) principal (3.9) is required to
take an action to express explicit, prior consent (3.4) for their PII to be processed for a particular purpose

Note 1 to entry: A different term that is often used with the privacy principle "consent and choice" is “opt-out”.
It describes a process or type of policy whereby the PII principal is required to take a separate action in order to
withhold or withdraw consent, or oppose a specific type of processing. The use of an opt-out policy presumes that the
PII controller has the right to process the PII in the intended way. This right can be implied by some action of the PII

principal diff¢

3.7
personally i
PII

information
such inform

Note 1 to enty
identifiable, a
the data, or b}

3.8

PII controll
privacy stak
personally id

Note 1 to entr
the responsib

3.9
PII principa
data subject
natural pers

rent from consent (e.g. placing an order in an online shop).

dentifiable information

that (a) can be used to establish a link between the information and thie,natural per
htion relates, or (b) is or might be directly or indirectly linked to anatural person

y: The “natural person” in the definition is the PII principal (3.9). To/détérmine whether a |
 any other party, to establish the link between the set of PII an@the natural person.

eI

eholder (or privacy stakeholders) that determine€s the purposes and means fo
entifiable information (PII) (3.7) other than natural persons who use data for perso
y: A PII controller sometimes instructs others{fe.g. PII processors (3.10)] to process PIl on it

ility for the processing remains with the P gontroller.

1

pn to whom the personally identifiable information (PII) (3.7) relates

3.10
PII process

privacy stakeholder that priocesses personally identifiable information (PIl) (3.7) on beha

accordance

3.11

privacy brepch
situation where pérsonally identifiable information (3.7) is processed in violation of one or m
privacy safeguatding requirements

r

ith the instructions of a PII controller (3.8)

son to whom

II principal is

ccount should be taken of all the means which can reasonably be dsed by the privacy stakeljolder holding

[ processing
nal purposes

5 behalf while

f of and in

ore relevant

3.12

privacy control

measure tha

t treats privacy risks by reducing their likelihood or their consequences

Note 1 to entry: Privacy controls include organizational, physical and technical measures, e.g. policies, procedures,
guidelines, legal contracts, management practices or organizational structures.

Note 2 to entry: Control is also used as a synonym for safeguard or countermeasure.

© ISO/IEC 2024 - All rights reserved

2


https://iecnorm.com/api/?name=a0fdeefa155495bff46a9efa2d66f059

ISO/IEC 29100:2024(en)

3.13

privacy enhancing technology

PET

privacy control (3.12), consisting of information and communication technology (ICT) measures, products,
or services that protect privacy by eliminating or reducing personally identifiable information (PII) (3.7) or
by preventing unnecessary and/or undesired processing of PII, all without losing the functionality of the ICT
system

Note 1 to entry: Examples of PETs include, but are not limited to, anonymization (3.2) and pseudonymization (3.22)
tools that eliminate, reduce, mask, or de-identify PII or that prevent unnecessary, unauthorized and/or undesirable
processing of PII.

Note 2 to entry: Masking is the process of obscuring elements of PII.

3.14
privacy policy
overall intertion and direction, rules and commitment, as formally expressed by the persanally identifiable
information (PIl) controller (3.8) related to the processing of PII (3.7) in a particular setting

3.15
privacy preference
specific choices made by a personally identifiable information (PII) principal (319) about how their PII (3.7)
should be prpcessed for a particular purpose

3.16
privacy pritciple
shared valug governing the privacy protection of personally’identifiable information (PII)| (3.7) when

processed in information and communication technology systems

3.17
privacy risk
effect of uncgrtainty on privacy

Note 1 to entily: Risk is defined as the “effect of uncertainty on objectives” in ISO Guide 73 and ISO 310(0.

Note 2 to enfry: Uncertainty is the state, even, partial, of deficiency of information related to, undg¢rstanding or
knowledge of] an event, its consequence, or likelithood.

3.18
privacy impact assessment
privacy risk pssessment

overall proc¢ss of identifyingj.anhalysing, evaluating, consulting, communicating and planning the treatment
of potential privacy impactswith regard to the processing of personally identifiable information (3.7), framed
within an organization’stbroader risk management framework

3.19
privacy saf¢eguarding requirement
requirement that an organization takes into account when processing personally identifiablq information
(Pll) (3.7) withrrespecttothe privacy protectiomrof PH

3.20

privacy stakeholder

natural or legal person, public authority, agency or any other body that can affect, be affected by, or perceive
themselves to be affected by a decision or activity related to personally identifiable information (PII) (3.7)
processing

1) Withdrawn.
© ISO/IEC 2024 - All rights reserved

3


https://iecnorm.com/api/?name=a0fdeefa155495bff46a9efa2d66f059

3.21

ISO/IEC 29100:2024(en)

processing of PII

operation or

set of operations performed upon personally identifiable information (PII) (3.7)

Note 1 to entry: Examples of processing operations of PII include, but are not limited to, the collection, storage,
alteration, retrieval, consultation, disclosure, anonymization (3.2), pseudonymization (3.22), dissemination or
otherwise making available, deletion or destruction of PII.

3.22
pseudonym

ization

process applied to personally identifiable information (PII) (3.7) which replaces identifying information with

an alias

Note 1 to entry: Pseudonymization can be performed either by PII principals (3.9) themselves or by PII controllers

(3.8). Pseudo
their identity

Note 2 to ent]
stakeholders
principal’s idq

3.23
sensitive PI
category of
that relate t
principal

Note 1 to ent
PII and can ¢
health, sex lifi

3.24

third party
privacy stak
controller (3]
under the di

4 Abbrey

ICT infor

PET  priva

PII persq

5 Basice

1ymization can be used Dy FII princCipals to consistently use a resource or service witn

ry: Pseudonymization does not rule out the possibility that there can be (a restrieted s
3.20) other than the PII controller of the pseudonymized data which are able)to dete
ntity based on the alias and data linked to it.

|
personally identifiable information (PIl) (3.7), either whose-nature is sensitive, s

y: In some jurisdictions or in specific contexts, sensitive/PII is defined in reference to the
nsist of PII revealing the racial origin, political opinions or religious or other beliefs, per
b or criminal convictions, as well as other PII that can‘be defined as sensitive.

bholder (3.20) other than the personally identifiable information (PllI) principal
8) and the PII processor (3.10), and@&he natural persons who are authorized to pro
rect authority of the PII controllet-or the PII processor

riated terms

mation and communication technology
cy enhancing technology

nally identifiable information

lements of the privacy framework

to this resource or service (or between services), while still being held accountable forthat

ut disclosing
use.

et of) privacy
fmine the PII

ich as those

b the PII principal’s (3.9) most intimate sphere, or that carthave a significant impdct on the PII

nature of the
sonal data on

3.9), the PII
ress the data

5.1 Overview of the privacy framework

The following components relate to privacy and the processing of PIl in ICT systems and make up the privacy
framework described in this document:

actors and roles;

interactions;

recognizing PII;

privacy safeguarding requirements;

privacy policies;

© ISO/IEC 2024 - All rights reserved
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— privacy controls.

For the development of this privacy framework, concepts, definitions and recommendations from other
official sources have been taken into consideration. These sources can be found in Reference [3].

NOTE In order to make it easier to use ISO/IEC 27000 and related international standards concerning ISMS [4]-[23]
in the specific context of privacy and to integrate privacy concepts in the ISO/IEC 27000 context, Table A.1 shows how

the concepts from References [4] to [25] correspond with the concepts used in this document.

5.2 Actors and roles

5.2.1 General

For the purp
There are fo

ir types of actors who can be involved in the processing of PII: PII principals, PH co

processors and third parties.

5.2.2 PIIy

PII principa
otherwise p
their PII shd
resources sy
electronic hd
name in orde
indirectly (€
available att

5.2.3 PII

A PII contrd

rincipals

s provide their PII for processing to PII controllers and PII processors and, w
fovided by applicable law, they give consent and determine their_privacy prefere
uld be processed. PII principals can include, for example, an‘employee listed if
rstem of a company, the consumer mentioned in a credit.report, and a patient
althrecord. Itis not always necessary that the respectivesiatural person is identifie
r to be considered a PII principal. If the natural personte whom the PII relates can
g. through an account identifier, social security n@mber, or even through the co
ributes), he or she is considered to be the PII principal for that PII set.

ontrollers

ller determines why (purpose) and hew (means) the processing of PII takes p

controller should ensure adherence to the privaey principles in this framework during th

of PII unden
one PII cont|
legitimate p
arrangemen
can also dec
on its behalf
PII and implg
effects for Pl

its control (e.g. by implementing.the necessary privacy controls). There can b
roller for the same PII set or set of operations performed upon PII (for the same
irposes). In this case, the different PII controllers shall work together and make t
's to ensure the privacy principles are adhered to during the processing of PII. A
de to have all or part ofithe processing operations carried out by a different privacy

It is expected that RII controllers carefully assess whether or not they are process
ment reasonableand appropriate privacy and security controls, as well as any pote
[ principals as identified during a privacy risk assessment.

pal requirements can apply.

rocessors

NOTE Le
5.2.4 PIIy
A PIl procesy

or.earries out the processing of PIl on behalf of a PII controller, acts on behalf of, or i

essing of PII.
ntrollers, PII

hen it is not
nces for how
) the human
listed in an
d directly by
be identified
mbination of

ace. The PII
P processing
b more than
or different
e necessary
II controller
stakeholder
ing sensitive
htial adverse

h accordance

with the instructions of the PII controller, observes the stipulated privacy requirements and implements the
corresponding privacy controls.

NOTE In

some jurisdictions, the PII processor is bound by a contract.

5.2.5 Third parties

A third party can receive PII from a PII controller or a PII processor. A third party does not process PII on
behalf of the PII controller. Generally, the third party will become a PII controller in its own right once it has

received the

PII in question.

© ISO/IEC 2024 - All rights reserved
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Interactions

The actors identified in 5.2 can interact with each other in a variety of ways. As far as the possible flows of
PII among the PII principal, the PII controller and the PII processor are concerned, the following scenarios
can be identified:

a) the PII principal provides PII to a PII controller (e.g. when registering for a service provided by the PII
controller);

b) the PII controller provides PII to a PII processor which processes that PII on behalf of the PII controller
(e.g. as part of an outsourcing agreement);

¢) the PII principal provides PII to a PII processor which processes that PII on behalf of the PII controller;

d) thePllc
arequeqy

e) the PII processor provides PII to the PII principal (e.g. as directed by the PII controller);

f) the PIl g
was app

The roles of
in Table 1.

There is a ng
remains wit
become a PI
party makes
actingasaP

As far as the
parties on th

g) thePllc

h) the PII processor provides PII to a third\party (e.g. as directed by the PII controller).

The roles of

pritrotter provides the PHprincipatwith Prwhich s tetated to the PHprincipat{eg

t made by the PII principal);

rocessor provides PII to the PII controller (e.g. after having performed-the service
pinted).

the PII principal, PII controller, PII processor and a third party ity these scenarios af

ed to distinguish between PII processors and third parties because the legal cont
controller in its own right once it has received theé\PII in question. For instance,

the decision to transfer PII it has received fronma.PII controller to yet another pa
[I controller in its own right and will thereforexo longer be considered a third part

e other hand are concerned, the following scenarios can be identified:

pntroller provides PII to a third party (e.g. in the context of a business agreement);

the PII controller and a third party in these scenarios are also illustrated in Table 1

pursuant to

for which it

e illustrated

rol of the PII

h the original PII controller when it is sent over to the®Il processor, whereas a thifrd party can

here a third
‘ty, it will be
y.

possible flows of PII among the PII contrellers and PII processors on the one hand, and third

and

Table 1 + Possible flows of PII among the PII principal, PII controller, PII processor and a third
party and their roles
PII principal PII controller PII processor Third palrty
Scenario a) PiI'provider PIl recipient — —
Scenario b) — PII provider PII recipient —
Scenario c) PII provider — PIl recipient —

Scenario d)

Pll recinient
r

Pll nraovider
r

Scenario e)

PII recipient

PII provider

Scenario f)

PII recipient

PII provider

Scenario g)

PII provider

PII recipient

Scenario h)

PII provider

PII recipient

5.4 Recognizing PII

5.4.1 General

To determine whether or not a natural person should be considered identifiable, several factors need to be
taken into account. In particular, account should be taken of all the means which can reasonably be used by

© ISO/IEC 2024 - All rights reserved
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the privacy stakeholder holding the data, or by any other party, to identify that natural person. ICT systems
should support mechanisms that will make the PII principal aware of such PII and provide the natural person
with appropriate controls over the sharing of that information. 5.4.2 to 5.4.8 provide additional clarification
on how to determine whether or not a PII principal should be considered identifiable.

5.4.2

Identifiers

In certain instances, identifiability of the PII principal can be very clear (e.g. when the information contains or
is associated with an identifier which is used to refer to or communicate with the PII principal). Information
can be considered to be PII in at least the following instances:

if it contains or is associated with an identifier which refers to a natural person (e.g. a social security

number);

— if it contjains or is associated with an identifier which can be related to a natural person (e.g. a passport
number)an account number);

— if it contpins or is associated with an identifier which can be used to establish a cdommunicdtion with an
identifigd natural person (e.g. a precise geographical location, a telephone number); or

— ifit contpins a reference which links the data to any of the identifiers aboye.

5.4.3 Other distinguishing characteristics

Information|does not necessarily need to be associated with an identifier in order to be considered PII.

Informationwill also be considered PIl if it contains or is associated with a characteristic which distinguishes

a natural person from other natural persons (e.g. biometric data).

Any attribute which takes on a value which uniquely identifies'a PII principal is considered as a distinguishing

characteristjc. Whether or not a given characteristic distinguishes a natural person from other natural

persons can
can be insuf
natural pers

In addition,
attribute thg
together dis
identifiable
instance, the
person with

that companly.

Table 2 prov|
informative.

change depending on the context of use. Por instance, while the last name of a n
icient to identify that natural person oh.a global scale, it will often be sufficient to
pn on a company scale.

there can also be situations in which a natural person is identifiable even if therg
t uniquely identifies him or her~This is the case where a combination of several attj
finguishes this natural person from other natural persons. Whether or not a natu
bn the basis of a combifiation of attributes can also be dependent on the specific
combination of the attributes “female”, “45” and “lawyer” can be sufficient to ident

n a particular comipany, but will often be insufficient to identify that natural pers

ides some examples of attributes that can be PII, depending on the domain. These ¢

ural person
listinguish a

is no single
ibutes taken
Fal person is
domain. For
ify a natural
bn outside of

xamples are
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Table 2 — Example of attributes that can be used to identify natural persons

Examples

Age or special needs of vulnerable natural persons
Allegations of criminal conduct

Any information collected during health services
Bank account or credit card number

Biometric identifier

Credit card statements

Criminal convictions or committed offences
Criminal investigation reports

Customer number

Date of birth

Diagnostic health information

5.4.4 Info

Disabilities

Doctor bills

Employees’ salaries and human resources files
Financial profile

Gender

GPS position

GPS trajectories

Home address

IP address

Location derived from telecommunications systems
Medical history

Name

National identifiers (e.g. passport number)

Personal e-mail address

Personal identification numbers (PIN) or passiords
Personal interests derived from tracking use'ef internet websites
Personal or behavioural profile

Personal telephone number

Photograph or video identifiable to amatural person
Product and service preferences

Racial or ethnic origin

Religious or philosophical beliefs

Sexual orientation

Trade-union membership

Utility bills

rmation which is ofican be linked to a PII principal

If the information in question does not identify a PII principal, it should be determined

information

Once the rel
information
or behaviou

is or can be linked to an identity of a natural person.

htionship with an identifiable natural person is established, it needs to be decided
says.something about this natural person, for instance if it refers to her or his ch
. Examples include medical records, financial profiles, or the personal interests ¢

tracking usg

whether the

whether the
aracteristics
lerived from

of internet websites. Also, simple attribute statements about a natural person su

ch as age or

gender of a natural person can qualify the linked information as PII. Regardless, if the relationship with an
identifiable natural person can be established, such information shall be treated as PII.

5.4.5 Pseudonymous data

In order to restrict the ability of PII controllers and processors to identify the PII principal, identity
information can be replaced by aliases. This replacement is usually performed by a PII provider before
transmitting the PII to a PII recipient, in particular in the scenarios a, b, c, g and h listed in Table 1.

Certain business processes rely on designated processors who perform the substitution and control the
assignment table or function. This is often the case wherever sensitive data needs to be processed by privacy
stakeholders that did not collect them.
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The substitution is considered pseudonymization, provided that:
a) the remaining attributes linked to the alias do not suffice to identify the PII principal to whom they
relate; and

b) the alias assignment is such that it cannot be reversed by reasonable efforts of the privacy stakeholders
other than those that performed them.

Pseudonymization retains linkability. Different data associated with the same pseudonym can be linked.
The larger the set of data associated with a given pseudonym, the larger is the risk that property a) is
violated. Moreover, the smaller the group of natural persons to which a set of pseudonymous data relates, the
greater the likelihood of a PII principal being identifiable. Attributes contained directly in the information
in question and attributes that can be easily linked to this information (e.g. by using a search engine or
cross-referencing with other databases) should be taken into account when determining whether or not the
information [relates to an identifiable natural person.

Pseudonymifation contrasts with anonymization. Anonymization processes also fulfil propert
above, but destroy linkability. During anonymization, identity information is either eraSed ot
by aliases fof which the assignment function or table is destroyed. Thus, anonymized.data are 1

5.4.6 Metadata

PII can be st
principal). E
and comme|
became awa
or she prefef

5.4.7 Uns

PII that was
stored in an
not requestd
feedback for
safeguardin
design”).

5.4.8 Sen{

Sensitivity e

xamples include the PII principal’s name stored as metadata’in the properties of
ts or tracked changes stored as metadata in a word proeessing document. If the
e of the existence of the PII or the processing of the PIlfor such a purpose, it is pog
s that the PII is not processed in such a way or is shatred publicly.

blicited PII

unsolicited by a PII controller or PII processor (i.e. unintentionally obtained)

ies a) and b)
substituted
o longer PII.

bred in an ICT system in such a way that it is not readily visible t0 the system user (ji.e. to the PII

a document,
PII principal
sible that he

can also be

ICT system. For example, a PII principal-can potentially provide PII to a PII contro

b measures at the time of the deSign of the system (also referred to as the concept

itive PII

ktends to all PII from which sensitive PII can be derived. For instance, medical pres

reveal detailed information about the PII principal’s health. Even if PII does not contain direct

about the PI
be sensitive
knowledge g

For purpeses of this document, PII shall be treated as sensitive PIl where such i
f the identity of the PII principal is reasonably possible.

principal’sssexual orientation or health, if it can be used to infer such information,

ler that was

d or sought by the PII controller (e;g: additional PII provided in the context of ar anonymous
m on a website). The risk of collécting unsolicited PII can be reduced by considdring privacy

“privacy by

friptions can
information
the PII can
ference and

NOTE1 Inpome ]urlsdlctlons what constltutes sensmve PIIi is also deflned exp11c1tly in legislation. Examples include
informationr : e unior) membership,
sexual 11festyle or orlentatlon and the phy51ca1 or mental health of the PII principal. In other ]urlsdlctlons sensitive
PII can include information that can facilitate identity theft or otherwise result in significant financial harm to the
natural person (e.g. credit card numbers, bank account information, or government-issued identifiers such as passport
numbers, social security numbers or drivers’ license numbers), and information that can be used to determine the PII
principal’s real time location.

The processing of sensitive PII requires special precautions.
NOTE 2 In some jurisdictions, the processing of sensitive PII can be prohibited by applicable law even with the PII

principal’s opt-in consent. Some jurisdictions can require implementation of specific controls where certain types of
sensitive PII are processed (e.g. a requirement to encrypt medical PIl when transmitting it over a public network).
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5.5 Privacy safeguarding requirements

5.5.1 General

Organizations are motivated to protect PII for a variety of reasons: to protect the PII principal’s privacy,
to meet legal and regulatory requirements, to practice corporate responsibility and to enhance consumer
trust. The purpose of this clause is to provide an overview of the different factors that can influence the
privacy safeguarding requirements that are relevant to a particular organization or privacy stakeholder
processing PII.

Privacy safeguarding requirements can relate to many different aspects of PII processing, e.g. the collection
and retention of PII, the transfer of PII to third parties, the contractual relationship among PII controllers
and PII processors and the international transfer of PII. Privacy safeguarding requirements can also vary

in specificity

principles
safeguardin
PII, or mand

ich an organization is expected to take into account when processing PII. How
b requirements can also involve very specific restrictions on the processing-oficer
hte the implementation of specific privacy controls.

The design ¢f any ICT system that involves the processing of PII should be pregeded by an i

of relevant
ICT systems

rivacy safeguarding requirements. The privacy implications of ne or substantig
involving the processing of PII should be resolved before those ICT systems are i

Organizations routinely perform broad risk management activities and devélep risk profiles re

ICT systems

Risk managg
risk (see ISO

establisl
technicd
factors,

risk asss
adverse

risk trea
controls

commuy
on each
controls

monitor]

One delivera
focuses on el
privacy imp
should be fr4

ment is defined as coordinated activities to direct and«control an organization w
Guide 732)). The privacy risk management process gomprises the following proces

hing the context, by understanding the organization (e.g. PII processing, respons
| environment and the factors influencing privacy risk management (i.e. legal an
contractual factors, business factors and other factors);

bssment, by identifying, analysing and évaluating risks to PII principals (risks that
y affected);

tment, by defining privacy safeguarding requirements, identifying and implemen
to avoid or reduce the risks to'PII principals;

ication and consultation, by getting information from interested parties, obtainir
risk management process, and informing PII principals and communicating abg
and

ing and review,by following up risks and controls, and improving the process.
1suring compliance with privacy and data protection legislation requirements and 3

ications of new or substantially modified programs or activities. Privacy impact
inied within an organization's broader risk management framework.

evel privacy
bver, privacy
fain types of

Hentification
lly modified
mplemented.
ated to their

th regard to
bes:

bilities), the
d regulatory
they can be

ting privacy

g consensus
ut risks and

ble can be-a privacy impact assessment, which is the component of risk manggement that

|ssessing the
Assessments

2) Withdrawn.
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Legal and C 1f Business fact Other fact
regulatory factors ontractual factors usiness factors ther factors

— International, — Agreements between | | — Specific — Privacy preferences
national and local and among several characteristics of an of PII principal
laws different actors envisaged

application or its
context of use

Privacy risk management

1%]
(]
g- — Regulations — Company policies — Industry guidelines, — Internal control
] and binding codes of conduct, systems
= . s corporate rules best practices or
— Judicial decisions standards
— Agreements with — Technical standar

work councils or
dther labour
qrganizations

Figure 1 — Factors influencing privacy risk management

Privacy safeguarding requirements are identified as part of the overall privacy risk managerent process
which is inflienced by the following factors (as depicted in Figure 1 aboye,and described below)):

— legal angl regulatory factors for the safeguarding of the natural péefson’s privacy and the protection of
their PII

— contractual factors such as agreements between and among several different actors, company policies
and binding corporate rules;

— businesg factors predetermined by a specific business application or in a specific use case dontext; and

— other f3ctors that can affect the design of \ICT systems and the associated privacy gafeguarding
requirements.

5.5.2 Leg3l and regulatory factors

Privacy safg¢guarding requirements are often reflected in (1) international, national and local laws,
(2) regulatigns, (3) judicial decision$ or (4) negotiated agreements with work councils or pther labour
organization]s. Some examples..0f local and national legislation include data protection lawfs, consumer
protection Igws, breach notification laws, data retention laws, and employment laws. Relevant international
law can contain rules affecting cross-border transfer of PII. PII controllers should be aware of all relevant
privacy safdguarding reguirements arising from legal or regulatory factors. To achieve thlis goal they
can coordingte closely‘with legal experts. While in many jurisdictions it will be the PII contfoller who is
ultimately re¢sponsible for ensuring compliance, all actors involved in the processing of PII should take a
proactive apgproach'in identifying relevant privacy safeguarding requirements arising from l¢gal or other
factors.

5.5.3 Contractual factors

Contractual obligations can also influence privacy safeguarding requirements. These obligations can stem
from agreements between and among several different actors, such as PII processors, PII controllers, and
third parties. For example, a privacy stakeholder can require third parties to use specific privacy controls
and agree to specific PIl disposal requirements before PII is transferred to them. Privacy safeguarding
requirements can also be the result of company policies and binding corporate rules that the privacy
stakeholder has set out for itself, for example, to protect its brand from negative publicity in the event of a
privacy breach.

In principle, any party that has access to PII should be made aware of its obligations by the respective PII
controller(s) in a formalized manner, for example, by entering into third-party agreements. Such agreements
© ISO/IEC 2024 - All rights reserved
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are likely to contain a number of privacy safeguarding requirements that recipients of PII will have to take
into account.

NOTE In certain jurisdictions, national and regional authorities can establish legal and contractual instruments
that enable the transfer of PII to third parties.

5.5.4 Business factors

Privacy safeguarding requirements can also be influenced by business factors which include the specific
characteristics of an envisaged application or its context of use. Business factors can vary widely depending
on the type of privacy stakeholder and type of business. For example, they can relate to the sector in which
an organization is active (e.g. industry guidelines, codes of conduct, best practices, standards) or the nature
of its business model (e.g. 24/7 online services, information sharing service, banking application).

Many busingss factors do not have a direct impact on privacy safeguarding requirements,as such. The
envisaged use of PII is likely to affect an organization’s implementation of privacy policies, ap well as the
choice of priyacy controls. However, the organization should not change the privacy prin¢iples |t subscribes
to because of that. For example, offering a certain service can require a service providerto collect additional
PII or to allpw more of its employees to process certain types of PIl. However, aPIl controjler that has
subscribed tp the principles contained in this framework should still carefully assess which tyjpes of PII are
strictly needed to provide the service (principle of collection limitation) and, to limit the procesging of PII by
its employess to that needed in order to fulfil their duties (principle of data‘minimization).

5.5.5 Other factors

The mostimportant factor for organizations to consider when identifying privacy safeguarding r
relates to thie privacy preferences of PII principals. The personal disposition of a natural per
privacy and what risks a natural person considers can depend on a number of factors includin

Pquirements
son towards
b the natural

person’s un
purpose of t

ICT system

erstanding of the technology used, their background, the information being provided, the
e transaction, the natural person’s past experience, and socio-psychological factorss.

designers should attempt to understand the likely privacy concerns of a PII principal and

understand
application ¢
needs, it is i
with respect
with choices

the types of PII that will be processed through their system. Just as a system deyeloper or an
r service provider studies customer target groups for usage expectations and thejr wants and
mportant to try and understard the expectations and preferences of relevant natpiral persons
to privacy. Although it is notlalways possible for ICT systems designers to provide RII principals
that match their privacy preferences, it is an important design consideration.

Examples of]
restrict who|

privacy preferences. can include a preference for anonymity or pseudonymity, the ability to
can access specific P1l, or the ability to restrict the purpose for which the PII will Qe processed.
To the extent feasible, PII pnincipals should be given a choice of preferences for the procesking of their
data, for example whethetthe PII is used for secondary purposes such as marketing. The ability to express
privacy-friendly preferences can be implemented using the graphical user interface of the ICT sfystem. It can
assist the PI[ principal in making a choice by presenting a set of pre-defined options for common privacy
preferences hising easily understandable language. The implementation of the user interface carf be based on
elements su¢h@s checkboxes or dropdown menus.

In addition to the factors listed in the previous clauses, there are still other factors that can influence
the design of ICT systems and the associated privacy safeguarding requirements. For example, privacy
safeguarding requirements can be influenced by internal control systems or technical standards an
organization has adopted (e.g. a voluntary standard, such as an ISO standard).

5.6 Privacy policies

The top management of the organization involved in the processing of PII should establish a privacy policy.
The privacy policy should:

— be appropriate to the purpose of the organization;

— provide the framework for setting objectives;
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include a commitment to satisfy applicable privacy safeguarding requirements;
include a commitment to continual improvement;

be communicated within the organization; and

be available to interested parties, as appropriate.

The organization should document its privacy policy in writing. Where an organization processing Pl is a PII
processor, these policies can be determined to a large extent by the PII controller. The privacy policy should
be supplemented by more detailed rules and obligations of the different privacy stakeholders involved in
the processing of PII (e.g. procedures for specific departments or employees). In addition, the controls that
are used to enforce the privacy policy in a particular setting (e.g. access control, notice provisions, audits)

should be clearly documented.

The term “p
privacy poli
has adopted
An external
privacy prad
controller, c
this framew
External pri

5.7 Priva

Organizations should identify and implement privacy controls tofdeet the privacy safeguardingr|

identified by
privacy cont
of PII proces
operation hg
specific risk

Effort shoul

by design” approach, i.e. privacy compliance should be taken into account at the design phas

processing H

As far as in
requires the
operations ¢
controls are
identificatio
managemen

6 The privacy principles of this document

Fivacy policy” is often used to refer to both internal and external privacy polieies
Cy documents the objectives, rules, obligations, restrictions and/or controls\ah

to satisfy the privacy safeguarding requirements that are relevant tots\procg
privacy policy provides outsiders to the organization with a notic€ of the o
tices, as well as other relevant information such as the identity andrefficial addre
ntact points from which PII principals can obtain additional informafion, etc. In t
brk, the term “privacy policy” is used to refer to the internal privaty policy of an ¢
acy policies are referred to as notices.

Cy controls

rols should be documented as part of the organization’s privacy risk assessment. (§
5ing can warrant specific controls for whichithe need only becomes apparent once
s been carefully analysed. A privacy risk assessment can assist organizations in id
5 of privacy breaches involved in an envisaged operation.

1 be taken by organizations to develop their privacy controls as part of a geng

[1, rather than being bolted on"at a subsequent stage.

ormation security controls are concerned, it is important to note that not all P]
same level or type -of protection. Organizations should distinguish among PI
ccording to the spegific risks they present to help determine which informat
appropriate in which instance. Risk management is a central method in this pro
h of privacy controls should also be an integral part of an organization’s informa
L frameworks

An internal
brganization
ssing of PII.
rganization’s
ss of the PII
e context of
rganization.

Pquirements

the privacy risk assessment and treatment process<In addition, the identified and implemented

ertain types
in envisaged
entifying the

ral “privacy
e of systems

[ processing
[ processing
ion security
fess, and the
ion security

6.1 Overview of privacy principles

The privacy principles described in this document were derived from existing principles developed by a
number of countries and international organizations. This framework focuses on the implementation of the
privacy principles in ICT systems and the development of privacy management systems to be implemented
within the organization’s ICT systems. These privacy principles should be used to guide the design,
development, and implementation of privacy policies and privacy controls. Additionally, they can be used
as a baseline in the monitoring and measurement of performance, benchmarking and auditing aspects of
privacy management programs in an organization.

Despite the differences in social, cultural, economic and other factors that can limit the application of these
principles in some contexts, the application of all the principles defined in this document is recommended.
Exceptions to these principles should be limited.
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The following privacy principles listed in Table 3 form the basis for this document.

Table 3 — The privacy principles of ISO/IEC 29100

6.2 Conse
Adhering to

where t

processing of PII without the natural person’s consent. The PII principal’s choice shall be

specific

obtainin
where a

and acce

providin]
transpa

explaini

Provisions s
and to allow
in accordand

presenting to the PII principal the choice whether or hot to allow the processing of the]

1. Consent and choice

2. Purpose legitimacy and specification
3. Collection limitation

4. Data minimization

5. Use, retention and disclosure limitation
6. Accuracy and quality

7. Openness, transparency and notice
8. Individual participation and access
9. Accountability

10. Information security

11. Privacy compliance

nt and choice

the consent principle involves:

ne PII principal cannot freely withhold consent or where applicable law specifical

and on a knowledgeable basis;

g the opt-in consent of the PII principal for collecting or otherwise processing sensit
bplicable law allows the processing of sensitive PII without the natural person’s cor]

ss principle;

‘ency and notice principle; and

hg to PII prineipals the implications of granting or withholding consent.

ir PII except
y allows the
given freely,

ve PII except
sent;

informing PII principals, before obtaining consent, about their rights under the individual participation

g PII principals, before obtaining consent, with the information indicated by the openness,

hould be-nyade to provide PII principals with the opportunity to choose how their H
a PII principal to withdraw consent easily and free of charge. This request should

to retain cer

Il is handled
e dealt with

e with the privacy policy. Even if consent is withdrawn, it can be necessary for the PII controller
taitrPlIl for a period of time in order to comply with legal or contractual obligatigns (e.g. data

retention, accountability]. Where the PIT processing is not based on consent but instead on another legal
basis, the PII principal should be notified wherever possible.

When the PII principals withdraw the consent, the PII should be exempted from processing the data for any
purpose covered by the initial consent.

NOTE

Legal requirements for processing the data can apply.

For a PII controller, adhering to the choice principle involves:

— providing PII principals with clear, prominent, easily understandable, accessible and affordable
mechanisms to exercise choice and to give consent in relation to the processing of their PII at the time of
collection, first use or as soon as practicable thereafter; and
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— implementing the PII principal’s preferences as expressed in their consent.

Additional provisions can be defined for processing PII other than consent (e.g. the performance of a
contract, the vital interest of the PII principal, or compliance with the law). Applicable law in some instances
provides that the consent of the PII principal does not constitute a sufficient legal basis to process PII (e.g. the
consent of a minor given without a parent or guardian’s approval). Moreover, it is expected that additional
requirements on transferring PII internationally are considered. It is the responsibility of the PII controller
to comply with these additional provisions before processing or transferring data.

6.3 Purpose legitimacy and specification
Adhering to the purpose legitimacy and specification principle involves:

ensurin basis;

thatthe nurnosels) comnlies with annlicable law and relies on a2 nermissible legal
D r r J r rr r o

commuyr d or used for

the first

icating the purpose(s) to the PII principal before the time the information is collecte
time for a new purpose;

using lajpguage for this specification which is both clear and appropriately adaptedto the ciy
and

cumstances;

if applicable, giving sufficient explanations for the need to process sensitive PII.

With regard|to sensitive PII, stricter rules can apply to the purpose of progessing.

NOTE ecific legal requirements or authorization by an authority can apply.

Sp

6.4 Colle¢tion limitation

Adhering to fhe collection limitation principle involves:

the collection of PII to that which is withiff the bounds of applicable law and strictlly necessary
pecified purpose(s).

— limiting
for the s

Organizations should not collect PII indiscriminately. Both the amount and the type of PII collected should

be limited t

Organizations should carefully consideriwhat PII will be needed to realize a particular pul

proceeding
their justific

It is possiblg
a particular
jurisdiction,
PII principa

b that which is necessary to fulfil the (legitimate) purpose(s) specified by the P

vith the collection of Pllx.Organizations should document the type of PII collecte
htion for doing so as partof their information-handling policies and practices.

that a PII contrpler wishes to collect additional PII for purposes other than the
service requestedby the PII principal (e.g. for direct marketing purposes). Depe
it is possibléxthat such additional information can only be collected with the cd

[I controller.
pose before
d, as well as

provision of
hding on the
nsent of the

. It is alse’possible that the collection of certain information is mandated by a

licable law.

bssible, the PII principal should be given the ability to choose whether or not to provide such
ThePlI'principal should also be clearly informed of the fact that their response to sjich requests
| information can be optional.

Whenever p
information
for additiond

6.5 Data minimization

Adhering to the data minimization principle involves designing and implementing data processing
procedures and ICT systems in such a way as to:

— minimize the PII which is processed and the number of privacy stakeholders and people to whom PII is
disclosed or who are allowed to process it;

— ensure adoption of a “need-to-know” principle, (i.e. one should be allowed to process only the PII which
is necessary for the conduct of his/her official duties in the framework of the legitimate purpose of the
PII processing);
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— use or offer as default options, wherever possible, interactions and transactions which do not involve the
identification of PII principals, reduce the observability of their behaviour and limit the linkability of the

PII colle

cted; and

— securely dispose of PIl whenever it is practical to do so, in particular when the purpose for PII processing
has expired and where there are no legal requirements to keep it.

Data minimization is closely linked to the principle of “collection limitation”. Whereas “collection limitation”
refers to limited data being collected in relation to the specified purpose, “data minimization” strictly
minimizes the processing of PII.

6.6 Use, retention and disclosure limitation

Adhering to

— limiting

fulfil sp¢

— limiting
NOTE

— locking

long as t

When PII is

local requirs

6.7 Accur

Adhering to

ensurin
keeping

ensurin

process¢

verifyin
prior to

where it

PIL

Le

retainin
or anony

establisl

establisl

heuse retention-and discloasure limitation nrincinle invelies:
T r r

the use, retention and disclosure (including transfer) of PII to that which is negéssat
cific, explicit and legitimate purposes;

the use of PII to the purposes specified by the PII controller prior to collection;

pal requirements such as mandating the retention of PII for different purposes can apply.

rmizing it; and

i.e. archiving, securing and exempting the PII from further processing) any PII wh
he stated purposes have expired, but where retentign is required by applicable law

fransferred internationally, the PII controller should be cognizant of any additiong
ments specific to cross-border transfers.

acy and quality
the accuracy and quality principle inyolves:

b that the PII processed is accutate, complete, up-to-date (unless there is a legitim
outdated data), adequate and.relevant for the purpose of use;

b the reliability of PII €ollected from a source other than from the PII principa
)d;

b, through apprepriate means, the validity and correctness of the claims made by the
making any ehanges to the PII (in order to ensure that the changes are properly
is appropriate to do so;

ning PlI'collection procedures to help ensure accuracy and quality; and

y in order to

g PIl only as long as necessary to fulfil the stated purposes, and\thereafter securely destroying

bn and for as

v

I national or

ate basis for
before it is
PII principal

authorized),

d and stored

1ing control mechanisms to periodically check the accuracy and quality of collecte

This principle is particularly important in cases where the data can be used to grant or deny a significant
benefit to the natural person or in which inaccurate data can otherwise result in significant harm to the

natural pers

on.

6.8 Openness, transparency and notice

Adhering to the openness, transparency and notice principle involves:

— providing PII principals with clear and easily accessible information about the PII controller’s policies,

procedu

res and practices with respect to the processing of PII;
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— including in notices the fact that PII is being processed, the purpose for which this is done, the types of
privacy stakeholders to whom the PII can be disclosed, and the identity of the PII controller including
information on how to contact the PII controller;

— disclosing the choices and means offered by the PII controller to PII principals for the purposes of limiting
the processing of, and for accessing, correcting and removing their information; and

— giving notice to the PII principals when major changes in the PII handling procedures occur.

Transparency, including general information on the logic underlying the PII processing, can be required,
particularly, if the processing involves a decision impacting the PII principal. Privacy stakeholders that
process PII should make specific information about their policies and practices relating to the management
of PII readily available to the public. All contractual obligations that impact PII processing should be
documented and communicated internally as appropriate. They should also be communicated externally to
the extent tHose obligations are not confidential.

In addition, [the purpose of the processing of PII should be sufficiently detailed in orderto gllow the PII
principal to finderstand:

— the spedified PII required for the specified purpose;
— the spedified purpose for PII collection;
— the spedified processing (including collection, communication and storage mechanisms);

— the types of authorized natural persons who will access the Pll andto whom the PII can be[transferred;
and

— the spedified PII retention and disposal requirements.

6.9 Individual participation and access
Adhering to fhe individual participation and access principle involves:

— giving P]I principals the ability to access andfeview their PII, provided their identity is first apthenticated
with an pppropriate level of assurance and such access is not prohibited by applicable law;

— allowing PII principals to challenge‘the accuracy and completeness of the PII and have|it amended,
correctdd or removed as appropriate and possible in the specific context;

— providing any amendment, coerrection or removal to PII processors and third parties to whom PII had
been digclosed, where théyjare known; and

— establishing procedures to enable PII principals to exercise these rights in a simple, fast pnd efficient
way, whjch does not-entail undue delay or cost.

The PII contioller-should apply appropriate controls to ensure that PII principals access strictly their own PII
and not thatjof.other PII principals, unless the natural person accessing is acting under authority on behalf of
a PII principhal'who is unable to exercise their right of access. Applicable law can provide the natural person
with the right to access, review and object to the processing of PII under certain circumstances. When a
challenge is not resolved to the satisfaction of the natural person, the substance of the unresolved challenge
should be recorded by the organization. When appropriate, the existence of the unresolved challenge should
be transmitted to PII processors and other third parties having access to the information in question.

6.10 Accountability

The processing of PII entails a duty of care and the adoption of concrete and practical measures for its
protection.

Adhering to the accountability principle involves:

— documenting and communicating as appropriate all privacy-related policies, procedures and practices;
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assigning to a specified individual within the organization (who can in turn delegate to others in the
organization as appropriate) the task of implementing the privacy-related policies, procedures and
practices;

when transferring PII to third parties, ensuring that the third-party recipient will be bound to provide
an equivalent level of privacy protection through contractual or other means such as mandatory internal

policies (applicable law can contain additional requirements regarding international data transfers);

providing suitable training for the personnel of the PII controller who will have access to PIJ;
setting up efficient internal complaint handling and redress procedures for use by PII principals;

informing PII principals about privacy breaches that can lead to substantial damage to them (unless

prohibited, e.g. while working with law enforcement) as well as the measures taken for resolution;
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6.11 Information security

Adhering to

protecti

notifying all relevant privacy stakeholders about privacy breaches as required in some juris
the data|protection authorities) and depending on the level of risk;

allowing an aggrieved PII principal access to appropriate and effective sanctions-and/or re
as rectiffication, expungement or restitution if a privacy breach has occurred; and

considetting procedures for compensation for situations in which it will bedifficult or impos

ral person’s privacy status back to a position as if nothing had.@¢ctrred.

remediate a privacy breach should be proportionate tothe‘risks associated wit
11d be implemented as quickly as possible (unless otherwise prohibited, e.g. interfeg
[igation).

redress procedures is an important part of establishing accountability. Redres
e PII principal to hold the PII controller accountable for PII misuse. Restitution is
h involves providing compensation to the aggrieved PII principal. This is importar
of identity theft, reputational damage or misuse of PII but also where mistakes hay
or changing the respective PII.

ss processes are in place, it is possible that the PII principals feel more confident ¢
n because the perceived risk for the natural person with regard to the outcome

some services redress is eaSier to achieve (e.g. financial loss) than for others
hage to the image or reputation of the natural person), where the ability to ¢
for the loss can be somewhat harder. Redress works best when based on trans

quired types of redress measures can be governed by law.

the information security principle involves:
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eTTSuTe the mtegrity;, confidentiatity amdavaitabitity of the PHamdprotectitagam
as unauthorized access, destruction, use, modification, disclosure or loss throughout the whole of its life
cycle;

choosing PII processors that provide sufficient guarantees with regard to organizational, physical and
technical controls for the processing of PII and ensuring compliance with these controls;

basing these controls on security standards, the results of systematic security risk assessments as
described in ISO 31000, and the results of a cost/benefit analysis;

Legal requirements can apply.
implementing controls in proportion to the likelihood and severity of the potential consequences, the
sensitivity of the PII, the number of PII principals that can be affected, and the context in which it is held;
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