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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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INTERNATIONAL STANDARD ISO/IEC 27009:2016(E)

Information technology — Security techniques — Sector-
specific application of ISO/IEC 27001 — Requirements

1 Scope

This International Standard defines the requirements for the use of ISO/IEC 27001 in any specific sector
(field, application area or market sector). It explains how to include requirements additional to those in
ISO/IEC 27001, how to refine any of the ISO/IEC 27001 requirements, and how to inclufle controls or
contral sets in addition to ISO/IEC 27001:2013, Annex A.

This Ingternational Standard ensures that additional or refined requirements aremot’in conflict with the
requirgments in ISO/IEC 27001.

This Igternational Standard is applicable to those involved in producing sector-specific standards that
relate fo ISO/IEC 27001.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispgnsable for its application. For dated references, only the edition cited applies| For undated
referefces, the latest edition of the referenced documént (including any amendments) applies.

[SO/IHC 27000:2016, Information technology — Security techniques — Information security management
systenls — Overview and vocabulary

ISO/IHC 27001:2013, Information technology:*— Security techniques — Information security management
systenls — Requirements

ISO/IHC 27002:2013, Information technology — Security techniques — Code of practice f¢r information
security controls

3 Terms and definitions

For the purposes of.this document, the terms and definitions given in ISO/IEC 27000 and the
followjng apply.

31
interpretation
explarjatien(in form of requirement or guidance) of an ISO/IEC 27001 requirement in a gector-specific
Conte ahich doe notin _e e a3 a ho 0.0 1 m

3.2

refinement

sector-specific specification of an ISO/IEC 27001 requirement which does not remove or invalidate any
of the ISO/IEC 27001 requirements

4 Overview of this International Standard

4.1 General

ISO/IEC 27001 is an International Standard that defines the requirements for establishing,
implementing, maintaining and continually improving an information security management system.

© ISO/IEC 2016 - All rights reserved 1
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It states that its requirements are generic and are intended to be applicable to all organizations,
regardless of type, size or nature.

NOTE Management system standards within ISO are built in accordance with ISO/IEC Directives, Part 1,
Consolidated ISO Supplement, 2016.1]

ISO/IEC 27002 is an International Standard that provides guidelines for information security
management practices including the selection, implementation and management of controls taking
into consideration the organization’s information security risk environment. The guidelines have a
hierarchical structure that consists of clauses, control objectives, controls, implementation guidance
and other information. The guidelines of ISO/IEC 27002 are generic and are intended to be applicable to

all organizations, regardless of type, size or nature.
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P7010,[2] Information security management for intér-sector and inter-organiz
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27011,[3] Information security management guidelines
ions based on ISO/IEC 27002;

for telecommunic

7017,[4] Code of practice for information'security controls based on ISO/IEC 27(
rices; and

7018,[5] Code of practice for protection of personally identifiable information (|

system. This International Standard provides requirements for how to add to, re
requirements of [SO/IEC 27001 and how to add or modify the guidelines of ISO/IEC
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4.2 Structure of this International Standard

Clause 5 provides requirements and guidance on how to define requirements that are additional to,
refinement or interpretation of ISO/IEC 27001 requirements.

Clause 6 provides requirements and guidance on how to provide control objectives, controls,
implementation guidance or other information that are additional to or modify ISO/IEC 27002 content.

Annex A contains a template which should be used for sector-specific standards related to ISO/IEC 27001
and/or ISO/IEC 27002.

Within this International Standard, the following concepts are used to adapt ISO/IEC 27001
requirements for a sector:

Addition - see 5.2
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— Refinement - see 5.3

— Interpretation - see 5.4.

Within this International Standard, the following concepts are used to adapt ISO/IEC 27002 guidance

foras

ector:

— Addition - see 6.2

— M
NOTE

Techni
based

(see clduse 4.1 of the template in A.2).

4.3

Sectortspecific standards related to ISO/IEC 27001 may add requirements or guidanc
ISO/IEC 27001 or ISO/IEC 27002. The addition may expand the requirements or gui
infornjation security into their sector-specific topic.

EXAMPLE ISO/IEC 27018, Code of practice for protection of personally identifiable inf

in pub

a set of controls aimed at the protection of personally identifiable information and, thersg

the sc

5 A

5.1

Figurg 1 illustrates how sector-specific,requirements are constructed in relationship to I§

odification - see 6.3.

Any sector-specific guidance that is developed following the requirements and guidance in this
International Standard cannot be contained within a Technical Report. The ISO/IEC Directivesll] define a

n this International Standard, particularly Annex A, will contain at least a minimum $et-0

Expanding ISO/IEC 27001 requirements or ISO/IEC 27002 controls

ic clouds acting as PII processors uses such expansions(1SO/IEC 27018:2014, Annex

pe of ISO/IEC 27018I[5] to cover PII protection inaddition to information security.

dditional, refined or interpreted ISO/IEC 27001 requirements

General

oX Additional /
ISO/IEC 27801 | refined) ] w Sector-spedfic
requi%ﬁgﬁ |

%

interpreted | reguirements
requirements m . d

Figure 1 — Construction of sector-specific requirements

fal Report as a document that does not contain requirements, and any sector-specific stanglard developed

f requirements

e to those of
lance beyond

brmation (PII)
Al5] contains
fore, expands

50/IEC 27001.

5.2 Additional requirements

Specification of additional requirements is permitted.

EXAMPLE

the requirements for the policy specified in ISO/IEC 27001:2013, 5.2.

A sector which has additional requirements for an information security policy can add them to

No requirement that is added to those in ISO/IEC 27001 shall remove or invalidate any of the
requirements defined in ISO/IEC 27001. Sector-specific additions to ISO/IEC 27001 requirements shall,
where possible, follow the requirements and guidance set out in Annex A of this International Standard.

© ISO/IEC 2016 - All rights reserved
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5.3 Refined requirements

Refinement of ISO/IEC 27001 requirements is permitted.

NOTE Refi

nements do not remove or invalidate any of the requirements in ISO/IEC 27001 (see 3.2).

Sector-specific refinements of ISO/IEC 27001 requirements shall, where possible, follow the

requirements

EXAMPLE 1

and guidance set out in Annex A of this International Standard.

A sector-specific standard could contain controls additional to ISO/IEC 27001:2013, Annex A. In
this case, the requirements related to information security risk treatment in ISO/IEC 27001:2013, 6.1.3 c¢) and d)
need to be refined to include the additional controls given in the sector-specific standard.

Specification

EXAMPLE 2
the scope of th
ISO/IEC 27001

5.4 Interp

Interpretation of ISO/IEC 27001 requirements is permitted.

NOTE Intd
them into sect

Sector-specific interpretations of ISO/IEC 27001 requirements shall, where possible, follg

requirements

6 Additio

6.1 Generg

Figure 2 illusf

bf a particular approach to meeting requirements in ISO/IEC 27001 is also permittg

A particular sector has a prescribed way to determine the competence of people working]
b sectors-specific management system. This requirement could refine the generalrequire
2013,7.2.

reted requirements

rpretations do not invalidate any of the ISO/IEC 27001 requiréments but explain them g
r-specific context (see 3.1).

and guidance set out in Annex A of this International Standard.

nal or modified ISO/IEC 27002 guidance

11

rates how ISO/IEC 27002 guiddnce can be added to or modified.

150/1EC 27002 N\ Additional k i Sector-
guidance mcu_d:ﬁed '''''
guidance [—

Specific
\ guidance

ed.

within
nent in

r place

w the

Figure 2 — Construction of sector-specific guidance

Each control shall only contain one instance of the word “should”.

NOTE

In ISO/IEC 27001:2013, Information security risk treatment requires an organization to state

controls that have been determined and justification of inclusions, and justification for exclusions of controls
from Annex A. Having only one use of “should” within a control statement eliminates the possibility of ambiguity

over the scope

of the control.

6.2 Additional guidance

Addition of clauses, control objectives, controls, implementation guidance and other information to
ISO/IEC 27002 is permitted.
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Clauses, control objectives, controls, implementation guidance and other information additional to
ISO/IEC 27002 shall, where possible, follow the requirements and guidance set out in Annex A of this
International Standard.

Before specifying additional clauses, control objectives or controls, entities producing sector-specific
standards related to ISO/IEC 27001 should consider whether a more effective approach would be to
modify existing ISO/IEC 27002 content, or achieve the desired result through the addition of sector-
specific control objectives, controls, implementation guidance and other information to the existing

ISO/IE

C 27002 content.

6.3 Modified guidance

Modifilcation of clauses, control objectives, controls, implementation guidance and othejr information

from |

No mo

Modified clauses, control objectives, controls, implementation guidance and-other info
C 27002 shall, where possible, follow the requirements and guidancé set out in Ahnex A of this

ISO/IE
Intern

50/1EC 27002 is permitted.

dification shall remove, invalidate or reduce any of the controls in ISO/IEC27002.

htional Standard.

fmation from
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Annex A
(normative)

Template for developing sector-specific standards related to ISO/

IEC27001:2013 or ISO/IEC 27002:2013

A.1 Drafti
Within A.2 th

Text in arf

EXAMPLE
requirements .

Text in by

in the fin
Text writ

A sector-spe
management

A.2 Templ
0

{Include how {
specified with

1 Scope

ginstructions
e following formatting convention is used:
gle brackets should be replaced by suitable sector-specific text.

For the sector telecommunications, the title of Clause 4 of the template inrA)2, “<Sector>-
., should read “Telecommunications-specific requirements ...".

aces and italics indicates how to use this part of the template; this text should be d
1l version of the sector-specific standard.

fen without special formatting should be copied verbatim.

rific standard should use the following naming' convention: Information sg
system for <sector>.

ate

Introduction

he requirements and/or guidanee, contained within this standard relate to the requir
n ISO/IEC 27001 and the guidance within ISO/IEC 27002.}

{Include apprepriate scope statements including the relationship of this standard to 1SO/IEC 270

ISO/IEC 2700
2
{Insert the rel

3 Term

D}

Normftive references

bvant normative references, including 1ISO/1EC 27001 and 1SO/IEC 27002.}

5 and.definitions

pecific

eleted

curity

bments

D1 and

{Ensure that ISO/TEC 27000 is included.}

4

<Sector >-specific requirements related to ISO/IEC 27001

{Always insert the following text.}

4.1

Structure of this standard

This is a sector-specific <document type> related to ISO/IEC 27001.

{If the sector-specific standard has sector-specific clauses, control objectives or controls additional to or

modified from

The <sector>-

ISO/IEC 27002 insert the following text.}

specific reference control objectives and controls are listed in Annex A.

{Insert further subclauses describing sector-specific ISMS issues, if any.}

6
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4.2 < Sector >-specific requirements

{Insert one of the following two texts, as appropriate.}

All requirements from ISO/IEC 27001:2013, Clauses 4 to 10 apply unchanged. {or}

All requirements from ISO/IEC 27001:2013, Clauses 4 to 10 that do not appear below apply unchanged.

{Add all sector-specific requirements. For additional requirements, use clause/subclause numbering in the
same format as 1ISO/IEC 27001:2013, but with a prefix of at least three letters for the sector. When adding
a requirement, check first whether it is related to a requirement already existing in ISO/IEC 27001:2013. If
it is, add the new requirement following the one it is related to and number it as appropriate. If there is no
relatiopte-anexistingrequirement place the additional requirementsafter the ISO/IEC 27001:2013-related

requir¢gments, introducing new subsequent numbering of clauses, as suitable.}

{Indicqte sector-specific requirements that are additional to the ISO/IEC 27001 requirements by insertion
of the following text.}

A requirement additional to ISO/IEC 27001:2013 <clause/sub-clause numbér>is:

{Indicqte sector-specific requirements that refine ISO/IEC 27001:2013 requirements by injsertion of the
following text.}

ISO/IEC 27001:2013 requirement <clause/sub-clause number>1is¥efined as follows:

{Indicqte sector-specific requirements that interpret ISO/IE€,27001:2013 requirements by ifisertion of the
following text.}

ISO/IEC 27001:2013 requirement <clause/sub-clause:number> is interpreted as follows:
{If pos§ible, show the added, refined or interpreteddext by use of italics.}

{If the ector-specific standard has sector-spegific controls, always insert the following text.}
[SO/IHC 27001:2013 requirement 6.1.3 ¢}'is refined as follows:

Compdre the controls determined'in 6.1.3 b) above with those in ISO/IEC 27001:2013,/|Annex A and
with Annex A of this <documenttype> to verify that no necessary controls have been omf{tted.

[SO/IEC 27001:2013 requitement 6.1.3 d) is refined as follows:
Produge a Statement of Applicability that contains:
— thE necessary controls (see ISO/IEC 27001:2013, 6.1.3 b) and c)),

— justification'for their inclusion,

— whether the necessary controls are implemented or not, and

— justification for excluding any of the controls in ISO/IEC 27001:2013, Annex A or Annex A of this
<document type>.

{To mandate the application of particular controls, always insert the following text next to
ISO/IEC 27001:2013, 6.1.3 d) and identify the mandated controls in a suitable way, preferably by using (M)
as a prefix for the control number.}

The organization shall implement the mandatory controls identified by <X>.
5 <Sector>-specific guidance related to ISO/IEC 27002:2013

{If the sector-specific standard has sector-specific clauses, control objectives, controls, implementation
guidance or other information additional to or modified from ISO/IEC 27002:2013, insert them in this
clause. Number additional clauses, control objectives or controls in the same format as ISO/IEC 27002:2013,
but with a prefix of at least three letters for the sector. When adding or modifying control objectives,

© ISO/IEC 2016 - All rights reserved 7
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