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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

This document provides support for the further development of ISO/IEC biometric International
Standards in the context of cross-jurisdictional and societal applications of biometrics, including
standardization of both existing and future technologies.

Specifically, this document offers guidance on the design of systems that use biometric technologies to

captur

e, process and record biometric information:

— with regard to societal norms and legal requirements of jurisdictional domains (within and among

va

rious levels of jurisdictions);

— W

contain;

— W

capture biometric data.

In this|

Examyj
docun]

— en

— i

— snpoother introduction and operation of these systems;

— pa
— in
— ad
The pr
— op

— ddg

— subjects - thdSe who provide a sample of their biometric data;

— W

rtaining to privacy/data protection of an identifiable individual;

th respect to an individual’s ability to access and use these systems and fhe infq

th regard to health and safety issues pertaining to an individual when systems ¢

document, biometric data are considered to be personally identifiable information

les of the benefits to be gained by following the recofimendations and guid
ent are:

hanced acceptance of systems using biometrics by subjects;

proved public perception and understanding ef well-designed system:s;

tential long-term cost reduction (whgle life costs);

reased awareness of the range of-accessibility-related issues;
option of commonly approved good privacy practice.

imary stakeholders are\identified as:

erators - those whao:use the results of the biometric data,;

velopers of technical standards;

"iters of system specifications, system architects and IT designers;

rmation they

re utilized to

(PII).

plines in this

bli¢’policy makers
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Biometrics — Cross-jurisdictional and societal aspects of
biometrics — General guidance

1 Scope

This document gives general guidance for the stages in the life cycle of a system’s biometric and
associated elements. This covers the following:

— th
— de
— op
— in

— Te

e capture and design of initial requirements, including legal frameworks;
velopment and deployment;

erations, including enrolment and subsequent usage;

ferrelationships with other systems;

ated data storage and security of data;

— d4ta updates and maintenance;

— ftr

hining and awareness;

stem evaluation and audit;

— controlled system expiration.

The a1
resped

— le
— ac

— he

pa
This d
Specif
this dd

2 N

eas addressed are limited to the design and implementation of biometric tech
t to the following:

bal and societal constraints on the use of biometric data;
cessibility for the widest population;

alth and safety, addressing the concerns of users regarding direct potential hazards
ssibility of the misuSe of inferred data from biometric information.

bcument is intended for planners, implementers and system operators of biometric

cation and-assessment of government policy are not within the scope of this documn
cument(isjintended to be beneficial to public authorities when deploying biometric

prmative references

hologies with

as well as the

applications.

ent. However,
systems.

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IE

C 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following

apply.
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Onlin

31
accessibility

e browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

extent to which products, systems, services, environments and facilities can be used by people from a
population with the widest range of user needs, characteristics and capabilities to achieve identified
goals in identified contexts of use

Note 1 to entry
[SOURCE: ISO

3.2

data subject
subject
individual wh

Note 1 to entry

[SOURCE: ISO
been changed

3.3
function cre¢
expansion of

Note 1 to entryj
a system, whic

3.4
proportiona
balance betw

3.5

usability
extent to whi
with effectivd

Note 1 to entry
and context of

Note 2 to entry
activities and

- Contextofuseincludocs diroact use oruse sunnarted by accictiva tachnglaaiag
rr J o

9241-112:2017, 3.15[11]

ose individualized biometric data is within the biometric system

: The data subject is the data principal of PII.

IEC 2382-37:2022, 37.07.05, modified — The original term "biometric data subje
to "data subject” and Note 1 to entry has been replaced:]

1Y
h project, mission, or system’s function beyondits original goals

: Function creep is the result of the intended ex‘inintended change or extension to the func
h occur as small incremental stages, and can-lead to significant changes to the function.

ity
ben the interests of an individual and the interests of an organisation

ness, efficiency-and satisfaction in a specified context of use

: The “specified” users, goals and context of use refer to the particular combination of user
ise for whieh usability is being considered.

: The-word “usability” is also used as a qualifier to refer to the design knowledge, compe
lesign’attributes that contribute to usability, such as usability expertise, usability profe

ct" has

fions of

Ch a system, productior service can be used by specified users to achieve specified goals

5, goals

encies,
Esional,

ering, usability method, usability evaluation, usability heurijstic

usability engi

[SOURCE: ISO
3.6

9241-11:2018, 3.1.1[2]]

personally identifiable information

PII

any information that a) can be used to identify the PII principal to whom such information relates, or b)

is or might be

directly or indirectly linked to a PII principal

Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that

natural person

Note 2 to entry: In this document the PII principal is the data subject.
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[SOURCE: ISO/IEC 29100:2011, 2.9[31]

4 Symbols and abbreviated terms

API
DPIA
DPO
FRR

application programming interface
data protection impact assessment
data protection officer

false reject rate

FAR
GDPR
HTTP
ICT
IT
PET
PIN
REST

uch

Ul

5 O

51 ¢

This d
and th

This (
impler]

false accept rate

general data protection regulation
hypertext transfer protocol

information and communication technology
information technology

privacy enhancing technology

personal identification number

representational state transfer

NOTE REST is an architectural style that.defines a set of constraints and prope
HTTP.

user-centred design

user interface

ross-jurisdictional and societal considerations

Feneral

bcument provides generic recommendations that are not specific to technologies o
nt can affectall biometrics.

lausesbegins by providing principles, guidelines and considerations for thg
hentation of biometric applications in three major areas:

"ties based on

r applications

design and

1) cross-jurisdictional issues related to privacy and protection of personal information

2) accessibility (see 5.3); and

(see 5.2);

3) anexamination of health and safety issues when using biometric applications that can affect design
and implementation considerations (see 5.4).

It considers usability and highlights conditions of the physical environment that can affect the operation
and usability of a biometric application (see 5.5), societal, cultural and ethical aspects of biometrics
(see 5.6) and acceptance of the use of biometric applications (see 5.7).

Two use cases are provided in Annex A as practical illustrations.

© ISO/IEC 2023 - All rights reserved
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5.2 Cross-jurisdictional issues

5.2.1 General

The developer of a biometric application should take into account a number of issues that relate to
specific jurisdictional requirements, which can differ between jurisdictions, not all of which are within
the scope of this document. The list of issues which have not been examined in detail in this document

includes:

— anti-discriminatory laws;

— disclosure laws;

— redress nIrechanisms;

— contracty
— provision

— provision

al issues;
of biometric data to parties other than the data holder;

s for law enforcement agencies for access to biometric and associated information;

— opt-inan

— specific

opt-out rights and associated requirements for fall-back precesses;

ta retention conditions (including period of time and security standards);

— evidentiafy requirements for use of biometric data in a courtof law;

— specific instances where biometrics are required by organizations or governments (e.g. for

access to
— applicabi

— Dborder ca

military facilities and critical infrastructure);
ity of legal domains in use of biometrics e'the internet;

ntrol laws.

5.2.2 Privalcy aspects of biometric applications

With the prol
aresult, itis

feration of biometric applications worldwide, the aspect of privacy gains importa

necessary that the applicable law and policy protect data subjects and their biometric data and pe

rights. Using
how a systen]
The possibilif

h biometric application means using PII; thus, existing privacy laws apply. Depend

Ssecure

nce. As

ecessary to understand.what the objectives of data protection law and policy intend. It is

rsonal
ing on

y of protection-is especially valid in view of the special properties of biometrics,

are linked unfiquely to the'subject for their lifetime, unlike PINs and passwords, which are in

and weakly 1
from theft an
in the differe

nked to.a) person. By using a biometric key, other types of PII can be better prg
l misuse than by traditional means. Biometrics can therefore be both an object ang

be applied. Th

nt aspects of thls dlscussmn In all apphcatlons the pr1nc1ple of proportlonallty

is deployed, hiometric technology can compromise or protect a data subject’s z[ivacy.

which
irectly
tected

a tool
should

regard to the purposes for whlch they are collected and further processed

e with

Biometrics can be considered in the context of PETs. PETs are a coherent system of ICT measures that
protect privacy by eliminating or reducing PII or by preventing unauthorised, unnecessary and/or
undesired processing of PII; all without losing the functionality of the data system.

NOTE1 Processing in this context includes any operation or set of operations which is performed upon PII,
whether or not by automatic means, such as collection, recording, organization, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, blocking, erasure or destruction.

The principle

of PET applies to biometrics seen from two standpoints:

— as an object of the principle, the implementation and application of biometrics should follow a
comprehensive and correct privacy regime in order to be privacy enhancing;

©ISO/IEC 2023 - All rights r
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— asatool in the meaning of PET, biometrics itself can be a privacy enhancing method.

For instance, biometrics can improve the verification process compared with a traditional process
where a subject has to provide information through requested evidentiary documents which can
reveal considerable personal information. The use of biometrics can simply be putting a fingerprint on
a sensor without revealing any additional personal information (name, address, date of birth, etc.) to
the person who is checking the entitlement of the identified person (given that there has been a proper
registration process beforehand). Moreover, the use of biometrics enables the subject to bind a device
(such as a smart phone) to their identity. The advantage is that, although a device can have more than
one user, the biometrics bind the use to a single specific identity. Subjects can use pseudo-identities by
varying the biometrics provided.

The fo[lowing are some generally accepted rules of PETs.

— At the planning stage, assess whether or not biometrics should be used or another|less intrusive
method substituted

— Uge no PII or as little as necessary.

— Uge encryption if using PII.

— Dgstroy raw data as soon as possible.

— Anonymize PII wherever possible.

— D@ not use central databases where not required.
— Giye subjects control over their PII.

— Uge a means of evaluation and certification to‘verify that an application delivers a guyarantee of an
appropriate level of trust.

NOTEZ2  Seealso ISO/IEC 24745041,

In relaftion to privacy, Article 17 of the International Covenant on Civil and Political Rights[4] stresses
that np one’s privacy, family, home or correspondence should be subjected to arbitrary or unlawful
interfdrence, nor should their honour and reputation be unlawfully attacked.

Privacly is one of the most significant issues confronting not only the biometrics industry, but also any
organization which gathers'personal information. The potential for shared access to information and
multiplle uses of biometric databases raises specific concerns. However, many statemer]ts on privacy
fail to fapture the nuances across various biometric deployments. Certain types of biomefrics engender
a greafer perception'of privacy invasion while others have little influence on privacy concerns. PIl is the
first sfep to establishing personal identity and it is at this point where many crimes of identity occur.
Althoygh thereare many issues associated with submitting biometric data, it should pe reinforced
that identification will have already been established through other identity documents|such as birth
certificates. Therefore, many people might consider biometric techniques to be far less|invasive than
being asked, sometimes face to face, questions relating to their personal history, details of residence
and information about other members of their family, such as a mother’s maiden name. In this context,
biometric technology is simply another means for identification.

The increasing number of implementations and discussions about the use of biometrics raises questions
about the technology’s impact on privacy in applications generally available and widely used by the
public, in the workplace and at home. Key aspects of privacy issues relate to either the data subject
or the organization. From the data subject’s perspective, issues relate to collection, choice, use and
security of information and anonymity of the individual. From an organizational perspective, issues
include the manner and purpose of collection, solicitation, storage and security of information, access
to records, relevance and the limits on use and disclosure of collected data.

Other privacy issues relate to concerns that include stigmatization and reputational or financial
damage. An example of stigmatization in some communities has been the association of fingerprints
with criminal activity. However, fingerprinting is now also becoming associated with the more positive

© ISO/IEC 2023 - All rights reserved 5
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identification of the law-abiding citizen as a holder of electronic ID documents, a cardholder, or club
member. Any concerns can be exacerbated by the possibility that a person’s biometric can be “spoofed”.

Further privacy issues relate to function creep, or the misuse of information, and tracking or aggregation
of data. In relation to function creep, using data for a secondary purpose can appear worthwhile;
however, socio-cultural and legal issues can arise when individuals are not informed of this secondary
purpose for which their information will be used, and have not given consent for this to take place.
“Tracking” can refer to a specific form of function creep where biometric data is used in combination
with additional data such as spending or travel details to track the actions of individuals. Covert use of
biometrics without legal authorization will impinge on individuals’ privacy.

In addition to the analysis of cross-jurisdictional issues relating to privacy listed in 5.2.3, a number of

other considefations should be taken account of, including:

migr
chan

death

revod

notificati

The system d
of all biomet
biometric pri
officer, there

security and privacy issues when they occur.

If recognized
seem to be ap
where approp

5.2.3 Privaky principles for biometric applications

There are a n

issues relpting to the linking of biometric data to other information;

transition states, e.g. the ability to give consent changes:

hition from a minority to a majority age,

be in mental capacity (e.g. Alzheimer’s disease),
of a subject,

ation procedures;

bn to anonymously enrolled data subjects of any ehanges in the uses of a biometric,

Fic applications. They should also drive the development and implementation
vacy policy and ensure conformance to~that policy. Where there is no data prof
should be a person in charge of implementing the system who is able to deal v

national consumer associations have published recommendations on biometri
plicable to a specific biometric implementation, a system operator should conside
riate.

umber of key privacy-enhancing principles that should be considered by organiz

a biometrichapplication. These principles, which are listed below, build up
uments listed in the Bibliography. They should be considered and applied in the con
laws and.regulations.

ENCy

hta protection officer, or equivalent, should take part in the planning and implementation

of the
ection
ith IT

s that
I them

ations
bn the
text of

There should be a general policy of openness about the use of biometric data, which should include
the purposes for which the data is to be used and the point of contact responsible for its use. Any

nt changes should be made known to data subjects.

Biometric data should be collected, stored, used, disclosed and retained with the knowledge and

f data subject, except where local laws have exemptions to this principle.

Preference for opt-in

Where feasible and practical, opt-out or opt-in procedures should be made available to the data
subject. In general, opt-in is the preferred option.

implementing
reference doc
jurisdictional
1) Transpar
subseque
2) Consent
consent o
3)
6
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Limitation of purpose

The purpose(s) of a biometric application should be available for data subjects to read prior to their
use of it. The biometric data processing should be limited to the stated purpose.

NOTE In some countries the principle of necessity is used. This requires that for use of a particular
methodology or technology, especially emerging technology, it be demonstrated that its use is required
and that the purpose cannot be achieved by any other methodology and/or technology that is accepted as

providing adequate protection of individuals privacy.

5)

Limitation of collection

The collection of biometric data should be limited to the minimum required to achieve the stated

pu
6) Li

T}

Pr
7) Ad

T}

application according to its specification. This is so that System operation, o1

m

data.

8) Ac

T}
an

9) Py

Bi
is

10) Se

Th
in

[e

11) D

TH
to
thi
tr

rpose(s).
mitation of period of retention

e biometric data should be kept only for the period of time necessary for'the speci

herence to performance criteria

e system operator should ensure the correct configurationsfunction and stability

hlfunction, does not result in unauthorized access, use,‘'modification and disclosur

cess rights of the data subject

e data subject should be given reasonable access to verify the correctness of the b
d to have incorrect data amended.

otection of the data

bmetric applications should be designed so that biometric data, including in back-y
protected against unauthorizéd-access, use, modification, deletion, disclosure and i

cure audit

e biometric application should be designed to permit a secure audit of the use of h
rluding its deletiomar removal from the biometric application (see ISO/IEC 27002[>

ta transfer between jurisdictions

e systemmoperator should take reasonable steps to ensure that biometric data th
an external party, including in another jurisdiction, is adequately protected. This
rough/contractual arrangements or a Memorandum of Understanding. Model con
hnStér of personal data can be used even though this might not be a legal requi

ied purposes.

ocedures should be specified for secure removal of data that is beyond.its retention period.

pf a biometric
any system
e of biometric

iometric data

ps or archive,
etention.

iometric data

).

it is disclosed
may be done
tracts for the
Ffement in the

jurisdictions in which the external party operates.

12)

Significant automated decisions

Where biometric applications are used to make significant and fully automated decisions about
individuals, a mechanism to request the intervention of a person should be provided. Individuals

sh

ould be notified of such automated decisions.

13) Accountability

A person within the system operator’s organization should be accountable for conformance with

th

©150/1

e relevant law and these principles.
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of biometric data

Biometric information should be as accurate, complete and up-to-date as is necessary for the

purposes

for which it is to be used.

15) Anonymization of data

Release of biometric data for academic, statistical or testing purposes should be considered and
controlled carefully. Links to other personal information should be removed where they could lead

to identifi

16) Privacy b

Organiza
developm
PII.

17) Privacy b
When a §

ication of an individual.

y design

fions need to consider privacy at the initial design stages and throughout the ©q
ent process of new products, processes or services that involve processing biotetr

y default

ystem or service includes choices for the individual on how muchlPII they shar

others, the default settings should be the most privacy-friendly ones.

5.2.4 Furth

5.2.4.1 Gen

Although this
evidentiary a
biometric app

In some coun
and the mana|
than those r¢
reported in tH

5.2.4.2 Bio

There is a nee
have introdud

While hand-w
signature rec
combination Y
to as multi-fa

Three-factor

er legal aspects

eral

document is not intended to deal in detail with legal issues such as contract
spects, some general statements on legal value and potential consequences of
lications can be of benefit for its readers.

fries, a number of regulations exist thatapply to the operation of biometric applig
gement of biometric data. Subclause:5:2.4 gives an overview of legal considerations
lated to privacy. Examples of detailed regulations applicable in specific countr
e Bibliography.
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ritten signatures are widely accepted in the legal context, this normally relies on
bgnition. Forelectronic transaction scenarios biometric data can be used on its ow
with a PIN)or a password. When multiple factors are used in combination, this is r¢
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d to facilitate electronic transactions between parties and, to achieve this, many coulntries
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puthentication can involve something that a subject possesses, something they

something they know in any combination. Two factors are sufficient for most commercial applications.
In this context, biometrics characteristics in combination with security token or credential can be
seen as the equivalence of a hand-written signature. If the use of biometrics can realize the traditional
functions of the hand-written signature, a legal transaction and the binding of it to a person can be
ensured and therefore a similar legal binding force can be achieved.

Where both the captured and reference biometric data samples are needed to realize equivalent
legal validity in transactions to that of a traditional hand-written signature, this requires that, in
all cases, both systems employed are able to deliver strong security and a reliable audit trail (see
ISO/IEC 27002[3]).

The use of biometric characteristics alone in electronic transactions can be deemed by some authorities
not to confer the same legal validity as a hand-written signature. In these cases, biometric characteristics
and digital signatures should be in a complementary relationship. Therefore, in this context, the use
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of biometric characteristics needs to be considered as one module in a public key infrastructure and
subject to the legal requirements of that infrastructure.

5.2.4.

3 Biometric methods and legal proof

The evidential value of an electronic transaction can be maximized if one or more biometric credentials
are used to prevent unauthorized issue of a legal declaration.

An appropriate level of security can enhance the evidential integrity: of the binding of the digital
signature to the individual, and in the non-repudiation of the document or transaction.

Any legal challenges will best be addressed by demonstrating the reliability of the system which was
Ithough the assessment of the court will differ between jurisdictions, the performance and the
overal| security of the biometric application will be the most significant aspect in thecasg.

used.

It shoyld be considered that recognition of a biometric data sample rarely perfornys perffect matching

of chafracteristics in practical applications. It is therefore difficult to make reliable
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al system (see ISO/IEC 27002[3]).

4

. Performance of biometric applications and liability

Lric applications are subject not only to technical malfunction but also to reduced p¢
t of user behaviour (including operators.and subjects), deliberate or accidental, oj

brtant to consider the consequences-and liability issues associated with such failur

ISO/IEC 214728 deals with user interaction influence in biometric application perforn

3 Standard terms.of business

Ly can be dealt-with in statutory provisions and also in contracts. Businesses ¢
d contract terms that, as a rule, add to the statutory provisions. In many county
g laws of standard terms of business, containing rules for whether such terms hav
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certain circumstances to file a court claim aimed at obtaining a judgement holding a ¢
Generally, ‘'what is often needed, is a clear and understandable wording; in other word
should be”able to find and familiarize themselves with certain mandatory informg
difficulty.

It is desirable to establish consumer-friendly terms in order to build trust in a biometric application.
Subjects are unlikely to use a biometric application for their convenience if they are disadvantaged by
having the legal burden of proving whether or how they used the system in the event of a disputed
match.

For instance, if the risk of malfunction of the biometric application prevents the subject’s access to the
protected area, standard terms of business should not shift the responsibility to the subject.

An exclusion of liability for system malfunctions following data subject interaction is also usually not
permitted, or at least not desirable, in terms and conditions of business. Biometric applications are
vulnerable to unauthorized use and malfunctions. Besides intentional manipulations by attacks on the
system and general technical problems, a certain number of potential erroneous acceptances are always
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to be expected to occur. The subject is neither able to affect nor to control these technical aspects since
these aspects are in the operator’s sphere alone.

5.2.4.6 Non-discrimination

Since biometric systems use physical or behavioural information, individuals can be deterred from
using them if they are unable to present the required characteristic or cannot do so in such a manner
as to achieve successful verification. Examples are represented by missing fingers, inability to speak,
inability to control eye movement. Considering the increasing use of biometrics, this is likely to become
a problem for affected subjects especially when biometrics are required to access important services.

In many countries, legislation exists to minimize direct or indirect discrimination with regard to, for
example, disapility, sex, age and ethnicity. Biometric systems should be designed so that the differential
impacts (see [[SO/IEC TR 22116[7]) are minimized. To avoid discrimination against individuals who
are unable off do not consent to use a particular biometric application, provisions shéuld bg made
for alternative methods of identity verification that are similarly secure and usable,as<the biometric
method.

5.2.4.7 Biometrics in the workplace

In several coyntries, specific regulations need to be taken into account when biometric technology is
used for phydical or logical access control in a working environment. Fhe workplace requires $pecial
consideration| since the employee’s ability to refuse consent is constrained by their dependehce on
employment. [n order to protect the rights of the employees, in particular with regard to their prrivacy,
it often makgs sense to involve a workers’ association, a wetks council, or equivalent, in oinder to
negotiate sensible use and management of the biometric data. When employment ceases or in a job
application thiat requires a biometric data sample to be submitted, the biometric data should be deleted
as soon as pogsible.

ects of criminal law

5.2.4.8.1 Altering data and unauthorized computer access

Under many ¢riminal laws there is a prghbibition of altering electronic data without authorizatipn and
it is also not l¢gal to access a computér of another person without appropriate entitlement. The specific
cases under which legal sanctions,are applicable depend on the national regulations.

5.2.4.8.2 Faorgery or theft(of biometric data

A spoofing atfack on a system by copying or theft of biometric characteristics can be subject to cifiminal
law in varioug jurisdi€tions. There can be a need to establish specific regulations in this regard i order
to protect thelwellbeinhg and life of subjects. Technical measures are being developed to ensure that the
biometric datp i$ nhot tampered with, by testing the liveness of biometric characteristics, for example.
Systems shouldtherefore pravide such a test, a verification that the hiometric data sample is prbvided
by a natural person, and include measures against “replay” or re-presentation of a sample. These
features can mitigate subjects’ concerns over theft of physical biometric characteristics and should be
implemented where possible.

The ISO/IEC 30107[8] series on biometric presentation attack detection establishes a framework through
which presentation attack events can be specified and detected so that they can be categorized, detailed
and communicated for subsequent biometric system decision-making and performance assessment
activities. It also establishes data formats to be used and principles and methods for performance
assessment of presentation attack detection algorithms or mechanisms.
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5.3 Accessibility

5.3.1 General

A biometric application should be easily accessible to all subjects and should not disadvantage any
subject. Accessibility of a biometric application is dependent on specifics of the subjects using the
system and on its usability, including the physical environment (see 5.5.2). For subjects that cannot use
the biometric application due to permanent or temporary conditions, alternative systems are necessary
and should be provided. Any additional costs to the subject that are associated with the use of biometric
applications should be clearly stated.

Accessible systems should he dpcignpd to he:

— eduitable in use for data subjects;

— influsive in operation for data subjects who have physical or psychological inabilities
— flgxible in use;

— simple and intuitive to use;

— easy-to-understand with appropriate additional prompts;

— clearly indicated by signs;

— tolerant of error;

— usable with low physical effort;

— offa size and in a space that allows easy approach and use;

— usding a range of tactile, audio and visual,prompts in the user interface.

Accesdibility difficulties can be long termy,temporary and/or can occur without warning, for example,
as theconsequence of sudden onset ofillness such as laryngitis or a sore throat, dental dr eye surgery,
or other physical injuries.

Subjedft groups can be internal orexternal to the implementing organization or can be a cpmbination of
both. It is imperative that anly organization contemplating the introduction of biometric$ identifies all
stakeholders, considers how the subject groups might respond to the technology and identjifies potential
issues|and solutions prier to programme implementation. Human factor issues are nqt confined to
those who are the subjects of the technology but can also include system implementdrs, designers,
technifians and biometric attendants, who can all be subject to system limitations and erfors.

Reasomable efforts need to be made to support accessibility based on analysing costd and benefits
to redpice the number of exceptions that need to be handled and to reduce the impact dn other users
(operatorsand subjects).

Many countries have adopted inclusive policies and enforced them with legislation (e.g. the USA’s
Americans with Disabilities Act of 1990[L3]). ISO/IEC Guide 71[2] gives an overview on the possible
impairments of subjects and helps to address their problems when standardizing and/or implementing
systems. The United Nations Standard Rules on Equal Opportunity for Persons with Disabilities[16]
provides guidelines on the enhancement of participation opportunities for people with disabilities
in education, employment, social security, culture, recreation, transport and accessibility to the
built environment and information. In Japan, the domestic standard (JIS X8341[17]) with regard to
accessibility, was published in May 2004. Access to biometric technologies is described in JIS X8341.

The system operator and/or designer should take into account the following disabilities and problems
for subjects using a system. Some of these conditions can be temporary. Note also that many people
have a combination of impairments, the cumulative effect of which can amplify the impact of individual
impairments.
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Examples of disabilities:

1y

2)

3)

4)

5)

6)

7)

8)

9)

10)

11)

12

The absence of physical body parts required for the correct operation of a biometric or its specific
instantiation in the system.

EXAMPLE1  Missing index finger(s) in an access control system using prescribed fingers.

The absence of behavioural features required for the correct operation of a biometric or its specific
instantiation in the system.

EXAMPLE 2  Data subject with no power of speech required to use a voice-activated door entry system.

Unusable physical body parts required for the correct operation of a biometric or its specific
instantiation in the system.

EXAMPLE|3  Person with extreme arthritis asked to use a flat plane hand geometry biometxic

Unusable|behavioural features required for the correct operation of a biometric or its specific
instantiation in the system.

EXAMPLE[4  Data subjectin a country with a writing system based on non-Latifi alphabet required to use
a dynamidsignature system designed for Latin alphabets,

An inability to present the required biometric characteristic in-a-sufficiently consistent and
predictal{le manner under the particular conditions of operation

EXAMPLE|5  Uncontrollable movement of the eyeball resulting indifficulty in operating an iris recognition
system.

EXAMPLE|6  Person with a speech impediment (e.g. stuttering) asked to use a speaker verification
scheme.

An acceldgrated drift, that is a change in a chdaracteristic over a period of time in physjcal or
behavioufal aspects resulting in increasing:difficulty in meeting the matching criteria [for an
identificafion or verification.

EXAMPLE|7  Data subject with conditions’that rapidly age the facial features being verified in [certain
automaticlface verification systems.

An inability to access, or difficulty-with physical access to, the biometric sensor or user termjinal.

EXAMPLE|8  Data subject psing a wheelchair or person with a stature not tall enough to access a sensor or
user termjnal fixed at a spetific height.

An inabiliity either tosread, due to illiteracy, or to understand the instructions, or to recpll the
correct pfocedures;in order to operate the biometric application successfully.

EXAMPLE|9 , (Forgetting which finger was enrolled in an unattended access control system, angl being
locked out{aftér three attempts.

Psychological conditions that prevent the data subject operating the biometric applications
correctly.

EXAMPLE 10 Persons with extreme compulsive-obsessive disorder required to use sensors or keypads/
keyboards with physical contact.

Conditions, such as those listed above, which result in disproportionate use of resources.

EXAMPLE 11 Senior citizens who require a longer period of adjustment to changes in context and situation,
exceeding the notional time allowed for an authentication.

Inability to capture biometric information for children or individuals that do not have “standard”
size biometrics.

EXAMPLE 12 Child using a hand geometry reader due to the position or size of the sensor.
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In addition to those who are not able to use the system, there are occasions when a data subject can
want to opt out of the use of the biometric and the system operator and/or designer can wish to consider
granting this as an option. This option can affect the benefits of the use and the functionality of this
method of authentication.

In some cases, the problems can be mitigated by changes in the design of the environment (e.g. by
providing height-adjustable sensors or optimized lighting conditions). In other instances, alternative
designs should be considered.

The approach to the design of accessible biometric applications (as well as other alternative, non-

biometric approaches) will be dependent on a number of factors, including:

Design
and cr
best pi

5.3.2

In ord

w

th
fir

th

retherorot the useof the systenris votuntary or mamdatory;

e consequences of an adverse outcome, failure to recognize, to the subject (€:g.p4
ancial impact, social exclusion or embarrassment, or effect on quality of life);

e likely demographics of the target data subject group.

ers should aim for the best overall performance for the maximum ndmber of pote
pative and innovative design should be encouraged. The sharing of knowledge and
actice should in due course lead to consistency in presentatien and use of biometri

Principles for less able subjects

br that potential data subjects with less ability sheuld not be disadvantaged in the

systenps using biometrics, care should be taken to design’these systems to operate in acq

rsonal safety,

htial subjects,
experience of
" applications.

application of
ordance with

the foljowing accessibility principles:

1) Influsive design
Bipmetric applications should be designed so that as many subjects within the target population
as| is reasonably possible can use the’system effectively and with the minimum Jf discomfort.
Information messages can be proyided in more than one form, such as visual and audjible.

2) EgJrly consideration of the needs of people with less ability
In|the design of such new systems or services, the needs of less able subjects should pe considered
from the outset.

3) Testing
Bdfore systems are deployed, they should be thoroughly tested by subjects who fepresent the
wldest rangeof abilities (that is, in respect of visual, auditory, physical, cognitive anfd behavioural
abfility)-

4) Trpining
For less able subjects, training appropriate to enable the use of the system for the wildest range of
abilities should be offered.

5) Choice
Wherever practicable, the subject should have a choice of biometric applications to use and should
not be disadvantaged if their range of ability prevents them from using a specific type of biometric
characteristics.

6) Alternative method

Where no alternative biometric technology is available and the range of ability prevents the use of
the particular biometric technology, subjects should be permitted to use an alternative method.
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7)

8)

9)

10)

5.4 Health|and safety

5.4.1 Genefal

Wherever practicable, the use of such an alternative should not result in an inferior level of service
or functionality to the subject.

Re-enrolment

If the subject can no longer reliably use a verification system, the subject should be provided,
wherever feasible, with the opportunity to repeat the enrolment process.

Staff training

Staff who operate systems that use a biometric technology should be trained in how to work with
less abled people.

Consent

A biomettic application should not store details of a subject’s range of abilities without’his|or her
informed|consent.

Equality

The rightp of a subject across all ranges of abilities should be the same.

The lack of information and awareness by the public of biometfictechnologies and their applicatigns has
generated disfcussion on health and safety issues. As biometric technologies become more widefpread
in organizatipns, fears that some people can already have about the use of these methods fan be
exacerbated iy misinformation in the mass media. At.dwindividual level, performance can be affected
by these fearq and perceptions, which can minimize the useful benefits of these technologies to Jociety.
To some extenmt, even willingness to use biometrigdevices can be dependent on the extent of perjceived

intrusiveness|of the technologies in relation to-health and safety issues.

In particular| there are two specific concerns when considering health and safety issues |in the

application of|biometric technologies:

1y

2)

14

The direqt medical implication’of the use of biometric technologies, i.e. the potential risk for the
body assqciated with the usé:of the technologies. Examples of direct medical implications arg:

— physical contact with-the sensing device, leading to possible infections,

— illumjination bywvisible or invisible light, and any potential consequent damage to a sepsitive

Feality
heless,
because of these concerns, the successful 1mplementat10n of blometrlc appllcatlons often requires
that subjects be informed of any possible risk that can result from use of the device.

Indirect medical implications reflect privacy concerns occasioned by possible disclosure of a health
condition during a biometric process. This means data which are not needed for the actual biometric
process but, under some specific circumstances or with additional processing or analysis, can give
information about an extraordinary state of the subject.

Subjects can be concerned that medical information derived from such data could affect their life
insurance and employment situation, particularly if biometric information is shared or accessed
between organizations.
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5.4.2 Addressing the health and safety issues

To the extent that there are real threats to health and safety, the designer and system operator of the
biometric application should consider the following issues.

— Biometric devices should conform to health and safety standards, where applicable, and reference
these standards. Subjects should be informed of any potential health and safety implications.

— In specific environments where contagions or harmful substances are present, precautions should
be taken to reduce the risk of cross-contamination to acceptable levels.

5.4.3 Special cases

There |can be people who experience particular psychological or physical sensitivity i the use of a
particpilar method. While these are not easy to anticipate, system operators should ‘bel aware of the
effect pf such sensitivities on the performance of biometric applications. System operatjors should be
prepated to provide accommodation where possible.

Consideration should also be given to specific environments such as_hospitals, wher¢ for example
medicgl staff cannot use fingerprint systems due to the requirement_for scrupulous hand hygiene.
Other pxamples include abattoirs, food service or manufacturing industries, pharmaceutical industries
and bgrder control and quarantine organizations where contact can/be made with non-hgalth assessed
individuals. The requirement to wear protective clothing fef’occupational, health 3dnd safety or
climatjc reasons can also affect the integration of biometric technologies inducing the uge of touchless
techndlogies.

5.5 Usability

5.5.1 | General

Usabiljty of a biometric application is key£0' optimal performance. This is equally valid fpr mandatory
and vdluntary biometric applications.

In 5.5.p, some aspects regarding the usability of biometric applications are presented. This list is not
exhaustive. Moreover, for eachof-the possible biometric methods, specific usability issuyes need to be
considered.

The efffect of these factoks:varies considerably according to the specific biometric teclhnology being
used ajnd the applicatioh-in which it is deployed.

Aging |of a subjectiean impact the performance of verification when comparing with an unchanged
biomefric referehce. The data subjects’ capability to use the biometric application can|also degrade
with ape.

5.5.2 | Usability and the context of use

5.5.2.1 General

The success of biometric applications is dependent on the physical environment in which they operate.
Problems can be created by extremes of climate, contamination from dust or chemicals, the need for
protective clothing and exposure to vandalism, levels of artificial or natural illumination, the position
and orientation of the biometric device and the presence of other fixtures and fittings in the vicinity. The
level of verification rates is dependent upon the quality of the enrolled biometric sample which requires
ideal conditions for its enrolment. In practice, in non-ideal verification conditions better verification
rates can be achieved, if the enrolment requirements follow the guidance in ISO/IEC TR 29196[10],
Different environmental parameters are important for different biometric modes.
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The physical environment in which biometrics operate has an effect on the performance and usability
of biometric applications. For example, there should be clear instructions, documentation for subjects
and reassurance on the use of data and the health and safety aspects of the technology.

NOTE The ISO/IEC 24779I11] series on pictograms, icons and symbols for use with biometric systems
specifies a family of icons and symbols used in association with devices for biometric enrolment, verification
and/or identification.

5.5.2.2 Climate

Climate can present problems to sensitive biometric devices if they are subject to extreme
environmental conditions such as temperatures or humidity. In outdoor locations this could include
exposure to fpg, rain or snow and ice or condensation on a sensor such as a camera lens. Data-suibjects
can have to r¢gmove gloves, hats, scarves or sunglasses. Extreme temperatures can cause thé biometric
data sample tp be more dry or moist depending on the environment. High temperatures can’ cayse the
subject to sw¢at and can impede the capture of the biometric data. For example, a facial yerification can
be adversely affected by presence of sweat on the user’s face. Extremely dry environinents can prevent
the optimal cqpture for fingerprints.

NOTE ISOJIEC 29197[12] addresses fundamental requirements for planning and’execution of environmental
performance eyaluations for biometric systems based on scenario and operationaltest methodologies.

5.5.2.3 Contamination

Contaminatiop from dust or chemicals can require unusually-high maintenance activity to prevent
corrosion of devices and to keep devices clean. This can occurinengineering or industrial locatjons or
in locations where food is prepared and there are high levels of oil particles from food frying. In some
environmentg a special enclosure for the device can be required.

Protective clgthing can present problems for biometric devices when they take measuremerts, for
example, hard hats, protective glasses, goggles andiwelders’ masks, face masks that cover the [mouth
and nose, ruljber or other protective gloves, and’heavy boots or knee protectors that can mg¢dify a
subject’s posture.

5.5.2.4 External or public areas

Devices in exfternal locations or internal public spaces can be subject to various challenges, such as
vandalism, injcluding attack with~a heavy or sharp object or by spray-paint. High levels of ambient
noise from people, machinery;-public address systems or traffic can prevent voice biometricy from
being collectg¢d or verified, These factors can also prevent users and subjects from hearing $poken
instructions, which will’be especially problematic for blind or partially sighted subjects who tely on
these instructions.

In many publlic akeas booths or kiosks should be provided in a controlled environment, so that the
required verification levels can be achieved.

5.5.2.5 Location

Location of biometric devices is important where active participation by the subject is required.
The place where the device is located should be clearly indicated by signs, which should ideally be
illuminated and have smart-sign capability to alert blind and other people with less ability to their
presence. Textured floors can also guide people with a visual impairment to the device.

For attended applications, the location of the biometric sensor should allow the actual biometric capture
operation to be in full view of the biometric attendant.

The device location should also prevent background interference during the biometric capture but
should allow assistance for children by adults or for less abled people by a caregiver.
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Some applications present particular challenges in locating the biometric sensor. For example, a
vehicle-based system where passengers in the car are required to verify their biometric data. Or, if only
verifying the driver, the variance in height of the vehicle would have to be taken into account for facial
recognition.

The selection of the appropriate biometric in locations where people with temporary injuries are using
the biometric system (e.g. a hospital accident department) needs to be based on a detailed analysis
of the nature and frequency of their injuries. This analysis is to be carried out before the design and
procurement of the biometric application and should consider enrolment as well as verification.

5.5.2.6 Throughput and data subject population

he number of
Iment and/or
sidered when

Consideration should be given to peak throughput in a location, queue management;)t
biomefric devices needed and the time required, and its variability, for successful~enrd
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identification.
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5.5.2. Information and education

User guides should be available near public biometric devices. A helpline number or agldress should
be displayed in a prominént position adjacent to the facility for use in the case of failureof the system
or of the subject towse’it successfully. Users in business or domestic environments shogld be trained
to enspre they asesfamiliar with the device before they approach it to perform essentfal tasks. The
enrolment personnel should receive specific training to enrol subjects in an appropriate thanner.

5.5.2. Ease of use

The user interface of a biometric device requiring active participation by the data subject should be
intuitive. The sequence of actions should be logical if the data subject is required to present his or her
biometric characteristics and is also required to present a token, e.g. a smartcard, or entering an identity
or account number. This can need to be researched in order to ascertain data subject expectations and
using appropriate standards. Instructions should be provided in visual and audible form, and graphical
and/or visual or audible cues should prompt actions. The data subject may be required to take some
action to indicate that he or she is in position and ready to present his or her biometric data. Feedback
should indicate success or failure and prompt a retry where appropriate. In some environments it is
possible to capture biometrics passively and without the subject having to actively participate in the
capture process. For example, while the subject is reading the screen a facial biometric verification
is being performed. The subject should be made aware that biometric verification takes place in this
environment.
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5.5.2.10 Support

Assistance should be provided especially where the operation of a biometric device is unattended and
success is required for the data subject to progress. In the event of problems in presenting biometric
data or with some other operation of the device, a help facility should be available to allow the subject
to ask for assistance from a person either remotely or on site. Alternatively, the subject should be able to
invoke other procedure, e.g. on a building access system this may be a doorbell or buzzer. In a domestic
context the data subject needs to have access to an override procedure in the event of injury or an
activity which prevents him or her from presenting biometric data. An override procedure should also
be available for use in emergencies.

herissues

5.5.2.11 Fur,

In addition td
verification ri
the system’s g

these issues, levels of illumination, whether from artificial or natural light; can affect
ites for some biometric techniques and the usability of a system. Vibration and mation of
perating environment should also be considered.

5.6 Societql, cultural and ethical aspects of biometrics

5.6.1 General

This subclaus her as

a whole.

e considers societal, cultural and ethical effects on biometric solutions taken toge

al and ethical aspects that affect biometric applications are influenced by legislative,
fional and economic issues. Although the diversity of these aspects within and esplecially
ctions is extremely great, the set of privacy¢phinciples given in 5.2.3 provides a mifimum
breed good practice.

Social, cultur
political, emo
across jurisdi
of generally a

The technica
againstany p

limitations of any particular biometric technology should not lead to discrimination
irticular ethnic or social group.

In addition t¢ topics already discussed in«the previous subclauses of this document, the fol
should be confsidered.

owing

5.6.2 Comrponalities and diversities

While some
differences W
photographic
individuals in

cultural, social and ethical aspects can be common among cultures, there af
hich can affeét)biometric applications. For example, most cultures currently
evidence of.identity and therefore can accept biometric face recognition. In co
some cultlres can have strong objections to touching shared surfaces like fingg

e also
accept

ntrast,

rprint

sensors or hahd geometry units.

5.6.3 Multi|national environments

When proposing a biometric application for a multinational user population, for example for a time and
attendance application, metaphors and imagery appropriate for the respective cultural groups should
be included in all information and training material.

5.6.4 Anonymity

The desire for anonymity varies among individuals in different cultural and application contexts and
therefore biometric applications should be configured to offer flexibility in the degree of anonymity
provided. For example, some biometric applications do not necessarily need to know the personal
details of a subject. They can only need to verify entitlement or prevent multiple enrolments.
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Clothes, ornaments and traditions

In some cultures, the individuals can be reluctant to use biometric technologies as they believe that
these seriously compromise their cultural, social and ethical practices or beliefs.

For example, a biometric application that relies on facial recognition can be in disharmony with a
culture in which the normative behaviour is to wear a veil or head scarves. A biometric application
that is negatively influenced by cultural or socially related body ornamentation (e.g. make-up, tattoos,
jewellery, clothing or facial hair) might not be practical or highly acceptable.

5.6.6

Compulsory participation

Some
accept]
biome

In sumimary, the issues surrounding cultural, social and ethical aspects ofibiometrics

and v4
biome
cultur

applic

5.7

4

5.7.1

A crud
subjec
evolvi
do not
perfor
volunt|
behav
itiscr
aspect]
accept]
succes
takes
cultur

Concet
with a
addreq

biometric applications can require compulsory participation. The extent te
able can depend on cultural and social demographics. For example, enrolling,i
ric application can be a prerequisite to obtaining employment or entering arSeeure

ry both in content and across national boundaries. It is incumbent:on those rg
ric programs to be sensitive to such distinctions. Awareness and careful consid
h], social and ethical aspects of biometrics are therefore prerequisites for all phase
htion implementations.

\cceptance

General

ial aspect for the success of biometric implementations is acceptance of the sy
ts who are to use them. As biometric uses increase, it will be important to asseg
g view on the technology, its applications-and its observance of privacy protection
accept the system, observations of projécts and real world applications indicate t}
mance will be poor. This does not¢depend on whether the use of the system is
ary. Even within a compulsory system, individuals can reject the system with no
our that, over time, is likely ta:fesult in a substantial decrease in recognition rat
Licial to be aware of the factors which determine acceptance, this includes positive
s. It is necessary to kmow how acceptance can be increased and which factor
ance by subjects. The interaction between a user and a biometric application c
sfully where it results in efficient and effective completion of the desired task. Th
place in a partijcular context which includes not only a physical and organisatio
h] environment:This context affects the interaction and vice versa.

ns can bglcategorized as logically-founded or deep-seated subjective concerns.
technicallbackground will be comfortable with the first group, but might not reali
s thé€'less tangible aspects.

Litera

hich this is
and using a
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are complex,
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pration of the
s of biometric

stems by the
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If individuals
at the overall
mandatory or
h-cooperative
es. Therefore,
and negative
5 lead to less
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of a biometric application or application:
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nsumer-friendly legal conditions;
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invasiveness;
health and hygiene;

sex;

religion, ethic and culture.

The maximum acceptance can be achieved if the biometric application is of the greatest tangible
benefit for the subject. On the contrary, if the subject does not see any benefit by using the system,
the willingness to use it and thus the overall acceptance of the application will decrease substantially.
Moreover, the less tangible the benefit for the subject, the less willing he or she will be to accept
potential risks i i icati

In general, for biometric applications to be successful it is desirable that they reduce physidal and
mental workload on subjects. Whilst biometrics have an inherent advantage over knowledgetbased
mechanisms, fhis advantage can only be realised if certain preconditions are met. Moreovér, it has to be
considered thiat the use of a physical characteristic is viewed as more intimate and personal thafp a PIN
or a passwordl. Fear and shame can cause negative reaction to the system, and there is a need ¢f non-
discriminatinig use (e.g. individuals who are not able to use the system need to have a back-up anf must
be protected against negative gossip e.g. at the workplace). To be rejected from a biometric appljcation
can embarrasfs the subject, especially if this happens repeatedly and if thiscauses delay to other people,
and thus redyces acceptance of the system or the technology in general(
In addition t ntified
include:

the acceptance factors listed above, other success‘factors that have been ide

that a bigmetric application provides a good fit to the production and security tasks that syibjects
have to cqrry out, i.e. integrated into the work process;

that a bi of use

(installat

bmetric application performs well (high speed, low error rates) at all stages
on, registration, daily use, contingeney);

that a bio
them for

metric application is trusted to besafe, keeping the biometric data securely and no
bther purposes.

f using

[titude
in the

Transparencyf of the overall system for:the subject is another crucial success factor. Positive a
towards bionjetrics can therefore be-increased by higher visibility of biometric technologies

media. The m
they can devs
to be made e}
(e.g. function
trust in the u
system itself.

Positive attit
period of tim

pre the individual knews about the system and its details, advantages and risks, th
lop trust. Previotisywork on multimedia applications suggests that risks to subject
plicit upfront, ‘and users are given a choice to accept them. This applies to privac
Creep), health'and hygiene aspects and issues of reliability and performance. Furthe
ber or operator of a system, of any type, is frequently a factor in the subject's trust

dés towards biometrics correlate with simplicity, speed and convenience over a

P more
s need
y risks
'more,
in the

longer

Far r]nfni]c’ sea 5 O

There are a number of trade-offs to be made, for example, between an apparent reduction in personal
privacy and a perception of increased security. Certain groups will position this trade-off at different
points, and the prospective implementer and operator of a biometric application should consider the

various groups within the user community.

Examples of t

age;

gender;

20

he way in which such groups can be approached are:

education;

occupation;
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pertise;

Iture;

ethnicity;

and vulnerable;

socio-economic grouping and origin;

attitude to authority and previous involvement with the police.

‘caring’ responsibilities, e.g. parents of school age children, and people responsible for the elderly

Acrosq the different cultures all over the world there can be significant differences-i the attitude

towar
than g
rating

5.7.2

Privac|
biome
order

persoq]
privac
people
concer|

convenience.

Experi
includ

how the biometric data are used, shared, and in which manner they are processed. Peo

also sq
peopld
correc|

A com
PII and

5.7.3

Wherd
throug
accept]
unkno

s biometrics and different levels of information. Cultural differences might(eye
ender or age differences. There can be differences in the privacy assessment as
of performance and security.

Privacy and acceptance

y safeguards (or rules) seem to be critical acceptance factors/for individuals w|
rics. The majority of individuals who were interviewed were in favour of biom

h be stronger
well as in the

ho are to use
etrics (e.g. in

to combat identity theft), but at the same time are concerrned about possible mlisuse of their

al information. On the other hand, there are trade-offstthat people are willing to 1
y and convenience. The success of point-of-sale, pay-by-touch systems shows t
in many contexts, convenience is more importantthan privacy. This does not mea
ns can be ignored in such systems, and impleméntérs should strive to provide bot

ences indicated the greatest possible trafisparency is able to reduce privacy fear
e information in advance of the use ahd the reason for the use as well as infor

em to include the possible combination with other personal identifiers and the ri
's movement. Another trust factor is the ability of the individual to check that bio
t.

brehensive security coricept should require that biometric data that are used are
| mechanisms to secure those data are provided.

Reliability, performance and acceptance

there is ajlack of confidence in the accuracy and reliability of biometric technol
hput times, high rates of false rejection and poor user interfaces), this can resy
ance-"For some social groups and cultures, fear is a normal psychological reg
wi, High false rejection rates can lead to decreased acceptance, although this see

hake between
hat, for many
h that privacy
h privacy and

5. This should
mation about
ble's concerns
Kk of tracking
metric data is

considered as

ogy (e.g. high
It in reduced
ponse to the
ms to depend

on th

applications purpose. Whereas in high security areas individuals are likely t

accept more

attempts to get identified, in more convenience driven applications they are probably not ready to
accept more than three attempts. This also depends on the information subjects are given in advance of
the implementation and use.

5.7.4

Recommended actions for acceptance testing

Operators should consider the following factors as a minimum:

NOTE
1y

This is not a comprehensive checklist.

for all groups which will be potential subjects of the biometric application.

2)

the respective subjects.
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3) Planners should remember that although systems may be designed initially for early adopters and/
or specific target groups, subsequent extension to other groups of subjects may require additional
testing and redesign.

4) Specific aspects related to biometrics include the need for re-enrolment as people age.

5) One way to improve user acceptance can be to adjust the threshold in a biometric application
in order to reduce the rate of false rejections. However, this carries a corresponding penalty of
a reduction in security. The relation between false acceptance and false rejections should be
explained to the subjects.

6) Provide information and usage guidelines understandable for non-technical persons and, dependent
on the userpoputation, imdifferenttanguages:

7) If acceptgnce testing is undertaken, the subject group should be allowed to familiarise thénjselves
with the biometric application in the context of the application.

8) Both edufation and marketing of the intended use of the biometric is crucial to,address bgth the
logically §ound concerns and subjective cultural uncertainties.

9) Check that the target environmental conditions (such as temperatures{er-humidity) won’t| affect
the false rejection rate.

10) Check thqg health precautions engaged regarding the risk of cross-centamination.
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Annex A
(informative)

Examples for consideration of cross-jurisdictional and societal

aspects in biometric applications

A.1 $peechXRays

Al1

SpeechXRays is a research funded project. It belongs to the H2020 work programme

65358

The g
databd
two ty
Becau
(lapto

withoyit dedicated biometric devices, for both enrolment and verification. Face and voice
too, therefore SpeechXRays focuses especially on security and fight against spo¢fing or other
illegitimate use of a stolen identity.

easily

A1.2

Systenm design has involved the study of three realistic use-cases, representing the moq

of the

three independent testing entities.

All thr
entity

these fise-cases, a meeting with'the national data protection Authority took place. This us

to the
a prof]
impler]
Autho
Persor
IFIN-H
securi

Project description

H[18],

al of the SpeechXRays project is access control, both for logical access (e.g. to
ses) or physical access (e.g. to a restricted place of a critical infrastructure). Spee
pes of biometric characteristics for access control: face recognition and speake
be these two types of biometric characteristics can be easily acquired with comm
b, smartphone), they can be used by almost anyone with basic IT equipment, frg

Considerations regarding privacy

SpeechXRays project outcome. In the context of testing the use cases, privacy was

e use-case implementationsinvolved the consultation of the data protection office
implementing the use ¢ase; and the consultation the ethical committee of the ent

usage of SpeechXRays in a “workforce scenario” (i.e. physical and logical access
bssional entity).. [FIN-HH, a Romanian research Institute in nuclear physics, waj
henting this use.case in its premises. During the meeting between the Romanian D3
rity (in Rothanian: Autoritatea Nationala de Supraveghere a Prelucrarii Datelo
al - A.N:SPP.D.C.P) and IFIN-HH, some measures of the DPIA were discussed. A 1
H thatthe test was approved, and security conditions were specified, mostly relat
'y mieasures on hard disks and computers on which the test platform had to be imp

nder number

web sites or
chXRays uses
' recognition.
on IT devices
m anywhere,
can be stolen

t likely usage
addressed by

r (DPO) of the
ty. For one of
e case relates
ontrol within
in charge of
ita Protection
- cu Caracter
etter notified
d to physical
[emented.
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one platform,

implemented on a personal computer, with no smartphone of tablet clients. However, the security
measures to protect PII selected for the test were finally different according to the testing entities:

— One entity selected to erase all user data (except log that have no PII) after a maximum of 3 days.
This is very safe as the disk is really overwritten (hard to rebuild), but this limits the extent for the
FAR measurement test.

— Another entity selected, for its employees (but not for visitors and students) to write the user data
on an external encrypted hard drive, keep the hard drive in a safe until the end of the test, and do
the full FAR measurement test at the end of the test.

The third entity selected to have dedicated computers, permanently kept under employees

supervision, where the data will be kept until the end of the test to perform full FAR measurement
test

© ISO/IEC 2023 - All rights reserved
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In all cases, the user data is fully erased at the end of the test.

A.1.3 Considerations regarding other cross-jurisdictional issues

As mentioned in A.1.2, all three use-case implementations involved the DPO, and the ethical committee
of the testing entities when available.

In the context of the test, consent forms were written, and signed by the testers. Their main shared
characteristics was that:

The main eth

24

They expl

They reminded-the-endtsersoftheirrights-faceordingto-6PPRIE—————————————

— Right
— Right
— Right
— Right
— Right
— Right
— Right
They mer
They mer]
They mer]
They mer
They mer]

Participa
user of th
data (i.e.,

Participa
employee

Participa

ained the purpose of the project and the purpose of the test

to be informed

to data rectification

to data erasure

to restrict the data processing

to data portability

to object

not to be subjected to automated decision-making

tioned that there was no risk to use the SpeechXRays test platform.
tioned the PII retention period

tioned that no compensation will be givén

tioned the effort that was expected in term of time spent

tioned a contact point (e-mail, telephone) for enquiries

cal guidelines that weré€ followed during SpeechXRays test are listed below:

[ion in the testing proecess of the SpeechXRays platform was exclusively voluntary;, §

voice and facialexpression recordings).

[ing or not participating has no impact on potential users (i.e. if they are studsg

s).

[iolr in the testing process of the SpeechXRays platform did not waive any legal

or releas

d any of the members of the Qpnnrhypayc consortium from ]iahi]ify for nng]ig

fraudulent use of biometric data.

s each

e system had to-agree with the recording and subsequent processing of his/her biometric

nts or

rights
nce or

All users of the SpeechXRays platform have been informed in detail about the scientific goals of the
SpeechXRays project, the role of testing that was carried out in the testing entities, as well as the
security of the biometric data during the testing period and its subsequent deletion.

The users involved in the testing process of the SpeechXRays platform had the right to ask that
their biometric data was deleted at any moment during the testing period without giving reasons or
being penalized for withdrawing from the testing process.

The final statistical results of the SpeechXRays testing process will be published such that it is
impossible to determine the individual users that were involved.
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