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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

The unrestricted access to internet-based information demanded by the information society has led to
an exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres
are housing and supporting the information technology and network telecommunications equipment
for data processing, data storage and data transport. They are required both by network operators
(delivering those services to customer premises) and by enterprises within those customer premises.

Data centres need to provide modular, scalable and flexible facilities and infrastructures to easily
accommodate the rapidly changing requirements of the market. In addition, energy consumption

of data cent
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physical
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nd with respect to economic considerations (cost of energy) for the data centre operaf
ntation of data centres varies in terms of:

(enterprise, co-location, co-hosting or network operator facilities);
level;

size; and

accommjodation (mobile, temporary and permanent constructions).

ud services can be provided by all data centre types mentioned.

The needs of data centres also vary in terms of availability of\service, the provision of securit
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and physica
achievement
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involved in t
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s for energy efficiency. These needs and objectives/influence the design of data cent
ding construction, power distribution, environmental control, telecommunications c4

security. Effective management and opetational information are required to mg
of the defined needs and objectives.

22237 series specifies requirements and recommendations to support the various p

infrastructures within data centres. These parties include:

es has become critical both from an environmental point of views (rndnrfinn of carbon

or.
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1) owners,|operators, facility managers;ICT managers, project managers, main contractors;

2) consultgnts, architects, building-designers and builders, system/installation designers, aud
test andlcommissioning agents;

3) supplierp of equipment{ aid

4) installeys, maintainers.

At the time| of publication of this document, the ISO/IEC 22237 series comprises the folld

documents:

— ISO/IEC 22237t {thisdocumernt); fnformation techotogy — Data cemntre facilities and imfrastra
— Part 1: General concepts;

— ISO/IEC TS 22237-2, Information technology — Data centre facilities and infrastructures — Part 2:
Building construction;

— ISO/IEC 22237-3, Information technology — Data centre facilities and infrastructures — Part 3: Power
distribution;

— ISO/IEC 22237-4, Information technology — Data centre facilities and infrastructures — Part 4:
Environmental control;

— ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:
Telecommunications cabling infrastructure;

vi
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Security systems;

Management and operational information.

ISO/IEC TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:

ISO/IEC TS 22237-7: Information technology — Data centre facilities and infrastructures — Part 7:

The inter-relationship of the specifications within the ISO/IEC 22237 series is shown in Figure 1.

Part 2

Building construction
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Power distribution

Part 4

Gelneral concepts
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Part 1
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cabling infrastructure

Part 6

Security systems

Man
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document, ISO/IEC 22237-1, definesithe general concepts for the design and operz
es. This includes a business risk and-operational cost analysis as well as a classificatig

» o«

Centres with respect to “availability”, “physical security” and “energy efficiency enabl

EC TS 22237-2 to ISO/IEC TS 22237-6 specify requirements and recommendations f
ies and infrastructurest@support the relevant classification for “availability”, “physi
energy efficiency enablement” selected from ISO/IEC 22237-1 (this document).

EC TS 22237-7 addresses the operational and management information (in accorda

requirements of thissdocument).

This
build

The

document\ds-intended for use by and collaboration between architects, building d
brs, system and installation designers.

SQ/IEC 22237 series does not address the selection of information technology 3

telecammunications equipment, software and associated configuration issues |
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INTERNATIONAL STANDARD

ISO/IEC 22237-1:2021(E)

Information technology — Data centre facilities and
infrastructures —

Part 1:
General concepts

a) describes the general principles for data centres upon which the requireniénts of the IS
series are based;
b) defines the common aspects of data centres including terminology, parameters at
odels (functional elements and their accommodation) addressifig both the size and d
their intended purpose;
c) describes general aspects of the facilities and infrastructures required to support dats
d) specifies a classification system, based upon the-key criteria of “availability”, “s¢
“energy-efficiency” over the planned lifetime af the data centre, for the provision
facilities and infrastructure;
e) details the issues to be addressed in a busingéss risk and operating cost analysis enablin
f the classification of the data centre;
f) pgrovides a reference to the operation’and management of data centres.
The fpllowing topics are outside of the scope of the ISO/IEC 22237 series:

1) the selection of informatjorntechnology and network telecommunications equipment, s
ssociated configurationissues are outside the scope of this International Standard;

O/1EC 22237

hd reference
omplexity of

| centres;
ecurity” and

of effective

g application

oftware and

es;

hndards and
eeting these

2) quantitative analysis.of overall service availability resulting from multi-site data centt

3) spfety and electromagnetic compatibility (EMC) requirements (covered by other st
regulationspHowever, information given in this document can be of assistance in m|
sfandards and regulations).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content

constitutes requirements of this document. For dated references, only the edition cited

applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:

Security systems

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO/IEC 2021 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1.1
availability
ability to be in a state to perform as required

[SOURCE: IEC 60050-192:2015, 192-01-23, modified — Note 1 to entry and Note 2 to entry deleted.]

3.1.2
building entrance facility
facility (3.1.16) that provides all necessary services, and which complies with all relevant-regtldtions
for the entry of specific infrastructures (3.1.21) or services into a building

3.1.3
building se¢urity
facilities (3.1.16) and systems (3.1.30) necessary to provide the required levelS of security gt the
entrance to gnd within the building containing the data centre (3.1.8)

3.1.4
co-hosting dlata centre
data centre [3.1.8) in which multiple customers are provided withtaccess to network(s), serverg and
storage equipment on which they operate their own services/applications

Note 1 to enfry: Both the information technology equipment and“the support infrastructure (3.1.21) pf the
building are grovided as a service by the data centre operator.

3.1.5
co-location |data centre
data centre |(3.1.8) in which multiple customers:locate their own network(s), servers and stprage
equipment

Note 1 to entrfy: The support infrastructure (3.1:21) of the building (such as power distribution and environmental
control) is prgvided as a service by the data-centre operator.

3.1.6
computer r¢om space
area within| the data centre )(3.1.8) that accommodates the data processing, data storagg and
telecommunigcation equipment)(3.1.33) that provides the primary function of the data centre

3.1.7
control roomn space
area within the data centre (3.1.8) used to control the operation of the data centre and to act as a cgntral
point for all tofitrol and monitoring functions

3.1.8

data centre

a structure, or group of structures, dedicated to the centralized accommodation, interconnection
and operation of information technology and network telecommunications (3.1.31) equipment
providing data storage, processing and transport services together with all the facilities (3.1.16) and
infrastructures (3.1.21) for power distribution and environmental control together with the necessary
levels of resilience and security required to provide the desired service availability (3.1.1)

Note 1 to entry: A structure can consist of multiple buildings and/or spaces with specific functions to support the
primary function.

Note 2 to entry: The boundaries of the structure or space considered the data centre, which includes the

information and communication technology equipment and supporting environmental controls, can be defined
within a larger structure or building.

2 © ISO/IEC 2021 - All rights reserved
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[SOURCE: ISO/IEC 30134-1:2016, 3.1.4]

3.19
data centre security

necessary facilities (3.1.16) and systems (3.1.30) that provide the required levels of security at the

entrance to and within the data centre (3.1.8)

3.1.10
demarcation point
point where the operational control or ownership changes

3.1.11

electrical distribution space

area ysed for housing facilities to distribute electrical power between the transformerspacd
electrical spaces (3.1.12) within the data centre (3.1.8) or elsewhere within the premises
buildjngs within the premises

3.1.1p
electrical space

area within the data centre (3.1.8) used for housing facilities (3.1.16)t0o deliver and cont
power to the data centre spaces (including switchboards, batteries,”uninterruptible pd
(3.1.47) (UPS), etc.)

3.1.18
enterprise data centre

data entre (3.1.8) that is operated by an enterprise which has the sole purpose of the
manggement of services to its employees and customer's

3.1.1
external premises security

(3.1.36) and
br individual

ol electrical
wer systems

delivery and

facilities (3.1.16) and systems (3.1.30) that provide the required levels of security for the area between

the bpilding and the boundary of the premises

3.1.1

energy efficiency enablement

abilitly to measure the energy consumption and to allow calculation and reporting of ener
of thq various facilities (3.1.16) and infrastructures (3.1.21)

3.11
facility
spacds and pathways that accommodate a specific infrastructure (3.1.21)

3.1.1
functional capability
abilitly of the data centre (3.1.8) (or system (3.1.30) or sub-system) to deliver its intended fy

py efficiency

nction

3.11

functional element
source of supply, device or path

3.1.19
generator space

area used for housing the installation of electrical power supply generation equipment together with

control systems (3.1.30), storage of associated fuels or energy conversion equipment

3.1.20
holding space

area within the data centre (3.1.8) used for the holding of equipment prior to being brought into service

or having been taken out of service

© ISO/IEC 2021 - All rights reserved
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infrastructure
technical systems (3.1.30) providing functional capability (3.1.17) of the data centre (3.1.8)

Note 1 to entry: Examples are power distribution, environmental control and physical security (3.1.25).

3.1.22

main distributor
distributor used to make connections between the main distribution cabling subsystem, network
access cabling subsystem and cabling subsystems and active equipment

[SOURCE: ISO/IEC 11801-5:2017, 3.1.11, modified — removed “as specified in ISO/IEC 11801-1".]

3.1.23

mechanical
area that i
environmen

space
used for housing mechanical equipment and infrastructure (3.1.21) rthat prog
fal control for the data centre (3.1.8) spaces (including chillers and watér’treatmer

handling and fire suppression systems [3.1.30])

3.1.24

network op
data centre (|
to the opera

3.1.25
physical seg
measures (c
the desired
centres (3.1

prator data centre
3.1.8) that has the primary purpose of the delivery and managenvrent of broadband ser
or's customers

urity

evel of availability (3.1.1) for the facilities (3.1.16) and infrastructures (3.1.21) of the
B) in relation to access control and environmental events

3.1.26
planned doy

wntime

period of tifne during which a system (3.1.30)Cor sub-system does not provide functional capq

(3.1.17) whi
sub-system

3.1.27

st it undergoes maintenance or is'switched off to test the response of a related syst

premises entrance facility

facility (3.1.1

6) that provides all ‘necessary services, and which complies with all relevant regula

for the entry

3.1.28
reliability
ability to pet

[SOURCE: IE

3.1.29
storage spa

of specific infrastructures (3.1.21) or services into premises

form as\required, without failure, for a given time interval, under given conditions

C 60050-192:2015, 192-01-24, modified — Note 1 to entry to Note 3 to entry deleted.]

vides
t, air

vices

bmbining physical and technological controls), procedures and responsibilities to maintain

data

bility
Pm or

tions,

ce

secured area where general goods and/or data centre (3.1.8) goods to be used in the premises and data
centre are stored

3.1.30
system

set of interrelated functional elements (3.1.18) considered in a defined context as a whole and separated
from their environment

© ISO/IEC 2021 - All rights reserved
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telec
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1
ommunications

branch of technology concerned with the transmission, emission, and reception of signs, signals, writing,
images, and sounds, that is, information of any nature by cable, radio, optical, or other electromagnetic
systems (3.1.30)

[SOURCE: ISO/IEC 11801-1:2017, 3.1.51, modified.]

3.1.3

2

telecommunications cabling
infrastructure (3.1.21) from the telecommunications space(s) (3.1.34) to the premises entrance facility

(3.1.219

3.1.38

telecommunication equipment

equigment within the data centre (3.1.8) that provides telecommunication services wit
centre

3.1.3¢

telecommunications space

area Which may house demarcation points (3.1.10) and telecommunication equipment (3.1.3:
with the building entrance facility (3.1.2) and which may allow serwvige providers restricted
data gentre (3.1.8)

3.1.3p

testing space

area within the data centre (3.1.8) used for the testing’/and configuring of equipment p
brought into service

Note ] to entry: Testing space is sometimes called staging area.

3.1.3p

transformer space

area pised for housing equipment necessary to convert voltage levels and/or provide necess
for the connection to the equipmentwithin the premises or individual buildings within th¢
3.1.3(7

uninterruptible power system

comblination of convertoks, switches and energy storage devices (such as batteries), cd

pows

Note

trans
Input
band{

r system (3.1.30) for'maintaining continuity of load power in case of input power failu

| to entry: Continuity of load power occurs when voltage and frequency are within rated ste
ent tolerance-bands and with distortion and interruptions within the limits specified for th
power fdilure occurs when voltage and frequency are outside rated steady-state and trans
or with-distortion or interruptions outside the limits specified for the UPS.

[SOU

hin the data

8) associated
access to the

ior to being

ary isolation
premises

nstituting a
re

ady-state and
b output port.
ent tolerance

RCEVIEC 62040-1:2017, 3.101]

3.1.38

unplanned downtime
unexpected time taken, following a failure of functional capability (3.1.17), to repair the relevant
infrastructure (3.1.21) together with the “re-boot” time necessary to recover functional capability
following that repair

3.2

Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.

CRAC

computer room air conditioner/conditioning

© ISO/IEC 2021 - All rights reserved
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CRAH
MDT
MTBF
MTTR
NOC

UPS

computer room air handling unit
mean downtime

mean time between failures
mean time to repair

network operating centre

uninterruptible power system

4 Confor

For a data ce

mance
ntre design to conform to this document:

ss risk analysis according to Clause 5 shall be completed;

jate Protection Classes for the data centre spaces and pathways shall be in accordance

an appr¢priate energy efficiency enablement level in 7.4 shall be’selected;

bn process of Clause 8 (or equivalent) shall be applied;
bn principles of Clause 9 shall be applied.

e application of the design process in Clausgé 8'is not mandatory for an assessment of existin

ss risk analysis

a) abusing

b) anapprq
with Clajuse 5;

C) appropr
7.3.1;

d)

e) thedesi

f) the desi

NOTE Th

centres.

5 Busine

5.1 General

The overall
and transpo
by a number

a) a busing
depends

b) externa

hvailability of a data\eentre is a measure of the continuity of its data processing, stc
It functions. Thelacceptable level of the overall availability of a data centre is detern
of factors, including:

ss impactidanalysis (see 5.2): the cost associated with a failure of service provision, ¥
upon anumber of factors including the function and importance of the data centre;

lycapplied commercial pressures (e.g. insurance costs).

priate Availability Class in 7.2 shall be selected using a business risk analysis in accorglance

with

b data

rage,
hined

vhich

There is a link between the availability of the infrastructures specified in the ISO/IEC 22237 series
and the overall availability, but it should be recognized that the recovery of intended data processing,
storage, and transport functionality following the repair of an infrastructure failure depends on many
factors related to the configuration of the hardware and software providing that functionality:.

As a result, the role of the infrastructure is to support overall availability objectives but this is not the
sole factor in their attainment.

The availability of each of the facilities and infrastructures of the data centre required to support the
desired overall availability is described by an availability classification (see 7.2). The design of each of
the data centre infrastructures shall take account of their impact on overall availability and the costs
associated with the predicted downtime associated with failure or planned downtime for maintenance.
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The design and physical security of the facilities and infrastructures of the data centre shall be
subjected to a risk analysis (see 5.3) which maps identified risk events against the requirements of the
availability classification (see 7Z.2). The availability classification for each infrastructure is described
as providing low, medium, high and very high availability. Clause 7 further describes the situations
(risk events) for which each infrastructure is protected against failure. Other approaches are to apply
“% availability” to infrastructures but this is not supported by the ISO/IEC 22237 series for reasons
explained in Annex A.

A business risk analysis identifies the aspects of the facilities and infrastructures that require
investment in terms of design improvements to reduce their impact and/or probability of those risk
events.

5.2 [Business impact analysis

This |document does not define methods of analysis for the cost of downtime. Standdrds such as
IEC 31010, ISO/TS 22317 or ISO 22301 provide useful guidance.

The parameters to be considered within such an analysis will depend upon the purpos¢ of the data
centrle. Some organizations can assign a monetary value (or range) to loss|ef service which| may include
the fgllowing:

a) immediate financial penalties;
b) donsequential losses;

c) an assessment of longer-term damage to business reputation e.g. an internet service provider or a
flnancial institution.

Althdugh cost is often considered when analysing.downtime, other impacts should also bg considered.
Data |centres containing life safety, legal, medical and criminal information can have|individually
recognized consequences from unplanned doewntime.

5.3 |Risk analysis

This Hdocument does not define methods of risk analysis. Standards such as ISO 31000 and IEC 31010
provide useful guidance on thistepic.

Risk pnalysis may be used’as a management tool allowing the comparison with the acc¢ptable total
risk dnd showing trends‘resulting from mitigation activity. For the purposes of this docunpent, the risk
assodiated with an event concerning the facilities and infrastructures of the data centre which disrupts
the provision of service of the data centre is defined as event risk which is a function of impact and
probability whepe:

a) impactdsthe magnitude or severity of adverse incidents or impacts, expressed numerically or
omindlly expected duration of loss of service (availability) of the event;

=

b) probabitity isthetikelihood of theevent:
The impact of risk may be assessed using different units of measure e.g. cost, safety, etc.

The total risk to the functional capability of the data centre is a function of the event risks associated
with each facility and infrastructure provided that those risks are quantified on the same basis. If
related to the output of the business impact analysis (see 5.2) the financial value of the total risk can be
estimated.

The risks considered should include external threats which can affect the facilities and infrastructures
including in particular the location, which could be geographical (air traffic, flooding etc.), political
(wars, trouble spots, terror, etc.) or affecting neighbourhood relations (if, for example, fire hazards exist
due to filling stations, chemical storage, etc.) and thus influence the likelihood of a potential downtime.
In addition, potential risks resulting from internal and external attacks by the staff or others should be
part of the overall risk evaluation.
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Impact can be categorized as:

1) low: Loss of non-critical services;

2) medium: Failure of critical system functional elements but no loss of redundancy;

3) high: Loss of critical system redundancy but no loss of service;

4) critical: Loss of critical service or loss of life (which may be extended to address personal injury).

The probability of an event occurring can be defined in a similar way, that is:

1) very lows

2) low;
3) mediumf

4) high.

Each risk cah be quantified on a risk map as shown in Figure 2. High risk events ihhabit the top fight-

hand corner|of the figure and low risk events inhabit the bottom left hand corner.

Key
X probability of an event
Y impact

Y
Y11/ 2/4 3/4 4/4
31 173 2/3 3/3 4/3
21 1/2 2/2 3/2 4/2
1 171 2/1 3/1 4/1
1 2 3 4

Figure 2 — Example of risk map

Having identified the risk of the possible events associated with data centre facilities and
infrastructures, the downtime cost with that event shall be determined to enable design decisions to be
made that reduce the risk (by means of reducing the impact or probability of the event).
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6 Data centre design overview

6.1

General

Data centres differ in terms of their purpose e.g. co-hosting data centre, co-location data centre,
enterprise data centre, network operator data centre. Data centres can also differ significantly with
respect to their physical size, ranging from:

a)

b)

This
size.

6.2

a data centre in a building housing a small quantity of storage and server equipment to provide

information technology services to the occupants of that building; to

data CENtre MouSINg a [arge qUarntity of SUCIT eqUIpITEent providing ifor ation teco
ia diverse internal and external telecommunications networks and requiring sophist
istribution and environmental control facilities housed in one or more buildings
nsuring the operation of the data centre.

o o <

Clause provides a general design overview for data centres independent ©f,their purp

Spaces and facilities

ogy services
cated power
dedicated to

bse and their

Figurle 3 shows a schematic representation of the spaces required by a large data cenftre within a

buildjng and within premises containing one or more buildings,

The
a)
b)
‘)
d)
e)
)
g)
The

buildjng and the datacentre. Any sharing of these spaces and facilities will depend not onl
but a]so on thesdefined Availability and Protection Classes of the data centre and the functions of the
remajinder ofthe building. For example, in buildings housing large data centres, the facilitig
supp¢rtingithe data centre can be dedicated to the data centre with separate spaces being

the r¢mainder of the building.

The
1
2)
3)
4)
5)
6)
7)

data centre may share certain spaces with the rest of the building including:
Huilding entrance facilities;

gersonnel entrance(s);

(W

ocking/loading bay(s);

generators space(s) including fuel storage;
transformer space(s);

dlectrical distribution space(s);
telecommunications spaces(s).

need for the above-spaces and facilities within the building depends upon the purpos

e of both the
y on the size

s and spaces
provided for

area within the building designated as a data centre can contain the following spaces:
personnel entrance(s);

main distributor space(s);

computer room space(s) and associated testing space(s);

electrical space(s);

mechanical space(s) (which accommodate(s) e.g. CRAC and CRAH);

control room space(s) (which accommodate(s) the NOC);

office space(s);

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=9be67f5a8b33900a471f1a7dff8bd176

ISO/IEC 22237-1:2021(E)

8) storage space(s) and holding space(s).

The spaces and facilities also address building security, data centre security and external premises
security.
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Premises perimeter

Premises Entrance Facility

| External premises security |

__________________________________________________

Building Entrance Facility Potentially shared spaces
| where the building houses
more than the data centre

1

1

1

1

1

1

1

1

1

1

l |
Note: Functional elements,hosfed :
outside of the DC like chillers, :
cool towers, chimneys, tanks :
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

etc. are not shown

Main distributor space Electrical space
UPS Batteries
Computer room space Switch boards
Cages Cabinets etc.
. < d d PDAdCe
flestingispacs Piping Chillers
. CRAHs CRACs
Holding space Fire suppression | Water treatmen
Control room space
NOC
Data centre office space
| Data centre security | Dedicated
data centre
Personnel entrance to data centre Spaces

Storage space

Potentially shared spaces :
Docking bay where the building houses !
more than the data centre |

| Building security |

Personnel entrance to building

Building perimeter

Figure 3 — Typical schematic diagram of premises containing a data centre
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Within the area of the building designated as a data centre, the need for, and contents of, the spaces
depends upon the purpose of the data centre, its anticipated power consumption and the need for
environmental control.

The need for segregation of spaces depends on availability and fire protection considerations,
requirements for security and upon the need for environmental control.

As examples, a small enterprise data centre can comprise a single room having the function of a
computer room space and an electrical space without physical segregation whereas a large data centre
can require one or more segregated spaces of each type identified in Figure 3.

Functional spaces can be accommodated in one or more physical spaces and in one or more buildings
and premisep and subject to multiple ownership.

7 Classification system for the design of data centre facilities and infrastructures

7.1 General

For the purploses of the ISO/IEC 22237 series, data centres facilities and infrastguctures are desighated
with respect to:

a) Availability Classes (see 7.2);
b) Protectipn Classes (see 7.3);
c) Energy efficiency enablement levels (see 7.4).

These designations are used in combination to .determine the relevant requirements| and
recommendations for the following facilities and infrastructures:

1) building construction (see ISO/IEC TS 22237-2);

2) power dfistribution (see ISO/IEC 22237-3);

3) environmental control (see ISO/IEC 22237-4);

4) telecommunications cabling infrastructure (see ISO/IEC TS 22237-5);
5) security|systems (see ISO/IEC. TS 22237-6).

7.2 Availability

7.2.1 Genegeral

Data centred can‘be single-site or configured to operate across multiple sites.

7.2.2 describes the availability concepts and requirements for a single-site data centre.
7.2.3 describes the use of a multi-site data centre to improve the overall service availability.

Annex B summarizes the availability classification specified in this document.

7.2.2 Single-site data centres

The required availability of the facilities and infrastructures that support the functionality of the data
centre is of the utmost significance. The data centre owner/user shall determine the desired availability
of the overall set of facilities and infrastructures using business risk analysis and business impact
analysis (Clause 5). It is recognized that availability requirements can vary with time of day, week or
month.
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The ISO/IEC 22237 series defines four Classes of availability. Based on the outcome of the business risk
analysis in Clause 5 an Availability Class shall be selected for the following infrastructures:

— power supply and distribution;

e

nvironmental control;

— telecommunications cabling.

The availability of the entire data centre depends on the Availability Classes of its infrastructures.

The selection of the Availability Class shall be made based on the following design objectives (for

requirenTents and TECOMITEndations Specific to eacir in{rastructure see the appropriate pa]

0237 series).

For the set of facilities and infrastructures of a data centre to be considered to be of a.givey

Class
Avail

A Cla
accey

d

¢

A Cld
asses

jo5)

d

I

NOTE
devic

A Cla
theo

a
f
1
t
t

B

the design of each facility and infrastructure shall meet or exceed the design objed
hbility Class defined below.

ss 1 solution (single path) is appropriate where the outcome of the’risk assessm
table that:

single fault in a functional element can result in loss of functional capability;
lanned maintenance can require the load to be shut-down.

ss 2 solution (single path with redundancy) is @ppropriate where the outcome
sment deems it necessary that:

single fault in a device shall not result in loss\of functional capability of that path (v
evices);

putine planned maintenance of a redundant device shall not require the load to be shi

Failure of the path can result in Unplanned load shutdown and routine maintenance of n|
s can require planned load shutdewn.

5s 3 solution (multiple paths$ providing a concurrent/repair operate solution) is appro
itcome of the risk assessnient deems it necessary that:

fault of a functional élement shall not result in loss of functional capability;

br environmental control: although a failure of a path can result in unplanned loa
haintenance:routines shall not require planned load shutdown as the passive path set
he concurrént maintenance enabler as well as reducing the recovery of service time
he mean-downtime) after the failure of a path;

latned maintenance shall not require the load to be shut-down.

rt of the ISO/

1 Availability
tives of that

bnt deems it

of the risk

a redundant

it down.

on-redundant

briate where

d shutdown,

ves to act as
(minimizing

All paths shall be designed to sustain the maximum load.

A Class 4 solution (fault-tolerant solution except during maintenance) is appropriate where the outcome
of the risk assessment deems it necessary that:

a fault of a functional element shall not result in loss of functional capability;

in load shut-down;

planned maintenance shall not require the load to be shut-down.

All paths shall be designed to sustain the maximum load.

© ISO/IEC 2021 - All rights reserved
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for environmental control: a failure of one path shall not result in unplanned load shutdown;
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Technical solutions supporting different qualitative Availability Classes for the overall set of data centre
facilities and infrastructures are shown in Table 1.

Table 1 — Availability Classes and technical solutions

Infrastructure of

5)

fixed infrastructure
with single access
network connection

with multiple access
network connections

the ISO/IEC 22237 | Availability Class 1 | Availability Class 2 | Availability Class 3 | Availability Class 4
series
Power supply (see | Single path to pri- Single path to pri- Multiple paths to Multiple paths to
ISO/IEC 22237-3) mary distribution mary distribution | primary distribution | primary distribution
equipment equipment equipment equipment
Single source Redundant sources | Redundant sources Multiple sqUrges
Power distfibu- Single path Single path with Multiple paths Multiplepaths
tion (see I[SO/ redundancy — —
IEC 22237-3) Concurrent repair/ | Fault tolerant ejcept
operate solution during maintenhnce
Environmgntal Single path Single path with Multiple paths Multiple paths
control (seq ISO/ redundancy — —
IEC 22237-4) Concurrent repair/ | Fault tolerant ejcept
operate solution during maintenpnce
Telecommulnica- Single path Single path Multiple-paths Multiple paths
tions cabling (see — — = —
ISO/IEC TS 42237- | direct connections or | fixed infrastructure | fixeddnfrastructure | fixed infrastrudture

with diverse path-
ways with multiple
access network con-
nections

with diverse path-
ways and redunidant

distribution zones
and multiple acgess
network connecfions

NOTE 2 Requ

NOTE 1 Requifements and recommendations for data centrecconstruction that provide the desired Protection Claskes to
ensure availalility of the facilities and infrastructures are addressed in ISO/IEC TS 22237-2.

rements and recommendations for physi€al security of data centre spaces to ensure availability
facilities and ipfrastructures are addressed in ISO/IECTS 22237-6.

bf the

The provisign of higher Availability Classes generally requires greater investment. More information
about availapility can be found in AnnexA.

Additional aftention shall be giyén to the physical security of the facilities and infrastructures outlined

in 7.3, describing other imporntant factors for the overall availability of the entire data centre.

In addition tp the design dnd installation of more sophisticated technical solutions, the implementation
of higher Avpilability €lasses implies the application of effective organizational structures to manage
the operatiop of thoge technical solutions including, but not limited to:

ability of trained service personnel;

1) theavai

2) storage of spare parts;
3)

4)

of failure.

7.2.3 Multi-site data centres

the establishment of maintenance contracts and service level agreements;

rapid access to precise instructions defining the actions and communications required in any case

In some cases, data centres configured across multiple sites can feature individual sites of low
availability class infrastructures while maintaining the overall service availability objectives provided
by the group of data centre sites. This document does not provide a mapping between the overall
service availability of the multi-site data centre and that of the availability class of the infrastructures

14
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in any individual site. This concept requires additional capabilities of the IT services which are out of
the scope of this document.

7.3 Physical security

7.3.1 General

Each of the data centre spaces, independent of the size or purpose of the data centre, is designated as
being of a particular Protection Class. There is no concept of a data centre of a given Protection Class.

The physical security provided for the data centre influences both the probability and impact of risk
even{s (see 5.3) since the objective of physical security is to protect against:

a) Uunauthorized access (see 7.3.2);
b) intrusion (see 7.3.3);

c) ipternal environmental events (see 7.3.4);

d) external environmental events (see 7.3.4).

The required Protection Classes for the data centre spaces shall be selected according to ISO/
IEC T|S 22237-6 for each of these objectives.

7.3.2| Protection against unauthorized access
The qreas of the data centre and its surroundings shall be protected against unauthorized faccess.

Within the data centre, the access restrictions are*dependent on the purpose of the datg centre (e.g.
enterprise vs. co-location) and on the functiofiyof the data centre spaces and pathways| The design
criteffia are based upon an analysis of needs ‘defining appropriate requirements and recommendations.

ISO/IEC TS 22237-6 specifies the requirements of and provides recommendations for active and passive
measjures in support of the Protection Classes for unauthorized access.

ISO/IEC TS 22237-2 specifies requirements and recommendation for the construction of boundaries
betwgen spaces of a given Protection Class.

7.3.3] Protection against intrusion
The areas of the data-eentre and its surroundings shall be protected against intrusion.

With|n the datalCentre, the intrusion measures are dependent on the purpose of the datj centre (e.g.
enterjprise ys:-co-location) and on the function of the data centre spaces and pathways| The design
criteria afejbased upon an analysis of needs defining appropriate requirements and recommendations.

For a narticular Deataction Claoce tha tntriiciny dolayy tian nenyidad by o st ciay ]"I‘.}T‘; r should be

PororcoroT T T ottt ToIoT SISt It oo O Co y trn T prov ot oy ot Iiicr o oToTT

longer than the time it takes to stop the intruder. If the intrusion delay is created by multiple barriers,
the summation of the individual delay times results in the total intrusion delay time.

All intrusion related requirements and recommendations for the construction of data centres are for
further study and are the subject of the revision of ISO/IEC TS 22237-2.

All intrusion related requirements and recommendations for active and passive measures in support of
the Protection Classes are for further study and are the subject of the revision of ISO/IEC TS 22237-6.

7.3.4 Protection against environmental events

The areas of the data centre and its surroundings shall be protected against environmental events.
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Protection against internal and external environmental events includes all measures required to
ensure the desired Availability Class for the facilities and infrastructures of the data centre including

building con

struction, protection systems and organisational measures.

Internal environmental events include overheating, fire, electrostatic discharge, water etc. impacting

the function

of the data centre infrastructures.

External environmental events include fire, flood, earthquake, explosion and other forms of natural
disaster (lightning and other electromagnetic effects).

Under optimal conditions, the risks posed by external environmental events are mitigated by the

selection of
design solut
with an acce

ISO/IEC 222
and distribu

ISO/IEC 222
control systg

ISO/IEC TS
protection s

ISO/IEC TS 2
a)

constru
internal

b) location

7.4 Energ

74.1 Gen

The ability {
managemen

infrastructufres supporting the operation of a data centre is critical to the achievement of any r¢

objectives.

The data cen

data centre glesign.

The desired

the data centre location (see ISO/IEC TS 22237-2). However, in most situations altern

ative

ons have to be applied to the data centre facilities and infrastructures to provide
ptable degree of security against such events.

37-3 specifies the Protection Classes applicable to spaces accommodatinghpower s
fion systems.

B7-4 specifies the Protection Classes applicable to spaces accommodating environm
ms.

P2237-6 specifies the requirements of and provides recomméndations for securit)
ystems in support of the Protection Classes.

2237-2 specifies requirements and recommendations for the:

‘tion of boundaries between spaces of a given Preotéction Class to minimize the imp
environmental events;

and construction of data centres to mitigatelexternal environmental events.
y efficiency enablement

bral

o measure the energy consumption and to allow calculation and reporting of res
L (e.g. energy efficiency,»source diversity and mix) and of the various facilities

tre owner/uset.shall define the appropriate energy efficiency enablement level prior

energy.efficiency enablement level can be determined by:

iting.cost analysis;

them

lipply

ental

y and

qct of

burce
and
lated

o the

1) an operz:
2) Theapp
3)

to the IS
4)
5)

Three levels

1cation of resource and energy management processes according to ISO/IECTS 2225

O/IEC 30134 series;

external regulatory or legislative requirements;

user-defined rules.

of granularity for the measurement are defined:

-7,

the selection and application of one or more appropriate KPIs for resource management according

a) Level 1: a measurement regime providing simple global information for the data centre as a whole;

b) Level 2: a measurement regime providing detailed information for specific facilities and
infrastructures within the data centre;

16
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c) Level 3: a measurement regime providing granular data for systems within the spaces of the data

C

NOTE

entre.

These three granularity levels are not related to any classes of a given KPI.

Moving from one granularity level to a higher level requires an increased level of measurement/
monitoring infrastructure.

7.4.2

Power distribution system

ISO/IEC 22237-3 describes the power distribution infrastructure for data centres and defines the

requi
distr

7.4.3

1SO/I
the 1
envin

7.4.4

1SO/1
mana
conti
thist

8

8.1

Effec
input
to th
comiy
Figur

rements-_and recommendations for the measurement/monitoring infrastructures
U o

bution systems in support of the desired granularity level.

Environmental monitoring and control

EC 22237-4 describes the environmental control infrastructure for data centres
equirements and recommendations for the measurement/monitoring infrastruc
onmental control systems in support of the desired granularity level}

Operational processes and KPIs

EC TS 22237-7 describes processes and Key Performance tadicators (KPIs) for resourc
gement which analyse data provided by monitoring-ef power distribution and en
ol infrastructures. Standards in the ISO/IEC 30134/series specify the detailed requl
ype of KPI.

Design and implementation process

Introduction

five data centre design requires, the splitting of the project into phases. Each phase
and output. All these phases folow a sequential timeline, resulting in the final project
b issuing of a contract for&he installation of the data centre enabling the operatio
nence. Phases can be exécuted several times if required to achieve the agreed or define
e 4 lists all phases in their sequential order including phase descriptions and respons

Data
secul
and ¢

centre owners should be aware of the impact of operational strategy on data centre
ity concept, data’centre management and operation. An operational concept should
lecided upen:to ensure that room layouts and security zones and protection class

provide the necéssary function to protect the data centre against unauthorized access acc

secu]

The (¢

ity concept.

petational concept should also describe process interfaces between owner, operato

f the power

and defines
fures of the

e and energy
vironmental
irements for

has its own
plan, leading
nal phase to
d objectives.
ibilities.

availability,
be discussed
boundaries
brding to the

I, customers

and s

ppliers- Processes, Toles and responsibitities siratt be defined priorto the beginming

f operation.

Operational staff shall be instructed on technical infrastructure and trained on operational procedures
at latest during acceptance test phase (see ISO/IEC TS 22237-7 for more information about acceptance
tests).

At appropriate points before final approval (phase 7), assessment(s) shall verify that the design, the
operation and management processes and the KPIs meet the project objectives.
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Phase

number 1 2 3 4

Responsible Owner Owner Owner Designer

N System Design
Phase name > Strategy > Objectlves> specificatic> oroposal >

Phase

number 5 6 7 8

Responsible Owner Designer Owner/Designer Designer

Phase
Resp

- Functional Final design
Phas¢ name > Decision > design > Appro"a'> & Project pla

number 9 10 11
bnsible Owner/Designer Owner/Designer Owner

Phas¢ name > Contract > Construction> Operation>

Figure 4 — Design phases

n phases

e 1 — Strategy

is for information collection<in order to define the project objectives. The folld
is required:

risk analysis;

gy;

fe data centre strategy;
Customerrequirements/expectations;

of current load/demand/costs;

8.2 Desig
8.2.1 Pha
This phase
information
a) busines;s
b) IT stratq
c) corpora
d) general
e) analysis
f) expecte
g) “forecas
h)

infrastructure technology roadmap;

t” of future facility and infrastructure demand (space, power and locations);

operational strategy.

8.2.2 Phase 2 — Objectives

wing

This phase is used by the owner to convert the strategy into objectives. The results are the following:

a)

correlation with corporate data centre strategy;

b) design benchmarks (size/performance levels/budgets);

c) projectrisk analysis (internal and external);

18
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electing location options;

e) definition of work flow;

f) timelines and impact of delays;

g) s

election of location options;

h) general floor plan and materials catalogue.

Phase 3 — System specifications

bhase defines the target specifications for all infrastructures with the following outp
hrget specification for power supply (sources);

hrget specification for power distribution;

hrget specification for environmental control;

hrget specification for physical security;

hrget specification for fire detection and firefighting;

hrget specifications for telecommunications infrastructure;

hrget specification for data centre operation and mahagement;

hrget specification for construction.

Phase 4 — Design proposal

designer uses the target specifications and objectives to create a design proy
structures offering several options_to the owner. The design proposal contains:

esign proposal for power supply)(sources);

esign proposal for powerdistribution;

esign proposal for environmental control;

esign proposal for physical security;

esign proposal for fire detection and firefighting;

esign proposal specifications for telecommunications infrastructure;

esign-proposal for data centre operation and management;

1t:

osal for all

8.2.3
This
a) t
b) t
c t
d t
e) t
f) t
g) t
h) t
8.2.4
The
infra
a d
b) d
c d
d) d
e) d
f) d
g d
h)

i) ¢

esign proposal for construction;

ost models and timelines for proposed options;

j) final location selection.

8.2.5 Phase 5 — Decision
The owner selects the design from the available design options and cost models (supported by the
designer).
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8.2.6 Phase 6 — Functional design

The designer converts the owner selection into functional design. The functional design contains:

functional design for power supply (sources);
functional design for power distribution;
functional design for environmental control;

functional design for physical security;

fi

FFFFFFFFF

a)
b)
c)
d)
e) functio
f) function
g) function
h) function
i) costmo
8.2.7 Pha

The owner a
constraints

8.2.8 Pha

The designg
Furthermor
change cont

8.2.9 Pha

The owner (

8.2.10 Pha

The owner
Acceptance
centre is exe|
can be found

8.2.11 Pha

al-designforfire-dete
al design for telecommunications infrastructure;

al design for data centre operation and management;
al design for construction;

el “fine tuning” for selected option.

e 7 — Approval

pproves the functional design and cost models, taking into.account the risks and sched
pf the project.

e 8 — Final design and project plan

br defines volume and/or pieces for all:the infrastructures approved under
e, the project workflow and all project mjiléstones and timelines are defined and subj
'ol, resulting in an overall implementation plan.

5e 9 — Contract

vith support of the designer/cohsultant) issues a tender and selects the contractor(s)

5e 10 — Construction

and/or the designer supervise(s) the construction over the entire construction
verification (testing and commissioning) for all infrastructures and for the entire
cuted until the.data centre is putinto service. Further details on testing and commissi
in ISO/IECGTS 22237-7.

e 14+ Operation

uling

time.
data
bning

Hand over td

AYALR-AL
OVVTICT

9 Design principles

9.1 Design reference documentation

The outcome of the steps of Clauses 5 to 7 shall be collected in a design reference document which
contains as a minimum:

— the outcome of business impact analysis in accordance with 5.2;

— the outcome of risk analysis in accordance with 5.3;
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— the description of a base data centre strategy and the selected Availability Class according to 7.2
selected using a business risk analysis;

— the application of physical security in accordance with 7.3;

— the selection of energy efficiency enablement level in accordance with 7.4;

— the operational concept in accordance with 8.1.

9.2 Design principles to support energy efficiency

The
a principle objective independent of the Availability Class to be applied.

fficiency) as

ISO/IEC 30134 provides a series of Key Performance Indicators, some of which can‘be’employed at the
design stage to assess the predicted energy efficiency.

Best practices for energy-efficient data centre design and more informationabout resourcg and energy
efficipncy in data centres can be found in the following documents:

a) 15O/IEC TR 30133:—D,
b) (LC/TR50600-99-1,
) HTSITS 105 174-2-2.

9.3 |Design principles for electromagnetic interference

The design of data centres shall consider EMI as.aprinciple objective. Additional informfation can be
found in:

a) IBO/IEC TS 22237-2;
b) IBO/IEC 22237-3;

) 1BO/IEC TS 22237-5;
d) IBO/IEC TS 22237-6.

9.4 |Design principles to support operational excellence

The design of dataicertres shall consider operational excellence as a principle objective inflependent of
the Ayailability/€lass to be applied.

The design-ofdata centres should enable the provision of management and operational|information
requilred by ISO/IEC TS 22237-7.

9.5 Design principles for availability, reliability and resilience

The data centre industry places an emphasis on the importance of Availability of the IT applications,
IT systems supporting the applications, and facility systems supporting the IT systems. In addition to
Availability, the data centre industry should also recognize the importance of Reliability and Resilience.
Throughout the ISO/IEC 22237 series, the term Availability is used to represent the general ability of
an element to perform its intended function. This includes not only the Availability of an element, but
also the Reliability of an element and Resilience of the data centre. Also, throughout the ISO/IEC 22237
series, the four Availability Classifications are defined on an abstract level from Availability Class 1
to Availability Class 4 to represent increasing ability of a data centre to function as intended without
disruption.

1) Under preparation. Stage at the time of publication: ISO/IEC DTR 30133.3:2021.
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Availability is the ability of an element to be in a state to perform its intended function at a specific
instant of time. Also, Availability is often used to represent past performance of an element through
measurement of the time an element is operating as intended, and measurement of time an element is
not operating as intended. Reliability is the ability of an element to be in a state to perform its intended
function for a given time interval. Resilience is the ability of a data centre to withstand failure in one or
more elements, and the ability for the data centre to meet its specified service level during the failure of
one or more elements.

The design and implementation of data centres shall consider Resilience as a principle objective
independent of the applied Availability Class. Resilience can be improved by structural optimization, the
use of more resilient functional elements, and operational excellence. To determine different aspects of

Resilience, dedicatedKPIsarerequired-Tortheoptimmizatiomrof Resttence;quantitative amatysespased

on KPIs shoyld be involved in the design and implementation process.

Availability pnd Reliability are briefly discussed in Annex A. A detailed discussion on’ Availapility,
Reliability apd Resilience is to be the topic of a future document within the ISO/IEC 22237 series.
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