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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

Biometric systems can be subject to presentation attacks where attackers attempt to subvert the system
security policy by presenting their natural biometric characteristics or artefacts holding copied or faked
characteristics. Presentation attacks can occur during enrolment or identification/verification events.
Techniques designed to detect presentation artefacts are generally different from those to counter
attacks where natural characteristics are used. Defence against presentation attacks with natural
characteristics typically relies on the ability of a biometric system to discriminate between genuine
enrolees and attackers based on the differences between their natural biometric characteristics. This
ability i is characterlzed by the blometrlc recognltlon performance of the system how well or badly a

biome
presgntation attack detectlon have a bearlng on the securlty of biometric systems Hence tl
of thd

the procurement of biometric products and systems.

Biom
are a
way.

criter
Main

ptric products and systems share many of the properties of other IT praducts and syj
menable to security evaluation using the ISO/IEC 15408 series and ISO/EC 18045 in

However, biometric systems embody certain functionality that heeds specialize
ia and methodology which is not addressed by the ISO/IEC 15408 series and ISQ
y, these relate to the evaluation of biometric recognition and présentation attack dets
e functions addressed in ISO/IEC 19989 (all parts).

ISO/IEC 19792 describes these biometric-specific aspects and specifies principles to bé¢

during the security evaluation of biometric systems. However, it does not specify the cong
and methodology that are needed for security evaluatignybased on the ISO/IEC 15408 seri¢

The ISO/IEC 19989 series provides a bridge between the evaluation principles for biomet
and dystems defined in ISO/IEC 19792 and the*Criteria and methodology requirements
evaluation based on the ISO/IEC 15408 series, The ISO/IEC 19989 series supplements the IS
series and ISO/IEC 18045 by providing extended security functional requirements ta
assutfance activities related to these requirements. The extensions to the requirements ar
activities found in the ISO/IEC 15408-series and ISO/IEC 18045 relate to the evaluation
recognition and presentation attack detection which are particular to biometric systems.

ISO/IEC 19989-1 consists of thesintroduction of the general framework for the securit
of biometric systems, including extended security functional components, and su
methpdology, which is additional evaluation activities for the evaluator. The detailed recon
are developed for biometric recognition performance aspects in this document and for

attack detection aspgcts in ISO/IEC 19989-3.

This |documentydescribes supplements to the evaluation methodology for biometric
performance( évaluation for the security evaluation of biometric products. It supp

prmance and

e evaluation

bse aspects of performance from a security viewpoint will become important.considerations for

stems which
rhe standard
1 evaluation
/IEC 18045.
ction. These

b considered
rete criteria
S,

ric products
for security
D/IEC 15408
gether with
1d assurance
of biometric

y evaluation
pplementary
1imendations
presentation

recognition
lements the

ISO/IEC 15408 series, ISO/IEC 18045 and ISO/IEC 19989-1. It builds on the general c
descijibedin ISO/IEC 19792 and the biometric performance testing methodology
[SO/IEE.19795-1 by providing additional guidance to an evaluator.

escribed in

}nsiderations

In this document the term “data subject” is used while "user” is used in ISO/IEC 19989-1, in order to be
consistent with biometric vocabulary, as biometric experts are supposed to be the main readers of this

document.
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INTERNATIONAL STANDARD ISO/IEC 19989
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Information security — Criteria and methodology for

security evaluation of biometric systems —

Part 2:
Biometric recognition performance

For security evaluation of biometric verification systems and biometric identification {
document is dedicated to the security evaluation of biometric recognition perférmance
ISO/IEC 15408 series.

It prjovides requirements and recommendations to the developer and the evalug

ystems, this
applying the

tor for the

supplementary activities on biometric recognition performance specified in ISO/IEC 19989-1.

The dvaluation of presentation attack detection techniques is out of the scope of this docy
for presentation from impostor attempts under the policy «0f’the intended use follow
guiddnce documentation.

ormative references

The following documents are referred to in the‘text in such a way that some or all of t
consflitutes requirements of this document..Fo¥ dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

ISO/IEC 2382:2015, Information technalogy — Vocabulary
ISO/IEC 2382-37:2017, Information technology — Vocabulary — Part 37: Biometrics

ISO/IEC 15408-1:2009, Information technology — Security techniques — Evaluation cH
securjty — Part 1: Introduction and general model

ISO/IEC 15408-3:2008,)Information technology — Security techniques — Evaluation cn
securjty — Part 3: Security assurance components

ISO/IEC 18045:2008, Information technology — Security techniques — Methodology fo
evaluprtion

ISO/IEG19792:20009, Information technology — Security techniques — Security evaluation of

ment except
ing the TOE

heir content
applies. For
nts) applies.

iteria for IT

iteria for IT

r IT security

biometrics

ISO/IEC 19795-1:2006, Information technology —Biometric performance testing and report
Principles and framework

ing —Part 1:

ISO/IEC 19795-2:2007, Information technology — Biometric performance testing and reporting — Part 2:

Testing methodologies for technology and scenario evaluation

[SO/IEC 19989-1:2020, Information security — Criteria and methodology for security evaluation of

biometric systems — Part 1: Framework

ISO/IEC 30107-3:2017, Information technology — Biometric presentation attack detectio
Testing and reporting
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3 Terms

989-2:2020(E)

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37:2017,
ISO/IEC 2382:2015, ISO/IEC 15408-1:2009, ISO/IEC 18045:2008, ISO/IEC 30107-3:2017 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

bona fide p1
interaction (¢
intended by

Note 1 to enty

Note 2 to en

resentation
f the biometric capture subject and the biometric data capture subsystem in-the fa
the policy of the biometric system

y: Bona fide is analogous to normal or routine, when referring to a bona fide presentation.

ry: Bona fide presentations can include those in which the user has a"low level of train

skill. Bona fidle presentations encompass the totality of good-faith presentations, o a biometric data c4

subsystem.

Note 3 to entiry: The concept “in the fashion intended by the policy of the/biometric system” for bona

included in th
document

[SOURCE: IS

3.2

bona fide p}
BPCER
proportion
scenario

[SOURCE: IS

3.3
detection el
DET curve
modified R(
negatives on

Note 1 to enty
[SOURCE: IS
3.4

D/IEC 30107-3: 2017, 3.1.2, modified — Note 3 to-éntry has been added]

‘esentation classification error rate

bf bona fide presentations incorrectly classified as presentation attacks in a sp

D/IEC 30107-3: 2017, 3.2.2]

'ror trade-off curve

C curve which plets error rates on both axes (false positives on the x-axis and
the y-axis)

y: An example set of DET curves is shown in ISO/IEC 19795-1:2006, Figure 3.
D/IEC<19795-1:2006, 4.7.1]

shion

ng or
pture

ide is

e concept “in accordance with the policy of the intended use of the biometric system” used in this

ecific

false

false accep
FAR

rdaic

proportion of verification transactions with wrongful claims of identity that are incorrectly confirmed

[SOURCE: ISO/IEC 19795-1:2006, 4.6.6]

3.5

false-negative identification-error rate

FNIR

proportion of identification transactions by users enrolled in the system in which the user’s correct
identifier is not among those returned

[SOURCE: ISO/IEC 19795-1:2006, 4.6.8]
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3.6
false
FPIR

ISO/IEC 19989-2:2020(E)

-positive identification-error rate

proportion of identification transactions by users not enrolled in the system, where an identifier is

retur

ned

[SOURCE: ISO/IEC 19795-1:2006, 4.6.9]

3.7
false
FRR

reject rate

propnrt‘inn of verification transactionswith truthful claims of ir]nhh'fy thatare ihr‘nrrnr‘ﬂy denied

[SOU

3.8

impa
IAPM
<full{
same

[SOU

39
oper

RCE: ISO/IEC 19795-1:2006, 4.6.5]

stor attack presentation match rate
R

PAI species in which the target reference is matched

RCE: ISO/IEC 30107-3: 2017, 3.2.6]

hting point

setting of a biometric system to operate at a fixed decisiofr threshold

Note
a pred

3.10
polid
polic

Note
made

| to entry: An operating point can be directly represented by a decision threshold or can be r
efined configuration parameter.

y of the intended use
 stating how bona fide presentations-are to be made

| to entry: Intended use is about how natural biometrics should be used with the TOE, i.e.
in the way that bona-fide presentations are made. Presentations made with artefacts are not

system evaluation of a verification system> proportion of impostor attack presentati¢ns using the

epresented by

presentations
considered.

4 Abbreviated terms

ATE assurange elass tests

AVA assurance class vulnerability assessment
FAR false accept rate

FMR false match rate

FNIR false-negative identification-error rate
FNMR false non-match rate

FPIR false-positive identification-error rate
FRR false reject rate

FTAR failure to acquire rate

FTER failure to enrol rate

IT information technology
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PAD presentation attack detection
PAI presentation attack instrument
PP protection profile

ST security target

TOE target of evaluation

TSF TOE security functionality

5 Supplementary activities to ISO/IEC 18045 on ATE tests
5.1 General

5.1.1 Guidance

Clause 5 comtains guidance, additional requirements and supplements tosevaluation activities|from
ISO/IEC 19989-1:2020, Clause 14, for the evaluator.

The definitign of authentication can be found in ISO/IEC 2382.

The definitions of biometric (adjective), biometric capture,/biometric capture device, biometric
characterist|c, biometric enrolee, biometric enrolment, bigmetric enrolment database, bioﬂ:etric
feature, biofnetric identification, biometric impostor, biometric presentation, biometric recognition,
biometric rdference, biometric sample, biometric system; biometric verification, comparison, ¢nrol,
failure-to-aciquire rate, failure-to-enrol rate, false match rate, false non-match rate, match and threjshold
can be found in ISO/IEC 2382-37.

NOTE1 In|this document, the expression "capture-device" is sometimes used instead of “biometric cgpture
device”.

NOTE 2  Inlthis document, the short expression “enrolee” is used instead of “biometric enrolee”.

NOTE 3 Inthis document, the short €xpression “enrolment” is used instead of “biometric enrolment”.
NOTE 4 Infthis document, the short expression “feature” is often used instead of “biometric feature”.
NOTES5 Infthis document, thejexpression "impostor"” is sometimes used instead of “biometric impostor”
NOTE 6  Inthis documént;the short expression “presentation” is often used instead of “biometric presentation”.

The definitidns of assurance, attack potential, class, component, confirm, describe, determine, developer,
development, ensiire, evaluation, guidance documentation, identity, interaction, interface, opject,
operation, operational environment, potential vulnerability, protection profile, security target, tlarget
of evaluation, TOE security functionality, verify and vulnerability can be found in ISO/IEC 15408-1.

NOTE 7  The term "operation"” is related to the AGD class.
The definitions of check, examine, methodology and report can be found in ISO/IEC 18045.

The definitions of presentation attack, presentation attack detection and presentation attack
instrument can be found in ISO/IEC 30107-1.

Biometric systems employ technology and functionality that require special considerations when
conducting security evaluation, including security evaluation based on the ISO/IEC 15408 series. One of
these is the non-deterministic nature of biometric decisions, i.e. match; non-match; and other decisions,
and the consequent possibility of decision errors (e.g. false match, false non-match) which can have
security implications for biometric systems.

4 © ISO/IEC 2020 - All rights reserved
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A test of the security relevant biometric recognition error rates is an important aspect of every security
evaluation of a biometric system. Further, the requirements in ISO/IEC 19989-1 ensure that also the
developer of the biometric system under evaluation shall test the error rates of the system under the
policy of the intended use following the TOE guidance document.

NOTE 2 In this document, the intended use following the TOE guidance document covers both genuine and
imposter attempts, as long as the usage is consistent with the guidance. The guidance is provided by the TOE
developer.

This clause contains guidance and additional requirements for the evaluator and review of the
developer tests as well as for planning, conducting and reporting independent testing of the error rates
of the biometric system. This clause may also be used by the developer of a biometric system to be

infor

NOTH
1S0/1

Subcl

med about the requirements.

3 In this document, the evaluator is considered competent under the frameworkcof-eval
C 15408 (all parts) and in particular ISO/IEC 15408-1.

auses 5.1 to 5.4 are applicable to both ATE_IND and ATE_FUN. Sub¢lause 5.5 i

ATE_
[SO/I1
to ind

The ¢
on er
not a
value
techr]
in IS
shall
5.1.3

FUN, related to functional tests. Subclause 5.6 introduces the specific aspects re
EC 19989-1. Subclause 5.7 is for ATE_IND.2 partrelated to developer tests. Subclause |
ependent testing.

valuator should, as a default principle, follow the recommiendations introduced th
ror rates, maximum values, developer testing methodology; etc.). If the evaluator jud
bpropriately chosen with respect to the TOE and the application, they may use more
s for testing and shall provide justification for the<hoice of values in the evaluatior
ology specific aspects in this clause have been deyeloped under consideration of the r
/IEC 19795-1. The type of testing to be performed (scenario, technology or operati
be determined by the evaluator, based on théynature of the TOE and the TOE securit
for further information).

In a

dition to the requirements and recommendations provided in this clause, the ev

also follow the requirements for the assarance components selected by the TOE for the
[SO/IEC 15408-3 and shall follow the requirements of the corresponding activities in [SO/]

The donfiguration of the TOE canthave an effect on the biometric recognition performanc
evaluator shall ensure that the.TOE configuration for testing complies with the requireme
in the ST or PP. In particular;-when the TOE includes PAD functionality, the evaluator sha
the PAD functionality is énabled and correctly configured while conducting the biometrig
perfodrmance testing. If'both biometric recognition performance and PAD are evaluated

the b
be c4
the P
of th
in IS
accou

ona fide preséntation classification error rate (BPCER) as defined in ISO/IEC 301
Iculated in<biometric recognition performance testing, by additionally recording t
AD subsystem as a supplementary information in the documentation for the ATE_
e PAD ‘evdluation. Similarly, the impostor attack presentation match rate (IAPMR
D/IEC 30107-3 may be retrieved from the ATE_FUN activity of the PAD evaluation

ntyas it is related to biometric performance.

1lations under

5 specific to
sulting from
.8 is specific

ereafter (e.g.
ges they are
appropriate
report. The
pquirements
bnal testing)
y target (see

hluator shall
IATE class in
EC 18045.

e. Hence, the
nts specified
Il check that
recognition
for the TOE,
107-3 should
he output of
FUN activity
as defined
hnd taken in

NOTE

4

The information on IAPMR from PAD evaluation is not useful for the evaluator for estimating FMR/

FAR, as those metrics are not directly related. Nevertheless, IAPMR can be a useful information for the evaluator
to understand specific behaviours of the recognition algorithms (and it can also be useful for AVA to identify
potential weaknesses).

NOTES5  ATE is focused on validating the performance of the TOE by testing under the policy of the intended
use following the TOE guidance document. It therefore encompasses bona fide presentation attempts (as opposed
to presentation attacks considered in ISO/IEC 19989-3) for both mated-comparison trials and non-mated
comparison trials (i.e. imposter attempts). In both trials, the evaluator can assume use of the TOE in accordance
with the policy of the intended use. All other kinds of presentations are considered in ISO/IEC 19989-3.
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5.1.2 Remarks for performance evaluation

The relationship between the two error rates FAR/FRR can be illustrated using a detection error
trade-off (DET) curve showing the dependency between the two biometric error rates as the decision
threshold is varied over its working range (see ISO/IEC 19795-1 for more information). DET curves can
be useful to compare the recognition performance of biometric systems and to track improvements in a
biometric system over its development. In the context of the evaluation, the biometric system is instead
usually considered at only one or a very limited set of decision thresholds.

The developer shall specify the operating point or points of the TOE in the security target, in order to
ensure that customer of the TOE is informed about the evaluated configuration.

The evaluatar shall ensure that the relevant security settings (including at least the operating poir
the TOE usedl during performance testing are set, and the evaluation performed in accordanee wit
values stated in the security target.

ts) of
h the

Further, it ghould be considered that a security evaluation following the ISO/IECC15408 serjes is
focused on IT-security. Therefore, the security relevant biometric recognition errorxrates of a biometric
system shall be assessed in the context of an evaluation. However, because security can be achieyed at
the expense |of usability, usability-related error rates should also be evaluated: Guidance on identifying
relevant err¢r rates is given in 5.1.4.3.

Subclauses §.1.3 to 5.8 provide more detailed information for the evaluator regarding the revipw of

developer te
required by

5.1.3 Idern

According td
system can |

technold

using a pre-existing or specially collected corpus of samples;

scenarid
prototyj]
for the t

operatig
determi

The first ste
under evalug
specified in {
type(s) of ev|

Kts, repeating a test subset as outlined in ATE_IND.2 and regarding the independent t
ATE_IND.1.

tification of the type of performance evaluation

e distinguished:

gy evaluation: off-line evaluation of ofie or more algorithms for the same biometric mo

pe or simulated application using live biometric presentations made by a test crew recr
psSt;

nal evaluation: evaltiation in which the performance of a complete biometric syst
hed in its operational environment with a specific target population.

b for the evaluator is to identify the correct type of the evaluation for the biometric sy
ition. Thetype of evaluation shall be determined by the composition of the TOE and w
he security target. The composition of the TOE shall be capable of supporting the spe
hluation.

pst as

[SO/IEC 19795-1, three basic types of evaltation for the performance rates of a bionpetric

Hality

evaluation: evaluation in which the end-to-end system performance is determined in a

uited

em is

rstem
hat is
rified

NOTE Aslevaluations usually refer to an instance of a biometric product rather than to a concrete ingtance
of an installation of a biometric system, the operational test of the security relevant biometric recognition
error rates is often not considered. Consequently, most of the content in this clause refers specifically only to
technology and scenario cases.

The type of evaluation to be performed depends on the definition of the TOE and the scope in the
security target. The evaluator shall verify that the developer testing is appropriate to the type of
evaluation.

ISO/IEC 19795-1 further distinguishes between online and offline tests. In online tests, the enrolment or
comparison process is executed at the time of image or signal submission while those phases of testing
are kept separately in offline tests. Technology evaluations are carried out using offline processing
of biometric data. Due to requirements regarding the repeatability and reproducibility that apply to
evaluations, pure online tests (in which the images or signals are directly discarded) should not be used.

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=69a7ef4542aa68971bcf764789f76b64

ISO/IEC 19989-2:2020(E)

5.1.4 Biometric recognition error rates

5.1.4.1 Metrics for biometric verification

The class ATE refers in this document to the tests that shall be performed to assess the performance of
the biometric system under the policy of the intended use following the TOE guidance document. In the
case of a verification biometric system the intended use can be defined as follows: "a data subject tries
to be recognized by the system as a legitimate enrolled data subject related to a claimed identity".

In this scenario, the system may anticipate two cases that shall be distinguished: biometric mated
comparison trial (i.e. as genuine) and non-mated comparison trial (i.e. as impostor). According to these

two

f
f

The
FRR)
other

The
inver

aSes the fottowing decisSiom error rates shatt be Teported:
br an algorithm evaluation, the FMR and FNMR;
br a system evaluation, the FAR and FRR.

ifference between algorithm error rates (FMR and FNMR) and the system error rat
is that the latter depends on the permitted number of verification attempts and may
type of errors such as the failure to acquire and failure to enrol.

FAR (respectively FMR) and FRR (respectively FNMR) error-rates of a biometric
Kely related, the trade-off between the two being determined-by the verification decisi

setting for the system.

Note
resul

that other error rate testing that includes the sampléacquisition stage typically produ
s for transactions that are limited to a single attempt and those that allow multiple

exampple: failure to enrol rate (FTER) and failure to;acquire rate (FTAR).

5.1.4
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2 Metrics for biometric identification

identification scenario, a subject provides a biometric sample without making an e

fication sample with the biometsic references of all enrolled subjects until a match is f
| on identification decision criteria defined for the system. This is known as 1:many
hding on the criteria, zerg.6r more matches can be found and reported by the system
one match is reportedj the matching identities can be ranked according to the cqg
arison scores.

case of an identification biometric system, the intended use may be defined as follow

ositive identification scenario: scenario where the purpose of a biometric system is

ithout'xequiring a prior claim of identity;

egative identification scenario: scenario where the purpose of a biometric system is t

es (FAR and
also include

system are
lon threshold

ces different
httempts, for

xplicit claim

entity. The biometric system identifies the subject by biometric comparison of the biometric

bund (or not)
comparison.
When more
rresponding

[S:

o verify and

lentify by.ineans of biometric recognition that a data subject is a specific enrolee i the system

p confirm by

£1l.: daa i oot 1 £ daot L 3 4+ Hads 4]
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stem.

As with the verification scenario, the class ATE activity refers in this document to the tests that shall be
performed to assess the performance of the biometric identification system (TOE) under its intended
use. Performance testing shall include:

— if positive identification scenario is considered: performance testing for the case of bona fide
presentations, i.e. where members of a test crew (or test data) comprising legitimate enrolled data
subjects attempt to be identified by the system as themselves, and performance testing for the case
of impostor presentations where members of a test crew (or test data) who are not enrolled in the
system attempt to be falsely identified by the system as legitimate enrolees using presentations of
their natural biometric characteristics;

if negative identification scenario is considered: performance testing for the case of non-enrollees-
related presentations where members of a test crew (or test data) who are not enrolled in the
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system attempt not to be identified by the system as enrollees, and performance testing for the
case of enrollees-related presentations, i.e. where members of a test crew (or test data) comprising
enrolled data subjects attempt to be falsely not identified by the system, using presentations of their

natural

biometric characteristics.

Contingent on the system functions, the main metrics that should be assessed are:

identification-error rate (FPIR) and identification rank;

identification error rate (FNIR).

NOTE Fo

scenarios. ISQ

From these t

(see 5.1.4.3),

5.14.3 Id

There is no
particular b
aspects whe

This subclay
to answer th

ISO/IEC 199

The primary
security rele
security met

primary sec
can influenc
instance.

If both biom|
relevant err
at whicha P
not. In addit
of the PAD s
presentation
if provided fj
pass PAD an

During an ey
The other re

if positive identification scenario is considered, true-positive identification rate, false-positive

if negative identification scenario is considered, true-negative identification rate and false-negative

/IEC 19795-1 gives a complete overview over all possibly relevant biometric recognition‘error

ypes of error rates, the evaluator shall decide which are relevant for a particular evaly

pntification of relevant error rates

romprehensive and single answer to the question of which _érrer rates are relevant

h determining relevant error rates as described below.

se provides an overview of the most important asgects to be taken into account in
is question. The evaluator shall also take into account the claimed error rates (follg
B9-1:2020, 8.3, 8.4 and Annex C).

i error rates of interest are those that are security relevant. The error rates tha

ric for scenario testing is FAR (FMR for technology testing). For positive identificatio
irity metric for scenario testing iscHPIR (FMR for technology testing). Other param
b the security relevant biometric recognition error rates, like the use of a retry count

ptric recognition performance and PAD are evaluated for the TOE, BPCER is an addit
r rate. It relates to the performance and usability of a system as it is a measure of th
AD subsystem determmines that a bona fide presentation is a presentation attack whe
ion to the requirements from ISO/IEC 19989-3, the evaluator should observe the o
ibsystem duringithe performance testing to measure the false classifications of bon

Fom the ATE-FUN activity of the PAD evaluation, as it relates to simultaneously succe
[ biometric recognition.

alaation, the security relevant biometric recognition error rates shall be assessed in d

I any scenario, further biometric system error rates exist that can become relevant for srlecific

rates.

ation

for a

ometric system under a specific evaluation. The evaluater.should consider a number of

prder
wing

t are

vant depend on the purpose of the bientetric recognition. For verification, the primary

n, the
eters
br, for

ional
b rate
nitis

utput

h fide

as presentation attack. Similarly, the evaluator may consider IAPMR as a relevant metric

ed to

epth.

ated errorrates should be assessed

In order to identify all relevant error rates, the evaluator shall consider all error rates that are defined
in ISO/IEC 19795-1 and answer two questions for each rate:

— istheer

ror rate security relevant for the TOE?

— what is their relevance to the application?

Only if both questions have been positively answered, the error rate should be taken into account for
the evaluation.

It should be noted that some of the error rates of biometric systems depend on other error rates via
the setting for the decision threshold of the system. An example is the inverse relationship between
False accept rate and false reject rate. Thus, all error rates that are correlated to the security relevant
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biometric recognition error rates shall also be reported. This requirement aims to ensure that usability
of the TOE can also be estimated from the evaluation report.

The evaluator shall check that the result of this analysis is consistent with the information that the
developer provided in the security target.

Table 1 introduces a synthesis of main errors and their impact on security and other functionality of
the TOE, in the case of scenario testing.

Table 1 — Effect of biometric errors on application functions

App ication error metric Applirnﬁnn function and impnrf
Enrolment Verification Identification
FTER — Inability to enrol data |Provision and security of |Provisiowand|security of
subjects exception handling pro-  |exception handling pro-
. . cedures for data subjects |cedures for d4ta subjects
— Provision of exception
. who cannot be enrolled who cannot b¢ enrolled
handling procedures
FAR N/A Impostor can be wrong- < |N/A
ly verified as legitimate
data subject
BPCHER (if PAD function- |Inability to enrol data Legitimate data subject can | Legitimate data subject can
ality} subjects fail to passth@PAD check |fail to pass thg PAD check
and thus te be verified and thus be wfongly not
identified in candidate list
FRR N/A Legitimate data subject N/A
can fail to be verified
FPIR N/A N/A Impostor can pe wrongly
identified as d legitimate
data subject chndidate
FNIR Inability to detectia N/A Legitimate daka subject
multiple enrolnient or can fail to be identified in
enrolment attempt from candidate list
an existing-enrolee
An ejample of identifying relevant error rates for a specific use case is discussed in Annex|B.
5.1.4/4 Determiningmaximum values for error rates
The maximum permissible value for an error rate is influenced by factors mostly deterrhined by the
applitation. Thistsubclause provides guidance to the evaluator for determining which values are
consistent with‘the TOE (see also Annex B for a typical example). The evaluator shall also take into
accoynt the-claimed error rates (following ISO/IEC 19989-1:2020, 8.3, 8.4 and Annex C)| In order to
ensufe consistency with the application context, Table 2 taken from ISO/IEC 29115:2013 may be used
by thpe%dluator to identify the required level of assurance on the basis of an assessment of the severity

of the possible impact of authentication errors. Determination of what constitutes minimum, moderate,
substantial, and high risk depends on the risk criteria for each of the possible consequences.

Table 2 — Potential impact of authentication errors at each level of assurance

Possible impact

Level of assurance

Low medium high very high
Inconvenience, distress, or damage to standing or minimum moderate substantial high
reputation
Financial loss or agency liability minimum moderate substantial high
Harm to the organization, its programs or public N/A minimum moderate high
interest
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Table 2 (continued)

Possible impact Level of assurance
Low medium high very high
Unauthorized release of sensitive information N/A moderate substantial high
Personal safety N/A N/A minimum to | substantial
moderate to high
Civil or criminal violations N/A minimum substantial high

In addition, for the case of a biometric verification system used as the sole authentication factor,

ISO/IEC TR
evaluator in

If the biomletric verification system is used in conjunction with other f(e.g. knowledge-b

authenticati

If no specifi

FRONTEX g

correspondg
configuratio

If the ST clai
the evaluati

An example

5.2 Plann

5.2.1 Ove

Planning for

Firstly, to e
intended us

context of th

Such statisti

access atten

to a mean er

This subcla

a FAR of
a FAR of
a FAR of

29156:2015, 6.4, suggests to select the following FAR values, that can be used b

y the

case of scenario testing for setting the FAR or for deriving other error rates:
less than 0,000 1 % for high assurance;
less than 0,01 % for medium assurance;

less than 1 % for basic assurance.

bn factors, higher FAR values may be acceptable.

I, the FRR should not be higher than 0,05 (5 %).

ms conformance to a PP that defines the maximum values for error rates, in order to s
dn requirements, the measured TOE’s error rates shall be below the maximum values

pf determining maximum values for a specific use case in discussed in Annex B.
ing the evaluation

rview

e intended use'of'the TOE.

ror rate value and a confidence interval.

se’encompasses the recommendations for evaluator to plan and execute testi

biometric recognition performance testing should include two important considera
hsure that the test design models as closely as possible the real-world scenario ¢
e of the TOE. Secondly, to ensure that the test results are statistically significant in the

ral significéance is basically defined by the test data on which tests are run and on the 3
pts thatare performed with the test data available. Results should be reported according

nsed)

c level has been defined, the evaluator shall at least follew existing guidelines, such as
hidelinesl?l. For instance, the evaluator should evaludte“the system at a threshold
to a security level in terms of the false accept rate {FAR) of at most 0,001 (0,1 %). At this

that

htisfy

tions.
f the

ctual

g If

developer testing is considered adequate and valid by the evaluator, the evalutor may limit themself to

simpler and

reduced testing activities. This choice shall be justified in the evaluation report.

A comprehensive test plan shall be devised and documented. The test plan shall satisfy the following

objectives.

The test setup shall match the intended operation of the biometric system as closely as possible.

The test plan shall exactly identify the relevant steps to be taken during testing. Specifically, when

a deep interaction with a test crew is required (e.g. in a scenario test) the test plan shall clearly
describe the flow of the test.

The test plan shall include a very detailed description of the test data that the evaluation will

be performed with. This includes for instance: number of data subjects, number of samples per

10
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data subject, number of acquisition sessions involved, environment and external conditions of the

acquisition (e.g. background, illumination, pose).

should interact with the TOE in the capture process.

the case, then the collected data should be separated in training and test data and th
each dataset shall be described

The test dataset shall contain several biometric samples per data subject/biometric i
from each finger) and samples from different data subjects to generate both mated
trials and non-mated comparison trials

[he test plan shall specify a pre-verification phase, including capture (if applicable)
gxtraction to establish a list of samples to be compared together with the inforniation
domparison pair corresponds to a genuine test or an impostor test. For €ach, the ev

dlan to measure the time for the suboperations, the number of errorsyto acquire (if

and number of errors to extract the samples. The list of samples to be'€ompared shall
genuine comparison pairs and impostor comparison pairs, and the number of pairsg
dccordingly to the range of error rates (e.g. FAR and FRR for scenariotesting of a verificg

alues to be checked by the evaluator.

dre-verification phase. For each comparison, the evaluation plan shall include measur
for the operation, the number of errors to compare;(store the output score when po
decision. Based on the output score and the threshold specified by the TOE (if availah
dn the decision, the number of false accepts and\the number of false rejects shall be mg

[he test plan shall define the metrics to be reported. In addition to the values meas
the operations, the evaluator shall identify*the test metrics to be reported and how to
from the different errors observed by.the evaluator. For scenario testing of a biometrig
slystem, they shall include FTA (if applicable), FTE, FAR and FRR. If comparison scores 4
they can include computation of DET curve in order to embed a DET curve into the rep

[he test plan shall also include a complete specification of the computed compariso
ow the performance metrics are deducted in order to support statistical analyis and {
reproductibility.

[he test plan shall)jinclude the report preparation which shall report computed vz
different metrics_identified and a synthesis of the results.

The tpst plan shall'be designed and the testing shall be conducted in accordance with [SO/

5.2.2| EsStimation of test sizes

[he test plan shall specify a comparison phase to compute'alt comparisons from the list

The test plan shall include a very clear protocol on how the test data is used or how test data subjects

The test plan shall include whether collected data is needed for re-training of the system. If that is

e purpose of

nstance (e.g.
comparison

and feature
whether the
hluator shall
applicable),
include both
shall be set
tion system)

prepared in
e of the time
ssible or the
le), or based
asured.

ured during
derive them
verification
ire available,
ort.

h scores and
o ensure full

1lues for the

EC 19795-2.

Acqu

asks in each

test of a blometrlc system According to ISO/IEC 19795 1, the test data shall be as large as practically
possible. Note that, in order to obtain statistically reliable results, there is a minimum size of the test
data. This depends on various factors:

— the size of the error rate to be measured (the smaller the error rate, the larger the necessary test
data numbers);

— therequired confidence interval.

NOTE The size of the test data set is not the only factor impacting the level of confidence on the error rate
to be measured. The dependencies between the different comparison pairs also impact the level of confidence.
Full cross-comparison is possible, but then no more full independencies is granted and the impact on level of
confidence would be taken into account.
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As the required size of the test data also depends on the results of the test themselves, the required test
size is usually only estimated roughly in the context of test planning.

The purpose of independent testing at ATE_IND.Z2 is to seek to validate, even if with limited confidence,
the developer claimed error rates. This can be done with a test size much smaller than the size of
developer’s test data.

The number of test data subjects and test transactions needed to ensure statistical significance of a
measured security relevant biometric recognition error rate should be determined from the permitted
maximum value of the error rate using either the “rule of 3” or the "rule of 30" (ISO/IEC 19795-1).

For biometrics on mobile devices, practical guidance to conduct the performance testing is provided in
ISO/IEC 218¥9. The evaluator should refer such document to estimate the appropriate test sizes:

5.2.3 Tesalldocumentation

It is essentiall to plan the complete documentation for the test before starting any otherlactivities.

As introducpd in 5.1.1, the evaluator should, as a default principle, follow the recommenddtions
introduced thereafter (e.g. on error rates, maximum values, developer testing methodology, etc.]. The
evaluator mpy decide from a consideration of the developer test plan and/the conduct of devdloper
testing, that|the developer testing is adequate for the purpose of the evaluation and the evaluatoi does
not need to repeat entirely the developer testing. Otherwise, the evaltiator should follow his/her own
test plan an:h the documentation shall follow the same principles as:{for any other test in the contgxt of
security evalluation following the ISO/IEC 15408 series and ISQ/IEC 18045. In addition, the follgwing
aspects shal| be addressed specifically:

— the exadt type of performance evaluation should be catefully described;

— thereleyant error rates shall be identified and their,maximum acceptable values shall be idenftified
and justjfied;

— special ¢haracteristics of the test data shallGe documented;

— the size pnd characteristics of the test:data should be described with special attention to number of
sessionginvolved in its acquisition, data subjects and samples per data subject;

— it should be clearly described how are the different parameters of the system trained/set (if there
are any)

— it should be clearly described how the different score sets (mated and non-mated comparison ffrials)
are computed.

5.3 Data ¢ollection

5.3.1 Chojce‘f test data or acquiring test crew and capture device

This subclause applies to both scenario and technology testing. An important consideration is the
source of the biometric sample data and the associated test crew. This can have been acquired in
various ways, for example:

1) live capture: the test data are captured from a test crew specifically for the TOE evaluation (which
could involve specific capture requirements, e.g. some particular illumination or background setup
in the case of a face recognition system);

2) re-use of pre-existing database, either captured by the developer and/or the evaluator on a previous
similar biometric system or obtained from acquired data from third parties (such as the multiple
public or private biometric databases available today for benchmarking purpose).

In all cases, the ground truth shall be known i.e. which samples in the acquired data are true matches
and which are not.
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The most desirable case would be option 1), in which a live capture database is acquired for each
evaluation. However, this is also the most time- and resource-consuming solution and a final decision
should be adopted on a case-by-case basis. For instance, for a technology or a scenario evaluation, the
second case can be sufficient if no specific contextual or external features have to be met (e.g. specific
acquisition sensor). If the evaluator chooses to reuse an already existing data, he/she should ensure that
this dataset is sequestered and was not accessible by the developer. The main disadvantage of reusing
already existing data, that the developer can have access to, is that it can be used to tune their system.
The evaluator shall mitigate it by using more sequestered data.

For the acquisition of a new database or test crew, several important factors shall be taken into account
in order to obtain results as precise as possible. Among such factors, some ideal characteristics that

shouldbemretby abiometricevatuatiomrdatabaseare hightightedbetow——————————

NOTE

The choice of the test data (live capture process or re-use of pre-existing data) shail
sple control of the evaluator. As the quality of the test data is essential for the results d
5 important that the evaluator has a detailed knowledge of the acquisition process.

—n

eforehand can be re-used during an independent evaluation. While the final decisic
se of test data is the decision of the evaluator, this guide encourages the re-use of tes
ertain limits. Specifically, a test shall never be based completely‘on test data that has b
y the developer beforehand. Instead, the evaluator shall acquire a small subset of
eplace it in the original set of test data before using it.

S oo C o

et

Fthe biometric system is designed to work with a specific data subject profile (e.g. mer]
5 years of age, right-handed), the data subjects in thé.database/crew should be as clog
b that profile.

o O\

If the biometric system is not designed to wérk with one specific sensor, it is better ta
spme individuals with different acquisitioiwdevices so that the final evaluation is mo
i$ also better to be able to obtain interoperability results (i.e. comparison results betw
and test biometric samples captured with different devices).

[he data set should be organized to enable an explicit identification of each sample.
gnsure personal data protectionythe identifier of a sample shall not contain any inform
tp the real identity of the data‘subject

A sufficiently large number of individuals should be enrolled in the database in ord
sftatistically signifieant results. Such numbers depend on the maximum error rates
the system. The lower the error rates, the larger the number of required data subject
dchieve reliable results.

Also, the different samples of the same data subject should not be captured consecutivel,

be under the
f the tests, it

question that can often arise is whether test data that has been @cquired by the developer

n on the re-
F data within
ben acquired
est data and

1, Asian, over
e as possible

capture the
e general. It
een enrolled

However, to
htion related

er to obtain
allowed for
s in order to

y butleaving

ough time between them in order to simulate the intra-subject variability of the biometric traits.

hmong them.

I alo a a

h include for

instance gender, age, use of visual aids (e.g. glasses) or handedness. These metadata can help to
further tune the performance evaluation or to reuse the biometric data in future evaluations.

Biometric data acquisition is prone to various errors such as missing samples, invalid samples, low

quality samples and ground truth errors where samples are incorrectly assigned to

subject IDs.

Some of these errors can be the result of human fallibility and can be reduced by the application of

automated data acquisition and recording techniques.

Biometric data is personally identifiable information (PII). As such, national privacy legislations

shall be identified during the acquisition process.

National data protection laws in the evaluator country can exist and can require, during the

acquisition process, informing the acquired data subjects of the use that will be made of their data and obtaining
from them a signed consent form for the acquisition of those data.
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5.3.2 Performing test

Subclauses 5.2.2, 5.2.3 and 5.3.1 define all the initial steps that should be performed and documented
in the test plan prior to the evaluation, that is, relevant error rates and their maximum values, type
of evaluation, database and evaluation protocol associated to it, acquisition of data. Once all those
steps have been covered, the evaluation should be run according to the predesigned plan. During the

evaluation, s

that ca

everal aspects shall be documented such as:

any significant deviations from the original test plan;

be recorded depending on the evaluation, is the system response time for every

time required to perform each experiment considered in the evaluation. Other temporal information,

Ccess

attempt

Once the teg
ISO/IEC 197

5.4 Analy

The analysis
alsoinclude
security pro|
subject prof
working sce

It should be
AVA class th

ts are performed the results should be reported using standard metrics (see)5-1.4.
D5-1).

SesS

of the results should not be restricted to the determination of the error rates but s
h more in-depth investigation of the error instances and whethexthose errors disclose
blem of the system [for instance, a significant variability imperformance for certain
les (e.g. men vs women)]. This type of analysis can help_teyidentify potential proble
harios for the system.

noted that, strictly speaking, such an analysis weuld rather belong into the area
hn the ATE class as it would open the path to a potential vulnerability of the TOE. Pot

security issyies found during ATE testing should be reported to the AVA vulnerability assesy

activity for f]

These possil
the final dod
(under the n

Atestofthe

urther investigation.

le deviations from the average expectéd performance of the system should be repor
umentation so that it is clear under which circumstances the system behaves as exp
aximum allowed error rates) and {-which scenarios the error rates can increase.

relevant bio

berformance of a biometric systeém in the course of a security evaluation focuses on se¢
etric recognition error rates such as FAR. Other error rates, e.g. FRR, are relevant to

B and

hould
some

data
matic

f the
bntial
ment

ed in
ected

urity
other

factors such|as usability. Error ratés jthat are security relevant (such as the FAR) can sometimjes be
traded off against a mutually dependant error rate (in this case the FRR) via the recognition de
threshold sgtting of the systém.® Consequently, the dependant error rates shall be evaluated
reported at ¢ach operating point specified for the evaluation.

5.5 Reviewing developer tests

In the courge of-the evaluation activities around ATE_FUN.1, the evaluator shall evaluate thg
documentatjon’and results that are provided by the developer.

rision
| and

e test

The developer should follow the requirements from ISO/IEC 19795-1 and ISO/IEC 19795-2 for their
performance test. Any deviation shall be justified in the test plan.

The full set of information about the test shall be handed over to the evaluator during the evaluation.
Only this way can it be ensured that the evaluator gets a complete overview over all details of the test.
In this context, the developer shall provide the evaluator with complete access to the test equipment
and test data used for developer testing.

The evaluator shall assess the developer test documentation to confirm that:

— the developer test plan, the conduct of the developer testing and the test documentation conform to
the requirements stated in ISO/IEC 19795-1 (see Annex C for an example);

— any deviations from the above requirements are justified;
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— the test results show that the security relevant biometric recognition error rates are in accordance
with the claims in the TOE security target.

5.6 Specificrequirements on assurance components on ATE_IND

5.6.1 Overview

As described in ISO/IEC 19989-1, the following elements of assurance components require the evaluator
to conduct their own test of the TOE:

— ATE_IND.1.2E: The evaluator shall test a subset of the TSF as appropriate to confirm that the TOE
dperates as specified;

— ATE_IND.2.3E: The evaluator shall devise and execute a sample of independent tests and document
them to assess the developer test results.”

All eyaluations of biometric TOEs shall include the assurance component ATELIND.2 as syipplemented
by ISP/IEC 19989-1.

Subclauses 5.2.2 and 5.2.3 contain dedicated guidance regarding the evaluation of those two
complonents.

5.6.2| Specific requirements on ATE_IND.1

The specific requirements introduced in ISO/IEC 19989-1a@re presented in Table 3. The evalyiator derives
a subpet of the TSF to be tested independently in accordance with the guidance in ISO/IEC 18045. As the
biometric performance is an essential part of the TOE, the evaluator shall in any case ensjure that this
part ¢f the TSF falls into the subset.

Table 3 — Specific requiremients on ATE_IND.1 from ISO/IEC 19989-1

ATE_IND.1-3 The evaluator:shall also devise independent testing for performance gval-
uation settingup a test crew or a test dataset.

ATE_IND.1-4 The evaluator shall produce test documentation for performance evalua-
tion which satisfies the relevant requirements from ISO/IEC 19795.

The-evaluator shall explain any deviation from the test procedures spjec-
ified in ISO/IEC 19795 and also shall describe any potential effects and
implications for the test results in the test documentation.

ATE_IND.1-5 The evaluator shall conduct testing using test crew which the evaluatpr
arranged or test data which the evaluator possesses.

ATE_INB.1-6 The evaluator shall record information of test crew or test data as spqci-
fied in ISO/IEC 19795.

ATE_IND.1-8 The evaluator shall also report in the ETR the evaluator testing efforton

biometric recognition performance in terms of test size, time spent and
als0 dataset characteristics.

The conducted tests shall follow the requirements and recommendations listed in 5.2, 5.3 and 5.4.

5.6.3 Specific requirements on ATE_IND.2

The specific requirements introduced in ISO/IEC 19989-1 are presented in Table 4. Biometric testing
is complex, time-consuming and expensive. Specifically, the acquisition of sufficient test data is a
challenge for every test. It is therefore an essential question whether the test data that the developer
used can be completely re-used when repeating the test from the developer’s test documentation in the
context of ATE_IND.2. Guidance on this subject is provided in 5.8.
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Table 4 — Specific requirements on ATE_IND.2 from ISO/IEC 19989-1

ATE_IND.2-6 The evaluator shall also devise independent testing for performance eval-

uation setting up a test crew or a test dataset.

ATE_IND.2-7 The evaluator shall produce test documentation for performance evalua-

tion which satisfies the relevant requirements from ISO/IEC 19795.

The evaluator shall explain any deviation from the test procedures spec-
ified in ISO/IEC 19795 and also shall describe any potential effects and
implications for the test results in the test documentation.

ATE_IND.2-8 The evaluator shall conduct testing using test crew which the evaluator
arranged or test data which the evaluator possesses.

ATE|]IND.2-9 The evaluator shall record information of test crew or test data as speci-
fied in ISO/IEC 19795.

ATE]IND.2-11 The evaluator shall also report in the ETR the evaluator testing effort on

biometric recognition performance in terms of test size, time spent and
also dataset characteristics.

The conduct|

5.7 Asse

ing developer tests by repeating a test subset

The requirements of ATE_IND.2 mandate the evaluator to repeat a subset of the developer tests.
of the security relevant biometric recognition error rates shall form:part of the subset to be repea

ed tests shall follow the requirements and recommendations listed in5.2, 5.3, 5.4 and 5.7.

Tests
lted.

When repeating a test of the security relevant biometric recognition error rates of the biometric system,
it often comgs to the question whether it is sufficient to simply répeat the test of the developer. Thi
specific releyance if the developer managed to separate thetest data acquisition from the actual test of
the biometrilc algorithm. In those cases, the evaluator cah'decide to simply repeat the test.

S is of

The possibiljties for the evaluator also depend on the'type of biometric test followed by the develgper:

— inthe case of a technology test, the evaluatotf-has a potential choice of using the same biometri
used by [the developer or obtaining a new source of biometric data;

— inthe cdse of a scenario test, the evaluator might be able to use the same test crew as the deve
Otherwise, anew test crew would have to be recruited. In case the evaluator judges thatthe repe
of a subget of developer tests can be restricted to a technology test, he/she may reuse biometri
obtained from the developertest crew (if available) or use a new source of biometric data.

When possi
acquisition k
encouraged
developer te
shall consid
evaluator ac
this subset.

ro follow-this strategy.: re-use the test data of the developer when executing a subset
5ts. Inorder to avoid a pure repetition of the test using exactly the same data, the eva
br réplacing a subset of the test data by their own data (that should be acquired

t data

oper.
tition
t data

ble, the evaluator should take benefit of the efforts the developer spent for test| data
y re-using this data when executing testing. On this basis, when possible, the evaluator is

bf the
ator
y the

rording to 5.3.1). It falls into the responsibility of the evaluator to decide about the sfize of

y q y
the acquisition process (based on its documentation). Instead of replacing a subset, the evaluators can
supplement the developer data by their own data. Technically, it is essential that the exchanged subset
of the data or the supplemental dataset is large enough to ensure that the developer cannot tune their
algorithm based on the database.

Biometric data is personally identifiable information (PII). As such, national privacy legislations shall be
identified during the testing process, even while repeating developer’s test with some existing test data.

16
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5.8 Conducting independent testing

5.8.1 Overview

ATE_IND.1 (as well as ATE_IND.2 and ATE_IND.3) requires the evaluator to conduct their own test of
the security relevant biometric recognition error rates of the TOE. Subclause 5.8 provides the evaluator
with the corresponding guidance. Figure 1 summarizes the different steps that shall be performed by
an evaluator when planning, conducting and reporting independent testing of the security-relevant
biometric recognition error rates of a biometric system.

As introduced in 5.1.1, the evaluator should, as a default principle, follow the recommendations
introffticed 1n this clause (€.g. on error rates, maximum values, developer testing methodglogy, etc.). If
the eyaluator judges they are not appropriately chosen with respect to the TOE and theapplication, he/
she shall justify other choices in the evaluation report.

ATE_IND
y
Identify the
relevant type of Identify the .
YP > Y > | Plan test execution
performance relevant error rates |
evaluation fa\h
\
Acquire test data - . < Estimate test size
. do E&hentahon
AVaN

Perform Test

\\
E\&Q Results
ya)

Figure 1 — Processes for independent testing

The process can be divided into the following steps that are described in more detail in
subclauses 5.1 to 5.4.

— Identify the relevant type of performance evaluation: Various kinds of test approaches are available
starting from a technology performance test of a biometric algorithm to an evaluation of the
operational performance test of the biometric system. The correct test approach highly depends on
the functionality provided by the TOE.

— Identify the relevant error rates: As a security evaluation focuses on the security-relevant
biometric recognition error rates only, not all error rates of the biometric system are relevant. The
identification of the relevant error rates is performed based on the type of the biometric system and
its application case as defined in the security target.

— Plan test execution: The actual test execution shall be planned in advance.
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— Estimate test size: Collecting test data takes a significant amount of the effort of the overall test. It is
essential to develop an idea about the amount of test data that is required before starting the actual
process of test data acquisition.

— Plan documentation: It is essential to plan the required documentation for the test in advance of the
test itself.

— Acquire test data: Test data comprises suitable biometric samples which shall be obtained from
live presentations by members of a test crew or using a pre-existing corpus of biometric samples,
depending on the type of test (scenario or technology) and the test methodology. In both cases, the
test data shall include so called ground truth, that is knowledge of the source of each sample (e.g. the
subject I)-such-thatwith the corpus,both mated-comparison-trials and non-mated comparison
trials caln be executed. To ensure the quality of the test results the evaluator shall utilize test data
that is npt known to the developer of the TOE.

— Perform|test: The test shall be carried out under the sole control and responsibility of the evalpator.
— Evaluatg¢ results: Test results shall be evaluated and reported using standard metrics.

The evaluat¢r should follow the requirements from ISO/IEC 19795-1 for their pérformance testy. Any
deviation shhll be justified in the test plan and documented in the test report.

In the case |of technology testing using a pre-existing corpus of bioteétric samples, the evaluator
shall providg justification that the corpus satisfies the needs of the‘tést and is independent froi the
developer tept data.

5.8.2 Identification of the type of performance evaluation

The type of jevaluation to be performed mainly depends.on the definition of the TOE and type o¢f the
developer’s performance evaluation. The evaluator should verify that the developer’s type of evalyation
is appropriate. If this is the case, the evaluator should. follow the same. If not appropriate, the evaluator
is free to conduct the independent test following-another type. If the same type of evaluation {s not
followed by gvaluator, then the evaluator should5ustify the motivation in the testing report. If th¢ TOE
is made of spftware functions only, it is likely that the developer will decide to perform a technplogy
evaluation and evaluator should, if appropriate, perform the same technology evaluation. If th¢ TOE
is a completg biometric system, in particular with a sensor, it will more likely be tested in a scenario
evaluation bly the developer and, thus;the evaluator should perform a scenario evaluation. Note that if
a TOE does mot provide the comparison and decision functions, its biometric recognition performance
cannot be tpsted. It should alse be noted that scenario testing can include offline testing df the
software algorithms for thepurpose of cross-comparison testing for the measurement of perfornmance
achievement rates and errorTates and for the determination of DET plots.

6 Suppldmentary activities to ISO/IEC 18045 on vulnerability assessment (AVA)

6.1 Generalaspects

This clause introduces provisions and supplements to evaluation activities from ISO/IEC 19989-1:2020,
Clause 15, regarding vulnerabilities which result from biometric recognition errors that may occur
when presenting non-mated natural biometric characteristics or when injecting or altering non-
mated biometric characteristics after the data capture subsystem. Vulnerabilities associated with
presentation attack detection errors for biometric presentation attacks using PAls are addressed in
ISO/IEC 19989-3.

The purpose of this clause is to introduce the context and provide general guidance to evaluators.
Each vulnerability being a specific case, the examples in Annex A are there to provide some concrete
guidance to the evaluator. However, the evaluator shall devise his/her own strategy based on his/her
expertise and the TOE instance under evaluation.

18 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=69a7ef4542aa68971bcf764789f76b64

ISO/IEC 19989-2:2020(E)

In addition to the requirements and recommendations provided in Clause 6, the evaluator shall
also follow the requirements for the assurance components selected by the TOE for the AVA class in
[SO/IEC 15408-3 and shall follow the requirements of the corresponding activities in ISO/IEC 18045.

The objective of the evaluation task is to search for vulnerabilities and to demonstrate that the TOE is
resistant to a certain and predefined attack potential.

NOTE 1 If the TOE includes PAD functionality, the evaluator assesses the vulnerabilities in the context of the
whole system to take into account the potential interactions between the subcomponents.

NOTE 2  Referring to the threats listed in ISO/IEC 19989-1:2020, 6.1, a) to j), the threats and evaluation
activities addressed in ISO/IEC 19989-2 for the vulnerability assessment of biometric verification or identification
systefns mainly relates to the potential exploitation of a) Performance Iimitations, h] Hostile efvironment, i)
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ts of j) Leakage and alteration of biometric data, €) Similarity due to blood relationship,'f))Spe
rteristics, and g) Synthesized wolf biometric samples that can help the evaluator to ideg
hesses and to mount more efficient attack.

pproach taken here is a counter-example demonstration: for the evaluation of a TOE
pf security resistance, i.e. at a given targeted minimum value of attack potential for vi
on the TOE, if one attack with an attack potential lower than thie targeted level is f]

k applicable to the TOE in its usage context and with a rating Tower than the targeted

lefinition of a successful attack shall be done regarding the security definitions of
t (ST) and should generate a failure in the security objectives of the TOE (access to for
thorized operation, etc.).

knowledge used by the evaluator to definesan'attack and an attack path is all t
ledge, including a specific background in-the area (to be accredited a labora
nstrate its competence in the area), publicly available knowledge (web, dedicated
but also its knowledge of the TOE gainéd from other evaluation tasks (for example, k
hplementation if targeting AVA_VAN.3'or higher).

bjective of an evaluation test is\to determine whether the TOE is vulnerable to a sp
targeted attack potential (for'instance inspired from the threats listed in NOTE 2).
sting the evaluator shouldCperform a preliminary attack potential rating based o
fications (what the atfack is, how the attack testing is conducted and how the]
breted). The preliminary attack rating may be used to prioritize the testing (the lows
gher the priority).The evaluator may test attack paths for which the preliminary ra
rget attack potential.

the tests listis established, the evaluator executes the corresponding attacks and, in ca3
rms a fimal\rating. This rating is then used to validate or refute the resistance level of

3 , (The developer often expects some more information from the evaluation: what are all th
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ided value for

araatio poTT OWEVET; O % vry OV v V Vartratio oG O/IEC15408
and ISO/IEC 18045 where a single successful attack can stop the evaluation process, an

d there is no

guarantee that, in case of successful attack, all the possible attacks have been tested and that the TOE is resistant

toallt

6.2

he other possible attacks.

TOE for testing

The developer shall provide the TOE for testing and the TOE shall be suitable for testing.

The exact definition of the TOE delivered shall be done by reference to the guides: any option,
configuration, parametrization referenced in the subjects or administration guide should be available
to the evaluator. In particular, a biometric system should allow the evaluator to enrol specific people.
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In addition, when extra equipment is required to use the TOE, the developer shall make it available to
the evaluator (for example, if the TOE is defined as a biometric capture device/sensor, hardware and/or
software for connection to a computer and acquisition, processing and exploitation of data).

In some cases, emulators or simulators exist and are used by the developer to validate part of the TOE
(for example, the comparison process and its validation over a large database of images). These should
be made available to the evaluator.

6.3 Potential vulnerabilities

The vulnerabilities that an evaluator should analyse shall at least take into account those introduced in
ISO/IEC 19989-172020, 6.1.

Additionaly fhe evaluator shall consider the combination of those vulnerabilities with other FT“rglated
vulnerabilities. For instance, when considering the possibility to mount a hill-climbing lattack, the
evaluator shpll not restrict the feedback loop to the score reading but shall also estimate-the possibility
to deduce information related to the score (e.g. based on execution timing or side-channel leakaggd).

NOTE As| highlighted in ISO/IEC 19792:2009, Clause 6, the evaluator also considels the whole system and
interactions hpetween subcomponents, as a vulnerability of a subcomponent can e compensated by arnother
subcomponerit.

The evaluatgr shall follow ISO/IEC 19792:2009, Clause 8, to assess the-potential vulnerabilities that
may be combined with the biometric recognition performance limitations.

6.4 Rating attack potential

For the AVA (vulnerability assessment) class, the rating (i.exrating of the different factors, calculatjon of
attack potenftial and comparison with the targeted level])'shall be done according to ISO/IEC 19989-1, as
well as the cpnsideration of the attack potential (seelSO/IEC 19989-1:2020, Annex F).

Rating exampples related to biometric recognition;performances vulnerabilities are provided in Anfex A.
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(informative)
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Examples of attack potential computation for AVA activities

General

This annex provides several examples that include various systems that can be evaluated'\(@

devi

for a building, an office, etc., access control to a personal device) and the.‘cldss

that ¢an be applied. The attack potential computations are made according to ISO/YEC 1

Anne

A2

EXAM
prote
befor
and t
inject
using
This

(tole
attac

Itis

F.

Hill climbing

PLE Consider a fingerprint-based system operating in an unceptrolled environment
Cting the access to an item of equipment). Assume that there israzway to easily connect a

e the comparison process, enabling a program to inject probe santples in a suitable format fg
hat the comparison score is available (for example, through avdebug connection). The atta
ng probe samples (for example, starting with random lpocations of minutia) and to optimiz
the comparison score in a so-called "hill climbing" attack!

cenario of attack can correspond to two different objectives: One can be related to pri
hrn information on the enrolled data), a secandone can be related to forging authentic
Ker seeking to achieve authentication against a specific enrolee).

considered that:

(0]

lapsed time: The identification -phase corresponds to find the right interface to
(fonnecting a computer to the tdrgeted signals, enabling the presentation of built temp
§>e<t or write the optimization!software for the template generation. It is considered as

ample. The exploitatiop-phase is just running the program to get access. 2 weeks for i
nd 1 day for exploitatioh-are realistic;

()

xpertise: Even if-the attack method is known and published, setting up the right
xploiting specifigsignals and adapting an optimization software is considered to requ
pvel for identification and a proficient level for exploitation;

—_0

K
H

nowledge) of the TOE: A deep knowledge of the TOE is required (template form
rotocols; etc.) so a sensitive knowledge is required;

ccess control
ical” attacks
989-1:2020,

(for example,
fomputer just
r comparison
ck consists in
e the location

vacy leakage
ation (i.e. an

the system
lates) and to
easy in this
Hentification

connections,
ire an expert

ats, internal

window of opportunity (access to the TOE): The TOE operates in anuncontrolled

bnvironment

(rated as easy for exploitation phase) and it is considered as easy to buy system (rated as easy for

identification phase);

window of opportunity (access to biometric characteristics): It is rated as immediate as the attack

does not require the availability of real data (synthetic templates);

equipment: A specialized equipmentisrequired (computer, connection to the system, and specialized

mostly because of template generation, optimization software) for identification. For
as the software is available the equipment is rated standard.

exploitation,

With the above assumptions, the summary of the corresponding attack potential calculation is provided
in Table A.1.
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Table A.1 — Calculation of attack potential for the scenario in A.2

Window of opportunity Total
Elapsed time | Expertise Knowledge of Access to biom-| gqyipment 16
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
2 0 4 4 4 - 0 0 - 0 2 0 12 4

The rating for the attack is enhanced-basic.

If the attack
the resistan

The system

Camn De performed SUccesstuily and no Other SUCCesstul attack with a [ower rating is
e of the TOE is basic.

s compatible with the AVA_VAN.2 component.

A.3 Combined attack (getting comparison scores in an indirect way)

EXAMPLE

Assume the same system as the previous example, except that the comparison score signal g

directly be adcessed. However, an indirect observation of the comparison proces$sfor example through

consumption

or processing time, can give an information of the comparison scorg (this method is widely u|

smart-card eyaluations and is known as side channel attacks).

It is considered that:

— as in th¢ previous example, the identification phase corrésponds to find the right interface 4

system
signals,
forthet
and pro

— elapsed

realistid;

[acquiring internal signals (consumption, time); connecting a computer to the tar
enabling the presentation of built templates].and to get or write the optimization soft
bmplate generation. The exploitation phase.corresponds to implement the signal acqui
fessing to the real TOE and run the optimization program to get access;

time: More than 1 month for identifieation and 1 day (less than a week) for exploitatia

— expertige: Multiple expertise is required [electronics, signal acquisition and processing, biom
(template format and generationj;eptimization] for the identification phase. Even if scripte
expert level is required for exploitation (software for template generation and optimizat

written

— knowled

protoco

and has just to be used but physical instrumentation of the TOE has to be done);

s, etc.). Sensitive knowledge is required;

— window]of opportunity (Access to the TOE): The TOE operates in a fully uncontrolled envirorn

(rated a

5 easy<for exploitation phase) and it is considered as easy to buy system (rated as ea

identifidationphase);

bund,

annot
bower
sed in

o the
seted
ware
sition

nare

btrics
d, an
on is

ge of the TOEr A“deep knowledge of the TOE is required (template formats, infernal

ment
by for

— window Of OppOTTUNity (access to bIOMeETric characteristics): It is rated as immediate as the a
does not require the availability of real data (synthetic templates);

ttack

— equipment: Multiple specialized equipmentisrequired for the identification phase (signal acquisition
and processing, computer, connection to the system, template generation, optimization software).
For exploitation, as the software is considered as written, specialized equipment is enough.

With the above assumptions, the summary of the corresponding attack potential calculation is provided

in Table A.2.
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Table A.2 — Calculation of attack potential for the scenario in A.3

-2:2020(E)

Window of opportunity Total
Elapsed time | Expertise Knovyrlggge of Access to biom-| gqyipment 36
Accessto TOE| etric charac-
teristics

Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp

8 0 8 8 4 - 0 0 - 0 4 4 24 12
The rating for the attack is high.
If the[attack can be performed SUCCessiully and No Other SUCCessiul attack with a lower rating is found,
the r¢sistance of the TOE is moderate.
The gystem is compatible with the AVA_VAN.4 component.
A.4 (Inverse biometrics attack
EXAMPLE Assume the systemis aniris-based system operating in an uncontrolled environment (for example,
protefting the access to a device or an equipment). There is an easy way €@ connect a computer jyist before the
feature extractor, enabling a program to inject synthetic samples and-that there is a signal cortesponding to
the cdmparison score (for example, through a debug connection). The attack consists of injecting reconstructed
synthetic samples and optimizing them using the comparison score.

Note
in A.]
featu
inver
extral
biom

Itisc

t
t
[0
T

QD

(0]

_—0

the main difference between this inverse-biometric§-attack and the hill-climbing atta
P is the entry point of the attack, which is beforé.the comparator for hill-climbing

re extractor) and before the feature extractor for the inverse biometrics attack. Tl
se-biometrics attack requires more expertiséyin identification, as a realistic input t
ctor needs to be generated in each iteration of the attack (this is why the attack is ¢
btrics) so the resulting rating is higher here compared to the hill-climbing attack in A.

onsidered that:

he identification phase correspénds to find to right interface to the system (connectin
b the targeted signals, enabling the presentation of synthetic samples) and to get

ptimization software for'the synthetic sample generation. It is considered as easy in
he exploitation phase.isjust running the program to get access;

lapsed time: 2 weeks for identification and 1 day for exploitation are realistic;

xpertise: Even if the attack method is known and published, setting up the right
xploiting specific signals and adapting an optimization software is considered to requ
bvel for identification and a proficient level for exploitation;

nowledge of the TOE: A restricted level of knowledge of the TOE is required;

ck described
i.e. after the
nerefore, the
the feature

hlled inverse
2.

b a computer
or write the
his example.

connections,
ire an expert

vimdow of opporturity taccess to the TOEj~The TOE operatesima futty uncomntrotted

environment

(rated as easy for exploitation phase) and it is considered as easy to buy system (rated as easy for
identification phase);

does not require the availability of real data (synthetic templates);

window of opportunity (access to biometric characteristics): It is rated as immediate as the attack

equipment: A specialized equipment is required (computer, connection to the system, synthetic

samples generation, optimization software) in identification. For exploitation, the software being

C

onsidered as available, the rating is standard.

With the above assumptions, the summary of the corresponding attack potential calculation is provided
in Table A.3.
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Table A.3 — Calculation of attack potential for the scenario in A.4

Window of opportunity Total
Elapsed time | Expertise Knowledge of Access to biom-| gqyipment 14
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
2 0 4 4 2 - 0 0 - 0 2 0 10 4

The rating for the attack is enhanced-basic.

If the attack
the resistan

The system

A.5 Dictipnary attack

EXAMPLE
environment
computer jus

e of the TOE is basic.

s compatible with the AVA_VAN.2 component.

Cdan be perrormed successSIully and no other successiul attack with a lower rating 1s r:)und,

Assume the system is an iris, a two-irises or a face-based system operating in an uncontjrolled
(for example, protecting the access to a device or an equipment). There,is an easy way to conpect a
before the feature extractor. However, now it is not necessary te-aceess to the comparison [score.

The attack cqnsists in sending, by injection after the data capture subsystemy real biometric samples fo the

system until

It is considered that:

— theiden

this exa

— elapsed

ne is accepted.

mple. The exploitation phase is just inputting-images to get access;

time: 2 weeks for identification and exploitation are realistic;

[ification phase corresponds to find to right interface to the system (connecting a computer

to the talrgeted signals, enabling the presentation of bigmetric images). This is considered as easy in

— expertige: A proficient attacker should beable to locate the input of the feature extractor using

some sp

— knowledge of the TOE: A restrictedtknowledge of the TOE is required;

pcialized equipment, and thus,jinsert the sample images into the system;

— window] of opportunity (access to the TOE): The TOE operates in an uncontrolled environment

(rated a

5 easy for exploitation phase) and it is considered as easy to buy system (rated as eapy for
identifidation phase);

— window] of opportunity (access to biometric characteristics): The dictionary attack is condpcted

usingre

The rati

hand, nda

be used

reason, level moderate is selected;

hl samples<Getting a large face database for the attack is very easy (rated as immediatg) but
getting 4 large eneugh iris database can be very difficult, and even more challenging for two iri

— equipment: A specialized equipment is required (computer, connection to the system, data bases).

With the above assumptions, the summary of the corresponding attack potential calculation is provided
in Table A.4 for the case of face, Table A.5 for the case of one iris, and Table A.6 for the two irises case.
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Table A.4 — Calculation of attack potential for the scenario in A.5 (face)

Window of opportunity Total
Elapsed time | Expertise Knowledge of Access to biom-| gqyipment 16
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
2 4 2 0 2 - 0 0 - 0 2 4 8 8
Table A.5 — Calculation of attack potential for the scenario in A.5 (iris)
Window of opportunity Total
Elapked time | Expertise Knowledge of Access to biom- | payuipmeht 18
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
2 4 2 0 2 - 0 0 - 2 2 4 8 10
Table A.6 — Calculation of attack potential for the scendrio in A.5 (two iris¢s)
Window of opportunity Total
Elapked time | Expertise Knowledge of Access to biom-| ggyipment 20
TOE Access to TOE} etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
2 4 2 0 2 - 0 0 - 4 2 4 8 12

The rjating for the attack is enhanced-basic (both face and iris) and moderate (for the two i

If the

attack can be performed successfully’and no other successful attack with a lower raf

the r¢sistance of the TOE is basic (both-face and iris) and enhanced-basis (two irises).

The slystem is compatible with the AVA_VAN.2 (both face and iris) component and AVA_VAN.

(two frises).

NOTE

The overall quotation of the attack would in principle depend on the FAR of the system|

for the elapsed time and-fer the equipment needed during exploitation. If it takes 1 second per 3
one ngeds 10 000 tries-fer' FAR 10-3, it can take less than 2 weeks. Moreover, one can need a very

for e

xlploitation phase:For instance, for iris if operating point is FAR 10-6, the need of a dataset o

rises case).

ing is found,

B component

in particular
ttempt and if
large dataset
f more than 1

million of iris can.be'considered as a specialized equipment. For two irises, with a FAR below 10-8 for instance,
the sige of the-ddtaset justifies increasing the equipment to bespoke, thus increasing the overall total for the
attacl to 26,

A.6 .\Wolfattack

EXAMPLE Assume the system is a biometric system for a given modality, operating in an uncontrolled
environment (for example, protecting the access to a device or an equipment). Assume that it is straightforward
to connect a computer just before the feature extractor (for instance because the TOE is purely software-
based) in order to inject images as input of the feature extractor stage. Assume also that there is a flaw in the
comparison algorithm such that there is a way to construct an image (not necessarily from natural biometric
characteristics) for which the false acceptance rate is significantly higher than any randomly drawn biometric
data. This corresponds to a system with a high rate of successful attack. The attack will consist in finding the
particular (or one of) image(s) that leads to a high chance of being accepted.

It is considered that:

— theidentification phase corresponds to find the weakness in the matching algorithm and thereafter
to generate an image which exploits this flaw. The exploitation phase is just inputting the image to
get access;
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— elapsed time: More than one month for identification might be needed while exploitation is
immediate;

— expertise: An expert attacker should be needed to find the flaw in the algorithm. A layman can input
the image once generated;

— knowledge of the TOE: Sensitive knowledge of the TOE is required to learn the detail of the matching
algorithm;

— window of opportunity (access to the TOE): The TOE operates in an uncontrolled environment
(rated as easy for exploitation phase) and it is considered as easy to buy system (rated as easy for
identification phase);

— window|of opportunity (access to biometric characteristics): It is rated as immediate as no acdess is
needed for the attack;

— equipmgnt: A specific equipment may be required to generate an image, acceptable£6r the fepture
extractdr.

With the abdve assumptions, the summary of the corresponding attack potential'calculation is proyided
in Table A.7.

Table A.7 — Calculation of attack potential for the scenario in A.6

Window of opportunity Totall
Elapsed timfe | Expertise Knowledge of Accessdto biom- | gayipment 18
TOE Access to TOE| etric charac-
teristics
Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp Id Exp
8 0 4 0 4 - 0 0 - 0 2 0 18 0

The rating fqr the attack is: enhanced-basic

If the attack|can be performed successfully and no other successful attack with a lower rating is fpund,
the resistange of the TOE is basic.

The system Is compatible with the AVA*VAN.2 component.
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