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Foreword

ISO (the International Organization for Standardization) and
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IEC (the International Electrotechnical
form the specialized system for worldwide standardization. National bodies that are members of
participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
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O and IEC have established a joint technical committee, ISO/IEC JTC 1.

Btandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

bk of the joint technical committee is to prepare International Standards. Draft, \Ihternational
ppted by the joint technical committee are circulated to national bodies for voting, Publication as

al Standard requires approval by at least 75 % of the national bodies castinga-vote.

fawn to the possibility that some of the elements of this document may be-the subject of patent
d IEC shall not be held responsible for identifying any or all such patentights.

4-8 was prepared by Joint Technical Committee ISO/IEC JI€ 1, Information technology,
b SC 37, Biometrics.

4 consists of the following parts, under the general title fnformation technology — Biometric data
brmats:

famework

nger minutiae data

nger pattern spectral data
nger image data

hce image data

s image data

gnature/sign time series data
nger pattern skeletal data

asculanimage data

Part 10:

Jana geometry Siinouetie gqata

Part 11: Signature/sign processed dynamic data
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Introduction

With the interest of implementing interoperable personal biometric recognition systems, this part of
ISO/IEC 19794 establishes a data interchange format for pattern-based skeletal fingerprint recognition
algorithms. Pattern-based algorithms process sections of biometric images. Pattern-based algorithms have
been shown to work well with the demanding, but commercially driven, fingerprint sensor formats such as
small-area and swipe sensors.

The exchange format defined in this part of ISO/IEC 19794 describes all characteristics of a\fifgerprint in a
gmall data record. Thus it allows for the extraction of both spectral information (orientation{ frequency, phase,

¢tc.) and features (minutiae, core, ridge count, etc.). Transformations like translation and rotatior] can also be
accommodated by the format defined herein.

Vith this part of ISO/IEC 19794 for pattern-based skeletal representation of fingerprints
-+ interoperability among fingerprint recognition vendors based on a small*data record is allowed;

+ proliferation of low-cost commercial fingerprint sensors with-Jimited coverage, dynamic range, or
resolution is supported;

+— a data record that can be used to store biometric informatioh on a variety a storage media (including but
not limited to, portable devices and smart cards) is defined;

+ adoption of biometrics in applications requiring intefoperability is encouraged.

It is recommended that biometric data protection techniques in ANSI/X9 X9.84 or ISO/IEC 15408 are used
tp safeguard the biometric data defined hereinfor confidentiality, integrity and availability.

© ISO/IEC 2006 — All rights reserved \"
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Scope

s part of ISO/IEC 19794 specifies the interchange format for the exchange of pattern-base
jerprint recognition data. The data format is generic, in that it may be applied and uséd in a wid
blication areas where automated fingerprint recognition is involved.

Conformance

system conforms to this part of ISO/IEC 19794 if it satisfies the)mandatory requirements
raction and description of the skeleton described in Clause 6 ‘and the generation of the data
scribed in Clause 7.

ce any finger skeletal data extraction and comparison<algorithm supporting the described fing
a interchange formats may be used, interoperability’ testing is of extreme importance, esf
ironments in which components of different manufagcturers interact.

Normative references

b following referenced documents are: indispensable for the application of this document.
brences, only the edition cited applies. For undated references, the latest edition of the
cument (including any amendments) applies.

D/IEC 7816-6:2004, Identification cards — Integrated circuit cards — Part 6: Interindustry data e
brchange

D/IEC 7816-11:2004, Identification cards — Integrated circuits cards — Part 11: Personal verificatii
metric methods

D/IEC 19784-1:2006, Information technology — Biometric application programming interface
API specification
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— Part 1:

4

T | definiti

For the purposes of this document, the following terms and definitions apply.

4.1

biometrics
automated recognition of individuals based on their behavioural and biological characteristics

© ISO/IEC 2006 — All rights reserved
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4.2
biometric algorithm
sequence of instructions that tell a biometric system how to solve a particular problem

NOTE An algorithm will have a finite number of steps and is typically used by the biometric engine (i.e. the biometric
system software) to compute whether a biometric sample and template are a match.

4.3
biometric data
biometric sample at any stage of processing, biometric reference, biometric feature or biometric property

4.4
biometric|information template
constructef data object in a card containing information needed by the outside world for a verification proceps

NOTE See ISO/IEC 7816-11.

4.5
biometric|reference
one or mdre stored biometric samples, biometric templates or biometric models attributed to a subject gnd
used for comparison

EXAMPLES Face image on a passport; fingerprint minutiae template on a national 1D card; Gaussian mixture mogel,
for speaker|recognition, in a database.

4.6
biometric[sample
analog or [digital representation of biometric characteristics priorito feature extraction process and obtaired
from a bionetric device

4.7
biometric|system

automated system capable of

. capturing a biometric sample from a subject;

. extracting a biometric feature from that sample;

. comparing the biometric feature with that contained in the biometric reference;

. deciding how well they match; and

. indicatirlg whether or not an identification or verification of identity has been achieved

AR OWON =

4.8
biometric|template
set of stor¢d biometric features comparable directly to biometric features of a presented biometric sample

NOTE 1 A biometric reference consisting of an image, or other captured biometric sample in its original, enhanced or
compressed form, is\not/a biometric template.

NOTE 2 |The,biometric features are not considered to be a biometric template unless they are stored for reference.

4.9
bit-depth
number of bits used to represent a data element

410
capture
method of taking a biometric sample from the subject

411

cell
rectangular region defined by a uniform and non-overlapping division of the image

2 © ISO/IEC 2006 — All rights reserved
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412

closed-set identification

biometric application that ranks the biometric references in the enrolment database in order of decreasing
similarity against a presented biometric sample

413

comparison

estimation, calculation or measurement of similarity or dissimilarity between biometric sample(s) and biometric
reference(s)

NJTE For simplicity, the core can be considered as a U-turn, sometimes enclosing a few ridgeendings. [t serves as

NQTE From Danuta Z. Loesch, “Quantative dermatoglyphics — classification, genetics, and pathology”, Oxford

identification
bigmetric system:function that performs a one-to-many search

NQTE An.identification function may be used to verify a claim of enrolment in an enrolment database without a
sp¢gcified-biemetric reference identifier.

4.0
latent
fingerprint collected from an intermediate surface, rather than directly via a live capture from the finger itself

4.21
live capture
process of capturing a biometric sample by an interaction between a subject and a biometric system

1) The definitions of core and delta in ISO/IEC 19794-3 and this part of ISO/IEC 19794 are identical. However there is a
different definition in ISO/IEC 19794-2. Although both definitions try to define the same thing, this difference has occurred
for historical reasons.

© ISO/IEC 2006 — All rights reserved 3
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4.22

minutia

friction ridge characteristic, occurring at a point where a single friction ridge deviates from an uninterrupted
flow, that is used to individualize a fingerprint

NOTE 1 Deviation may take the form of ending, division, or a more complicated “composite” type.
NOTE 2  The plural of minutia is minutiae.

4.23

one-to-many-search

comparisoh process in which a biometric sample set of one individual is compared against the biomejr
referenceq of more than one individual to return a set of comparison scores

C

NOTE 1 A biometric identification function performs a one-to-many search.

NOTE 2 In the case of a multimodal biometric system, biometric sample and biometric reference in‘the above definifion
comprise infividual biometric samples/references of the component modalities.

NOTE 3  |The degree of similarity may be specified on the basis of comparison score and/of rank.

4.24
open-set {dentification
biometric ppplication that determines a possibly empty candidate list by“collecting one or more biome}ric
samples from an individual and searching the enrolment database for similar biometric references

4.25
record
reference and other information about the subject

NOTE E.g. to access permissions.

4.26
resolutiorn
number of|pixels (picture elements) per unit distance in the image of the fingerprint

4.27
ridge bifufcation
minutia agsigned to the location_at which a friction ridge splits into two ridges or, alternatively, where fwo
separate ffiction ridges combine:into one

4.28
ridge end|ng
minutia aspigned to the“location at which a friction ridge terminates or begins

4.29
skeleton
line repregentdtion of an object that is one pixel thick through the “middle” of the object and preserves the
topology of the object

4.30

swipe

method of fingerprint collection where the finger is manually moved across a one-dimensional sensor to
produce the two-dimensional image

4.31

sweat pore
minute opening in the dermis, allowing loss of fluid as a part of the temperature control of the body

4 © ISO/IEC 2006 — All rights reserved
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4.32
user
client to any biometric vendor

NOTE The user must be differentiated from the end-user (subject) and is responsible for managing and implementing
the biometric application rather than actually interacting with the biometric system.

4.33
valley
area surrounding a friction ridge, which does not make contact with an incident surface under normal touch

4.34
vefification
vefify

prqcess of comparing a submitted biometric sample against the biometric reference template ¢f a single
enfolee whose identity is being claimed, to determine whether it matches the enrolee’s template

cf.|lidentification

5 | Abbreviated terms

Fof the purposes of this document, the following abbreviated terms‘apply.

BEHR Basic Encoding Rules

BIT Biometric Information Template

CHBEFF Common Biometric Exchange Formats Framework
D( Data Object

ppem pixels per centimetre

6 | Determination of finger pattern skeletal data

This ISO/IEC standard for finger pattern interchange data is based on the skeleton representation of friction
ridges. Since the result of different skeleton generation algorithms will differ at a maximum of about a quarter
of the ridge width this will have nasimpact on interoperability. In order to get a robust skeleton of the ridges a
no|se reduction and regularization may take place on the raw image. The direction encoding of the skeleton
ling elements is included in the interchange data record. The start and endpoints of the skeleton ridgelines are
indluded as real or virtual'minutiae, and the line from start to endpoint is encoded by successive direction
changes. In the following first the minutiae characteristics and then the encoding definition for onfe skeleton
ling is described.

6.1 Minutia

Miputiaé are points located at the places in the fingerprint image where friction ridges end or spfit into two
ridges:

6.1.1 Minutia type

Each minutia point has a “type” associated with it. There are two major types of minutia: a “ridge ending”
represented by the 2-bit value 01 and a “ridge bifurcation” or split point represented by 2-bit value 10. Points
with three or more intersecting ridges (trifurcations, etc.) will be treated as a “ridge bifurcation” type.

Ridge skeletons require the use of both real and "virtual" minutiae. Virtual minutiae are points on the

fingerprint image where a real ridge ending or a bifurcation does not exist, but a point is required to finish, or
continue, a skeleton ridgeline. Virtual minutiae have thus two types: virtual endings and virtual continuations.

© ISO/IEC 2006 — All rights reserved 5
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— Virtual endings are necessary to describe skeleton lines ending at the image boundary or at border lines
to those areas where there is insufficient image quality to determine ridges and real minutiae points (see
Figure A.3). They are also needed to finish the encoding of a closed loop (Table A.1). Virtual endings
have been assigned the 2-bit value 00.

— In rare cases a skeleton line description will require the insertion of a virtual minutia point on a ridgeline.
For example, such points will be required to begin an encoding of a closed loop for which no real minutiae
exist, as well as to describe ridges with high curvature at a sufficient accuracy (see note about maximal
curvature in 6.2.4). These are called “virtual continuation” and have been assigned the 2-bitvalue 11
(Table A1).

6.1.2 Mi]\utia location and coordinate system

The coord
coordinate
and x incri
the finger
viewing orj
For the sk
skeletal p4d
The granu
in the com

1 unit =0,

nate system used to express the position of the minutiae points of a fingerprint shall be a Cartes
system. Points shall be represented by their x and y coordinates, where x increases-to the ri
pases downward (opposite of the pointing direction of the finger), when viewing an.alatent prin{
see Figure 1). Note that this is in agreement with most imaging and image processing use. WH
the finger, x increases from right to left as shown in Figure 1. All x and y values are non-negati
eletal pattern record format, the resolution is specified in the record header, see 7.3.7. For

ttern card format, the resolution of the x and y coordinates of the minatia“shall be in metric un|
arity is one bit per five hundredth of a millimetre in the normal format\and one tenth of a millimg
pact format:

D5 mm (normal format) or 0,1 mm (compact format).

an
pht
of
en
ve.
he
ts.
tre

latent print

Figure 1 — Coordinate system

The position of the minutia for a ridge ending shall be defined as the coordinates of the skeleton point with
only one neighbour pixel belonging to the skeleton.

NOTE

In some format types of ISO/IEC 19794-2 a ridge ending refers to the point of bifurcation of the valley in front

of the ridge.

The position of the minutia for a ridge bifurcation shall be defined as the point of forking of the skeleton of the
ridge. In other words, the point where three or more ridges intersect is the location of the minutia.
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The position of a virtual ending shall be defined like the position of a real ridge ending.

The position for the minutiae type “virtual continuation” is not evaluated by comparison algorithms, that
analyse minutiae points and angles only. Minutiae of this type are only used for reconstructing the skeleton
but may support subsequent classifications of the reconstructed pattern. One may assign any point on the
skeleton necessary to increase the accuracy of the ridge line description (Table A.1).

6.1

.3 Angle conventions

The minutiae angle is measured increasing counter clockwise starting from the horizontal axis to the right. The

an
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6.1

Th
‘00

Th
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de

Ie or a minutia IS scaled 10 Tit the DIt widin or the data Tield detined In the record neader.

e direction of a ridge skeleton endpoint is defined as the angle between the tangent to the ‘ehding
horizontal axis extending to the right right of the ridge ending point.

idge skeleton bifurcation point has three intersection ridges. The two ridges enclosing the en
compass an acute angle. The direction of a ridge bifurcation is defined as-the “mean directi
gents. Where each direction is measured as the angle the tangent forms with the horizontal
nt.

b direction of the lines starting or ending at a point with more than-thtee arms (trifurcation, etq
ined like the direction of a real ridge ending.

e direction of a virtual ending shall be defined like the direction-of a real ridge ending.

e direction for the minutia type “virtual continuation” is not evaluated by comparison algorithms, th
hutiae points and angles only. Minutiae of this type .are only used for reconstructing the skeletg

] outgoing direction or the outgoing direction (TableA.1).

.4 Differences to minutia data in ISO/IEC 19794-2 — finger minutia data

b definition of the minutia position and.direction is identical with ISO/IEC 19794-2 card format (F
04’ or ‘0006’) with

minutia placement on a ridge'bifurcation encoded as a ridge skeleton bifurcation point, and
minutia placement on.a ridge skeleton endpoint.

compare minutiae ‘with any other definition, a position and direction correction may be necess
y be performance-interoperability differences with the other format types of ISO/IEC 19794-2.

e angulap-résolution of minutiae in the finger pattern skeletal data record is defined in the he
nimal resolution allowed is 16 directions, that is 22,5° per least significant bit. A resolution
ommiended 64 directions (5,625°)(Table 5: Bit-depth of direction code start and stop direction) m
bréase in match quality for purely minutiae based comparison algorithms. This recom

ridge and

ing valley
bn of their
hxis to the

.) shall be

at analyse
n but may

bport subsequent classifications of the reconstructed pattern. One may assign the mean of the incoming

brmat type

ary. There

ader. The
below the
By cause a
mendation

co

rcepnndc to-the angl dar resolutionof the r\r\mpar\f cardformat in fingnr minutiae data

There are no virtual minutiae (type ID 00 and 11) in the finger minutiae data format.

There is no minutia type “other” (type ID 00) in the skeletal pattern data format.

Point with more than three arms (trifurcation, etc.) are not mentioned in the finger minutiae data, so the may
be omitted or encoded as “other”. In the finger pattern skeletal data these structures get the type “bifurcation”.
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6.2 Encoding the skeleton ridge line by a direction code

6.2.1 Dir

ection code

Each line in the skeleton image is encoded as a polygon. Therefore, each polygon element is taken from a
fixed set of line elements (defined in Clause 6.2.4). The line starts at an offset coordinate with a starting
direction and the following minutia characteristics:

— minuti

a type (2 bits: 00 virtual ending, 01 ridge ending, 10 ridge bifurcation, 11 virtual continuation);

—  minut

depth);

—  X-C00
— y-coo
— numb
The succe
for the firg

resolution

— direct

smallgst negative number 10...0 is not used for direction ,change); (e.g. for bit-depth of 4 and

direct
+39,3

— O

A direction (bit-depth defined in the record header, range: 0-360 degrees scaled according to

dinate (bit-depth defined in the record header);

dinate (bit-depth defined in the record header);

br of direction elements following (8 bits).

ssive polygonal elements are defined by their direction change relative<te the previous element
t element relative to the minutia direction, scaled and rounded to the direction code range 4
6.2.4). The length of each element is a function of the direction change (6.2.4):

on change (bit-depth and resolution defined in the record header, data type is a signed integer -

ons on 180° the signed integer range from —7 to 7 is{scaled to the angle range from —39,375¢
y5°;

r

negative number 10...0 the resolution levelsis switched between normal or high. A line encoding
always start at normal resolution. On thesfirst occurrence of 10...0 in a line code switch to h

r
a

— the difection change is repeated until the line end is reached;

—  minut
contin|

If the skel
element fo

F in situations of high ridge line curvature one may wish to store direction elements at higher spa
solution. Therefore one can switch between two different resolution levels. With the small

solution level in using half the step lehgth, on the second occurrence switch back normal resolut
nd full step length etc. (Table A.2):

a type of line end (2 bits: 00 virtual ending, 01 ridge end, 10 ridge bifurcation, 11 virt
uation).

bton line ends ‘at a virtual ending (type number 00), the relative position of the minutia on the |
lows:

integdr of length 2 bits, where [ is the distance between the start of the last line element and the minu

— The r¢lative 'minutia position /S, is scaled to the range 0-3 via min(3, floor(4//S,)) and stored as unsig
and S{the step length of the last line element (Figure 2).
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— If the skeleton line ends at a true minutia (type number 01 or 10) or is interrupted by a virtual continuation
(type number 11) a byte-aligned minutia description follows. In order to keep the alignment overhead
small it is done in the following manner: If the previously stored minutia type of the line end is already
starting byte aligned, the minutia data is completed by appending its direction and position. On unaligned
ending type, it is repeated at the start of the next byte followed by direction and position.

Thus the encoding continues with the following:

— if the previously stored minutia type of the line end is not starting byte aligned, it is repeated at the start of
the next byte. Any unused bits caused by this alignment are filled with zeros;
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minutia direction (bit-depth defined in the record header, range 0-360 degrees scaled according to bit-

depth);
x-coordinate (bit-depth defined in the record header);

y-coordinate (bit-depth defined in the record header).

If the ending minutia is of type virtual continuation (type number 11) the line description continues with

An
the

the number of direction elements following (8 bits) and direction elements as described above.

y unused bits of the last byte for each encoded line is filled with zeroes to get a byte aligned-be
next line encoding.

)
=

ginning for

of S, and

Figure 2 — The relative minutia position on a polygon line-element is the ratio //S,, wherg S, is the
lenjgth of the line element passing the minutia M and Vlis ‘the distance between the start

miputia M. a,, is the angle of §,.

6.3.2 General skeleton line encoding rules

Tolkeep the encoding size small a line shall-start with a real minutia (type 01 or 10) if possible.

There are no restrictions about the use-of virtual continuation minutiae or high resolution mode.

NJTE Virtual continuation minutia*and the high resolution mode are “tools” to describe the ridges. One|

on¢ method to describe high cunvature and use the other to mark a line passing a bifurcation, a core or delta

val

interoperable manner.

Ng assumption shall'be"made about the order of the line encodings in the record.

pes in curvature. But these. additional interpretations will increase the encoding size and can only be us

blity (Figure)A.3).

may prefer
or extreme
bd in a non

b skeleton ;shall be encoded only for image areas where the ridge lines are displayed with a sufficient

NQTE A one bit quality map is implicitly defined: At image areas with no encoded ridge line nearby the g

ality is O or

To judge the descriptive quality of the skeleton line encodings, one has to compare its reconstructed ridge
lines with the fingerprint image the encoding comes from. The reconstructed ridge lines shall describe the
fingerprint image in ridge position and structure, thus the following rules apply:

The reconstructed skeleton line polygon element shall be inside the area of the ridge it is describing for
most part of its length, i. e. at least 50%. A threshold in the range of 5% may be appropriate (best
practice). This value depends on the reconstruction and comparison quality requirements of the

application.
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— The reconstructed skeleton line shall never be inside the area of any other ridge but the one it is

descri

bing.

— The reconstructed skeleton line shall preserve the topology of the ridges (see the definition of skeleton).

6.2.3 Co

nstructing direction elements

For constructing the direction change o; between two successive polygonal elements see Figure 3 and
Figure 4. First, draw a circle, of radius equal to the polygon element length, around the current point. Obtain
the intersection point between the circle and the skeleton line the in forward direction. The direction towards

this point i
the previo
digitised d

The previd
step size r

In order to
accuracy,

If the ske
encoding
coordinate
If the direg

repeating

A bifurcat
encodings

s line element is stored. The end point of this new polygon element with the fixed lengthcand
rection serves as the next starting point.

us construction is done with direction independent step size. For the general direction’depend
bplace the circle in the description above by the step size dependency defined in Clatse 6.2.4.

minimize integration of digitalisation error, each starting point must be computed with relatively h
.e. its resolution shall be at least 100 times finer than the spatial resolution of the minutiae.

eton line ends during a step it is linearly extended to fill the polygoh element length. The |

s are stored. For a virtual ending, the relative minutia position on the current step is stored.

he minutia data.

on (trifurcation, etc.) (Figure 4 and Figure A.2) is represented by two (or more) skeleton |
One skeleton line passes the bifurcation without a real minutia at its position (Figure 4). All ot

5 scaled according to the bit-depth of the direction code. The difference between this direction gnd

its

gh

ne

s completed with the minutiae type. For a true minutiae ending,its direction and the endpgint

tion change of the skeleton line cannot be described by a‘direction element, the line encoding shall
be interrupted by a “virtual continuation” and a new line encodifng shall begin with the same point with

but

her

lines end ¢r start here and are assigned the type “bifurcation”. It is recommended to use the straightest riqge

line passin

NOTE
19794 will

e. depending from the sensor conditions in(some images a bifurcation seems to be a ending with the dominant

passing thri

g the bifurcation without encoding a realminutia.

The most straight line is probably the dominant line, for which repetitive encodings with this part of ISO/I
ot result in different line encodings, - while the branching off line may swap from bifurcation to a ridge endin

ugh.

ridge skeleton

/
/
/
o
/
/
/
/

EC

. |.
ine

gw o,,: starting direction 6 (ridge end direction)
m

a4 1% direction change 0
a,: 2" direction change -3

Figure 3 — The direction encoding starting from a skeleton end point. A bit-depth of 4 is used for
direction change.

10

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=74350cf4bcec751a474d4adfd649c34d

ISO/IEC 19794-8

; ridge skeleton
| valle
! y
+9% ]
i T

o [ |

Figure 4 — The direction encoding starting from a skeleton bifurcation"point. A bit-depth of

for

At
dir

Th

.4.4 Direction element length

B
S

o, starting direction 3 (valley end direction)
a4: 1% direction change +3
| a,: 2™ direction change -3

L]

direction change.

most steps the direction change will be straight or nearly’ straight. With an increase step lengt
bction changes and reduced angular range the number-of direction elements are reduced.

b direction change dependant step size (Figure 5) and resolution is characterised by 4 parameter

The number of directions, N,, on = or 18Q% This gives the angular resolution, e. g. with N
resolution is 5,625°.

With the bit-depth for one direction.code element one gets the number of possible directions at
Since the change is symmetric t16.0; the angular range is

Omax = £(180° / Ny) (22¢# 71 1)
NOTE  With a resolution of 5,625° and at a bit-depth of 4, this gives a maximal bending of omax = 39,37
The step length forgoing straight, S;.
The maximal displacement perpendicular to the current direction, S,. In the record header th

constant step length of S, for all direction elements is used.

:2006(E)

4 is used

nh on small

-
L = 32 the

each step.

(1)

is value is

stored felative to the straight step size, S;, as 256 x S,/S;. If 256 x S,/S, is set to 0 in the record header a

Th

b 'design characteristics for the direction dependant step size are

constant angular resolution, i. e. the distance between subsequent bending angles, a,, is constant:

|05,. —a,.i1| = constantforalli € {..,-2,-1,0,1,2, .. };

— constant spatial accuracy for all direction changes, i. e. the distance between subsequent steps, 7.  is

constant; |7; —}7l.ﬂ| =constantforalli € {..,-2,-1,0, 1,2, .. }.

© ISO/IEC 2006 — All rights reserved
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With these conditions the endings of all of possible directions, 7., for one step are located on two circlular

arches as shown in Figure 5. Thus the direction dependant step size, |77;| is defined by

(87 +48%) .
A T)”s1n(2¢)—|ai|) for S, >0

S for Sp=0

s

H ] hatias . $+ icant + 2 dafi d
with the angle-et—between-—eurrent-direction-and-step—+—defined-as

o;=180°i/ N, (3)
and where
— ¢ = arptan(2S, / S;),

— ie{.]-2,-1,0,1, 2, .. }is the number of the direction change,

— S, is the step length for going straight,

— S, is the maximal displacement perpendicular to the current direction, and
— N, is the number of directions on = or 180°.

An example for the angle dependant step size is given in Annex A

NOTE The maximal curvature of the polygon is achieved with“"the minimal step size ry;, = r(am.) from (2) at fthe
maximal bending angle a.,,,,x from (1). A polygon with constant.bending angle a,,,, and constant element length r,;, has a
radius R = 180° ryin / (T Oyax). With S, = 16, S, = 3,75, and oumee= 39,375°, a minimal step length r,,;, = 3,9 and a radiug of
5,7 pixel at|a resolution of 100 ppcm is attained. At high résolution level the step length is cut in half, r;, = 1,95, thergby
getting a rafdius of 2,85 pixels. With these settings a u-tdrn down to 0,6mm Sdiameter may be represented by a polygon
without intefruption by a virtual continuation minutia.

curren |
directio]

-a- -b-

Figure 5 — Step length dependency of direction change:

(a) with S, = 0 a constant step length is used, here at a angular resolution of 11,25°

(b) with S, > 0 the steps at small bending angles are increased while steps at large bending angles are
short. Here again 15 directions are encoded at higher angular example resolution of 5,625°.
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6.3 Skeleton line neighbourhood index
The skeleton line gives the spatial connectivity in one dimension along the line. The direction perpendicular to
the line is given by the neighbouring lines. Thus to help any comparison algorithm to analyse and compare a

local two dimensional image area a link to the adjacent lines is very usefull. This link is given by list of
neighbours for each encoded line (see A.4).

6.3.1 Adjacent lines

Two encoded ridge lines are neighbours to each other

a

~

if they are surrounding the same part of a valley
1) for a not interupted distance of least the width of the valley,

2) or for the whole line length of one of the lines (i.e. one of the lines is too(short to comply with the
condition 1),

b)| and if the image has sufficient not interupted quality to support this ridgervalley-ridge-structure over the
whole area needed to comply the condition a).

6.3.2 Recording the neighbour indices

The line index is the sequencial number of the encoded lines. Aunew line is starting with a starting| minutia of
any type (including continuation minutiae).

>

Fol each line with index number L one gets a list of neighbouring lines with indices 4,. If line 1 is alneighbour
of line 2 also line 2 is a neighbour of line 1. So to getreach neighbour relation only once, only lines with an
index number 4; < L are listed as neighbour of line;Z. This neighbourhood index list, including the lipe index L,
is $orted by decreasing line index:

L Ay, ..., A4, where L>A4;, A;>A,, ..., 44> A,,
wheere n is the number of neighbourhood entries for Line L. Since a line may be a neighbour to itse|f (e.g. at a
u-thirn), the first number in this list\4; may be equal L. But since it is not usefull to list a neighourhopd relation
twice, any of the other indices_shall'be differenti.e. 4,,>4; .
Then the subsequent differences between the line index L and the neighbour indices 4; are calculat¢d:

L'AI: AI'AZ’ weey An-I'Am (1 )

The following data‘is recorded for one line:

— the numiber of neighbourhood entries for this line,

—| fellowed by the list of index differences.

Concatenating the neighbour index data for all encoded lines in the same order as the line encodings in the
record gives the skeleton line neighbouring index list.

The skeleton line neighbourhood index data starts with the bit-depth necessary to store the elements in the

index list. The bit-depth is recorded in one byte followed by the neighbourhood index list, packed to bytes with
a bit-depth given.
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7 Finger pattern skeletal data record format

7.1 Introduction

The record format contains fields for both public and extended (proprietary) finger pattern skeletal interchange
data. With the exception of the format identifier and the version number for the standard, which are null-
terminated ASCII character strings, all data is represented in binary format. There are no record separators or
field tags; fields are parsed by byte count.

7.2 Reco|
The organ

— a fixe
numb

— asing

All multi-b
byte quant
Bit order fq
bit addresg

7.3 Reco

There sha
will contair

731 Fo
The finger

part of 1ISC
string term

7.3.2 Ve

The versid

rd_organization
zation of the record is as follows:

d-length (24-byte) record header containing information about the overall record, ‘including
br of finger views represented and the overall record length in bytes;

le finger record for each finger, consisting of
fixed-length (8-byte) header containing information about the data for a single finger;
e variable length fingerprint pattern skeletal description;

h extended data block containing the extended data block lenpgth and zero or more extended d
reas for each finger.

te quantities are represented in Big-Endian format;.that is, the more significant bytes of any my

llows the same endianness as the byte order. That'is, the most significant bit is stored at the low
. All numeric values are fixed-length integer quahtities.

d header

| be one and only one record header for the finger pattern skeletal data record. The record hea
information describing the identity and characteristics of the device that generated the data.

rmat identifier
pattern skeletal data-record shall begin with a format identifier to be recorded in four bytes. For

/IEC 19794, it shall'consist of the three ASCII characters “FSK”, followed by a zero byte as a NU
inator.

rsion number

n number for the version of this part of ISO/IEC 19794 used in constructing the record shall

placed in f

hta

Iti-

ity are stored at lower addresses in memory than (and are transmitted before) less significant bytes.

pst

Her

his
LL

be

our\bytes. This version number shall consist of three ASCIl numerals followed by a zero byte a

5 a

NULL string ferminator. The first and second character will represent the major revision number and the third
character will represent the minor revision number. Upon approval of this specification, the version number

shall be “0

10” (an ASCII ‘O’followed by an ASCII ‘1’ and an ASCII ‘0’).

7.3.3 Length of record

The length of the entire record shall be recorded in four bytes.

14
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7.3.4 Capture equipment certifications

This field contains four bits used to indicate if the capture equipment used to capture the original fingerprint
image was compliant with a standard certification method for such equipment. Currently, only two bits are
defined. If the most significant bit is ‘1’, the original capture equipment was certified to be compliant with some
national body capture equipment certification. The least significant of the four bits is reserved for a future ISO
finger image capture equipment certification. The two additional bits are reserved for future image quality
certifications.

7.3.5 Capture device ID

Th
ca
ind
reg
thd
de

ap
7.3

Th

7.3

Th
stg

3.9 Bit-depth of direction code start and stop direction

.3.10 Bit-depth of.direction in direction code

.3.11 Step size of direction code

e capture device type ID shall be recorded in twelve bits. This ID is used to identify the type orm
bture device used to acquire the original biometric sample. A value of all zeros will be acceptah
icate that the capture device type ID is unreported. The vendor determines the value-for this
ulated otherwise in an application context. Applications developers and users may obtain the
se codes, as well as the model(s) corresponding to a particular ID, from the vender/Reporting {

b bit-depth used to represent the x and y-coordinate of the starting and ending point in the dire
scription of the skeleton shall be recorded’in 1 byte.

b bit-depth used to represent;the direction of the starting and ending point in the direction code
he skeleton shall be recorded in 1 byte.

b bit-depth used to represent the direction in the direction code shall be recorded in 1 byte.

Th

pdel of the
le and will
field, if not
values for
he capture
in some

ice type ID is optional but recommended. The value “unreported” may not-be allowablg
plications.
.6 Number of finger views in record
b total number of finger views represented in the record shall be contained in 1 byte.
.7 Resolution of scaled image
b resolution (in ppcm) of the scaled finger image(s) shall\be uniform in the x and y-directions and shall be
red in 1 byte.
.3.8 Bit-depth of direction code start and stop/point coordinates

ction code

Hescription

bmaximal step size S; in the current direction of each direction code step shall be recorded in 1 b

yte.

7.3.12 Relative perpendicular step size of direction code

The relative perpendicular step size floor(256 x S,/S;) of the direction code shall be recorded in 1 byte.

7.3.13 Number of directions on 180°

The angular resolution of the direction code is stored as the number N, of directions on 180° and shall be
recorded in 1 byte.

© ISO/IEC 2006 — All rights reserved
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7.3.14 Reserved bytes

Two bytes are reserved for future revision of this specification. For version 1.0 of this part of ISO/IEC 19794,
these byte values shall be set to 0.

7.4 Sing

7.41 Fi

le finger record format

nger header

A finger header shall start each area of finger data providing information for that finger. There shall be
finger headler for each finger contained in the finger pattern skeletal data record. The finger header will occy

a total of
represent

7.411

0 bytes as described below. Note that it is permissible for more than one single finger récord
he same finger, with (presumably) different data.

Yiew number

py
to

If more than one finger pattern record in a general record is from the same finger, each/pattern record shall
have a unlique view number. The combination of finger location and view number-shall uniquely identif

particular

pattern record within a general record. Multiple finger pattern records from.the same finger shall

numbered|with increasing view numbers, beginning with zero. Where only one fingér pattern record is tak
from each finger, this field shall be set to 0. The view number shall be recorded in‘one byte.

7.41.2

The finge
ANSI/NIS

kinger position

1l position shall be recorded in one byte. The codes fordhis byte shall be as defined in Table 5
T-ITL 1-2000, “Data format for the interchange of fingefprint information”. This table is reprodug

here in Taple 1 for convenience. Only codes 0 through 10 shalkbe used, the “plain” codes included in Tabl
of ANSI/NIST ITL 1-2000 are not relevant for this part of ISOHEC 19794.

7.41.3

Table 1 — Finger position codes

Finger position Code
Unknewn finger
Right thumb

Right index finger
Right middle finger
Right ring finger
Right little finger
Left thumb

Left index finger
Left middle finger
Left ring finger
Left little finger

OO N O WN = O

N
o

of
ed
P 5

Impression type

The impression type of the finger images that the finger pattern skeletal data was derived from shall be
recorded in one byte. The codes for this byte are shown in Table 2. These codes are derived from Table 4 of
ANSI/NIST-ITL 1-2000, “Data format for the interchange of fingerprint information”, with the addition of the
“swipe” type. The “swipe” type identifies data records derived from image streams generated by sliding the
finger across a small sensor. Only codes 0 through 3 and 8 through 9 shall be used; the “latent” codes are not
relevant for this part of ISO/IEC 19794.

16
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Table 2 — Impression type codes

Description Code
Live-scan plain
Live-scan rolled
Nonlive-scan plain
Nonlive-scan rolled
Latent impression
Latent tracing

Latent photo
Latent lift

7.4
Th
Th

ori
va

qu
of
Sp
7.4

Th
7.4
Th

7.4

Th
by

skeletal data.

7.4

Th

skeleton line.neighbourhood index data. Each part is recorded together with a length descriptor as f

7.4

Swipe
Live-scan contactless

OO N o AN WN =IO

.1.4 Finger quality

e quality of the overall finger pattern skeletal data shall be between 0 and 100’and recorded in
s quality number is an overall expression of the quality of the finger record, and represents qu
pjinal image, of the pattern extraction and any additional operations that may affect the pattern
blity. The numeric values in this field shall be set in accordance with the general guidelines cq

ISO/IEC 19784-1:2006, Information technology — Biometric .application programme interface
peification. The comparison algorithm may use this value to determine its certainty of verification.

.1.5 Size of skeleton image in x direction

b size of the skeleton image in pixels in the x direction shall be contained in two bytes.
.1.6  Size of skeleton image in y direction
b size of the skeleton image in pixels inthé y direction shall be contained in two bytes.

.1.7 Length of finger pattern skeletal data block

b length (in bytes) of the finger pattern skeletal data block recorded for the finger shall be recor
es. The length provided-includes any padding bits necessary to complete the last byte of fing

.2 Finger pattern skeletal data block

b finger patftern skeletal data block for a single finger has two parts: the finger pattern skeletal dz

one byte.
plity of the
record. A

ue of 0 shall represent the lowest possible quality and the value 100, shall represent the highgr possible

ntained in
— BioAPI

ded in two
er pattern

ta and the
bllows.

.2:1 , Length of finger pattern skeletal data

The length (in bytes) of the finger pattern skeletal data shall be recorded in two bytes. The length provided
includes any padding bits necessary to complete the last byte of finger pattern skeletal data.

7.4.2.2 Finger pattern skeletal data

The finger pattern skeletal data for a single finger shall be recorded as defined in Clauses 6.1 and 6.2.

7.4.2.3 Length of skeleton line neighbourhood index data

The length (in bytes) of the skeleton line neighbourhood index data shall be recorded in two bytes. The length
provided includes any padding bits necessary to complete the last byte of finger pattern skeletal data.

© ISO/IEC 2006 — All rights reserved
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7.4.2.4 Skeleton line neighbourhood index data

The skeleton line neighbourhood index data for a single finger shall be recorded as defined in Clause 6.3.

7.5 Extended data

The extended data area of the finger pattern skeletal data record is open to placing additional data that may

be used by the comparison equipment. The size of this area shall be kept as small as possible, augment

ing

the data stored in the standard pattern skeletal data area. The extended data for each finger view shall
immediately follow the standard pattern skeletal data for that finger view and shall begin with the extended

data blockfTength. More tThan one extended dafa area may be present for each finger and the extended.d
block lengfh will be the summation of the lengths of each extended data area. The data block length s us
as a signal for the existence of the extended data while the individual extended data length fields are used
indices to|parse the extended data. Note that the extended data area cannot be used alone, without
standard gortion of the pattern skeletal data record.

While the gxtended data area allows for inclusion of proprietary data within the pattern skeletal format, thig
d to allow for alternate representations of data that can be represented in open’manner as defin

7.5.1 Common extended data fields

xtended data block length

skeletal data records shall contain the extended data block length. This field will signify

existence pf extended data, and shall be recorded in 2'bytes. A value of all zeros (0x0000 hexadecimal)
indicate tHat there is no extended data and that the file will end or continue with the next finger view
nonzero value will indicate the length of all extendedidata starting with the next byte.

7.5.1.2 [Extended data area type code

The extenfled data area type code shall be recorded in two bytes, and shall distinguish the format of
extended |data area as defined. by’ the Vendor specified by the CBEFF_BDB_product _owner &

hta
ed
as
he

is
ed
or
ed
or
ow

he
will
A

he
nd

CBEFF_BPB_product_type in the’xCBEFF header. A value of zero in both bytes is a reserved value and shall

not be usgd. A value of zero ifinthe first byte, followed by a non-zero value in the second byte, shall indic
that the ejtended data area has a format defined in this part of ISO/IEC 19794. A non-zero value in the f]
byte shall indicate a vendor specified format, with a code maintained by the vendor. Refer to Table 3 fg
summary ¢f the extended data area type codes. If the extended data block length (7.5.1.1) for the finger vi
is zero, ingicating no extended data, this field shall not be present.

NOTE If vendor defined extended data is present and the Standard Biometric Header (SBH) does not supy

Ate
rst
r a
ew

ort
dor

CBEFF_BDB. preduct_owner and CBEFF_BDB_product_type, then the link between the extended data and the ven

will be lost.
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Table 3 — Extended data area type codes

7.5

Th

First byte | Second byte Identification

0x00 0x00 reserved

0x00 0x01 ridge count data (Clause 7.5.2)
0x00 0x02 core and delta data (Clause 7.5.3)
0x00 0x03 zonal quality data (Clause 7.5.4)
0x00 0x04 sweat pore position data (Clause 7.5.5)
0x00 0x05 skeleton structural data (Clause 7.5.6)
0x00 0x06-0xFF reserved
004-O0xF—Bx06 reserved

0x01-0xFF | 0x01-OxFF vendor-defined extended data

.1.3 Extended data area length

shall be recorded in two bytes. This value is used to skip to the next extended data if the

alg
ze

7.5

Th
fin
19
fin

7.5
If t

for|
mi

skeletal data area defined in Clause'7.4.2; no ridge information may be contained that is asso

mi
ref
be

0, indicating no extended data, this field shall not be present.

1.4 Extended data area

b extended data area field of the extended data block is defined by the equipment that is gen
jer pattern skeletal data record, or by common extended<data formats contained in this part
/94; see Clauses 7.5.2, 7.5.3, 7.5.4, 7.5.5 and 7.5.6)lf\the extended data block length (7.5.1
her view is zero, indicating no extended data, this field shall not be present.

.2 Ridge count data format

he extended data area type code is 0x0004y the extended data area contains ridge count inform
Mmat is provided to contain optional inféfmation about the number of fingerprint ridges betwee
hutiae points. Each ridge count is associated with a pair of minutiae points contained in the fin

hutiae not included in the corresponding skeletal data area. Ridge counts shall not include
resented by either of the issociated minutiae points. Refer to Figure 6 for clarification; the r|
ween minutiae A and B is 1,.while the ridge count between minutiae B and C is 2.

b length of the extended data area, including the extended data area type code\and length of gata fields,

mparison

orithm cannot decode and use this data. If the extended data block length, (7.5.1.1) for the finger view is

brating the
bf ISO/IEC
.1) for the

ation. This
n pairs of
jer pattern
Ciated with
the ridges
dge count

Figure 6 — Example ridge count data. Note the difference of the minutiae positions to ISO/IEC 19794-2

as

mentioned in 6.1.4
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7.5.2.1 Ridge count extraction method

The ridge count data area shall begin with a single byte indicating the ridge count extraction method. Ridge
counts associated with a particular centre minutiae point are frequently extracted in one of two ways: by
extracting the ridge count to the nearest neighbouring minutiae in each of four angular regions (or quadrants),
or by extracting the ridge count to the nearest neighbouring minutiae in each of eight angular regions (or
octants). The ridge count extraction method field shall indicate the extraction method used, as shown in
Table 4.

Table 4 — Ridge count extraction method codes

RCE Extraction | Comments
method method
field valye
0x00 Non- No assumption shall be made about the method used to extract ridge counts,
specific nor their order in the record; in particular, the counts may not<be betwegn
nearest-neighbour minutiae
0x01 Four- For each centre minutiae used, ridge count data was extracted to the nearept

neighbour | neighbouring minutiae in four quadrants, and ridge ,eounts for each centfe
(quadrants) | minutiae are listed together

0x02 Eight- For each centre minutiae used, ridge count data was”extracted to the neareft
neighbour | neighbouring minutiae in eight octants, and.fidge counts for each centfe
(octants) minutiae are listed together

If either ofthese specific extraction methods are used, the ridge codnts shall be listed in the following way:

— all ridge counts for a particular centre minutiae point shall-be listed together;
— the cgntre minutiae point shall be the first minutiae peint references in the three-byte ridge count data;

— if a giyen quadrant or octant has no neighbouring minutiae in it, a ridge count field shall be recorded with
both the minutiae index and the ridge counf*fields set to zero (so that, for each centre minutiae, there
shall always be four ridge counts recorded for the quadrant method and eight ridge counts recorded [for
the odtant method);

— no as$umption shall be made regarding the order of the neighbouring minutiae.

7.5.2.2 Ridge count data

The ridge fount data shall be’represented by a list of three-byte elements. The first and second bytes are|an
index numjber, indicating-which minutiae points in the corresponding finger pattern skeletal data area are
being considered. The{minutia index is the number of occurrences of a real minutia encoded in the skelgtal
data area.|The index-begins at 1. The third byte is a count of the ridges intersected by a direct line betwgen
these two minutiag points.

There is nbrequirement that the rirlgn counts be listed with the lowest index number first- Since the minutiae

points are not listed in any specified geometric order, no assumption shall be made about the geometric
relationships of the various ridge count items.
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The ridge count data format shall be as follows:
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7521 7522 7522 7522 7522 7522 7522
Extraction type index #1 index #2 ridge count index #1 index #2 ridge count
| Method | index | Index | count | .. | index index | count |
1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 byte
— _/ — g
YT '
3 hyipe 3 hyipq

7.5

If 1
Th
an

.3 Core and delta data format

he extended data area type code is 0x0002, the extended data area contains core’and delta i
s format is provided to contain optional information about the placement and €haracteristics o
I deltas on the original fingerprint image. Core and delta points are determined by the overall

formation.
the cores
pattern of

ridges in the fingerprint. There may be zero or more core points and zero or more delta poirjts for any
fingerprint. Core and delta points may or may not include angular information:

The core and delta information shall be represented as follows. The first byte shall contain the number of core
po|nts included; valid values are 0 to 15.

7.8.3.1  Number of cores

The number of core points represented shall be recorded in the least significant four bits of this pyte. Valid
values are from 0 to 15. The most significant four bits\of this byte shall be reserved for future revigion of this

Sp
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pcification. For version 1.0 of this part of ISO/IEC 19794, these bit values shall be set to 0.

.3.2 Core information type

b core information type shall be recorded in the two most significant bits of the two bytes of the x
he core position. The bits “01” wilkindicate that the core has angular information while “00” will iny
angular information is relevant for.the core type. If this field is “00”, then the angle field shall not
this core.

.3.3 Core position

here are ridge endings enclosed by the innermost recurving ridgeline, the ending nearest to th
vature of the recurving ridgeline defines the core position. If the core is a u-turn of a ridgeline no
pje endings,the valley end defines the core position.

e X coordinate of the core shall be recorded in the least significant fourteen bits of the first
Lirteen pits). The y coordinate shall be placed in the least significant fourteen bits of the following

coordinate
dicate that
be present

e maximal
enclosing

two bytes
two bytes.
cation. For

b.Most significant two bits of these two bytes shall be reserved for future revision of this specifi
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expressed in pixels at the resolution indicated in the record header.

7.5.3.4 Core angle

shall be

If the core has a discernible angle of direction it shall be recorded in the core information, since this
characterises the type of core. The core has a direction if there is a ridge or a group of ridges pointing towards
it. The angle of a core is defined by the angle of the tangent to these ridge lines as close as possible to the
core position. The tangent is pointing to the open side of the U-structured ridge.

The angle of the core shall be recorded in one byte in units of 1,40625 (360/256) degrees. The core angle is
measured increasing counter-clockwise starting from the horizontal axis to the right. The value shall be a non-
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negative value between 0 and 255, inclusive. For example, an angle value of 16 represents 22,5 degrees. If
the core information type is zero (see Clause 7.5.3.2), then this field shall not be present for this core.

7.5.3.5 Number of deltas

The number of delta points represented shall be recorded in the least significant four bits of this byte. Valid
values are from 0 to 15. The most significant four bits of this byte shall be reserved for future revision of this
specification. For version 1.0 of this part of ISO/IEC 19794, these bit values shall be set to 0.

7.5.3.6 Delta information type

The delta

information type shall be recorded in the two most significant bits of the two bytes of“the x

coordinate| of the delta position. The bits “01” will indicate that the delta has angular information while.“00” will

indicate th

7.5.3.7

For a deltd there are three points of divergences each placed between the two ridges.at the location where
ridges bedin to diverge; that is, where the ridges that have been parallel or neafly parallel begin to sprg
apart as they approach the delta. The position of the delta is defined by the spatial mean of these three poin

Delta position

Bt no angular information is relevant for the delta type. If this field is “00”, then the angl¢ fields shall
not be pregent for this delta.

he
ad
ts.

The x codrdinate of the delta shall be recorded in the least significantfourteen bits of the first two byfes
(fourteen hits). The y coordinate shall be placed in the least significant fourteen bits of the following two bytes.

The most

version 1.p of this part of ISO/IEC 19794, these bit values shall be set to 0. The coordinates shall
expressed|in pixels at the resolution indicated in the record header.

7.5.3.8

For all ob
begins to

outwards from the delta.

Delta angles

gervable divergences the angle is definedby the direction of the tangent before the pair of ridd
Hiverge. The angle shall point from divergent towards parallel lines; that is, the angles shall pg

significant two bits of these two bytes shall be reserved fef.future revision of this specification. For

be

es
int

The three|angle attributes of the delta shall each be recorded in one byte in units of 1,40625 (360/2H6)

degrees. The delta angle is measured:increasing counter-clockwise starting from the horizontal axis to

he

right. The palue shall be a non-negative value between 0 and 255, inclusive. For example, an angle valug of
16 represgnts 22,5 degrees. If the.délta information type is zero (see Clause 7.5.3.6), then this field shall hot
be preseni. If not all three angles can be extracted from the image because of noise or image cropping, the
angle fieldp affected shall be filled by repeating any of the other angle(s) for the same delta.
7.5.3.9 Core and delta format summary
The core fprmat-Shall be as follows:
7.5.3.1 7532 7533 7533 7534 7532,753B&
7534
Reserved #ofcores  Coreinfotype  Xlocation Reserved Y location Core Angle
| Reserved | #cores |  Type | xcoordinate | reserved | ycoordinate |  angle | |
4 bits 4 bits 2 bits 14 bits 2 bits 14 bits 1 byte 5 bytes
N\ ARG NG 2N J \ )
h'd ' ' Y Y
1 byte 2 bytes 2 bytes only presentif  zero or more

22

core info type additional cores

not zero
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The delta format shall be as follows:

7535 7536 7537 753.7 7538 75.36,753.7
&753.8
Reserved #ofdeltas  Deltainfotype  Xlocation Reserved Y location Delta Angles ... .. ..
| Reserved | #deltas | Type | xcoordinate | reserved | ycoordinate |angflang2langd] ... | ... | ... |
4 bits 4 bits 2 bits 14 bits 2 bits 14 bits 3 bytes 7 bytes
- AN AN AN J \ J
Y hd hd Y Y
1 byte 2 bytes 2 bytes only presentif  zero or more
gettanfo typeadgitional deltas
not zero
7.9.4 Zonal quality data

If t
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.3.4.2 Cell quality information depth

.3.4.3 Cell quality(data

ne extended data area type code is 0x0003, the extended data area contains zonal quality data. |
brovided to contain optional information about the quality of the fingerprint image within each ce
ined on the original fingerprint image. Within each cell, the quality may depend on the presence
idges, spatial distortions and other characteristics.

b zonal quality data shall be represented as follows. The first three-bytes shall contain the hori
tical cell sizes in pixels and the bit-depth of the cell quality information. These size bytes shall &
the quality indications for each cell. All cells are the same siz€) with the exception of the final cq
b and in each column. The final cell in each row and in each’column may be less than the stated
cell width and height are not factors of the image width<and height, respectively.

4.1 Cell width and height

e number of pixels in cells in the x-direction (horizontal) shall be stored in one byte. Permissible
o 255. The number of pixels in cells in the y-direction (vertical) shall be stored in one byte. R
ues are 1 to 255.

b bit-depth of the cell quality information shall be contained in one byte. This value will indicate t
bits per cell used to indicate-the quality.

4.2. Quality’data for cells shall be stored in usual “raster” order — left to right, then top to bo
jer image_within this cell is of good clarity and significant ridge data is present, the cell quali
resented"by higher values (by the bit value ‘1’ if the information depth is 1). If the cell does 1
nificant ridge data, or the ridge pattern within the cell is blurred, broken or otherwise of poor qual

[his format
Il'in a grid
and clarity

zontal, the
e followed
lls in each
cell size, if

values are
ermissible

he number

b quality of the fingerprint image in each cell shall be represented by one or more bits, as imdicated in

om. If the
y shall be
ot contain
ty, the cell

qu

blityvshall be represented by lower values (the bit value ‘0’ if the information depth is 1).

The cell quality shall be packed into bytes. The final byte in the cell quality data may be packed with bit values
of zero (‘0’) for the least significant bits as required to complete the last byte.
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7.5.4.4 Zonal quality data format summary

The zonal quality data format shall be as follows:

754.1 754.1 7542 7543
Cell Width Cell Height  Information Depth Cell Quality Data
| xcellsize | ycellsize | depth | Cell quality bits | 00...0 |
1 byte 1 byte 1 byte data bits padding bits

7.5.5 Swleat pore position data

The positipn, size and shape of sweat pores are unique characteristic features that can enhance pattern gnd
minutiae blased verification. A fingerprint image with clearly visible pores is depicted in Figure 7oA fingerpfint
image may contain as many as 2700 sweat pores. Their size shape and location can be used.as-features|for
fingerprint|jcomparison. In this part of ISO/IEC 19794 only the sweat pore position along the\Skeleton ling is
encoded. [[7]

Figure 7 — Fingerprint fragment with sweat pores (image from [6]).
The encoding of the sweat pore positions starts with a 3 byte header containing the resolution (2 bytes) gnd

the bit-degdth of each description element. Then for each skeleton line in 7.4.2 a series of sweat pore distarjce
descriptior) elements follows.

7.5.5.1 $weat pore position resolution

The resoldtion’of the sweat pore position description is stored in 2 bytes. The minimum recommended vaIuT is
200 ppcm.

7.5.5.2 Sweat pore distance information depth

The bit-depth of the sweat pore distance elements is stored in one byte. The valid range is 2 to 8 bits,
minimum recommended is 4.

7.5.5.3 Sweat pore position description
For each skeleton line in 7.4.2 the sweat pore distance description starts with the value 00...0. A series of

sweat pore distance elements describe the position of the sweat pores along the skeleton line. Values 00...1
to 11...0 give the successive distance between sweat pores. The value 11...1 indicates that there is no sweat
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pore uE to the distance 11...0. Thus each element of bit-depth in 7.5.5.2 has a valid distance range from 1 to
(2°"%P™"_2) at the resolution in 7.5.5.1. The final byte in the sweat pore position data shall be packed with bit
values of zero (‘0’) for the least significant bits as required to complete the last byte.

7.5.5.4 Sweat pore position format summary

The sweat pore position data format shall be as follows:

7.5.5.1 7552 7553
Position resloution Information depth Sweat pore position description
fResolution [opem]| Depth | Distance elements | 00..0 |
2 bytes 1 byte data bits padding bits

7.9.6 Finger pattern skeleton structural data

Fol some comparison algorithms it may be useful to follow all ridge lines endinghat a real minutig. With the
skeleton description to get the ridge near the ending minutiae the whole line_has-to be reconstructed. To find
aIIIridges starting from a bifurcation the situation is even worse, an extensive\search has to be done|to find the
ling passing the bifurcation.

To| reconstruct a ridge line in reversed order one needs the direction of the last direction element, the step
ler|gth of the last step and the resolution level (6.2.1).

To| know the line passing a bifurcation, the line number jssheeded. To reconstruct this line starting at the
bifyrcation the exact position of the minutia on this line/the’direction of the corresponding element and the
redolution level (6.2.1) have to be provided.

The skeleton structural data starts with the bit-depth necessary to store the line index. This bit-depth is stored
in pne byte and has the range from 4 to 16. The siructural information following has the same order jas the real
minutiae in the skeleton data and it is stored_inya data packed compacted bit form with no record separators or
field tags.

Fofl real minutiae at the end of a skeleton line the following data is stored.
—| Type of the structural data.'element, here 0 for line end information. This value is stored with a bit-depth of
—| Direction of the last\polygon line element (a, in Figure 2) with the same angular resolution as tHe direction
elements in dirgction code (N,/r) and a bit-depth necessary to store 2N,—1.
—| Relative p@sition of the minutia on line element min(S,—1, floor(S,//S,)), where [ is the distance bgtween the

start of(the*last line element and the minutia and S, the step length of the last line element, seg Figure 2.
Thiswalue is stored with a bit-depth necessary to store S—1.

—] *Resolution level with the values 0 for normal 1 for high resolution. This value isstored with a Qit-depth of
1.

For each bifurcation store the following.

— Type of the structural data element, here 1 for information about a bifurcation. This value is stored with a
bit-depth of 1.

— Line number, starting with index origin 0. This value is stored with a bit of 8.

— Line element number, starting with index origin 0. The bit-depth for this value is defined in the first byte of
the skeleton structural data.
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resolution as the direction elements in direction code (N,/n) and a bit-depth necessary to store 2N,—1.

Direction of the polygon line element passing the bifurcation (o, in Figure 2) with the same angular

Relative position of the bifurcation on line element min(S,—1, floor(S,//S,)), where [ is the distance between

the start of the last line element passing the bifurcation and the minutia and S, the step length of the last
line element, see Figure 2. This value is stored with a bit-depth necessary to store S,—1.

1.

Where S;
defined in

A minutia
structural

a skeleton

7.5.6.1 FKinger pattern skeleton structural data format summary

Resolution level with the values 0 for normal 1 for high resolution. This value is stored with a bit-depth of

the record header.

of type ‘ridge ending’ encoded at the beginning of a skeleton line has no entry inthe/skele

line, first store the line end information (type 0) followed by the bifurcation infermation (type 1).

S the step length for going straight and NV, 1S the number of directions on « or 180° (6.2.4),.bpth

on

Hata. For a minutia of type ‘ridge ending’ encoded at the end of the skeleton line, the line gnd
information is stored (type 0). For a minutia of type ‘ridge bifurcation’ encoded at the beginning of a skele
line the bif

on

Lrcation information (type 1) is stored. For a minutia of type ‘ridge bifurcation’ ericoded at the end of

The finger|pattern skeleton structural data format shall be as follows:
Index depth Type line end Direction Realtive position  Resolution level
depth N,y 0 direction pOSition level
1 byte 1 bit N, bits N, bits 1 bit
For each real minutiae atthe'end of a skeleton line
Type bifurcation Line number  Element number Direction Relative position  Resolution level
1 number Number direction position level
1 bit 8 bits Nig, bits N, bits N, bits 1 bit
For each bifurcation

where
Ny is t

N,ist

00..0

padding bits

he bit-depth necessary to store 2N,—-1, e.g. with N,=32 gives N, = 6 bit.

he bit-depth necessary to store S—1. e.qg. with S. = 16 gives N, = 4 bit.

structural data.

7.6 Pattern record format summary

Ny is the bit-depth necessary to store the line index. This number is given with the first byte of the

Table 5 is a reference for the fields present in the finger pattern skeletal data record format. Optional extended
data formats for ridge counts, core and delta data, zonal quality information and sweat pore position data are
not represented here.

26
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Table 5 — Pattern record format summary

Field Size Values Notes
Format Identifier 4 bytes 0x46534b00 | “FSK " - finger pattern skeletal record
(‘FSK’ 0x0)
Version of this part of ISO/IEC 19794 4 bytes Nnn0x0 " XX"
Length of total record in bytes 4 bytes
Capture equipment certification 4 bits Compliance with NB or future ISO standards
Capture device ID 12 bits Vendor specified
© | Number of finger views in record 1 byte 1-255
? Resolution of finger pattern [ppcm] T byte T-255 Recommended 100ppcm
Q Bit-depth of direction code start and stop | 1 byte 8-16 Recommended 8
& | point coordinates
@ | Bit-depth of direction code start and stop | 1 byte 4-8 Recommended 6
@ | direction
Bit-depth of direction in direction code 1 byte 3-8 Recommended 4
Step size of direction code S, 1 byte 1-255 Recommended 16
Relative  perpendicular  step size | 1 byte 0-255 Recommended 60
256 x S,/S,
Number N, of directions on 180° 1 byte 1-255 Recommended 32
Reserved bytes 2 bytes 00 REU
View number 1 byte 0to15
Finger position 1 byte 0to 11 Refer to ANSI/NIST standard (Table 1)
Impression type 1 byte 0403018 (Table 2)
Finger quality 1 byte 010100 0to 100
| | Skeleton image size in x 2 bytes in pixels
$ | Skeleton image size in y 2 bytes in pixels
’,; Length of finger pattern skeletal data | 2 bytes
:3. block
& | Length of finger pattern skeletal data 2 bytes
Finger pattern skeletal data In prev. field
Length of skeleton line neighbourhdod | 2 bytes
index data
Skeleton line neighbourhood index data | In prev. field
Extended data block length 2 bytes 0x0000 = no extended area
Extended data area type code 2 bytes only present if extended data blocK length # 0
Extended data areatlength 2 bytes Each extended data area may confain vendor-
Extended data In prev. field specific data, or one or more of the|following (in
any order):
¥ — Ridge count data,
1 —  Core and delta data
:g_ —  Zone quality data
3 —  Sweat pore position data
—  Skeleton structural data
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8 Finger pattern skeletal data card format

This part of ISO/IEC 19794 defines two card related encoding formats for finger pattern skeletal data, the
normal size format and the compact size format. Such a format may be used e.g. as part of a Biometric
Information Template as specified in ISO/IEC 7816-11 with incorporated CBEFF data objects, if off-card
comparison is applied, or in the command data field of a VERIFY command, if comparison-on-card (CoC) is
applied (see ISO/IEC 7816-4 and -11).

The two card formats represent two sets of fixed parameters (see 8.1 and 8.2). These fixed values are not

included irf the card format.

NOTE For the record format these pararmeters are set in the record header (7.3).

The finger] pattern skeletal data card format consists of the finger pattern skeletal data block as defined in
Clause 8.3 and optionally additional features (see Clause 8.5).

NOTE The term “card” is used for smartcards as well as for other kind of tokens.

8.1 Normial size finger pattern skeletal format

For the nofmal size format most of the header entries for the record format getfixed to the following values:
— Resollition of direction code start and stop point 200 ppcm

— Bit-depth of direction code start and stop point in x 11

— Bit-depth of direction code start and stop pointiny M

— Bit-depth of direction code start and stop direction 8

— Bit-depth of direction in direction code 4

— Step gize S; of direction code 24

— Relatiye perpendicular step size 256x;S,/S, 60

— Numbgr N, of directions on 180° 32

8.2 Compact size finger pattern skeletal format

For the cdmpact size format most of the header entries for the record format get fixed to the following values:
— Resolption of direction code start and stop point 100 ppcm

— Bit-depthrof.direction code start and stop point in x 8

— Bit-depth of direction code start and stop point iny 8

— Bit-depth of direction code start and stop direction 6

— Bit-depth of direction in direction code 4

— Step size S; of direction code 16

— Relative perpendicular step size 256 x S,/S, 60

— Number N, of directions on 180° 32
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8.3 Finger pattern skeletal data block

The finger pattern skeletal data block for a single finger has two parts: the finger pattern skeletal data and the
skeleton line neighbourhood index data. Each part is recorded together with a length descriptor as follows.

8.3.1 Skeleton image size in x and y

The skeleton image size in pixels in x is stored in 2 bytes at a resolution of 100 ppcm for the compact and 200
ppcm for the normal format.

The skeleton image size in pixels in y is stored in 2 bytes at a resolution of 100 ppcm for the compalct and 200
ppem for the normal format.

8.3.2 Length of finger pattern skeletal data

The length (in bytes) of the finger pattern skeletal data shall be recorded in two bytés. The length provided
indludes any padding bits necessary to complete the last byte of finger pattern skeletal data.

8.3.3 Finger pattern skeletal data
The finger pattern skeletal data for a single finger shall be encoded as(défined in Clauses 6.1 and §.2 with the

definitions of 8.1 respectively. 8.2. If no sorting of the skeletonlines is necessary according tp 8.4 their
sefquence is arbitrary.

8.3.4 Length of skeleton line neighbourhood index data

The length (in bytes) of the skeleton line neighbourhood.index data shall be recorded in two bytes. [The length
prqvided includes any padding bits necessary to compléte the last byte of finger pattern skeletal datg.

8.3.5 Skeleton line neighbourhood index data

The skeleton line neighbourhood index data for a single finger shall be recorded as defined in Clause 6.3.

8.4 The x or y coordinate extension for compact card format

If the x value of the skeleton‘image size (8.3.1) is greater than 255, the direction code must be sorted. The
sorting will be performed according to the ascending x-coordinate of the starting position of the diregtion code.

If the y value of the“skeleton image size (8.3.1) is greater than 255, the direction code must be sorted. The
softing will be performed according to the ascending y-coordinate of the starting position of the diregtion code.

Only the x or'the y-image size, not both, shall exceed the range of 255.
With a(bit-depth of 8 bit and resolution of 100 ppcm images of size 2,55 cm x 2,55 cm can be |described;

coyerifig all available sensors capturing plane impression fingerprint images. For rolled impregsions the
requirements will be approximately 2,5 cim x o cm.

The direction code is sorted by the x-position of its starting point but only the least significant byte of the x
coordinate is stored (equal to a mod(256) computation). The card can reconstruct the original sequence of
coordinate values by adding 256 to all following entries when a violation of the ascending order occurs. So
coordinates with a range of 2,55 cm x infinity can be stored in one byte.

Example
Original sequence: 60 76 277 333 581 797 860 986 1000
Stored sequence: 60 76 21 77 69 29 92 219 231

For each violation of the ascending order add 256 on all following entries:
+ 0 0 256 256 512 768 768 768 768
Reconstructed sequence: 60 76 277 333 581 797 860 986 1000
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The most significant byte of x coordinate of the stop position is reconstructed by following the direction code
and adding the displacements of each step.

The same construction principle may be applied also for the y coordinate.

8.5 Usage of additional features for the card format

In the card format other features beyond the finger skeletal data may be present. In this case the usage of the
biometric data template (tag ‘7F2E’ ) as described in ISO/IEC 7816-11 and defined in ISO/IEC 7816-6 is
mandatory. Table 6 shows the biometric data template with its embedded data objects. If proprietary data are

appended[then the biomeftric data in standardized format (DOs with tag 90 — 93 ) shall be encapsulaleq in
the DO with tag ‘A1’.
Table 6 — Biometric data template
| Tag Length |Value Presence
‘7TF2E’| | Variable | Biometric data template
' Tag Length | Value
‘90’ variable | Finger skeletal data according to 8.1,0r 8.2, | mandatory
dependent on the indicated format
owner/format type
‘91’ variable | Ridge cont data according to 7.5:2 optional
‘92’ variable | Core point data according to %.5.3 optional
‘93’ variable | Delta point data according to 7.5.3 optional
‘94’ variable | Cell quality data according to 7.5.4 optional
‘95’ variable | Sweat pore position,data according 7.5.5 optional
‘96’ variable | Skeleton structural‘data to 7.5.6 optional
‘81 TAT variable | Biometric data.with standardized format, optional
see note
‘82" A2’ variable | Biometric@ata with proprietary format optional
NOTE If the DO with tag ‘81’ is used, then the data.according to 8.1 or 8.2 follow without encapsulation.
8.6 Comparison parameters and card capabilities
Biometric |comparison algorithm, parameters are used to indicate implementation specific values to |be
observed by the outside world when computing and structuring the biometric verification data. They can|be
encoded gs DOs embedded 'in)a biometric comparison parameter template as defined in ISO/IEC 1978%-1
(see Annek related to smartcards, Table 1).
The compprison parameters and card capabilities for the pattern skeletal format are the maximal data sjze
and the fegture handling indicator encoded in the DO ‘Biometric algorithm parameters’ (tag ‘B1’ within the BIT,

see ISO/IH
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C 7816-11) (see Table 7).

Tabte 7— DO ‘Biometric atgorithmm parameters’

Tag | Length

Value

‘B1’ | variable

Biometric algorithm parameters template

Tag | Length | Value

‘81’

2 Maximal data size

‘83

1 Feature handling indicator, see Table 8
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8.6.1 Maximal data size

The maximal data size for the skeleton finger description accepted by a specific card is limited e.g. due to
buffer restrictions and computing capabilities.

The maximal data size accepted is therefore an implementation dependent value and shall be indicated using
the DO ‘Maximal data size’ (tag ‘81’, value field 2 bytes). The nesting of this DO in the DO ‘Biometric algorithm
parameters’ is shown in Table 7.

by a card,

atio By dreatio a B—PFro - —fing 0 < quality are
inated. If still the data length is too large, then truncation shall be made by peeling off skeleton segments
from the convex hull of the described area.
Fol the indication of the maximal data size expected by the card the DO Maximal dat3 ‘'size ag shown in
Taple 7 shall be used.
If this DO is not present in the BIT, the maximal data size is unlimited.
8.6.2 Indication of card capabilities
If & card with on-card comparison supports one or more of the additional features, then the capabhjilities shall
belindicated using the DO ‘Feature handling indicator’ (tag ‘83’, value-field 1 byte). The nesting of this DO ‘ in
thg DO ‘Biometric algorithm parameters’ is shown in Table 7, theccoding is denoted in Table 8.
Table 8 — Coding of the feature handling indicator
b8 | b7 | b6 |b5|b4 | b3 |b2 (b1 | Meaning
1\ Ridge count supported
1 Core points supported
1 Delta points supported
1 Cell quality supported
1 Sweat pore positions supported
1 Skeleton structural data supported
X | X RFU (Default: 0)
8.7 Pattern card format summary
Taple 9 is a reference\for the fields present in the finger pattern skeletal data card format. Optional extended
data formats for ridge’counts, core and delta data, zonal quality information and sweat pore positign data are
nof represented‘here.
Table 9 — Pattern card format summary
Field Size Values Notes
Teg ariable EreodedHnASN-+aceording—table 6
Length Variable Encoded in ASN.1
Skeleton image size in x 2 bytes in pixels
Skeleton image size iny 2 bytes in pixels
Length of finger pattern skeletal data 2 bytes in bytes
Finger pattern skeletal data In prev. field
Length of skeleton line neighbourhood | 2 bytes In bytes
index data
Skeleton line neighbourhood index data In prev. field
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9 CBEFF format owner and format types

Format owner and format type are encoded according to CBEFF. The format owner is ISO/IEC JTC 1/SC 37.
The IBIA registered format owner id is ????'1).

The format type denotes one of the finger pattern skeletal formats according to this part of ISO/IEC 19794,

see Table 10.

Table 10 — Format types

Format type |Neaning
‘0801° Finger pattern skeletal data record format
‘0802° Finger pattern skeletal data card format — normal size
‘0803° Finger pattern skeletal data card format — compact size

1) ISO/IEC JTC 1/SC 37 will register with IBIA at completion of FDIS ballot for this part of ISO/IEC 19794.
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Annex A
(informative)

Examples for finger pattern skeletal data

The following coding examples have field values according to the recommendations found in Table 5 (which

equal those specified in the compact card format as described in clause 8.2): S

= 16, S, = 3,75, angular

reqolution for minutiae and directional elements 5,625°.

The direction dependant step sizes are calculated according to equation (2) in Clause 6.2.4 /For low resolution

mqde:

For high resolution mode:

Eakh of the following examples are represented by a table with a figute'in the 1% column. The minut
2"| column is displayed as well. Concatenating the byte values in the’6™ column of the table giveq

r0o=1,60,r,=146,r,=1,31,r=1,14,r,=0,97, r5 = 0,78, rg = 0,59, r; = 0,39 Mm.

ro =0,80, »=0,73, , = 0,65, r3 = 0,57, r, = 0,48, r5 = 0,39, r¢ = 0,30, 4%¢=0,20 mm.

paftern skeletal data for the ridge structure displayed in the figure.

|3 Virtual continuation minutia
with direction

O~ Virtualend minutia
with direction (at start of line)

@) Virtual end minutia
without direction (at end of line)

@5 P Real end minutia
with direction

| P> Real bifurcation minutia
with direction

F——— Line element

[l High resolution mode

Figure A.1 — Legend for the figures below.

a ID in the
the finger
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A.1 Virtual continuation

Table A.1 — Virtual continuation minutiae type example. The closed loop without any real minutiae
starts at the virtual continuation C, and ends with the virtual ending V;. To describe the high curvature
the virtual continuation C, is inserted. (Legend for figure see Figure A.1)

Figure Minutia Type Value Bit- Byte | Absolute | Step
ID depth | value | direction | length
[mm]
\/2 C Virtual continuation type 3 2 Oxfc
Direction 60 3 337,500
x-coordinate 10 8 0x0a
y-coordinate 3 8 0x03
Number of line elements 5 8 0x05
Line element -6 4 Oxaa 303,750° | 0,59
Line element -6 4 270,000° | 0,59
Line element -2 4 0xe9 258,750° | 1,31
Line element -7 4 219,375° | 0,39
Line element -7 4 180,000° | 0,39
C, Virtual continuation type 3 2 0x9c
Byte alignment 0 2
Virtual continuation type 3 2 Oxde
Direction 28 6 157,500°
x-coordinate 7 8 0x07
y-coordinate 29 8 0x1d
Number of line elements 4 8 0x04
Line element -6 4 Oxaa 123,750° | 0,59
Line element -6 4 90,000° | 0,59
Line element -2 4 Oxea 78,750° | 1,31
Line element -6 4 45,000° | 0,59
Vs | Virtual end type 0 2
Relative pes: on line 2 2 0x20
Byte alignment 0 4
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A.2 High resolution mode

Table A.2 — High resolution mode example. High resolution mode is used to describe a high
curvature line. When beginning the curve description, high-resolution mode is begun with the switch
to high resolution (value -8), and returning to full step size after the switch to low resolution (next
value —8)(see Clause 6.2.1). (Legend for figures see Figure A.1).

N . Step
. Minutia Bit- Byte | Absolute
Figure ID Type Value depth va)I,ue direction length
[mm]
Vi VITtUdl enda type U Z
Direction 20 6 0x14 112,500p
x-coordinate 14 8 0x0e
y-coordinate 33 8 0x21
Number of line elements 10 8 0x0a
Line element +0 4 0x08 112,500p | 1,60
Switch to high resolution -8 4
Line element -1 4 0xf9 106,875 | 0,73
Line element -7 4 67,500 | 0,20
Line element -7 4 0x99 28,125 | 0,20
Line element -7 4 348,750F | 0,20
Line element a 4 0x98 309,375 | 0,20
Vv, Switch to low resolution -8 4 i
Line element -3 4 Oxda 292,500 | 1,14
Line element -6 4 292,500 | 1,60
AR V, | Virtual end type 0 2
Relative pos. on\line 1 2 0x10
Byte alignment 0 4
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