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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 3-1: Privacy, security, and safety — Introduction

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commis

sion)

form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the

re

(]

bllaborate in fields of mutual interest. Other international organizations, governmental and non-governmg
i liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possibl

from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and are{accepted by IEQ
1$0 National bodies in that sense. While all reasonable efforts are made to ensure that the“technical conte
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way) in which they are
of for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies ufidertake to apply IEC and
dpcuments transparently to the maximum extent possible in their national’ and regional publications.
d|vergence between any IEC and ISO document and the corresponding national or regional publication sh
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent“certification bodies provide confg
apsessment services and, in some areas, access to IEC and ISO~marks of conformity. IEC and ISO ar
g¢sponsible for any services carried out by independent certificationbodies.

=

| users should ensure that they have the latest edition of this document.

o liability shall attach to IEC and ISO or their directors, employees, servants or agents including indiV
kperts and members of its technical committees and lEC and ISO National bodies for any personal i
operty damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (incl
gal fees) and expenses arising out of the publicatioh, use of, or reliance upon, this ISO/IEC document o
her IEC and ISO documents.

ttention is drawn to the Normative references cited in this document. Use of the referenced publicatio
dispensable for the correct application of'this document.
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C and ISO draw attention to the possibility that the implementation of this document may involve the use
htent(s). IEC and ISO take no position concerning the evidence, validity or applicability of any claimed p|

) patent(s), which may be regquired to implement this document. However, implementers are cautioned th

tps://patents.iec.ch andwww.iso.org/patents. IEC and ISO shall not be held responsible for identifying a
| such patent rights.

O 3 —~3.0T

ISOJIEC 15045-3-1 _has been prepared by subcommittee 25: Interconnection of informg
techinology equipmeént, of ISO/IEC joint technical committee 1: Information technology. It i
Intefnational Standard.

The|text of ‘this International Standard is based on the following documents:

bf (a)
tent

phts in respect thereof. As of the~date of publication of this document, IEC and ISO had not received notice of

this

ay not represent the latest_information, which may be obtained from the patent database availabje at

y or

tion
5 an

prarit Report on voling

JTC1-SC25/3189/CDV JTC1-SC25/3260/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.

A list of all parts in the ISO/IEC 15045 series, published under the general title Information
technology — Home Electronic System (HES) gateway, can be found on the IEC and
ISO websites.

IMPORTANT — The "colour inside" logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understandi{ng
of jts contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

0.1 Overview

The Home Electronic System (HES) is a set of standards that supports communications, control,
and monitoring applications for homes and buildings. However, homes and buildings present a
heterogeneous and evolving networked environment, where many of these networks and
applications (including some that are based on HES standards) are not directly interoperable
with each other. HES standards achieve interoperability through the ISO/IEC 15045 series,
which relies on the ISO/IEC 18012 series to support functional interworking among the
dissimilar home devices, applications, protocols, and networks found in this environment. The
ISOJIEC 15045 series and ISO/IEC 18012 series were created to render all protocols
intefoperable.

The|l HES gateway enables an open and adaptable market for incompatible, productg by
spe¢ifying a standardized modular system intended to provide interoperability among| the
divefsity of networks found in homes and buildings. The HES interoperability process doeq not
reqyire modification of the various networks, applications, or protocols thatyuse it. Appropftiate
intefworking functions translate network messages through interface hmodules to a common
lexigon expression that is then exchanged using a private internal network bus protgcol.
A protected application platform using a bus protocol supports an‘€xpanding array of servjces
for hoth the application and the network.

In summary, the ISO/IEC 15045 series specifies a standardized modular dedicated priyate
internal network system that includes:

— interfaces (i.e. interface modules) for communication and semantic translation among
issimilar home area networks (HANs), and:between a HAN and external wide area
etworks (WANSs),

- platform for supporting a variety of application services (i.e. service modules), and

- secure communication path amongthese modular elements with access restricted td the
ppropriate elements in order to protect data, safety and privacy.

0.2 | Relation to existing work

ISOJIEC 15045-1 identifies @ range of threats relating to privacy, security, and safety in general
terms. ISO/IEC 15045-2 specifies the underlying architecture for the HES gateway. Howgver,
neither part provides .specific privacy, security and safety requirements for HES gateway
conformance. ISO/IEC)15045-3-1 (this document) introduces the privacy, security, and sgfety
standards and requirements that are applicable to the HES gateway in order to protect| the
interest of consummers within the home and small office environments. This document also
desg¢ribes thefinter-relationships among the overlapping topics of privacy, security, and safety.

Thig document anticipates and introduces the series of additional Part 3 subparts dealing jwith
speg¢ific » aspects of privacy (ISO/IEC 15045-3-2), security (ISO/IEC 15045-3-3), [and

A AL O A

LI O LI
saf y (ToOTTEC TOUHO-O- ).

The purpose of the ISO/IEC 15045-3 series requirements is to specify methods for protecting
home and building systems from both internal and external threats, intrusions, or unintended
observation of data and unsafe conditions that can result from network functions.
The ISO/IEC 15045-3 series specifies a set of basic and advanced requirements for gateway
monitoring and control of both inbound and outbound traffic, including switching, routing,
addressing, encryption, intrusion detection and prevention, and other "firewall" functions.

The ISO/IEC 15045-3 series requirements specify the following functions:

a) prevention of active inbound attacks and unsafe commands;
b) discovery and classification of outbound traffic;
¢) management of privacy and security mechanisms;
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d) blocking unauthorized HAN and WAN services and devices from communicating with
internal networks and with each other;

e) enabling and managing authorized HAN and WAN services and devices including
certification and other similar processes;

f) provision for a management and reporting dashboard for use by a non-technical end-user.

Devices or other entities communicating with each other but not on the same HAN use the HES
gateway.

0.3 Relevant affected stakeholder categories

Marlufacturers and vendors of smart home devices and other electrical or electronic prodl.lcts
and|appliances in the home and building systems market will be able to make-'and o¢ffer
interoperable products with the benefit of a private, secure, and safe HES gnvironnent.
Conformity with HES gateway interoperability, privacy, security, and safety requirements|can
credte significant market synergy, expand the available range of applications;-and serve| the
intefests of consumers, manufacturers, vendors, and society as a whale‘Specifically, [this
docliment, together with other parts in the ISO/IEC 15045-3 series, willsensure the privacy,
secIrity, and safety of personal and premises information in the emerging economy of devjces
conmected to online services.

Figyre 1 shows the core interoperability and HES gateway series of standards and where|this
docliment fits into the HES gateway series.
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Figure 1 — ISO/IEC 15045-3-1 within the core interoperability
and HES gateway standards
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1

INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 3-1: Privacy, security, and safety — Introduction

Scope

This

document specifies the architectures for the HES gateway related to protection of priv

secyrity and safety of communications between different networks. It also offers guideline

HES
and
recd
offe

2

The
cony
For

gateway implementations, interfaces, and application services regarding privacy; sec
safety. Such HES gateway guidelines include suggested approaches,, choices
mmended practices. Further, it identifies some areas of vulnerability to be,addressed
s relevant categories or use cases.

Normative references

following documents are referred to in the text in such a way that some or all of their con
titutes requirements of this document. For dated referengces, only the edition cited app
undated references, the latest edition of the referenced document (including

amgndments) applies.

ISO
priv

ISO

3

3.1

For

ISO
add

IEC 15944-8:2012, Information technology — Blisiness Operational View — Identificatig
hcy protection requirements as external constraints on business transactions

IEC 29100, Information technology — Security techniques — Privacy framework

Terms, definitions and abbreviated terms

Terms and definitions

the purposes of this document, the following terms and definitions apply.

and IEC maiptain terminology databases for use in standardization at the follo
esses:

3.1.

EC Electropedia: available at https://www.electropedia.org/

SO Online browsing platform: available at https://www.iso.org/obp

acy,
5 for
Lirity

or
and

tent
ies.
any

n of

ving

home area network
HAN
network serving nodes, devices, components and functions within a premises protected area

3.1.2
home electronic system
HES
control and sensing system for homes and buildings based on home electronic system (HES)
ISO/IEC standards

Note

1 to entry: The referenced ISO/IEC standards normally include HES in the title of each standard.
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3.1.3

HES gateway

electronic device that transfers messages among WANs and HANs providing interoperability,
privacy, security and safety in accordance with the requirements of the ISO/IEC 15045 series
and ISO/IEC 18012 series of standards

Note 1 to entry: For an HES gateway, a WAN is a network outside the protected area and a HAN is a network inside
the protected area.

3.1.4
local
logigattysituatedwithimthepremises

3.1.p
privlacy
freedom from being observed or disturbed

3.1.6
rempte
logi¢ally situated outside the premises

3.1
risk
prohkability and magnitude of a harmful or damaging event @r condition

3.1.8
safgty
protection from, or unlikelihood of causing, danger or injury

3.1.9
security
freedom from danger or threat

Note|1 to entry: Security as used in this"document is often referenced as "cybersecurity" to protect data.

3.1.10
usef
natyral person

3.1.11
vulnerability
weakness that«an be exploited

3.1.12

widf area network
WAN
network that connects communication devices in the environment external to the premises
protected area
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3.2 Abbreviated terms

DSS distributed secure systems
HAN home area network
HES home electronic system

HES-CLDPE common language direct protocol data unit exchange
HES-CLIP common language internal protocol
HES-CLME common language message exchange protocol

ID identifier
oS operating system
WAN wide area network

4 [(Conformance

An HES gateway system (including service modules and interface modules) conforming to|this
docliment shall implement those features (as appropriate to the services’being implemented)
reqyired to cover the following clauses:

— $.3.7 (internal communication bus concept); and

— %.3.8 (DSS principle and practice); and

— %.4 (operational protections); and

— 4.5 (risk management) requirements; and

— %.6 (privacy, security, and safety guidelines andrequirements); and
— Clause 6 (common services) requirements.

5 [Protection of privacy, security, and safety

5.1 Privacy, security and safety concepts and principles in the HES gateway

The|purpose of the HES gateway-is to:

a) provide communications./and interoperability among premises networks, services, |and
evices, and also between premises networks, services, devices, and wide area (extefnal)
etworks and seryices,

b) provide a platform for management of premises network application services, and
c) provide protection for premises users, networks and devices from risks to privacy, secyrity,
nd safety,

The|HES gateway is a system with an internal architecture composed of a set of HES gateway
modules’as described in 5.2 and 5.3.

5.2  Structural protections provided by the HES gateway system

Figure 2 shows how the HES gateway system operates within the premises and shows the
coverage of the HES gateway standards (ISO/IEC 15045 and ISO/IEC 18012 series).
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5.3.

inco
The

5.3.

The
com

app

5.3.

4
Internet I WAN . I 1

interface ] HAN
modules . interface
modules

HES gateway and |

Local device
and services

IEC
Figure 2 — HES gateway generalized architecture

or WAN interface modules translate messages from or to their hative HAN or WAN prof
or to the HES gateway internal bus, called HES common-language message exchd
5-CLME). Within the gateway bus, HAN or WAN interfacé modules communicate with
opriate service modules depending on the nature of the specific service they are inter]
brform. HAN or WAN interface modules shall not-c@mmunicate directly with other HA
N interface modules, except through a service module. Service modules can communi
appropriate interface modules or other service modules.

Interface and application services.protections
U Key concepts, principles and:-practices

P to 5.3.8 describe the key HES, gateway concepts, principles, and practices that sha
rporated into the modular architécture and functionality of the HES gateway where releV
5e concepts, built upon ISQ/IEC 15045-2, relate to privacy, security and safety.

p HES concept

munication, (control, and monitoring environment (standardizing networks, devi
ications, and-a gateway) for homes and buildings.

B HES gateway concept

A cq

pcol
nge
heir
ded
N or
cate

| be
ant.

Home Electropic_System (HES) is a set of standards representing a specific coherent

ces,

mmunications gateway is defined as an interface between dissimilar networks. The

HES

gateway is a specific standardized modular gateway for interfacing among multiple dissimilar
networks or home area networks, and also providing an application platform. It anticipates and
supports certification of conformance to a standard encouraging an open market in compatible

and

interoperable products.
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5.3.4 Interface module concept

An interface module is defined as an interface between a specific external (to the premises) or
in-premises network and the HES gateway internal network. In the context of the HES gateway,
interface modules connect and translate between the internal HES-CLME (home electronic
system common language message exchange protocol) network protocol and language, and
the various networks external to the HES gateway that can either reside in the premises
(i.e. home area networks (HANSs)) or external to the home (i.e. wide area networks (WANSs)) as
users choose to install. This concept allows application services to operate on an expandable
range of networks from different manufacturers without changes to each network. The
translation and processing of HAN messaging to another HAN or WAN will be consistent from
gatgway to gateway regardtess of the manufacturer:

5.3. Service module concept

A sgrvice module is defined as a software service agent residing within the HES/gateway |that
supports specific gateway or application services via HES-CLME communications. Such service
agents are essentially plug-ins for whatever service or application product-the user choosgs to
have¢ operating or installed in their home. Some service modules facilitate gateway sygtem
serx%ces (time, authorization and authentication, identification, etc.). Other service modules
facilitate application-related services such as energy managemeny; erdergy measurement,|and
audio.

5.3.6 Application platform concept

An application platform is defined as a set of software{service agents residing within the HES
gatgway in the form of a type of service module called.application service module that supgdorts
a specific user application service via HES-CLME communications. These service agents| are
essgntially plug-ins for whatever applications and\features users choose to have operating or
installed in their homes, such as energy management, lighting control, etc.

5.3.Y Internal communication bus concept

The[HES gateway employs an internal communication bus that enables interface modulgs to
communicate with service modules’in a consistent and interoperable manner. This intgrnal
communication bus utilizes the HES-CLME protocol (home electronic system common langyage
mesjsage exchange protocob):

Thelinternal bus shall be*implemented with one of the following two techniques that resulfs in
the same overall operation:

a) HES-CLIP (common language internal protocol) uses Ethernet network technojogy
functioning<as a private Internet (local network), see IETF RFC 1918. This method can be
gupported’ by many manufacturers supplying independent and interoperable modular
:Lroducts.

b) HES<CLDPE (common language direct protocol data unit exchange) provides a family of
protocols and signalling that supports operation between modular logical efements within a

product, typically from one manufacturer.

5.3.8 DSS principle and practice

The HES gateway shall apply the DSS principle (distributed secure systems). The distributed
modular HES gateway architecture provides structural separation isolating each interface and
application so that information can only flow from one machine (i.e. processor, kernel, app) to
another along known and constrained communication paths. The HES gateway is essentially a
network of tiny computers talking to each other on a private wired communication bus. The main
aspects that support this principle are as follows.

a) HES gateway elements: service module; interface module; internal gateway bus (HES-
CLIP).
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b) Communication is allowed only between service modules and interface modules; no

c)

d)

5.4

communication is allowed directly between interface modules.
Service modules optionally include:

1) application controller — determines the means and the purpose of the intended data

processing service (e.g. setup and configuration);

2) application processor — performs the relevant data manipulation and processing for the

application (e.g. real time operation).

A single and mandatory identification service module shall be required for each HES
gateway service (e.g. a distributed gateway is considered one gateway) to provide one place

fﬁl ;dclltifi\,aﬁun.
) a unique public ID that is anonymous and publicly accessible;

2) a "digital fingerprint" for internal uses that is not revealed.

Operational protections

The] operation requirements of the HES gateway shall include the following structural
operational elements and principles that are important to privacy, security)and safety:

5.5

5.5

decentralized control (no single point of failure, no "gateway controller" or central opers
gystem);
iFFteroperabiIity of products achieved through translation infe 'common internal language
rotocol;

geparation and isolation of functional responsibility{(allocation of operations to establis
nd defined objects) by delegation to a service agent for each task or service (for exani
perations dealing with authorization are handled by the authorization and authenticg
gservice, while operations dealing with identity of the HES gateway are handled by
identification service object);

physical and logical partition or segmentation or functionality of elements, tasks, or rish

Risk management

A Overview

The| risk management of ansHES gateway system shall comprise two main aspects:
assg¢ssment and risk treatment.

5.5
5.5

Risk assessment estimates, identifies and prioritizes security risks.
Risk treatment selects and implements measures to minimize risk.

2 Risk@ssessment

2.1 Overview of risk assessment

RisK assessment is performed for the HES gateway system using Figure 3. Manufacturers s
implement the standardized indicators as described within this risk assessment section. It the
responsibility of system integrators to perform the risk assessment based upon these
standardized indicators before releasing the operational HES gateway system to the customer.
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Threats ﬁ W|th ﬁ impact
Exploits severity Degree
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likelihood severity
Predisposing
conditions Impact and
likelihood
Security
controls
HES Overall
gateway risk
system

Thrgats to the HES gateway system can originate from a range of sources, which can resu
spe

the

outdges can inadvertently cause issues on the system or configuration. These threats are vg
in tHe likelihood of occurring and varied in the likelihood of explaeiting the vulnerabilities of
system.

Vul

modules that comprise the HES gateway system, and‘potential issues with the interconned
prodesses of the underlying HES-CLME messaging.

Predisposing conditions for the HES gateway’ system include the complex modular clas
whigh different products are integrated together to form the complete operational system,
that|can result in gaps or overlaps in the underlying system.

IEC

Figure 3 — Risk assessment diagram

ific actions that affect the system. For example, some organizations or individuals ouf
bremises intentionally attempt to infiltrate the premises. Accidéntal threats such as pg

rlerabilities of the system include potential hardware and software flaws in the indivi

Itin
side
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ried

the

dual
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A rgnge of security controls are<included in the HES gateway system including extensive

standardized risk data for all medules. Additional privacy, security and safety measures
implemented for WAN systemswhich are outside the protected on-premises.

The|threats can have adverse impacts (i.e. unfavourable, but not necessarily damaging) on
system and on the local user with a degree of severity because of the vulnerabilities of the
gatgway system including the predisposing conditions, and the effect of the security contrg

Theloverall risk assessment is measured by the likelihood of the threats occurring and lev
adverse impacts that result.

5.5.2.2
5.5.2.2.1

Threats

are

the
HES
Is.

p| of

Overview of threats

Threats, a key part of risk assessment, are specific instances (threat events) caused by a variety
of threat sources. These sources include the following types:

adversarial (individual, group, organization, nation state);
accidental;
structural (e.g. equipment failure);

environmental (e.g. disasters, telecommunications infrastructure outages or failures).


https://iecnorm.com/api/?name=f8d2610a0618afbd3214d0cb2aa8f905

- 16— ISO/IEC 15045-3-1:2024 © ISO/IEC 2024

In 5.5.2.2.2 to 5.5.2.2.12 are some examples of specific threats, as described in
ISO/IEC 15045-1, applicable to the HES gateway system!. Threats are frequently evolving with
new previously unknown threats arising. For example, in recent years, fileless attacks? that
occur in memory have emerged; such attacks can be introduced through malicious network
packets and can be difficult to detect.

5.5.2.2.2 HAN masquerade and replay

Perhaps the most obvious threat to the home is unauthorized access to HAN devices or the
HES gateway. As shown in Figure 4, a "masquerade user" arises when an impostor pretends
to be_a leqgitimate residential user, such as the homeowner
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system i W
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Service iditi
Autthori- module L'%gglate
zation
zanen, Masqadatade
domain lgCal'user user

A

Remote
users

—>
Internet Ly

Cocal device
and services
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Figure 4 —- HAN masquerade and replay

A masquerade can be effected by defeating the authentication mechanism, for exanple,
guessing a password or stealing a token. Another way an impostor can trick the home netyork
into[assuming the impostor is an authorized user is for the impostor to capture a legitimate
message, and to resend it at a later time. For example, if the impostor can intercept a mesgage
to the home's burglar alarm system, telling it to turn off, the same message can be replgyed
latef to achieve the same result.

To minimize the risk,the HES gateway system shall implement several precautionary measpres
to contribute to the(security controls as shown in Figure 3.

Local users shall be registered in a service module inside the HES gateway system supporfting
the puthorization service domain. The objects in the authorization service domain contain the
usef namey level of authorization and password, all in protected memory and approved byl the
systemsowner. Only authorized users are allowed to access the configuration functions of the

HE S-gateway-

The key operator shall be informed when any users are added, substituted or modified in any
manner, so that this triggers a cautionary message when the masquerade user attempts to
impose.

User access to system management functions within the premises via the HAN is protected.
This limits the opportunity for masquerading.

1 Initial threats for the HES Gateway System are described in ISO/IEC 15045-1:2004, Annex C, Clause C.2.

2 Fileless attacks are written directly to RAM and difficult to find since they do not leave traditional traces of their
existence in files on disks.
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The HES gateway system supports a wide range of HANs that can have varying security
features. The HES gateway system ensures that standardized information about the HANs is
available to the user and system integrator so that more secure HANs can be identified and
given preferential treatment. For example, some HANs use encryption techniques that further
reduce the risk, and information about this strength will be available throughout the HES
gateway system and can be used to inform the user, further encouraging the use of those higher
quality HANs.

Insecure HANs are highlighted and caution provided to the key operator that such HANs can
be susceptible to masquerading.

The| standardized HAN information can also be used for the development of specialjzed

application services focused on supporting enhanced security.

5.5.2.2.3 WAN masquerade and replay

s to
an

Another obvious threat to the home is unauthorized access through the W/AN connection
HEY gateway system. As shown in Figure 5, a "masquerade remote wuser" arises wher
imp¢stor pretends to be a legitimate remote user or service.
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Figure 5 — WAN masquerade and replay
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asquerade can beleffected by defeating the authentication mechanism, for exam
Esing a password or stealing a token. Another way an impostor can trick the HES gate
thinking it is an_authorized remote user or remote service is for the impostor to captu

cept a message to the home, the same message can be replayed later to achieve the s
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inimize the risk, the HES gateway system implements several additional precautio

hary

Tgure 3-

Remote users are registered in the authorization service module inside the HES gateway
system. Each HES gateway system has a unique hidden identification code held within its
identification service module, called "digitalFingerprint". This code is used in the initial setup of
authorizing remote users to form an encrypted one-to-one link to remote users and services
that cannot easily be duplicated.

The authorization service module contains the remote user name, level of authorization and
password, all in protected memory and approved by the key operator. Only authorized remote
users are allowed to access the certain authorized functions of the HES gateway.
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The system owner is informed when any remote users are added, substituted or modified in any
manner, so that this triggers a cautionary message when the masquerade remote user attempts
to impose.

The HES gateway system supports a wide range of WANs that can have varying security
features. The system ensures that standardized information about the WANSs is available to the
user and system integrator so that more secure WANs can be identified and given preferential
treatment. For example, some WANs use encryption techniques that further reduce the risk,
and information about this strength will be available throughout the HES gateway system and
can be used to inform the user, further encouraging the use of those higher quality WANs.

Insﬂcure WANSs are highlighted and caution provided to the key operator that such WANs|can
be gusceptible to masquerading.

The| standardized WAN information can also be used for the development-of ‘'specialjzed
application services focused on supporting enhanced security.

5.5.2.2.4 HAN interception: eavesdropping and modification

A HAN interception occurs when an unauthorized party gains aceess to a message pasging
ovell a HAN between the HES gateway and a local user, service ordevice, as shown in Figure 6.
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Figure-6 — HAN interception: eavesdropping and modification

The| intruder <can be an automated system that is programmed to search for vulnerpble
mesjsages,.or’it can be a person who has wiretapped or otherwise violated the integrity of the
communications channel.

The ;IItUI\JU}Jt;UII odall bU }JGOO;VU Ul GUtIVU, d }JGOO;VU ;IItUIUUPt;UII ClIIIUUIItD tU UGVUDdIUPPI 1g -
in effect, reading someone else's traffic. An active interception can involve changing the
contents of the message, deleting or rearranging part of the communication, or changing its
protocol control information, particularly the header (including the destination or source
address).

The key defence for an interception attack is to implement integrity and confidentiality services.
Authentication can also be used to thwart modification attacks.

Even if all communications employ integrity and confidentiality services, an eavesdropper can
learn a great deal about the home network by monitoring source and destination information
and the time of each message. This practice is called traffic analysis.
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Even if transmission is encrypted, the attacker is able to learn a great deal by simply noting
which devices are active and in communication partnerships. This is especially important with
wireless communications since the eavesdropper can operate from a considerable distance.
This type of monitoring can be used to determine occupancy and the type of activity being
performed.

To minimize the risk, the HES gateway system shall implement several precautionary measures
to contribute to the security controls as shown in Figure 3.

The HES gateway system manages and controls communications to HANs to provide protection,

Which Lmite thao annartiinity far intaraantinn
Hrrto—tt SpPpPoTrtoT Tty ToTTrter s pttots

The|HES gateway system supports a wide range of HANs that can have varying capahilities for
detgcting eavesdropping and preventing modification of packets. The HES gateway sydgtem
enslyres that standardized information about the HANs is available to the user and sydtem
integrator so that these risks can be identified and appropriate systems given prefereptial
treafment.

Oneg| key element for determining the ease of eavesdropping relates, to the type of media ysed
in the HAN. For example, eavesdropping is normally easier for wireless systems in whi¢h a
recdiver can be placed anywhere, whereas a wired system, in most cases, requires accegs to
the pable itself, or at least proximity to it. In contrast, a fibre-optic system is fairly immunle to
eavesdropping. The HAN interface module shall be manufactured with a standardjzed
chafacteristic, "mediaType", indicating the media of the attached HAN.

Sonje network systems are designed for point-tospoint operation in which the additiopn of
unw@nted receivers can be easily detected. Other network systems are based on a bus-fype
network where an extra tap cannot be detected:

Another element to consider is a transmission technique, in which spreading of the signal (called
sprgad spectrum communications) can help mask traffic by using more than a single frequephcy.
The|spreading algorithm uses a key kfrown only to the sender and the receiver.

Some HANs use sophisticated érror detection and correction techniques that will reduce| the
chapces of data modificationsin-transit.

The|HAN interface service module shall include retrievable status information relating tq the
susg¢eptibility to eavesdropping and data modification. This is accomplished through the ude of
standardized "eavesDrop", "dataModification" and "hanFailure" characteristics of the HAN
intefface module.

The|standardized HAN information can be used for the development of specialized applicdtion
services focused on reducing susceptibility for eavesdropping and modification of data.

5.5.2.2.5 WAN interception: eavesdropping and modification

A WAN interception occurs when an unauthorized party gains access to a message passing
between the HES gateway and an external user, as shown in Figure 7.
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Figure 7 — WAN interception: eavesdropping and modification

intruder can be an automated system that is programmed(to search for vulner
sages, or it can be a person who has wiretapped or otherwise<violated the integrity of
munications channel.

interception can be passive or active; a passive intereeption amounts to eavesdroppi

ents of the message, deleting or rearranging part) of the communication, or changin
bcol control information, particularly the header (including the destination or so
ess).

key defence for an interception attack is\to implement integrity and confidentiality servi
entication can also be used to thwartmodification attacks.

n if all communications employcintegrity and confidentiality services, an eavesdropper
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by monitoring source and destination information and the time of each message.
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munications outgide'the HES gateway system can be hidden by anonymizer services.
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integrator so that these risks can be identified and appropriate systems given preferential
treatment.

One key element for determining the ease of eavesdropping relates to the type of media used
in the WAN. For example, eavesdropping is normally easier for wireless systems in which a
receiver can be placed anywhere. In contrast, a fibre optic system is fairly immune to
eavesdropping. Other possible media types include powerline, wired, and satellite. The WAN
interface module shall be manufactured with a standardized characteristic, "mediaType",
indicating the media of the attached WAN.

Another element to consider is a transmission technique in which spreading of the signal can
help mask traffic by using more than a single frequency. The spreading algorithm uses a key
known only to the sender and receiver.
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Some WANs use sophisticated error detection and correction techniques that will reduce the
chances of data modification in transit.

The WAN interface service module shall include retrievable status information relating to the
susceptibility to eavesdropping and data modification. This is accomplished through the use of
standardized "eavesDrop", "dataModification" and "wanFailure" characteristics of the WAN
interface module.

The standardized WAN information can be used for the development of specialized application
services focused on reducing susceptibility for eavesdropping and modification of data.

5.5.2.2.6 HAN denial-of-service and resource-exhaustion attack

An HAN denial-of-service (DoS) attack is effected by flooding one of the intermal HANSs
conmected to the HES gateway system with traffic, thus preventing legitimate messages {from
readhing the HES gateway system or the HANs as shown in Figure 8.
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Figure 8 — HAN dénial-of-service and resource-exhaustion attack

Denjal-of-service attacks are’almost impossible to defend against in real time. In fact, secprity
mechanisms alone cannot be effective against denial-of-service attacks, as it is trivially eagy to
ovellwhelm any deferice'by sending additional bogus messages.

Careful design-and implementation of the protocol and access device can mitigate resolirce
exhaustion, swhereby the flooding ties up only certain parts of the home network or acg¢ess
device.

To minimize the risk, the HES gateway system shall implement several precautionary measlires
to contribute to the security controls as shown in Figure 3.

All internal (to the premises) network connections (HANs) to the HES gateway system connect
to HAN interface modules. This module is responsible for ensuring that traffic coming from
outside the HES gateway system (but within the premises) does not overwhelm the internal
HES-CLME network bus and isolates the flooding from affecting other modules in the system,
including other internal HANs and associated devices, and other modules in the HES gateway.
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The HAN interface service module includes limits on the rate of incoming packets and number
of incoming connections. This is accomplished through the use of standardized
"maxIncomingPacketRate" and "maxincomingConnections" characteristics of the HAN interface
module. If these limits are exceeded, the module ignores additional incoming requests, and an
alarm shall be initiated by setting the appropriate value in the "hanFailure" characteristic of the
HAN interface module. It can give priority to messages in the output queues originating in the
home.

To ensure the home network does not become an unwitting participant in a DoS attack,
measures are taken to ensure corrupt software is not installed, see Figure 8. Access control
devices implement ingress filtering. This prevents the use of spoofed IP addresses: it has no
effect if the attacker uses valid network addresses. Ingress filtering makes tracking down the
souilce of the attack much easier because the packet source address is the source of the|fraffic.
To perform ingress filtering, the access devices block any packets with source addfesses |that
do ot originate within the home network.

5.5.2.2.7 WAN denial-of-service and resource-exhaustion attack

A WHAN denial-of-service (DoS) attack is effected by flooding the external‘access network tq the
HEY gateway with traffic, thus preventing legitimate messages fromsreaching HES gatewdy or
the HANs within the premises as shown in Figure 9.
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Figure 9 - WAN denial-of-service and resource-exhaustion attack

Denjal-of-servicerattacks are almost impossible to defend against in real time. In fact, secyrity
mechanisms-alone cannot be effective against denial-of-service attacks, as it is trivially eagy to
ovefwhelm-any defence by sending additional bogus messages.

Cargfulvdesign and implementation of the system and access device can mitigate resolirce
exhaustion, whereby the flooding ties up only certain parts of the network or access device.

To minimize the risk, the HES gateway system shall implement several precautionary measures
to contribute to the security controls as shown in Figure 3.

All external network connections to the HES gateway system connect to WAN interface
modules. This module is responsible for ensuring that external traffic does not overwhelm the
internal HES-CLME network bus and isolates the flooding from affecting other modules in the
system, including the internal HANs and associated devices, and other modules in the HES
gateway.
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The WAN interface service module shall include limits on rate of incoming packets and number
of incoming connections. This is accomplished through the use of standardized
"maxIncomingPacketRate" and "maxIncomingConnections" characteristics of the WAN
interface module. If these limits are exceeded, it ignores additional incoming requests, and an
alarm is set by setting the appropriate value in the "wanFailure" characteristic of the WAN
interface module.

5.5.2.2.8 Software and configuration security: Trojan horses, worms, viruses

A range of HAN devices, HAN interface modules and WAN interface modules allow for software
and firmware updating of features, including enhanced security features. While useful, this re-
prodrammability also allows the products to be exposed to other threats, such as worms, virlses
and|Trojan horses, as shown in Figure 10.
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Figure 10 =\Worm, virus or Trojan horse

A Trojan horse is an unauthorized program that enters the home hidden in a legitimate
mesisage. Once in the homey the Trojan horse can reside in a processor in any netwotked
device. For example, a Trojan horse can be inserted into an intercepted MPEG data stream|and
takg up residence in thé\processor of the digital television (DTV). The Trojan horse can then
use [the resources of the television's processor and the digital home network to compromisg the
security of the intefnal network.

Worms and nifuses have received considerable publicity in both the technical and pogular
press.

A worm.is a program that can replicate itself and send copies from computer to computer acfoss
netwoOrk connections. Upon arrival, the worm can be activaied to replicate and propagate again.
In addition, the worm usually performs some unwanted function. A worm that invades the home
network can thus spread across the network to multiple devices. If the worm performs harmful
activities, such as wiping out the non-volatile memory of the device, the homeowner can find
that multiple appliances, from DTVs to toasters, no longer work properly.

A virus is code embedded within a program that causes a copy of itself to be inserted in one or
more other programs, as well as performing some unauthorized function on the host machine.
Unlike a worm, a virus will not actively try to spread itself to other processors on the home
network, so its damage will be confined to a single appliance. However, such an appliance can
function in unpredictable and undesired ways and can cause widespread problems if this
appliance is essential to the operation of the home network.
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To minimize the risk, the HES gateway system implements several precautionary measures to
contribute to the security controls as shown in Figure 3.

HAN and WAN interface modules that have re-programmability features shall provide the re-
programming with sufficient authorization and authentication.

All HAN and WAN interface modules shall include retrievable status information to indicate
whether or not the HES gateway modules have on-line software update or operating system
update features. This is accomplished through the use of standardized
"interfaceModuleUpdating" and "interfaceModuleOSUpdating" characteristics of the HAN

inte faca madula ahicct
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All HAN interface modules shall include retrievable status information to indicate whether of not
the HAN networks to which they are attached have on-line software update or operating sygtem
update features. This is accomplished through the use of standardized "hapUpdating" |and
"hanOSUpdating" characteristics of the HAN interface module object.

If a worm, virus or Trojan horse is suspected to have occurred on an attached HAN, an alarm
is se¢t by setting the appropriate value in the "hanFailure" characteristic of the HAN interface
module.

5.5.2.2.9 Spyware and data leakage

Software, purposely installed, can constitute a threat to privacy and the integrity of the HAN.
Spyware is often included in commercial software packages. Spyware is commonly used to
embed advertising messages in shrink-wrapped_-applications. It constantly refreshes|the
advertising message. Diagnostic and usage utilitieshare used to gather information and rgport
back to the software vendor. Because these are)legitimately installed applications they have
the ability to access almost any system information they are running. They can also search the
HAN for additional information.

Pergonal firewalls or other access control mechanisms can be installed on terminal devices|and
in the HES gateway to control aceess rights. Control of this type of activity is very diffjcult
because the applications and destination can be used for other purposes approved by the User.

5.5.2.2.10 Risks of commerce over the Internet

With the rapid increasesof commerce over the Internet, any payment from a home can be
questioned in retrospect and possibly be repudiated. Payments can be made by applianceg on
behalf of the resident (for instance pay per view on TV or pay per wash by the washing macpine
or apitomatic resordering by the refrigerator). Goods and services can be ordered by the resifent
or fgmily. Therefore, it becomes vital to the service provider that there be a verifiable audit|trail
of the tramsaction including the identity and authenticity of the purchaser and that the gqods
were rec¢eived with due regard for any contract between the service provider and the buyer.

EXAMPLE If it is possible for the cat to trigger supplies of caviar, clearly the process of authentication and
authorization would be dysfunctional, and the service provider would have no way of proving the provenance of the
purchase.

Many devices on a HAN use owner-authorized automatic or owner controlled purchase or micro
payment for goods and services. It is particularly important for application service providers and
content providers in particular that the home owner is assured of the integrity of financial
transactions and that there are secure routes for funds to reach the service provider.

5.5.2.2.11 Unintentional network to network interconnect

The deployment of virtual private networks (VPNs) allows HAN hosts to be directly connected
via a secure tunnel to another network. This enables employees to have full access to corporate
resources from home. VPNs create two potential problems: address conflict and message
relaying.
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If two or more networks using private addresses are interconnected, the same host address can
occur in both networks. The benefit of private addresses is the lack of global administrative
control resulting in a potential address ambiguity making it impossible to access both devices.
In the IP world this is likely to occur if network address translation (NAT) is used to expand a
limited range of addresses available to the HES gateway.

The other risk is that a compromised device will relay traffic from one domain to another. If a
VPN workstation is compromised, the attacker is able to use the workstation to relay traffic from
the attacker's system, through the workstation, to the remote network.

ion,
k of

addresses if a conflict occurs.

Theladdress conflict is not confined to remote access to a corporate VPN. It is-also a proljlem
whep providing VPN access into the HAN. This is likely to occur when the HAN is accegsed
from other HANs via a VPN.

Antitvirus and anti-Trojan horse programs minimize the risk that a device on the HAN becomes
comjpromised.

5.5.2.2.12 Communications internal to the HES gateway (HES-CLIP)

Thefthreats discussed so far in 5.5.2.2 deal with threats tothe HES gateway system as a whole,
compplete entity. There are also possible threats to thefinternal communications (HES-CLIF) of
a modular gateway system.

HEY-CLIP is run on an internal network (inside the HES gateway) so it is protected |and
managed within the premises. This limits the @pportunity for threats.

Bes|des the principles discussed throughout this document, there is support to enhance priyacy
and|security through flexible encryption techniques between devices running on HES-CLIR.

5.5.2.3 Vulnerabilities, conditions and controls

As ghown in Figure 3, vulnerabilities, predisposing conditions and security controls of the HES
gatdway system are also.key considerations for risk assessment.

To qupport the identification of vulnerabilities, HAN interface modules shall include retrievpable
statls informatien'to indicate the level of vulnerability. This is accomplished through the uge of
standardized “rulnerability" characteristics for data within user objects. The HAN interface
mo<1lejles arerequired to support information with higher numbers indicating incregsed
vulnerability. The units and setting of values are determined by the system integrator of| the
HEY gateway system.

For example, HANs containing devices that can be updated on-line without rigorous security
protection would be placed at a higher level (more vulnerable) than HANs containing only
devices that cannot be updated on-line. As noted earlier, one key predisposing condition is to
ensure that different manufacturers' products can be integrated together using the modular
concept while ensuring privacy, security, safety and interoperability. This condition is handled
through the document structure of the standards with detailed specifications of each module
starting from one common standard, ISO/IEC 15045-4-1.

As noted earlier, one key element of strong security controls for the HES gateway is the use of
extensive standardized risk data for all modules. These data provide a strong foundation for
effective security controls to be implemented. For example, if a HAN is found to be less secure,
the system can ensure that less sensitive data or commands be exchanged via that HAN. Or a
poorly behaving HAN can be improved by reducing the incoming packet rate.
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5.5.2.4 Risk levels; HAN, WAN, data

The overall risk is a combination of the adverse impact and the likelihood. The HES gateway
provides quantifiable values that can be used to compare the relative adverse impact, likelihood
or risk for HAN networks and their devices. Using the retrievable status information provided in
5.5 and 5.6, system integrators can develop formulas to determine risk levels, threats, and
assessment scales. Actual value ranges are determined by the systems integrator.

Manufacturers shall ensure that the adverse-impact level values are accessible through the
standardized "adverselmpactLevel" characteristic of the objects. Similarly, the likelihood level
values shall be accessible through the standardized "likelihoodLevel" characteristic.

The|risk level values, (calculated through a formula based upon the adverse impaet [and
likeljhood, shall also be accessible through the standardized "riskLevel" characteristic, Low|risk
values mean that the adverse effects are negligible, while high risk values mean‘the adverse
effects can be catastrophic.

With manufacturers ensuring that all objects contain these characteristics,)system integrgtors
can|then update these standardized characteristics and can supply~advanced risk-related
featpres for the user, including enabling the display of the informatian to the user.

Remote
device and
services

1 HES gateway

i system

Remote
users

— HAN interface| riskLevel |_
module #2 15 N

> HAN interface | riskLevel |
module #1 85 h

Local device
and services

IEC
Figure 11 — Risk level for HAN: example

An e¢xample for using the HAN risk level is shown in Figure 11. An HES gateway system|has
two [HAN networks: HAN 1 and HAN 2. The systems integrator decided to use a numbgring
scheme similar-to the NIST values up to 1003. Through analysis of the retrievable status
information.from the HAN interface module 1, the system integrator has calculated the riskLevel
of HAN #te be 85, or high risk. Calculations for HAN 2 resulted in a riskLevel of 15, or low|risk
(e.g| fibre“optics). Based upon this analysis, the system integrator decided that it would be
app npriatp to turn Iigh’rc on and off 1hrn||gh either HAN but it would nnly use HAN 2 the lower

risk network, to control setpoint in the premises.

A similar process for the riskLevel characteristic is done for the WAN services, which can have
different algorithms and ranges than for HANs.

The riskLevel characteristic for data in user objects does not have the support of underlying
status information to rely upon as HANs and WANSs do but is still available for system integrators
to quantify for their system requirements. The risk level values are placed in the standardized
"riskLevel" characteristic of the appropriate user object.

3 National Institute of Standards and Technology, Guide for Conducting Risk Assessments, NIST SP 800-30, Rev 1,
Appendix D, Table I-3
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xample for using the risk level of data inside user objects is shown'in Figure 12. An

way system has a HAN network with a light controller ("on/off* actuator) and an H
mostat with a temperature setpoint. The systems integrator{determines that the ris
equence. For the thermostat setpoint, on the other handthe’risk is high (e.g. value of

me cases, unsafe conditions. Other risks include loss@jf private information, some of w|
be more important than others.

lar functionality can be performed using the adverse impact or likelihood level data ins
e risk level.

B Risk treatment
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an evaluation performed to decide on the best approach as shown in Figure 13.

example, assume a HAN is poorly behaving through an overload of incoming packets.
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Privacy, security, and safety guidelines and requirements
| Privacy-by-design approach

provides general privacy, security and safety guidance and requirements on how develo
oach the design of their interface and application service;modules for the HES gate
fonment. Because the HES gateway applies the privacy-by-design approach, all rel

harqware and software design begins from this perspective. Additional guidance is provide

Ann

To
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Bx B.

further support the privacy-by-design approach within the modular and interoper
cture of the HES gateway, manufacturers’ of HES gateway modules shall sup

standardized status information relating to-the principles of privacy, security and safet

spe

ified in the HES gateway lexicon. This status information, which can be presente

installers or users, provides a consistent standardized foundation for system integrator

enh

devg

5.6.
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hnce the privacy, security and safety principles in their implementations. It also encour3d
lopers to further enhance theirproducts to support these principles.

P External services non-reliance principle and practice

al premises systems should not rely on external services (e.g. "cloud" services) inclu
s, wireless netweorks, or other media that are beyond the physical control of the premi
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module object.

5.6.3 Use of wireless or shared media principle and practice

Critical premises (HAN) network traffic for basic or critical internal functions should not rely on
communications employing wireless or other shared media that can be jammed or impaired,

e.g.

subject to DoS attack or to electromagnetic interference (EMI).

To support this principle, HAN interface modules shall include retrievable status information to
indicate the type of media used for the HAN. This is accomplished through the use of
standardized "mediaType" characteristic of the HAN interface module object.
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5.6.4 Privacy best practice

The best way to make sure that data are kept secure or private is to not collect them.

To support this principle, HAN interface modules shall include retrievable status information to
indicate whether data are collected or not. This is accomplished through the use of standardized
"collectedDataType" characteristic for data within user objects.

5.6.5 Privacy next best practice

The next best way to make sure that data are kept secure or private is to delete and dispose of
(make impossible to recover) the data immediately after they have been used for the internded
purgose.

To qupport this principle, HAN interface modules shall include retrievable status informatidn to
indi¢ate how and when data are erased. This is accomplished through the use of standardjzed
"collectedDataType" and "collectedDataParameter" characteristics for data within user objgcts.

5.6.6 Online update vulnerability principle

On

line software update features are a potential vulnerability and-ate regarded as risky.

To qupport this principle, HAN interface modules shall includé-retrievable status informatign to
indi¢ate whether or not the HES gateway modules or the.HAN networks to which they|are
attaghed have on-line software update features. This,is  accomplished through the usg of
stanldardized "interfaceModuleUpdating”" and "hanUpdating" characteristics of the HAN
intefface module object.

5.6.Y Online OS update vulnerability principle
On

line OS updates are especially vulnerable and can circumvent all other safeguards.

To qupport this principle, HAN interface modules shall include retrievable status informatidn to
indi¢ate whether or not the modules or the HAN networks to which they are attached have on-
line |operating system update. features. This is accomplished through the use of standardjzed
"intgrfaceModuleOSUpdating’~"'and "hanOSUpdating" characteristics of the HAN interface
module object.

5.6.8 "Social engineering” vulnerability principle

It is|recognizedtthat one of the most common and successful security and privacy attacks is
"sodial engipeering”, which can circumvent all other safeguards. Social engineering invollves
psyg¢hological’manipulation to convince the user to take actions that can be detrimental. |Any
techinolagy‘including the HES gateway is limited in the ability to protect the user from delibgrate
actq»ns that the user chooses, even if potentially harmful.

5.6.9 Privacy-by-design principle and practice

The principle of privacy by design4 is imperative, requiring that security, privacy, and safety be
considered in the design of products at all stages from the beginning.

5.6.10 User priority principle

The purpose of the HES gateway is first to serve the interests and integrity of the premises and
its users before the interests of external parties.

4 See reference to Ann Cavoukian’s work in the Bibliography. Also relevant strategies: security by design and
safety by design.
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5.6.11 Fail-safe principle

Apply the fail-safe principle for privacy, security, and safety. Product failure modes shall not
result in an unsafe event or condition, or in a risk to privacy or security. If a failure mode does
occur, an indication of that failure should be accessible.

To support this principle, HAN interface modules shall include retrievable status information to
indicate failure modes in the HES gateway modules and the HAN networks to which they are
attached. This is accomplished through the use of standardized "imFailure" and "hanFailure"
characteristics of the HAN interface module object.

5.6.12 Precautionary principle

Apply the precautionary principle for privacy, security, and safety. In a case of uncertain fisk,
the gefault assumption shall be in favour of the lowest risk alternative.

Thid document standardizes crucial status information that manufacturers, -developers, |and
system integrators can use to develop mechanisms to choose the lowest risk alternatives.

5.6.13 Normal accident principle

Apply the normal accident principle for privacy, security, and(Safety. Design choices shpuld
recdgnize that the greater the complexity, coupling, and interdependencies in a system,| the
gregter the likelihood of inevitable systemic failure (i.e. simpléer or smaller is better).

A significant aspect of complexity is related to the numper of modules within the HES gatgway
and|HES gateway class type. To support this principle, the identification service module ghall
inclyde retrievable status information of the number of modules and class of the HES gateyay.
Thig is accomplished through the use of “standardized module number counts |and
"clagsHESGateway" characteristics of the identification service module.

5.6.14 Privacy principles

The|privacy principles of ISO/IEG 29100, which are modified for HES in ISO/IEC 15045-3-2,
shall be applied. ISO/IEC 15944+8:2012; Clause 5 also applies.

5.6.15 Watchdog practice

Utilize process "watchdogs" (i.e. timers used to detect and recover from module malfunctipns)
at the module level.

— Apply watehdog timers for module implementations to prevent a crash condition.
— Monitarprocess watchdogs for unintended or anomalous system behaviours.

5.6.16'/ Redundancy principle

Apply the redundancy principle, i.e. plan on or expect sensor and actuator failures and reduce
dependencies and unnecessary coupling.

6 Common services

6.1 Common services

The following services are or can be shared among all services that deal with privacy, security
or safety considerations.
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6.2 Binding map

The binding map service provides the key directing role of messages from one interface module
to another within the HES gateway using HES-CLME. It also translates standardized HES
gateway lexicon information from one application to another.

To support the privacy, security and safety features of the HES gateway, the binding map has
strict rules in which it operates, such as limiting the data used in real-time processing, providing
distinct, interoperable objects for all binding maps, and ensuring that interface modules do not
communicate directly to each other (they shall go through binding maps).

For further information, refer to the binding map service module as specified in ISO/IEC 180{2-3
and|ISO/IEC 15045-4-1.

6.3 [ HES gateway unique ID service module

A global ID service module shall be used for HES gateways that are congected to extgrnal
serVices so that masquerade gateways cannot pretend to be legitimate)gateways. This ID
defines the unique system for all premises products that utilize ahspecific HES gatgway
environment. This ID module derives a 256-bit true random numbeér (see NIST SP 800-90A)
that|is used to establish:

a) unique ID that is publicly accessible, yet anonymous, axhere information relating to| the
ateway cannot be derived from the ID (e.g. location, genération date);

b) secret internal random code or "digital fingerprint" that is not revealed and is used for
ncryption techniques.

Thig method does not rely on any other external services such as DNS look-up, which cap be
incojnsistent and typically requires duplicates.

Each specific HES gateway instance requires its own global identifier because it represents a
speg¢ific unique set of networks and functions or applications that can overlap or co-ocqupy
physical or logical space that includesanother such gateway instance, or possibly even multiple
SUC\T gateway instances. A uniquelidentifier is also needed to establish a link to an extgrnal
servlice, independently of IP addresses or other network addresses, which can be temporgrily
assigned. The identifier is used for access and differentiation purposes. For data analysis
purgoses, further randomization and potentially other cryptographic techniques should be ysed
to protect the privacy ofithe user and premises' contents.

6.4 | Cryptographic services

A clyptographic-*service module provides encryption services to support all other sernvice
modules within'the HES gateway system via HES-CLIP communications or to support se¢ure
[ ically
and
PKI)
certificates), true random generation, cryptograph|c calculat|ons and trusted mechanisms (e.g.
root of trust, keys).

6.5 Authorization and authentication service

An authorization service module provides authorization and authentication services to support
all other service modules within the HES gateway system via HES-CLIP communications or to
support authorization and authentication with external services. All operations within the HES
gateway shall have appropriate authorization before being allowed to proceed and are linked to
the binding map. Different levels of authorization allow for focused restricted network operations
for certain classes of user (such as for parents versus children), or for privacy considerations
of certain premises or personal data. Key operator authorization ensures that system-wide
management functions are appropriately restricted.
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6.6 Time service

A time service module provides time information for a wide range of applications in the HES
gateway. The source of time can originate from network time via external services or from locally
generated time sources. Time can be used for application operations (e.g. for scheduling events
or datalogging), for HES gateway operations (e.g. time stamping of events) and for
cryptographic operations such as certificates that restrict their validity after certain dates or
times.
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Annex A
(informative)

Privacy protection principles and sources

A.1 Privacy protection principles

Eleven basic privacy protection principles are identified and
ISO/IEC 15944-8:2012, 5.2:

described

1) |preventing harm

2) laccountability

3) |identifying purposes

4) linformed consent

5) |limiting collection

6) |limiting use, disclosure, and retention
7) |accuracy

8) |safeguards

9) |openness

10) lindividual access

11) |challenging compliance

Thege privacy principles serve as a basis for thissdocument.

A.2| Sources

The|sources of the above privacy protection principles relied on and specified in this docun

are summarized in Figure A.1.

nent
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