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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 3: Optimising system design to accommodate the Single Event

Effects (SEE) of atmospheric radiation

FOREWORD

1) THe International Electrotechnical Commission (IEC) is a worldwide organization for standardi t|on comprising

aII natlonal electrotechmcal commlttees (IEC Natlonal Commlttees) The object of

in
3) IELC Publications have the form of recom
Cgmmittees in that sense. While all reasépabl
Pdblications is accurate,
misinterpretation by any end user.

4) In|order to promote international uniformit
trgnsparently to the maximum extent possible
between any IEC Publicatio
the latter.

5) IELC provides no marking pro
equipment declared to be In

6) Al| users should emsure %
7) Nq liability shaII
members of its teckni

expenses arising/0
Pdblications.

8) Attention is draw 3 e references cited in this publication. Use of the referenced publicati
indlispensable for the sorract application of this publication.
9) Attentigh is\dre ssibility that some of the elements of this IEC Publication may be the sub

patent rights. \ a held responsible for identifying any or all such patent rights.

elployees, servants or agents including individual exper
S National Committees for any personal injury, property dam
other damage of an$ svex, whether direct or indirect, or for costs (including legal fees
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A PAS is a te n|ca specification not fulfilling the requirements for a standard but made

availpble to-the pub

IEC-PAS.62396-3 has been processed by IEC technical committee 107: Process manage

ment

for avionics:
The text of this PAS is based on the This PAS was approved for publication
following document: by the P-members of the committee
concerned as indicated in the following
document:
Draft PAS Report on voting
107/62/NP 107/73/RVN

Following publication of this PAS, which is a pre-standard publication, the technical committee

or subcommittee concerned will transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of three years starting from 2007-09.
The validity may be extended for a single three-year period, following which it shall be revised
to become another type of normative document or shall be withdrawn

IEC/PAS 62396 consists of the following parts, under the general title Process management
for avionics — Atmospheric radiation effects:

e Part 2: Guidelines for single event effects testing for avionics systems

e Part 3: Optimising system design to accommodate the Single Event Effects (SEE) of

4+ o + PN P
alimmuopIIcTIV Tauilatiurnt

Q

o Part 4: Guidelines for designing with high voltage aircraft ele nd_poténtial

single event effects

\

o Part 5: Guidelines for assessing thermal neutron flukxes ' s ilVavipnics

&
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1

This
and

Effeqts in IEC/TS 62396-1, considers some avionic systems and proyitie
accommodate SEE so that System Hardware Assurance levels may be\

2

The
only

document (including any amendments) applies.

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 3: Optimising system design to accommodate the Single Event
Effects (SEE) of atmospheric radiation

Scope and object

PAS is intended to provide guidance to those involved in the design
bquipment. It builds on the initial guidance on the system level apprg

Normative references

the edition cited applies. For undated referenge

of avionic sys|tems
Q Sipgle Event
methofds to

nced

IEC/TS 62396-1, Process managemen IOR ] jati art 1:
Accdmmodation of atmospheric radiation\effe ] | & bnics

elec

fronic equipment

IEC/TS 62239, Process mapagement ror i . nents

management plan

3 Terms and defi

For fhe purpose C/TS
62239 apply.

4 Avionic(Sy

In IEC/ ) detailed that systems for which failure may have the most sg¢vere
impagct on thesaircra ¢ classified as level A and require the most rigorous approatch to
single event(effects and parts control. Two examples of avionic systems are provided fgr the

purppses_of-clarificati
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4.1 Lift control flap and slat

The flow of air over the wing surfaces is controlled by flaps and slats, the position of the
majority of these are under the pilot’s control, redundancy may be achieved by having more
than one actuation method. See Figure 1.

Electronically powered surface

Winge Controal Surface

Electric Motor / : :
Electronic

(\ ZQ\ C) Components

Electropse Edquipmsnt

g
%ﬁg Control Surface

_-* " p— f
H}Fdll‘gl(llhc Hydromechanical
Flu Drnive - _
e Electronic

Components

Electronic Equipment

Figure 1 — Lift control flap and slat
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4.2 Engine thrust

The engines have to provide thrust as required by the demand and the flight profile. If the
aircraft has more than one engine, then loss of engine thrust may be accommodated by the
level of redundancy. The engine equipment may be dual redundant and have two lanes either
of which can perform the required function if the other fails. See Figure 2.

Electronic Equipment

Actuator drives

= (Engine Conr 1) Hlectronic
Z LAN ‘gmponents
& Lane B

Z |

= Sensor signals

A1

3
LAxf\A :

N ©\>

\/ Hlectronic

Components

N

Lane A
Demand
Engine thrust

4.3 Systems radiation

Atmgspheric rad{ati e electronic parts of the system. The high energy
secohdary or sn radiation interacts with the silicon within semiconductor
elements of<an ele i ponent to produce a charge which may cause SEE ip the
localjsed area\withi e, which may potentially affect the equipment and in turp the
systgm. ctronic systems use state of the art electronic components| with
feature sizes.weltb um, and SEE do occur in these devices but utilising correct sylstem

design aspects g electronic elements an overall effect on the system performange is
avoided. This” type~df approach requires careful selection and maintenance of elecfronic
components throughout equipment level life see IEC/TS 62239.

The approach to system level optimization of design may be conducted by considering the
system at 3 levels.

4.3.1 Aircraft system level
At system level, the System Assurance level may be met by having redundancy, for example

multiple engines, below this at equipment level. The System Development Assurance level
must be met, refer to IEC/TS 62396-1, Clause 7 and the references within that document.

4.3.2 Electronic equipment level

At the electronic equipment level, redundancy may be used as a method of mitigating failure
regardless of whether the pilot is within the loop or not. The electronic equipment may also


https://iecnorm.com/api/?name=ec73f3fa2fe4f1630dd1d61afad02e57

-8- PAS 62396-3 © IEC:2007(E)

employ alternative methods to avoid single point failure. In this PAS, we shall look at
equipment level methods of accommodating component level SEE.

4.3.3 Component level

At component level, it is necessary to identify the atmospheric radiation effects on
components which may be soft errors where functionality may be recovered or hard faults
resulting in permanent failure of the component. The soft error effects may be accommodated
by corrective actions within the electronic equipment. As identified in IEC/TS 62396-1, the
most frequent SEE is a Single Event Upset that is a soft error effect.

4.4 | SEE at system level

This [Subclause provides consideration that goes down to component leye

4.4.1 Hard errors and effects

Hard| and permanent failures are considered in exactly the s§ bs of
failune within the electronic equipment and for the Syste 5 ~ o be
met, [the aircraft system allowable failure metrics shall be et ’ 3 JTF and MTBUR.
The atmospheric radiation may produce hard errors ine i atch, SEL, $EFI,

Single Event Functional Interrupt and Stuck bits wlere the ault s not recoverable by
software reset and the complete removal of power f A Vis required to regover
normal operation, which will always accur wi L is depowered after|use.
Components that are subject to such¢{SEE_sh idéd by careful selection and
component management, or if the fau - e then/the event shall be logged to
avoiqd unnecessary equipment removal.

4.4.2 Soft error accom i %
Soft

ple—Sihgle Event Upset, Multiple Bit Upset are
genegrally detected at gquip ome method of accommodation applied withip the
equipment. Some met : i hese
accommodation i ¥ and time to complete the accommodation,
thergfore there vithin
the gquipment.

4.4.3

Since electr@nic e 3{0g) i i it is
impoEtan . 3 i i i i hvoid
impalct on_th sys em redundancy mitigation. Therefore to avoid a common node
failune duri arati f any

component technology nent
techmology-limit may”“be applied as a combined soft error rate per bit within a designated
worst case)in the application environment.

5 Optimisation of system design

By suitable design at the equipment level and by careful selection and maintenance of
electronic components employed within the design, the system level impact of SEE can be
minimised.

5.1 Avionic system optimisation

Redundancy at the aircraft system level ensures that when the equipment level System
Development Assurance levels are met, there is a reduced risk of problems from a system
safety requirements aspect. However, the allocation of redundancy has an impact on the
aircraft for several reasons. Redundancy of equipment will add weight, complexity, method of
active equipment choice, increased reliability considerations, and cost. The impact of these


https://iecnorm.com/api/?name=ec73f3fa2fe4f1630dd1d61afad02e57

PAS

62396-3 © IEC:2007(E) -9-

can be seen in that the improvements in overall system reliability that have allowed, in some
flight profiles, the use of twin engined aircraft where in the past four engined aircraft would

have

been mandated.

Therefore it is at electronic equipment level where the maximum benefits from optimised
design to mitigate the SEE from electronic components can be made. Although, at component
level, careful choice of certain component elements within the design can provide design
benefits, for example the use of small amounts of atmospheric radiation tolerant parts of the

total system memory.
5.2 _Equipment level optimisation of soft error SEE
In thjs Subclause, a number of techniques will be presented that enablé the detection and
corrgction of soft errors and faults due to SEE at component level.
5.2.1 SEE Detection
Basdgd on current electronics technology, a number of asp tified
(5.2.11.1 to 5.2.1.4). When corrupted data or errors are detec mber
of s¢enarios may be chosen dependant on the type of dats the
assofiated data may be:
a) Igbelled as faulty;
b) sglectively ignored;
c) ignored and the equipment may switch
d) deleted and the affected process re;i
e) cprrected using error detection and\cor
5.2.1.1 Digital memo
The [atmospheric radjatis 3 & S it is necessary within the equipment to
recognise that tr@h ithi stional elements and if necessary, take actipn.
a) RHarity
Tlhe data word single parity (odd or even) bit. When any bit withip the
word is ch ¢ G iy changes and a parity error can be detected, since the
corrupted word Rarity,'w g, different to the stored parity. This method detects single bit
grrors syor\moreMits are changed by a single event within the word, the parity
etedtio ail to detect the error. As feature sizes and critical charge for SEE |have
ecome potential for Multiple Bit Upset, MBU has risen; a single high energy
eutron may cause upset to several bits in a localised area. Where the individual bitg in a
ord are“stored jdgether (contiguously), then it is possible to corrupt several bits in the
same word defeating parity error detection. For this reason, many manufacturers of digital
efmory store individual memory bits of a data word separated by several rows (non-

centigueushy:
b) Additional data codes
In order to detect (and correct) multiple bit upset, additional data has to be stored with the

data word, and this has given rise to error correction codes, for example Hamming Code.
The use of such codes will require additional data storage and handling overhead.

c) Comparison

If multiple process paths are used (for example three parallel processes), then voting can
be used to mitigate SEE corrupted information. Alternatively, the allowed digital values
may be subject to constraint within predetermined limits and identified if outside these

mits.

d) Rate of change
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Where the maximum rate of change for a digital parameter or value is limited within
defined normal system operating limits, any rapid change due to SEE corruption of a value
may be detected.

5.2.1.2 Processor and control errors

A SEE within the device control paths produces a number of word errors as a result of an
interruption of normal operation of a complex device including microprocessors and
microcontrollers. These errors can be detected by comparison between a number of separate
parallel functions or by the large number of SEE errors.

5.21.3 Digital combinational logic upset

Gengrally, combinational logic has not been subject to atmospheric radiation SEE, however
with [the reduction of critical charges and increasing operating frequenCies™s MHz
being applied to avionics electronics, then consideration of the propagafjon_of cambinafional
logic| errors is necessary. These SEE are very fast transits of signa C rrect
logic|level (glitches) for a normally short period of time with respect i hese
are ¢alled Single Event Transients, SET and can have a large ignals
where their edges may induce or terminate digital processes.

5.2.1.4 Analogue upset

Althqugh analogue parts are generally considered immn i [ lation
effeqts, some device scaling has occurred in the tec nolog a vent
withip the device may be sufficient to ca tput,
this is an Analogue Single Event Transi

a) (Gomparison

If multiple analogue process paths are 0sed.onva obtained through several monitored
redundant loops, then 3 he digital method, a deviating value can be

e-aliowed analogue values may be subjdgct to

nstraint within pf
these limits.

b) Rate of cha
here the maXigfum _ré je for an analogue parameter or value is limited within
efined normalsys imits, any rapid change due to SEE may be detected.
5.2.2 8 COM dation, and error detection and correction

5.2.2.1

Several differgnt 3s’may be used to detect and/or correct digital logic errors. Detection
and [correction™ethods for single errors in a data word require a minimum of addifional
memjory overhead:

a) YEEDED - Single Event Correct Double Event Detect;

b) DECTED - Double Event Correct Triple Event Detect;

c) error detection codes Hamming, etc.;

d) Triple Modular Redundancy, TMR - this requires a voting on the three paths.

5.2.2.2 Processor and control errors

When the interruption of the device normal operation has been detected, the device can
normally be recovered using a software reset, this takes a finite time. The status of the
complex device can be recovered from known good data. In order to provide recovery data, a
regularly refreshed atmospheric radiation tolerant memory may be employed.
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