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INDUSTRIAL NETWORKS -
COEXISTENCE OF WIRELESS SYSTEMS -

Part 3: Formal description of the automated coexistence
management and application guidance
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FOREWORD

ternational Electrotechnical Commission (IEC) is a worldwide organization for standardization ¢
onal electrotechnical committees (IEC National Committees). The object of IEC is to promote int
eration on all questions concerning standardization in the electrical and electronicsfields. To thi
tion to other activities, IEC publishes International Standards, Technical Specifications, Technical
ly Available Specifications (PAS) and Guides (hereafter referred to as “[EC- Publication(s
ation is entrusted to technical committees; any IEC National Committee interested in the subject
brticipate in this preparatory work. International, governmental and non-govetnmental organizatio
e IEC also participate in this preparation. IEC collaborates closely with(the International Organ

pmprising
Ernational
5 end and
| Reports,
)’). Their
dealt with
hs liaising
zation for

brdization (ISO) in accordance with conditions determined by agreement,between the two organigations.

rmal decisions or agreements of IEC on technical matters expresss. as nearly as possible, an int
hsus of opinion on the relevant subjects since each technieal ‘eommittee has representatiof
tted IEC National Committees.

ublications have the form of recommendations for interhational use and are accepted by IEQ
ittees in that sense. While all reasonable efforts are ‘made to ensure that the technical contg
ations is accurate, IEC cannot be held responsible_for the way in which they are used o
erpretation by any end user.

er to promote international uniformity, IEC National Committees undertake to apply IEC Py
arently to the maximum extent possible in their\national and regional publications. Any divergenc{
C Publication and the corresponding natiomal or regional publication shall be clearly indicated in

5elf does not provide any attestation of-conformity. Independent certification bodies provide (
Ement services and, in some areasy 'access to IEC marks of conformity. IEC is not responsib
bs carried out by independent certification bodies.

ers should ensure that they havethe latest edition of this publication.

bility shall attach to IEC or its” directors, employees, servants or agents including individual ex
ers of its technical committees and IEC National Committees for any personal injury, property d
damage of any nature\whatsoever, whether direct or indirect, or for costs (including legal
5es arising out of-the publication, use of, or reliance upon, this IEC Publication or any
ations.

on is drawn-to.the Normative references cited in this publication. Use of the referenced publi
Ensable forthe correct application of this publication.

on is drawn to the possibility that some of the elements of this IEC Publication may be the subjec
IEC(shall not be held responsible for identifying any or all such patent rights.

Prnational
from all

National
nt of IEC
r for any

blications
b between
the latter.

onformity
e for any

perts and
amage or
fees) and
bther IEC

cations is

of patent

57-3 has been prnpnrnr’l h‘,’ subcommittee 85C: Industrial communication netw

orks, of

IEC technical committee 65: Industrial-process measurement, control and automation. It is an
International Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1165/FDIS 65C/1171/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.


https://iecnorm.com/api/?name=4ab9b821830ce22c456a3594bd5d6ff9

IEC 62657-3:2022 © |EC 2022 -5-

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 62657 series, published under the general title Industrial networks
— Coexistence of wireless systems, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e recopfirmed,
e withdrawn,
o replaced by a revised edition, or

e amepded.

IMPORTANT — The "colour inside" logo on the cover page of this.document indicates that it
contairTs colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a-colour printer.
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INTRODUCTION

The intended audience for the IEC 62657 series is shown in Table 1.

Table 1 — Audience of the IEC 62657 series

Audience Part 1 Part 2 Part 3 Part 4
Wireless Coexistence Architecture and Central
requirements management use coordination
1. Regulator v — — —
2. 1A expert J — — —
3. Plant|owner — v N +
4. Device manufacture — V4 v
5. System integrator v v v
Key: v 3 applies especially to the audience #; — = should be read by everybody
This document is aimed at plant owners that are operating industrial wireless solutions,
manufagturers of industrial wireless devices, as well as wireless system integratprs and
operatofs.
Plant owners need to understand the nature of the coexistence state with respect to wireless
automafion systems. Also, they need to make sure that all impacts to the industrial wireless

applicat
them th
relation

Device
system
This do

e information needed to understand ceexistence management parameters a
ship for a reliable plant operation.

manufacturers should provide _quantitative parameters on their wireless dey
0 manage the coexistence of the wireless industrial application based on IEC 6
ument defines related paramieters and interfaces of devices for automatic coe

management.

System
design,

integrators should;~in collaboration with the plant owner and device manufz

This document provides essential parameters and interfaces for coe

management for system integrators.

A cons
coexistg
(CCP),

deration of this document is to outline the features of automated colla
nce\management to develop solutions with, for example, a central coordinati
ith“a software-defined networking approach for flexible use of frequency spe

on systems represented by parameters are taken into account. This document provides

hd each

ice and
2657-2.
Kistence

cturers,

mplement, and-manage the wireless industrial automation systems throughout the plant
lifecyclg.

istence

borative
bn point
ctrum or

using a global navigation satellite system (GNSS) for location-based use of frequency spectrum.

Figure 1

shows the relation between the parts of the IEC 62657 series.
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Figure 1 — Relation between the parts of the IEC 62657 series

Part 3:
Planning, architecture 4
use of coexistence
management

]
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Coexistence management
with central coordination
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to read
IEC

Part 1 to 4 are incremental
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INDUSTRIAL NETWORKS -
COEXISTENCE OF WIRELESS SYSTEMS -

Part 3: Formal description of the automated coexistence
management and application guidance

1 Scope

This pdrt of IEC 62657 specifies a general model approach for automated coe

manag
parame

management. This document specifies an abstract description of the system el

properti
parame

NOTE IH
descriptio]

2 Noi

The follg
constitu
For un
amend

IEC 617
fieldbus|

IEC 626
Wireles

IEC 626
managé¢

IEC 626
managé¢

ment and provides application guidance. This document provides the usage o
ers and interfaces to establish and to maintain functions for automatic coe

bs, interfaces and relationships between influencing parameters ‘and charg
ers specified in IEC 62657-1 and IEC 62657-2.

C 62657-4 specifies the central coordination point approach as one example of the usage of
h of this document.

mative references

wing documents are referred to in the text in such a way that some or all of their
fes requirements of this document. For dated\references, only the edition cited
ated references, the latest edition of, the referenced document (includ
ents) applies.

84-3, Industrial communication «networks — Profiles — Part 3: Functiona
es — General rules and profile definitions

57-1, Industrial communication networks — Wireless communication networks -
5 communication requirements and spectrum considerations

57-2:—1, Industrial"\networks — Coexistence of wireless systems — Part 2: Coe
ment

57-4:—2 Jfdustrial networks — Coexistence of wireless systems — Part 4: Coe
ment with’central coordination of wireless applications

istence
related
istence
ements,
cteristic

he formal

content
applies.
ng any

safety

- Part 1:

Kistence

Kistence

3 Tern

ms, definitions and abbreviated terms

3.1 General

For the

purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following

address

e |EC
e |[SO

1 Under
2 Under

es:

Electropedia: available at http://www.electropedia.org/

Online browsing platform: available at http://www.iso.org/obp

preparation. Stage at the time of publication: IEC FDIS 62657-2:2022.
preparation. Stage at the time of publication: IEC FDIS 62657-4:2022.
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3.2 Terms and definitions specific for this document

3.2.1

dependability
ability to perform as and when required

Note 1 to

entry: Dependability includes availability, reliability, recoverability, maintainability, and ma

support performance, and, in some cases, other characteristics such as durability, safety and security.

Note 2 to

intenance

entry: Dependability is used as a collective term for the time-related quality characteristics of an item.

[SOURCE: IEC 60050-192:2015, 192-01-22]

3.2.2
industr

al automation system

set of interrelated industrial automation applications

3.23

logical
relation
system

3.24

messag
informat
receiver

[SOURC

3.2.5
messag

ink
Ehip between logical endpoints of local automation functions of-aldistributed aut

e
ion which is transmitted in one or several packets from a sender to one
s

E: IEC 60050-821:2017, 821-11-29]

e loss ratio

ratio, expressed as a percentage, of the number of messages not delivered divided by

number|of messages during a time interval T, where the number of messages not deli
the difference between the number-of messages arriving at the ingress flow point
number|of messages delivered at\the egress flow point in a point-to-point connection
3.2.6

reliabilil:y

reliability of an item

ability of an item tosperform a required function under stated conditions for a specifie
of time

[SOURCE; IEC 60050-603:1986, 603-05-01]

omation

pr more

he total
Vvered is
and the

J period

3.3 Terms and definitions given in IEC 62657-2

For ease of understanding, the most important terms from IEC 62657-2 used within this

docume

— appl
— area
— auto

— auto

nt are listed but the definitions are not repeated in the list.

active environmental influence

ication communication requirements
of operation
mated collaborative coexistence management

mation application

— channel number

— coexistence

— coexistence management
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coexistence manager

collaborative coexistence management
communication availability
communication load

cut-off frequency

device

distance between wireless devices
distributed automation system

duty cycle

electromagnetic interference
freqliency band

freqliency bandwidth

freqliency channel

induptrial automation application, see automation application
induptrial communication network
induptrial, scientific and medical application
infralstructure device

interfference

intenvisibility

life-gycle

line pf sight (LOS)

lower cut-off frequency
modplation

natural environmental condition
network

network topology

non-line of sight (NLOS)
obsgrvation time

obstfucted line-of-sight (OLOS)
pacKet

pasgive environmental influence
performance requirements

physical link

plant

power spectral density
radio channel

radio environment
reference interface
regional radio regulation
relative movement
transfer interval
transmitter sequence
update time
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upper cut-off frequency

— wireless application

— wireless communication

— wireless communication application

— wireless communication solution

— wireless communication system

— wireless device

— wireless solution

— wireless technology or standard

Albbreviated terms

3.4
BNC Bayonet Neill-Concelman
CCP Central coordination point
DAA Detect and avoid
EMI Electromagnetic interference
GNSS Global navigation satellite system
I/0 Input and output
1A Industrial automation
ISM industrial, scientific and medical application
LBT listen before talk
LOS Line of sight
M Motor
NLOS Non-line of sight
OLOS Obstructed line of sight
P95 Percentile
PCB printed circuit board
PLC programmable logic controller
PSD Power spectral density
RED Radio equipment directive
RF Radio-frequency
SIL Safety integrity level
XML Exchangeable mark-up language
4 Automated collaborative coexistence management

4.1

Wireless communication systems for industrial automation applications should adopt a
coexistence management process that can be maintained along the life cycle of the automation
application. Coexistence management parameters are formally specified in order to enable
formal description of the coexistence management process. This formal description is the
fundament for a dependable use of wireless communication systems during the life cycle of the
automation application especially if a collaborative coexistence management is to be used.
According to IEC 62657-2, automated collaborative coexistence management is a form of
coexistence management that is supported by software tools with defined interfaces between
the tool and the wireless communication systems. The term collaborative indicates that all
wireless systems involved provide the necessary information and can be influenced with regard

Motivation

to the overall objective of the automation applications.


https://iecnorm.com/api/?name=4ab9b821830ce22c456a3594bd5d6ff9

-12 - IEC 62657-3:2022 © |EC 2022

This document specifies the system elements, properties, interfaces and relationships between
influencing parameters and characteristic parameters specified in |IEC 62657-1 and
IEC 62657-2. It describes the relevant parameters to be used for profile specification. Since a
profile specification is the abstraction of many different individual use cases, the parameters
used for this purpose are abstracted as well.

This document can be used to contribute to national and regional regulations. It does not exempt
devices from conforming to all requirements of national and regional regulations.

4.2 Application scenarios

4.2.1 General

Automated collaborative coexistence management is intended to provide an analysis of the
coexistgnce state that fluctuates in real time and autonomously implements the,solution to
stabilizg the operation of wireless applications. It has the following functions:
— discpvering solutions to coexistence problems;

— optimizing coexistence management plan;

— supporting robust and flexible wireless applications even in dynamic fluctuation in the radio
envifonment;

— supporting rapid implementation for new industrial wireless applications;

— optimizing a solution by identifying the cause of trQdble from a large combinption of
coeXistence management parameters.

It makejs possible to provide efficient work proecess for maintaining the wireless [system.
Automated coexistence management offers the following various benefits:

e reduction or elimination of interferences leading to unplanned downtimes;
e reduction or avoidance of laborious, cost-intensive and time-consuming fault eliminfation;

e reduction of efforts and time for intreduce new wireless applications.

Subclause 4.2 describes typical~ application scenarios in the automated collaporative
coexistgnce management in the-entire plant life-cycle.

4.2.2 Establishing wireless industrial automation
4.2.21 General

There are two( types of projects being conducted for building an industrial autpmation
applicatjon. ,One is a green field project, another one is a brown field project. Ffom the
coexistgnge ~“management perspective, application scenarios applied with aujomated
collaborativé coexistence management for those two types of projects are described in 4.2.2.

4.2.2.2 Green field projects

Green field projects are newly construct plants from scratch.

Wireless communication solutions are planned and engineered according to the application
communication requirements. The wireless system and device related influencing parameters
are stored for the use in the automated coexistence management. For the assessment of
propagation conditions, of relevant interferences, and of the effects of these interferences, the
radio environment is investigated using for example network analyzers or spectrum sensing
tools. The environment related influencing parameters, for example radio signals, frequencies,
duty cycles and their fluctuations are recorded and stored into the database of the collaborative
coexistence manager. This information can also be used to configure new wireless applications
appropriately.
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Investigations using collaborative coexistence management under laboratory conditions can
also be useful to prepare the implementation of a wireless solution in cases where the target
environment is not yet available (for example during the construction of a new production hall).

4.2.2.3 Brown field projects

Brownfield projects are carried out on land that has previously been developed and used for a
manufacturing or processing operation. The new wireless solution shall be integrated into the
available implementation.

During the planning, engineering and implementation of a new wireless solution in brown field
projects, the collision risks and already allocated spectrum are to be analyzed. Depending on

the app ; e to be
reconfigured. The values of the influencing parameters shall be included linto the

implementations for collaborative coexistence management.

4.2.3 Operation and maintenance of wireless industrial automation
4.2.3.1 General

In the pJant operation of wireless automation applications, collaborative coexistence manager
monitors to assess the condition of coexistence continuously.{The maintenance works of
wirelesy industrial automation specified in 4.2.3 could be conducted effectively utilizing the
collaborative coexistence management.

4.2.3.2 Degradation of existence state

When the coexistence state function is getting dewn to an unaccepted level (see IEQ 62657-
4:—, Figure 3), the maintenance phase of coexistence management is initiated to regstablish
the coe%stence state. Collaborative coexistehce management should compute and reallocate
spectrum resources based on the level of rélated performance parameters to achieve :Llain the
coexistgnce state.

4.2.3.3 Reconfiguration of wireless communication system

A reconfiguration of a wireless communication system will be launched depending on the needs
of the gutomation application. Application requirements change, then for example wireless
devices|could be added ©ryremoved, devices could move or data traffic volume could ghange.
Reconfiguration is also.valuable when the coexistence state is influenced and fluctuatep due to
the chaphging of radio‘propagation environment. In these cases, collaborative coexistence
management willécontribute to minimize risks and work processes to maintain the Wwireless
industrial automation.

If there| arer wireless applications already active containing wireless solutions off critical
applicat i fSsi ity control
applications), then the collaborative coexistence management should not modify spectrum
resources for the wireless solutions of critical application classes to minimize risks in the
operation of a plant.

4.2.3.4 Troubleshooting

Collaborative coexistence management is recording performance parameters and
characterized parameters of wireless industrial automation continuously. It contributes to
analyze cause and mechanism of fault. Then collaborative coexistence management
reconfigures spectrum resources such as frequency, channels, transmitting time, network
topology based on the cause of fault.
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4.2.4 Controlled / not controlled areas

For coexistence management in industrial automation applications, the geographical area of a
plant may need to be divided into controlled and uncontrollable/public areas. In controlled areas,
the coexistence state of all managed devices is tracked through collaborative coexistence
management.

Collaborative coexistence management also monitors radio spectrum in uncontrolled areas to
identify potential risks for wireless communication systems in controlled areas. It contributes to
stable operation of wireless communication systems in industrial automation applications.

4.2.5 Device with/without mitigation techniques

Collaborative coexistence management reads related parameters for mitigation technique from
a managed wireless device such as a power control level, time slot allocation, “frequency
selectiop, listen before talk (LBT), detect and avoid (DAA). Then, those, paramefers are
configurled to optimize coexistence state under the compliance to the regional-radio regulation
by collaporative coexistence management.

In case| of building the low-cost battery powered wireless devicesCapplying to non-critical
applicatjons, the mitigation techniques might not be implemented. The reason is that the
mechanfjsm needs computing power which decreases the battery lifetime.

Collaborative coexistence management utilizes both, devices with mitigation and|without
mitigatign in the same plant floor. It provides minimal impaet on mutual interference thrqugh the
allocatign of spectrum resources in frequency, time ahd ‘'spatial domains.

4.2.6 Fixed, moving, or rotating devices

The distance between wireless devices determines the fading, an important property of the
radio frequency channel. It depends on_the position of the wireless devices, which ig mainly
determined by the automation application.

In genefal, fixed devices are infended for continuous monitoring and control in autpmation
applicatjons. Some devices are\located in a multipath environment such as a pipe jungle. Some
of these¢ devices can be used for critical applications. To meet the requirements |of their
automa}-‘on application, thecollaborative coexistence management prioritizes the allogation of
spectrum resources forthese devices.

In the case of moviag or rotating wireless devices, the distance for wireless communicaion can
vary dyjnamically) For these devices, the trajectory of the movement is of impprtance.
Collaborative “coexistence management tracks the range of variation of the asgociated
coexistgnee ‘parameters during movement. This tracked data is used to calculate resource
allocatian

4.2.7 Temporary installed devices

Temporary measurement wireless devices for the purpose of process analysis and
troubleshooting have tremendous advantages. Collaborative coexistence management
allocates spectrum resources for those devices. In this context, the primary users of the
frequency spectrum, i.e. the existing wireless communication solutions, are taken into account
in order to avoid a negative impact.


https://iecnorm.com/api/?name=4ab9b821830ce22c456a3594bd5d6ff9

IEC 62657-3:2022 © |EC 2022

15—

5 Method for coexistence description

5.1

Area under consideration

Industrial automation systems may consist of spatially distributed automation functions (for
example detecting, measuring, control functions) forming an application as depicted in Figure 2.
Wireless communication functions of a wireless communication system shall be designed to
ensure the cooperation of the application functions for an optimal operation of the physical

processes.
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Figune 2 — Requirement profile of a)spatially distributed automation system coyered
by a capability profile of a wireless communication solution

The spatial distribution of automation functions results from the spatially distributed nafure of a

physica

system. The physical system and its environment also determine the requiremnients for

the wirelless communications solution. These requirements are described using a reqyirement

profile.

A requirement profile is the set of required values of a defined set of parameters. The|defined

set of

parameters comprises performance and dependability parameters (chara

cteristic

paramelers)and parameters that describe the conditions (influencing parameters), thaf means

the app
values fo

|cat|on and the environment (see IEC 62657-2:—, Clause 6) The set of pfomised

dnication

solution form the capablllty proflle The decisions whether a wireless communication solution
meets the requirements of an automation application can be supported by the comparison of
requirement profile and capability profile. Figure 2 shows graphically an example that a
requirement profile of a spatially distributed automation system is covered by the capability
profile of a wireless communication solution.

The requirement profile is the maximum the user is requesting and thus the most challenging
demand for the wireless communication system (worst case scenario). The capability profile is
the minimum capability that is promised for the wireless communication system under given

conditions.
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The actual values of the parameter set are ranging between these two states. The actual values
of the parameters may vary around a mean value. Thus, resilient systems can be designed.
However, when an agreed limit is exceeded, then the related wireless communication
application transits to the fail-state. The wireless coexistence is harmed, and the wireless
coexistence state is set to false.

Wireless coexistence management is recommended when more than one wireless
communication solution is used in a plant, when EMI is expected or when ISM applications
could interfere.

Despite the mutual impacts of the wireless solutions, the actual values of the parameters shall
not violate the required values. This means that coexistence management orientates itself on
the reqyirement profiles of the applications and can use the degrees of freedom of the-capability
profiles |(for example frequency channel, band width, coding scheme, propagation direttion) to
maintain the coexistence state. With each newly installed wireless solution, the)degrees of
freedom of the capability profiles are decreasing. If one capability profile no laehgéer coyers the
requirerent profile of the application, the capacity to use wireless communication in this plant
is exhaysted.

In summary, the individual parameter values that describe the state of‘coexistence haye three
aspects
a) requfired value to be coexistent,
b) promised value to be coexistent,

c) actupl value of coexistence state.
Clause p specifies the method for describing coexistence using two models:

— wireless coexistence model in 5.2;
— wirel|ess industrial automation model in$.3, 5.4 and 5.5;
and theconcept of profiles in 5.6.

5.2 Wireless coexistence model
5.2.1 General

The usdd model is in liné with ISO/IEC 19505-1, particularly the class-diagram pattern with its
attributgs and relationships. The class and attribute names are constructed by capitalized
concatephated words.

5.2.2 Class CoexistenceSystem

The cogxistence system class, named CoexistenceSystem, is composed by two clasges, see
Figure 3—Fhe—eclass—WAhrelessindustriatAutomation—represents—the—ebjeet—of—eoeXistence
management. The class CoexistenceManagementSystem represents the system that
implements the measures for planning, maintaining and restoring the state of coexistence.
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Figure 3 — Class model of the coexistence system

Class WirelessindustrialAutomation

The wireless industrial automation class is named WirelessIndustrialAutomation.

A simple¢ example is used for the development of the wireless industrial automation mg
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Figure 4 — Structure of wireless industrial automation

Figure 5 shows the interfaces between the different systems. The physical system interface
represents the connection between an automation device and a physical asset like for example

switches, temperature sensors, valves or motors.
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The reference interface is the interface between an automation device and a wireless
communication module. Depending on the implementation, the interface can be a serial or
parallel communication interface including functions for data exchange, for example
communication protocols. As described in 5.3.4, the reference interface is essential for
assessing the quality of communication and so for the coexistences state.

The physical layer interface determines the transition of the radio signal to the communication
channel. The signal power density at this interface could be the cause of interferences. The
received signal at this interface could be influenced by propagation conditions and interferences
so that a package reception is not successful.
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Figure 5 — Interfaces of wireless industrial automation
Although the physical system is the origin of the requirements for the wireless communication

systems
refereng

In order
step is U

The cl
Distribu
relation
Wireles
Relation
interfacq

and their coexistence, it does-not need to be considered further in the follow
e for the coexistence evaluation is the reference interface.

to derive profile descriptions of the area of consideration, as shown in Figure
sing a class diagram to express wireless industrial automation (see Figure 6).

hss  WirelessindustrialAutomation is composed by three classes.
edAutomationSystem represents spatially distributed automation components 3
Ehips. The ‘class RadioEnvironment represents the transmission medium. TH
ECommunicationSystem represents the set of wireless communication fu
ships”’ exist between all classes. The class WirelessIindustrialAutomation

ng. The

P, a first

The class

nd their
e class
nctions.
has an

b type physical system interface. Instances of this interface may be analogue d

r digital

inputs or outputs, or a human machine interface. The automation system shall meet the
requirements of the physical system with respect to this interface. For wireless communication,
however, only the resulting requirements on the reference interface are relevant. The physical
system interface is therefore only mentioned here for the sake of completeness. It has no direct
influence on the following considerations.

The framework provides a means to integrate wireless communication systems as a model for
coexistence management.
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The disfributed automation system class is named DistributedAutomationSystem.

Figure 6 — Class model of the area under consideration
for wireless industrial automation
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br the distributed automation systefv is described first (see 6.1), then the mod
vironment and finally the model of the wireless communication system.
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implemented in automation devices like I/O-Modules, temperature transmittel

or drive controllers are the elements of the distributed automation systems. Logical links
express the transfer of for example input and output data referred to logical end point. Logical
links may also describe the transmission of configuration or diagnosis data. These logical links
form a topology of the automation system. Broadcast or multicast connections are expressed
by a set of logical links with the same source endpoint. Thus, different results and the target

endpoin

ts of a multicast transmission can be modeled.

The correct operation of the local automation functions and of the entire system relies on the
dependability of the logical links. This means that the communication availability of the correct
data at the logical target endpoints of the reference interface influences the operation of the
application. This requires of cause the dependable provision of the data at the logical source

endpoin

t by the application.
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Figure 8 — System model ofithe distributed automation system

A local application function is impleménted in an automation device or in a wireless autpmation
device. [A wireless automation device, for example a wireless I/O device or a Wwireless
temperdture transmitter, can also contain a wireless communication module. The Wwireless
automafion device contains the réference interface with its logical endpoints.

5.2.5 Class RadioEnvironment

The focis in FigurexQiis on the radio environment. The radio environment is the crucial factor
for wireless coexistence. Interferences from unwanted signal propagations during the intended
data trgnsmission could hinder a correct reception. Furthermore, the physical sysiem, for
example machines, piping systems, walls or other equipment could cause the attenhuation,
reflection ‘ot, diffraction of a signal and so a remarkable attenuation. The ratio between the
strength-efthe-desired-signal-and-the-strength-of-the-interferenece-iserdeialfercorreetreception.
However, it should be noted that interference signals are also attenuated. The influence on the
signal propagation through obstacles and reflective materials is summarized by the term
"passive environmental influences". The influence of interference signals is summarized by the
term "active environmental influences".
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Figure 10 — System model of the radio environment
5.2.6 Class WirelessCommunicationSystem
The set of wireless communication functions that belong together forms the wireless
ication system (see Figure 1Y)’ The class is named WirelessCommunicationSystem.
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Figure 11 — Wireless communication system
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At the physical layer interface, the effects of the radio environment can be influenced or noticed.
The wireless communication functions can ensure that faulty radio transmissions do not become
noticeable at the reference interface. The following measures can be implemented for this

purpose

— transmission power adaptation;

— signal coding methods;

— modulation methods;

— radio channel selection;

— transmission repetitions;

— redu
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Figure 12 — System model of’the wireless communication system

Wireles$ communication functions arée.implemented in a wireless communication module. This
module |may be integrated into a.wireless automation device or can be a separate deyice, for
examplg a wireless adapter.

5.2.7 Class CoexistenceManagementSystem

The copxistence management system combines measures, hardware and software for
coexistgnce management. The class is named CoexistenceManagementSystem. It determines
parametfer values.ifi different phases of the life cycle and configures the distributed autpmation
system [and the~wireless communication system. The coexistence management sysiem has
appropr|ate (nterfaces for this purpose.

5.3 Application related influencing parameters
5.3.1 Attributes of class DistributedAutomationSystem
5.3.1.1 Spatial dimension of the application

The spatial dimension of the application results in the first place from the physical system to be
controlled. However, for several reasons, the implementation of the application functions can
vary from the physical system elements, for example a wireless drive controller will most likely
have another position as the drive. The spatial dimension of the application thus results from
the automation devices at the edge positions. It describes length, width, and height of the space
that the wireless communication solution shall cover. The spatial dimension is used to estimate
the required extension of the wireless communication solution and to assess the passive
environmental influences. Required values mark the minimum spatial dimension to be
supported by the wireless communication solution.
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5.3.1.2 Number of local automation functions

The number of local automation functions describes how many distributed units with automation
functions are required to implement the application. If using an object-oriented description, then
this number is derived from the defined instances of the class. The number is used to determine
the communication load within the network. It is presumed that all local automation functions
can be active simultaneously. This is the worst-case requirement with respect to coexistence.
Thus, the required value is the minimum number of simultaneous active local automation
functions. The number of local automation functions supported by a wireless communication
system (promised value) can be greater.

NOTE For example, if it is specified that a local automation function initiates communication traffic with one logical
endpoint, this can be the abstraction of a unit that implements multiple local automation functions with many different
logical enfpoints. The parameters described in this document are used to specify profiles.

5.3.1.3 Distance between local automation functions

If there |is a logical link between two automation devices, this parameter definés the distance
between those devices. It results from the positions of the relevant implementations of fhe local
automatfion function. From the point of view of the automation application; it does not matter
whether there is a direct wireless communication possible or there are“several physical links
required. Infrastructure components such as access points or router may be necessary. The
required value is the minimum. Since this distance determines.the free field attenuafion of a
wirelesq signal, it is an important indication for the passive environmental influence.

The reqpired value considers the logical topology of the automation application. The pfomised
value mjay require specific measures of the wireless<¢communication system. This|can be
differenges in the positions of communication devices\compared to the required positions of the
automatfion devices linked by cables, different_antenna positions, specific antenna types,
antennd polarization, or wireless devices with network functions (for example access|points).
The promised value represents the maximum\possible distance between devices.

5.3.1.4 Relative movement

Moving |or mobile devices that implement local automation functions change the disfance to
their communication partner. Acceleration and speed, in addition to the distance, determine the
passive| environmental influence. Required values are minimum acceleration and n’Enimum
speed. Bince both communiecation partners may move, the values are relative. Supplemental
information such as the minimum required range of movement can be provided. The pfomised
values represent the maximum supported acceleration and the maximum possible spe¢d.

5.3.2 Attributes of class LocalAutomationFunction

5.3.2.1 User data length

The usdr data length is the number of information units (for example bit_actet) that khall be
transferred via a logical link. The user data length is determined in first line by the application
communication requirements. However, for example in case of Ethernet as implementation of
the reference interface, a minimum number of 64 octet is required. The communication system
may transfer the data in several smaller portions. However, the set of all promised values
(including the values of characteristic parameters) shall be valid at the same time. The required
value is the minimum, the promised value is the maximum provided.

5.3.2.2 Transfer interval

The transfer interval is the time difference between two consecutive transfers of user data from
automation function via the reference interface to communication function. The transfer interval
is related to the logical source endpoint of a logical link. The transfer may be periodic or
aperiodic. For periodic transfers, the required value indicates the maximum, which results in
the minimum required communication load. The promised value, however, is the minimum, that
is the maximum promised communication load.
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In case of aperiodic transfer values, location and spread of the distribution function are relevant.
The required value for location (for example mean value) is the maximum. The required value
for spread (for example standard deviation) is the minimum. The promised values may provide
for aperiodic traffic with greater variations at smaller differences between two consecutive
transfers.

NOTE The transfer interval is different from the communication cycle of the communication system.
5.3.3 Attributes of class LogicalTopology

The logical topology describes the network composed by logical links. In particular, it describes
which logical links shall be provided consecutive and which simultaneously, for example, with
multicast or broadcast transmissions, or transmissions from many devices to one device. The
communication load increases with the number of logical links supported.

The required value is the minimum. The promised value is the maximium number of
simultaneously supported logical links.

5.3.4 Attributes of class Referencelnterface

The reference interface connects the class LocalAutomationFuncCtion and the clas§ model
Wirelesg CommunicationFunction. The following values of the characteristic parameterg refer to
this intefface:

— the yalues requested by the application;

— the yalues promised by the wireless communicationiand
— the yalues determined during operation.

The refgrence interface may be composed of several logical endpoints.

The chgracteristic of the reference interface (for example bitrate) influences remarkably the
overall fime and error behavior of the wjreless communication solution. A detailed degcription
of the reference interface is required for test system implementation (interface between test
tool and system under test). Therefore, it is part of the capability profile.

5.3.5 Attributes of class LogicalLink
5.3.5.1 Functionalssafety

This pgrameter jis“ hecessary, if the automation application requires functional safety
functionfality for @ Certain logical link. The required value is for example the safety integtity level
(SIL). The resulting safety measures, for example to implement similar mechanisms as
descride in IEC 61784-3, of the wireless communication solution can influence the time

behaviof:

5.3.5.2 Security objective

This parameter is necessary, if the automation application requires specific security objectives
that shall be fulfilled by the communication network. The required value describes protection
targets, for example confidentiality. The resulting security measures of the wireless
communication solution, for example to implement encryption of the frame, influence the time
behavior.

5.3.6 Attributes of class LogicalEndpoint

Logical endpoints are the essential objects for specifying requirements and providing
characteristics of a wireless communication solution. These endpoints are the crucial
references (source and target) for the characteristic values.

Therefore, a unique identification is necessary for test purposes.
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The attributes listed under 5.3.5 actually belong to the logical source endpoint. For the sake of
ease of understanding, it is assigned with the definition of one logical source endpoint per
device.

5.3.7 Application related characteristic parameters

See IEC 62657-2:—, 6.6.

5.4 Environment related influencing parameters

541 Number of passive environmental influences
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and an [active influence. Typically, the propagation conditions vary very widely id Jindustrial
environments. However, for the sake of simplicity, the number of different passivelinfluences
can be feduced. A detailed description is required that could be part of the capability profile to
be developed in the investigation phase (see IEC 62657-2: —, 7.4.1) and in, other phages.

5.4.2 Attributes of class PassiveEnvironmentalinfluence
5.4.2.1 Characteristic of the area of operation

The chafacteristic of the area of operation is described informally with text, graphics and|photos.
Furthermore, the terms "indoor" and "outdoor" can be used

For indpor areas of operation, it is reasonable to. specify whether the communidation is
concentrated in a machine area or manufacturing cellyor if it operates distributed over the entire
factory hall. Further information about the equipment in the area which can influen¢e radio
propagdtion should be mentioned. Coefficients:of feflecting surfaces or of obstructiong can be
provided if available.

The chdracteristics of the area of operation are important for specification of the conditions for
radio cHannel measurements and modelling. Thus, the passive environmental conditipns can
be quantified.

5.4.2.2 Dimension of the'space of operation

The dimension of the space of operation is the length, width and height of the space in which
the wirgless communication solutions shall be installed and which has impact|on the
propagdtion conditions. It is reasonable to consider also the superior space, for example the
factory hall for a-m@chine. The dimension of the space of operation can cause multipath signal
propagdtion, and-thus fading. Therefore, the dimension of the space of operation is important
to specify the conditions for radio channel measurements and modelling.

5.4.2.3 Intervisibility

If there is a logical link between two implemented logical automation functions, the intervisibility
considers Line of Sight (LOS), Non Line of Sight (NLOS) and Obstructed Line of Sight (OLOS)
between those devices. The intervisibility influences the radio signal propagation. The
specification of this parameter is important to specify the conditions for radio channel
measurements and modelling.

The required value considers the logical topology of the automation application. The promised
value may require specific measures of the wireless communication system. This can be
differences in the positions of communication devices compared to the required positions of the
automation devices linked by cables, different antenna positions, specific antenna types, or
wireless devices with network functions (for example access points).
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5.4.2.4 Mobile objects

Moving or mobile equipment or personnel influences the propagation conditions considerably.
Therefore, the area of operation and speed of the mobile object should be specified. Further
required information includes for example dimension and material of the object.

5.4.2.5 Natural environmental conditions

Natural environmental conditions such as temperature, humidity, dust, fog, or air pressure can
influence the propagation conditions. The natural environmental conditions can be considered
while specifying the conditions for radio channel measurements and modelling.

5.4.3 [AttributesofctassPropagationCondition

The propagation conditions are described with radio channel models. Radio channell models
calculate the distortion of an input signal in frequency and time and provide .a faded output
signal apcording to the propagation conditions. Application, environmental, wireless deyice and
wirelesy system related influences determine the values of the radio channel pargmeters.
Following, relevant radio channel parameters are described.

5.4.4 Attributes of class PhysicalLayerInterface

Physical layer interface is an abstraction of the interface between the wireless commupnication
system [and the radio environment. A physical layer intetface may be composed by|several
wirelesq endpoints where the wireless source end point af'one radio interface and the wireless
target epd point of another radio interface form a wireléss link.

The imgdlementation of the physical layer interface determines essentially the charactgristic of
the wir¢less communication. The detailed de€scription of the physical layer intefface is
furthermore required for test system impleméntation (interface between test tool and| system
under tgst). Therefore, it is part of the capability profile.

5.4.5 Number of active environmental influences

welding|machines, electrical drives or frequency converters. The influences overlap apd have
effects pn the wireless communication. In context of this project, interference profiles are
developged which implement a definite number of active influences.

Active ipfluences can be very different from interfering wireless communication syst}ms like

The detpiled description is required for the test specification.

5.4.6 Attributes of class ActiveEnvironmentalinfluence

5.4.6.1 Fype

This parameter describes the type of the interfering wireless communication application or the
interfering wireless application. The required values list all interferers which shall be
considered. The promised values list the interferer which has been considered during the tests.

5.4.6.2 Frequency band

This parameter describes the range in the frequency spectrum that is used by the interferer. It
is specified by lower and upper frequency or by centre frequency and frequency bandwidth.

5.4.6.3 Frequency channel

A frequency channel is part of a frequency band that is used under a specification (standard or
device specification) by a wireless communication system. It is characterized by a centre
frequency and a frequency bandwidth or by lower and upper cut-off frequency. However, in
standard or device specifications, channel numbers are used to describe this characteristic.
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5.4.6.4 Power spectral density

The power spectral density (PSD) describes how the power of a signal of the interferer is
distributed with frequency. Colloquially, the area below the PSD curve is often called the
spectrum of the signal.

5.4.6.5 Duty cycle

The duty cycle is the ratio of the transmitter sequence referenced to a given observation time
for the used frequency channel. The way the observation time is chosen influences the duty
cycle value.

The valpeof-the u'uty byb:U on=time—stat-be greatetr thamthe average timre—that-the—mterferer
uses the medium.

The promised value describes the maximum that an interferer can use the medium on pverage
without harming the performance requirements of the application.

5.4.6.6 Propagation conditions

Propagation conditions influence the effect of the interferer on therelevant wireless devjce. The
paramefers described before are valid directly at the interferer, Thus, they are affectefl by the
propagdtion conditions, represented by a channel model (see(5:4.3).

5.5 Wireless device and system related influencing parameters
5.5.1 Attributes of class WirelessCommunicationSystem
5.5.1.1 General

The wirgless communication system shallZbe designed according to the requirements and
conditions of the distributed automation-system. The topology of a wireless commupnication
system [follows the topology of the *distributed automation system, provided reliable radio
transmisgsion is possible. If this is not-the case, the installation can be adapted, for example by
better ppsitioning of a radio module or antenna or by using infrastructure devices.

Wireles$ devices and systems implement many parameters that can be used to impfove the
dependability and the coexistence. In this document only key attributes are considered.

5.5.1.2 Frequency band

This pafameter.describes the range in the frequency spectrum that is used by the intended
wirelesqd communication system. It is specified by lower and upper cut-off frequency, by centre
frequen LY. and frequency bandwidth or by a technology specific channel number. The fr?quency
band is detimmitedby amupperfrequency and=a fower frequercy:

The used frequency band is relevant for assessing the passive and active environmental
influences.

5.51.3 Further attributes

Further parameters describing influences of the wireless communication system are for
example the number of wireless communication modules and the physical topology.
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5.5.2 Attributes of class WirelessCommunicationFunction
5.5.21 Antenna

The antenna is a very important part of the wireless communication function. It is usually
considered as part of the radio channel. Therefore, it is advantageous to take antenna
parameters into account. This includes the type of antenna (for example dipole antenna,
omnidirectional antenna, slotted hollow conductor, leaky cable, internal antenna, real situations
with not optimized antennas).

A detailed description of the antenna is required for an automated coexistence management.
Therefore, it is part of the capability profile.

5.5.2.2 Further attributes

Further |parameters describing influences of the wireless communication system include, for
example, modulation type, output power and communication cycle.

5.5.3 Attributes of class Referencelnterface

See 5.3|4.

5.5.4 Attributes of class PhysicalLayerInterface

See 5.4|4.

5.5.5 Attributes of class WirelessTopology

The intgntion is that the wireless topology follows the topology of the distributed autpmation
system.|[If the elements of the automation system are installed in a control cabinet, the Wireless
communication module should be installedsoutside. In some cases, it can be reasonable to
connect/more than one automation device-to one wireless communication module. Furthermore,
some wireless technologies require specific infrastructure devices.

5.5.6 Attributes of class WirelessLink

The wirpless link connects\two wireless endpoints. It can be assumed that usually|several
logical ljnks are assigned to one wireless link. In meshed networks, a logical link can|also be
assignef to several wireless links. This is also true when using an infrastructure devicq

74

5.5.7 Attributes of class WirelessEndpoint

The wirg¢less endpoint is part of a physical layer interface. The directed relationship befween a
wirelesq seurce endpoint and a wireless target endpoint is a wireless link.

5.6 Profile development

Figure 2 depicts the comparison of a requirement profile of a spatially distributed automation
system and a capability profile of a wireless communication solution. The successful match of
these profiles for all considered wireless automation applications defines the coexistence state.

The attributes of the wireless industrial automation model described in 5.3, 5.4 and 5.5 are the
starting point for profile development. The values of these attributes influence the time and error
behavior of wireless communication solutions. They are therefore clustered as sets of
application related influencing parameters, environment related influencing parameters, and
wireless device and system related influencing parameters. Based on the influencing
parameters, profiles are derived as shown in Figure 13. The influencing parameters are grouped
into profiles in the class ProfileDevelopment.
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Application related influencing parameters and environment related influencing parameters
contribute to application profile and radio environment profile. Furthermore, wireless device and
system related influencing parameters contribute to the radio environment profile.

class ProfileDevelopment
ApplicationRelated EnvironmentRelated WirelessDeviceAndSystemRelated
InfluencingParameters InfluencingParameters InfluencingParameters
| \\ T —
| N | l
| % ! —
20N | -
| Ve AN | - -
| // \\ | - [
v L -\ \ yad
ApplicationProfile RadioEnvironmentProfile
* *
1.*% *
RadioChannelProfile InterférenceProfile

IEC
Figure 13 — Class ProfileDevelopment

The rad|o channel profile is the part of radio environment profile that refers to the radio channel
model which describes the radio propagation conditions.

The intgrference profile is the part of radio environment profile that refers to interfering wireless
communication solutions,and interfering wireless applications.

As desdribed beforg,vall influencing parameters are affecting the values of the charateristic
parameiers.

The set|of nequired values to be coexistent (see 5.1) for the application profile and the radio
environmeént profile specifies the requirement profile (see Figure 2), which is the benchmark for
coexistence—Fhe—requirement—prefile—specified—from—the—application—point—ef—view usually
contains only implicit descriptions of the radio environment profile. If necessary for planning the
wireless communication systems and for coexistence management, more detailed parameters
for the radio channel profile (for example parameters of the radio channel model) and for the
interference profile are to be considered and the values determined by radio experts.

The set of promised values to be coexistent (see 5.1) for the application profile and the radio
environment profile as well as the parameters of the wireless communication solutions specifies
its capability profile (see Figure 2).The more detailed parameters and their values for the radio
channel profile and the interference profile assumed when planning the wireless communication
solutions should be able to be provided for coexistence management if required.

The set of actual values (see 5.1) for the application profile and the radio environment profile
as well as the parameters of the wireless communication solutions indicates the coexistence
state.


https://iecnorm.com/api/?name=4ab9b821830ce22c456a3594bd5d6ff9

IEC 62657-3:2022 © |EC 2022 - 33 -

6 Architecture of central coordination point

6.1 Model application guidance

Clause 6 is intended to demonstrate the usage of the concept described in this document for
the implementation of coexistence management systems.

One possible implementation of this document is the development of an automated collaborative
coexistence management with central coordination point (CCP). Clause 6 gives an outline of
this example.

Figure 14 shows the relations between models defined in this document and the CCP concept
describdd in IEC 62657-4. With this approach, all information about

— the fequirements of the automation applications,

— the ¢onfigurations of the automation applications,

— the ¢onfigurations of the wireless communication solutions,

— the general conditions of radio frequency regulation,

— the yise of the radio frequency spectrum, and

— the ¢oexistence state

is provided to a central instance, the CCP. The CCPfevaluates the information| makes

predictipns about the coexistence state if necessary and\acts on the wireless commupnication
solutionp or on the distributed automation systems tosensure the coexistence state.

More details about the coexistence management with central coordination of Wwireless
applicatjons can be found in IEC 62657-4.
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Figure 14 — Relation between system models and their application in a CCP concept

The system models described in Clause 5 provide the objects and parameters to be considered
during the CCP concept development. This includes the parameters for the data base service,
values of the application to be measured and to be calculated, the spectrum sensing information
to be determined and the parameters that can potentially be used to control the coexistence

state function.
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6.2 Database service

The database of the CCP should be structured according to the models described in 5.3 and
5.5. Thus, all a priori information on the wireless communication applications subject to
coexistence management can be found here. This includes the required values of the
parameters as well as the current values determined by configuration. For example, this
concerns the required values for the update time of all logical links and currently configured
transmission powers of the wireless devices. The resource engine of the CCP uses the
database services to access the parameters currently required for resource management.

6.3  Status of wireless system

The stammwm_smmmmwmmm_iﬁ. In a
managed wireless communication system, a central instance of the system, for_example a

gateway|, provides the values. In the case of managed devices, however, each wireles$ device
can proyide the status reports independently.

6.4 Status of application

In accofdance with the definition of the term coexistence, the assessment of the application-
related ¢haracteristic parameters is of primary importance in determiining the coexistenge state.
Therefofe, a CCP would base the decisions on the dependabilitytand performance parameters
of releviant logical links. For its measurement function at the “logical target endpojnts are
required. The results shall be transferred to the CCP according to the services spetified in
IEC 62657-4. IEC 62657-4 also describes how the measurement results of individua| logical
links of |different distributed application systems can be combined. Thus, a coexistente state
function| can be created that can express a safety margin to a specified threshold thgt marks
the transgition from the coexistence state to the non-coexistence state (see also IEC 626H57-4:—,
Figure 3).

6.5 Sitatus of radio spectrum

Based gn the parameters of 5.4.1 to 5@.5, radio channel models can be developed which can
be used| for decision making by the«resource engine. The channel models describe the|passive
environmental influences. They aré-stored in the database.

The evdluation of the activevenvironmental influences can be performed using the parameters
of 5.4.6[ In the CCP concept, the spectrum sensing function is provided for the determination
of the s{ate of the radio spectrum. This function can be implemented in a wireless devjce or in
a separate spectrum ‘sensing node. The values of the state of the spectrum can be tranpsmitted
via the $pectrum mahagement services defined for the CCP concept.

6.6 Status analysis

It is important to note that the coexistence state can be assessed mainly through the
application-related parameters. The state of the radio spectrum can give indications of expected
deviations from the normal state. Thus, measures to maintain the coexistence state can be
initiated in time.
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6.7 Resource assighment

The allocation of resources can theoretically be done in the degrees of freedom radio frequency,
time, transmission power/location and coding.

First and foremost, the regionally valid radio frequency regulations shall be respected. These
can be expressed by a country code, for example. For Europe, for example, the products shall
have an implementation that is in line with the RED.

When assigning resources, the value assignment can be considered for all influencing
parameters. For the purpose of resilience, connections can also be terminated, transfer
intervals can be increased or routes of mobile wireless devices can be influenced if this can
prevent mes. mportar O Nnote that Nnot all Wirele omimur dlion app d nshave
ack equally. In the context of industrial automation applications, the priorities important
for prodction shall be taken into account. These priorities are expressed by the required values
of the parameters.
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Le public visé par la série IEC 62657 est indiqué dans le Tableau 1.

Tableau 1 — Public de la série IEC 62657

Public Partie 1 Partie 2 Partie 3 Partie 4
Exigences de Gestion de Architecture et Coordination
communication coexistence utilisation centralisée
sans fil

1. Autorité de v — — —
réglementation

2. Expert IA NG — — —]

3. Propriétaire — v N —
d'ingtallation

4. Fabtricant — v v v
d'appareils

5. Intégrateur systéme V4 V4 NG v

Légendq: v = s'applique plus particulierement au public #; — = il convient que’tout le monde lise ce docpment

Le présent document s'adresse aux propriétaires d'installations qui exploitent des splutions

industrig¢lles sans fil, aux fabricants d'appareils industri€lssans fil, ainsi qu'aux intégra

opérate

Il est
de coex

qu'ils s'assurent que tous les impacts suf>les systemes d'application industrielle

représe
les infor
chaque

Il conv

leurs appareils et systemestsans fil afin de gérer la coexistence des applications indu

sans fil

les intenfaces de connéxion d'appareils pour une gestion automatique de la coexistenc

Il conv
en colla
les syst

Le prégent document fournit des parameétres et des interfaces essentiels a la

de coex

irs de systémes sans fil.

nécessaire que les propriétaires d'installations comprennent la nature d
stence relatif aux systémes d'automatisation sans fil. En outre, il est né

ntés par des parametres sont .pris en compte. Le présent document leul

mations nécessaires pour comprendre les parametres de gestion de coexisf
relation pour une exploitatien_fiable des installations.

ent que

selon I'lEC 62657/-2. Le présent document définit les paramétres conn

mettent en ceuvre et
les fabricants d'aj

ent queldes
boration-—avec

intégrateurs systémes congoivent,
les propriétaires des installations et

teurs et

e |'état
cessaire
sans fil
fournit
ence et

les fabricants’ d'appareils fournissent des paramétres quantitatifs sur

strielles
exes et
e.

gerent,
pareils,

bmes d'automatisation industrielle sans fil tout au long du cycle de vie des instd|llations.

gestion

stanca nar las intdarataures svctamasc
SteRGe-pPat—+18sHtegiateutSSyYSteRes-

L'un des objets du présent document est de décrire les caractéristiques d'une gestion
de coexistence collaborative automatisée afin d'élaborer des solutions, par exemple un point
de coordination central (CCP, Central Coordination Point), avec une approche réseautique
définie par un logiciel pour une utilisation flexible du spectre de fréquences ou en utilisant
un systéme mondial de navigation par satellite (GNSS, Global Navigation Satellite System)
pour une utilisation du spectre de fréquences fondée sur la localisation.

La Figure 1 représente la relation entre les parties de la série EC 62657.
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Figure 1 — Relation entre les parties de la série IEC 62657
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RESEAUX INDUSTRIELS -
COEXISTENCE DES SYSTEMES SANS FIL -

Partie 3: Description formelle de la gestion automatisée
de la coexistence et recommandations d'application

1 Domaine d'application

La prégente partie de I'lEC 62657 spécifie une approche type générale pour da
automalisée de la coexistence et fournit des recommandations d'application~ Le

docume
les fong

abstraite des éléments, des propriétés et des interfaces des systémes, et spécifie les 1
entre leg parameétres influents et les paramétres caractéristiques spécifiés-dans I'lEC
et I'EC [62657-2.

NOTE L
de la des

2 Réflérences normatives

Les doc
de leur
['édition
de référ

IEC 617
de sécu|

IEC 626
Partie 1

IEC 626
de coex|

IEC 626
de coex|

t décrit I'utilisation des parameétres connexes et des interfaces pour établiret n
tions de gestion automatique de coexistence. Il spécifie également’une des

IEC 62657-4 spécifie I'approche du point de coordination central/comme un exemple d
ription formelle du présent document.

uments suivants sont cités dans le texte de.sorte qu'ils constituent, pour tout g
contenu, des exigences du présent document. Pour les références datée
citée s'applique. Pour les référencesxnhon datées, la derniére édition du dd
ence s'applique (y compris les éventuels amendements).

84-3, Réseaux de communication industriels — Profils — Partie 3: Bus dg
rité fonctionnelle — Régles générales et définitions de profils

57-1, Réseaux de comimunication industriels — Réseaux de communication s
- Exigences de communication sans fil et considérations relatives au spectre

57-2:—1, Rése€auX industriels — Coexistence des systémes sans fil — Partie 2:
jstence

57-4:—2_Réseaux industriels — Coexistence des systémes sans fil — Partie 4:
jstefice- avec coordination centralisée des applications sans fil

gestion
présent
aintenir
cription
elations
52657-1

utilisation

u partie
5, seule
cument

terrain

ans fil —

Gestion

Gestion

1 En cours d'élaboration. Stade au moment de Ia publication: IEC FDIS 62657-2:2022.

2 En cours d'élaboration. Stade au moment de la publication: IEC FDIS 62657-4:2022.
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mes, définitions et abréviations

énéralités

Pour les besoins du présent document, les termes et définitions suivants s'appliquent.

L'ISO et I'lEC tiennent a jour des bases de données terminologiques destinées a étre utilisées

en norm

e |EC
e |SO

alisation, consultables aux adresses suivantes:

Electropedia: disponible a I'adresse http://www.electropedia.org/

Online browsing platform: disponible a I'adresse http://www.iso.org/obp

3.2 T
3.2.1

sGreté de fonctionnement

aptitude

Note 1 a
la mainte
que la du

Note 2 a
temporell

[SOUR(

3.2.2

systéme d'automatisation industrielle

ensemb

3.2.3
liaison
relation

d'automptisation réparti

3.24
messag
informat
récepte

[SOUR(

3.2.5

ermes et définitions spécifiques au présent document

a fonctionner quand et tel que requis

I'article: La sareté de fonctionnement comprend la disponibilité, la' fiabilité, la récu
abilité, I'efficacité de la logistique de maintenance et, dans certains cas, d'autres caractéristiq
abilité, la sdreté et la sécurité.

bs de qualité d'une entité.

E: IEC 60050-192:2015, 192-01-22]

e d'applications d'automatisation industrielle interdépendantes

ogique
entre les points limites logigues des fonctions d'automatisation locales d'un

e
ion qui est trahsmise en un ou plusieurs paquets par un émetteur a un ou p
irs

E: IEC\60050-821:2017, 821-11-29]

bérabilité,
ues telles

I'article: Le terme "sOreté de fonctionnement" désigne collectivement I'ensemble des caractgristiques

systéme

lusieurs

facteur

de pertes de messages

rapport, exprimé en pourcentage, du nombre de messages non délivrés divisé par le nombre
total de messages au cours d'un intervalle de temps T, et ou le nombre de messages
non délivrés est la différence entre le nombre de messages arrivant au point de flux d'entrée et
le nombre de messages délivrés au point de flux de sortie dans une connexion point a point

3.2.6
fiabilité
fiabilité

d'une entité

aptitude d'une entité a remplir une fonction requise dans des conditions et pendant une durée
spécifiées

[SOURCE: IEC 60050-603:1986, 603-05-01]
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Afin de faciliter la compréhension, les termes les plus importants de I'lEC 62657-2 utilisés dans
le présent document sont répertoriés, mais leurs définitions ne sont pas répétées dans la liste.

Influence environnementale active.

Exigences de communication de I'application.

Lieu de fonctionnement.

Gestion de coexistence collaborative automatisée.
Application d'automatisation.

Numéro de canal.

Coexistence.

Gestion de coexistence.
Gestionnaire de coexistence.

Geslion de coexistence collaborative.
Dispionibilité de communication.

Charge de communication.

Fréquence de coupure.

Appareil.

Distance entre des appareils sans fil.
Systéme d'automatisation réparti.
Cycle de service.

Brodillage électromagnétique.

Bandle de fréquences.

Largeur de bande de fréquences.

Canal de fréquences.

Application d'automatisation-industrielle, voir application d'automatisation.

Rés¢au de communication industriel.
Application industrielle) scientifique et médicale.

Appareil d'infrastructure.

Broyillage.
Intenvisibilite:
Cycle dewie.

|_|gn visuelle (I ﬂQ)

Fréquence de coupure inférieure.
Modulation.

Condition environnementale naturelle.
Réseau.

Topologie de réseau.

Sans visibilité directe (NLOS).
Période d'observation.

Ligne visuelle obstruée (OLOS).
Paquet.

Influence environnementale passive.
Exigences de performances.
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Liaison physique.

Installation.

Densité spectrale de puissance.
Canal radio.

Environnement radioélectrique.

Interface de référence.

—47 —

Réglement régional des radiocommunications.

Déplacement relatif.

Intervalle de transfert.

Séquience d'émetteur.

Temjps d'actualisation.

Fréquence de coupure supérieure.
Appliication sans fil.
Communication sans fil.

Solution de communication sans fil.
Systéme de communication sans fil.
Appareil sans fil.

Solution sans fil.

Norme ou technologie sans fil.

3.4 Apbréviations

BNC
CCP (Central Coordination Point)
DAA (Petect And Avoid)

EMI (Electromagnetic Interference)

GNSSY (Global Navigation Satéllite System)

E/S
IA (Inqustrial Automation)
ISM

LBT (Listen<Before Talk)
LOS (Line‘of sight)

Appllication de communication sans fil.

Bayonet Neill-Concelman
Point de coordination central
Détection et évitement
brouillage électromagnétique
Systéme mondial de navigation par s
Entrée/sortie
Automatisation industrielle

application industrielle, scientifique §
médicale

Ecouter avant d'émettre
Ligne visuelle

s

M
NLOS (Non-Line Of Sight)

OLOS (Obstructed Line Of Sight)

P95

PCB (Printed Circuit Board)

PLC (Programmable Logic Controller)
DSP

RED (Radio Equipment Directive)

RF
SIL (Safety Integrity Level)
XML (Extensible Mark-up Language)

Meteut
Sans visibilité directe

Ligne visuelle obstruée
Quantile

Carte de circuit imprimé
Automate programmable
Densité spectrale de puissance

Directive relative aux équipements
radioélectriques

Radiofréquence
Niveau d'intégrité de sécurité
Langage de balisage extensible

atellite

—
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4 Gestion de coexistence collaborative automatisée

4.1 Motivation

Il convient que les systémes de communication sans fil pour les applications d'automatisation
industrielle adoptent un processus de gestion de coexistence qui peut étre maintenu tout
au long du cycle de vie de I'application d'automatisation. Les paramétres de gestion
de coexistence sont définis de maniére formelle afin de permettre une description formelle
du processus de gestion de coexistence. L'utilisation slire des systémes de communication
sans fil au cours du cycle de vie de I'application d'automatisation repose sur cette description
formelle, en particulier si une gestion de coexistence collaborative doit étre utilisée.
Selon I'EC 62657-2, la gestion de coexistence collaborative automatisée est une forme
degesti de—coexistence—auiestorise—en—chargepardes—outistogict S g es—dHA erfaceS
définies|entre I'outil et les systémes de communication sans fil. L'adjectif "collaborative’ indique
que toys les systémes sans fil impliqués fournissent les informations nécessaires et
peuvenf étre influencés en fonction de I'objectif global des applications d'automatisatign.

Le présent document spécifie les éléments, les propriétés et les interfaces des syjstémes,
ainsi que les relations entre les parameétres influents et les paramétres caractéfistiques
spécifiép dans I'lEC 62657-1 et I'lEC 62657-2. Il décrit les paramétres\pertinents a utiliger dans
une specification de profil. Etant donné qu'une spécification \de profil est I'abgtraction
de nomlbreux cas d'utilisation, les paramétres utilisés a cette fin\sont également abstrgits.

Le prés¢nt document peut étre utilisé pour apporter une contribution aux réglements nationaux
et régidnaux. Il ne dispense pas les appareils de sewconformer a toutes les exigences
de ces rléglements.

4.2 Sicénarios d'application
4.21 Généralités

La gestion de coexistence collaborative® automatisée vise a fournir une analyse de I'état
de coexjstence qui fluctue en temps-reel et met en ceuvre de fagon autonome la |solution
permettant de stabiliser le fonctionnement des applications sans fil. Ses fonctions sont
les suivantes:

— trouyer des solutions aux\problémes de coexistence;
— optimiser le plan de-gestion de coexistence;

— prendre en charge\des applications sans fil robustes et flexibles, méme en cas de fluctuation
dynamique de{l’'environnement radioélectrique;

— favoriser la‘mise en ceuvre rapide de nouvelles applications industrielles sans fil;

— optimiserune solution en identifiant la cause des problemes a partir d'une large
compinaison de parametres de gestion de coexistence.

Elle permet de fournir un processus de travail efficace pour la maintenance du systéme sans fil.

La gestion automatisée de la coexistence offre différents avantages:

e réduction ou élimination des brouillages menant a des indisponibilités fortuites;

e réduction ou évitement des résolutions de panne pénibles, colteuses et chronophages;

e réduction des efforts et du temps nécessaire pour introduire de nouvelles applications sans
fil.

Le 4.2 décrit les scénarios d'application types de la gestion de coexistence collaborative
automatisée dans le cycle de vie de I'ensemble d'une installation.
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4.2.2 Mise en place d'une automatisation industrielle sans fil
4.2.2.1 Généralités

Deux types de projets sont en cours pour la création d'une application d'automatisation
industrielle. L'un est un projet sur une zone verte, I'autre un projet sur friche industrielle.
Du point de vue de la gestion de coexistence, les scénarios d'application utilisés avec la gestion
de coexistence collaborative automatisée pour ces deux types de projets sont décrits en 4.2.2.

4.2.2.2 Projets sur zones vertes

Les projets sur zones vertes correspondent a de nouvelles installations construites a partir
de zéro

Les solytions de communication sans fil sont planifiées et congues en fonction deslexigences
de communication de [l'application. Les paramétres d'influence liés aux |systémes et
aux appfareils sans fil sont stockés pour étre utilisés aux fins de la gestion-automatisée de
la coexistence. Pour évaluer les conditions de propagation, les brouillages pertinents et
les effefs de ces brouillages, I'environnement radioélectrique est étudié'al'aide, par exemple,
d'analydeurs de réseaux ou d'outils de détection du spectre. Les parametres influents liés a
I'environnement, par exemple les signaux radio, les radiofréquences, les cycles de sgrvice et
leurs fllictuations, sont enregistrés et stockés dans la base.de données du gestjonnaire
de coexjstence collaborative. Ces informations peuvent également étre utiliségs pour
configurler de nouvelles applications sans fil de maniére appropriée.

Les inJestigations a l'aide de la gestion de coexistence collaborative en conditions
de labonatoire peuvent également étre utiles pour, preparer la mise en ceuvre d'une |solution
sans fil lorsque I'environnement d'accueil n'est pastencore disponible (lors de la congtruction
d'un nodivel atelier de production, par exemple)«

4.2.2.3 Projets sur friches industrielles

Les projets sur friches industrielles sont réalisés sur des terrains qui ont déja été exploités a
des fins|de fabrication ou de traitement. La nouvelle solution sans fil doit étre intégrée § la mise
en ceuvle existante.

Au cours de la planification,~de l'ingénierie et de la mise en ceuvre d'une nouvelle |solution
sans fil [pour des projets sur friches industrielles, les risques de collision et de spectre déja
attribué|doivent étre analysés. Selon les exigences de communication de l'application, il est
possiblg que les solutions existantes doivent étre reconfigurées. Les valeurs des parpmetres
influents doiventi&€tre incluses dans les mises en oceuvre de la gestion de coexistence
collaborative.

4.2.3 Fonctionnement et maintenance de I'automatisation industrielle sans fil

4.2.3.1 Généralités

Lors du fonctionnement des applications d'automatisation sans fil de l'installation,
le gestionnaire de coexistence collaborative surveille en continu la condition de coexistence.
Les travaux de maintenance de l'automatisation industrielle sans fil spécifiés en 4.2.3
peuvent étre menés efficacement en utilisant la gestion de coexistence collaborative.

4.2.3.2 Dégradation de I'état de coexistence

Lorsque la fonction d'état de coexistence descend & un niveau non accepté
(voir I'lEC 62657-4:—, Figure 3), la phase de maintenance de la gestion de coexistence
est lancée pour rétablir I'état de coexistence. Il convient que la gestion de coexistence
collaborative calcule et réaffecte les ressources du spectre en fonction du niveau
des paramétres de performance connexes afin d'atteindre a nouveau I'état de coexistence.
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4.2.3.3 Reconfiguration d'un systéme de communication sans fil

La reconfiguration d'un systéme de communication sans fil est lancée en fonction des besoins
de [l'application d'automatisation. Les exigences de I'application varient, par exemple
des appareils sans fil peuvent étre ajoutés ou retirés, des appareils peuvent étre déplacés ou
le volume du trafic de données peut varier. La reconfiguration est également utile lorsque I'état
de coexistence est influencé et fluctue en raison de I'évolution de I'environnement
de propagation radioélectrique. Dans ce cas, la gestion de coexistence collaborative contribue
a réduire le plus possible les risques et les processus de travail afin de maintenir
I'automatisation industrielle sans fil.

Si des applications sans fil déja actives contiennent des solutions sans fil de classes

d'a ||C tione accantigllac (Nnar avamnla dac claccac d'annlicatinne Ao cAdouritd fnnnfionne”e
pplications—essentiolos—{par-exemplo—des—classes—d applications—de-sdcurité—fonsti

ou de cgmmande essentielle), il convient que la gestion de coexistence collaborative ‘ngl modifie
pas les |ressources de spectre pour ces solutions afin de réduire le plus possible, les|risques
lors de I'exploitation d'une installation.

4.2.3.4 Dépannage

La gestijon de coexistence collaborative enregistre en continu les pafameétres de perfgrmance
et les paramétres caractéristiques de l'automatisation industriellé sans fil. Elle confribue a
analysef la cause et le mécanisme de la panne. Elle reconfigure alors les ressources du|spectre
comme |a fréquence, les canaux, la durée de transmission et la‘topologie du réseau en fonction
de la cajuse de la panne.

4.2.4 Zones controlées/non controlées

En ce |qui concerne la gestion de coexistence - dans les applications d'automatisation
industriglle, il peut étre nécessaire de diviser lazonhe géographique d'une installation en zones
controlégles et non contrélables/publiques. Dans les zones contrdlées, I'état de coexistence
de tous [les appareils gérés est suivi par laggestion de coexistence collaborative.

La gestjon de coexistence collaborative surveille également le spectre radioélectrique dans

les zongs non contrélées afin ~d'identifier les risques potentiels pour les systémes

de com:£unication sans fil dans les zones controlées. Elle contribue a la |stabilité
|

du foncfionnement des sysiémes de communication sans fil dans les applications
d'automfatisation industrielle

4.2.5 Appareil avec/sans techniques d'atténuation

La gestipn de coexistence collaborative lit les paramétres associés a la technique d'attgnuation
d'un aplpareil 'sans fil géré, comme un niveau de commande de puissance, l'affectation
de créngeauxhpraires, le choix de fréquences, I'écoute du canal avant d'émettre (LBT), dinsi que
la détegtion et I'évitement (DAA). Elle configure ensuite ces paramétres afin d'optimider I'état

de coex ctoanca danc la racnact dAu raalamant rAaian
SteRee—aansSretesSpectautegrement+egton

| dac radincommiinicatinone
—a eSO o HEAHO RS

Dans le cas de la fabrication d'appareils sans fil a faible colt alimentés par batteries et congus
pour des applications non essentielles, les techniques d'atténuation peuvent ne pas étre mises
en ceuvre. La raison est que le mécanisme nécessite une puissance de calcul qui diminue
la durée de vie de la batterie.

La gestion de coexistence collaborative utilise des appareils avec atténuation et
sans atténuation dans la méme installation. Elle permet une incidence minimale sur
le brouillage mutuel par I'affectation de ressources de spectre dans les domaines fréquentiel,
temporel et spatial.
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Appareils fixes, mobiles ou rotatifs

La distance entre des appareils sans fil détermine I'atténuation, qui est une propriété importante
du canal de radiofréquences. Elle dépend de la position des appareils sans fil, essentiellement
déterminée par l'application d'automatisation.

En général, les appareils fixes sont destinés a la surveillance et au contréle continus dans
les applications d'automatisation. Certains appareils sont situés dans un environnement a
trajets multiples comme un enchevétrement de conduits. Certains de ces appareils peuvent étre
utilisés pour des applications essentielles. Afin de satisfaire aux exigences de leur application
d'automatisation, la gestion de coexistence collaborative donne la priorité a ['affectation
de ressources de spectre pour ces appareils.

Dans le
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Figure 2 — Profil d'exigences d'un systéme d'automatisation réparti dans I'espgace
recouvert par un profil d'aptitude d'une solution de communication sans f

La répatftition spatiale des fonctions d'automatisation résulte de la répartition spatiale naturelle
d'un systeme physique. Le systéme physique et son.environnement déterminent égplement
les exigences de la solution de communications sans fil. Ces exigences sont décrites|a l'aide
d'un prdfil d'exigences.

Un profil d'exigences correspond a l'ensemble des valeurs exigées d'un ensemble défini
de parameétres. L'ensemble défini de parametres comprend les paramétres de perfornjance et
de siOrdté de fonctionnement (paramétres caractéristiques) ainsi que les paraméjres qui
décrivent les conditions (paramétres_influents), autrement dit I'application et I'environnement
(voir I'lEC 62657-2:—, Article 6’ L'ensemble de valeurs promises pour cet empsemble
de parafneétres ainsi que pour les jparameétres de la solution de communication sans fil cponstitue
le profil|d'aptitude. Les décisions quant au respect par une solution de communication| sans fil
des exigences d'une application d'automatisation peuvent étre étayées par la comparaison
du profi| d'exigences et du profil d'aptitude. La Figure 2 représente de maniére schématique
I'exemple d'un profil d'exigences d'un systéme d'automatisation réparti dans I'espace rgcouvert
par le profil d'aptitude d'une solution de communication sans fil.

Le profil d'exigences représente la capacité maximale demandée par I'utilisateur et donc
la demandé“la plus complexe pour le systétme de communication sans fil (scénario| le plus
défavorable). Le profil d'aptitude représente la capacité minimale promise pour le $ysteme
de communication sans fil dans des conditions données.

Les valeurs réelles de I'ensemble des parameétres varient entre ces deux états. Les valeurs
réelles des paramétres peuvent varier autour d'une valeur moyenne. Des systémes résilients
peuvent ainsi étre congus. Toutefois, lorsqu'une limite fixée par accord est dépassée,
I'application de communication sans fil correspondante passe a |'état d'échec. La coexistence
sans fil est détériorée et I'état de coexistence sans fil est défini sur "false".

La gestion de coexistence sans fil est recommandée lorsque plusieurs solutions
de communication sans fil sont utilisées au sein d'une usine, lorsque des brouillages
électromagnétiques (EMI) sont susceptibles de se produire ou lorsque des applications
industrielles, scientifiques et médicales (ISM) peuvent créer des brouillages.
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Malgré les incidences mutuelles des solutions sans fil, les valeurs réelles des paramétres
ne doivent pas enfreindre les valeurs exigées. Cela signifie que la gestion de coexistence
se concentre sur les profils d'exigences des applications et peut utiliser les degrés de liberté
des profils d'aptitude (par exemple, canal de fréquences, largeur de bande, schéma de codage,
direction de propagation) pour maintenir I'état de coexistence. A chaque nouvelle solution sans
fil installée, les degrés de liberté des profils d'aptitude diminuent. Si un profil d'aptitude
ne recouvre plus le profil d'exigences de I'application, il n'est plus possible d'utiliser
la communication sans fil dans cette installation.

En résumé, les valeurs des différents paramétres décrivent I'état de coexistence sous trois
aspects:

a |a V3 laur exiade-pnolrassurar la caavictance-
Gro-tH—x1g8-6—p- o tH—a5SHF8 a0 xISteREe

b) la valeur promise pour assurer la coexistence;
c) lavgleur réelle de I'état de coexistence.

L'Articlg 5 spécifie la méthode utilisée pour décrire la coexistence a I'aide,de ‘deux modeles:

— le mpdéle de coexistence sans fil en 5.2;
— le mpdéle d'automatisation industrielle sans fil en 5.3, 5.4 et 5.5;
et le comcept de profils en 5.6.

5.2 Modéle de coexistence sans fil
5.2.1 Généralités

Le modgle utilisé est conforme a I'ISO/IEC 195051, en particulier le diagramme de [classes
avec sgs attributs et ses relations. Les noms'des classes et des attributs sont pbtenus
en concpténant des mots en majuscules.

5.2.2 Classe CoexistenceSystem

La classe du systeme de coexistence, nommée CoexistenceSystem, est composée le deux
classes| voir Figure 3. La classeWirelessIndustrialAutomation représente I'objet de la[gestion
de coeXistence. La classe CoexXistenceManagementSystem représente le systéme |[qui met
en ceuvie les mesures de planification, de maintenance et de restauration de I'état
de coexjstence.

Classe CoexistenceSystem

CoexistenceSystem

PR G S—

WirelessindustrialAutomation CoexistenceManagementSystem

IEC

Figure 3 — Modéle de classe du systéme de coexistence
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5.2.3 Classe WirelessIndustrialAutomation

La classe d'automatisation industrielle sans fil est nommée WirelessIndustrialAutomation.

Un exemple simple est utilisé pour I'élaboration du modéle d'automatisation industrielle sans fil.

EXEMPLE Le systeme physique comprend une télécommande mobile équipée d'un interrupteur et le moteur
d'un chariot porte-palan (voir Figure 4). L'interrupteur commande le déplacement du chariot. Le signal
de commutation est détecté par un module d'entrée et envoyé a un automate logique programmable (PLC). Le signal
de sortie est alors déterminé et envoyé a un module de sortie. Le module de sortie transmet le signal au moteur.
L'interrupteur et le moteur sont mobiles. Selon leurs taches, le module d'entrée fait partie de la télécommande et
le module de sortie est situé a proximité du moteur du chariot. Le PLC est situé au centre. Ainsi, le systéme
d'automatisation, composé d'un module d'entrée, d'un module de sortie et d'un PLC, est réparti dans I'espace et
contient des éléments mobiles.

Un systeme de communication sans fil est utilisé pour connecter les appareils (qQui|mettent
en ceuvle les fonctions d'automatisation locales. Les modules sans fil qui mettent en ceuvre
les fonclions de communication sans fil sont couplés aux appareils ."du $ystéme
d'automptisation. Les conditions de propagation radioélectrique et les brouillages |sans fil
caractéfisent l'environnement radioélectrique et ont une incidence suf)la communication
sans fil.

Automatisation industrielle sansil

Influences environnementales
acijves et passives

Environnement
radioélectrique

Fopctions de (( )) Systéme de
communication communication
sanms fil sans fil
b | L |

ofctions Systéme

\ - Module Module ¢ L
d'automatisation d'entrée RPLC de sortie d’autolmatlsatlon
locples | I réparti
Fopctions
du|systéeme r @ Systéeme physique
physique

IEC
Figure 4~ Structure de I'automatisation industrielle sans fil

La Figure 5 représente les interfaces entre les différents systémes. L'interface du systéme
physique représente la connexion entre un appareil d'automatisation et un actif physique,
par exemple. des interrupteurs, des capteurs de température, des vannes ou des moteurs.

L'interface de référence est l'interface entre un appareil d'automatisation et un module
de communication sans fil. Selon la mise en ceuvre, l'interface peut étre une interface
de communication en série ou en parallele comprenant des fonctions d'échange de données,
par exemple des protocoles de communication. Comme cela est décrit en 5.3.4, l'interface
de référence est essentielle pour évaluer la qualité de la communication et donc pour I'état
de coexistence.

L'interface de la couche physique détermine le passage du signal radio vers le canal
de communication. La densité de puissance du signal au niveau de cette interface peut
provoquer des brouillages. Le signal regu par cette interface peut étre influencé par
les conditions de propagation et les brouillages, et aboutir a I'échec d'une réception de paquet.
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Automatisation industrielle sans fil
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Figure 5 — Interfaces de I'automatisation industrielle san’s fil
Méme ki le systéme physique est a l'origine des exigences jrelatives aux systémes
de communication sans fil et a leur coexistence, il n'est pas nécessaire de I'étudier dayantage
dans la[suite du document. L'interface de référence constitue-la référence en ce qui cpncerne
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Classe WirelessindustrialAutomation

WirelessIindustrial Automation

T 1 ¢ 1 T 1
1.* | I 1
DistributedAutomationSystem RadioEnvironment
1.* 1
1.* 1
1 1.* 1.*

WirelessCommunicationSystem

IEC

Figure 6 — Modéle de classe de.lazone
a I'étude pour l'automatisation industrielle sans fil

Du point de vue de l'utilisation de la communication sans fil pour les applications
d'automptisation industrielle, le systeme d'automatisation réparti et I'environnement
radioélectrique doivent par hypothése étre donnes. Les solutions de communication|sans fil
sont chpisies, configurées et gérées en fonction de la coexistence, selon les exigences
associées. Pour cette raison, I'Article 6«commence par décrire le modéle du s$ystéme
d'automptisation réparti (voir 6.1), puis_le* modéle de I'environnement radioélectrique |et enfin
le modélle du systéme de communication sans fil.

La desfription des paramétres® peut étre consultée du 5.3 au 5.5. Ces schémas XML
peuvent étre utilisés pour la, mise en ceuvre d'applications de gestion de coexistence,
par exemple pour un pointsde* coordination central, conformément a I'lEC 62657-4.

5.2.4 Classe DistributedAutomationSystem

La clasge du systeme d'automatisation réparti est nommée DistributedAutomationSystem.

La Figure ~/représente les éléments, les relations et les interfaces d'un systéme
d'automjatisation réparti en s'appuyant sur I'exemple précédent d'automatisation industrielle
sans fil. Les fonctions d'automatisation locales mises en oeuvre dans les appareils
d'automatisation comme les modules d'E/S, les transmetteurs de température, les régulateurs
de soupape ou les contrdleurs d'entrainement sont les éléments des systémes d'automatisation
répartis. Les liaisons logiques expriment le transfert, par exemple, de données d'entrée et
de sortie vers le point limite logique. Des liaisons logiques peuvent également décrire
la transmission de données de configuration ou de diagnostic. Ces liaisons forment
une topologie du systéme d'automatisation. Les connexions de diffusion ou de multidiffusion
sont exprimées par un ensemble de liaisons logiques avec le méme point limite source.
Ainsi, plusieurs résultats et les points limites cibles d'une transmission de multidiffusion
peuvent étre modélisés.
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Le fonctionnement approprié des fonctions d'automatisation locales et de
du systéme dépend de la sdreté de fonctionnement des liaisons logiques. Cela sign

I'ensemble

ifie que

la disponibilité de communication des données adéquates aux points limites logiques cibles
de l'interface de référence a une incidence sur le fonctionnement de I'application. Il est ainsi
nécessaire de faire en sorte que l'application mette a disposition les données de maniére sire

au point limite logique source.
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Figure 7 — Systéme d'automatisation réparti
La Figure 8 représente l'abstraction d'un systéme.d'automatisation réparti comme |modeéle
de systéme. La classe LocalAutomationFunction décrit les éléments et la| classe
LogicalTopology Il'ensemble des relations” entre ces éléments. La | classe
LocalAutomationFunction posséde une interface externe appelée Referencelnterface.|Le nom
d'objet Referencelnterface indique que tous‘les paramétres qui caractérisent la réaqtivité et

les défdjillances d'un systéme de communication sans fil se rapportent a cette interfacg.
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Classe DistributedAutomationSystem
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IEC
Figure 8 — Modéle du systéeme d'automatisation réparti

Une forjction d'application locale estimise en ceuvre dans un appareil d'automatisItion ou
dans un| appareil d'automatisation sans fil. Un appareil d'automatisation sans fil, par ¢xemple
un appdreil d'E/S sans fil ou un-transmetteur de température sans fil, peut également gontenir
un modyle de communication sans fil. L'appareil d'automatisation sans fil contient l'interface
de référence avec ses poinis.limites logiques.

5.2.5 Classe RadioEnvironment

La Figure 9 décrit en particulier I'environnement radioélectrique. L'environnement
radioélgctriquenest le facteur décisif de la coexistence sans fil. Les brouillages qui rgsultent
de propgagations de signaux non désirés pendant la transmission de données prévue peuvent
empéchgeriyune receptlon correcte En outre, Ie systeme phy3|que par exemple Ies machines,
les systemes—de—eanalisations—tes—murs—ou—dautres—eguipemen ehuation,
la réflexion ou la dlffractlon d' un signal et donc une atténuation |mportante Le rapport entre
la force du signal recherché et la force du brouillage est décisif pour une réception correcte.
Il convient toutefois de noter que les signaux de brouillage sont également atténués. L'influence
des obstacles et des matériaux réfléchissants sur la propagation du signal est rendue par
le terme "influences environnementales passives". L'influence des signaux de brouillage est
rendue par le terme "influences environnementales actives".
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Figure 9 — Environnement radioélectrique

pertinents sont les classes PassiveEnvironmentallnfluence et ActiveEnvironmentalln
La clasge PassiveEnvironmentallnfluence est composée d'instances de la
PropagationCondition. L'interface entre I'environnement radioélectrique et le
de communication sans fil est modélisée comme une interface externe
PhysicalLayerInterface. Les instances de cette interface peuventétre des connecteu
des antennes a cartes de circuit imprimé (PCB) ou des antennes a puces, voir Fig
Figure 10.

La

classe ActiveEnvironmentallnfluence est une agrégation des

e 10 représente un modéle de systéme pour la classe RadioEnvironment. Les éléments

fluence.
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ure 6 et

classes

InterferingWirelessCommunicationApplication et InterferingWirelessApplication.

Ces ded
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les appl
scientifi
savoir ¢

x classes peuvent, par exemple, se trouver sur une propriété voisine et échapper ainsi

ur sont

cations sans communication de données, par exemple les applications industrielles,
ues et médicales (ISM), ainsi que“les émissions provenant d'autres équipements, a
bs brouillages électromagnétiques (EMI). La classe ActiveEnvironmentallnflugnce est

en relaﬂ:on avec la classe PassiveEnvironmentallnfluence. Cela signifie que les influences

environ

avant dg faire effet. Non seulement le signal utilisateur est atténué, le signal d'un b
I'est également.

Les attributs pertinents-de-toutes les classes sont définis en 5.4.

ementales actives sont. impactées par les influences environnementales passives

fouilleur
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5.2.6 Classe WirelessCommunicationSystem

Figure 10 — Modéle du systéme de I'environnement radioélectrique
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L'ensemble de fonctions de communication sans fil qui dépendent les uns des autrgs forme

le systtme de communication sans fil (voir

Figure 11).

La classe se [nomme

WirelesCommunicationSystem. Lgs-liaisons sans fil relient les modules radio conformément

aux exigences du systéme d'automatisation réparti. Toutefois, la topologie sans fil ng
ement sur la topologie legique. Les exigences de la technologie ou de la norme
et les ipfluences environnémeéntales attendues doivent également étre prises en

pas seu

repose
sans fil
compte.

Par exemple, il peut étrefigcessaire d'utiliser des appareils d'infrastructure comme des [stations

de base| qui n'ont aucun lien direct avec I'application.
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Figure 11 — Systéme de communication sans fil
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Au niveau de l'interface de la couche physique, les effets de I'environnement radioélectrique
peuvent étre influencés ou observés. Les fonctions de communication sans fil peuvent
permettre de s'assurer que les transmissions radio défaillantes ne deviennent pas perceptibles
dans l'interface de référence. Les mesures suivantes peuvent étre mises en ceuvre a cette fin:

— adaptation de la puissance de transmission;

— méthodes de codage des sighaux;

— méthodes de modulation;

— choix du canal radio;

- répé

- proc,

tition des transmissions;

adures de redondance:

— optif

—  méth

La Figu
de syst
Wireles
Wireles
Cette in
la class
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La clasg
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Un ens
physiqu
des liais
aux con

Elle ne dloit pas nécessairement correspondre a la topologie logique. L'asymétrie des co

de prop
les tran
un ense
les poin

Les attributs pertinents peuvent étre définis pour toutes les classes.

hisation du filtre de réception; ou
odes de correction des erreurs.

e 12 représente l'abstraction d'un systéme de communication sans\ fil comme
eme. La classe WirelessCommunicationFunction décrit les éle¢ments et Ia
ETopology I'ensemble  des  relations entre ces gléments. La
ECommunicationFunction posséde une interface externe appelée Referenceln
terface est partagée avec la classe LocalAutomationFunection (voir 5.3.2). E
e WirelessCommunicationFunction est en relation avec\la classe RadioEnvi
ais de l'interface de la couche physique (voir 5.2.5).

est une relation unidirectionnelle entre deux:instances de la classe WirelessE
emble d'instances de la classe WirelessEndpoint forme l'interface de la
. Les liaisons sans fil fournissent l'inftastructure nécessaire a la mise en
ons logiques. La topologie sans fil*est congue conformément aux exige
ditions du systéme d'automatisatiofi® réparti et de I'environnement radioélg

hgation radio est prise en compte en utilisant deux liaisons sans fil antiparallé
smissions acquittées. La,_multidiffusion ou diffusion sans fil est modélis
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Figure 12 — Modéle du systéeme de communication sans fil

Les fopctions de communication “sans fil sont mises en ceuvre dans un |[module
de communication sans fil. Ce medule peut étre intégré dans un appareil d'automatisation
sans fil pu peut étre indépendant,\par exemple un adaptateur sans fil.

5.2.7 Classe CoexistenceManagementSystem

Le systéme de gestion.de coexistence utilise des mesures, du matériel et des logicigels pour
gérer lg coexistences'La classe se nomme CoexistenceManagementSystem. Elle détermine
la valeuf des parameétres dans les différentes phases du cycle de vie et configure le g$ystéme
d'automptisation-réparti et le systtme de communication sans fil. Le systéme de|gestion
de coexjstence dispose d'interfaces appropriées a cette fin.

5.3 Parametres influents liés a I'application
5.3.1 Attributs de la classe DistributedAutomationSystem
5.3.1.1 Dimension spatiale de I'application

La dimension spatiale de I'application résulte en premier lieu du systéme physique a contréler.
Cependant, pour plusieurs raisons, la mise en ceuvre des fonctions d'application peut varier
en fonction des éléments du systéme physique, par exemple un contréleur d'entrainement
sans fil aura probablement une position différente du moteur. La dimension spatiale
de l'application résulte donc des appareils d'automatisation aux positions latérales. Elle décrit
la longueur, la largeur et la hauteur de I'espace que la solution de communication sans fil doit
couvrir. La dimension spatiale permet d'estimer [I'extension exigée de Ila solution
de communication sans fil et d'évaluer les influences environnementales passives. Les valeurs
exigées indiquent la dimension spatiale minimale qui doit étre prise en charge par la solution
de communication sans fil.
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