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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 7: Profiles

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for sfandardization-cpmprising
all ngtional electrotechnical committees (IEC National Committees). The object\ of |EC N promote

: - ; . ) S ; fields. To

) f|cat|ons,
Technjfcal s i i ificati i 9 3 as “IEC
3 nterested

and non-
bs closely
itions detefmined by

2) ernational
from all

3) National
Com nt of IEC
Publicltions is accurate, IEC cannot be h r for any

rpretation by any end user.

jittees undertake to apply IEC Publications
and regional publications. Any djvergence
regional publication shall be clearly indicated in

S / Independent certification bodies provide ¢onformity
, dscess\{o IEC marks of conformity. IEC is not responsible for any

g, employees, servants or agents including individual experts and
C National Committees for any personal injury, property damage or
r; whether direct or indirect, or for costs (including legal fees) and

3 pub 'catlon use of, or reliance upon, this IEC Publication or any ¢ther IEC

to-the Narmative references cited in this publication. Use of the referenced publications is

Attent|on is drawn to the possibility that some of the elements of this IEC Publication may be the pubject of
patenf rights. \EC<shall pot be held responsible for identifying any or all such patent rights.

Internat|onal Standard IEC 62541-7 has been prepared by subcommittee 65E: Deviges and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Added a large number of new Facets to cover additional functional areas of OPC UA. Most
significantly:
— Facets for Historical Access;
— Facets for Aggregates;
— Facets for HTTPs
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— New Security Facets
— New User Token Facet that supports anonymous access
— Best Practice Facets,

b) New Security Policy for asymmetric key length > 2048

The text of this standard is based on the following documents:

CDV Report on voting
65E/378/CDV 65E/406/RVC

Full infgrrmati
voting i

A list o
Archited

eport on

Unified

The commmittee has decided that the contents of thig ed until
the stability date indicated on the IEC web site he data
related {o the specific publication. At this date, t
* recopfirmed,
* withgdrawn,
* replaced by a revised edition, or
+ amehded.
N N
IMPORTANT - 'cglour inhside' fago.on’the cover page of this publication indicates

that it contai hi e “considered to be useful
understanding ofits

colour] printer.

rg’ should therefore print this document uging a

for the dorrect
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OPC UNIFIED ARCHITECTURE -

Part 7: Profiles

1 Scope

This part of IEC 62541 describes the OPC Unified Architecture (OPC UA) Profiles. The
Profiles in this document are used to segregate features with regard to testmg of OPC UA

product§—andthe nature of the tesSting (toor based or fab based) This ifch testing
performed by the OPC Foundation provided OPC UA CTT (a self-test he OPC
Foundafion provided Independent certification test labs. This could.gguall refer to
test tools provided by another organization or a test lab provideg ization.
What is|important is the concept of automated tool based testing % testing.
The scgpe of this standard includes defining functionality that can in an a lab
and deflning the grouping of functionality that is to be useg ~ roducts
either il a lab or using automated tools. The definition o S thin the
scope of this document, but the general categories of Te ) ithi'the scope of this
documeht.

Most ORC UA applications will confor Profiles

2 Norfmative references

The follpwing documents, jr i ively referenced in this documnent and
are indigpensable for its applisafion. ehces, only the edition cited applies. For
undated references, referenced document (includipng any

amendnpents) applies.
IEC TR 62541-1®C ~ : —"Part 1: Overview and concepts
IEC TR L S ure — Part 2: Security model

IEC 625 ifi ecture — Part 3: Address space model

IEC 625

ied architecture — Part 4: Services

IEC 62541-5,_ 0P fied architecture — Part 5: Information model

IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-8, OPC unified architecture — Part 8: Data access

IEC 62541-9, OPC unified architecture — Part 9: Alarms and conditions
IEC 62541-111, OPC unified architecture — Part 11: Historical access

IEC 62541-131, OPC unified architecture — Part 13: Aggregates

1 To be published.
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3 Terms, definitions, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1, IEC
TR 62541-2, IEC 62541-3, IEC 62541-4, IEC 62541-6, and IEC 62541-8 as well as the
following apply. An overview of the terms defined in this standard and their interaction can be
viewed in Figure 1.

3.1.1
application
software program that executes or implements some aspect of OPC UA

Note 1 to|entry: The application could run on any machine and perform any function. ication| could be

software ¢r it could be a hardware application, the only requirement is that it implemeqt

3.1.2
ConformanceUnit
specific[set of OPC UA features that can be tested as a single en

Note 1 tolentry: A ConformanceUnit can cover a group of services i R pformation models. For

additionall detail see Clause 5.

3.1.3
ConformanceGroup
group of ConformanceUnits that is give

Note 1 to| entry: This grouping is only to asgist in organizing’ CoxformanceUnits. Typical ConformanceGroups
include grjoups for each of the service sets in OP

3.1.4
Facet
Profile dedicated to a ifi er or Client may require

Note 1 to|entry: F@

of a Profile indicates that

higher-level Profiles. The use of the term Facet in the title
alone Profile.

3.1.5

FullFeafured

Profile t i ecessary to build a functional OPC UA Application

Note 1 to ulfkeatured Profile in particular adds definitions of the transport and security requirements.
3.1.6

ProfileGategory
arrangep Profiles into application classes, such as Server or Client

Note 1 to entry: These categories help determine the type of Application that a given Profile would be used for.
For additional details see 4.4.

3.1.7

TestCase

technical description of a set of steps required to test a particular function or information
model

Note 1 to entry: TestCases provide sufficient details to allow a developer to implement them in code. TestCases
also provide a detailed summary of the expected result(s) from the execution of the implemented code and any
precondition(s) that must be established before the TestCase can be executed.

3.1.8
TestLab
facility that is designated to provide testing services


https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

-14 - IEC 62541-7:2015 © IEC 2015

Note 1 to entry: These services include but are not limited to personal that directly perform testing, automated
testing and a formal repeatable process. The OPC Foundation has provided detailed standard describing OPC UA
TestLabs and the testing they are to provided (see Compliance Part 8 UA Server, Compliance Part 9 UA Client).

3.2 Abbreviations

DA Data Access
HA Historical Access
HMI Human Machine Interface

NIST National Institute of Standard and Technology

PKI Public Key Infrastructure
RSA Rivest-Shamir-Adleman
UA Unified Architecture

4 Oveérview

4.1 General

The OP[ Unified architecture multipart standard describes a ; variety
of information models. These Services and informatio G eatures
of a Sefver or Client. Servers and Clients need to/be /able 1 e es they
support|and wish to have certified. This documep ide P es. The

individupl features are grouped intg ed into
Profiles| Figure 1 provides an Profiles,
ConformpanceUnits and TestCases. Thearg i S used to
constru¢t the parent. For examp ps  and

ConformanceUnits. The figure also illustra st Tool
test all

es.a
(CTT), ip that it will test if a rosse aN“ConformanceUnits. It will alsg
other CpnformanceUnits <and\teport any othe jjes that pass conformance testing. The
i i date doguments see Compliance Part 8 UA Server
dses are related back to the appropriate
his relationship is also displayed by the QPC UA

and Cdgmpliance Part

ConformpanceUnitgdefin
Complignce Tesl.
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Grouped into Profiles /
ProfileCategories Facets
Will determine
Composed Conformant Profile(s)
of for Application
Other
D £11 L
TTuimco 7
ﬂ Facets
Ordanized by
Conformance Conformance |  Process Test Casg
Sroups Units For Conformance

42 (

Each C¢

of serviq
the buil
For eac

IEC

bortions

Each
Conformance
Unit is
Composed of
nits are

ling blogKs of\a Profile. Each ConformanceUnit can also be used as a test chtegory.

describ

h ConformangéUnit, there would be a number of TestCases that test the fungtionality
d.by the ConformanceUnit. The description of a ConformanceUnit is intended to

provide enough information 1o inustrate the required functionality, but in many cases to obtain

a comp

lete understanding of the ConformanceUnit the reader may be required to also

examine the appropriate part of IEC 62541. Additional Information regarding testing of a
ConformanceUnit are provided in the Compliance Part 8 UA Server or Compliance Part 9 UA
Client test standards.

The same features do not appear in more than one ConformanceUnit.

43 P

rofiles

A Profile is a named aggregation of ConformanceUnits and other Profiles. To support a

Profile,
definitio

an application has to support the ConformanceUnits and all aggregated Profiles. The
n of Profiles is an ongoing activity, in that it is expected that new Profiles will be

added in the future.
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An OPC UA Application will typically support multiple Profiles.

Multiple Profiles may include the same ConformanceUnit.

Testing of a Profile consists of testing the individual ConformanceUnits that comprise the

Profile.

Profiles are named based on naming conventions (see 6.3 for details).

4.4 Profile Categories

Profiles —are grol |Innr1

into__cateqories to help vendors and end useess—underst
~J T

nd the

applicaljility of a Profile. A Profile can be assigned to more than one catggory.

Table 1|contains the list of currently defined ProfileCategories.

Table 1 — ProfileCategories

A\
Categ¢ry Description NN \
Client Profiles of this category specify funstions 6¥’ah, ORZ UA Cliept. The
URI of such Profiles can be part-qf a\Seitware Certificate pagsed in
the ActivateSession request. R
Securily Profiles of this lated functions. Slecurity
policies are patt o th \ of security policies|has to
be part of an i ned from the GetEndpoints
service. Profiles o Servers and Clients.
Server Profiles of this categary spe fy ctlons of an OPC UA Serveér. The
URI f such Pr flle% of a Software Certificate rgturned
response and exposed in the|server
,Qap |I|t| S.
Transport of this\category-specify specific protocol mappings. The URI
f suc rofifes™has be part of an Endpoint Description.|These
G rofile$S apply-tonServérs and Clients.
5 Conforman %
51 O
A Confd ents an individually testable entity. For improved clarity, the large
list of JonformanceUnits is arranged into named ConformanceGroups. These group$ reflect
the Seryice Sets M/IEC 62541-4 and the OPC UA information models. Table 2 lists the
ConformpanceGroups. These groups and the ConformanceUnits that they describe are detailed

in the Subclauses of Clause 5 starting with 5.2 ConformanceGroups have no impact on

testing; they are used only for organizational reasons,

document.

i.e. to simplify the readability of this
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Table 2 - ConformanceGroups

Group Description

Address Space Model Defines ConformanceUnits for various features of the OPC UA
AddressSpace.

Aggregates All ConformanceUnits that are related to Aggregates, including

individual ConformanceUnits for each supported Aggregate as

described in IEC 62541-13.

Alarms and Conditions All ConformanceUnits that are associated with the OPC UA

information  model for  Conditions, acknowledgeable

Conditions, confirmations and Alarms as specified in

IEC 62541-9.

Attribute_Services Includes Conformancellnits to read or weite  current or

historical Attribute values. (

Auditinlg User level security includes support fof secgrity w trails,
with traceability between Client and SN aums.

Base Ipformation All information elements as defined inNEG, 62545.

Data Alccess ConformanceUnits specific to Gfie n S‘BQ/iZ}m t deal
with the representation a?i\e (o] ytomati data as

vy

specified in IEC 62541-8.

Discovgry Services ConformanceUnits whichfecu$qn S&rv&r Eadpoint Disdovery.

Histori¢al Access Access to archived daté of node Attribute\values or Evehts.

Method Services Methods represent th%oilén ion“calls of_dbjects. Methdds are
invoked and retdrn Y r mpletion (successful or
unsuccgé?ful). ﬂ a@s

Miscellaneous This oup

ontajns \C:_/;fy’rmanceUnits that | cover
miscellanenus subjectsy suc s recommended behaviours,
documernitation et ese ConformanceUnits typically |do not
fit into ahy of the et royps.

Monitofed Item Services Clien fin\e\%onit edltems to subscribe to data and
ents. h ohitoredltem identifies the item |to be
monifored

[\ e Subscription to use to send Notificatipns.
Node M agégne\rﬁ B«{gm manceUnits for all Services to add and|delete
Servicegs ?K ?)P u ressSpace Nodes and References.
Protocpl and Encodi vers_ all transport and encoding combinations thlat are
,\{@\ speesifiethint IEC 62541-6.
Query Services X\ W may be used to provide advanced filtering and| return
N\a subset of data.

Redunganc \ The design of OPC UA ensures that vendors can |create
edundant Clients and redundant Servers in a consistent
y \)

manner. Redundancy may be used for high availability, fault
tolerance and load balancing.

Securi Security related ConformanceUnits that can be profiled this
includes all aspects of security.

Sessiop Seérvices An (OPC UA) Session is an application layer connection.

Subscription Services Subscriptions are used to report Notifications to the Client.

View Services Clients use the View Service Set to navigate through the OPC

UA AddressSpace or through a View (a subset) of the OPC
UA AddressSpace.

5.2 Services

Tables 3 to 10 describe ConformanceUnits for the Services specified in IEC 62541-4. The
tables correlate with the Service Sets.

A single ConformanceUnit can reference several Services (e.g. CreateSession,
ActivateSession and CloseSession) but can also refer to individual aspects of Services (e.g.
the use of ActivateSession to impersonate a new user).
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Each table includes a listing of the Profile Category to which a ConformanceUnit belongs, the

titte and description of the ConformanceUnit

and a column that

indicates

if the

ConformanceUnit is derived from another ConformanceUnit. A ConformanceUnit that is
derived from another ConformanceUnit includes all of the same tests as its parent plus one or
more additional TestCases. These TestCases can only further restrict the existing TestCases.
An example would be one in which the number of connections is tested, where the TestCase
of the parent required at least one connection and the derived ConformanceUnit would require
a TestCase for at least five connections.

The Discovery Service Set is composed of multiple ConformanceUnits (see Table 3). All
Servers provide some aspects of this functionality; see Profiles categorized as Server Profiles
for details. Clients may support some aspects of this functionality; see Profiles categorized as

Client Profffesfordetaits:
Table 3 — Discovery Services /< &
Categédry | Title Description \ Derived
Server Discovery Get | Support the GetEndpoints S rvi&%o ta‘h\)
Endpoints all Endpoints of the Servey:
This includes filtering based o oﬁs\i.
Server Discovery  Find | Support the FindServer \&a@ BRMr
Servers Self itself. /efi:\
Server Discovery Call the RegisterServer/ Service to~egister
Register itself AOPC fvér)/ with external
DIS% ia-a_s annel with
a Secuity r'than "None".
Server Discovery Allow figlxation of the Discovery Server
Configuration URL where.the Server Will register itself.
Allow co isabling of registration with
(\ /& Discover ver.
Client Discovery. Client \Uses theXFindSeyv¥ers Service to obtain all
Find M Se&rvers-inst on a given platform.
Basign
Client Dis@?y{ilvi‘er\{& Dse\F‘%SIJ;Se/rvers Service to obtain URLs for
Find % ith-Nspesific Server URIs.
URI /\(@\ AN
Client Discove Clrept \Qe;e/ct new Servers after an initial
Sexvers\| FindServers Service call.
Client iscavery’ Glienf | Uses the GetEndpoints Service to obtain all
\ dpoints | Endpoints for a given Server URI.
“Basl
Client Diw Client | Detect changes to the Endpoints after an
Get ndpoints | initial GetEndpoints Service call.
Dvnamic
Client Discovery Client | Allow specification of an Endpoint without

Configure

going through the Discovery Service Set.

Endpoint

The Session Service Set is composed of multiple ConformanceUnits (see Table 4). The
CreateSession, ActivateSession, and CloseSession services are supported as a single unit.
All Servers and Clients provide this functionality.
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Table 4 — Session Services

Category

Title

Description

Derived

Server

Session General
Service Behaviour

Implement basic Service behaviour. This
includes in particular:

checking the authentication token

returning the requestHandle in responses

returning available diagnostic information as

requested with the ‘'returnDiagnostics'
parameter
respecting a timeoutHint
Server Session Base Support the Session Service Set
(CreateSession, ActivateSession, CloseSessjon)
except the use of ActivateSession to ch nge t
Session user. This includes correct
all parameters that are provided.
Note that for the Create
ActivateSession services, if th€"S
None then:
1) The Application Certj
optional.
2) The signatures apé null
The details of( thisy a in
IEC 62541-4. \ 3'7 N
Server Session  Change Sup%;/r\\tggés\e %! Ao@v@e}\s@m to change
User the Sessi er.
Server Session Cancel Supp;% ﬂ’re\}gga cel \Service to cancel
outstanding re ts.
Server Session Minimum 1|Suppért minimufi1 Sesgion (total).
Server Session Mini 2 ok%g' im m&p}érallel Sessions (total for
Parallel aII Cli
Server Session inimum or\!\mu 50 parallel Sessions (total for
50 Paralle all@\é(l ts)
Client Sesgio Clie asic Service behaviour. This
Gen ervic in de in“particular:

/>

BehavioUr

ing the proper authentication token of

th i
Qating a requestHandle if needed

Session
requesting diagnostic information with the
'returnDiagnostics' parameter
evaluate the serviceResult and operational
results

Client

fon Client

Base

Use the Session Service Set (CreateSession,
ActivateSession, and CloseSession) except the
use of ActivateSession to change the Session

USer. This _Includes correct handiing ot afl

parameters that are provided.

Note that for the CreateSession and

ActivateSession services, if the SecurityMode =

None then:

1) The Application Certificate and Nonce are
optional.

2) The signatures are null/empty.

Client

Session Client
Multiple

Connections

Support unlimited connections (client side) with
multiple Servers. Any limit on numbers of
connections is from server side. May have a
memory based limit, but not a software

constraint limit.
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Category

Title

Description

Derived

Client

Session
Renew Nodelds

Client

This ConformanceUnit applies to Clients that
allow persisting Nodelds.

Verify that the Namespace Table has not
changed for Nodelds that the Client has
persisted and is going to re-use beyond a
Session lifetime. If changes occurred the Client
has to recalculate the Namespace Indices of the
respective Nodelds.

Client Session Client|Uses ActivateSession to change the Session

Impersonate user (impersonation).

Client Session Client | Make periodic requests to keep the Session

KaanAlive. alivg

KeepAhv alive- -

Client Session Client |Read or monitor the ServerStatus/Stat VariaBI@\

Detect Shutdown to recognize a potential shutdown of«th er

and clean up resources. /\
Client Session Client|Use the Cancel Service to canc oi\s\%ﬂn{\/

Cancel requests. /K

Client Session Client | Automatic Client reconnecti ing™\

Auto Reconnect — ActivateSession with Chanxel if
SecureChannel is sion
is still valid

ession is
/X
Client Client Entry-Level to ifitekoperate with Servers
Support w includes the
a single Session, a pre-

The Nogle Manag

wposed of multiple ConformanceUnits (see Tlable 5).
e is functionality; see Profiles categorized ag Server

Servers| may prov

Profiles| for det support some aspects of this functionality; see |Profiles

categorized a ails

le 5 — Node Management Services

Category [Title \ Description DeriVed

Server NOW Support the AddNodes Service to add one or
Manag&ment Add | more Nodes into the OPC UA AddressSpace.
Naode

Server Node Support the DeleteNodes Service to delete
Management one or more Nodes from the OPC UA
Delete Node AddressSpace.

Server Node Support the AddReferences Service to add
Management Add | one or more References to one or more
Ref Nodes in the OPC UA AddressSpace.

Server Node Support the DeleteReferences Service to
Management delete one or more References of a Node in
Delete Ref the OPC UA AddressSpace.

Client Node Uses Node Management Services to add or
Management delete Nodes and to add or delete
Client References in Server's OPC UA

AddressSpace.
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The View Service Set is composed of a multiple ConformanceUnits (see Table 6). All Servers
support some aspects of this conformance group. Clients may support some aspects of this
functionality; see Profiles categorized as Client Profiles for details.

Table 6 — View Services

Category | Title Description Derived

Server View Basic Support the View Service Set (Browse,
BrowseNext).

Server View Support TranslateBrowsePathsToNodelds

TranslateBrowsePath | Service.

Server View RegisterNodes | Support the RegisterNodes and
UIIIGU;DtCI?‘:UdCD SC‘IV"bGO ado d wday K
optimize access to repeatedly used Nodes
in the Server's OPC UA Address ace. (\

Server View Minimum | Support minimum 1 continuati int

Continuation Point | Session. \/
01
Server View Minimum | Support minimum 5 co
Continuation Point | Session.
05 This number h
least half of
sessions.
Client View Client Basic
Browse
nodeClassMask
References.
Client View Client , Basic | M ke use of thevresultMask parameter to
ResultSet F| eri iz th result set to be returned by
Client View |ent es E\TiarfslateBrowsePathsToNodeIds
Tran ateBro s erviceo identify the Nodelds for Nodes
wher starting Node and a BrowsePath
is known. Makes use of bulk operations
\5 er than multiple calls whenever
ssible.

Client tTUses the RegisterNodes Service to

eg| Node optimize access for Nodes that are used
/\ repeatedly. Use UnregisterNodes when
Nodes are not used anymore.

The Attr/bute Se Set is composed of multiple ConformanceUnits (see Table |7). The

maijority| ©of the Attr/bute service set is a core functionality of OPC UA and as |such is

supportég—by—est—Serrers—Mest—GHents—wil—atseo—support—seme—aspeets—eof—the—Altribute

Service Set
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Table 7 — Attribute Services

Category | Title Description Derived

Server Attribute Read Supports the Read Service to read one or
more Attributes of one or more Nodes. This
includes support of the IndexRange
parameter to read a single element or a
range of elements when the Attribute value is

an array.

Server Attribute Read | Supports reading and encoding Values with
Complex Structured DataTypes.

Server Attribute Write | Supports writing to values to one or more
\alues Attributes of one or more Nodes

Server Attribute Write | Supports writing and decoding Values( with
Complex Structured DataTypes. aN

Server Attribute Write | Supports  writing of  Status a}xd\
StatusCode & | Timestamps along with the Value. \/
Timestamp N

Server Attribute  Write | Supports the IndexRang&e\&si gleN
Index element or a range of £&le S en the

Attribute value is an agray.
Server Attribute Supports alternate/ Data \EnsQding\ when

Alternate reading value Attribute§.

Encoding as tossupport the
Data t sed Stack
Profi with\UA Binary Encoding

coding). This
supported -
Data Encoding is

Server Attribute istoryRead Service. The
Historical|Rea detai at gspects of this service are

listed in additional

ceUnits, but at least one of
ReadR ReadProcessed, ReadModified,
\RBX ime or ReadEvents must be
supported.

Server tribute Supports the HistoryUpdate service. The
isterisal Jpdate \details of the supported features of this
service are described by additional
ConformanceUnits, but at least one of the
following must be supported: InsertData,
InsertEvents, ReplaceData, ReplaceEvents,
UpdateData, UpdateEvents, DeleteData,
DeleteEvents or DeleteAtTime.

/>

Client Aftribute  Client | USe the Read Service 1o read one or more
Read Base Attributes of one or more Nodes. This
includes use of an IndexRange to select a
single element or a range of elements when
the Attribute value is an array.

Clients shall use bulk operations whenever
possible to reduce the number of Service

invocations.
Client Attribute  Client | This ConformanceUnit refers to the ability of
Read with proper | a Server to support more than one Data
Encoding Encoding for Attribute values. Clients can

discover the available encodings and can
explicitly choose one when calling the Read
Service.

Client Attribute Client | Read and decode Values with Structured
Read Complex DataTypes.
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Category | Title Description Derived
Client Attribute Client | Use the Write Service to write values to one
Write Base or more Attributes of one or more Nodes.

This includes use of an IndexRange to select
a single element or a range of elements when
the Attribute value is an array.

Clients shall use bulk operations whenever
possible to reduce the number of Service

invocations.
Client Attribute  Client | Write and Encode Values with Structured
Write Complex DataTypes.
Client Attribute Client | Use the Write Service to also write
Write—Quality—8-StatusCode—andiorFmestamps—alonrg—with—a
ekl J - kg ~ il ~ ~ -~ J "'\
TimeStamp Value. (
Client Attribute  Client | The Client makes use of the HistdryR
Historical Read service. The details of which as

ConformanceUnits, but at le
of the following is
ReadAtTime, ReadProc
or ReadEvents.

Client Attribute  Client | The Client makes e HistoryNpdate
Historical service. i are

Updates ' mangceUnits, but

llQwing must be

InsertEvent,

UpdateData,

DeleteEvents

The Mdthod Service Set i ‘ onformanceUnits (see Table 8). The [primary
ConformanceUnits,_ praovide” s thex call functionality. Servers may providge some
aspects| of this @io g 1 egorized as Server Profiles for details.| Clients
may support som is\ftiactionality; see Profiles categorized as Client Prqfiles for
details.

le 8 — Method Services

Categoryn] Title, . N\ Description DeriVled
Server\w all Support the Call Service to call (invoke) a
Method which includes support for Method
Parameters.
Client Method~” Client | Use the Call Service to call one or several
Call Methods.

The Monitoreditem Service Set is composed of multiple ConformanceUnits (see Table 9).
Servers may provide some aspects of this functionality; see Profiles categorized as Server
Profiles for details. Clients may support some aspects of this functionality; see Profiles
categorized as Client Profiles for details.
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Table 9 — Monitored Item Services

Category | Title Description Derived

Server Monitor Basic Support the following Monitoredltem
Services: CreateMonitoredltems,
ModifyMonitoredltems,
DeleteMonitoredltems and
SetMonitoringMode.

Server Monitor Value Change | Support creation of Monitoredltems for
Attribute value changes. This includes
support of the IndexRange to select a
single element or a range of elements
when the Affribute value is an array

Server Monitored Items | Supports an absolute Deadband filter as

Deadband Filter a DataChangeFilter for numefic
types. N\ i )

Server Monitor Aggregate | Support for Aggregate ilters f&\

Filter Monitoredltems. The Je is
ConformanceUnit ingludes list o
Aggregates that are@po\te s/part of
the Profile Certificate. %\

Server Monitor Alternate ensoding\. when

Encoding
s to support
used Stack
UA Binary
ML Encoding).
Unit — when supported
t the other encoding is
Server Monitor Item 2 w st 2 Monitoreditems per
Server Monitor Iti\sﬂ‘ﬁ)> &{N t at least 10 Monitoreditems per
\Subscpption.
Server Monitgr ltems 100\/\ port at least 100 Monitoreditems per
scription.
This number has to be supported for at
least half of the required Subscriptions
/\ for half of the required Sessions.

Server/\gt&\‘&e s 500 Support at least 500 Monitoreditems per
Subscription.

\ This number has to be supported for at
least half of the required Subscriptions
for half of the required Sessions.

Server Monitor QueueSize_1 This ConformanceUnit does not require
queuing when multple value changes
occur during a “publish period”.

l.e. the latest change will be sent in the
Notification.
Server Monitor Support at least 2 queue entries for

MinQueueSize_02

Monitoredltems.

Servers often will adapt the queue size
to the number of currently
Monitoredltems. However, it is expected
that Servers support this minimum queue
size for at least one third of the

supported Monitoredltems.
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Category | Title Description Derived
Server Monitor Support at least 5 queue entries for
MinQueueSize_05 Monitoredltems.
Servers often will adapt the queue size
to the number of currently
Monitoredltems. However, it is expected
that Servers support this minimum queue
size for at least one third of the
supported Monitoredltems.

Server Monitor This ConformanceUnit is for events.

QueueSize_ServerMax | When the Client requests
queuesize=MAXUInt32 the Server is to
return the maximum gqueue size fha-klf
can support for event not|f|cat|on S th\
revisedQueueSize.

Server Monitor Triggering Support the SetTriggering ce to
create and/or delete trlggerm s\for \/
triggering item.

Server Monitor Events Support creation of fch\
an "EventNotifier he
purpose of e
subscription i ilter

peAtt bute~QOperands
. The list of
IsNull,
LessThan,
éssThatorEqual,
en, InList, And, Or,
i itwiseOr.

Server Monitor mp pp rco b’fex Event filters, where

Event F|Iter kekplex Is fined as supporting the

filter operator (TypeOf).

Client Momor i Iue e Monitoredltem Service Set to
eg ter’ items for changes in Attribute
valye:

CreateMonitoredltems to register
he Node/Attribute tuple. Set proper
sampling interval, Deadband filter and
queuing mode.

N Use disabling / enabling instead of
\ deleting and re-creating a
Monitoredltem.
Use bulk operations rather than
individual service requests to reduce
communication overhead.

Client Monitor Client | USes ADbsolute Deadband Tilters for

Deadband Filter subscriptions.

Client Monitor Client by | Use the IndexRange to select a single

Index element or a range of elements when the
Attribute value is an array.

Client Monitor Client | Uses Aggregate filters for Subscriptions.

Aggregate Filter

Client Monitor Client Events Use the Monitoredltem Service Set to
create Monitoreditems for Event
notifications.

Client Monitor Client Event | Use the Event filter when calling

Filter CreateMonitoredltems to filter the

desired Events and to select the columns
to be provided for each Event
Notification.
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Category | Title Description Derived
Client Monitor Client | Uses complex Event filters.
Complex Event Filter
Client Monitor Client Modify Use ModifyMonitoreditems Service to
change the configuration setting.
Use SetMonitoringMode Service to
disable / enable sampling and / or
publishing.
Client Monitor Client Trigger | Use the Triggering Model if certain items

are to be reported only if some other
item triggers.
Use proper monitoring mode for these

Haemes

Use SetTriggering Service to link (these
items to the trigger item. (N

The Subscription Service Set is composed of multiple Contbrm
Servers| may provide some aspects of this functionality; s

Profiles| for details. Clients may support some aspect
categorized as Client Profiles for details.

W

N

ble 10).
Server
Profiles
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Table 10 — Subscription Services

Category | Title Description Derived
Server Subscription Basic Support the following  Subscription
Services: CreateSubscription,
ModifySubscription, DeleteSubscriptions,
Publish, Republish and
SetPublishingMode.
Server Subscription Support at least 1 Subscriptions per
Minimum 1 Session.
This number has to be supported for all of
the minimum required sessions.
Server Subscription Suppaort at least 2 Subscriptions —per
Minimum 02 Session.
This number has to be supportgd Yor—at
least half of the minimu{\qui%
sessions.
Server Subscription Support at least 5 S jption er
Minimum 05 Session.
This number has tocbe p d fon at
least half of t ini required
sessions. /)e\
Server Subscription Publish | Support at
Min 02 requests pe
<\ return the appropriate
r sults.
Server Subscript blish at /least 5 Publish Service
Min 05 per Session.

is\nuphber has to be supported for at
least “half of the minimum required
sglons. Support, as a minimum, the
>>umber of Publish requests per session
as the size of the NotificationMessage
retransmission queue for Republish.

Server

/>

Support at least 10 Publish Service
requests per Session.

This number has to be supported for at
least half of the minimum required
sessions. Support as a minimum, the
number of Publish requests per session

gs—the—size—of the—Nutificationivtessage
retransmission queue for Republish.

Server

Subscription Publish
Discard Policy

Respect the specified policy for
discarding Publish Service requests. If
the maximum number of Publish Service
requests has been queued and a new
Publish Service request arrives, the
"oldest" Publish request has to be
discarded by returning the proper error.

Server

Subscription Transfer

Support TransferSubscriptions Service to
transfer a Subscription from one Session
to another.
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Publish Configurable

Category | Title Description Derived
Client Subscription Client | Use the Subscription and Monitoreditem
Basic Service Set as an efficient means to
detect changes of Attribute values and /
or to receive Event occurrences.
Set appropriate intervals for publishing,
keep alive notifications and total
Subscription lifetime.
Supply a sufficient number of Publish
requests to the Server so that
Notifications can be sent whenever a
publish timer expires.
Ahknnwlndgn received Notifications swith
subsequent Publish requests. ( \
Client Subscription Client | Evaluate the sequence nu b\‘r
Republish Notifications to detect lost Notjfi
Use Republish to reque
Notifications.
Client Subscription  Client | Allow modification of tr SDb&gn tloh\
Modify configuration
ModlfySubscr|pt|op—SQ
Client Subscription Client | The Client tran ferrmg
TransferSubscriptions | Subscription t. This
Conforman e ed as part of
Client Subscription  Client ﬁ% S\t W to reduce the
Multiple payload dividual cations.
Client Subscription Client

ubhlsh Service requests to
eSeypver is always able to
ations.

parallel Publish Service
Session shall be

53 T

Table 1
equally
support
that a §

these C

ated features

onformanceUnits. All of these ConformanceUnifs apply

It is recom

ers, where a Client uses the related security unit and TﬂServer
ems are defined in detail in IEC 62541-6.

ended

support as many of these options as possible in order to [achieve
of \nterogerability. It is the task of an administrator to determine which of
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Table 11 — Security

Category

Title

Description

Derived

Security

Security Certificate
Validation

A certificate will be validated as
specified in IEC 62541-4. This includes
among others structure and signature
examination. Allowing for some
validation errors to be suppressed by
administration directive.

Security

Security None

A suite of algorithms that does NOT
provide any security settings:

-> SymmetricSignatureAlgorithm — Not
Used

-> SymmetricEncryptionAlgorith
Used

Used
-> SymmetricKeyWrap
Used

-> AsymmetricE
Not Used
-> KeyDeri

The u j
be a to\be
inistrator

Security

Security
CreateSession
ActivateSession

rityPolicy=None, the
and ActivateSession
for a NULL/empty

do not require
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Category |Title Description Derived

Security |Security Basic 128Rsa15 A suite of algorithms that uses RSA15
as Key-Wrap-algorithm and 128-Bit for
encryption algorithms.

->  SymmetricSignatureAlgorithm  —
HmacSha1 -
(http://www.w3.0rg/2000/09/xmldsig#h
mac-sha1).

->  SymmetricEncryptionAlgorithm -
Aes128 -
(http://www.w3.0rg/2001/04/xmlenc#ae
s$128-cbc).

=> AQ\/mmni‘ri(‘Qignnh|rnAIgnri1’h—m =
RsaSha1
(http://www.w3.0rg/2000/09/
a-sha1).
->  AsymmetricKkeyWrap
KwRsa15
(http://www.w3.0rg
-1_5).
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Category |Title Description Derived
Security |Security Basic 256 A suite of algorithms that are for 256-

Bit encryption, algorithms include:

->  SymmetricSignatureAlgorithm -
HmacSha1 -
(http://www.w3.0rg/2000/09/xmldsig#h
mac-sha1).

->  SymmetricEncryptionAlgorithm -
Aes256 -
(http://www.w3.0rg/2001/04/xmlenc#ae
§256-cbc).

-> AsymmetricSignatureAlgorithm -
RsaSha1 —

Y

(http://www.w3.0rg/2000/09/x
a-shat).
->  AsymmetricKeyWrapA
KwRsaOaep

etricKeyLength — 2048
iCateSignatureAlgorithm  —
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Category |Title Description Derived

Security |Security Basic 256 Sha256 |A suite of algorithms that are for 256-
Bit encryption, algorithms include.

->  SymmetricSignatureAlgorithm -
Hmac_Sha256 -
(http://www.w3.0rg/2000/09/xmldsig#h
mac-sha256).

->  SymmetricEncryptionAlgorithm -
Aes256 _CBC -
(http://www.w3.0rg/2001/04/xmlenc#ae
§256-cbc).

-> AsymmetricSignatureAlgorithm -
Rsa Sha256 —
(http://www.w3.0rg/2000/09/x
a-sha256).
->  AsymmetricKeyWrapA
KwRsaOaep

etricKeyLength — 4096

iCateSignatureAlgorithm  —

Support for this security profile may
equire  support for a second
application instance certificate, with a
zarger keysize. Applications shall
support multiple Application Instance

Certificates if required by supported
Security Polices and use the certificate
that is required for a given security

/] DN endpoint.

Security “Securty\TtS General This ConformanceUnit indicates that at
least one of the transport security
Profiles for TLS is supported by this
application. It is used in TLS transport
r1uriic o, vul uare CIHUIvT Ul LIGIIO'JUIL
security profile is optional. The actual
used security profile will default to the
most secure one.

Security |Security TLS 1.1 The connection is established using
TLS 1.1. The application needs to be
configured to prevent TLS 1.0
connections, unless the TLS 1.0

connection is using
TLS_RSA_WITH_RC4_128_SHA as
described in ConformanceUnit
"Security

TLS_RSA WITH RC4 128 SHA"
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Category |Title Description Derived

Security |Security The connection is established using
TLS_RSA_WITH_RC4_128 |TLS_RSA_WITH_RC4_128 SHA. The
SHA application needs to be configured to

prevent the use of AES based protocol
suites (TLS 1.0).

Security |Security The connection is established using
TLS_RSA_WITH_AES_256_ |TLS_RSA_WITH_AES_256_CBC_SHA
CBC_SHA256 256. That has a

MinAsymmetricKeyLength - 2048,
MaxAsymmetricKeyLength - 4096,
AsymmetricSignatureAlgorthm -
RSA _SHA258 (TI S 1 ’)) -

Security |Security Encryption |Encryption is required using tN
Required algorithms provide in th ecuity

algorithm suite. \

Security |Security Signing Required Signing is required using the alg ith}xi

provide in the securitg/a\lgz\rm?#\\zgi(e. \/

Security [Security Time Synch —|Application su o)\g \égnhg\ur‘nmg/
Configuration acceptable clocképl&w\ X

Security [Security Time Synch — NTP /|Application polts \ . time
OS Based support synchronizdtion, either ia an

implementatio Time
Protocpl viaxfeatures of a
/\Qta akd i .
Security [Security Time Synch - % i Ws use of the
based support ader-timestamp provided
ured well know source, such
Server to synchronize
e on\the application and that this
ynchronization occurs
[\/\ iadically. Use of this TimeSyncing
can _be configured.
Security |SecurityMdministratio Il configuration of the following
Security related items.
* select the allowed User
identification policy or policies (User
Name/Password or X509 or Kerberos
or Anonymous).
a * enable/disable the security policy
N "None" or other security policies.
* enable/disable endpoints with
MessageSecurityMode SIGN or
SIGNANDENCRYPT.
* set the permitted certification
authorities.
* define how to react to unknown
Certificates.

Security |Security Administration —|Support the OPC UA defined XML

XML Schema schema for importing and exporting
security configuration information. This
schema is defined in IEC 62541-6.

Security |Security Certificate |Allow a site administrator to be able to

Administration assign a site specific
ApplicationlnstanceCertificate and if
desired to configure a site specific
Certificate Authority (CA).
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Category

Title

Description

Derived

Security

Security Default
ApplicationlnstanceCertificat
e

An application, when installed, has a
default ApplicationlnstanceCertificate
that is valid. The default
ApplicationlnstanceCertificate shall
either be created as part of the
installation or installation instructions
explicitly describe the process to create
and apply a default
ApplicationlnstanceCertificate to the
application.

Security

Security No Application

Authentication

The Server supports being able to be

confiaured for no annlication
T rth*ﬁ

authentication, just User auth
and normal encryption/signi
Configure server
certificates

- Certificates are jus

—

Securit

Best Practice — Audit Events

ts/ are
personnel. A
scription
s not over a

O
Sec C

Securit

Best Practice
Handling

- A|a\r§

@Qj\x

iflone,i )
wmt critical alarm
(o] s that have the

hts to perform these

elving of alarms and
of dialog messages. It
Iso include other security
functionality such maintaining

opriate timeouts for shelving and
dialogs and preventing an overload of
dialog messages.

Securit

Best ice Wm
Numbers

All random numbers that are required
for security use appropriate
cryptographic library based random
number generators.

Securit

tice 2\ Timeouts

The user is able to configure
reasonable timeouts for  Secure
Channels, Sessions and Subscriptions
to limit denial of service and resource
consumption issues (see IEC

IR0Z041-Z10I addlitional detalls).

Security

Best Practice
Administrative Access

The Server and Client allow for
appropriate restriction of access to
administrative personnel. This includes
multiple levels of administrative access
on platforms that support multiple
administrative roles (such as Windows
or Linux).

Security

Best Practice Strict

Message Handling

The application assures that messages
that are illegally or incorrectly formed

are rejected with appropriate error
codes or appropriate actions as
specified in IEC 62541-4 and

IEC 62541-6.
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Category |Title Description Derived
Security |Best Practice — Audit Events |Audit tracking system connects to a
Client Server using a Secure Channel and

under the approprate administrative
rights to allow access to Audit Events.

Security |Security User Name |The Server supports User
Password Name/Password combination(s).
Encryption of the password with the

algorithm provided in the

UserNameldentityToken is required if
no message encryption is used.
Security |Security User X509 The Server supports a public/private
key—pai—for—user—identity—Thease—of
this feature must be able to (b/e\énagkq
or disabled by an administrator.” (™

Security |Security User IssuedToken
Kerberos

Security |Security User IssuedToken
Kerberos Windows '

only applies if
er IssuedToken

rovides support for
access. The use of this
t be able to be enabled or

i led) by an Administrator. By
default Anonymous access shall be
Ndli

Security |Security User Anonymous

isgbled.
Security [Security” IssuedTekenYA Client uses a Kerberos Server token.
Kerberg Cli Specific encryption of the issuedToken

is required if no message encryption is
used. The use of this token is defined
by the Kerberos documentation.

A Client uses the Windows
implementation of Kerberos tokens.
This ConformanceUnit only applies if
the "Security User IssuedToken
Kerberos Client" is supported.

Securit

/S

Security [Security User Name [A Client uses a User Name/Password
Password Client combination. Encryption of the
password with the algorithm provided in
the UserNameldentityToken is required
if no message encryption is used.
Security |Security User X509 Client A Client uses a public/private key pair
for user identity. This includes all
validation and trust issues associated
with a certificate.

Table 12 describes protocol and encoding related features that can be profiled. These
features are defined in detail in IEC 62541-6. It is recommended that Servers and Clients
support as many of these options as possible for greatest interoperability.
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Category | Title Description Derived

Server Protocol Allow administration of the Endpoints and the
Configuration port number used by the Endpoints.

Transport | Protocol TCP | Support the UA TCP transport protocol with
Binary UA | UA Binary Encoding and with UA Secure
Security Conversation.

Transport | Protocol HTTPS | Support the HTTPS protocol with UA Binary
with UA Binary Encoding.

Transport | Protocol HTTPS | Support the HTTPS protocol with Soap-
with Soap based Xml Encoding.

Transpottl-Protocol Qngp Qllnnnrf "SOAP/HTTP" francnnrf with %MJ
Xml WS Security Encodmg and with WS Secure Convers\ tlon

Transport | Protocol Soap | Support "SOAP/HTTP" transport with'
Binary WS | Binary Encoding and with {é
Security Conversation.

5.4 Information Model and AddressSpace related feature

Table 1
about th
larger 1
constrai
function

rmation
s with a
Esource
b of this
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Table 13 — Base information

Category | Title Description Derived
Server Base Info Core Structure The Server supports the Server
Object, ServerCapabilities and
supports the OPC UA
AddressSpace structure.
Server Base Info Server Capabilities The Server supports publishing of
the Server limitation in the
ServerCapabilities, including
MaxArrayLength,
MaxStringLength,
MaxNodePerRead
MaxNodesPerWrite, \\
MaxNodesPerSubscriptio n
MaxNodesPerBrowsg/\ Qi
Server Base Info Progress Events The Server exposes\i i
of Progress
running ser ic
HistoryRe
suppon
supp
than heébtual
Server Base Info Diagnostics rts Diagnostic
je ts lqbl
Server Base Info System Status The Seerorts generating
angeEventType
ating_shutdown of the Server
a e=Server)
Server Base Info atu\\\ghe erver supports generating
underlying s y StatusChangeEventType
indjcating changes to an
underlying system
(SourceNode=Server). This event
can also be used to indicate that
the OPC UA  Server has
underlying systems.
Server 0 Ge onitorédltems | The Server supports obtaining
etho subscription information via
GetMonitoredltems Method on the
™ Server object.
Server B\§el fo-Type System The Server exposes a Type
System with DataTypes,
ReferenceTypes, ObjectTypes and
VariableTypes including all of the

OPCUA(mamespace 0)types that
are used by the Server, as defined
in IEC 62541-5. Items that are
defined in Namespace 0 but are
defined in other specification parts
are tested as part of the other

information models.



https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

- 38 - IEC 62541-7:2015 © IEC 2015

Category | Title Description Derived
Server Base Info Custom Type System | The Server supports defining user
defined ObjectTypes,

VariableTypes, ReferenceType
and DataTypes. Supporting this
conformance unit does not require
that a Server exposes the OPC
UA Object, Variable, Reference,
or Data Types, unless the Server
implements User types. If User
types are defined than the full

type-hierarchy has to be exposed
as well

Server Base Info Model Change The Server uppo?ti
ModelChange Event nd
NodeVersion Proper |
Nodes that the rver Y
Model changes F6r>_

Server Base Info Placeholder | The
Modelling Rules

Server Base Info SemanticChange /The Server supports
Semantic&hangeEvent for some
ies. i includes setting

nticChange Bit in the
n a semantic change
uch as a change in the
ering unit associated with a

(@R .
Server Base Infb\ The  Server  supports  the
Ev etueOverflowmEyertType [ EventQueueOverflowEventType
as defined in IEC 62541-4.

Server Bas?go\o;mﬁ\/x The  Server supports the
Variable Type OptionSet.

Server Base\ln [ueAsText” The Server supports the Property
ValueAsText for enumerated
DataTypes.

Server\ 0 Engineering Units The Server supports defining

Variables that include the
Engineering Units Property. This
property makes wuse of the
EUlInformation data structure. This
structure by default represents the
UN/CEFACT "Codes for Units of
Measurement". If a different EU
representation is required then the
EUlInformation.namespaceUri will
indicate the alternate namespace.

Server Base Info FileType Base The Server supports the FileType
Object (see IEC 62541-5). File
writing may be restricted.

Server Base Info FileType Write The Server supports the FileType
Object, including writing of files.
Also included is the support of
user access control on FileType
Object.
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Category | Title Description Derived
Client Base Info Client Basic The Client uses the defined OPC
UA AddressSpace.

Access or provide access to
Server  information like the
Server's state, BuildInfo,
capabilities, Namespace Table
and Type Model.

Client Base Info Client System Status | The Client makes use of
SystemStatusChangeEventType

to detect server shutdowns.

Client Base Info Client Progress | The Client makes use of

Events Drnnrnec i :ng
checkmg for thelr supporj\i \

Client Base Info Client Diagnostics The Client provides inderactive_ar
programmatic accgs to \\ 1
Server's diagnostjc i ation\

Client Base Info  Client Type | The  Client a‘h@
Programming process instances of >Qbjacts

Variables <y

definitig is

DataJM'

Vari bleﬂes
"

Client Base Info Client Change processes
Events to detect
s OPC UA

Client Base \Ehe Client makes use of
e nitoredltems  Method to
recover for communication

GetMonitore
interruptions and/or to recover

/\ x subscription information.
é\l,r( \;se\B>$e

Client Bas f ient FileTy The Client can access a FileType
Object to transfer a file from the
Server to the Client. This includes
large files.

Client lient FilgType Write | The Client can access a FileType
a Object to transfer a file from the
\ Client to the Server. This includes

large files.

Table 14 descrlbes Address Space Model information related items that can be profiled. The
details of these model items are defined in IEC 62541-3 and IEC 62541-5. This include Server
Facets that describe what a Server exposes and Client Facets that describe what a Client
consumes
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Table 14 — Address Space model

IEC 62541-7:2015 © IEC 2015

Category | Title Description Derived
Server Address Space | Support the NodeClasses with their
Base Attributes and behaviour as defined in
IEC 62541-3. This includes for instance:
Object, ObjectType, Variable, VariableType,
References and DataType.
Server Address  Space | Support OPC UA AddressSpace elements for
Events generating Event notifications. This includes
at least one Node with an EventNotifier
Attribute set to True (Server Node).
Server Address Space | Support QtrlmhlrpdnntaTyppc with a Data
Complex Dictionary.
DataTypes N
Server Address Space | Support Method Nodes.
Method
Server Address  Space | Supports using the HasNotl e\
Notifier Hierarchy | build a hierarchy of Obj des at are
notifiers with other not|f| N@des

Server Address  Space | Supports hierarchies of-ev tsb\urc s

Source Hierarchy | each hierarchy roo ct No e hat
is a notifier. The Has eference
is used to odes within a
hier upported, the
hierarxchy asCondition

Referehges.
Server Address Space | Suppgrts  Wri indicating the write
WriteMask acce S a@xh attributes, including

ttr|b tes.

Server Address acé\(Supp ask indicating the write

UserWriteMask a \ ab|I y for all attributes for the

gi r, including not supported

Q ttri . Bupport includes at least two
e users.

Server s UserWriteMask indicating the write

access availability for all attributes for the

ivén user, including not supported
attributes. This includes supporting multiple
levels of access control for all nodes in the
system.

Server Implements User Access Level security, this
includes supporting multiple levels of access
control for Variable nodes in the system. This
includes an indication of read, write,

Historical read and Historical Writle access 1o
the Value Attribute.

Server Address  Space | Implements User Access Level Security for
User Access | Variable nodes, this includes at least two
Level Base users in the system. This includes an
indication of read, write, historical read and

Historical write access to the value attribute
Client Address  Space | Uses and understands the NodeClasses with
Client Base their Attributes and behaviour as defined in

IEC 62541-3. This includes for instance:
Object, ObjectType, Variable, VariableType,
References and DataType. This includes
treating BrowseNames and String Nodelds

as case sensitive.
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Category | Title Description Derived
Client Address  Space | Uses and understands arbitrary
Client  Complex | StructuredDataTypes via Data Dictionary.
DataTypes
Client Address  Space | Uses hierarchy of Object Nodes that are
Client Notifier | notifiers to detect specific areas where the
Hierarchy Client can subscribe for Events.
Client Address  Space | Detect and use the hierarchy of event
Client Source | sources exposed for specific Object Nodes
Hierarchy that are event notifiers.
Table 1 d. The
details ¢f this model are defined in IEC 62541-8. Server could expose ioh model

and Clignt could utilize this information model.

3
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Table 15 — Data Access

Category | Title Description Derived
Server Data Access Provide Variables of DataltemType or one of
Dataltems its subtypes. Support the StatusCodes

specified in the IEC 62541-8. Support of
optional Properties (e.g. "InstrumentRange")
shall be verified during certification testing
and will be shown in the Certificate.

Server Data Access Support AnalogltemType Variables with

Analogltems corresponding Properties. The support of
optional properties will be listed.

Server Data Access Suppaort PercentDeadband filter when
PercentDeadband | monitoring AnalogltemType Variables. (

Server Data Access Support semantic change N
Semantic AnalogltemType items (EURan ope%
Changes and/or EngineeringUnits Propert uppor \/

semantic change StatusCode
appropriate.

i
Server Data Access Support TwoStateDiscréte ariables
TwoState with corresponding Properties.

Server Data Access Support MultiSta iscré&e{?pe\\/ﬁiab'/es
MultiState with corresponding Prépgertie
Server Data Access Provide Variables \of AtrayitemIype or one
ArrayltemType of btypes @( rrayltemType,
XYArcayl ImageArrayType,
CubeAray S ionArrayType).
The /support be listed.
Support i includes supporting all

the properties including
Axisl

Server Data Acc S e Complex Number data type.
Complex Nu This pe is available for any variable

p do not have other explicit
restric

Server Data Aéces ports the DoubleComplex Number data
Douple p typey This data type is available for any
Number able types that do not have other explicit
/K restrictions.

Client /\\K@ Understand the DataAccess Variable Types.
\ ienfiBasic Make use of the standard Properties if
applicable.
Client D\al.{é[c)igss Use PercentDeadband to filter value
Clien adband changes of AnalogltemType Variables.
Client Data Access Recognize the semantic change bit in the
Client StatusCode while monitoring items and take

SemanticChange proper action. Typically, the Client has to re-
read Properties that define type-specific
semantic like the EURange and
EngineeringUnits Properties.

Table 16 describes Alarm and Conditions information model related items that can be profiled.
The details of this model are defined in IEC 62541-9. Servers that deal with Alarm and
Conditions would expose this information model and Clients that process Alarms and
Conditions would utilize this information model.
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Table 16 — Alarms and Conditions

Category | Title Description Derived
Server A & C Basic Supports Alarm &  Condition  model
ConditionType.
Server A & C Enable Supports Enable and Disable Methods.
Server A & C Refresh Supports ConditionRefresh Method and the
concept of a refresh.
Server A & C Instances Support the exposing of A&C Conditions in
the AddressSpace.
Server A&C Supports multiple Condition classes for
ConditionClasses | grouping and filtering of Alarms.
Server A-&C Support Acknowledge; inclides
Acknowledge Acknowledge Method, Acknowledgeable
type. (N
Server A & C Confirm Support confirming Condition ' Iud\es\
Confirm method. 5<QC\
Server A & C Comment Support Comments, includﬁﬁ%ﬁ\qéﬁ\>
Method.
Server A & C Alarm Support for Basic %Wy
including active, inacti
Server A & C Branch Support for Alarm/Branch Wludes
previous Condition Instances\i.e ditions
instance other(th e/cusrent cqndition that
still fequireg”some op ra@a tign, such as
acknowle ent ialog.
Server A & C Shelving Suppo exsheliing mede, including the
TimedShelve, QneShotShelve and Unshelve
methods.( N\
Server A&C Exclu drt{Eo@_ysi@evel Alarm type.
Level
Server A & C Ex |ve Sapports: Bxclusive Limit Alarms. A Server
L|m|t th%o s this must support one of the
ub- vel, Deviation or RateofChange.
Server A &\G/E SW Exclusive Deviation Alarm type.
Dev@q
Server %E\%\:g;be\ \glyorts Exclusive RateofChange Alarm
te e
Server on Supports Non-Exclusive Limit Alarms. A
/\ cI Si it Server that supports this must support one
\ of the sub-types Level, Deviation or
RateofChange.
Server No - Supports Non-Exclusive Level Alarm type.
Exclus e Level
Server A & C Non- Supports Non-Exclusive Deviation Alarm
Exclusive type.
Deviation
Server A & C Non- Supports Non-Exclusive RateofChange
Exclusive Alarm type.
RateofChange
Server A & C Discrete Supports Discrete Alarm types.
Server A & C Off Normal | Supports Off Normal Alarm type.
Server A & C Trip Supports Trip Alarm type.
Server A & C Dialog Supports  DialogConditionType including
Respond Method.
Server A & E Wrapper The Server uses the COM A&E mapping

Mapping

to map COM
this includes

specified in |EC 62541-9
Events to A&C Events,

Condition Class mapping.
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Category | Title Description Derived
Client A & C Basic Client | Uses the Alarm & Condition model
ConditionType.
Client A & C Enable Uses Enable and Disable Methods.
Client
Client A & C Refresh Uses ConditionRefresh Method and the
Client concept of a refresh.
Client A & C Instances Uses A&C Conditions that are exposed in
Client the AddressSpace.
Client A&C Uses Condition classes to group Alarms.
ConditionClasses
Client
Cllent A & C UOUO II'\\L;IT\IIUVV:CdHC, ;Ilb:udills Aui\lluvv:‘ﬁge\
Acknowledge Method, Acknowledgeable type.
Client A(( (N,
Client A & C Confirm Uses confirming Conditions, Whgk
Client Confirm method.
Client A & C Comment Uses Comments, includin Wﬁ?e\&>
Client Method.
Client A & C Alarm Uses Basic Alarm quWg
Client active, inactive state
Client A & C Branch Uses Alarm Brdnc WIuded
Client previous Condition In§tances,\.e ditions
instance othe th cu ndition that
still r ui such as
ackn r'eonfirmagion.
Client A & C Shelving Uses modet;” including the
Client Tim She ve, Sho helve and Unshelve
meth dsé\
Client A&C Excluﬁa clfm\\@ Level Alarms as defined.
Level Client
Client A&C Exﬁhs\n& e E%slgfnLe/len Alarms. Requires that
L|m|1/QI| oneéof the sub-types be used.
Client SIV ses\Excludive Deviation Alarms.
DeV|
Client cIu ive "UsesExclusive RateofChange Alarms.
Rat of
Client E\% Uses Non-Exclusive Level Alarms.
/\ iveLevel
Client Uses Non-Exclusive Limit Alarms. Requires
sive L|m|t that at least one of the sub-types be used.
CI|ent
Client A& C Non- Uses Non-Exclusive Deviation Alarms
Exclusive
Deviation Client
Client A & C Non- Uses Non-Exclusive RateofChange Alarms.
Exclusive
RateofChange
Client
Client A & C Discrete Uses Discrete Alarm types.
Client
Client A & C Off Normal | Uses the Off Normal Alarm types.
Client
Client A & C Trip Client Uses the Trip Alarm type.
Client A & C Dialog Uses the DialogConditionType including
Client Respond Method.
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Table 17 describes Historical Data Access information model related
profiled. The details of this model are defined in IEC 62541-11.
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items that can be
Servers that support some

level of historical data would expose this information model and Clients that utilize historical
data would utilize this information model.

Table 17 — Historical Access

supporting generic structured data.

Category | Title Description Derived
Server Historical Access | General support for basic historical access,
Read Raw reading raw data using the
ReadRawModifiedDetails structure. Where
the time range is specified using a start time,
stop—tme—and—rumberof—vatues—{a M""T:M\
of two of the three parameters t be
provided) and the ReadModified fla e
False.
Server Historical Access | Supports enough continuation 0|
Data Max Nodes | the number of supported pog
Read the MaxNodesPerHistor
Continuation OperationLimits parame
Point access.
Server Historical Access | Supports readin hIS or a%
Time Instance specified instance ti
ReadAtTimeDéfalls
Server Historical Access iih gregates of
Aggregates ar/abl s using the
i|s st re. At least one
ibed in IEC 62541-13
complete list will be
/\ oftw e Certificate.
Server Historical Abcﬁs Suppw historical values of
Insert VaI ble
Server Historic SAbéés? S btt\s‘yeletmg historical values of
@{e\\{ I’I le
Server Hlstbué ess or updating historical values of
UpdateWVal \Wén\ es.
Server Hlstgjﬂ(\\}x \Sygyaorts replacing historical values of
riables.
Server ist Supports maintaining old values for historical
/\ odifie data that have been updated and the
\ retrieval of these wvalues using the
ReadRawModifiedDetails structure
(ReadModified flag set to true).
Server Historicdl Access | Supports the entry and retrieval of
Annotations Annotations for historical data. The retrieval
is accomplished using the standard historical
read raw functionality
(ReadRawModifiedDetails). The entry uses
the standard historical update
(UpdateStructureDataDetails) functionality.
Server Historical Access | Supports providing a ServerTimestamp (as
ServerTimestamp | well as the default SourceTimestamp).
Server Historical Access | Supports ReadRawModified historical access
Structured Data | for structured data. Supporting the structure
Read Raw for an annotation is not considered
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Server Historical Access | Supports historical access for structured
Structured Data | data. Supporting ReadAtTimeDetails for
Time Instance structured data. Supporting the structure for
an annotation is not considered supporting
generic structured data.
Server Historical Access | Supports historical access for structured
Structured Data | data. Inserting Structured data. Supporting
Insert the structure for an annotation is not
considered supporting generic structured
data.
Server Historical Access | Supports historical access for structured
Structured—Data| data—Delete—of existingdata—Supporting—iha
Delete structure for an annotation is not consi ere‘d\
supporting generic structured data.
Server Historical Access | Supports historical access for
Structured Data | data. Updates of existing dafa.
Update the structure for an an i
considered supporting generic s
data. X
Server Historical Access | Supports replacing s histericahdata.
Structured Data andannotation is
Replace not considered suppofting gexeric stpdctured
/X
Server Historical Access g did Yalugs for historical
Structured Data t have been updated and
Read Modified es. Using the
structure
et fo true) for structured
the structure for an
considered supporting
N data.
Server Historical| A S\| SUpports the retrieval of historical Events
Ev@ i eadEventDetails structure. This
includes, ‘support for simple filtering of
/The Event fields that are stored are
<\ server specific, but at least the mandatory
ields of BaseEventType are required.
Server isib% Ac\&ist:/ Supports enough continuation points to cover
/\ vent x"Even the number of supported Event reads
N d indicated in the
Contin MaxNodesPerHistoryReadEvents Server
int OperationLimits parameter for Historical
Event access.
Server Historical Access | Supports inserting historical Events.
Insert Event
Server Historical Access | Supports updating historical Events.
Update Event
Server Historical Access | Supports replacing historical Events.
Replace Event
Server Historical Access | Supports deleting of historical Events.
Delete Event
Client Historical Access | Uses the View Service Set to discover Nodes
Client Browse with historical data.
Client Historical Access | Uses the HistoryRead Service to read raw

Client Read Raw

the
Structure

historical data
ReadRawModifiedDetails
(ReadModified Flag set to False).

using
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Category | Title Description Derived

Client Historical Access | Uses the HistoryRead Service to read
Client Read | modified historical data using the
Modified ReadRawModifiedDetails Structure

(ReadModified Flag set to True).

Client Historical Access | Uses the HistoryRead Service to read
Client Read | Aggregated historical data. This includes
Aggregates using at least one of the Aggregates defined

in |IEC 62541-13. The complete list of
Aggregates used by the Client is included in
the results of this ConformanceUnit.

Client Historical Access | Uses the HistoryRead Service to read raw
Cliont—Structure—-historical data using /*he\
Data Raw ReadRawModifiedDetails Strlcture

(ReadModified Flag set to Fafse
structured data. 2\ Q\

Client Historical Access | Uses the HistoryRead Seryice\ t ead\]
Client  Structure | modified structured historical’da si e >
Data Read | ReadRawModifiedDetails ucture
Modified (ReadModified Flag set th X

Client Historical Access | Uses the HistoryUp ervi o Nosért
Client  Structure | historical data valugs for stryctuted data.
Data Insert @)

Client Historical Access | Uses the HistoryUpdafe /Sérvise to delete
Client  Structure hist@ alpes f rs@c red data.
Data Delete

Client Historical Access | Uses the HistoryUpdate™~Sefvice to update
Client  Structure | histofical data*values far structured data.
Data Update (N

Client Historical céeg\ he\H\isBory date Service to replace
Client  Strustur (ﬁ;i}\data vafués for structured data.
Data Repféqe (N

Client Historicall Acc€ess\| Reads\histerical data at a specified instance
cn@s uctu i e\ far structured data. Using the
Data im ReéadANimeDetails structure.

Instary{\ INAL
Client Histori Actess \:Jr;?% the HistoryRead Service to read
ien Re istorical Event data using the
g\ljbﬂg ReadEventDetails Structure.

Client /\\Q&;’o@eﬁ\( Uses the HistoryUpdate Service to insert

\ n vent | historical Events.
~Nnsewnts

Client HW Access | Uses the HistoryUpdate Service to update
Clien Event | historical Events.

Updates

Client Historical Access | Uses the HistoryUpdate Service to replace
Client Event | historical Events.

Replaces

Client Historical Access | Uses the HistoryUpdate Service to delete
Client Event | historical Events.

Deletes

Client Historical Access | Uses the HistoryUpdate Service to insert
Client Data Insert | historical data values.

Client Historical Access | Uses the HistoryUpdate Service to delete
Client Data Delete | historical data values.

Client Historical Access | Uses the HistoryUpdate Service to update
Client Data | historical data values.

Update
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Category | Title Description Derived
Client Historical Access | Uses the HistoryUpdate Service to replace
Client Data | historical data values.
Replace
Client Historical Access | Enters and retrieves Annotations of historical
Client Annotations | data. The retrieval is accomplished using the
standard historical read raw functionality
(ReadRawModifiedDetails). The entry uses
the standard Historical Update
(UpdateStructureDataDetails) functionality.
Client Historical Access | Reads historical data at a specified instance
Client Time | in time using the ReadAtTimeDetails
lnstanca structurag
lnstan tructure- -
Client Historical Access | Uses the ServerTimestamp (as well ds the
Client Server | default SourceTimestamp), if it is praVvided
Timestamp the Server. 2\ @K
Table 18 describes Aggregate related items that can be that’support the
Aggregdtes would expose this functionality and Clierdts ize Aggregateg would
implement some of this functionality.

&
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Table 18 — Aggregates

Category | Title Description Derived
Server Aggregate master | Supports at least one master
configuration AggregateConfigurationType Object
as part of the Server configuration.
Server Aggregate optional | Supports at least one optional
configuration AggregateConfigurationType Object.
Optional
AggregateConfigurationType
Objects occur at different levels
from the master
AggregateConfigurationType Qbjact
Server Aggregate — Interpolative Supports the In;r\iolatw
Aggregate for Historical agtess, ~_
Server Aggregate — Average Supports the Average Wt&f\b\
Historical access.
Server Aggregate — TimeAverage Supports the gwxg:)\\;&?a
Aggregate for Histoxical astes
Server Aggregate — TimeAverage?2 Supports m Average?
Aggregate ori agcess,
Server Aggregate — Total Supportg/the W?ate for
Historic
Server Aggregate — Total2 Suppoxt T al2\Aggregate for
I—Jré[’grl&
Server Aggregate — Minimum X \;i%& \ivq M|n| um Aggregate
al a
Server Aggregate < Subp\;;}\e\? M|n|mumActuaITime
MinimumActualTime | Aggre Historical access.
Server Aggregate — Mihimu WQtﬁe Minimum2 Aggregate
for al access.
Server Aggregatim “Supports the MinimumActualTime2
MinimumActudl N 2& \/\ggregate for Historical access.
Server Aggfe teiMw@m\\ _Supports the Maximum Aggregate
for Historical access.
Server Agg %\\\N\S Supports the MaximumActualTime
Maxﬁm tualTi Aggregate for Historical access.
Server éiii\&%gu\m{ Supports the Maximum2 Aggregate
é:gg\ for Historical access.
Server/\% \a Supports the MaximumActualTime2
ITime2 Aggregate for Historical access.
Server ggregate>Range Supports the Range Aggregate for
\ Historical access.
Server Aggregate — Range?2 Supports the Range2 Aggregate for
Historical access.
Server Aggregate — Count Supports the Count Aggregate for
Historical access.
Server Aggregate — | Supports the DurationInStateZero
DurationInStateZero Aggregate for Historical access.
Server Aggregate — | Supports the
DurationInStateNonZero DurationInStateNonZero Aggregate
for Historical access.
Server Aggregate — | Supports the NumberOfTransitions
NumberOfTransitions Aggregate for Historical access.
Server Aggregate — Start Supports the Start Aggregate for
Historical access.
Server Aggregate — StartBound Supports the StartBound Aggregate
for Historical access.
Server Aggregate — End Supports the End Aggregate for

Historical access.
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Server Aggregate — EndBound Supports the EndBound Aggregate
for Historical access.
Server Aggregate — Delta Supports the Delta Aggregate for
Historical access.
Server Aggregate — DeltaBounds Supports the DeltaBounds
Aggregate for Historical access.
Server Aggregate — DurationGood Supports the DurationGood
Aggregate for Historical access.
Server Aggregate — DurationBad Supports the DurationBad
Aggregate for Historical access.
Server Aggregate — PercentGood Supports the PercentGood
I'\USICUGLC or rroworival GUL;C?O.
Server Aggregate — PercentBad Supports the PercentBad?q?regaté\
for Historical access.
Server Aggregate — WorstQuality Supports the Q/Xg\:&\a@\
Aggregate for Historical
Server Aggregate — WorstQuality2 | Supports the % V%%Nb
Aggregate for Histoxical aceess,
Server Aggregate — | Supports tWWunt
AnnotationCount AggregateAforHistarical)acce
Server Aggregate — | Support the
StandardDeviationSample Stan D VI t|on mp
Ag orlc access.
Server Aggregate &\ Q\b }Va/lanceSample
VarianceSample reg efo Hlsto ical access
Server Aggregate Supparts the
StandardDeviationPopulafion tandardDewationPopulation for
Histerical €ss.
Server Aggregate %\m “Supportsithe VariancePopulation for
VarianceRoputatio Historigal access.
Server Aggregat The_ Server supports  custom
:fh,;gregates for Historical access
at do not have standard tests
defined. These Aggregates are list
as untested by this
ConformanceUnit.
Server at ubscription — | Supports Aggregate subscription
|Iter filters which requires at least one of
™ the defined Aggregates is supported
as defined in IEC 62541-13.
Server g\?*eg e\/Subscrlptlon — | Supports subscription filter for the
Interpolative Aggregate.
Server Aggre\a’te Subscription — | Supports subscription filter for the
Average Average Aggregate
Server Aggregate Subscription — | Supports subscription filter for the
TimeAverage TimeAverage Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
TimeAverage?2 TimeAverage2 Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
Total Total Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
Total2 Total2 Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
Minimum Minimum Aggregate.
Server Aggregate Subscription - | Supports subscription filter for the
MinimumActualTime MinimumActualTime Aggregate.
Server Aggregate Subscription - | Supports subscription filter for the
Minimum2 Minimum2 Aggregate.
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Server Aggregate Subscription — | Supports subscription filter for the
MinimumActualTime2 MinimumActualTime2 Aggregate.
Server Aggregate Subscription - | Supports subscription filter for the
Maximum Maximum Aggregate.
Server Aggregate Subscription - | Supports subscription filter for the
MaximumActualTime MaximumActualTime Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
Maximum?2 Maximum2 Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
MaximumActualTime2 MaximumActualTime2 Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
RGIIUU RGIIUU Ayylcyatc. /
Server Aggregate Subscription — | Supports subscription filter [for the\
Range2 Range2 Aggregate. N (N
Server Aggregate Subscription — | Supports subscription@W\h\é\
Count Count Aggregate
Server Aggregate Subscription — | Supports subscrlp(oc\an\i.%a\o\\ﬁe/
DurationInStateZero DurationInStateZero Aggr
Server Aggregate Subscription — | Supports su m f for\the
DurationInStateNonZero Durationln8tateNonZe te.
Server Aggregate Subscription - | Support S \ggtg i the
NumberOfTransitions Numbe OfTé}m tiohs Aggrégate
Server Aggregate Subscription ~— ﬁ % Zb@t|®f|lter for the
Start ar gregat
Server Aggregate Subscription \RE&\ r|pt n filter for the
StartBound StartBound Aggregate.
Server Aggregate Subscription( - ,ﬁgbmscnpnon filter for the
End
Server Aggregate Subscriptio \Wp rts> subscription filter for the
EndBound, EndB d Aggregate.
Server Aggregatt\/ub\'g IQ\ Suppdrts subscription filter for the
Delta~ Ita Aggregate.
Server eg tegs/ibég\w\ Bupports subscription filter for the
DeltaBounds Aggregate.
Server }\\ crﬁﬁc? — | Supports subscription filter for the
Durﬁ}\ DurationGood Aggregate.
Server é’gg{;e;xtgd\s\%mtlon — | Supports subscription filter for the
ura B DurationBad Aggregate.
Server \AEg ate %ubscription — | Supports subscription filter for the
rxfﬁqod PercentGood Aggregate.
Server gregate “Subscription — | Supports subscription filter for the
PercentBad PercentBad Aggregate.
Server Aggregate Subscription - | Supports subscription filter for the
WerstQuatity WerstQuatity-Aggregate-
Server Aggregate Subscription - | Supports subscrlpt|on filter for the
WorstQuality2 WorstQuality2 Aggregate.
Server Aggregate Subscription - | Supports subscription filter for the
AnnotationCount AnnotationCount Aggregate.
Server Aggregate Subscription - | Supports subscription filter for the
StandardDeviationSample StandardDeviationSample
Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
VarianceSample VarianceSample Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the
StandardDeviationPopulation | StandardDeviationPopulation
Aggregate.
Server Aggregate Subscription — | Supports subscription filter for the

VariancePopulation

VariancePopulation Aggregate.
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Category | Title Description Derived
Server Aggregate Subscription - | The Server supports subscribing to
Custom custom Aggregates that do not have

standard tests defined. These
Aggregates are listed as untested
by this ConformanceUnit.

Client Aggregate — Client Usage Uses Historical access to Aggregate
which requires at least one of the
defined Aggregates is supported as
defined in IEC 62541-13.

Client Aggregate - Client | Uses Historical access to the
Interpolative Interpolative Aggregate.
Client Aggregate—ClienrtAverage YUses—Historical—acecess *"’\”‘.c
Average Aggregate.
Client Aggregate - Client | Uses Historical accesQO
TimeAverage TimeAverage Aggrega

Client Aggregate - Client | Uses Historical acc he\
TimeAverage?2 TimeAverage?2 AgJé}a{e.

Client Aggregate — Client Total Uses Historicws tNhe‘of‘al/

Aggregate
Client Aggregate — Client Total2 Uses Hist Wto\}\p’tam
Aggrega/ewm\
Client Aggregate — Client Minimum | Uses r cal cc\ss/to the
Minim
Client Aggregate L‘Q\ es |st ess to the
M|n|mumActuaIT|me i Act IT|m Aggregate.
Client Aggregate - Cli H torlc\al-/access to the
Minimum2 Minimqumi2 Aggregate.

Client Aggregate - Client s \Histofical access to the
MinimumAct@h\meyZ’\ \Mjn mumActualTime2 Aggregate.

Client Aggregat B@T\Maxmm\Wistorical access to the
T\ imum Aggregate.

Client Agg hé\%ses Historical access to the
Ma im tuallime aximumActualTime Aggregate.

Client Agg?ﬁﬁé\ \/\Ilen Uses Historical access to the

Maxi Maximum2 Aggregate.

Client Agg \}Qﬁent Uses Historical access to the
aI MaximumActualTime2 Aggregate.

Client %%]gr ange Uses Historical access to the Range
Aggregate.
Client \ \gé\ie\}hent Range2 Uses Historical access to the
Range2 Aggregate.
Client Agbwga}k — Client Count Uses Historical access to the Count
Aggregate.
Client Aggrngnfn — Client | Ises Historical access to the
DurationInStateZero DurationInStateZero Aggregate.
Client Aggregate - Client | Uses Historical access to the
DurationInStateNonZero DurationInStateNonZero Aggregate.
Client Aggregate - Client | Uses Historical access to the
NumberOfTransitions NumberOfTransitions Aggregate.
Client Aggregate — Client Start Uses Historical access to the Start
Aggregate.
Client Aggregate - Client | Uses Historical access to the
StartBound StartBound Aggregate.
Client Aggregate — Client End Uses Historical access to the End
Aggregate.
Client Aggregate - Client | Uses Historical access to the
EndBound EndBound Aggregate.
Client Aggregate — Client Delta Uses Historical access to the Delta

Aggregate.
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Category | Title Description Derived
Client Aggregate - Client | Uses Historical access to the
DeltaBounds DeltaBounds Aggregate.

Client Aggregate - Client | Uses Historical access to the
DurationGood DurationGood Aggregate.
Client Aggregate - Client | Uses Historical access to the
DurationBad DurationBad Aggregate.
Client Aggregate - Client | Uses Historical access to the
PercentGood PercentGood Aggregate.
Client Aggregate - Client | Uses Historical access to the
PercentBad PercentBad Aggregate.
Client Aggregate - Client | Uses Historical access to the
\VAV’UIOtQUG:;ty \VAV’UIOtQUG:;ty ASSIUSGLC /
Client Aggregate - Client | Uses Historical access Alo
WorstQuality2 WorstQuality2 Aggregate (\\
Client Aggregate - Client | Uses Historical cgaé\to \\é\
AnnotationCount AnnotationCount Aggre
Client Aggregate - Client | Uses Historical ac&% \Qa/
StandardDeviationSample StandardDeviafi le
Aggregate
Client Aggregate - Client | Uses c\&sé\\t&/the
VarianceSample Varianc Sample agd
Client Aggregate - Client | Uses__ His rcal ccEs/to the
StandardDeviationPopuI% St’ggda\é lation
Client Aggregate - C“\Xt \{a\én\ﬁ Nc\ar:D/Sccess
VariancePopulation VatianceRopulation Aggregate.
Client Aggregate — Client Cusfom | The C\NeAg;?gan make use of all
Aggregates custo egates in the list of
egates, via Historical access
expos by the Server. This
i s displaying or utilizing the
ta in some manner.
Client Ag reg te Su ri vS’ubscribes for data using Aggregate
Clre filters which requires at least one of
the Aggregates defined in
IEC 62541-13 is supported.
Client ég\\e\p&\sglﬁf/n — | Subscribes for data using the
%ﬁgﬁt{te olative Interpolative Aggregate filter.
Client/\A}%r ate iubé/cription — | Subscribes for data using the
N n&erag Average Aggregate filter.
Client g\?*egég:‘\/éubscription — | Subscribes for data using the
\égkani eAverage TimeAverage Aggregate filter.
Client Aggregdte Subscription - | Subscribes for data using the
Client TimeAverage? TimeAverage? Aggregate filier
Client Aggregate Subscription — | Subscribes for data using the Total
Client Total Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the Total2
Client Total2 Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the
Client Minimum Minimum Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the
Client MinimumActualTime MinimumActualTime Aggregate
filter.
Client Aggregate Subscription — | Subscribes for data using the
Client Minimum2 Minimum2 Aggregate filter.
Client Aggregate Subscription — | Subscribes for data using the

Client MinimumActualTime2

MinimumActualTime2 Aggregate

filter.
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Category | Title Description Derived
Client Aggregate Subscription - | Subscribes for data using the
Client Maximum Maximum Aggregate filter.

Client Aggregate Subscription — | Subscribes for data using the
Client MaximumActualTime MaximumActualTime Aggregate
filter.
Client Aggregate Subscription - | Subscribes for data using the
Client MaximumActualTime2 | MaximumActualTime2 Aggregate
filter.
Client Aggregate Subscription - | Subscribes for data using the
Client Maximum?2 Maximum?2 Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the Range
Clicont Ron o A coraco + £l
NALAALLNLANCLLNS Ao LA IS LSS S et
Client Aggregate Subscription - | Subscribes for data g@g th
Client Range?2 Range2 Aggregate filter.
Client Aggregate Subscription — | Subscribes for data uﬁgwm\
Client Count Aggregate filter.
Client Aggregate Subscription - | Subscribes for g\%&g&i{@é
Client DurationInStateZero DurationInStat ga
filter.

Client Aggregate  Subscription Subscribe da?‘é\ sing,the
Client DuratiodnS te o Aggregate
DurationInStateNonZero fllter

Client Aggregate Subscription .- c b f using the
Client NumberOfTransiti<\ Aggregate
\(

Client Aggregate  Subscription r|b or\d*crt'a using the Start
Client Start ,Agg g t

Client Aggregate bscr|pt|on és\/for data using the
Client Start \S\ tBou d Aggregate filter.

Client Aggregat sbdlptlon X, Subsciibes for data using the End
Client EnZ\ ate filter.

Client Agg }ubscribes for data wusing the
Cli nt ound ndBound Aggregate filter.

Client Aggréé bs ptl Subscribes for data using the Delta
Clien Ita Aggregate filter.
Client Agg&\é\é\&?\u%é Subscribes for data using the
un DeltaBounds Aggregate filter.
Client ggr \v scpiption — | Subscribes for data using the
ient DurationGdod DurationGood Aggregate filter.
Client\%tggﬁ\gij ubscription — | Subscribes for data using the
NClient DyratibnBad DurationBad Aggregate filter.
Client bxe\gs}e Subscription - | Subscribes for data using the
Client PercentGood PercentGood Aggregate filter.
Client Aggrngqfn ther‘ripfinn = | Subscribes  for data ||eing the
Client PercentBad PercentBad Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the
Client WorstQuality WorstQuality Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the
Client WorstQuality2 WorstQuality2 Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the
Client AnnotationCount AnnotationCount Aggregate filter.
Client Aggregate Subscription - | Subscribes for data using the

Client StandardDevSample StandardDeviationSample
Aggregate filter.

Client Aggregate Subscription — | Subscribes for data using the
Client VarianceSample VarianceSample Aggregate filter.

Client Aggregate Subscription — | Subscribes for data using the
Client StandardDeviationPopulation

StandardDevPopulation Aggregate filter.
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Client Aggregate Subscription - | Subscribes for data using the
Client VariancePopulation VariancePopulation Aggregate filter.
Client Aggregate Subscription - | The Client supports subscribing to

Client Custom Aggregates

all custom Aggregates in the list of
Aggregates exposed by the Server.
This includes displaying or utilizing
the data in some manner.

Table 19 describes auditing related items that can be profiled. Most full function Servers
would support these features aIthough some resource constrained Servers may not provide

this fun
support

these features

Table 19 — Auditing

Ag would

Category | Title Description < Y Derivied
Server Auditing Base Support AuditEvents. TheNj
AuditEvents shall b v
certification testing il S
Software Certificaf’%'
defined in IEC 62541 d in
Client Auditing  Client C//ent uppor \g«yvents ids
Audit ID and |n th to el
Client Auditing  Client | The I/ \s.ydscnbmg for
Subscribes Audit ts toring / processing them in
a secfre nne
Table 20 describes hat are profiled. Servers that [support

redundgncy would suppott appropriat

they su

pport. Cliengs t
ConformpancelU @»

ceUnits based on the type o

f reddindancy

e ol handling redundancy would support the apgropriate

Category | Title N Description Derived
Server eduﬁd&né& Supports Server based redundancy.
Servars
Server Ré}&m angy Supports transparent Server redundancy.
\Sw:;
T,ransparent
Client Redundancy Client supports Client redundancy. Clients
C:;Ullt that oupp\ut CI’I‘UIIt chulldallby odarll fa;:UVGI
to another Client (requires some out of band
communication).
Client Redundancy Clients supporting this ConformanceUnit
Client Switch monitor the redundancy status for non-
transparent redundancy Servers and switch
to the backup Server when they recognize a
change in server status.
5.5 Miscellaneous

The following table describes miscellaneous ConformanceUnits.

Each table includes a listing of the Profile Category to which a ConformanceUnit belongs, the

titte and description of the ConformanceUnit and a column

that

indicates

if the
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ConformanceUnit is derived from another ConformanceUnit. A ConformanceUnit that is
derived from another ConformanceUnit includes all of the same tests as its parent plus one or
more additional TestCases. These TestCases can only further restrict the existing TestCases.

Table 21 — Miscellaneous

Category | Title Description Derived
Client, Documentation - | The documentation includes a description of
Server Supported the profiles supported by the product. This
Profiles description includes the level of Certification
testing the product has passed.
Client, Documentation - | The documentation is available in multiple
Server rv':u:t;p:c :GIIUUGHCO. Fhe—restits—ofthis uunfunll"ﬁt‘c\
Languages unit include the list of supported langu
Client, Documentation - | The application includes documenta{
Server Users Guide describes the available functionali y i
by the application. For Serverg_i
summary of all functionality i >
Server.

Client, Documentation - | The documentation
Server On-line application is availa

documentation caquld page,

installed docume but in all
casé\ﬂq e ac
Client, Documentation -

Server Installation i i icient to easily install

Client, Do Umegntation < \hga'ﬁon includes documentation that
Server Tro ting\hde typical problems a user may
Guide i} er and actions that the user could

p

le configuration items.
oading or configuring
items such as Application

erfgrm to resolve the problem. It could also
cribe tip, tricks or other actions that could
help a user diagnose or fix a problem. It
/\ could also describe tools or other items that
\ can be used in diagnosing or repairing
problems. The actual Trouble Shooting
Guide can be part of other documentation,
but should be complete enough to provide
useful information to a novice user.

6 Profiles

6.1 Overview

Clause 6 includes a listing of the categories that a Profile can be grouped into, a list of named
Profiles and the detailed listing of each Profile including directly defined ConformanceUnits
and any sub Profiles that are included in the Profile.

6.2 Profile list

Table 22 lists Profiles. The Profile table is ordered by Profile category and then alphabetically
by the name of the Profile. The table includes a list of categories the Profile is associated with
and a URI. The URI is used to uniquely identify a Profile. The URI shall be able to be used to
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access the information provided in this document with regard to the given Profile in an on-line
display. This URI is also included in the SoftwareCertificate associated with the Profile. The
URI is case sensitive.

An application (Client or Server) shall implement all of the ConformanceUnits in a Profile in
order to be compliant with the Profile. Some Profiles contain optional ConformanceUnits. An
optional ConformanceUnit means that an application has the option to not support the
ConformanceUnit. However, if supported, the application shall pass all tests associated with
the ConformanceUnit. For example, some ConformanceUnits require specific information
model items to be available. They are, therefore, listed as optional in order to allow for the
information model items to be omitted. If a Server desires to be listed as supporting the
optional ConformanceUmt then |t shaII mclude any requwed |nformat|on modeI |tems in the
configunatie ce arto S of ] aUnits is
describgd in the cert|f|cate that Dptional
panceUnits are clearly identified in this document of the

SoftwargCertificate  that describes the Profiles supported The
SoftwargCertificate must show all optional ConformanceUnits and i AJAny on-
line di pptional
Confor ypes or
optional CeUnits.

All reporting requwements for optional these |[lists of

supported DataTypes or Subtypes.

@@
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Table 22 - Profile list

Profile Related URI
Category
Core Server Facet Server http://opcfoundation.org/UA-Profile/Server/CoreFacet
Base Server Behaviour Facet |Server http://opcfoundation.org/UA-Profile/Server/Behaviour
Attribute  WriteMask Server |Server http://opcfoundation.org/UA-
Facet Profile/Server/AttributeWriteMask
File Access Server Facet Server http://opcfoundation.org/UA-Profile/Server/FileAccess
Documentation — Server Facet |Server http://opcfoundation.org/UA-
Profile/Server/Documentation
Embedded DataChange | Server http://opcfoundation.org/UA-
Subscription Server Facet Profile/Server/EmbeddedDataChapgeSubscription
Standalfd DataChange |Server http://opcfoundation.org/UAM
Subscription Server Facet Profile/Server/StandardDataghangesubscribtion
Enhanded DataChange | Server http://o|ocfoundation.orgﬂﬁ\v\"g\M\ﬁ
Subscription Server Facet Profile/Server/EnhancedD\&taéh\a eSUbscrintiol
Data A¢cess Server Facet Server http://opcfoundatiof.org{UA-PrafileXServar/DafaAccess
ComplgxType Server Facet Server http://opcfoundatiomorg/URSY
Profile/Server/Com Nv&s\
Standafd Event Subscription|Server http://opcfoundation.orgyU
Server Facet Profile/lséverlsﬁnd}rc&vent bscription
Addresp Space Notifier Server|Server http://dpcfdundatioh.org/Ba-
Facet Prq‘rﬂh\/&ep&ﬂAg‘d\ress\S{)aceNotifier
A & C|Base Condition Server|Servef  Hith://dpcfolindbtin.org/UA-
Facet < \rofiIekServe\/ACBasg)Condition
A & C Address Space Instance |Server Mtth//opefoundatiefi.org/UA-
Server Facet Profil&lServer/ACAddressSpacelnstance
A & C Enable Server Facet Servet ( ThitoiMopsfoundation.org/UA-Profile/Server/ACEnable
A & C Alarm Server Facet” Server\ htdp://obcfoundation.org/UA-Profile/Server/AChlarm
A & C Acknowledgeable )@rh\lServer http:Mefcfoundation.org/UA-
Server Facet 7\ N \Profi)d/Server/ACAckAlarm
A & [ Exclusive lgla\rﬁﬂ??\ Setver http://opcfoundation.org/UA-
Server Facet A Profile/Server/ACExclusiveAlarming
A & C Non-Exclusi¥ CRAINON Se@ http://opcfoundation.org/UA-Profile/Server/ACNon-
Server Facet A \/\ ExclusiveAlarming
A & C Previ%\hﬁ?@ Server http://opcfoundation.org/UA-
Server Facet Profile/Server/ACPreviousinstances
A & C Dialo§ Server Faget Server http://opcfoundation.org/UA-Profile/Server/ACDialog
A&E V\//é*ppé( FQ\Ce\t\ \ Server http://opcfoundation.org/UA-Profile/Server/AEWrapper
Method'Server¥aset. Server http://opcfoundation.org/UA-Profile/Server/Methods
Auditing Setvef Facat Server http://opcfoundation.org/UA-Profile/Server/Augiting
Node Managé@ Server |Server http://opcfoundation.org/UA-
Facet Profile/Server/NodeManagement
Client Rndundam‘y Server!Server http://opcfoundation org/UA-
Facet Profile/Server/ClientRedundancy
Redundancy Transparent|Server http://opcfoundation.org/UA-
Server Facet Profile/Server/TransparentRedundancy
Redundancy Visible Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/VisibleRedundancy
Historical Raw Data Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/HistoricalRawData
Historical Aggregate Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/AggregateHistorical
Historical Access Structured|Server http://opcfoundation.org/UA-
Data Server Facet Profile/Server/HistoricalStructuredData
Historical Data AtTime Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/HistoricalDataAtTime
Historical Access Modified |Server http://opcfoundation.org/UA-

Data Server Facet

Profile/Server/HistoricalModifiedData
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Profile Related URI

Category
Historical Annotation Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/HistoricalAnnotation
Historical Data Update Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/HistoricalDataUpdate
Historical Data Replace Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/HistoricalDataReplace
Historical Data Insert Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/HistoricalDatalnsert
Historical Data Delete Server|Server http://opcfoundation.org/UA-
Facet Profile/Server/HistoricalDataDelete
Base : :IOI.UI I\JCH EVCIIt SUI VAl SCI VAl IL"ttl-l~IIII\-llJ\-f\-’\v|||d°‘t;\-’||~\-’|F'~'.I“\-lll"\\
Facet ProfiIe/Server/BaseHistoricaIEv;e‘t
Historidal Event Update Server|Server http://opcfoundation.org/UA
Facet Profile/Server/HistoricalE{ér\bpdat
Historidal ~ Event  Replace|Server http://opcfoundation.org/NA- \
Server Facet Proflle/Server/Hlsto(/ca\EveN lac
Historidal Event Insert Server|Server http://opcfoundatiomorg/UANK
Facet ProfiIe/Server/ﬁistMé{!Ev&\rﬂnsert
Historidal Event Delete Server|Server http://opcfoumndation.orglu Ay
Facet Profile/j’érver/Hi}erMventbglete
Aggregpte Subscription Server |Server http://dpcfdurdationsorg/UAs”
Facet PrtﬁiIélmll/Aﬁn‘ega?és)ubscription

Nano Embedded Device |Servér FAttD:/ /Opcfolintiatign erg] UA-

Server Profile ofile)\Serve}\LNanoE beddedDevice

Micro | Embedded  Device|Server ‘hetpy/opefoundation.org/UA-

Server Profile Préﬁle\/\Serv&/MicroEmbeddedDevice

Embedfled UA Server Profile |Serve Ep/fopefodndation.org/UA-
VRN Profile/Server/EmbeddedUA

Standa lServer http: N'epcfoundation.org/UA-

rd UA Server PNI\B\

/Server/StandardUA

Core Client Facej~

Client

http://opcfoundation.org/UA-Profile/Client/Cor

b

Base Client Betév@ur Facet {

Client\

http://opcfoundation.org/UA-Profile/Client/Beh

aviour

Discovéry Client Facet

Client >

http://opcfoundation.org/UA-Profile/Client/Dis

overy

AddresgSpace L W\%é% Né}t http://opcfoundation.org/UA-

Facet & Profile/Client/AddressSpacelLookup

Entry-Level S%ﬁsgﬁ%e}\{ Client http://opcfoundation.org/UA-Profile/Client/Entfy-

Facet (\ LevelSupport

Multi-Sg lie nnectiof | Client http://opcfoundation.org/UA-Profile/Client/MultiServer

Facet Nx ﬁi

File Actess Elient F\ch\t\/ Client http://opcfoundation.org/UA-Profile/Client/FilefAccess

Docum 3ntationWt Client http://opcfoundation.org/UA-
Profile/Client/Documentation

Attribute_Read Client Facet Client http.//opcfoundation.org/UA-
Profile/Client/AttributeRead

Attribute Write Client Facet Client http://opcfoundation.org/UA-
Profile/Client/AttributeWrite

DataChange Subscriber Client|Client http://opcfoundation.org/UA-

Facet Profile/Client/DataChangeSubscriber

DataAccess Client Facet Client http://opcfoundation.org/UA-Profile/Client/DataAccess

Event Subscriber Client Facet |Client http://opcfoundation.org/UA-
Profile/Client/EventSubscriber

Notifier and Source Hierarchy |Client http://opcfoundation.org/UA-

Client Facet Profile/Client/NotifierAndSourceHierarchy

A & C Base Condition Client|Client http://opcfoundation.org/UA-

Facet Profile/Client/ACBaseCondition

A & C Address Space Instance | Client http://opcfoundation.org/UA-

Client Facet

Profile/Client/ACAddressSpacelnstance

A & C Enable Client Facet

Client

http://opcfoundation.org/UA-Profile/Client/ACE

nable
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Profile Related URI
Category

A & C Alarm Client Facet Client http://opcfoundation.org/UA-Profile/Client/ACAlarm
A & C Exclusive Alarming|Client http://opcfoundation.org/UA-
Client Facet Profile/Client/ACExclusiveAlarming
A & C Non-Exclusive Alarming|Client http://opcfoundation.org/UA-Profile/Client/ACNon-
Client Facet ExclusiveAlarming
A & C Previous Instances |Client http://opcfoundation.org/UA-
Client Facet Profile/Client/ACPreviousinstances
A & C Dialog Client Facet Client http://opcfoundation.org/UA-Profile/Client/ACDialog
A & E Proxy Facet Client http://opcfoundation.org/UA-Profile/Client/AEProxy
Method Client Facet Client http://opcfoundation.org/UA-Profile/Client/Method
Audltlng CilUlli. deﬁi. Cilﬁlli_ ;ILlp.I’I’UpLI’UUIIddliUlI.UlKI’UH‘I’[L?/{@C‘“CIIL/’HULiting
Node | Management Client|Client http://opcfoundation.org/UA-
Facet ProfiIe/CIient/NodeManageqént (\
Advanged Type Programming |Client http://opcfoundation.orgf/UA\
Client Hacet ProfiIe/CIient/TvpePrograh\mihg
Diagnostic Client Facet Client http://opcfoundatiof.orgFIAProfile/€lientyDiagnostic
Redundant Client Facet Client http://opcfoundzﬂon\.org/UA&ofhg/CIM/Redundancv
Redundancy Switch Client|Client http://opcfouridationsaig/
Facet Profile/ClieAit/Redindancyswitch
Historidal Access Client Facet |Client http://obcfoundatiarGes/UA-

Profi Iier&t/}’-listorh\alAcce
Historidal Annotation Client|Client htt:/ ounddtion.ors/UA-
Facet (\ /I{ra‘ile(tlien‘\/Hi‘stg}i hnotation
Historidal Data AtTime Client|Client http://opcféundation/org/UA-
Facet > NoNe/Ch&nt/HEtT)ﬁcaIAccessAtTime
Historidal Aggregate Client|Clien https//docfotndation.org/UA-
Facet C\P{pfilé(CI\l\gmeistoricalAccessAggregate
Historidal Data Update Qéf{((flie\m\\ \http://opefoundation.org/UA-
Facet N ProfilMlient/HistoricaIUpdateData
Historidal Data Replace\C 'éﬂ{ CIKﬁt\ “httpr//opcfoundation.org/UA-
Facet NProfile/Client/HistoricalReplaceData
Historidal Dat&_Inser CIief{ Che\nt\ http://opcfoundation.org/UA-
Facet R Profile/Client/HistoricallnsertData
Historidal Data {Z@\et{\%\{ C\ﬁe> http://opcfoundation.org/UA-
Facet Profile/Client/HistoricalDeleteData
Historidal AN\\t rvé\ Client http://opcfoundation.org/UA-
Timestamp Racet Profile/Client/HistoricalServerTimeStamp
HiStoricﬂ\gX\C: \ Mbgified Client http://opcfoundation.org/UA-
Data C MF k Profile/Client/HistoricalAccessModifiedData
Historidal \Sg‘.\g;%d Data |Client http://opcfoundation.org/UA-
AtTime|Client\F t Profile/Client/HistoricalAtTimeStructuredData
Historidal/ , Structured Data |Client http://opcfoundation.org/UA-
ACCQSS C!:Cf‘.t FGCCt Drnfiln’/f‘linm-’/l.lic+nrira|Arnnccch«.mh.rnnlnafa
Historical = Structured Data |Client http://opcfoundation.org/UA-
Modified Client Facet Profile/Client/HistoricalModifiedStructuredData
Historical = Structured Data |Client http://opcfoundation.org/UA-
Delete Client Facet Profile/Client/HistoricalDeleteStructuredData
Historical  Structured Data|Client http://opcfoundation.org/UA-
Update Client Facet Profile/Client/HistoricalUpdateStructuredData
Historical  Structured Data|Client http://opcfoundation.org/UA-
Replace Client Facet Profile/Client/HistoricalReplaceStructuredData
Historical  Structured Data|Client http://opcfoundation.org/UA-
Insert Client Facet Profile/Client/HistoricallnsertStructuredData
Historical Events Client Facet |Client http://opcfoundation.org/UA-

Profile/Client/HistoricalEvents
Historical Event Update Client|Client http://opcfoundation.org/UA-

Facet

Profile/Client/HistoricalUpdateEvents
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Profile Related URI
Category

Historical Event Replace Client|Client http://opcfoundation.org/UA-
Facet Profile/Client/HistoricalReplaceEvents
Historical Event Delete Client|Client http://opcfoundation.org/UA-
Facet Profile/Client/HistoricalDeleteEvents
Historical Event Insert Client|Client http://opcfoundation.org/UA-
Facet Profile/Client/HistoricallnsertEvents
Aggregate Subscriber Client|Client http://opcfoundation.org/UA-
Facet Profile/Client/AggregateSubscriber
User Token - Anonymous |Security http://opcfoundation.org/UA-
Facet Profile/Security/UserToken/Anonymous
User TFoken Yset Name+Set vet; httpfFeopeforndationorsidA-Profifer
Passward Server Facet Security Securitv/UserToken-Server/Use((\lamePa word
User Tpken — X509 Certificate |Server, http://opcfoundation.org/UKK \
Server Facet Security ProfiIe/Securitv/UserTok%%ﬂer/)%@ertifi te
User Tloken — lIssued Token|Server, http://opcfoundation.,QrgNA-\\u\
Server Facet Security ProfiIe/Securitv/Usafﬁ'oM—%rv r/ISsuedTgken
User Tloken — Issued Token |Server, http://opcfoundatiomorg/UAN
Windows Server Facet Security Profile/Securit¢/UserIoken

Server/IssyedFakenWin ws\
User Joken — User Name|Client, http://o/p/cfoundEl\tionM/UA->
Passward Client Facet Security Profile/(Sec@/Use}\'[ok%CI' nt/UserNamePagsword
User Tpken — X509 Certificate | Client, http:/Xorefoyhddtion.org/UA-
Client Hacet Secm rofilefSeculity/UserToken-Client/X509Certificate
User Tloken — Issued Token |Client tp://spcfodndation jorg/UA-
Client Hacet Secu}'@ \Rro\ﬁle/skcuritW‘U-se{Token-Client/lssuedToken
User Tloken — Issued Token |Client] htts:/Pepcfoundation.org/UA-
Windows Client Facet SecuKty C\\RrofiNSEQUr)?v/UserToken-CIient/lssuedToken\,yindows

UA-TCP UA-SC UA Bina

ht¥p://opcfoundation.org/UA-Profile/Transportjuatcp-

i

uasc- inary

SOAP-

ITTP WS-SC T)\X/l\m\\

Tr@\

http://opcfoundation.org/UA-
Profile/Transport/soaphttp-wssc-uaxml

N

SOAP-HTTP Q/}-S ‘http://opcfoundation.org/UA-
Binary t{ Profile/Transport/soaphttp-wssc-uabinary
SOAP-HTTP WSZ%'\UA{MKWt http://opcfoundation.org/UA-
UA Bingry Profile/Transport/soaphttp-wssc-uaxml-uabinar
HTTPS|UA Bj r\\ Trafisport | http://opcfoundation.org/UA-Profile/Transport/https-
uabinary
HTTPS}J’»‘)\O\Q_ N\ \ Transport |http://opcfoundation.org/UA-Profile/Transportjhttps-
\ uasoapxml
Security F&Qccés\s\gdntrol Security, http://opcfoundation.org/UA-
Full Server Profile/Security/UserAccessFull
Security User Access Control|Security, http://opcfoundation.org/UA-
Base Server Profile/Security/UserAccessBase
Security Time Synchronization |Security http://opcfoundation.org/UA-Profile/Security/TimeSync
Best Practice — Audit Events Security, http://opcfoundation.org/UA-
Server Profile/Security/BestPracticeAuditEvents
Best Practice -  Alarm|Security, http://opcfoundation.org/UA-
Handling Server Profile/Security/BestPracticeAlarmHandling
Best Practice - Program |Security, http://opcfoundation.org/UA-
Access Server Profile/Security/BestPracticeProgramAccess
Best Practice - Random |Security http://opcfoundation.org/UA-
Numbers Profile/Security/BestPracticeRandomNumbers
Best Practice — Timeouts Security http://opcfoundation.org/UA-
Profile/Security/BestPracticeTimeouts
Best Practice — Administrative | Security http://opcfoundation.org/UA-
Access Profile/Security/BestPracticeAdministrativeAccess
Best Practice — Strict Message | Security, http://opcfoundation.org/UA-
Handling Server Profile/Security/BestPracticeStrictMessage
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Profile Related URI
Category
Best Practice - Alarm | Client, http://opcfoundation.org/UA-
Handling Client Security Profile/Security/BestPracticeAlarmHandlingClient
Best Practice — Audit Events|Client, http://opcfoundation.org/UA-
Client Security Profile/Security/BestPracticeAuditEventsClient
SecurityPolicy — None Security http://opcfoundation.org/UA/SecurityPolicy#None
SecurityPolicy — | Security http://opcfoundation.org/UA/SecurityPolicy#Basic128Rs
Basic128Rsa15 als
SecurityPolicy — Basic256 Security http://opcfoundation.org/UA/SecurityPolicy#Basic256
SecurityPolicy — | Security http://opcfoundation.org/UA/SecurityPolicy#Basic256Sh
Basic256Sha256 2256
TranspertSecurity=TtS4+15 Security http/7opcfoundatiomrorgfdA-Profiter
TransportSecurity/TLS-1-0
TranspprtSecurity — TLS 1.1 [Security http://opcfoundation.org/UA
Profile/TransportSecurity 151 %
TranspprtSecurity — TLS 1.2 Security http://opcfoundation.org/VA-
Profile/TransportSegrity{T§-1°

The cor eparate
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6.4 Applications
A vendd A Client
applicat lect the

Profiles|thatinclude the functionality required by the application. Typically this will be [multiple
Profiles| Conformance to a single Profile may not yield a complete application. In mo$t cases
multlple Profites—areneededto yic:d ausef app“uatiun. At-Servers—and-CHents—shatt support
at least a core Profile (Core Server Facet or Core Client Facet) and at least one Transport
Profile

For example an HMI Client application may choose to support the “Core Client Facet”, the
“UA-TCP UA-SC UA Binary” Profile, the “Data Access Client Facet’, the “DataChange
Subscriber Client Facet* and the “Attribute Write Client Facet’. If the Client is to be TestLab
tested then it would also support “Base Client Behaviour” Profile. This list of Profiles would
allow the Client to communicate with an OPC UA Server using UA-TCP/UA Security/UA
binary. It would be able to subscribe for data, write to data and would support the DA data
model. It would also follow the best practice guideline for behaviour.

Figure 2 illustrates the Profile hierarchy that this application may contain: This figure is only
an illustration and the represented Profiles may change.
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For the HMI Client
SecurityPolicy - SecurityPolicy -
Basic128Rsa15 None
Core Client For Lab Certification
Facet | | |
Base Client |
Behaviour
Facet
Data Access UA-TCP UA- LICIIE ) Atribute Write|
) . Subscriber .
Client Facet SC UA Binary Client Facet Client Facet
IEC
Figure 2 — HMI Client sample
Another| example is an embedded device OPC UA Server ap oose to
support| “Embedded UA Server’ Profile and the “DataAccess e. This
device Would be a resource constrained device that would st rity, UA
Binary g¢ncoding, data subscriptions and the DA data mod pptional
attributg write. Figure 3 illustrates the hierarchy that s figure
is just ap illustration and the represented Profiles ma
For thg Embedded Server >
Embedded UA (N '@rityPolicy For Lab Certifjcation
Server \ - None §
( Base Servpr |
Core Se Behavioul |
> % Facet
D4dtaAccess Q /> \> _ | SecurityPolicy -
Sefver Facet /\ ) | Basic128Rsa15
N
\UA‘-}P UA-
| STUA Binary
IEC
Figure 3 — Embedded Server sample
Another| simple s m Server application may choose to support: “Standard UA |Server”
Profile andthe “DataAccess Server Facet” Profile. If the Server is to be lab testeq then it

would also support "Base Server Behaviour” Profile. This device would be a mid-level OPC
UA Server that would support all that the embedded Server in the previous example
supported and it would add support for an enhance level of the subscription service and
support for writes. Figure 4 illustrates the hierarchy that this application may contain: This

figure is just an illustration and the represented Profile may change.


https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

- 64 - IEC 62541-7:2015 © IEC 2015

Basic
Subscription
For the Standard UA Enhanced r Server Facet
Server »| Subscription
Server Facet
Standard UA SecurityPolicy ForLabcemf'Cat'on
Server - None |
Base Server |
Core Server Behaviour
- Facet Facet
DafaAccess _ | SecurityPolicy -
Selver Facet | Basic128Rsa15
| UA-TCP UA-
| SC UA Binary
IEC
If the example HMI Client were to comne ‘ pfe Servers, it may|have to
adjust ifls behaviour based on the Profile re the\respective Servers. If the HNII Client
were cgmmunicating with the embedded ice : be able to perform apy write
operatigns. It may also have to limit hscriptions or sessions based on the
performpnce limits of the Server. If the H 1 onnected to the Standard Server it
would be able to open additi i yher limits on performance relatgd items

and it wpuld be able to allb

6.5 Profile tab:s
6.5.1 Introduc

All subc

2 describe Profiles in a tabular format.

Each ta ns. The first column is a description of the conformande group

that th it s part of. This allows the reader to easily fijnd the
Confor it Xhis column may also state “Profile” in which case the listed item|is not a
ConforEE included Profile. The second column is a brief description of the
Confor it or imcluded Profile. The last column indicates if the ConformancgeUnit is
optionall or required:

6.5.2 Core Server Facet

Table 23 describes the details of the Core Server Facet. This Facet defines the core
functionality required for any UA Server implementation. The core functionality includes the
ability to discover endpoints, establish secure communication channels, create sessions,
browse the AddressSpace and read and/or write to attributes of nodes. The key requirements
are: Support for a single session, Support for the Server and Server Capabilities Object, All
mandatory Attributes for Nodes in the AddressSpace, Authentication with UserName and
Password. Support for a type system is not required nor does the Server need to support
encryption and signing of user identity tokens (This assumes the Server also supports a
transport that provides security.) This Facet has been extended with additional Base
Information ConformanceUnits. They are optional to provide backward compatibility. In the
future the ConformanceUnit “Base Info Server Capabilities”will become required, and so it is
highly recommended that all Servers support it. For broad applicability, it is recommended
that Servers support multiple transport and security Profiles.
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Table 23 — Core Server Facet

Group Conformance Unit / Profile Title Optional
Profile SecurityPolicy — None False
Profile User Token — User Name Password Server Facet False
Address Space Model Address Space Base False
Attribute Services Attribute Read False
Attribute Services Attribute Write Index True
Attribute Services Attribute Write Values True
Base Information Base Info Core Structure False
Base Information Base Info OptionSet True
Base Information Base Info Placeholder Modelling Rules True
Base Ipformation BaseinfoServet Capa'ui“tica 7 Frog
Base Ipformation Base Info ValueAsText ( T.rds
Discovery Services Discovery Find Servers Self T (ONJralse
Discovery Services Discovery Get Endpoints Falsk
Securify Security — No Application Authentication, \ Try4
Securily Security Administration Frug
Sessioh Services Session Base OO\ Fals
Sessioh Services Session General Service Behfa\gom'\\ \ \ | False
Sessiop Services Session Minimum 1 Fals
View Services View Basic / Fals
View Services View Minimum Contmué{tlob Poigt)04. Fals
View Services View RegjsterNode$ N > Fals
View Services View TrafslateBfowsePath \\\_//]\/ Fals
6.5.3 Base Server Behaviour Facet
Table 2§ describes the d ines best
practices for the confjg ed in a
production environme set the
security| level and™o shall be
registergd. @
<\ Base Server Behaviour Facet
Group N\ ) Conformance Unit / Profile Title Optidnal
Discovery Servicesw\ "X KDiscovery Configuration False
Protocff and Encading \ | Protocol Configuration False
Securify NN N | Security Administration False
Securily Security Administration — XML Schema False
Securily Security Certificate Administration False
6.5.4 Attribute WriteMask Server Facet

Table 25 describes the details of the Attribute WriteMask Server Facet. This Facet defines the
capability to update characteristics of individual Nodes in the AddressSpace by allowing
It requires support for authenticating user access as well as
providing information related to access rights in the AddressSpace and actually restricting the
access rights as described.

writing to Node Attributes.
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Table 25 — Attribute WriteMask Server Facet

Group Conformance Unit / Profile Title Optional
Profile Security User Access Control Base False
Address Space Model Address Space UserWriteMask False
Address Space Model Address Space UserWriteMask Multilevel True
Address Space Model Address Space WriteMask False

6.5.5 File Access Server Facet

Table 26 describes the details of the File Access Server Facet. This Facet specifies the
support of exposing File information via the defined FileType. This includes reading of file as

af fila_dota

1 Ll it
well as ppteratywritingoffledata:

Table 26 —File Access Server Facet /\Q( &

Group Conformance Unit / Profile Title ptighal
Base Ipformation Base Info FileType Base < Ifalse
Base Ipformation Base Info FileType Write NI \ NTrue
6.5.6 |Documentation Server Facet
Table 2} describes the details of the Documeniatio a list of
user dogumentation that a server application
Table 27 - D mentation Server Facet
/AN
Group Conformance Unit / Rrofile Title Optignal
Miscellaneous {_ PDgtumentations< Instalfation False
Miscellaneous N Documentatisn — Multiple Languages True
Miscellaneous | ocumertation =Onh-line True
Miscellaneous N\ “Documentation>- Supported Profiles True
Miscellaneous \. < [‘Qoctwnentatiofl — Trouble Shooting Guide True
Miscellaneous Dogumentation — Users Guide False

6.5.7

Table 2 chbexsthe details of the Embedded DataChange Subscription Server Faget. This

Facet
subscripti
impmme
Subscri
Session

ange Subscription Server Facet

within

is not reqmred In addltlon support for two parallel Publish requests |s reqwred This Facet is
geared for a platform such as the one provided by the Micro Embedded Device Server Profile
in which memory is limited and needs to be managed.
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Table 28 - Embedded DataChange Subscription Server Facet

Group Conformance Unit / Profile Title Optional
Monitored Item Services Monitor Basic False
Monitored Item Services Monitor Items 2 False
Monitored Item Services Monitor QueueSize_1 False
Monitored Item Services Monitor Value Change False
Subscription Services Subscription Basic False
Subscription Services Subscription Minimum 1 False
Subscription Services Subscription Publish Discard Policy False
Subscription Services Subscription Publish Min 02 False

6.5.8 Standard DataChange Subscription Server Facet
Table 2P describes the details of the Standard DataChange Subsefip{i et. This
Facet specifies the standard support of subscribing to data xtends
featureq and limits defined by the Embedded Data Change SuhScrip / inimum,
Servers|shall support 2 Subscriptions with at least 100 item equired
Sessions. The 100 items shall be supported for at least<hal Fiptions.
Queuing with up to two queued entries is required. Suppart>af fiv equests
per Session is required. This Facet also requires the suppo® ice. This
Facet has been updated to include optional C¢ hckward
compatipility. These optional ConformanceUnits(a a future
release [they will be made mandatory.
Table 29 — Standard D cription Server Facet
Group Conformande Unit-N\Prafile Title Optidnal
Profile < Wﬁ@yhan Subscription Server | False
N et
Base Ipformation | NBase(Info GatMenitotedltems Method True
Method Services N NVtethodCall ™\ True
Monitofed ltem<Seryices | Monitor tems 40 False
Monitofed ltem Sefyices Mnitor tems 100 False
Monitofed Item Services\ [\eoniforMinQueueSize 02 False
Monitofed Item Services Monitoy/Triggering False
Monitofed Item.ServicesN " | Monitored Items Deadband Filter False
Subsciliption, Servicas. \l Subscription Minimum 02 False
Subsciligtion Services’ \ | Subscription Publish Min 05 False
6.5.9 Enhanced DataChange Subscription Server Facet
Table 30-—describes-the details of the Enhanced nafaf‘hangn Quher-ri,r_'\finn Server Eadet. This

Facet specifies an enhanced support of subscribing to data changes. It is part of the Standard

UA Server Profile. This Facet increases the limits defined by the Standard Data Change
Subscription Facet.
Table 30 — Enhanced DataChange Subscription Server Facet
Group Conformance Unit / Profile Title Optional
Profile Standard DataChange Subscription Server | False
Facet
Monitored Item Services Monitor Items 500 False
Monitored Item Services Monitor MinQueueSize 05 False
Subscription Services Subscription Minimum 05 False
Subscription Services Subscription Publish Min 10 False
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6.5.10 Data Access Server Facet

Table 31 describes the details of the Data Access Server Facet. This Facet specifies the
support for an Information Model used to provide industrial automation data. This model
defines standard structures for analog and discrete data items and their quality of service.
This Facet extends the Core Server Facet which includes support of the basic AddressSpace
behaviour.

Table 31 — Data Access Server Facet

Group Conformance Unit / Profile Title Optional

Data Access Data Access Analogltems True

Data Ascess Bata-Asccess-ArrayHomType ~ True

Data Access Data Access Complex Number ( rue

Data Alccess Data Access Dataltems e False

Data Alccess Data Access DoubleComplex Number” \ N\ Xrue

Data Alccess Data Access MultiState \ True

Data Alccess Data Access PercentDeadband ¢ X True

Data Alccess Data Access Semantic Changes \ . XU \ NFrue

Data Alccess Data Access TwoState <N\ R \ | True
6.5.11
Table 3 he Core
Server | multiple
elemen nponent
variablefs. es and
Variablgs that make use of these Dat a ice set
shall s ese ‘StructuredDataTypes. As an option the
Server ' p binary
protoco

exType Server Facet

Group A N\Conformance Unit / Profile Title Optional
Addreds Space flodeN\ Address Space Complex DataTypes False
Attribufe Sepvices\ '\ “Attribute Alternate Encoding True
Attribufe Sexvices~\ L\ Agtribute Read Complex False

Attribu rvicese..t \ | Attribute Write Complex False

Monitof Itém\\§é®"rs§s > | Monitor Alternate Encoding True
6.5.12 Stam\%nt Subscription Server Facet

Table 33 describes the details of the Standard Event Subscription Server Facet. This Facet
specifies the standard support for subscribing to events and is intended to supplement any of
the FullFeatured Profiles. Support of this Facet requires the implementation of Event Types
representing the Events that the Server can report and their specific fields. It also requires at
least the Server Object to have the EventNotifier Attribute set. It includes the Services to
Create, Modify and Delete Subscriptions and to Add, Modify and Remove Monitored Items for
Object Nodes with an “EventNotifier Attribute”. Creating a monitoring item may include a filter
that includes SimpleAttribute FilterOperands and a select list of Operators. The operators
include: Equals, IsNull, GreaterThan, LessThan, GreaterThanOrEqual, LessThanOrEqual,
Like, Not, Between, InList, And, Or, Cast, BitwiseAnd, BitwiseOr and TypeOf. Support of more
complex filters is optional.

This Facet has been updated to include several optional Base Information ConformanceUnits.
These ConformanceUnits are optional to allow for backward compatibility, in the future these
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optional ConformanceUnits will become required, and so it is highly recommended that all

servers

support them.

Table 33 — Standard Event Subscription Server Facet

Group Conformance Unit / Profile Title Optional
Address Space Model Address Space Events False
Base Information Base Info EventQueueOverflowEventType True
Base Information Base Info Progress Events True
Base Information Base Info SemanticChange True
Base Information Base Info System Status True
Base Information Base Info System Status underlying system True
Monitofed Ttem Services Monitor Basic 7 False
Monitored ltem Services Monitor Complex Event Filter /\\ \R(ue
Monitored ltem Services Monitor Events /\\ Q Fa\Ts\e
Monitored ltem Services Monitor Items 10 < \ F@Ise
Monitored ltem Services Monitor QueueSize ServerMax NEalsé]
Subsciliption Services Subscription Basic Q WAR False
Subsciliption Services Subscription Minimum 02 NN alse
Subsciliption Services Subscription Publish Discard Rolicy-\ \ > | False
Subsciliption Services Subscription Publish Mi 05 \> False
6.5.13 | Address Space Notifier Ser 6
Table 34 describes the details of th ~ pace \Notifier Server Facet. This Facet
require§ the support of a hierarchy of-Object\|No hat are notifiers and Nodes that are
event spurces. The hierarchy is commonlyusedcas & to organize a plant into argas that
can be
otifier Server Facet
Group N Tonformance Unit / Profile Title Optional
Addregs Space Model\ | Address Spacé Notifier Hierarchy False
Addregs Space Model Address\Space Source Hierarchy False
6.5.14 ition\Server Facet
Table 3 e details of the A & C Base Condition Server Facet. This Facet fequires
basic ditions. Information about Conditions is provided through Event
notificat this Facet builds upon the Standard Event Subscription Servey Facet.

Conditid
the Ref|

an “interesting” state (as defined by the Server) can be refreshrT

server r

Tay atso provide support for Corditiorr classes

Table 35 — A & C Base Condition Server Facet

d using

Fesh Method, which requires support for the Method Server Facet. Optionally the

Group Conformance Unit / Profile Title Optional
Profile Method Server Facet False
Profile Standard Event Subscription Server Facet False
Alarms and Conditions A & C Basic False
Alarms and Conditions A & C ConditionClasses True
Alarms and Conditions A & C Refresh False
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6.5.15 A & C Address Space Instance Server Facet
Table 36 describes the details of the A & C Address Space Instance Server Facet. This Facet

specifies the support required for a Server to expose Alarms and Conditions in its
AddressSpace. This includes the A & C AddressSpace information model.

Table 36 — A & C Address Space Instance Server Facet

Group Conformance Unit / Profile Title Optional
Alarms and Conditions A & C Instances False

6.5.16 A& CEnable-Serverfacet

Table 3|f describes the details of the A & C Enable Server Facet. ires the

enabling and disabling of Conditions. This facet builds upon the Server
Facet. Enabling and disabling also requires that instances of thes iti loxist in
the AddressSpace since the enable Method can only be i i of the
Conditign
Table 37 — A & C Enable

Group Conformance Unit / Profile Title\ Optional

Profile A & C Bage Condifioh Sefvér /Facet False

Alarmg and Conditions A& CEfable /N » U False

Alarmg and Conditions A & C Instances N False

6.5.17 | A & C Alarm Server Facet

Table 38 describes th ‘ erver Facet. This Facet requires|support
for Alarms. Alarms extghd the ConditiQnTiyp ding an Active state which indicat¢s when

somethiphg in the syste c 3y an Operator. This Facet builds upon the A&C
Base C)ndition i S equires that discrete AlarmTypes be suppprted, it
also allpws for optié helving, alarm comments and other discrete AlaimTypes

such as|Trip or Off,

Group \ w2\ \ [Xonformance Unit / Profile Title Optidnal
Profile A\ ) | A & C Base Condition Server Facet False
Alarmg and>Cdntitions A & C Alarm False
Alarmg and-Conditions A & C Comment True
Alarmg and Condititns A & C Discrete False
Alarms-and-Conditions A& C Off Normal True
Alarms and Conditions A & C Shelving True
Alarms and Conditions A & C Trip True

6.5.18 A & C Acknowledgeable Alarm Server Facet

Table 39 describes the details of the A & C Acknowledgeable Alarm Server Facet. This Facet
requires support for Acknowledgement of active Alarms. This Facet builds upon the A & C
Alarm Server Facet. Acknowledgement requires support of the Acknowledge Method and the
Acknowledged state. Support of the Confirmed state and the Confirm Method is optional.
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Table 39 — A & C Acknowledgeable Alarm Server Facet

Group Conformance Unit / Profile Title Optional
Profile A & C Alarm Server Facet False
Alarms and Conditions A & C Acknowledge False
Alarms and Conditions A & C Confirm True

6.5.19 A & C Exclusive Alarming Server Facet

Table 40 describes the details of the A & C Exclusive Alarming Server Facet. This Facet
requires support for A/arms with muItrpIe sub states that identify d|fferent limit Conditions.

This face gne sub-
state cgn be actlve at a time. For example a temperature exceeds the H|g i imit the
associated exclusive LevelAlarm will be in the HighHigh sub-state a s High sub-
state. This Facet requires that a Server support at least one of t i xJmodels:

Limit, RateOfChange or Deviation.

Table 40 — A & C Exclusive AIarming(sier Fa

Group Conformance Unit / ProfiteTitle "\, \ ™\ [ Optional
Profile A & C Alarm Server Fa€et \ False
Alarmg and Conditions A & C Exclusive Devidtion| ) True
Alarmg and Conditions A & C Exglusive Lével\~ ///\ True
Alarmg and Conditions A & C ExclusiveLimit  _{H\J False
Alarmg and Conditions A & C Exelusive RateQfChange / True

6.5.20

Table 4l describes th : 8 usive Alarming Server Facet. Thjs Facet
requirey support for Alz [ [ -stdtes that identify different Iimit Conditions.

This Faret builds upo
than onfe sub- s
HighHigh limit the.as:
HighHig .

alarm m

. For example if a temperature excepds the
ive LevelAlarm will be in both the High pnd the
that a server support at least one of the pptional
Deviation.

Group Conformance Unit / Profile Title Optional
Profile S\ A & C Alarm Server Facet False
Alarmg and-Cohditions A & C Non-Exclusive Deviation True
Alarmg and-Conditins A & C Non-Exclusive Level True
Alarmsand Conditions A & C Non-Exclusive Limit Ealse
Alarms and Conditions A & C Non-Exclusive RateOfChange True

6.5.21 A & C Previous Instances Server Facet

Table 42 describes the details of the A & C Previous Instances Server Facet. This Facet
requires support for Conditions with previous states that still require action on the part of the
operator. This facet builds upon the A&C Base Condition Server Facet. A common use case
for this Facet is a safety critical system that requires that all Alarms be acknowledged even if
it the original problem goes away and the Alarm returns to the inactive state. In these cases,
the previous state with active Alarm is still reported by the Server until the Operator
acknowledges it. When a Condition has previous states it will produce events with different
Branch identifiers. When previous state no longer needs attention the branch will disappear.
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Table 42 — A & C Previous Instances Server Facet

Group Conformance Unit / Profile Title Optional

Profile A & C Base Condition Server Facet False

Alarms and Conditions A & C Branch False
6.5.22 A & C Dialog Server Facet

Table 43 describes the details of the A & C Dialog Server Facet. This Facet requires support
of Dialog Conditions. This Facet builds upon the A & C Base Condition Server Facet Dialogs
are ConditionTypes used to request user input. They are typically used when a Server has

entered

some Qtatp that requires intervention by a Client For pxamnlp a Sr-ucvpr mon

paper m
Server

accepte

toring a
on. The
bquired.
r of an

Group Conformance Unit / Profite Title "X, \ . / | Optidgnal
Profile A & C Base Condition Server Facetl, \ False
Alarmg and Conditions A & C Dialog [ () N False
6.5.23 | A & E Wrapper Facet

Table 4 ifies the
requirer M). This
Profile igentifies the sub- ne COM
OPC AE specification. Creating
servers [that front-end existing app E COM
Servers|may not supp n these
cases sjmilar fu@ le if an
A&E CQM server system
that it i ini q le out of
scope fp i derlying

system
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Table 44 — A & E Wrapper Facet

Group Conformance Unit / Profile Title Optional
Address Space Model Address Space Events False
Address Space Model Address Space Notifier Hierarchy False
Address Space Model Address Space Source Hierarchy False
Alarms and Conditions A & C Acknowledge False
Alarms and Conditions A & C Alarm False
Alarms and Conditions A & C Basic False
Alarms and Conditions A & C ConditionClasses False
Alarms and Conditions A & C Refresh False
Alarms and Conditions A & E Wrapper Mapping False
MonitoredHtem—Services MonitorBasic 7 Fatse
Monitofed Item Services Monitor Complex Event Filter ( “Ralse
Monitofed Item Services Monitor Events L (O\LFakse
Monitofed Item Services Monitor Items 2 <\ 'Ralsg)]
Monitofed Item Services Monitor QueueSize_ServerMax \ \Falsg]
Subscijiption Services Subscription Basic < A False
Subscijiption Services Subscription Minimum 1 N WOV N\ Malse
Subscijiption Services Subscription Publish Discard~Polity\ \ \ | False
Subscijiption Services Subscription Publish Mig02 > \\) False
6.5.24 | Method Server Facet Q
Table 4% describes the details of the verkaceh This/Facet specifies the sypport of
Method |invocation via the Call service Methods arey Nghtweight” functions which arg similar
to the methods of a class found in any object-ori ogramming language. A Method can
have it§ scope bounded by an owninyg Oo ning ObjectType. Methods |with an
ObjectTlype as their scop& aressimi statisume in a class.
thod Server Facet
Group N . < [‘Confarmance’Unit / Profile Title Optidnal
Addreds Space Mogél Address Space Method False
Method Services”\ “Meéthod Call False
%\/
6.5.25 ver Fasg
Table 46 ils of the Auditing Server Facet. This Facet requires the support of
Auditing e Standard Event Subscription Server Facet. Support of th|s Facet
requireq that Audh nts be produced when a client performs some action to change the
state of the server, such as changmg the AddressSpace msertmg or updatlng a vglue etc.

actions to be traced across multlple systems The Audlt Event Types and their fields must be
exposed in the Server's AddressSpace

Table 46 — Auditing Server Facet

Group Conformance Unit / Profile Title Optional
Profile Standard Event Subscription Server Facet False
Auditing Auditing Base False

6.5.26 Node Management Server Facet

Table 47 describes the details of the Node Management Server Facet. This Facet requires the
support of the Services that allow the Client to add, modify and delete Nodes in the
AddressSpace. These Services provide an interface which can be used to configure Servers.
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This means all changes to the AddressSpace are expected to persist even after the Client has

disconnected from the Server

Table 47 — Node Management Server Facet

Group Conformance Unit / Profile Title Optional
Address Space Model Address Space Base False
Base Information Base Info Model Change False
Base Information Base Info Type System False
Node Management Node Management Add Node False
Services

Node Management Node Management Add Ref False
Servicgs 7

Node Vranagement Node Management Delete Node A Xﬁe
Servicgs A N

Node Vllanagement Node Management Delete Ref X\ Ise)
Servicgs

6.5.27 | Client Redundancy Server Facet

Table 4
Server .
requires fie ce which allows
Subscri f

nes the
5 Facet

AN
Group Conformance URijt / Rrofile Title

Optional

False

Subsciliption Services < NSupscriptidon Trensfer >
N

6.5.28 Redundi;y
Table 49 describ

requirey support ancy. If Servers implement transpare
then thq failover srvexto another is transparent to the Client such th

unawareg that i ccurred; the Client does not need to do anything
data floying.\T his

49 — Redundancy Transparent Server Facet

edundancy Transparent Server Facet. This Facet

nt reddindancy
at the Client is
at all|to keep

Group ) Conformance Unit / Profile Title

Optional

Redungdntcy Redundancy Server Transparent

False

6.5.29 Redundancy Visible Server Facet

Table 50 describes the details of the Redundancy Visible Server Facet. This Facet specifies
the support for non-transparent redundancy. Failover for this type of redundancy requires the

Client to monitor Server status and to switch to a backup Server if it detects

a failure. The

Server shall expose the methods of failover it supports (cold, warm or hot). The failover
method tells the Client what it must do when connecting to a Server and when a failure
occurs. Cold redundancy requires a Client to reconnect to a backup Server after the initial
Server has failed. Warm redundancy allows a Client to connect to multiple Servers, but only
one Server will be providing values. In hot redundancy multiple Servers are able to provide

data and a Client can connect to multiple Servers for the data.
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Table 50 — Redundancy Visible Server Facet

Group Conformance Unit / Profile Title Optional
Redundancy Redundancy Server False

6.5.30 Historical Raw Data Server Facet

Table 51 describes the details of the Historical Raw Data Server Facet. This Facet defines the
basic functionality when supporting historical data access for raw data.

Table 51 — Historical Raw Data Server Facet

Group Conformance Unit / Profile Title ( ptional

Attribufe Services Attribute Historical Read e False

Historifal Access Historical Access Data Max No{e \%ekk alse|
Continuation Point

Historifal Access Historical Access Read Raw ¢’ \ False

Histori¢al Access Historical Access ServerTimestamp = O \  NFrue

DN

Jervertacet. This Facet ipdicates
derived’values from raw hlistorical

6.5.31 | Historical Aggregate Server Facet

Table 5
that the
data.
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Table 52 — Historical Aggregate Server Facet

Group Conformance Unit / Profile Title Optional
Aggregates Aggregate — AnnotationCount True
Aggregates Aggregate — Average True
Aggregates Aggregate — Count True
Aggregates Aggregate — Custom True
Aggregates Aggregate — Delta True
Aggregates Aggregate — DeltaBounds True
Aggregates Aggregate — DurationBad True
Aggregates Aggregate — DurationGood True
Aggregates Aggregate — DurationInStateNonZero True
Aggregates Aggregate— DuratiomnStateZero 7 Froe
Aggredates Aggregate — End ( Yrué
Aggredates Aggregate — EndBound T O\l Trve
Aggredates Aggregate — Interpolative <\ Krue
Aggredates Aggregate — Maximum \ True/
Aggredates Aggregate — Maximum?2 < A True
Aggredates Aggregate — MaximumActualTime \ . OV \  MTue
Aggredates Aggregate — MaximumActuaffime2\_ \C N [ True
Aggredates Aggregate — Minimum D\ True
Aggredates Aggregate — Minimum?  ~ N True
Aggredates Aggregate — MinimurActualTine True
Aggredates Aggregaten— MiniumAttudlTime2 > True
Aggredates Aggregéte —\NufuberQfTrahsitions > True
Aggredates Aggregate- PercentBad ~ N/ True
Aggredates Aggregate — PercentGooth True
Aggredates Aggregafle — Range S True
Aggredates Aggregats — Range? True
Aggredates ;N gregate X Standard DéviationPopulation True
Aggredates N Agyregate xStandardDeviationSample True
Aggredates | A%T\gaf‘e\— Start True
Aggredates N\ Aguregate ~StartBound True
Aggredates N\~ _~\_ | Aggregate < TimeAverage True
Aggredates { Agdtegate £ TimeAverage?2 True
Aggredates / \ Aggregate — Total True
Aggredates \ “Mggregate — Total2 True
Aggredates( X Augregate — VariancePopulation True
Aggredates \ . N\ ggregate — VarianceSample True
Aggredates ™\ /\ \ | Aggregate — WorstQuality True
Aggredates._ 0N\ Aggregate — WorstQuality2 True
Aggregates \ Aggregate master configuration False
Aggredates Aggregate optional configuration True
Attribufe Services Attribute Historical Read False
Historical Access Historical Access Aggregates False
Historical Access Historical Access Data Max Nodes Read | False
Continuation Point

6.5.32 Historical Access Structured Data Server Facet

Table 53 describes the details of the Historical Access Structured Data Server Facet. This
Facet indicates that the Server supports storage and retrieval of structured values for all
supported access types. If a listed access type is supported then the corresponding optional
ConformanceUnit shall be supported.
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Table 53 — Historical Access Structured Data Server Facet

Group Conformance Unit / Profile Title Optional
Historical Access Historical Access Structured Data Delete True
Historical Access Historical Access Structured Data Insert True
Historical Access Historical Access Structured Data Read | True
Modified
Historical Access Historical Access Structured Data Read Raw False
Historical Access Historical Access Structured Data Time | True
Instance
Historical Access Historical Access Structured Data Update True
Historical Access Historical Access Structured Data Replace True
6.5.33 | Historical Data AtTime Server Facet
Table 94 describes the details of the Historical Data AtTime '? Facet
indicatep that the historical Server supports reading data by spgcify mps.
Table 54 — Historical Data AtTime Serv
Group Conformance Unit / P/fofljg Title \ Optional
Attribufe Services Attribute Historical Rehd ( False
Historital Access Historical Acc été es Read | False
Continuéatio
Historifal Access H|stor|ca\1\Acc\a§§\'I'|m\e\lnst\ance False
6.5.34 | Historical Acces
Table 55 describes the ds et. This
Facet defines support ified or
inserted).
o
2\
Group S\ Conformance Unit / Profile Title Optional
Attribufe Sepitses\ \ ‘Attribute Historical Read False
Histori¢al Atcess N\ Historical Access Modified Values False
6.5.35 | Historical Annotation Server Facet
Table 5p.destribes the details of the Historical Annotation Server Facet. This Facet|defines
support forthe storage and retrieval of annotations for historical data

Table 56 — Historical Annotation Server Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Historical Read False
Attribute Services Attribute Historical Update False
Historical Access Historical Access Annotations False

6.5.36 Historical Data Update Server Facet

Table 57 describes the details of the Historical Data Update Server Facet. This Facet includes

Historical Data Update functionality.
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Table 57 — Historical Data Update Server Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Historical Update False
Historical Access Historical Access ServerTimestamp True
Historical Access Historical Access Update Value False

6.5.37 Historical Data Replace Server Facet

Table 57 Table 58 describes the details of the Historical Data Replace Server Facet. This

Facet includes Historical Data Replace functionality.

Table 58 — Historical Data Replace Server Face

Group Conformance Unit / Profile Title /" \ \.-| Qptignal
Attribuie Services Attribute Historical Update False)
Histori¢al Access Historical Access ServerTimestarfip )Y True
Histori¢al Access Historical Access Replace Vajue \ MO\ NFalse

6.5.38 | Historical Data Insert Server Facet

Table 5P describes the details of the Hjstorical Da
Historical Data Insert functionality.

Table 59 — Hist

Group Conformance Uxit 7 Profile Title Optidnal
Attribufe Services { DMAttribute Histotica) Update False
Histori¢al Access  p Historical Aggess Insgft Value False
Historial Access | istokical Access-ServerTimestamp True

Historica; Data

6.5.39 r Facet

Table 6
Historic

istorical Data Delete Server Facet. This Facet [ncludes

Group RN Conformance Unit / Profile Title Optidnal
Attribufe Services. ) Attribute Historical Update False
Histori¢al/Access Historical Access Delete Value False

6.5.40 Base Historical Event Server Facet

Table 61 describes the details of the Base Historical Event Server Facet. This Facet defines
the server requirements to support basic Historical Event functionality, including simple

filtering and general access.
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Table 61 — Base Historical Event Server Facet

Group Conformance Unit / Profile Title Optional

Attribute Services Attribute Historical Read False

Historical Access Historical Access Event Max Events Read | False
Continuation Point

Historical Access Historical Access Events False

6.5.41 Historical Event Update Server Facet

Table 62 describes the details of the Historical Event Update Server Facet. This Facet
includes-Histarical Event update access flmr‘tinnqlify

Table 62 — Historical Event Update Server Facet %

Group Conformance Unit / Profile Title \ Optighal
Attribufe Services Attribute Historical Update ( \ False
Histori¢al Access Historical Access Update Event. \ . O \ NFalse

DN

er Facet. This Facet

6.5.42 | Historical Event Replace Server Facet

Table 6
included

Group Confornjance Unib/ Profile Title Optional
Attribufe Services Attribute \Historical‘Update” False
Histori¢al Access < igforical Access_Replate Event False

N

6.5.43 Histori<§v
Table 64 describe istorical Event Insert Server Facet. This Facet |[ncludes
Historical Event i .

Group N Conformance Unit / Profile Title Optional
Attribule™Servisgs X | Attribute Historical Update False
Historigal Access \ Historical Access Insert Event False

NS

6.5.44

T

Table 65 describes the details of the Historical Event Delete Server Facet. This Facet
includes Historical Event delete access functionality

Table 65 — Historical Event Delete Server Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Historical Update False
Historical Access Historical Access Delete Event False

6.5.45 Aggregate Subscription Server Facet

Table 66 describes the details of the Aggregate Subscription Server Facet. This Facet defines
the handling of the aggregate filter when subscribing for Attribute values.
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Table 66 — Aggregate Subscription Server Facet

Group Conformance Unit / Profile Title Optional
Profile Standard DataChange Subscription Server False
Facet
Aggregates Aggregate Subscription — AnnotationCount True
Aggregates Aggregate Subscription — Average True
Aggregates Aggregate Subscription — Count True
Aggregates Aggregate Subscription — Custom True
Aggregates Aggregate Subscription — Delta True
Aggregates Aggregate Subscription — DeltaBounds True
Aggregates Aggregate Subscription — DurationBad True
Aggre ates I"\\Hsl cgatc Stbset ;pt;uu BurationGood 7 Froe
Aggregates Aggregate Subscription — rue
DurationInStateNonZero
Aggredates Aggregate Subscription — Duratlonln&tét\qZQro Wrue
Aggredates Aggregate Subscription — End \ Troe
Aggredates Aggregate Subscription — EndBognd N\, \ Txue
Aggredates Aggregate Subscription — Filtern. \. . O\ NFalse
Aggredates Aggregate Subscription — Interpolative \ \ | True
Aggredates Aggregate Subscription ~Maximum 2\ True
Aggredates Aggregate Subscriptioff — Maximum2<_ True
Aggredates Aggregate Subscriptioh — MAximumActuaiTime | True
Aggredates AggregateSubscription’< MaximumAstualTime2 | True
Aggredates Aggregate Subscriptidn —-Minimdn~" True
Aggredates AggregateSubsctiptiotn— Minimupi2 True
Aggredates Aggregate-Subscription)~\MinimumActualTime True
Aggredates Aggregate Subscriptionn— MjnimumActualTime2 | True
Aggredates Aggregate Suksehiption ~KumberOfTransitions | True
Aggredates Q| Agdregate Subsetiption’- PercentBad True
Aggredates N Agyregate SuBscriptibn — PercentGood True
Aggredates | %g%a\te\sﬁb\scn ion — Range True
Aggredates N Ag egé(e\s.u\tt;&nphon — Range2 True
Aggredates gregateNSubscription — True
\//\\’\ mﬁ/latlonPopulatlon
Aggredates <\ gregate Subscription — True
\Sta dDeviationSample

Aggredates” X Aggregate Subscription — Start True
Aggredates \. W\ [Mddgregate Subscription — StartBound True
Aggredatess. \ AN" \ | Aggregate Subscription — TimeAverage True
Aggredates. " \ . | Aggregate Subscription — TimeAverage?2 True
Aggredates \ Aggregate Subscription — Total True
Aggredates Aggregate Subscription — Total2 True
Aggredates Aggregate Subscription — VariancePopulation True
Aggregates Aggregate Subscription — VarianceSample True
Aggregates Aggregate Subscription — WorstQuality True
Aggregates Aggregate Subscription — WorstQuality2 True
Monitored Item Services Monitor Aggregate Filter False

6.5.46 Nano Embedded Device Server Profile

Table 67 describes the details of the Nano Embedded Device Server Profile. This Profile is a
FullFeatured Profile intended for chip level devices with limited resources. This Profile is
functionally equivalent to the Core Server Facet and defines the OPC UA TCP binary protocol
as the required transport profile.
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Table 67 — Nano Embedded Device Server Profile

Group Conformance Unit / Profile Title Optional
Profile Core Server Facet False
Profile UA-TCP UA-SC UA Binary False

6.5.47 Micro Embedded Device Server Profile

Table 68 describes the details of the Micro Embedded Device Server Profile. This Profile is a
FullFeatured Profile intended for small devices with limited resources. This Profile builds upon
the Nano Embedded Device Server Profile. The most important additions are: support for
subscriptions via the Embedded Data Change Subscription Server Facet.and support for at

least two sessions. A complete Type System is not required; however if the| Server
implements any non-UA types then these types and their super- types xposed.
Table 68 — Micro Embedded Device Ser\?\ fi
Group Conformance Unit / Profile ';Ne\ \Optiognal
Profile Embedded DataChange bs Serv False
Facet

Profile Nano Embedded Devigé Serve\\P\m\e False

Base lhformation Base Info Custom Typle S{¢sjem False

Sessioph Services Session Minimum @ Rarallel//\ False

N U

6.5.48 | Embedded UA Server Profile

Table 49 describes the details of the ke
FullFeatured Profile that s 1} device

more pdwerful processor. Xhi | ifds~upon
The mpst important i 2!

daded\UKX Server Profile. This Profijle is a
ith more than 50 MBs of memorly and a
Micro Embedded Device Serven Profile.
or security via the Security Holicy -

Basic128Rsa15 Facet,and sy andard DataChange Subscription Server Facet.
This Profile alsir ose all OPC-UA types that are used by the Server
including their compo i S

Group < N Conformance Unit / Profile Title Optignal
Profile N\ w2\ \ [ WMicro Embedded Device Server Profile False
Profile N\ \ | SecurityPolicy — Basic128Rsa15 False
Profile O \ Standard DataChange Subscription Server | False
Facet
Profile User Token — X509 Certificate Server Facet False
Base Infarmation Base Info Engineering Units True
Base Information Base Info Placeholder Modelling Rules True
Base Information Base Info Type System False
Security Security Default ApplicationlnstanceCertificate False

6.5.49 Standard UA Server Profile

Table 70 describes the details of the Standard UA Server Profile. This Profile is a
FullFeatured Profile that defines a minimum set of functionality required for PC based OPC
UA servers. Such a server must provide the base AddressSpace structure with type nodes,
instance nodes and diagnostic information. The Server must provide connection
establishment through the OPC UA TCP binary protocol with security and the creation of at
least 50 parallel sessions. It includes view services like browsing and the attribute services for
reading and writing of current values. In addition, the monitoring of data changes is included
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with a minimum of 5 subscriptions for half of the required sessions (total 225) and a minimum
of 500 monitored items for half of the subscriptions (total 56250).

Table 70 — Standard UA Server Profile

Group Conformance Unit / Profile Title Optional
Profile Embedded UA Server Profile False
Profile Enhanced DataChange Subscription Server | False
Facet

Attribute Services Attribute Write StatusCode & Timestamp True
Base Information Base Info Diagnostics False
Discovery Services Discovery Register False
Sessioft SErvices Session Cancetl 7 Farse]
Sessioh Services Session Minimum 50 Parallel A False
View Services View Minimum Continuation Point 05 X ( “\False
Sessioh Services Session Change User <\ ue

6.5.50 | Core Client Facet

Table 711 describes the details of the Core Clien defines the core

functionplity required for any Client. This Facet incjud funcijons for Secyrity and
Sessionf handling.
Talent acQ
Group Conformarrce Unit kProfile Title Optional
Profile SecurityPolicy~< Basic428Rsa15 False
Profile SecurityPolick —None False
Profile \Qﬁr T Mswame Password Client | False
N Facet
Profile | “tser Token X509 Certificate Client Facet False
Securily N ‘SesuritinAdministration False
Sessioh Services ~ .\ | Sesslan Client Base False
Sessioh Services SessionCliént Cancel True
Sessioh Services” \ ‘Session)Client Detect Shutdown False
Sessioh Serviced, \ Session Client General Service Behaviour False
Sessioh SerVices \ X\ Session Client Impersonate True
Sessiop Serkices W -\ [\Séssion Client KeepAlive False
Sessioﬁ\Se\N\i?sis\ \ | Session Client Renew Nodelds True

\>>/
6.5.51 | Base' Clie ehaviour Facet

Table 7Z describes the details of the Base Client Behaviour Facet. This Facet indicates that
the Client supports behaviour that Clients shall follow for best use by operators and
administrators. They include allowing configuration of an endpoint for a server without using
the discovery service set; Support for manual security setting configuration and behaviour
with regard to security issues; support for Automatic reconnection to a disconnected server.
These behaviours can only be tested in a test lab. They are best practice guidelines.
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Table 72 — Base Client Behaviour Facet

Group Conformance Unit / Profile Title Optional
Discovery Services Discovery Client Configure Endpoint False
Security Security Administration False
Security Security Administration — XML Schema False
Security Security Certificate Administration False
Session Services Session Client Auto Reconnect True
Subscription Services Subscription Client Multiple False
Subscription Services Subscription Client Publish Configurable False

6.5.52 Discovery€tientFacet

Table 7B describes the details of the Discovery Client Facet. This Facet defines(the ability to
discovef Servers and their Endpoints.

Table 73 — Discovery Client Facet

Group Conformance Unit / ProfileJTitle~\ X \ | Optignal
Discovery Services Discovery Client Configure Erdpaint) \ False
Discovery Services Discovery Client Find 8ervers Basie<_  \ False
Discovery Services Discovery Client Find Servefs Dynamic False
Discovery Services DiscoveryClient Eind\Sefvérs/with URI True
Discovery Services Discovefy Cliend Gét Endplpints_Basi€ False
Discovery Services Discover\Client Get Endpoints Dynamic False
6.5.53
Table 7 defines
the ability to navigate throu and includes basic AddressSpace concepts,
view an
Group N\ Conformance Unit / Profile Title Optidnal
Addregs SpateModel Address Space Client Base False
Attribufe Sekvices N Atfribute Client Read Base False
Base lpformationys" \ | Base Info Client Basic False
Base Ipformatiea<\ | Base Info Client Change Events True
Base Ipformation  \ Base Info Client GetMonitoredltems Method True
Base lpformation~_ ~ Base Info Client Progress Events True
Base Inpfofmation Base Info Client System Status True
View Services View Cllent Basic BTowse False
View Services View Client Basic ResultSet Filtering False
View Services View Client RegisterNodes True
View Services View Client TranslateBrowsePath True

6.5.54 Entry-Level Support Client Facet

Table 75 describes the details of the Entry-Level Support Client Facet. This Facet defines the
ability to interoperate with low-end Servers, e.g. Servers that support the Nano Embedded
Profile (either by automatically adapting to the Server capabilities or through configuration). It
implies respecting Server provided limits for Session, continuation points, Subscription, user
authorization and locales.
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Table 75 — Entry-Level SupportClient Facet

Optional
False

Conformance Unit / Profile Title
Client Entry-Level Support

Group
Session Services

6.5.55 Multi-Server Client Connection Facet

Table 76 describes the details of the Multi-Server Client Connection Facet. This Facet defines
the ability for simultaneous access to multiple Servers.

Table 76 — Multi-Server Client Connection Facet

Group Conformance Unit / Profile Title ( ptional
Sessioh Services Session Client Multiple Connections  { False
6.5.56 | File Access Client Facet
Table 77 describes the details of the File Access Client Faget. et defines the ability to
use File|transfer via the defined FileType. This include writing.
Table 77 —File Access\Cli /\
Group Conformance Unit / Profile)Title .~ Optional
Base Ihformation Base Info.Client KileTypeBase / False
Base Ihformation Base Info ClientEileType Write— True
6.5.57 | Documentation<& Chie %
Table 7B describes th ion — Client. This Facet provides f list of
user do :umentatiT that a ould provide.
<\ — Documentation — Client
N\
Group N\ Conformance Unit / Profile Title Optional
Miscellaneous~_ \ \D\ocumentation Client — Installation False
Miscellaneous \ Dgcumentation Client — Multiple Languages True
Miscellah®ous, y«.°° \ | Documentation Client — On-line True
Miscellaneous\ <X > | Documentation Client — Supported Profiles True
Miscellaneous’—> \ Documentation Client — Trouble Shooting Guide | True
Miscellaneous ) Documentation Client — Users Guide False

6.5.58 Attribute Read Client Facet

Table 79 describes the details of the Attribute Read Client Facet. This Facet defines the
ability to read Attribute values of Nodes.

Table 79 — Attribute Read Client Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Client Read Base False
Attribute Services Attribute Client Read Complex True
Attribute Services Attribute Client Read with proper Encoding True
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6.5.59 Attribute Write Client Facet

Table 80 describes the details of the Attribute Write Client Facet. This Facet defines the

ability to write Attribute values of Nodes.

Table 80 — Attribute Write Client Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Client Write Base False
Attribute Services Attribute Client Write Complex True
Attribute Services Attribute Client Write Quality & TimeStamp True

6.5.60 | DataChange Subscriber Client Facet

Table 8

Group Conformance Unit / ProfifeTitle .\, \

Optional

Monitored ltem Services Monitor Client by Inde>(

describes the details of the DataChange Subscriber Clien t. ThisYkacet]| defines
the abilify to monitor Attribute values for data change.
Table 81 — DataChange Subscriber €lient Fg
N

False

aﬁscr\rp(ibo Client Republish

Monitofed ltem Services Monitor Client Deadbdnd Filter True
Monitofed ltem Services Monitor Client Madif\ V" /{/ N\ True
Monitofed ltem Services MonitorClient Trigger {0 \J True
Monitored ltem Services Monitor ClienbValue Change.  / False
Subscijiption Services Subscription Client Basit. False
Subsciliption Services Subscrigtion ClienbModify ™\ True
Subscijiption Services Subscription \Clieqt Multiplé’ True
Subsciliption Services False

6.5.61

Table 8

to utiliz¢ the Dat

DataAc@ i
P describe

DafaAccess Client Facet. This Facet defines th
odel, i.e., industrial automation data like ang

e ability
log and

discrete| data ite of service.

able 82 — DataAccess Client Facet

INS
Group N K ) | Conformance Unit / Profile Title Optional
Addregs Spase-Model Address Space Client Base False
Addreds Space Madgl Address Space Client Complex DataTypes True
Attribuje’Services Attribute Client Read Base False
Attribute=SeTVviTES AttributeCtient Read-Comptex True
Attribute Services Attribute Client Read with proper Encoding True
Data Access Data Access Client Basic False
Data Access Data Access Client Deadband True
Data Access Data Access Client SemanticChange True

6.5.62 Event Subscriber Client Facet

Table 83 describes the details of the Event Subscriber Client Facet. This Facet defines the
ability to subscribe for Event Notifications. This includes basic AddressSpace concept and the
browsing of it, adding events and event filters as monitored items and adding subscriptions.


https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

— 86 —

Table 83 — Event Subscriber Client Facet

IEC 62541-7:2015 © IEC 2015

Group Conformance Unit / Profile Title Optional
Address Space Model Address Space Client Base False
Monitored Item Services Monitor Client Complex Event Filter True
Monitored Item Services Monitor Client Event Filter False
Monitored Item Services Monitor Client Events False
Monitored Item Services Monitor Client Modify True
Monitored Item Services Monitor Client Trigger True
Subscription Services Subscription Client Basic False
Subscription Services Subscription Client Modify True
Subscription Services Subscription Client Multiple True
SUbSCﬂiptiun Services Su'uauiptiun Clent chu'u“ah 7 Fatse
View Services View Client Basic Browse ( Trué
View Services View Client TranslateBrowsePath LT O\ Trve
6.5.63 | Notifier and Source Hierarchy Client Facet
Table 8% describes the details of the Notifier and Sourc acet. Th|s Facet
defines the ability to find and use a hierarchy of Objec r and Nopes that
are event sources in the Server AddressSpace.
Table 84 — Notifier and Soutce
Group Conformance\Unit / Profile Title/ Optignal
Profile Event SubseriberChent Racet False
Addreds Space Model Address(Spage Client\Wotifier Hierarchy False
Addreds Space Model Address Spate OlientSource Hierarchy False
Subscijiption Services < Q(Sscr\l“p(ibo Client Rubish Configurable False

6.5.64 [A&C Bf:j
Table 8p describe C Base Condition Client Facet. This Facet|defines
the ability to use on basic model. This includes the ability to slibscribe
for Events and to\|nitlats thod.
— A & C Base Condition Client Facet
Group N K ) | Conformance Unit / Profile Title Optidnal
Profile 7\ Event Subscriber Client Facet False
Profile / Method Client Facet False
Alarmq and Conditions A & C Basic Client False
Alarmsamd—Comditions A& CConditiomCtasses Cliemnt Fatse
Alarms and Conditions A & C Refresh Client False

6.5.65 A & C Address Space Instance Client Facet

Table 86 describes the details of the A & C Address Space Instance Client Facet. This Facet

defines the ability to use Condition instances in the AddressSpace.

Table 86 — A & C Address Space Instance Client Facet

Group Conformance Unit / Profile Title

Optional

Alarms and Conditions A & C Instances Client

False
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6.5.66 A & C Enable Client Facet

Table 87 describes the details of the A & C Enable Client Facet. This Facet defines the ability

to enable and disable Alarms,

Table 87 — A & C Enable Client Facet

Group Conformance Unit / Profile Title Optional
Profile A & C Base Condition Client Facet False
Alarms and Conditions A & C Enable Client False
6.5.67 A& CAtarm€ttentfacet
Table 88 describes the details of the A & C Alarm Client Facet. This Facet inescthie ability
to use the alarming model (the AlarmType or any of the sub-types).
Table 88 — A & C Alarm Client Facet
Group Conformance Unit / ProfilTitle-\. \_| Optidnal
Profile A & C Base Condition ClientEacet, ) \| False
Alarmg and Conditions A & C Acknowledge Client N\ False
Alarmg and Conditions A & C Alarm Client__ \ N False
Alarmg and Conditions A & C Comment Glient\V” /<{/ N True
Alarmg and Conditions A & C Gonfixm €lientC _{O)N\J True
Alarmg and Conditions A & C Disgrete.Client \ / False
Alarmg and Conditions A & C Off Nermak Ctient True
Alarmg and Conditions A & C Shelvipg Client\_ True
Alarmg and Conditions A & C Trip Chent{ True
N

6.5.68

Table 89 descr e
defines [the ability to Z

subtypep suc
ExclusijeDeviati

s Facet
various
and

NS
Group K ) | Conformance Unit / Profile Title Optional
Profile 7\ A & C Alarm Client Facet False
Alarmg and Contditiop’s A & C Exclusive Deviation Client True
Alarmg dnd Conditions A & C Exclusive Level Client True
Alarms—ard—C€omnditions A& CExctusive bimmit-Ctiernt Fatse
Alarms and Conditions A & C Exclusive RateOfChange Client True

6.5.69 A & C Non-Exclusive Alarming Client Facet

Table 90 describes the details of the A & C Non-Exclusive Alarming Client Facet. This Facet
defines the ability to use the non-exclusive Alarm model. This includes understanding the
various subtypes such as NonExclusiveRateOfChangeAlarm, NonExclusiveLevelAlarm and

NonExclusiveDeviationAlarm.
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Table 90 — A & C Non-Exclusive Alarming Client Facet

Group Conformance Unit / Profile Title Optional
Profile A & C Alarm Client Facet False
Alarms and Conditions A & C Non-Exclusive Deviation Client True
Alarms and Conditions A & C Non-Exclusive Level Client True
Alarms and Conditions A & C Non-Exclusive Limit Client False
Alarms and Conditions A & C Non-Exclusive RateOfChange Client True

6.5.70 A & C Previous Instances Client Facet

Table 94—describes—the details—of the A8 C PrevicusInstances—Client~Facet Facet
defines [the ability to use previous instances of Alarms. This implies bility Yo ung erstand
branchldgs. <
Table 91 — A & C Previous Instances Cl?nt\
Group Conformance Unit / Profile Title\ \Wptlomal
Profile A & C Base Condition ClientFacet \ \ False
Alarmg and Conditions A & C Branch Client N \ False

6.5.71 | A & C Dialog Client Facet

Table 92 describes the details of the le ability

to use the dialog model. This implies t b dialog
messagps.
Tableg 92
N

Group | NConformance Unit{ Profile Title Optional

Profile N \\& C Base Condition Client Facet False

Alarmg and CoRditipns A & C'Pialog-Client False
6.5.72
Table 9 tionality
used by may be
able to s Facet

indicate
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Table 93 — A & E Proxy Facet

Group Conformance Unit / Profile Title Optional
Address Space Model Address Space Client Base False
Alarms and Conditions A & C Acknowledge Client False
Alarms and Conditions A & C Alarm Client False
Alarms and Conditions A & C Basic Client False
Alarms and Conditions A & C ConditionClasses Client False
Alarms and Conditions A & C Discrete Client False
Alarms and Conditions A & C Exclusive Deviation Client False
Alarms and Conditions A & C Exclusive Level Client False
Alarms and Conditions A & C Exclusive Limit Client False
Alarmgand-Conditions A& € Exctusive RateSfStange—Ctient 7 Fatse
Alarmg and Conditions A & C Instances Client ( “Ralse
Alarmg and Conditions A & C Non-Exclusive Deviation Client ,{ =~ (\|False
Alarmg and Conditions A & C Non-Exclusive Level Client  ( \ 'Ralsg)]
Alarmg and Conditions A & C Non-Exclusive Limit Client \ \Falsg]
Alarmg and Conditions A & C Non-Exclusive RateOfChafige Clignt \v False
Alarmg and Conditions A & C Off Normal Client N WOV N\ Malse
Alarmg and Conditions A & C Refresh Client SN\ X \ | False
Alarmg and Conditions A & C Trip Client D\ False
Attribule Services Attribute Client Read Base~, N False
Base lhformation Base Info Client Basic\  / « False
Base lhformation Base InfoClient Ghangs Efégts\ > False
Discovery Services Discovéty Cherft Configure\Endgoiht” False
Discovery Services Discovery Clieht Kind Servers Basic False
Discovery Services Discovery Client Rind:Servers Dynamic False
Discovery Services Discovery Client Fitd Servérs with URI False
Discovery Services Discovery Cliant§et Endpoints Basic False
Discovery Services N | Rigcovery Glient-GetnEndpoints Dynamic False
Method Services N Methed CliggtiCall ) False
Monitofed Item Servides "\ Moniter BlientComplex Event Filter False
Monitofed ltem Bervices | MonitorClient Event Filter False
Monitofed Item SerVices. | Manitsr Client Events False
Securify { Sesurit\Administration False
Securify 7\ Securityy Administration — XML Schema False
Securify \ NSecurity Certificate Administration False
Sessioh SetVices. \ X\ Session Client Auto Reconnect False
Subsciliption\Seryices. \  [NSUbscription Client Basic False
SubscifiptionServices  \ | Subscription Client Multiple False
Subscijiption_SekRvices Subscription Client Publish Configurable False
Subscijiption<Services Subscription Client Republish False
View Serwvices View Client Basic Browse False
View Services View Client Basic ResultSet Filtering False
View Services View Client TranslateBrowsePath False

6.5.73 Method Client Facet

Table 94 describes the details of the Method Client Facet. This Facet defines the ability to call
arbitrary Methods.

Table 94 — Method Client Facet

Group Conformance Unit / Profile Title Optional
Method Services Method Client Call False
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6.5.74 Auditing Client Facet

Table 95 describes the details of the Auditing Client Facet. This Facet defines the ability to

monitor AuditEvents.

Table 95 — Auditing Client Facet

Group Conformance Unit / Profile Title Optional
Profile Event Subscriber Client Facet False
Auditing Auditing Client Audit ID False
Auditing Auditing Client Subscribes False

6.5.75 | Node Management Client Facet

Table 96 describes the details of the Node Management Client Fa

is Kacet defjnes the

ability fo configure the AddressSpace of an OPC UA Seryer\thrgu UK Node
Management Service Set.
Table 96 — Node Management
Group Conformance Unit / Bfof}g Title \ Optidnal
Addregs Space Model Address Space Cl|gqt Bade/ False
Node Management | Node Mapageme ient 0 False
Servicgs /\
6.5.76 | Advanced Type Programming Client

Table 9F describes the d Type Programming Client Facet. Th|s Facet

defines [the ability to use
the typg model. For e

ss the instance AddressSpace based on
generic displays that are based on a type,
main type. On call up this main type is atched

in that they contajr a QIsoOMe .
to an ingtance a [ iteds ace resdlved based on the provided type model.

Group \ “Sonformance Unit / Profile Title Optignal
Addreds Space Model \J Address Space Client Base False
Base Ipformatiome.t" \ | Base Info Client Basic False
Base Ifformation > | Base Info Client Type Programming False
View Services'> \ View Client TranslateBrowsePath False

6.5.77 'Piagnostie-ClientFacet

Table 98 describes the details of the Diagnostic Client Facet. This Facet defines the ability to
read and process diagnostic information that is part of the OPC UA information model.

Table 98 — Diagnostic Client Facet

Group Conformance Unit / Profile Title Optional
Address Space Model Address Space Client Base False
Base Information Base Info Client Basic False
Base Information Base Info Client Diagnostics False
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Redundant Client Facet

Table 99 describes the details of the Redundant Client Facet. This Facet defines the ability to

use the

redundancy feature available for redundant Clients.

Table 99 — Redundant Client Facet

Group Conformance Unit / Profile Title Optional
Redundancy Redundancy Client False
Subscription Services Subscription Client TransferSubscriptions True

6.5.79 Redundancy-Switch-ClientFacet
Table 100 describes the details of the Redundancy Switch Client Fac upports
this Fadet supports monitoring the redundancy status for non-tran Servers
and swifching to the backup Server when they recognize a change.
Table 100 — Redundancy Switch Clien
Group Conformance Unit / ProfiteJitle X\, \ "~/ [ Optidnal
Redunfiancy Redundancy Client Switch \ False
6.5.80 | Historical Access Client F 6
Table 1D1 describes the details of the s CIi Facet. This Facet deflnes the
ability tqg read, process, and update hisftorical da
able 101 — Histori Access Client Facet
N
Group N\Conforimance Unit/ Profile Title Optional
Attribufe Services.  \ \ttribute Client\Historical Read False
Histori¢al AcceSs > < HistoticahNAcsess Client Browse False
Histori¢al Access Historical Azcess Client Read Raw False
6.5.81 nnotation Client Facet
Table 1 e details of the Historical Annotation Client Facet. This Facet|defines
the abilif ite annotations for historical data.
able 102 — Historical Annotation Client Facet
Group GonformanceUnitPrefile FHitle———— —Optional
Profile Historical Access Client Facet False
Profile Historical Data Update Client Facet False
Historical Access Historical Access Client Annotations False

6.5.82 Historical Data AtTime Client Facet

Table 103 describes the details of the Historical Data AtTime Client Facet. This Facet defines
the ability to access data at specific instances in time.
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Table 103 — Historical Data AtTime Client Facet

Group Conformance Unit / Profile Title Optional
Profile Historical Access Client Facet False
Historical Access Historical Access Client Time Instance False

6.5.83 Historical Aggregate Client Facet

Table 104 describes the details of the Historical Aggregate Client Facet. This Facet defines

the ability to read

historical data by specifying the needed aggregate. This implies
consideration of the list of aggregates supported by the Server.

Table 104 — Historical Aggregate Client Facet
Group Conformance Unit / Profile Title /' \ \. .\Optignal
Aggredates Aggregate — Client AnnotationCount \ True
Aggredates Aggregate — Client Average \ True
Aggredates Aggregate — Client Count N X \ \Frue
Aggredates Aggregate — Client Custom Aggrégatest \ | True
Aggredates Aggregate — Client Delta —~_ N\ True
Aggredates Aggregate — Client DelfaBounds, N\ True
Aggredates Aggregate — Client DukatiénBad True
Aggredates Aggregate — Client Duratiofl@dod True
Aggredates Aggregate >Cliént DuyratiohlhStatgNénZero True
Aggredates Aggregate.— Clieht DukatiéninStatéZero True
Aggredates Aggregate—=Client End True
Aggredates Aggregafe — Client)EndBound True
Aggredates Aggregate — Glient Interpotative True
Aggredates { [MAgdregate < Clieni Maximum True
Aggredates A Agyregate  Blient MakXimum2 True
Aggredates | JAggrégate = SlientMaximumActualTime True
Aggredates N ‘Aggregate X Clignt MaximumActualTime2 True
Aggredates N\ < | Aggregaté— Gfient Minimum True
Aggredates Vi AQuregate ~ Client Minimum2 True
Aggredates N\ gregage — Client MinimumActualTime True
Aggredates N NAggregate — Client MinimumActualTime2 True
Aggredates/” N Aggregate — Client NumberOfTransitions True
Aggredates \ N\ "X MAdgregate — Client PercentBad True
Aggredéates~ \ N\ Aggregate — Client PercentGood True
Aggredates. )\.“\ . | Aggregate — Client Range True
Aggregates \ Aggregate — Client Range?2 True
Aggregates Aggregate — Client StandardDeviationPopulation | True
Aggredates Aggregate — Client StandardDeviationSample True
Aggregates Aggregate — Client Start True
Aggregates Aggregate — Client StartBound True
Aggregates Aggregate — Client TimeAverage True
Aggregates Aggregate — Client TimeAverage?2 True
Aggregates Aggregate — Client Total True
Aggregates Aggregate — Client Total2 True
Aggregates Aggregate — Client Usage False
Aggregates Aggregate — Client VariancePopulation True
Aggregates Aggregate — Client VarianceSample True
Aggregates Aggregate — Client WorstQuality True
Aggregates Aggregate — Client WorstQuality2 True
Historical Access Historical Access Client Read Aggregates False
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6.5.84 Historical Data Update Client Facet

Table 105 describes the details of the Historical Data Update Client Facet. This Facet defines
the ability to update historical data.

Table 105 — Historical Data Update Client Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Client Historical Updates False
Historical Access Historical Access Client Data Update False

6.5.85 [HistoricalDataReptaceClientFacet

Table 105 describes the details of the Historical Data Replace Clen
defines fhe ability to replace historical data.

Table 106 — Historical Data Replace Cliént t

et~\rhis Facet

Group Conformance Unit / ProfileTitie-\ \_| Optidnal
Attribufe Services Attribute Client HistoricaltUpdates . Y\ \ False
Historifal Access Historical Access Clienf Data Replase  \ False

6.5.86 | Historical Data Insert Clien{ Facet

Table 1D7 describes the details of the
the ability to insert historical data.

Takhle 1N)7/— Hi ert Client Facet

axlnsert—Client Facet. This Facet|defines

[N
Group NConforimance Unit/ Profile Title Optional
Attribufe Services,  \ \ttribute Slient\Historical Updates False
Histori¢al AcceSs > < HistoticaNAcoess Client Data Insert False

6.5.87
Table 1 defines
the abili
Table 108 — Historical Data Delete Client Facet
Group Conformance Unit / Profile Title Optional
Adteil it HI: Cal |

% £ Lot H Lllodaot
ALLTTUUTT  UTITTTt rmioturivdlr U pudtlTo

I diov

Historical Access

Historical Access Client Data Delete

False

6.5.88 Historical Access Client Server Timestamp Facet

Table 109 describes the details of the Historical Access Client Server Timestamp Facet. This
Facet defines the ability to request and process Server timestamps, in addition to source

timestamps.

Table 109 — Historical Access Client Server Timestamp Facet

Group

Conformance Unit / Profile Title

Optional

Historical Access

Historical Access Client Server Timestamp

False
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6.5.89 Historical Access Modified Data Client Facet

Table 110 describes the details of the Historical Access Modified Data Client Facet. This
Facet defines the ability to access prior historical data (values that were modified or inserted).

Table 110 — Historical Access Modified Data Client Facet
Group Conformance Unit / Profile Title Optional
Profile Historical Access Client Facet False
Historical Access Historical Access Client Read Modified False

6.5.90 Structured-bBataAtFime€lientFacet

Table 1 et. This
Facet d nces in
time.
Group Conformance Unit / ProfiteJitle .\, \ "\ | Optidnal
Profile Historical Data AtTime/Client Facebse  \ False
Historigal Access False

6.5.91 | Historical Structured Data A

Table 1[12 describes the details of the Hi

Facet défines the ability t

Historical Access Ii@S ructire Data” Time
Instance /\
N\ N\,

(o

red Data Access Client Fadet. This

Table - Data Access Client Facet
Group >R €onformance Unit / Profile Title Optional
Profile Historical Aecess Client Facet False
Historigal AccessA istoricaMccess Client Structure Data Raw False

6.5.92

Table 1
Facet d
modified or inse

N

tured Data Modified Client Facet

e details of the Historical Structured Data Modified Client Fadet. This
o read structured values for prior historical data (values tHat were

Group Conformance Unit / Profile Title Optional
Profile Historical Access Modified Data Client Facet False
Historical Access Historical Access Client Structure Data Read | False

Modified

6.5.93 Historical Structured Data Delete Client Facet

Table 114 describes the details of the Historical Structured Data Delete Client Facet. This
Facet defines the ability to remove structured historical data.
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Table 114 — Historical Structured Data Delete Client Facet

Group Conformance Unit / Profile Title Optional
Profile Historical Data Delete Client Facet False
Historical Access Historical Access Client Structure Data Delete False

6.5.94 Historical Structured Data Update Client Facet

Table 115 describes the details of the Historical Structure Data Update Client Facet. This

Facet defines the ability to update structured historical data.

45 thetortent Stractured Batatmtate.Cliomt Face

Group Conformance Unit / Profile Title e Optional
Profile Historical Data Update Client Facet / \ alse|
Histori¢al Access Historical Access Client Structure Rata Update, “\False/
6.5.95 |Historical Structured Data Replace Client Fac
Table 1[15 describes the details of the Historical Sifucture Replace Client Fadet. This
Facet défines the ability to replace structured historical
Table 116 — Historical StructUred Data e@c lient Facet
Group Conformance Unit\, Profile Titte Optional
Profile Historical Data_Update Client Facet False
Historigal Access Historical Actesd(Client Strlicture Data Replace | False

6.5.96 | Historical St

Table 117 des
Facet de¢fines the abik
fave

et. This

Group \ \ Conformance Unit / Profile Title Optidnal
Profile N\ Y&.° \ | Historical Data Insert Client Facet False
HistorifahAccess: < O | Historical Access Client Structure Data Insert False

6.5.97 Hiswents Client Facet

Table 118 describes the details of the Historical Events Client Facet. This Facet defines the

ability to read Historical Events, including simple filtering.

Table 118 — Historical Events Client Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Client Historical Read False
Historical Access Historical Access Client Read Events False

6.5.98 Historical Event Update Client Facet

Table 119 describes the details of the Historical Event Update Client Facet. This Facet

defines the ability to update historical events.


https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

- 96 - IEC 62541-7:2015 © IEC 2015

Table 119 — Historical Event Update Client Facet

Group Conformance Unit / Profile Title Optional
Attribute Services Attribute Client Historical Updates False
Historical Access Historical Access Client Event Updates False

6.5.99 Historical Event Replace Client Facet

Table 119 describes the details of the Historical Event Replace Client Facet. This Facet

defines the ability to replace historical events.

s
L

(

Group Conformance Unit / Profile Title e Optional
Attribufe Services Attribute Client Historical Updates / \ \. | kalse!
Historigal Access Historical Access Client Event Replaces \ False)

6.5.100| Historical Event Delete Client Facet

Table 121 describes the details of the Historical Eveyit Delet
the abilify to delete of Historical events.

Table 121 — Hisfori alée(néw

C t Facet. This Facet

defines

acet
Group Conformance Unit\ Profile Title Optignal
Attribufe Services Attribute(Client Historical Updates False
Historigal Access Historical Actesd(Client Evént Deletes False

6.5.101( Historical Event Insert Che
Table 1p2 desct :
the ability to insertj

22 < Hjstorical Event Insert Client Facet

ical Event Insert Client Facet. This Facet

defines

Group \ \ Conformance Unit / Profile Title Optidnal
Attribule”SerWices<.t* \ | Attribute Client Historical Updates False
HistorifahAccess: < O | Historical Access Client Event Inserts False

6.5.102 Aggregxglbscriber Client Facet

Table 123 describes the details of the Aggregate Subscriber Client Facet. This Facet defines

the ability to use the aggregate filter when subscribing for Attribute values.
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Table 123 — Aggregate Subscriber Client Facet

Group Conformance Unit / Profile Title Optional
Aggregates Aggregate Subscription — Client DeltaBounds True
Aggregates Aggregate Subscription - Client | True
AnnotationCount
Aggregates Aggregate Subscription — Client Average True
Aggregates Aggregate Subscription — Client Count True
Aggregates Aggregate Subscription - Client Custom | True
Aggregates
Aggregates Aggregate Subscription — Client Delta True
Aggregates Aggregate Subscription — Client DurationBad True
Aggregates Aggregate-Subseriptior—CHentBuratiorGogd——Frue
Aggregates Aggregate Subscription - lient rue
DurationInStateNonZero . (N
Aggredates Aggregate Subscription - <\\<‘I\|ehK\TQa
DurationIlnStateZero
Aggredates Aggregate Subscription — Client End )Y True
Aggredates Aggregate Subscription — Client ERdBoumdD \  NFrue
Aggredates Aggregate Subscription — Clfent Filter \ | False
Aggredates Aggregate Subscription ~TlientNatetpolative.” | True
Aggredates Aggregate Subscriptioff — ClienhMaximum\ True
Aggredates Aggregate Subscription — Client-Maximuri2 True
Aggredates Aggregat ﬁbs}hﬁn(f o Q Client | True
MaximutnActua
Aggredates Aggreg n;%{ \zﬁszéglo\)\_/ Client | True
Maximu ual
Aggredates Aggregafe Subscription — Client Minimum True
Aggredates Aggregate Subsefiption ~£lient Minimum2 True
Aggredates gdreg \Subscription - Client | True
N MmimumA [Time
Aggredates k \w’gr% “Subscription - Client | True
\th imurgAstualfime2
Aggredates \) &/\ %%E’F%% Subscription - Client | True
/\ NoxmberOf Transition
Aggredates “Aggregat¥ Subscription — Client PercentBad True
Aggredates  \ \ Aggregdte Subscription — Client PercentGood True
Aggreg ates/\ Aggregate Subscription — Client Range True
Aggreg a;gs\ A@fgregate Subscription — Client Range?2 True
Aggreg@ > Aggregate Subscription - Client | True
\ StandardDevPopulation
Aggredates > Aggregate Subscription - Client | True
StandardDevSample
Aggredat€s Aggregate Subscription — Client Start True
Aggredates Aggregate Subscription = ClientStartBound fTue
Aggregates Aggregate Subscription — Client TimeAverage True
Aggregates Aggregate Subscription — Client TimeAverage?2 True
Aggregates Aggregate Subscription — Client Total True
Aggregates Aggregate Subscription — Client Total2 True
Aggregates Aggregate Subscription - Client | True
VariancePopulation
Aggregates Aggregate Subscription - Client | True
VarianceSample
Aggregates Aggregate Subscription — Client WorstQuality True
Aggregates Aggregate Subscription — Client WorstQuality2 True
Monitored Item Services Monitor Client Aggregate Filter False
Monitored Item Services Monitor Client by Index False
Monitored Item Services Monitor Client Modify True
Monitored Item Services Monitor Client Value Change False
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Group Conformance Unit / Profile Title Optional
Subscription Services Subscription Client Basic False
Subscription Services Subscription Client Modify True
Subscription Services Subscription Client Multiple True
Subscription Services Subscription Client Republish True

6.5.103 User Token — Anonymous Facet

Table 124 describes the details of the User Token — Anonymous Facet. This Facet indicates
that anonymous User Tokens are supported.

Table 724 —User Token — Anonymous Facet (

Group

Conformance Unit / Profile Title RS

Securily

Security User Anonymous

6.5.104| User Token — User Name Password Server Fac

Table 125 describes the details of the User Token —
Facet indicates that a user token that is comprised

This User Token can affect the behaviour of the Activat

erver Faget. This
nd pgssword is supported.

Group

Conformanee Unit¥ Profile Title

Optional

Securily

Security Usep-Nama Password

False

6.5.105| User Token

Table 126 descri the details
indicatep that th ¢

is Facet

Group

Conformance Unit / Profile Title

Optional

Securi

Security User X509

False

6.5.106

Table 1R7#describes the details of the User Token — Issued Token Server Facet. Th|s Facet

d t,\ th ot Ll T al n-thbat A | f o i Had—tal P riad
Indicate At a OSTCT TORCTT OTAat 1S CUTTTPT ISCTU OT AT TISSUCTUTURTIT TS~ SUPPUTTOUT

Table 127 — User Token — Issued Token Server Facet

Group

Conformance Unit / Profile Title

Optional

Security

Security User IssuedToken Kerberos

False

6.5.107 User Token — Issued Token Windows Server Facet

Table 128 describes the details of the User Token — Issued Token Windows Server Facet.
This Facet further refines the User Token - Issued Token to indicate a windows
implementation of Kerberos
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Table 128 — User Token — Issued Token Windows Server Facet

Group Conformance Unit / Profile Title Optional
Profile User Token — Issued Token Facet False
Security Security User IssuedToken Kerberos Windows False

6.5.108 User Token — User Name Password Client Facet

Table 129 describes the details of the User Token — User Name Password Client Facet. This
Facet defines the ability to use a user token that is comprised of a username and password.

Group

Conformance Unit / Profile Title e

Optional

Securify

Security User Name Password Client/” \ M

alse|

6.5.109| User Token — X509 Certificate Client Facet

Table 1B0 describes the details of the User Token — X
defines fhe ability to use an X509 certificates to idenfify user

Table 130 — User Token — X509

RO

ificate Client Facet. This Facet

Group

Conformance\Unit / Rrofile Title/

Optional

Securily

Security User X509 \Client

False

6.5.110

Table 1 s Facet

defines rver
Group N\ Coaforance Unit / Profile Title Optidnal
Securi \ “Security User IssuedToken Kerberos Client False

6.5.111 Isspied Token Windows Client Facet

Table 1 s the details of the User Token — Issued Token Windows Client Faget. This

Facet defines’the ability to use the User Token — Issued Token (Windows implemen{ation of
Kerberols)ta connect to a server

Table 132 — User Token — Issued Token Windows Client Facet

Group

Conformance Unit / Profile Title

Optional

Security

Security User IssuedToken Kerberos Windows
Client

False

6.5.112 UA-TCP UA-SC UA Binary

Table 133 describes the details of the UA-TCP UA-SC UA Binary. This transport Facet
defines a combination of network protocol, security protocol and message encoding that is
optimized for low resource consumption and high performance. It combines the simple TCP
based network protocol UA TCP 1.0 with the binary security protocol UA SecureConversation
1.0 and the binary message encoding UA Binary 1.0.
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Table 133 — UA-TCP UA-SC UA Binary

Group Conformance Unit / Profile Title Optional
Protocol and Encoding Protocol TCP Binary UA Security False

6.5.113 SOAP-HTTP WS-SC UA XML

Table 134 describes the details of the SOAP-HTTP WS-SC UA XML. This transport Facet
defines a combination of network protocol, security protocol and message encoding that
provides maximum compatibility with enterprise class web service applications through the
use of XML encoded SOAP messages. The performance of this transport profile will not be as
good as the profiles with binary encoded messages. It requires support for SOAP 1.2, WS-
Secure Conversation and the UA XML Encoding 1.0

Table 134 —- SOAP-HTTP WS-SC UA XM<\

Group Conformance Unit / Profile T|tlg/ \ Optiolnal
Protocpl and Encoding Protocol Soap Xml WS Security \. O\ \PRalse

6.5.114| SOAP-HTTP WS-SC UA Binary

Table 1B5 describes the details of the SOAP-H rt Facet

defines ng that

balance rmance

through pges. It

requires 1.0.
Group [ Conf6rmanee Hnit / Profile Title Optidnal
Protoc \ProtocalSoap Binary WS Security False

6.5.115 A Binary

Table 1 e SOAP-HTTP WS-SC UA XML-UA Binary. This tfansport

Facet g
Facets. 3 S
with XMt inarYONt requires support for SOAP 1.2, WS-Secure Conversation and|the UA
Binary H ing™

P WS-SC UA Binary and SOAP-HTTP WS-SC YA XML

Yable 136 — SOAP-HTTP WS-SC UA XML-UA Binary

Group Conformance Unit / Profile Title Optional
Protocol and Encoding Protocol Soap Binary WS Security False
Protocol and Encoding Protocol Soap Xml WS Security False

6.5.116 HTTPS UA Binary

Table 137 describes the details of the HTTPS UA Binary. This transport Facet defines a
combination of network protocol, security protocol and message encoding that balances
compatibility with widely used HTTPS transport and a compact UA binary encoded message
for added performance. It is expected that this transport will be used to support installations
where firewalls only permit HTTPS or where a WEB browser is used as Client. This transport
requires that one of the TransportSecurity Profiles for TLS be provided.
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Table 137 — HTTPS UA Binary

Group Conformance Unit / Profile Title Optional
Protocol and Encoding Protocol HTTPS with UA Binary False
Security Security TLS General False

6.5.117 HTTPS UA XML

Table 138 describes the details of the HTTPS UA XML. This transport Facet defines a
combination of network protocol, security protocol and message encoding that uses HTTPS
transport and a SOAP XML encoded message for use with standard SOAP toolkits. This

transportrequires that one of the TransportSecurity Profiles for TI S be provided

Table 138 - HTTPS UA XML /\Q( %

Group Conformance Unit / Profile Title Optignal
Protocpl and Encoding Protocol HTTPS with Soap Vi \ False
Securily Security TLS General \False

6.5.118| Security User Access Control Full

Table 1 . A seryer that
support ess to all Nodes in the
Address
Group ¢ NConformanceUnit / Profile Title Optional
Profile N Security UseérAccess Control Base False
Addregs Space Mode]| NAddréss.Space tser Access Level Full False

6.5.119 ss*Control Base
Table 1 e Security User Access Control Base. A serpjer that
support$ restricting some level of access to some Nodes| in the
Addresdg dated user.
140 — Security User Access Control Base

Group Conformance Unit / Profile Title Optional

Addreds Space Model Address Space User Access Level Base False

Securi : annrlhl UserlssuedFokenKerberos True

Security Secur|ty User IssuedToken Kerberos Windows True

Security Security User Name Password False

Security Security User X509 True

6.5.120 Security Time Synchronization

Table 141 describes the details of the Security Time Synchronization. This Facet indicates
that the application supports the minimum required level of time synchronization to ensure
secure communication. One of the optional time synchronization conformance units must be

supported.
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Table 141 — Security Time Synchronization

Group Conformance Unit / Profile Title Optional

Security Security Time Synch — Configuration False

Security Security Time Synch — NTP / OS Based support | True

Security Security Time Synch — UA based support True
6.5.121 Best Practice — Audit Events

Table 142 describes the details of the Best Practice — Audit Events. Subscriptions for Audit
Events shall be restricted to authorized personnel.

Table 142 — Best Practice — Audit Events

Group Conformance Unit / Profile Title / \ \.-| Qptignal

Miscellaneous Best Practice — Audit Events Faise|
6.5.122| Best Practice — Alarm Handling
Table 143 describes the details of the Best Practice restrict
critical alarm handling functionality to users that haye the/app m these
actions

Table 143 - I%%M{'ce
Group Conformance Unit./'Rrofile Title Optidnal
Miscellaneous Best Practicé — Alarm Hapdling False
N

6.5.123| Best Practice
Table 144 descrh actice — Random Numbers. All random qumbers
that argd required™\o appropriate cryptographic library based [random

number

generatorss

{\ able 144 — Best Practice — Random Numbers

Group

N\ [Conformance Unit / Profile Title

Optional

Miscel

ANS
Aneous\ </ > | Best Practice — Random Numbers
N

False

6.5.124

Best Practice — Timeouts

Table 145 describes the details of the Best Practice — Timeouts. The administrator should be
able to configure reasonable timeouts for Secure Channels, Sessions and Subscriptions.
Setting these timeouts allows limiting Denial of Service attacks and overload issues.

Table 145 — Best Practice — Timeouts

Group Conformance Unit / Profile Title Optional
Miscellaneous Best Practice — Timeouts False
6.5.125 Best Practice — Administrative Access

Table 146 describes the details of the Best Practice — Administrative Access. The Server and
Client allow restricting the use of certain Services and access to parts of the AddressSpace to
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administrative personnel. This includes multiple level of administrative access on platforms
that support multiple administrative roles (such as Windows or Linux).

Table 146 — Best Practice — Administrative Access

Group Conformance Unit / Profile Title Optional
Miscellaneous Best Practice — Administrative Access False

6.5.126 Best Practice — Strict Message Handling

Table 147 describes the details of the Best Practice — Strict Message Handling. Server and

Client refeet—messages—that—are—inrcorrecty—formed—as—speeiffed——EG625494-4 and
IEC 62541-6.
Table 147 — Best Practice — Strict Message H@ x

Group Conformance Unit / Profile Titlé Y Optidnal

Miscellaneous Best Practice — Strict Messa andlipgY \  NFalse
6.5.127 | Best Practice — Audit Events Client
Table 148 describes the details of the.Best P, [racking
system ation to
allow ad

Group {_ NCohformance\Unit [ Profile Title Optignal

Miscellaneous A Best Practic&— Audit Events Client False
6.5.128
Table 1 efines a
Security licy can
affect th hits in a
Secure@ puld be
disabled i

Table 149 — SecurityPolicy — None
Group Conformance Unit / Profile Title Optional
Security Security None CreateSession ActivateSession False

6.5.129 SecurityPolicy — Basic128Rsa15

Table 150 describes the details of the SecurityPolicy — Basic128Rsa15. This security Facet
defines a Security Policy for configurations with medium security. It requires a PKiI
infrastructure.

As computing power increases, SecurityPolicies are expected to expire. NIST provides
guidelines for expected expiration dates for individual algorithms. These guidelines provided
recommended dates at which the algorithm should be replaced or upgraded to a more secure
algorithm. They do not indicate a failure of the algorithm. NIST recommends users of this
SecurityPolicy should consider upgrading it for key lengths less than 2048 in 2010. NIST also
recommends that this SecurityPolicy should be deprecated in 2012 for key lengths less than
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2048. It is recommended that Servers and Client support all security profiles and developers
provide the recommended profile as a default. It is up to an administrator to configure the
actual exposed SecurityPolicies.

Table 150 — SecurityPolicy — Basic128Rsa15

Group Conformance Unit / Profile Title Optional
Security Security Basic 128Rsa15 False
Security Security Certificate Validation False
Security Security Encryption Required False
Security Security Level 1 False
Security Security Signing Required False

6.5.130| SecurityPolicy — Basic256

Table 151 describes the details of the SecurityPolicy — Basic256 i defines
a Seculity Policy for configurations with medium to high securit ‘ ires a PKI
infrastrycture.

As computing power increases, SecurityPolicies aré expire. NIST provides
guidelines for expected expiration dates for individyal ithms? ¢ rovided

recommlended dates at which the algorithm sho secure

algorithin. They do not indicate a failu e alg of this
SecurityPolicy should consider upgrading\t i ST also
recommlends that this SecurityPolicy should\ bs ss than
2048. It|is recommended that Servers 2 3 elopers

provide |the recommended profile as a
actual exposed SecurityPoligi

ure the

licy — Basic256
Group N “Sonformance Unit / Profile Title Optidnal
Securify N . S [ ‘Security Basit256 False
Securify ’ Seeuriti Cettificate Validation False
Securify \ ecurityyEncryption Required False
Securify N Sevurity Level 2 False
Securify \\ Security Signing Required False

6.5.131 asic256Sha256
Table 152 descri e details of the SecurityPolicy — Basic256Sha256. This securify Facet
defines [a¢Security Policy for configurations with high security needs. It requireg a PKI
infrastructure:

As computing power increases, SecurityPolicies are expected to expire. NIST provides
guidelines for expected expiration dates for individual algorithms. These guidelines provided
recommended dates at which the algorithm should be replaced or upgraded to a more secure
algorithm. They do not indicate a failure of the algorithm. This security Policy has no
published end dates as of this time. It is recommended that Servers and Client support all
security profiles and developers provide the recommended profile as a default. It is up to an
administrator to configure the actual exposed SecurityPolicies.


https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

IEC 62541-7:2015 © IEC 2015 - 105 -

Table 152 — SecurityPolicy — Basic256Sha256

Group Conformance Unit / Profile Title Optional
Security Security Basic 256 Sha256 False
Security Security Level 3 False

6.5.132 TransportSecurity — TLS 1.0

Table 153 describes the details of the TransportSecurity- TLS 1.0 Profile. This Facet defines
a transport security for configurations with medium high security needs. It makes uses of
TLS_RSA_WITH_RC4_128 SHA. This security profile is less secure than TLS 1.2.

STV ;Lrovides
ines |provide

recommlended dates at which the algorithm should be replaced or y secure
algorithim. They do not indicate a failure of the algorithm. NIST isers of
this TrapsportSecurity should upgrade to TLS 1.2. This Policy i t do not
support|TLS 1.1 or 1.2. It is recommended that Servers and profiles
and developers provide the recommended profile as a d rator to
configure the actual exposed TransportSecurity Profiles-
Table 153 — Transport /\

Group Conforniance Uhit'/ Profife Title . Optignal

Securify Security DevelN NN False

Securify Security TLS RSA WITHF RCZ 128 SHA False

6.5.133| TransportSecurity

Table 154 describes

ansportSecurity- TLS 1.1. This Facet dg¢fines a

transpoft security for gonfigurations wi igh security needs. This security grofile is

less sed
As com S cNity algorithms are expected to expire. NIST provides
guidelings for ex S irat s for individual algorithms. These guidelines provided

recommlended dates ‘ algorithm should be replaced or upgraded to a morg secure

algorith

e _a failure of the algorithm. NIST recommends userg of this

Transpg der upgrading to TLS 1.2. This transport security is provided
for syst not sypport TLS 1.2. It is recommended that Servers and Client|support
all secufi j elopers provide provided the recommended profile as a d¢fault. It
is up to gy or fo configure the actual exposed TransportSecurity Profiles.

Table 154 — TransportSecurity — TLS 1.1

Group Conformance Unit / Profile Title Optional
Security Security Level 2 False
Security Security TLS 1.1 False

6.5.134 TransportSecurity — TLS 1.2

Table 155 describes the details of the SecurityPolicy — TLS 1.2. This Facet defines a
transport security for configurations with high security needs. It makes use of TLS 1.2 and

uses TLS_RSA_WITH_AES_256_CBC_SHA256.

As computing power increases, security algorithms are expected to expire. NIST provides
guidelines for expected expiration dates for individual algorithms. These guidelines provide
recommended dates at which the algorithm should be replaced or upgraded to a more secure
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algorithm. They do not indicate a failure of the algorithm. NIST has no recommendations for
this TransportSecurity. It is recommended that Servers and Client support all security profiles
and developers provide the recommended profile as a default. It is up to an administrator to
configure the actual exposed TransportSecurity Profiles.

Table 155 — TransportSecurity — TLS 1.2

Group Conformance Unit / Profile Title Optional

Security Security Level 3 False

Security Security False
TLS _RSA_WITH_AES 256 _CBC_SHA256

@C@
0
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de brevetsetde e pas avoir Signalé teur existence:

La Norme internationale IEC 62541-7 a été établie par le sous-comité 65E: Les dispositifs et
leur intégration dans les systémes de I'entreprise, du comité d’études 65 de 'lEC: Mesure,
commande et automation dans les processus industriels.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2012. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) Ajout d’'un nombre important de nouvelles Facettes pour couvrir des additional functional

areas of OPC UA. Plus particuliérement:
— Facettes pour I’Accés a I'historique;
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— Facettes pour les Agrégats;

— Facettes pour les HTTP

— Nouvelles facettes de sécurité

— Nouvelle facette de Jeton Utilisateur prenant en charge I'accés Anonyme
— Facettes Meilleures Pratiques,

b) Nouvelle Politique de Sécurité pour longueur de clé asymétrique > 2048

Le texte de cette norme est issu des documents suivants:

CDV Rapport de vote

65E/378/CDV 65E/406/RVC

Le rappprt de vote indiqué dans le tableau ci-dessus donne toute in
abouti 3 I'approbation de cette norme.

Cette puyblication a été rédigée selon les Directives ISO/IEL

Une lisie de toutes les parties de la série IEC
Architedture unifiée OPC, peut étre consultée sur le

Le comité a décidé que le contenu de
stabilité| indiquée sur le site web de
relativeg a la publication recherchée. A

* reconduite,
* supprimée,
* remplacée par une jediti
« amepdée.

vofe ayant

général

date de
onnées

ofeur inside" qui se trouve sur la page de couverttire de
u'elte’ contient des couleurs qui sont considérées gomme

nsion de son contenu. Les utilisateurs devraient, par
ublication en utilisant une imprimante couleur.
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ARCHITECTURE UNIFIEE OPC -

Partie 7: Profils

1 Domaine d’application

La présente partie de I'lEC 62541 décrit les Profils de I'Architecture unifié¢e OPC (OPC UA).
Les Proflls du present document permettent de dissocier les caracterlsthues relatlves aux

domaing

La plupprt des applications OPC UA se
totalité des Profils.

2 Références normative
Les doquments suiva ts S
partie, fdans le S
référenges daté
édition gu documentd

IEC TR
anglais

IEC TR
seulemse

IEC 62541<3, OPC unified architecture — Part 3: Address space model (disponible en

un outil
inclut la
i que la

jts OPC

tégories
pas du

as a la

itt ou en

our les
Herniére

hible en

anglais

anglais

seulemert)

IEC 62541-4, Architecture unifiée OPC — Partie 4: Services

IEC 62541-5, Architecture unifiée OPC — Partie 5: Modele d'Information
IEC 62541-6, Architecture unifiee OPC — Partie 6: Correspondances
IEC 62541-8, Architecture unifiée OPC — Partie 8: Acces aux données

IEC 62541-9, Architecture unifié¢e OPC — Partie 9: Alarmes et conditions
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IEC 62541-111, OPC unified architecture — Part 11: Historical access (disponible en anglais
seulement)

IEC 62541-131, OPC unified architecture — Part 13: Aggregates (disponible en anglais
seulement)

3 Termes, définitions et conventions

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions donnés dans
FEC TR6254+t—HtEC—TR 625412 HEC62541+-3—HEC62541+4 1€ 625416 et
I'IEC 62/541-8, ainsi que les suivants s’appliquent. Une vue d’ensemb meg définis
dans la présente Norme et leurs interactions peut étre trouvée a la Figt

3.1.1
application
programme logiciel qui exécute ou met en ceuvre certains 3s8p

Note 1 a ['article: i 5 todte fonction, [de méme
qu’elle pe 5

3.1.2
unité d¢ conformité
ConformpanceUnit

ensemb
entité unique

e’soumises a I’'essai comme une

Note 1 a |'article: Une Unité spfoymi pe de services, des parties de servicgs ou des
modéles ¢’'informations. Pour pl i

3.1.3
groupe|de conf ité
ConformpanceGro

groupe fde Conformahcelrii it&s_de gonformité) auquel un nom est attribué

Note 1 a
Les Grou,
et a chac

tiné uniquement a faciliter I'organisation des Unités de Cpnformité.
luent les groupes propres a chacun des ensembles de service de|'OPC UA

3.1.4
facette
Facet

profil dgdié,a-une caractéristique spécifique qu’un Serveur ou Client est susceptible d’exiger

Note 1 a l'article: Les Facettes sont généralement combinées pour former des Profils d’'un niveau plus élevé.
L’utilisation du terme Facette dans l'intitulé d’un Profil indique que le Profil donné n’est pas un Profil autonome.

3.1.5

profil complet

FullFeatured Profile

profil qui définit toutes les caractéristiques nécessaires a la construction d’'une Application
OPC UA fonctionnelle

Note 1 a l'article: Un Profil complet en particulier définit les exigences de transport et de sécurité.

1T A publier.
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3.1.6

catégorie de profil

ProfileCategory

organise les Profils en classes d’application, tels que Serveur ou Client

Note 1 a l'article: Ces catégories permettent de déterminer le type d’Application pour lequel un Profil donné serait
utilisé. Pour plus d’informations, voir 4.4.

3.1.7

cas d’essai

TestCase

description technique d’'un ensemble d’étapes nécessaires pour soumettre a essai une
fonction ou un modéle d’informations particulier

Note 1 a|l'article: Les Cas d’Essai fournissent des détails suffisants pour permetjre 2 ur de les
mettre en| ceuvre dans un code. Les Cas d’Essai fournissent également un résum®
prévus d’g¢xécution du code mis en ceuvre, ainsi que toute(s) condition(s) préalab

gs) avant
de pouvoir exécuter le Cas d’Essai.

3.1.8
laboratpire d’essai
TestLab
installatjon congue pour fournir des services d’essai

tment les
he norme
bporter a

Note 1 a|l'article: Ces services incluent, sans toutefois
essais, |d 8
détaillée |décrivant
Complian

3.2 Abréviations
DA Data Access (A
HA Historical Acc
IHM Interface hp
NIST Nati
la techpd
PKI Public Ké

RSA
UA

bs et de

rs parties de l'architecture Unifiée OPC décrit un certain nombre de
Services et divers modeéles d’informations Ces Services et madeéles d’infarmations pbeuvent
étre désignés comme les caractéristiques d’'un Serveur ou d’un Client. |l est nécessaire que
les Serveurs et Clients soient également capables de décrire les caractéristiques qu’ils
prennent en charge et souhaitent voir certifiées. Le présent document fournit un
regroupement de ces caractéristiques. Les caractéristiques individuelles sont regroupées en
Unités de Conformité qui sont par ailleurs regroupées en Profils. La Figure 1 présente un
apercu général des interactions entre les Profils, les Unités de Conformité et les Cas d’Essali.
Les grandes fléeches désignent les composants utilisés pour composer le parent. Par exemple,
un Profil est constitué a partir des Profils et des Unités de Conformité. La figure illustre
également une caractéristique de I'Outil d’Essai de Conformité (CTT, Compliance Test Tool)
OPC UA, en ce sens qu’elle permet de vérifier par essai si un Profil invoqué satisfait a toutes
les Unités de Conformité. L’outil permet également de vérifier par essai toutes les autres
Unités de Conformité et de consigner dans un rapport tous les autres Profils qui satisfont aux
essais de conformité. Les Cas d’Essaj individuels sont définis dans des documents séparés;
se reporter a Compliance Part 8 UA Server et Compliance Part 9 UA Client. Les Cas d’Essaj
sont associés en retour aux Unités de Conformité appropriées définies dans la présente
Norme. Cette relation est également affichée par I'outil d’essai de conformité OPC UA.
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Grouped into Profiles /
ProfileCategories Facets
Will determine
Composed Conformant Profile(s)

of for Application

Other

Profiles /
Facets

Ordanized by
Comformance Conformance Process Test Cases

Groups Units | For Conformance Unit

Each
Conformance
Unit is Applicati Compliance
Composed of sts
\

WQ)%W execute
X )7

v IEC
Légende <>

/\< A Ya}s\ \/\\/ Frangais

Grouped into %of\iwbektego ies / Regroupés dans des Catégories de Profil

Profiles /({{a\o% \ Profils / Facettes

Com}m{e}i\of \\\ \ Constitués de

Ot %r\PrEﬁ@\\/W > Autres Profils / Facettes

N

Wi|l determige“Conformant Profile(s) for Déterminent le(s) Profil(s) Conforme(s) pour

Application Application

Organized by Conformance Groups Organisés par Groupes de Conformité

Conformance Units Unités de Conformité

Process Test Cases For Conformance Unit Cas d’Essai de Processus pour Unité de
Conformité

Each Conformance Unit is Composed of Chaque Unité de Conformité est Constituée de

UA Compliance Tests Essais de Conformité UA

Test Cases Cas d’Essai

Will execute Exécute

Figure 1 — Profil — Unité de Conformité — Cas d’Essai

4.2 Unité de Conformité

Chaque Unité de Conformité représente un ensemble spécifique de caractéristiques (par
exemple, un groupe de services, des parties de services ou des modéles d’informations)
pouvant étre soumises a I'essai en tant qu’entité unique. Les Unités de Conformité sont les
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blocs fonctionnels d'un Profil. Chaque Unité de Conformité peut également étre utilisée
comme catégorie d’essai. Il existe, pour chaque Unité de Conformité, un certain nombre de
Cas d’Essai qui soumettent a I’essai la fonctionnalité décrite par I'Unité de Conformité. La
description d’'une Unité de Conformité est destinée a fournir des informations suffisantes pour
illustrer la fonctionnalité requise, mais, dans de nombreux cas, pour avoir une compréhension
compléte de I’Unité de Conformité le lecteur peut avoir besoin d’examiner également la partie
appropriée de I'lEC 62541. Des informations supplémentaires concernant les essais d’'une
Unité de Conformité sont fournies dans les normes d’essai Compliance Part 8 UA Server ou
Compliance Part 9 UA Client.

Les mémes caractéristiques n‘apparaissent pas dans plusieurs Unités de Conformité.

4.3 Pfrofils
Un Prof] prendre
en char Smité et
tous les qu’il est
prévu d
Une apq
Ces Pro
Soumet nformité
individu
La désig ms (voir
6.3 pou
4.4 (
Les Prog finaux a
compre lusieurs
catégories.
Le Table¢au 1 conbieni\la des~Catégories de Profil actuellement définies.

(\ \ ableau 1 — ProfileCategories

Catégorie~_ [NDescription

Client Les Rrofils de cette catégorie spécifient les fonctions d’un Client ORC UA.
L de ce type de Profils peut faire partie intégrante d’'un Certifjcat de
Logiciel transmis dans la requéte ActivateSession (CréerSession).

Sécurité Les Profils de cette categorie spéecifient les fonctions relatives a la Securité.
Les politiques de sécurité font partie de cette catégorie. Il faut que I'URI de
ces politiques de sécurité fasse partie intégrante d’'une Description du point
d’extrémité transmise par le service GetEndpoint (Obtenir Point
d’extrémité). Les Profils de cette catégorie s’appliquent aux Serveurs et aux
Clients.

Serveur Les Profils de cette catégorie spécifient des fonctions pour un
Serveur OPC UA. L’URI de ce type de Profils peut faire partie intégrante
d’'un Certificat de logiciel transmis avec la réponse du service
CreateSession et présenté dans les capacités du Serveur.

Transport Les Profils de cette catégorie spécifient des correspondances de protocoles
spécifiques. Il faut que 'URI de ce type de Profils fasse partie intégrante
d’'une Description du point d'extrémité. Ces Profils s’appliquent aux
Serveurs et aux Clients.
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5 Unités de Conformité

5.1 Vue d’ensemble

Une Unité de Conformité représente une entité pouvant étre soumise individuellement a

I’essai. Pour plus de clarté,
Groupes de Conformité.

la longue liste des Unités de Conformité est regroupée en
Ces groupes refletent les Jeux de Services définis dans

I'lEC 62541-4 et les modéles d’informations OPC UA. Le Tableau 2 fournit la liste des
Groupes de Conformité. Ces groupes et les Unités de Conformité qu’ils décrivent sont
détaillés dans les Paragraphes de I'Article 5 commencant au Paragraphe 5.2. Les Groupes de

Conformité n’ont aucune influence sur les essais;

ils sont utilisés uniquement pour des

raisons d’organisation, c’est-a-dire pour simplifier la lisibilité du présent document.

Tableau 2 — ConformanceGroups (\(
(O

Grouppe Description

Modele de [I'Espace | Définit les Unités de Conformité pou{d&s\é\}% Mues de

d’adresses I’Espace d’adresses OPC UA.

Agrégats Ensemble des Unités de Conf rmité gats, y
compris les Unités de Co i thaque

Agrégat pris en charge comme de

Alarmds et Conditions

acceptables nfir comme spécifiégl dans

Ensemble des Unités de (C nfor ité ~asgociées au modele
d’informations OPC es Conditions, Conditions
I'lIEC 62541-

Service¢s Attribut

Inclut les Unit fo /te \em{ettant de lire ou d’éctire les
valeurs d’Att but actue istoriques.

Audit

N,

La_sécurité au njveau~u 'I\sakéur inclut la prise en charge des
'our aux d’ N _dexseguritéyavec une tracabilité entre les ligtes de
trote Clien

Informations de basel

\'(Q«(Nes é{e}\en&\rﬁo‘fmatlon comme défini dans I'lEC 62841-5.

Acceés pux don@

Unite n?b%’n)e spécifiques aux Clients et aux Servelrs qui
traitent représentation et de [lutilisation des d¢nnées
W tisation, comme spécifié dans I''EC 62541-8.

Services Découfﬁi

/te d onformité axées sur la Découverte des [Points
\g e“du Serveur.

Acceés p |’hi€<ﬁq«§
N \E

ux données archivées des valeurs d’Attribut de nopud ou
ve ments.

Service é\mNe

\?s méthodes représentent les appels de fonction des Objefs. Les
éthodes sont invoquées et renvoyées uniquement | aprés
exécution (réussite ou échec).

Divers Ce groupe contient des Unités de Conformité qui couvrﬂnt des
sujetsdiverstels gque les comportements recommand
documentation, etc. Typiquement ces Unités de Conform/te ne
correspondent a aucun des autres groupes.

Services Eléments | Les Clients définissent des Monitoredltems pour s’abonner aux

Surveillés données et aux Evénements. Chaque Monitoreditem identifie

I’élément a surveiller et ’'Abonnement (Subscription) a utiliser pour
transmettre des Notifications.

Services Gestion des

Nceuds

Groupe les Unités de Conformité pour le Jeu de Services afin
d’ajouter et de supprimer des Nceuds et des Références de
I’Espace d’adresses OPC UA.

Protocole et Codage

Couvre toutes les combinaisons de transport et de codage
spécifiées dans I'lEC 62541-6.

Services

Consultation

de

Une Consultation peut étre utilisée pour assurer un filtrage avancé

et renvoyer un sous-ensemble de données.
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Groupe Description

Redondance La conception d’OPC UA permet aux fournisseurs de créer des
Clients et des Serveurs redondants de maniére cohérente. La
Redondance peut étre utilisée pour une disponibilité élevée, la
tolérance aux anomalies et I’équilibrage des charges.

Sécurité Unités de Conformité relatives a la sécurité pouvant étre intégrées

dans des profils, cela couvre tous les aspects relatifs a la sécurité.

Services Session

Une Session (OPC UA) est une connexion de couche d’application.

Services Abonnement

Les abonnements permettent de signifier les Notifications au
Client.

Services Vue

Les C//ents utilisent le Jeu de Serwces Vue pour nawguer dans
, ” emble)

de I’ Espace d adresses OPC UA.

5.2 Services

Les Tableaux 3 a 10 décrivent les Unités de Conformité o

I'lEC 62541-4. Les tablea

Une Uhité de Conformité simple peut référencCer
CreateSession (Créer Session), ActivateSessio \
Session|)), mais peut également faire xéférence
exemplg, I'utilisation de ActivateSesstk g efutilisateur).

ies dans
ux sont associés aux Jeux de Set

¥ices (par exemple,
loseSession (Fermer
iyiduels des Serviges (par

Chaque|tableau comporte une liste deAa Categorie )de profil a laquelle appartient une Unité

de Conformité, le titre et la descrlptl
indique Isi I’Unité de Confopmi
Conforr%te inclut tous I&

plusieurs Cas d’Essai
davantage les Cas d]

vérifier |le nombré\de
connexipn et I'Oyité’ dé

connexi

onformité, ainsi qu’'une coldnne qui
iité de Conformité. Ce type d'Unité de
Au parent auxquels s’ajoute(nt) un ou
as d’Essai peuvent uniquemen{ limiter
mple peut étre un cas d’essai consjstant a
s d’Essai du parent nécessite au maojns une
{ nécessite un Cas d’Essai pour au mo|ns cing

Le Jeu leau 3).
Tous le K Profils
catégor S peuvent
prendre ertaing aspects de cette fonctionnalité; se reporter aux Profils cateégorisés

comme
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Tableau 3 — Services Découverte

Catégorie |Titre Description Dérivation
Serveur Discovery Get|Prend en charge le Service GetEndpoints
Endpoints (Obtenir|afin d’obtenir tous les points d’extrémité du
les points | Serveur.
d’extrémité) Ceci inclut le filtrage basé sur les Profils.
Serveur Discovery Find |Prend en charge le Service FindServers
Servers Self |uniquement pour un usage individuel.
(Trouver les
Serveurs a usage
individuel)
Serveu Discovery RegisterAppette te Service RegisterServer /pouN
(Découverte de |s’enregistrer (Serveur OPC UA) aupreg d’un
Registre) Serwce Découverte externe via

Serveuf Discovery Permet la conflgurat|on
Configuration Serveur de Découvert
(Découverte de|s’enregistre lui-méme.

Configuration) Permet Ila désactivation
I’enregistrement /av
Découverte. ﬁ

Client Discovery  Client|Utilise le SerVick WindSer¥ers pour obtenir
Find Servers Basic|to rveurs instalté une plate-
(Trouver les |forme _do

Serveurs de base
du Client)

Client Discovery Client|Utilise | vice_FigdServers pour obtenir
Find Servefs ‘withle L RI des Serveurs spécifiques.

URI (Trouv I
serveursﬁaq@/n\un x
URIN

o et

te\legs nouveaux Serveurs aprés un
el initial du Service FindServers.

Client

Client Utilise le Service GetEndpoints pour obtenir
tous les Points d’extrémité d’'un URI de

Serveur donné.

Client Discovéry Client |Détecte les changements opérés sur les
Get Endpoints | Points d’extrémité aprés un appel initial du
Dynamic (Obtenir|Service GetEndpoints.
les points
d’extrémité
dynamiques client)

Client Discovery Client|Permet la spécification d’'un  Point

Configure Endpoint|d’extrémité sans passer par le Jeu de
(Configuration du|Services Découverte.

Point  d’extrémité
Client)

Le Jeu de Services Session comprend plusieurs Unités de Conformité (voir Tableau 4). Les
services CreateSession, ActivateSession et CloseSession sont pris en charge comme unité
simple. Tous les Serveurs et Clients fournissent cette fonctionnalité.
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la requéte des informations de diagnostic
avec le paramétre 'returnDiagnostics'
I’évaluation du serviceResult (résultat de
service) et des résultats d’exploitation

Tableau 4 — Services Session
Catégorie |Titre Description Dérivation
Serveur Session General [Met en coeuvre le Service de base
Service Behaviour | «xcomportement». Ceci inclut notamment:
(Service Général -|— la vérification du jeton d’authentification
Comportement ) — la transmission de la requestHandle
(requéte Traitement) dans les réponses
— la transmission des informations de
diagnostic disponibles tel que
demandée, avec le paramétre
'returnDiagnostics'  (transmission de
diagnostic)
— le respect du message timeoutHint(
Serveuf Session de Base Prend en charge le Jeu de Servic
(CreateSession,
CloseSession) a l'exception d
d’ActivateSession pour chg
de la Session. Ceci
correct de tous les par
Noter que pour les
et ActivateSessio
None, alors
1) Le Certifi
ultati
2@&% $r¢ides.
Cesdéta I'IEC 62541-4.
Server Session Modification Pr charge I'utilisation
Utilisateur chvg\%m pobr modifier l'utilisateur
Si
Serveul Session \\\(el B\e& le Service Cancel pour
(Session Annu nu s requétes en suspens.
Serveul Session V‘{M@\\iﬁ\ “Charge la Session minimum 1
al
Serveul \5\9:f rend &h charge au minimum 2 sessions
56 les (total pour tous les Clients).
Serveuf ini 0|Prend en charge au minimum 50 sessions
Qs raIIe 5 Ses iohs paralléles (total pour tous les Clients).
Client SIOI’I Client |[Met en ceuvre le comportement de Service
Gen Service |de base. Ceci inclut notamment:
Behawour (service |- lintégration du jeton d’authentification
generat corTect de ta-Session
Comportement — la création d'une requestHandle si
client) nécessaire
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Catégorie |Titre Description Dérivation

Client Session Client Base|Utiliser le Jeu de Services Session
(Client de Base) (CreateSession, ActivateSession,

CloseSession) a I'exception de [I'utilisation

d’ActivateSession pour changer I'utilisateur

de la Session. Ceci inclut le traitement

correct de tous les paramétres fournis.

Noter que pour les services CreateSession

et ActivateSession, si le SecurityMode =

None, alors:

1) Le Certificat d’application et le Nonce
sont facultatifs.

9) Les Qignnhlrpe sont nulles/vides

Client Session Client|Prend en charge un nombre illimté dé
Multiple Connections |connexions (cb6té client) avec (plusigws
(Connexions Serveurs. S’il y a une limite po I
multiples Client) de connexions, elle est du c6té ser U \/

limite & cause de la mém risée,
mais pas une limite a cause de it
logicielle.

Client Session Client |Cette Unité de Confa ux
Renew Nodelds |Clients  qui odelds
(Renouveler les |conservés.
identificateurs de | Vérifier qu Namespace
nceuds Client) (Egpace de odifié pour

les\No :
réutih ée de vie de la
Segsion changements sont
interve le Client recalcule les
<\ indise de nom des Nodelds
(respexi

Client Session lient [Btjlis \kcctfydteSessmn pour changer
Impersonate (ﬁfu\%\‘S\at e la Session (masquage).
(Mars/q\\er lient)

Client Sessiont Ch lef des requétes périodiques de
KeepA ve al ten /w% en de la Session active.

CI|e
Client S ssion At At ou surveille la Variable
tdo n|ServerStatus/State afin de reconnaitre un
\R’t\atec fét|arrét potentiel du Serveur et de «nettoyer»
(\\Q les ressources.
Client Session ./ Client|Utilise le Service Cancel pour annuler les
cel (Annuler [requétes en suspens.
Clien

Client Session Client Auto|Reconnexion automatique du Client vy
Reconnect COmpTrIS:

(Reconnexion — ActivateSession avec nouveau
automatique Client) SecureChannel si le SecureChannel
existant n’est plus valide, mais si la

Session est toujours valide
— la création d’une nouvelle Session

uniquement si
valide

la Session n’est plus
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Catégorie |Titre Description Dérivation
Client Client Entry-Level |Le Client est capable d’interagir avec les
Support (prise en|Serveurs avec le plus faible niveau de
charge au niveau de |fonctionnalité. Cela comprend la capacité de
I’entrée) fonctionner avec une seule Session, des
connaissances préalables des Types OPC
UA (le Serveur ne peut pas les présenter
dans I’Espace d’adresses), et la capacité a
utiliser Read (Lecture) en fonction de
Subscriptions  (Abonnements) pour la
surveillance.
Il peut 'y avoir des restrictions
innlnlémnnmimc imlnnq::'qu par le Serveur
via les capacités du Serveur.
Le Jeu|de Services Gestion des Nceuds comprend plusieurs té (voir
Tablead 5). Les Serveurs peuvent fournir certains aspects de c Peporter
aux Prqfils catégorisés comme Profils de Serveur pour de§ in 2es. Les
Clients peuvent prendre en charge certains aspects de cette rter aux
Profils datégorisés comme Profils de Client pour des infor
Tableau 5 — Services Ges |on(e>es ()
Catégorie | Titre Description( \\V /{/NX Dérivation
Servelr Node Management | Pdenchen<charge le-Serxice AddNodes pour
Add Node (Ajouter | ajouter N\um_ ou\ plusieurs/ Nceuds dans
des Noeuds) I’Espace aX sses OP A.
Serveyr Node Management Prﬁé: eq char le\Service DeleteNodes
Delete Node | pour sme u plusieurs Nceuds de
(Supprimer{@}w)/j’E@ rgss s OPC UA.
Servelr Node Management | Pre m\e’le Service AddReferences
Add Ref \(Ajouter r-ajQu e ou plusieurs Références a
Référence) u usieurs Nceuds dans [I’'Espace
{% s OPC UA
Serveyr Node” me\ﬁt\ F\e}?» en charge le Service
Dele € teReferences pour supprimer une ou
(Suppr plusieurs Références d'un Noeud dans
_Reférence) I’Espace d’adresses OPC UA.
Client Nodé%a agement | Utilise les Services Gestion des Noeuds
liert.(Sestion des | pour ajouter ou supprimer des Noeuds et
Y i pour ajouter ou supprimer des Références
dans I|'Espace d’adresses OPC UA du
Serveur.
Le Jeu de Servites Vue comprend ptusieurs umtes ae Conformite (voir 1 abteau 6). 1ous les

Serveurs prennent en charge certains aspects de ce groupe de conformité. Les Clients
peuvent prendre en charge certains aspects de cette fonctionnalité, se reporter aux Profils
catégorisés comme Profils de Client pour des informations détaillées.
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Tableau 6 — Services Vue

Catégorie | Titre Description Dérivation
Serveur Vue Basic (Vue de | Prend en charge le Jeu de Services Vue
base) (Browse — Navigation, BrowseNext -
Navigation suivante).
Serveur Vue Prend en charge le Service

TranslateBrowsePath | TranslateBrowsePathsToNodelds
(Traduire Chemin de | (Traduire Chemins de navigation en
navigation) Identificateurs de nceuds).

Serveur Vue RegisterNodes | Prend en charge les Services
(Enregistrement des | RegisterNodes et UnregisterNodes
nceuds) (Désinscription des nceuds)  comme
méthode d’optimisation de Il'accés aux
Nceuds a utilisation répétitive N dans
I’Espace d’adresses OPC UA rveg}\

Servel Vue Minimum | Prend en charge au minimum\ 1 poit d‘e\
Continuation Point | continuation par Session.
01 (01 Point de
continuation Q\
minimum)

Servel Vue Minimum | Prend en charge au mini 5 paints de
Continuation Point | continuation par S¢ssions

—

—

05 (05 Points de | Ce nombrg \est &/ prend en charge
continuation ant moins fta @iti' S sessions
minimum) iSes\minimales,

Client Vue Client Basic il s Brewsé et BrowseNext

Browse (Navigation iguex-dans I’Espace d’adresses
de base Client)

RSN
Client Vug” \Clignt aéi& iIT‘s{/IS paramétre ResultMask (Masque
Resuyl tecing>k dexésultat) pour optimiser I'ensemble de
e asultats que le Serveur a a renvoyer.
I’en&@x e de >
résultat ient

(Filtrage
Client AVd \gc;snt Utilise le Service
rans Bxowsepath | TranslateBrowsePathsToNodelds pour

Q identifier les Nodelds pour lesquels un

Nceud de départ et un BrowsePath
(chemin de navigation) sont connus.
Effectuer des opérations d’ensemble
plutdét que des appels multiples lorsque
ceta estpossibie:

entificateur de type de
nodeClassMask (Masque
noeud) pour spécifier les

Client Vue Client | Utilise le Service RegisterNodes pour
RegisterNodes optimiser I'accés aux Nceuds a utilisation
(Enregistrement des | répétitive. Utiliser le Service
noeuds) UnregisterNodes lorsque les Nceuds ne

sont plus utilisés.

Le Jeu de Services Attribut comprend plusieurs Unités de Conformité (voir Tableau 7). La
majorité du Jeu de Services Attribut constitue une fonctionnalité principale de 'OPC UA et est
de ce fait pris en charge par la plupart des Serveurs. La plupart des Clients prennent
également en charge certains aspects du Jeu de Services Attribut.
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Tableau 7 — Services Attribut

Catégorie | Titre Description Dérivation
Serveur Attribut Read | Prend en charge le Service Read afin de
(Lecture) déchiffrer un ou plusieurs Attributs d’'un ou
plusieurs Nceuds. Ceci inclut la prise en
charge du parameétre IndexRange
(Intervalle d’indice) afin de déchiffrer un
seul élément ou un ensemble d’éléments
lorsque la valeur Attribut constitue une
matrice.
Serveur Attribut Read | Prend en charge la lecture et le codage de
Complex (Lecture | Valeurs avec  types de données
Complexe) structurées.
Serveyr Attribut Write | Prend en charge I'écriture de valelrs 3-un
Values (Ecrire des | ou plusieurs Attributs d’un o usieurs
Valeurs) Neeuds.
Serveyr Attribut Write | Prend en charge I'écriture £t odagende
Complex (Ecriture | Valeurs avec  type de onnée
Complexe) structurées. X
Servelr | Attribut Write | Prend en charge ['écri ae StatusCotle
StatusCode & | (Code de Sta Timgstamps
TimeStamp (Ecrire | (Horodatages) r
Code de Statut & /(x
Horodatage) (\ .
Servedr Attribut Write Index | Prend le Wre IndexRange
(Ecrire Indice) pour se 2{ément ou un
engemble lorsque la valeur
Attribuf copsti atrice.
Serveyr Attribut at rend arge. € codage alternatif des
Encoding od dongéestlors a lecture des Attributs de
alternatif

de Pile réellement utilisé (c’est-a-
[ inaire avec le Codage Binaire UA et
?L avec le Codage XML). Cette Unité de
onformité — lorsqu’elle est prise en charge
— spécifie également la prise en charge de
I’autre codage des données.

Server

Prend en charge le Service HistoryRead.
Les détails des aspects utilisés par ce
service sont énumérés dans des Unités de
Conformité supplémentaires, mais au
moins une des unités suivantes doit étre

prise en Tharge: ReadRaw,
ReadProcessed, ReadModified,
ReadAtTime ou ReadEvents.

Server

Attribute Historical
Update (Mise a jour
Historique)

Prend en charge le Service Mise a jour
Historique. Les détails des caractéristiques
prises en charge de ce service sont décrits
par des Unités de Conformité
supplémentaires, mais au moins une des
unités suivantes doit étre prise en charge:

InsertData, InsertEvents, ReplaceData,
ReplaceEvents, UpdateData,
UpdateEvents, DeleteData, DeleteEvents

ou DeleteAtTime.
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Catégorie | Titre Description Dérivation
Client Attribut Client Read | Utiliser le Service Read pour lire un ou
Base (Lecture | plusieurs Attributs de un ou plusieurs
Base) Nceuds. Ceci inclut [lutilisation d’un
IndexRange pour sélectionner un seul
élément ou un ensemble d’éléments
lorsque la valeur Attribut constitue une
matrice.
Les Clients doivent effectuer des
opérations d’ensemble lorsque cela est
possible, afin de réduire le nombre
d’invocations de Service.
Client Attribut Client Read | Cette UUnité de Conformité fait référence.
with proper | la capacité d’'un Serveur a prendre en
Encoding (Lecture | charge plusieurs codages de donrée
avec codage | les valeurs d’Attribut. Les Clignt
approprié) découvrir les codages
peuvent en choisir un de
lorsqu’ils appellent le Service Re
Client Attribut Client Read | Lecture et codage de/Va s \avec types
Complex (Lecture | de données structurées.
Complexe) }Lee\
Client Attribut Client Write | Utili ' ite Jpour~écrire des
Base (Ecriture Aftxjpbuts d’un ou
Base) I'utilisation
électionner un
ble d’éléments
Attribut constitue une
effectuer  des
gpgemble lorsque cela est
de réduire le nombre
i ions de Service
Client ent |té\ E ithfg}t codage de Valeurs avec types
Ecri \ci nnées structurées.
Compl xe) N
Client U iliser le Service Write pour écrire
£galement le StatusCode et/ou les
i Timestamps associés a une Valeur.
Ecri
i
Client A\fﬁqb e/ Client | Le Client utilise le service HistoryRead. Les
torical Read | détails des aspects utilisés par ce service
(Lec Historique | sont fournis par des Unités de Conformité
Client) supplémentaires, mais au moins une ou
plusieurs des unites suivanies  sont
utilisées: ReadRaw, ReadAtTime,
ReadProcessed, ReadModified ou
ReadEvents.
Client Attribute Client | Le Client utilise le service HistoryUpdate.
Historical Updates | Les détails de cette utilisation sont fournis
(Mises a jour | par des Unités de Conformité

Historique Client)

supplémentaires, mais au moins une ou
plusieurs des unités suivantes doivent étre

fournies: InsertData, InsertEvent,
ReplaceData, ReplaceEvent, UpdateData,
UpdateEvents, DeleteData ou

DeleteEvents ou DeleteAtTime.

Le Jeu de Services Méthode est constitué d’Unités de Conformité (voir Tableau 8). Les Unités

de Conformité principales assurent la prise en charge de la fonctionnalité d’appel.

Les
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Serveurs peuvent fournir certains aspects de cette fonctionnalité, se reporter aux Profils
catégorisés comme Profils de Serveur pour des informations détaillées. Les Clients peuvent
prendre en charge certains aspects de cette fonctionnalité, se reporter aux Profils catégorisés
comme Profils de Client pour des informations détaillées.

Tableau 8 — Services Méthode

Catégorie | Titre Description Dérivation
Serveur Méthode Call | Prend en charge le Service Appel pour
(Appel) appeler (invoquer) une Méthode qui inclut la
prise en charge des paramétres de Méthode.
Client Méthode Client | Utiliser le Service Appel pour appeler une ou

Call (A [ alH £\ ] H Mot o Al
wdIT \AAPPTT UITITTIL) MIUOSITUT O TVITUTTUUT S.

Le Jeu|de Services Eléments Surveillés (Monitoredltem) compre ités de
Conformité (voir Tableau 9). Les Serveurs peuvent fournir c& cette
fonctionhalité; se reporter aux Profils catégorisés comme / bur des
informafions détaillées. Les Clients peuvent prendre en chaxg e cette
fonctionhalité, se reporter aux Profils catégorisés com pur des
informations détaillées.
Tableau 9 — Services Elé en/(s?Sur illé
N\ JAS

Catégorie | Titre scription\ = [ ) > Dérivation

Serveyr Contréle de base n charge\les Services Eléments

e suivants:

tems (Créer Eléments

odifyMonitoredltems

Ements Surveillés),

redltems (Supprimer

Surveillés),

ingMode (Définir Mode de

veiJlance).
Servedr end en charge la création d’Eléments

Sutveillés pour les modifications de
valeur d’Attributs. Ceci inclut la prise en
charge d’IndexRange afin de
sélectionner un seul élément ou un
ensemble d’éléments lorsque la valeur
Attribut constitue une matrice.

NN
Server F*er\%\gaﬁde Morte | Prend en charge un Filtre de Bande
{Eléments Surveillés Morte absolu comme DataChangeFilter
\G\K pour les types de données numeériques.
Server, Controle Filtre | Prend en charge les filtres Aggrégat
Agglégat pout tes—onitoreditems—terésuitat—de
ces Unités de Conformité inclut une liste
d’Aggrégats qui sont pris en charge en
tant que partie du Certificat de Profil.
Serveur Contréle Alternate | Prend en charge le codage alternatif lors
Encoding (codage | de la surveillance des Attributs de la
alternatif) valeur.

Par défaut, il faut que chaque Serveur
prenne en charge le codage du Profil de
Piles réellement utilisé (c’est-a-dire
binaire avec le Codage Binaire UA et
XML avec le Codage XML). Cette Unité
de Conformité — lorsqu’elle est prise en
charge — spécifie également la prise en
charge de 'autre codage des données.
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Catégorie | Titre Description Dérivation
Serveur Monitor ltems 2 | Prend en charge au moins 2 Eléments
(Contréle 2 éléments) | Surveillés par Abonnement
Serveur Monitor Items 10 | Prend en charge au moins 10 Eléments
(Contréle 10 éléments) | Surveillés par Abonnement
Serveur Monitor Items 100 | Prend en charge au moins 100 Eléments
(Contréle 100 | Surveillés par Abonnement.
éléments) Il faut que ce nombre soit pris en charge
pour au moins la moitié des
Abonnements requis, pour la moitié des
Sessions requises.
Serveur Monitor Items 500 | Prend en charge au moins 500 Eléments
{Contréle 500 -Surveillés-parAbonnement
éléments) Il faut que ce nombre soit pris e
pour au moins la
Abonnements requis, pour |
Sessions requises.
Servedr Contréle QueueSize_1 | Cette Unité de Conforgit
(Taille de la File | aucune mise en file
d’attente_1) plusieurs modifications
cours d’'une période™d'éditi
dire que la m
sera transmigde déns la
Servedr Controle xge i entrées de

MinQueueSize_02 (Au
minimum 2
d’attente)

Files

Eléments

Servel

éqd/én charge au moins 5 entrées de
fi d’attente pour les Eléments
i}rvei//és
Les Serveurs adaptent souvent la taille
de la file d'attente au nombre des
Eléments Surveillés actuels. Toutefois, il
est prévu que les Serveurs prennent en
charge cette taille de file d’attente

minimale pour au moins un tiers des
Eléments Surveillés pris en charge.

Serveyr Confrd| Cette Unité de Conformité s’applique
QueueSize_ServerMax | aux Evénements. Lorsque le Client
(Ca Tile datienie cest | effectue une requete
le max du Serveur) queuesize=MAXUInt32, il faut que le
Serveur retourne la taille maximale de la
file d’attente qu’il peut prendre en
charge pour les notifications
d’événement en tant que
revisedQueueSize.
Serveur Contréle Triggering | Prend en charge le Service

(Déclenchement)

SetTriggering (Définir le déclenchement)
pour créer et/ou supprimer les liens

actifs d’'un élément déclencheur.
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Catégorie | Titre Description Dérivation
Serveur Contréle Events | Prend en charge Ila création des
(Evénements) Eléments Surveillés pour un "Attribut
EventNotifier" a des fins de Notification
d’Evénements. L’abonnement inclut la
prise en charge d’un filtre qui comporte
des opérandes SimpleAttribute et une
liste sélective d’Opérateurs. La liste des
Opérateurs inclue: Equals (Est égal),
IsNull (Est nul), GreaterThan (Supérieur
a), LessThan (Inférieur a),
GreaterThanorEqual (Supérieur ou égal
é), InQQThnnanqnnl (Inférimlr ml,égnl
a), Like (Tel que), Not (Ne (pas)N
Between (Entre), InList (Dans l , fAnd
(Et), Or (Ou), Cast, Bitwi u
niveau du bit et), BitwiseOr\(A \/
du bit ou)
Serveyr Controle Complex | Prend en charge
Event Filter (Filtre | d’Evénements co
Evénements “complexe” est deéfini~som
complexes) charge Iesﬁsé‘:‘:%m%;
complexes (TypeOl) (TyreD
Client Contréle Client Value | Utili &\ ey

Change (Modification
de valeurs Client)

V),

9,

cateMonitoredltems (Créer
) pour enregistrer la
ode/Attribute. Définir
>chantillonnage, le Filtre de
et le mode de mise en file
Utiliser le mode

a ode suppression et recréation d’'un
EJément Surveillé.

xécuter des opérations d’ensemble de
préférence plutdt que des requétes de

service individuel pour réduire les
volumes de communication.
Client& n Client | Utilise les filtres de Bande Morte
Dead Fitter (Filtre | Absolus pour les abonnements.
\1\{1 nde Morte
Clie
Client Controle Client by | Utiliser IndexRange pour sélectionner
fmdex (Ctient par [ um__Seut  efement _ou unm__ensempte
Indice) d’éléments lorsque la valeur Attribut
constitue une matrice.
Client Controle Client | Utilise des filtres Aggrégat pour les
Aggregate Filter (Filtre | Abonnements.
Aggrégat Client)
Client Contréle Client Events | Utiliser le Jeu de Services Eléments
(Evénements Client) Surveillés pour créer les Eléments
Surveillés destinés aux notifications
d’Evénements.
Client Contréle Client Event | Utiliser le filtre Evénement pour appeler

Filter (Filtre
Evénements Client)

le Service CreateMonitoredltems afin de
filtrer les Evénements souhaités et de
sélectionner les colonnes a prévoir pour
chaque Notification d’Evénement.
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Catégorie | Titre Description Dérivation
Client Contréle Client | Utilise les filtres d’Evénements
Complex Event Filter | complexes
(Filtre  d’événements
complexes Client)
Client Contréle Client Modify | Utiliser le Service ModifyMonitoredltems
(Modification Client) pour modifier les paramétres de
configuration.
Utiliser le Service SetMonitoringMode
pour désactiver / activer
I’échantillonnage et/ou I'édition.
Client Contréle Client Trigger | Utiliser le Modéle de déclenchement si
(Déclenchement certains—éléments—sont—a—consigner
Client) uniqguement en cas de déclen
de certains autres éléments.
Utiliser le Mode de
approprié pour ces éléments \/
Utiliser le Service Se,
relier ces éléments
déclencheur. /\
Le Jeu de Services Abonnement comprend plusieursg ité (voir Tablg¢au 10).

Les Ser
catégor
prendre
comme

en charge certains aspects dé
Profils de Client pour des infor

Profils
peuvent

e reporter au
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Tableau

~137 -

10 — Services Abonnement

Catégorie

Titre

Description

Dérivation

Serveur

Abonnement de base

Prend en charge les Services
Abonnement suivants:
CreateSubscription, ModifySubscription,
DeleteSubscriptions, Publish, Republish
et SetPublishingMode (Créer
Abonnement, Modifier Abonnement,
Supprimer Abonnement, Editer, Rééditer,
Définir Mode d'édition).

Serveur

Abonnement
Minimum 1

Prend en charge au moins 1 Abonnement
par Session

Il faut que ce nombre soit pris en ¢harge

pour toutes les sessions equises
minimales. \

Servel

—

Abonnement
Minimum 02

Prend en charge au \majn \&
Abonnements par Sessio#.
pour au moins la ghoitié sessions

requises minimales__

Serve|

—

Abonnement
Minimum 05

Prend en arge
Abonnements [par S&ssion.

Il faut que 0 e /s0it
oNr a Oi I ié
quises\minimalé

Serve|

—

Abonnement Edition
Min 02

9,

sessions requises
prise en charge de

de fournir une file de
ission de notification. Mais le
réédition doit étre fourni et il
tourne les résultats du niveau
‘opération approprié.

Serve|

—

2\
born
1) N0)

>

Prend en charge au moins 5 requétes de
Service Edition par Session.

Il faut que ce nombre soit pris en charge
pour au moins la moitié des sessions
requises minimales. Prend en charge au
minimum le nombre de requétes d'édition
par session comme taille de la file de
retransmission du NotificationMessage a

! £ ! odal il
Uco 11115 U TTTUTLIUTT.

Serveur

Abonnement Edition
Min 10

Prend en charge au moins 10 requétes
de Service Edition par session.

Il faut que ce nombre soit pris en charge
pour au moins la moitié des sessions
requises minimales. Prend en charge au
minimum le nombre de requétes d'édition
par session comme taille de la file de
retransmission du NotificationMessage a

des fins de réédition.
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Catégorie | Titre Description Dérivation
Serveur Abonnement Respecte la politique spécifiée
Politique d’élimination des requétes de Service

d’élimination d'édition | Edition. Si le nombre maximal des
requétes de Service Edition est dans une
file d’attente et si une nouvelle requéte
de Service Edition se présente, il faut
éliminer la requéte d'édition la "plus

ancienne" en renvoyant I'erreur

appropriée.
Serveur Abonnement Prend en charge le Service
Transfert TransferSubscriptions (Abonnements de

frnnefnrt) pour-un transfert d Abonnement

d’'une Session a l'autre.

Client Abonnement Client Utilisqr le Jeu de Services Abgnne
de base y

Client Abonnement de séquences des
Réédition Cli de détecter les

Réédition pour

[\/\ Q er les Notifications manquantes.
Client a modification de la configuration
Clie ement en utilisant le Service

|fySubscr|pt|on

Client ent C{g:; e Client prend en charge |les
Scriptio Abonnements de transfert d’autres
en de | Clients. Cette Unité de Conformité est
utiisée comme partie des Clients

redondants.
Client Abdpinement” Client | Utilise les multiples Abonnements pour
i réduire la charge utile des Notifications

individuelles.
Client Abonnement Edition | Transmet de multiples requétes de
configurable Client Service Edition afin de s assurer que 1e

Serveur est toujours capable de
transmettre des Notifications.

Le nombre de requétes paralléles de
Service Edition par Session doit étre
configurable.

5.3 Caractéristiques relatives au transport et a la communication

Le Tableau 11 décrit les Unités de Conformité relatives a la sécurité. Toutes ces Unités de
Conformité s’appliquent de maniére égale aux Clients et aux Serveurs, lorsqu’un Client utilise
I'unité relative a la sécurité et un Serveur prend en charge I'utilisation de cette derniére. Ces
éléments sont définis en détail dans I'lEC 62541-6. |l est recommandé que le Serveur et le
Client prennent en charge le plus grand nombre possible de ces options afin d’obtenir des
niveaux d’interopérabilité plus élevés. Il est du ressort de I'administrateur de déterminer
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quelle Unité de Conformité est présentée dans une application donnée déployée dans le
Serveur ou le Client.

Tableau 11 — Sécurité

Catégorie |Titre Description Dérivation
Sécurité Sécurité Un Certificat est validé tel que spécifié dans

Validation de [I'IEC 62541-4. Ceci inclut, entre autres choses,

certificat '’examen de la structure et de la signature.

Permet la suppression de certaines erreurs de
validation par directive administrative.

Sécurité Aucune (None)|Suite d’algorithmes NE fournissant AUCUN
oA H P-4 St = S H P-4

YO UUTILT PGIGIIIGLIU Ut oTUUTItIT.,

-> SymmetricSignatureAlgorithm — Non
-> SymmetricEncryptionAlgorithm — Ng

-> SymmetricKeyWrapAlgorithm — Nog utjlisé >\/

pouvoir étre activé
administrateur.

Sécuritt  |Aucune (None)|Lorsque. SecurjtyRolicy Service
Sécurité Create&essio i ien/permet une
CreateSession signatu i requiert ni
ActivateSession | Certificatdd’a e.

Sécuritg Sécurité de base iytilise RSA15 comme
128Rsa15 (algorithme

em a cl¢) et le bit 128 pour les
e.
natureAlgorithm — HmacSha1 —
.org/2000/09/xmldsig#hmac-
Q mmetricEncryptionAlgorithm — Aes128 -

ymmetricSignatureAlgorithm — RsaSha1 —

ttp:// www.w3.0rg/2000/09/xmldsig#rsa-sha1).
<> AsymmetricKeyWrapAlgorithm — KwRsa15 —

Q (http://www.w3.0rg/2001/04/xmlenc#rsa-1_5).
-> AsymmetricEncryptionAlgorithm — Rsa15 -

(http://www.w3.0rg/2001/04/xmlenc#rsa-1_5).

->  KeyDerivationAlgorithm - PShatl -

(http://docs.oasis-open.org/ws-sx/ws-

Ssecureconversation/2005T2/dk/p_shaT).

-> DerivedSignatureKeyLength — 128.

-> MinAsymmetricKeyLength — 1024

-> MaxAsymmetricKeyLength — 2048

-> CertificateSignatureAlgorithm — Sha1
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Catégorie |Titre Description Dérivation
Sécurité Sécurité de base |Suite d’algorithmes pour cryptage Bit 256, les
256 algorithmes comprennent:

-> SymmetricSignatureAlgorithm — HmacSha1 -
(http://www.w3.0rg/2000/09/xmldsig#hmac-
sha1).

-> SymmetricEncryptionAlgorithm — Aes256 —
(http://www.w3.0rg/2001/04/xmlenc#aes256-
cbe).

-> AsymmetricSignatureAlgorithm — RsaSha1l —
(http://www.w3.0rg/2000/09/xmldsig#rsa-sha1).
-> AsymmetricKeyWrapAlgorithm — KwRsaOaep
— (hftln'//www w3 nrg/?ﬂ(ﬂ/ﬂAlymIpnr‘#rQQ-n,ag.p-
mgf1p).

-> AsymmetricEncryptionAlgorithm —
- (http://www.w3.0rg/2001/04/
oaep).

->  KeyDerivationAlgorithm
(http://docs.oasis-open.org/ws-s
secureconversation/200512

1A

Sécurité de base
256 Sha256

Sécurit

our, crkﬁa e Bit 256,
es gorpre nent:
3 orithm -

9,

).
> AsymmetricKeyWrapAlgorithm — KwRsaOaep
(http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-

Q mgf1p)

-> AsymmetricEncryptionAlgorithm — Rsa_QOaep
- (http://www.w3.0rg/2001/04/xmlenc#rsa-
oaep).
-> KeyDerlvat|onAIgor|thm - PSHA256 -
\IILI.}J IIUUL:D UGDID UMCITIT. UIylVVD OI\IVVD
secureconversation/200512/dk/p_sha256).
-> DerivedSignatureKeyLength — 256
-> MinAsymmetricKeyLength — 2048
-> MaxAsymmetricKeyLength — 4096
-> CertificateSignatureAlgorithm — Sha256
La prise en charge de ce profil de sécurité peut
nécessiter la prise en charge d’'un second
certificat d’instance d’application, avec une plus
grande taille de clé. Les applications doivent
prendre en charge de multiples Certificats
d’Instance d’Application si c’est exigé par les
Politiques de Sécurité prises en charge et
utiliser le certificat exigé pour un point
d’extrémité de sécurité donné.
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Catégorie |Titre Description Dérivation

Sécurité Sécurité TLS |Cette Unité de Conformité indique qu’au moins
Générale un des Profils de sécurité transport pour TLS

(sécurité de niveau de transport) est pris en
charge par cette application. Elle est utilisée
dans les Profils de transport TLS, mais le choix
du profil de sécurité transport est facultatif. Le
profil de sécurité réellement utilisé est par
défaut le plus sécurisé.

Sécurité Sécurité TLS 1.1 |La connexion est établie a I'aide de TLS 1.1. I
est nécessaire de configurer I'application pour
empécher les connexions TLS 1.0, a moins que
la connexion TLS 1.0 nutilise
TLS_RSA_WITH_RC4_128 SHA comm décr}
dans I’Unité  de Conformité ¢S
TLS _RSA_WITH_RC4 128 SHA" "\

Sécuritg Sécurité La connexion est établie & Ia| e
TLS_RSA_WITH |TLS_RSA_WITH_RC4_128_SHA.
_RC4 128 SHA |nécessaire de configurer i ou

empécher I'utilisation de roto
basées sur la cryptanalyse\( .

Sécuritg Sécurité La connexion Ial e
TLS_RSA_WITH |TLS_RSA_WITH_AE 2 , qw
_AES_256_CBC |a MinAsymmgtri - 2048,
_SHA256 MaxA mx etrj 4096,

Asym SA_SHA256
(TLS 1.2

Sécuritg Sécurité Le cryptage ut| is algorithmes fournis
Encryption dans la\suit Ig ede sécurité est exigé.
Required g\

(cryptage exigé)

Sécuritg Sécurité Si nihgk t|I| nt les algorithmes fournis
Requjred suite dalgonthme de sécurité est
(sire
exigee

Sécuritf Scurj isation prend en charge la configuration

‘un dgcalage d’horloge acceptable.

Sécurit L’application prend en charge la
synchronisation temporelle, soit par la mise en
oeuvre du Protocole d'Heure Réseau (NTP -
Network Time Protocol), soit par les

(synchronisation |caractéristiques d’un systéme d’exploitation

femporelle =
prise en charge
par NTP ou par

normalise.

systeme
d’exploitation)

Sécurité Sécurité Time|Une application utilise les réponses de
Synch - UA|I'horodatage d’en-téte fournies par une source
based support|{connue configurée, telle qu’'un Serveur de
(synchronisation |Découverte, afin de synchroniser le temps sur
temporelle —|I'application et afin que cette synchronisation

prise en charge
par UA)

temporelle se produise réguliérement.
L’utilisation de cette TimeSyncing
(synchronisation temporelle) peut étre

configurée.
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Catégorie |Titre Description Dérivation
Sécurité Administration Permet la configuration des éléments suivants
sécurité relatifs a la sécurité.

*

sélectionne la(les) politique(s) autorisée(s)
d’identification de [l'utilisateur (Nom/mot de
passe de l'utilisateur ou X509 ou Kerberos ou
Anonymous)

* active/désactive la politique de sécurité
"None" (Aucun) ou autres politiques de sécurité

* active/désactive les points d’extrémité avec
MessageSecurityMode (Mode Sécurité
Message) SIGN (Signature) ou
SIGNANDENCRYPT (Qignnhlrn et (‘ryp’rnggv)\

* définit les autorités de certification admises

* définit la méthode de réaction aux Qér ficq(\i

inconnus N\
Sécuritg Administration Prend en charge le schéma XML défini
sécurité —|UA pour [limportation et I
Schéma XML informations de configuratig
schéma est défini dans I'l
Sécuritg Administration Autoriser I'administrat
Certificat de |attribuer un Ap
sécurité
Sécuritg Sécurité
Applicationlnsta
nceCertificate
par défaut
[\/\\Qéfa £’
Sécuritg 2 LeSerwe rend en charge la capacité a n’étre

onfiqure pour aucune authentification
lsgtion, seulement I'authentification de

nfigurer le serveur pour accepter tous les

> certificats

les Certificats sont utilisés uniquement pour
la sécurité des messages (signature et
cryptage)

— Le niveau Utilisateurs est utilisé pour
I'authentification

Sécuritg Meilleure Les abonnements pour les événements d’audit
pratique —[sont Iimités au personnel autorise. Un Serveur
événements peut aussi rejeter un Abonnement pour les
d’audit événements d’audit, qui n’est pas sur un

éventuel Canal Sécurisé disponible.

Sécurité Meilleure Il convient qu’un Serveur limite la fonctionnalité
pratique —|Alarme critique aux utilisateurs qui disposent
Gestion des |des droits appropriés pour effectuer ces
alarmes actions. Cela comprend la désactivation des

alarmes, l'ordonnancement des alarmes et la
génération de messages de dialogue. Cela
comprend aussi d’autres fonctionnalités
relatives a la sécurité, telles que le maintien de
temporisations appropriées pour
I'ordonnancement et les dialogues et le fait
d’empécher une surcharge de messages de
dialogue.
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Catégorie |Titre Description Dérivation

Sécurité Meilleure Tous les nombres aléatoires requis pour
pratique —|l'utilisation en toute sécurité de générateurs de
nombres nombres aléatoires basés sur une bibliothéque
aléatoires cryptographique appropriée.

Sécurité Meilleure L'utilisateur est capable de configurer des
pratique —|temporisations raisonnables pour les Canaux
Temporisations |Sécurisés, les Sessions et les Abonnements,

afin de limiter les problémes de refus de service
et de consommation des ressources (voir I'lEC
TR 62541-2 pour plus de détails).

Sécurité Meilleure Le Serveur et le Client permettent une
pratigue —Acces restrictionappropriee—de acces du persgrmmel
administratif administratif. Cela comprend plusieurs niveaux

d’acceés administratif aux plates-forghe i
prennent  en charge plusieﬂ ré%
administratifs (telles que Windows ol Lihux).

Sécuritg Meilleure L’application garantit que les s s 23S >
pratique —|de fagon illégale ou incorrec nt rejetgs ave
Gestion  stricte |des codes d’erreur approgriés actigns
des messages appropriées comme spécifié -4

et I'IEC 62541-6. ﬁh\

Sécuritt  |Meilleure Le systéme de suivi! d’ﬁu it sé\connecte a un
pratique — Client|Serveur utilisant @Gn Sgeurisé et avec les
Evénements droits ms anfs ~app op odr permettre
d’Audit un acc énermentsyd’Audit.

Sécuritt  |Sécurité Mot delLe em—+¢harge la(les)
passe Nom | combingison(s) ilisateur/Mot de passe.
d’utilisateur Le cryptag se avec l'algorithme

fourmi UserNameldentityToken est
xequis € cryptage de message.

Sécuritt  |Sécurité € prend én charge une paire de clés
Utilisateur X ivée pour l'identité de I'utilisateur.

@ ioh\dg’cette caractéristique doit pouvoir
(\ ou désactivée par un
Sécuritg acurite WVeur prend en charge un jeton de
S ur Kerberos pour I'ldentité de I'Utilisateur.
sutilisation de cette caractéristique doit pouvoir
tre activée ou désactivée par un
Q Administrateur. Un cryptage spécifique du
IssuedToken est requis en [Il'absence de
cryptage de message. L’utilisation de ce jeton
est définie dans la Documentation de jeton
Kerberos.

Sécurité Sécurité Le Serveur prend en charge [a mise en ceuvre
Utilisateur Windows des jetons Kerberos. Cette Unité de
Windows Conformité ne s’applique que si "Securité
IssuedToken Utilisateur IssuedToken Kerberos" est pris en
Kerberos charge.

Sécurité Sécurité Le Serveur prend en charge [I'acces
Utilisateur Anonymous. L’utilisation de cette
Anonymous caractéristique doit pouvoir étre activée ou

désactivée par un Administrateur. L’accés
Anonymous doit étre désactivé par défaut.

Sécurité Sécurité Un Client utilise un jeton de Serveur Kerberos.
Utilisateur Client|Le cryptage spécifique du issuedToken est
IssuedToken requis en l'absence de cryptage de message.
Kerberos L'utilisation de ce jeton est définie dans la

documentation Kerberos.
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Sécurité Sécurité Un Client utilise la mise en oeuvre Windows
Utilisateur Client|des jetons Kerberos. Cette Unité de Conformité
Windows ne s’applique que si le "Securité Utilisateur
IssuedToken Client IssuedToken Kerberos" est pris en
Kerberos charge.
Sécurité Sécurité Nom|Un Client utilise wune combinaison Nom
d’Utilisateur Mot |d’Utilisateur/Mot de Passe. Le cryptage du mot
de Passe Client |de passe avec [lalgorithme fourni dans le
UserNameldentityToken est requis en I'absence
de cryptage de message.
Sécuritg Securite Un— Client—utilise—une—paire—de /f**e{
Utilisateur Client |publique/privée pour l'identité de [I'utilisiateur.
X509 Cela comprend tous Iles probléghe
validation et de confiance ass a \yn

certificat.

Le Tableau 12 décrit les caractéristiques relatives au proto
intégrégs dans les profils. Ces caractéristiques sont défi
est recqmmandé que les Serveurs et les Clients pre

possiblg de ces options pour une plus grande interopérabilite

Tableau 12 — Protgcal

le &da Meuvent étre

'EC 62541-6. I
s grand|nombre

Catégorie | Titre Des‘c(lpt\iqn\ Dérjvation
Servedr | Configuration de Perm ?nxti ion d‘ea_l%mts d’extrémité
protocole et du mbre rts\utilisé par ces derniers.
Transport | Protocole TCP | Pren ar otocole de transport
Binaire Sé%h&'tg l\g% abo age binaire UA et
UA Con tiQ sée UA
Transplort ProtocolN\‘\S W le protocole HTTPS avec
avec Binaire gznbem ire UA.
Transplort @ TTP Warge le protocole HTTPS avec
codagenXml basé sur Soap.
Transplort Proto bﬁ nd_€n charge le protocole de transport
Xm@ rite\WSN| "SOAP/HTTP" avec codage XML et
versation sécurisée WS.
Transport

W “S%atg/ Prend en charge le protocole de transport
inairen\ Secur "SOAP/HTTP" avec codage binaire UA et
Conversation sécurisée WS.

5.4 Modéle d’informations et caractéristiques relatives a I’AddressSpace

Le Tableau 13 décrit les éléments relatifs aux caractéristiques de base qui peuvent étre
intégrés dans les profils. Pour des informations supplémentaires concernant ces éléments, se
reporter a I'lEC 62541-3, I'|EC 62541-5 et '|EC 62541-6. Les Serveurs avec une plus grande
capacité de ressources prennent en charge la plus grande part de cette fonctionnalité, un
Serveur avec une capacité de ressources moindre ne peut prendre en charge qu’une partie
de cette méme fonctionnalité. De nombreux Clients utilisent une partie de cette fonctionnalité
et des Clients plus robustes utilisent en revanche la plus grande partie de cette fonctionnalité.
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Tableau 13 — Informations de base

Catégorie |Titre Description Dérivation

Serveur Info de Base —|Le Serveur prend en charge I'Objet Serveur,
Structure principale |les capacités du Serveur et la structure de

I’Espace d’adresses OPC UA.

Serveur Info de Base —|Le Serveur prend en charge I'édition de la
Capacités du (limite du Serveur dans les Capacités du
Serveur Serveur, 'y compris MaxArrayLength,

MaxStringLength, MaxNodePerRead,
MaxNodesPerWrite,
MaxNodesPerSubscription et
MaxNodesPerBrowse

Serveur Info de Base —|Le Serveur présente si la géndration
Evénements d’événements Progrés est prise
Progrés pour des appels de service lo

tels que HistoryRead (Lecture Histori \/
Query (Consultation). Si elte™esh\i

comme prise en charge dans les

du Serveur, alors les éyén t

verifiés.

Serveuf Info de Base -—|Le Serveur prend/en ch g\e& jets et
diagnostics Variables de diaghostic)

Serveur Info de Base —|Le Serveur chergeNa génération
Statut systéme de stemS at@ EventType

indiqua rréf Serveur
(Sour ur).

Serveur Info de Base —|Le Serveur prend en_charge la génération
Systéme sous- |de SystemStatusChangeEventType
jacent atutHndiq an modifications d’un systéme
systéme soussjacent— ( rceNode=Serveur). Cet

>ven aussi étre utilisé pour
M isdig«ier ue le Serveur OPC UA a des
syst€ us-jacents.

Serveuf  |Info\_de~ “Base \ =~ rvéur prend en charge I'obtention
Métho nfopations relatives aux abonnements
GetMonjtareditem E@ la Méthode GetMonitoredlitems sur

‘objet Serveur.

Serveur nfo e B}\se\>— Le Serveur présente un Systeme Type avec
stem\iyp des Types de données, Types de
< Références, Types d’objets et Types de
Variables, y compris tous les types OPC UA
(espace de nom 0) que le Serveur utilise,
comme défini dans [I'IEC 62541-5. Les
éléments définis dans I'espace de nom 0
mais —defims—dans—dautres parties de1a
spécification sont soumis a I'essai comme

partie des autres modéles d’informations.

Serveur Info de Base —|Le Serveur prend en charge la définition des
Systéme type [types d’Objet, Types de Variable, Types de

personnalisé

Référence ou Types de Données définis par
'utilisateur. La prise en charge de cette
unité de conformité n’exige pas qu’un
Serveur présente des types d’Objet, de
Variable, de Référence ou de Données OPC
UA a moins que le Serveur mette en ceuvre
des types  Utilisateur. Si des types
Utilisateur sont définis, la hiérarchie de

types compléte est également a présenter.
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Catégorie |Titre Description Dérivation

Serveur Info de Base —|Le Serveur prend en charge I'Evénement
Modification de |ModelChange et la Propriété NodeVersion
modéle pour tous les Nceuds pour lesquels le

serveur permet des modifications du
Modéle.

Serveur Info de Base —|Le Serveur prend en charge la définition
Régles de |d’Objet personnalisé ou de Variables qui
Modélisation comprennent [I'utilisation des régles de
Parametre Fictif modélisation OptionalPlaceholder

(parametre fictif facultatif) ou
MandatoryPlaceholder  (paramétre fictif
obliaatoire)

Serveuf Info de Base -—|Le Serveur prend en
SemanticChange SemanticChangeEvent pour

Propriétés. Cela comprend le régfa [
SemanticChange dans le stat \/
changement sémantique ge

qu’un changement dans_l'tnité

associé a une valeur. 2\ XN

Serveuf [Info de Base -|Le Serveur &y, \ “charge
EventQueueOverflo I’EventQueueOvegm e omme
wEventType défini dans I'IEC 6254134.

Serveuf Info de Base -|Le Servem\d/a/ &ar@e}l’OptionSet
OptionSet Va[;ébleTy e N

Serveuf Info de Base -

ValueAsText

Le “Serveun prend eﬁ\cg;-apré;)e la Propriété
ValueAsText rouryles s de Données
énupérés.

RrENd en ch

Serveur Info de Base - & arge la définition des
Unités Techniques les prenant la Propriété Unités
igyes. e propriété utilise la
nées EUlnformation. Cette
re \par défaut représente les "Codes
Q Measurement" (Codes pour les
itéss\de mesure) de 'UN/CEFACT. Si une
t représentation EU est requise
<\ EE>Information.namespaceUri indique

‘gspace de nom alternatif.
Serveuf nch&B Bé&:e\> Le Serveur prend en charge I'Objet FileType
leTypeBase (voir I'IEC 62541-5). L’écriture de fichier

<\ & peut étre limitée.

Serveuf nfox \Bdse -—|Le Serveur prend en charge [I'Objet

Fitel ypeWrite FileType, y compris I'écriture de fichiers,
ainsi que le contréle de [I'acces de
I'utilisateur a I’Objet FileType.

Client Info de Base —|Le Client ulilise 'Espace dadresses OPC
Client de base UA défini.

Accéde ou permet I'accés aux informations
du Serveur telles que I'état du Serveur,
BuildInfo, les capacités, le Tableau des
espaces de noms et le Modéle de Type.

Client Info de Base Client|Le Client utilise
— Statut de Systéeme |SystemStatusChangeEventType pour

détecter un arrét du Serveur.

Client Info de Base Client|Le Client utilise ProgressEvents, y compris
- Evénements |la vérification de leur prise en charge.
progrés

Client Info de Base Client|Le Client permet un acceés interactif ou par

— Diagnostics

programmation aux informations de

diagnostic du Serveur.
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Client Info de Base Client-|Le Client traite par programmation les
Programmation instances d’'Objets ou de Variables en se
Type servant de leurs définitions de type. Ceci
inclut les Types de Données, Types d’Objets
et Types de Variables personnalisés
Client Info de Base Client|Le Client traite les ModelChangeEvents afin
- Evénement|de détecter les modifications de I'Espace
modification d’adresses OPC UA du Serveur et prendre
les mesures appropriées pour une
modification donnée.
Client Info de Base Client|Le Client utilise la Méthode
Methode  GetMonitoredltems pour reprendre—apras
GetMonitoredltems |des interruptions de communicatio et/t;u\
pour récupérer des informations (relati
aux abonnements. \ @
Client Info de Base Client|Le Client peut accéder a un Objet K
— FileType Base pour transférer un fichier «du %
Client. Cela comprend,. des fic
grande taille. (\ X
Client Info de Base Client|Le Client peut accédera un Objel\FiteType
— FileType Write pour transférer rer Client au
Serveur. Cela s fichiers de
grande taille. (" \
Le Tableau 14 décrit les éléments relatis a congernant le modele de [[Espace
d’adresses qui peuvent étre intégrés d es détails de ces éléments de[modéle

sont ddfinis dans I'lEC 62541-3 et
t les éléments présentés par

décriver

consomme un Client.

S

i inclut les Facettes Serveur qui
acettes Client qui décrivent

ce que
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Tableau 14 — Modéle de ’Espace d’adresses

Catégorie | Titre Description Dérivation

Serveur Base de I'Espace | Prend en charge les Classes de Nceuds avec
d’adresses leurs Attributs et leur comportement, tel que

défini dans I'l[EC 62541-3. Ceci inclut, par
exemple, les attributs suivants: Objet, Type
d’Objet, Variable, Type de Variable,
Références et Type de Données

Serveur Evénements de | Prend en charge les éléments de I’Espace
I’Espace d’adresses OPC UA afin de générer les
d’adresses notifications d’Evénements. Ceci inclut au

moins un Neoeud avec un Attribut FventNotifier
mis a Vrai (Noeud de serveur).

Serveyr Types de | Prend en charge les StructuredD4taTypes
données avec un Dictionnaire de Données.
complexes de \/
I'Espace <\
d’adresses

Serveyr Méthode de | Prend en charge les Nw@@
I'Espace
d’adresses /\

Serveyr Hiérarchie des | Prend en charge ('utilisation\de référence
Notifications de | HasNotifier afi trokire e hiérarchie
I’Espace desmzs bjet quirs es Mhotifications
d’adresses avecnd autres Neeyds ak@bjet de notification.

Serveyr Hiérarchie des
sources de
I’Espace
d’adresses

ier les Noeuds dans une

Conditions sont prises en
char hiérarchie doit comprendre les
N\Références HasCondition.

Servedr Espac€ PhendNen“charge WriteMask qui indique la
d’adregse £ :::ii ipilité de l'accés en écriture pour tous
Wri{%k les attributs, y compris les attributs non pris

harge.

Servel VE Prend en charge UserWriteMask qui indique

la disponibilité de l'accés en écriture pour
tous les attributs d'un utilisateur donné, y
compris les attributs non pris en charge. La
prise en charge comprend au moins deux
niveaux d’utilisateurs.

Servelyr Espace Prend en charge UserWriteMask qui indique
o adresses — | ta disponibiffté de taccés en ecriture pour
UserWriteMask tous les attributs d'un utilisateur donné, y
Multilevel compris les attributs non pris en charge. La

prise en charge comprend plusieurs niveaux
de contrdle de lI'accés pour tous les noeuds
dans le systéme.

Serveur Espace Met en ceuvre la sécurité du niveau d’accés
d’adresses — | de l'utilisateur, cela comprend la prise en
Niveau d’acces | charge de plusieurs niveaux de contrble de
utilisateur 'accés pour les noeuds Variable dans le
complet systéme. Cela comprend une indication

d’accés a I'Attribut Valeur en lecture, écriture,

lecture Historique et écriture Historique.



https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

IEC 62541-7:2015 © IEC 2015 — 149 —
Catégorie | Titre Description Dérivation
Serveur Espace Met en ceuvre la sécurité du niveau d’accés
d’adresses — | de l'utilisateur pour les nceuds Variable, cela
Niveau d’accés | comprend au moins deux utilisateurs dans le
utilisateur de | systeme. Cela comprend une indication
base d’accés a I’Attribut Valeur en lecture, écriture,
lecture Historique et écriture Historique.
Client Base de I'Espace | Utilise et comprend les Classes de Nceuds
d’adresses Client | avec leurs Attributs et leur comportement, tel
que défini dans I'lEC 62541-3. Ceci inclut, par
exemple, les attributs suivants: Objet, Type
d’Objet, Variable, Type de Variable,
Références et Typn de Données. Ceci inelut
de considérer les BrowseNames ?\(String\
Nodelds comme sensibles a la casse/ N\
Client Espace Utilise et comprend les Structur Types
d’adresses — | arbitraires via le Dictionnaire de Dgnnge \/
Type de Données
complexes Client
Client Espace i i
d’adresses -
Hiérarchie de
Notification
Client
Client Espace Dét igrarghie des sources
d’adresses — | d’év présent pouy des Nceuds
Hiérarchie de | d’'Obje ifi ui s es notifications
Source Client d’évé
Le Tableau 15 décrit les ¢ ées qui
peuvent étre intégrés s dans

I'IEC 62541-8. Le Ser
d’informations.

modele
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Tableau 15 — Accés aux données

Catégorie | Titre Description Dérivation
Serveur Acces aux | Fournit des Variables du DataltemType ou un

données de ses sous-types. Prend en charge les

Dataltems Codes de Statut spécifiés dans I'|EC 62541-

8. La prise en charge des Propriétés
facultatives (par exemple "InstrumentRange")
doit étre vérifiée au cours des essais de
certification et figure sur le Certificat.

Serveur Accés aux | Prend en charge les Variables
données AnalogltemType avec les Propriétés
Amatogttemns COITespondantes. ta prise _em charg /a‘es\

propriétés facultatives est énumérée/j

Serveyr Accés aux | Prend en charge le filtre Perce adb%@d{\
données lors de la surveillance de jab \/
PercentDeadband | AnalogltemType.

Serveyr Acces aux | Prend en charge e eﬁts\
données sémantiques des élém [temRype
Changements (Propriété EURange prigté
sémantiques EngineeringUnits). Pren its

du Code de ments
sémantiques lg-ca é/maﬂt.

Serveyr Acces aux | Pre harw Variables
données Tw i cret Jype\ravec |lés Propriétés
TwoState (Deux | correspon

Etats)

—

Servel Acces aux les Variables
données t| tat rete pe avec les Propriétés
MultiState YEta corre nda e
Multiplesj\_

Server, Accé )\ i de Variables de I'ArrayltemType ou
o@, 0 e s€s sous-types (YArrayltemType,
Arra XXArrayltemType, ImageArrayType,

rrayType et NDimensionArrayType).

Les/ sous-types pris en charge sont
umérés. La prise en charge de ce type
comprend la prise en charge de toutes les

propriétés obligatoires, y compris
<\ \ AxisInformation.

Server, coes aux | Prend en charge le type de données
données)Complex | Complex Number. Ce type de données est
Numb (numéro | disponible pour tout type de variable n’ayant

complexe) pas d’autre restriction explicite.

Server Acceés aux | Prend en charge le type de données
données DoubleComplex Number. Ce type de
DoubleComplex données est disponible pour tout type de

Number (numéro | variable n’ayant pas d’autre restriction
complexe double) | explicite.

Client Accés aux | Comprend les types de Variables Accés aux
données Client de | Données.
base Utilise les Propriétés normalisées, le cas
échéant.
Client Accés aux | Utilise PercentDeadband pour filtrer les
données modifications de valeurs des Variables

Deadband (Bande | AnalogltemType.
morte) Client
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Client Accés aux | Reconnait le bit de changement sémantique
données dans le Code de Statut tout en surveillant les
Changement eéléments et en prenant les mesures
sémantique Client | appropriées. Généralement, il faut que le

Clie

nt relise les Propriétés qui définissent la

sémantique spécifique au type telles que les
Propriétés EURange et EngineeringUnits.

Le Tableau 16 décrit les éléments relatifs au modéle d’informations Alarme et Conditions qui

peuvent étre

intégrés dans les pr

ofils. Les détails de ce modele sont

définis dans

I'lEC 62541-9. Les Serveurs qui_traitent des Alarmes et Conditions présentent ce modéle

d’informfations et les Clients qui traitent des Alarmes et Conditions utilisent ledi odelle
Tableau 16 — Alarmes et Conditions <\
Catégorie | Titre Description NDéfrivation
Servedr A & C Basic (de base) | Prend en charge le Cb\sltﬁn\yp d\u\
modéle Alarme &
Servedr A & C Enable (active) | Prend en char emd \qu)éle
et Disable.
Servefr |[A & C Refresh | Prend en rge \Methode
(rafraichit) Cond|t|o e concept de
alc isSe ent
Serveyr A & C Instances n c argWsentahon des
\;yvd/ ans I'Espace
dadress
Servedr Pre Q a e/les multiples classes
CondﬂmnCI{éﬁ& QNa tlon our le groupement et le
(Classes de son 6\ ge desYlarmes
Servedr A & C ckn wledge arge Acknowledge, inclut la
(Ac itte EQ\A(M de Acknowledge et Ile type
NAC ledgeable.
Servedr B\/\ fll’ \;?nd en charge les Conditions de
(confx{aﬁm nfirmation, inclut la méthode Confirm
Servelr %&‘&\C\m Prend en charge Comments, inclut la
()Qo e) Méthode AddComment.
Serveyr laxm Iar Prend en charge la fonctionnalité
Alarme de base, y compris les états
<\ actif/inactif
Servedr \ &\ C~ Branch | Prend en charge les Branches Alarme,
(branch ce qui inclut les instances de Condition
précédentes, c’est-a-dire les instances
de condition autres que la condition
courante qui exige toujours une certaine
action de [I'opérateur, telle qu’'un
acquittement ou un dialogue.
Serveur A & C Shelving | Prend en charge le mode shelving, y
(Ordonnancement) compris les méthodes TimedShelve,
OneShotShelve et Unshelve
Serveur A & C Exclusive Level | Prend en charge le type d'Alarme
(Niveau exclusif) Niveau Exclusif
Serveur A & C Exclusive Limit | Prend en charge les Alarmes Limite

(Limite exclusive)

exclusive. Un Serveur qui prend en
charge ce type d’alarme doit prendre en
charge un des sous-types Level
(Niveau), Deviation  (Ecart)  ou

RateofChange (Taux de variation).
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Catégorie | Titre Description Dérivation

Serveur A & C Exclusive | Prend en charge le type d’Alarme Ecart
Deviation (Ecart | exclusif
exclusif)

Serveur A & C Exclusive | Prend en charge le type d’Alarme Taux
RateofChange (Taux | de variation exclusif
de variation exclusif)

Serveur A & C Non-Exclusive | Prend en charge les Alarmes Limite Non
Limit (Limite non | Exclusive. Un Serveur qui prend en
exclusive) charge ce type d’alarme doit prendre en

charge un des sous-types Level,
Deviation ou RateofChange.

Serveur A—&—GC—NoenrExeclusive+Prend—en—charge—le—type—d'‘Alarme
Level (Niveau non | Niveau Non Exclusif \
exclusif)

Serveyr A & C Non-Exclusive | Prend en charge le type d E rt
Deviation (Ecart non | Non Exclusif \/
exclusif)

Servedr A & C Non-Exclusive | Prend en charge le dA/a e au}\
RateofChange (Taux | de Variation Non Exclusi
de variation non
exclusif)

Servedr A & C Discrete (Tout | Prend en c ar pMA/arme
ou rien) Iout ou

Servelr | A & C Off Normal (non I%rge& Kybj\g%é\/arme Non
normalisé) \Nor

Servedr A & C Trip \:\ rge “te” type d'Alarme
(Déclenchement) Declench

Serveyr A & C Dialog re |alogCond|t|onType y
(Dialogue) <\(\ p is Ia Méthode Respond

R \(R ondre)

Serveyr A & Le\Serveuf utilise la correspondance
Mapgping OMNA&E spécifiée dans I'IEC 62541-
des ondagce :2812 pour mettre en correspondance

le Evénements COM et les
énements A&C. Ceci inclut Ila
<\ correspondance des Classes de
Condition
Client \%:WIGM Utilise le Type de Condition de modeéle
I|Q\nt se) Alarme & Condition
Client \ Wm Client | Utilise les Méthodes Enable et Disable.
~ACtive t)

Client A C Refresh Client | Utilise la Méthode ConditionRefresh et
(Rafrai¢hissement le concept de rafraichissement
Client)

Client A & C Instances Client | Utilise les Conditions A&C présentées
(Instances Client) dans I’AddressSpace.

Client A & C | Utilise les classes de Condition pour
ConditionClasses grouper les Alarmes.

Client (Classes de
condition Client)

Client A & C Acknowledge | Utilise Acknowledge, y compris la
Client (acquittement | Méthode Acknowledge et le type
client) Acknowledgeable.

Client A & C Confirm Client | Utilise les Conditions de confirmation, y
(Confirmation Client) compris la méthode Confirm

Client A & C Comment Client | Utilise Comments, y compris la Méthode
(Commentaire Client) AddComment.

Client A & C Alarm Client | Utilise la fonctionnalité Alarme de base,

(Alarme Client)

y compris les états actif/inactif
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Catégorie | Titre Description Dérivation

Client A & C Branch Client | Utilise les branches d’Alarme
(Branche Client) comportant les Instances de Conditions

précédentes, c’est-a-dire les instances
de condition autres que la condition
courante qui exige toujours une certaine
action, telle qu’un acquittement ou une
confirmation.

Client A & C Shelving Client | Utilise le modéle shelving, y compris les
(Ordonnancement méthodes TimedShelve, OneShotShelve
Client) et Unshelve.

Client A & C Exclusive Level | Utilise les Alarmes Niveau Exclusif
Client (Niveau—exclusif - comme-défini
Client)

Client A & C Exclusive Limit | Utilise les Alarmes L|m|te ch\J '
Client (Limite | Exige [lutilisation d’au m
exclusive Client) sous-types.

Client A & C Exclusive | Utilise les Alarmes Ecarl E u if
Deviation Client (Ecart
exclusif Client)

Client A & C Exclusive | Utilise les Alar. U)Nde
RateofChange (Taux | Exclusif /\
de variation exclusif) (7

Client A & C Non-Exclusive | Utilise leg Alaxmes Nivgau™Non Exclusif
Level Client (Niveau }J\
non exclusif Client)

Client A & C Non-Exclusive larmes” Limite  Non
Limit Client (Limite non xclusw lge ‘utilisation d’au moins
exclusive Cllent) un es ous<t

Client A & C Nog- clu 1Y tilis Alarnes Ecart Non Exclusif
Deviation C cart
non excl C nt)

Client A & C SIV ilise_les Alarmes Taux de Variation

a’h ge (Client.[\No clusif
(Ta jationsne &
exclu,§ Cli

Client é(t\mk\‘\ lient J Utilise les types d’Alarme Tout ou Rien
j(T\ Ri en

Client N mal | Utilise les types d’Alarme Non normalisé

<\\th alisé

Client C\TFfip Client | Utilise le type d’Alarme Déclenchement

lenchement
Cl|en

Client A & C Dialog Client | Utilise DialogConditionType, y compris

(Dialogue Client) la Méthode Respond

Le Tableau 17 décrit les éléments relatifs au modéle d’informations Accés aux Données
Historiques qui peuvent étre intégrés dans les profils. Les détails de ce modele sont définis
dans I'l[EC 62541-11. Les Serveurs qui prennent en charge un niveau de données historiques
présentent ce modeéle d’informations et les Clients qui utilisent les données historiques
utilisent ledit modéle.
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Tableau 17 — Accés a I’historique
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Catégorie | Titre Description Dérivation
Serveur Accés a I'historique | Prise en charge générale de I'Accés a
Read Raw (lecture | I'historique de base, de la lecture de
de données brutes) | données brutes utilisant la structure
ReadRawModifiedDetails. Si I'intervalle de
temps est spécifié avec un temps de
départ, d’arrét et un nombre de valeurs (au
moins deux des trois paramétres doivent
étre fournis) et le fanion ReadModified est
mis sur Faux.
Serveur Acces a I'historique | Prend en charge suffisamment de points
Data Max Nodes | de continuation pour couvrir le nomb e de
Read Continuation | points pris en charge |nd|que
Point (point de | paramétre OperationLimits erv
continuation lecture MaxNodesPerH|storyReadData \/
noeuds max de | accéder aux données h|sto
données)
Serveyr Accés a I'historique | Prend en charge la | ct
Time Instance | historiques a une instahce S
(Instance Temps) le temps a jéudse\d\
ReadAtTimeDetails./ )
Servelr Accés a I'historique | Prend en charge\a e
Aggregates Agregats de
(Agrégats) Vaxi structure
Rea
Agrégats d
étr {sen 8 pa liste complete est
—Jn\di ueg;c?a\s le\Cerfificat de logiciel.
Servelr Accés a Ihi or| em—ch linsertion de valeurs
Insert istori s de Variables.
(Inserer Q{K
Servedr Ac T‘iﬁc’:%\ P}%en harge la suppression de valeurs
Delete Value istoxiques de Variables.
(Suppr@é\ ateur) \
Serveyr Pr nd en charge la mise a jour de valeurs
istoriques de Variables.
Serveu& orique | Prend en charge le remplacement de
Ia e Value | valeurs historiques de Variables.
empl er Valeur)
Serveyr Acc hlstorlque Prend en charge le maintien d’anciennes
Modified Values | valeurs pour les données historiques qui
{Vateurs Modiffées) [ ont €té miSes a jour et fa recuperation de
ces valeurs a Jl'aide de la structure
ReadRawModifiedDetails (fanion
ReadModified mis a vrai).
Serveur Accés a I'historique | Prend en charge la saisie et la

Annotations

récupération des Annotations pour les
données historiques. La récupération est
effectuée a l'aide de la fonctionnalité
lecture de données historiques brutes
normalisée (ReadRawModifiedDetails). La
saisie utilise la fonctionnalité de mise a
jour (UpdateStructureDataDetails)

historique normalisée.
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Serveur Accés a I'historique | Prend en charge I'apport d’un
ServerTimestamp ServerTimestamp (ainsi que le
(Horodatage SourceTimestamp par défaut).
Serveur)
Serveur Accés a I'historique | Prend en charge I'Accés a [I'historique
Structured Data | ReadRawModified pour les données
Read Raw (Lecture | structurées. La prise en charge de la
de données brutes | structure pour une annotation n’est pas
structurées) considérée comme prenant en charge des
données structurées génériques.
Serveur Accés a I'historique | Prend en charge I’Accés a I'historique pour
Structured Data—les—données—structurées—Prend-en—charge
Time Instance | ReadAtTimeDetails pour les
(Instance de temps | structurées. La prise en char
Données structure pour une annotatio
Structurées) considérée comme prenant en
données structurées générique
Serveyr Accés a I'historique | Prend en charge I'Accés.a I\i
Structured Data | les données structdrée S
Insert (Insertion | données structuré
Données de la structure
Structurées) pas considérée con{mg pr
des données(stx : SN exj .
Serveyr Accés a I'historique A céé\é)l’ istorique pour
Structured Data ructirées. /Supprime les
Delete . La~prige en charge de
(Suppression annotation n’est pas
Données considérés comme prenant en charge des
Structurées)” \ génériques.
Servedr Accés a I'hi oricﬁ@ n.char Accés a I'historique pour
Structur ata 2es gtructurées. Met a jour les
Update (Mis jour | dompées\existantes. La prise en charge de
Dméﬁs tyre pour une annotation n’est pas
Str re onsidérée comme prenant en charge des
. es structurées génériques.
Servel i i ‘?nd en charge le remplacement de
onnées historiques structurées. La prise
en charge de la structure pour une
annotation n’est pas considérée comme
prenant en charge des données
structurées génériques.
Servedr }%’historique Prend en charge le maintien d’anciennes
Stru d Data | valeurs pour les données historiques
Read Modified | structurées qui ont été mises a jour et la
(Cecfure  Donnees | recuperaiion de ces valeurs. Uulse Ia
Structurées structure ReadRawModifiedDetails (fanion
Modifiées) ReadModified mis a vrai) pour les données
structurées. La prise en charge de la
structure pour une annotation n’est pas
considérée comme prenant en charge des
données structurées génériques.
Serveur Accés a I’historique | Prend en charge la  récupération

Events
(Evénements)

d’Evénements historiques a l'aide de la
structure ReadEventDetails. Cela
comprend la prise en charge du filtrage
simple d’Evénements. Les champs
Evénement stockés sont spécifiques au
serveur, mais au moins les champs
obligatoires de BaseEventType sont

requis.
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Catégorie | Titre Description Dérivation

Serveur Accés a I’historique | Prend en charge suffisamment de points
Event Max Events | de continuation pour couvrir le nombre de
Read Continuation | lectures d’Evénement prises en charge
Point (Point de | indiqué dans le paramétre OperationLimits
Continuation du Serveur
Lecture MaxNodesPerHistoryReadEvents pour
d’Evénements Max) | I’Accés a I'historique Evénement.

Serveur Accés a I'historique | Prend en charge linsertion d’Evénements
Insert Event | historiques.
(Insertion
Evénement)

Serveuyr Accos-a-thistorigue—Prend—en—charge—la—mise—a— N
Update Event (Mise | d’Evénements historiques.
a jour Evénement) aN

Serveyr Accés a I'historique | Prend en charge le repp mé&
Replace Event | d’Evénements historiques. \/
(Remplacement >
Evénement)

Serveyr Accés a I'historique | Prend en  charge
Delete Event | d’Evénements hist
(Suppression /wmu\
Evénement)

Client Accés a I'historique Utlllse le ices._Vue pour
Client Browse rlr S gée s données
(Navigation Client) h|s r|q

Client Acces a I'historique | Utilisa le ' istoryRead pour lire des
Client Read Raw | dorinées historiques\brutes a l'aide de la
(Lecture Données | Structute Rea difiedDetails (Fanion
Brutes Clie T ReadMowjfi a Faux).

Client Accés a I'his [

Client

mi
WistoryRead pour lire des
istoriques modifiées a l'aide de
ture ReadRawModifiedDetails
adModified mis a Vrai).

Client

historiques  Agrégées. Cela
omprend [l'utilisation d’au moins un des
Agrégats définis dans I'l[EC 62541-13. La
liste complete des Agrégats utilisés par le
Client est comprise dans les résultats de
cette Unité de Conformité.

tiis€ le Service HistoryRead pour lire des
dohnées

Client W’historique Utilise le Service HistoryRead pour lire des
Clien Structure | données historiques brutes a l'aide de la
Data Raw | Structure ReadRawModifiedDetails (Fanion
(Données  Brutes | ReadModified mis a Faux) pour les
Structurées Client) | données structurées.

Client Acceés a I'historique | Utilise le Service HistoryRead pour lire des
Client Structure | données historiques structurées modifiées
Data Read | a I'aide de la Structure
Modified (Lecture | ReadRawModifiedDetails (Fanion
Données ReadModified mis a Vrai).
Structurées
Modifiées Client)

Client Acceés a I'historique | Utilise le Service HistoryUpdate pour
Client Structure | insérer des valeurs de données historiques
Data Insert | pour les données structurées.

(Insertion Données

Structurées Client)
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Catégorie | Titre Description Dérivation

Client Acceés a I'historique | Utilise le Service HistoryUpdate pour
Client Structure | supprimer des valeurs de données
Data Delete | historiques pour les données structurées.
(Suppression
Données
Structurées Client)

Client Accés a I'historique | Utilise le Service HistoryUpdate pour
Client Structure | mettre a jour des valeurs de données
Data Update (Mise | historiques pour les données structurées.
a jour Données
Structurées Client)

Client AccesalhistoriqueUtilise e Service HistoryUpdate O
Client Structure | remplacer des valeurs de dannées
Data Replace | historiques pour les données structurees:
(Remplacement Q
Données \/
Structurées Client) /\

Client Accés a I'historique | Lit les données historiques & une\i}\st nce
Client Structure | spécifiée dans le temgs p s
Data Time Instance | structurées. Utjli e
(Instance Temps | ReadAtTimeDetajs.

Données
Structurées Client) (\ A

Client Acceés a I'historique | Utifise le Seivice HigtofyRead gour lire les
Client Read Events | donpées historiques’Evenemnjent a I'aide de
(Lecture la Sthyctu eadkyven ils.
Evénements Client)

Client Accés a I'historique | Utilise S stg/HistoryUpdate pour
Client Even{Anserts inséxer tvénements historiques.
(Insertions ‘m\

Evénemdnt Cliant) |\

Client Accés a I'hi \ tiffse Service HistoryUpdate pour
Cli méttré\a jour des Evénements historiques.
Up z
jour E
Sl ™

Client cces a\I’ —Ytilise le Service HistoryUpdate pour
Client remplacer des Evénements historiques.

eplac
Q e cemegnt
Evégerne

Client W’historique Utilise le Service HistoryUpdate pour
Clien Event | supprimer des Evénements historiques.
Deletes
(Suppression
Evénement Client)

Client Accés a I'historique | Utilise le Service HistoryUpdate pour
Client Data Insert | insérer des valeurs de données
(Insertion Données | historiques.

Client)

Client Accés a I'historique | Utilise le Service HistoryUpdate pour
Client Data Delete | supprimer des valeurs de données
(Suppression historiques
Données Client)

Client Acceés a I'historique | Utilise le Service HistoryUpdate pour

Client Data Update
(Mise a jour

mettre a jour des valeurs de données
historiques.

Données Client)
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Catégorie | Titre Description Dérivation
Client Acceés a I'historique | Utilise le Service HistoryUpdate pour

Client Data | remplacer des valeurs de données

Replace historiques.

(Remplacement
Données Client)
Client Accés a I'historique | Saisit et récupére des Annotations de
Client Annotations données historiques. La récupération est
effectuée a l'aide de la fonctionnalité
lecture de données historiques brutes
normalisée (ReadRawModifiedDetails). La
saisie utilise la fonctionnalité de mise a

jn| Ir (l Ipr‘lni‘nQ\‘rl ictureDataDeteails)
historigue normalisée. ™
Client Acceés a I'historique | Lit les données historiques a une dnsta
Client Time | spécifiée dans le temps a I'ai dewlé
Instance (Instance | structure ReadAtTimeDetails, \/

Temps Client)
Client Accés a I'historique
Client Server
Timestamp
(Horodatage
Serveur Client)

Le Tableau 18 décrit les éléments
profils. L.es Servers prenant en charge
Clients qui utilisent les Aggrégats metten

ans les
& et les
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Tableau 18 — Agrégats

Catégorie |Titre

Description

Dérivation

Serveur
(configuration maitre)

Agrégat master configuration

Prend en charge au moins un Objet
AggregateConfigurationType maitre
comme partie de la configuration du
Serveur.

Serveur Agrégat optional |Prend en charge au moins un Objet
configuration (configuration | AggregateConfigurationType
facultative) facultatif. Des Objets

AggregateConfigurationType

facultatifs se rencontrent a différents
niveaux de I Ohjet
AggregateConfigurationType rﬁaitr&

Serveuf Agrégat - Interpolative | Prend en charge Adgre
(Interpolatif) Interpolative pour <’A\

I’historique.

Serveuf  |Agrégat — Average (Moyen) |Prend en charge IMA\K}B&

pour I'Accés a I’ Ij\st ique

Serveuf Agrégat -  TimeAverage |Prend en Aggr gat
(Temps Moyen) T|meAvera cces / a

I’ h|stor|q
Serveuf Agrégat — TimeAverage?2 Prend cha e\}?ggregat
T|me (x)\ou ’Accés a
Serveuf  |Agrégat — Total EQKAé%\ rge I’Aggrégat Total
\:%q s a rique.
Serveul  |Agrégat — Total2 ( Pre\%\i{& rge I’Aggrégat Total2
I’historique.
Serveuf  |Agrégat — MW RQ:X m:g charge  I'Aggrégat
(\ Mini our I'Accés a I'historique

Serveul  |Agrégat Prend / en charge  I'Aggrégat
MinimumAct %&\;ﬁmmumActualTime pour I'Accés a
rée imal) I’'hMstorique.

Serveuf Agré\gat’ inimur2 T—"rend en charge I'’Aggrégat

Minimum2 pour I’Accés a
/\ I’historique.

Serveuf —|Prend en charge I’Aggrégat
ini A tuallimg2 MinimumActualTime2 pour I'Accés a
empsxeel\miniwral) I’historique.

Serveu&%gwa}mum Prend en charge I'Aggrégat

Maximum pour I’Accés a I'historique.

Serveuf A@*Q%?Jy} —|Prend en charge [I'Aggrégat
Maxi ActualTime (Temps|MaximumActualTime pour I’Accés a
réel maximal) I'historique.

Serveur Agrégat — Maximum2 Prend en charge I’Aggrégat

Maximum2 pour I’Accés a
I’historique.

Serveur Agrégat —|Prend en charge I’Aggrégat
MaximumActualTime2 MaximumActualTime2 pour I'Accés
(Temps réel maximal) a I’historique.

Serveur Agrégat — Range (Gamme) |Prend en charge I’Aggrégat Range

pour I'Accés a I'historique.

Serveur Agrégat — Range2 (Gamme) |Prend en charge I’Aggrégat Range2

pour I'Accés a I'historique.

Serveur Agrégat — Count (Compte) Prend en charge I’Aggrégat Count

pour I'Accés a I'historique.

Serveur Agrégat —|Prend en charge I’Aggrégat

a I’état zéro)

DurationInStateZero (Durée

DurationInStateZero pour I'Accés a

I’historique.
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Catégorie

Titre

Description

Dérivation

Serveur

Agrégat

DurationInStateNonZero
(Durée a I'état non zéro)

Prend en charge I’Aggrégat
DurationInStateNonZero pour
I’Accés a I'historique.

Serveur Agrégat —|Prend en charge I’Aggrégat
NumberOfTransitions NumberOfTransitions pour I'Accés a
(Nombre de Transitions) I’historique.

Serveur Aggregate - Start|Prend en charge I'Aggrégat Start
(Démarrage) pour I'Accés a I'historique.

Serveur Agrégat — StartBound (Prét a|Prend en charge I’Aggrégat
démarrer) StartBound pour I’Accés a

I’historique.
Serveur Agrégat—Enrd{H—r) Prend—en charge FAgegrega—Enrd
pour I’Accés a I'historique. ( N

Serveur Agrégat — EndBound (Prét a|Prend en charge Aggrégat

finir) EndBound pour Acces a
I’historique.

Serveul  |Agrégat — Delta Prend en charge ﬂﬁ%\\e&

pour I'Accés a |l}l§t ique

Serveul  |Agrégat — DeltaBounds (Prét|Prend en \\@e?irégat
pour Delta) DeltaBoun i

I h|stor|qﬂ

Serveur Agrégat — DurationGood |Prend ?/cha e “Aggrégat

(Durée Bon) Dura io ur\_I'Accés a
/\ i @J

Serveuf |Agrégat —  DurationBad \:}hoage I’Aggrégat

(Durée Mauvais) Du B r I’Acces a
Ihist ique.

Serveuf Agrégat - PercentG od reqd éq/ charge I’Aggrégat

(Pourcentag B rcentGood pour I'Accés a
\Lhistori

Serveur Agrégat PercéntBad}Prend/ en charge I’Aggrégat
(Pou entage is) E}rcentBad pour I’Accés a

istorique.

Serveur Agre}}a’t st Prend en charge I’Aggrégat
(Qual r@w{ WorstQuality  pour I'Accés a

I’historique.

Serveuf rstQuality2 |[Prend en  charge  I'Aggrégat

Qua lus\défavorable) |WorstQuality2 pour [I'Accés a

I’historique.
Serveu‘\ \ynotahonCount Prend en charge [I'’Aggrégat
Anwmotation AnnotationCount pour [I'Accés a

I’historique.

Serveuf Agreg\t/ —|Prend en charge [I'Aggrégat
StandardDeviationSample StandardDeviationSample pour
(Echantillon Ecart Type) I’Accés a I'historique.

Serveur Agrégat — VarianceSample |Prend en charge I’Aggrégat
(Echantillon Variance) VarianceSample pour [I'Accés a

I’historique.

Serveur Agrégat —|Prend en charge I’Aggrégat
StandardDeviationPopulation | StandardDeviationPopulation  pour
(Population Ecart Type) I’Accés a I'historique.

Serveur Agrégat —|Prend en charge I’Aggrégat

VariancePopulation

(Population Variance)

VariancePopulation pour I’Accés a

I’historique.
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Catégorie |Titre Description Dérivation

Serveur Agrégat - Custom|Le Serveur prend en charge les
(personnalisé) Aggrégats personnalisés pour

I’Accés a I'historique pour lesquels
aucun essai normalisé n’est défini.
Ces Aggrégats sont indiqués comme
non soumis a I'essai par cette Unité
de Conformité.

Serveur Agrégat Abonnement — Filter|Prend en charge I'Agrégat Filtres
(Filtre) Abonnement qui nécessite qu’au

moins un des Aggrégats définis soit
pris en charge, comme défini dans
PIEC 82541-13 .

Serveuf Agrégat Abonnement  —|Prend en charge le filtre

Interpolative (Interpolatif) abonnement pour Aggrégat
Interpolative. \ : )

Serveur Agrégat Abonnement  —|Prend en charge I fiItFe\

Average (Moyen) abonnement padr 'Aggregat
Average.

Serveuf |Agrégat Abonnement —|Prend en ch}ng iltre
TimeAverage (Temps|abonneme Aggregat
Moyen) TimeAver ge

Serveuf |Agrégat Abonnement —|Prend &;;S charge g~ filtre
TimeAverage?2 (Temps abon e (pﬁyur I’Aggrégat
Moyen) eAv ag

Serveuf |Agrégat Abonnement—Tb&l\P\in\e\ char e le filtre

ab t po ggrégat Total.

Serveuf |Agrégat Abonnement [ — Pren\d\‘n\}:{>0 charge le filtre
Total2 ne ur I'Aggrégat Total2.

Serveul  |Agrégat WWn charge le filtre
Minimum abonnewént pour I’Aggrégat

imum.

Serveuf Agre at en end en charge le filtre
Mi tuaIT e\(Te onnement pour I’Aggrégat
reel MinimumActuaITime.

Serveur Agre —|Prend en charge le filtre
Mini abonnement pour I’Aggrégat

Minimum2.
Serveuf gre ne ent —|Prend en charge le filtre
n| C abonnement pour I’Aggrégat
<\\(\T\ éel |n|mal) MinimumActualTime2.
Serveuf gr SAbonnement —|Prend en charge le filtre
imu abonnement pour I’Aggrégat
Maximum.

Serveuf Agrégat Abonnement —|Prend en charge le filtre
MaximumActualTime (Temps|abonnement pour I’Aggrégat
réel maximal) MaximumActualTime.

Serveur Agrégat Abonnement —|Prend en charge le filtre
Maximum?2 abonnement pour I’Aggrégat

Maximum?2.

Serveur Agrégat Abonnement —|Prend en charge le filtre
MaximumActualTime2 abonnement pour I’Aggrégat
(Temps réel maximal) MaximumActualTime2.

Serveur Agrégat Abonnement —|Prend en charge le filtre
Range (Gamme) abonnement pour I'Aggrégat Range.

Serveur Agrégat Abonnement —|Prend en charge le filtre
Range2 (Gamme) abonnement pour I’Aggrégat

RangeZ2.

Serveur Agrégat Abonnement —|Prend en charge le filtre

Count (Compte) abonnement pour I'Aggrégat Count.
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Catégorie |Titre Description Dérivation

Serveur Agrégat Abonnement —|Prend en charge le filtre
DurationInStateZero (Durée |abonnement pour I’Aggrégat
a I'Etat Zéro) DurationlnStateZero.

Serveur Agrégat Abonnement —|Prend en charge le filtre
DurationInStateNonZero abonnement pour I’Aggrégat
(Durée a I'Etat non Zéro) DurationInStateNonZero.

Serveur Agrégat Abonnement —|Prend en charge le filtre
NumberOfTransitions abonnement pour I’Aggrégat
(Nombre de Transitions) NumberOfTransitions.

Serveur Agrégat Abonnement — Start|Prend en charge le filtre
(Démarrage) abonnement pour I'Aggrégat Start.

Serveur Agrégat Aberrerment Prend € charge Ie <fHire
StartBound (Prét a démarrer) |abonnement pour grég

StartBound.

Serveur Agrégat Abonnement — End|Prend en charge \iE f| re
(Fin) abonnement pour I'A

Serveuf Agrégat  Abonnement  —|Prend en ch ge
EndBound (Prét a finir) abonnement

EndBound.

Serveul  |Agrégat Abonnement — Delta [Prend e Tra%g( \f/rftre

abonnemMA égat\Delta.

Serveur Agrégat Abonnement  —|Prend chatge e~ filtre
DeltaBounds  (Prét  paqur abon e @ur I’Aggrégat
Delta) D ta 0

Serveuf |Agrégat Abonnement We le filtre
DurationGood (Durée Bon) ab me t ur I’Aggrégat

Dura

Serveuf |Agrégat  Abgonnement éQ/ charge le filtre
DurahonBadM akonnement pour I’Aggrégat
Mauvais) , cDurationBad.

Serveuf Agregat bo rend/ en  charge le filtre
Perc Gqod rcenta eé)nnement pour I’Aggrégat

rcentGood.

Serveuf Agre};a’t \g} Prend en charge le filtre
PercentBad oureent abonnement pour I’Aggrégat

u@aﬁl\s\) PercentBad.

Serveuf ment —|Prend en charge le filtre
ors al y (Qualjté la plus |abonnement pour I’Aggrégat
fa\(gra le WorstQuality.

Serveu\ \Qﬁ}onnement —|Prend en charge le filtre

Q ali (Qualité la|abonnement pour I’Aggrégat
plu défayorable) WorstQuality2.

Serveuf Agrégat” Abonnement —|Prend en charge le filtre
AnnotationCount (Compte [abonnement pour I'’Aggrégat
Annotation) AnnotationCount.

Serveur Agrégat Abonnement —|Prend en charge le filtre
StandardDeviationSample abonnement pour I’Aggrégat
(Echantillon Ecart Type) StandardDeviationSample.

Serveur Agrégat Abonnement —|Prend en charge le filtre
VarianceSample (Echantillon|abonnement pour I’Aggrégat
Variance) VarianceSample.

Serveur Agrégat Abonnement —|Prend en charge le filtre
StandardDeviationPopulation [abonnement pour I’Aggrégat
(Echantillon Ecart Type) StandardDeviationPopulation.

Serveur Agrégat Abonnement —|Prend en charge le filtre
VariancePopulation abonnement pour I’Aggrégat
(Population Variance) VariancePopulation.
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Serveur Agrégat Abonnement —|Le Serveur prend en charge

Custom (Personnalisé) ’abonnement aux Agrégats

personnalisés pour lesquels aucun
essai normalisé n’est défini. Ces
Agrégats sont indiqués comme non
soumis a l'essai par cette Unité de
Conformité.

Client Agrégat - Client Usage|Utilise I'Accés a [I'historique a
(Utilisation Client) I’Agrégat qui nécessite qu'au moins
un des Agrégats définis soit pris en
charge comme défini dans
PIEC 82541-13 .

Client Agrégat — Client Interpolative | Utilise I’Accés a I’hist%ue a
(Interpolatif Client) I’Agrégat Interpolatlf

Client Agrégat — Client Average |Utilise I'’Acces I<k\ ue a
(Moyen Client) I’Agrégat Average

Client Agrégat - Client|Utilise I’Accés rique
TimeAverage (Temps Moyen |I’Agrégat T|meA rage.

Client)

Client Agrégat - Client | Utilise
TimeAverage?2 (Temps I’Agrégat |meAv a
Moyen Client)

Client Agrégat — Client Total |I|s§ \Ac/cf @ ystorique a

I Total
Client Agrégat — Client Total2 tilse VY Aec8s a /) I'historique a
XlAﬁga:gﬁqtaiTz\—j

Client Agrégat — Client Minin'<u Ut"'\;(KM{ a [Ihistorique a
(Minimum Client) IA €9 um.

Client Agrégat - ie\% cces a [Ihistorique a
MinimumActualTi (Tem IAgreg inimumActualTime.
reel Mmmﬁ}l\Cll

Client Agre at ?;}\K’m\h\{ jlise I'Accés a [Ihistorique a
(M| im lient grégat Minimum2.

Client Agréyat \&‘I\le)Utilise I'’Accés a [Ihistorique a
Mini Ac aI I’Agrégat MinimumActualTime2.
(Ter?pfs\[ im CI|e t)

Client g}x I|e Maximum |Utilise I’Accés a [lhistorique a
m lient) I’Agrégat Maximum.

Client \%x ath \e_ Client|Utilise I'Accés a [historique a

<\ ITime I’Agrégat MaximumActualTime.

Client téga \@T’ent Maximum2 [Utilise I'’Accés a [Ihistorique a
fl%ax Client) I’Agrégat Maximum?2.

Client Agrégét/ - Client|Utilise I'Accés a [historique a
MaximumActualTime2 ’Agrégat MaximumActualTime2.
(Temps réel Maximal Client)

Client Agrégat — Client Range|Utilise [I'Accés a [I'historique a
(Gamme Client) I’Agrégat Range.

Client Agrégat — Client Range2|Utilise [I'Accés a [I'historique a
(Gamme Client) I’Agrégat Range2.

Client Agrégat — Client Count|Utilise I'’Accés a [Ihistorique a
(Compte Client) I’Agrégat Count.

Client Agrégat - Client|Utilise I’Accés a [I'historique a
DurationInStateZero (Durée |I’Agrégat DurationInStateZero.

a I'Etat Zéro)

Client Agrégat - Client|Utilise I’Accés a [I'historique a
DurationInStateNonZero I’Agrégat DurationIinStateNonZero.
(Durée a I'Etat non Zéro)

Client Agrégat - Client|Utilise [I’Accés a [Ihistorique a

NumberOfTransitions

I’Agrégat NumberOfTransitions.

(Nombre de Transitions
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Catégorie |Titre Description Dérivation

Client Aggregate — Client Start|Utilise I'Accés a [I'historique a
(Démarrage Client) I’Agrégat Start.

Client Agrégat — Client StartBound |Utilise [I'’Accés a [I'historique a
(Prét a démarrer Client) I’Agrégat StartBound.

Client Agrégat — Client End (Fin|Utilise [I'Accés a [Ihistorique a
Client) I’Agrégat End.

Client Agrégat — Client EndBound |Utilise [I'Accés a [I'historique a
(Prét a finir Client) I’Agrégat EndBound.

Client Agrégat — Client Delta (Delta |Utilise [I'Accés a [I'historique a
Client) I’Agrégat Delta.

Client Agrégat - Client |Utilise [I’Accés a [Ihistorique a
DGHGBUUIIG‘O (Plet }JUUI :’AUIU’HG{ DUHGBUUIIG‘O.

Delta Client)

Client Agrégat - Client|Utilise I'Accés a [IhisGriqu
DurationGood (Durée Bon I’AgrégatDurationGood{\
Client)

Client Agrégat - Client|Utilise I'Accés 2 |W e\ a
DurationBad (Durée Mauvais |I’Agrégat DuratiornBaq.

Client) AN

Client Agrégat - Client|Utilise I'Aecgs.a_ IMhistarique” a
PercentGood (Pourcentage I’Agrégat(éezrre:rw
Bon Client) <c7

Client Agrégat — Client PercentBad | Utili MCEC sr@ istorique a
(Pourcentage Ma@l’ r Perce
Client)

Client Agrégat - Cli UtiN FAccés & [historique a
WorstQuality (Qualité la plus |I’AgréegatWorstQuality.
défavorable Cljent) %\

Client Agrégat WWCC% a [Ihistorique a
WorstQuality (Qualite JAgrég orstQuality2.
plus défax}%&abl Clienf)™_

Client Agrégat Eﬁ—i\w\liéﬂ jlise I'Accés a [Ihistorique a
Ann ount ompte N Agrégat AnnotationCount.
Annotdtjgh Client)

Client Agré - ltefit|Utilise I'Accés a [Ihistorique a
Standa viaionSamp I’Agrégat StandardDeviationSample.
~chantillon rt — Type
gliia\nsx

Client Agrégath - Client |Utilise I'Accés a [I'historique a

< i ample (Echantillon|I’Agrégat VarianceSample.
Natianc ieht)

Client Ag#ég%t‘(? - Client|Utilise I'Accés a [historique a
StandardDeviationPopulation |I’'Agrégat
(Population Ecart Type | StandardDeviationPopulation.
Client)

Client Agrégat - Client |Utilise [I’Accés a [Ihistorique a
VariancePopulation I’Agrégat VariancePopulation.
(Population Variance Client)

Client Agrégat — Client Custom|Le Client peut utiliser tous les
Aggregates (Agrégats | Agrégats personnalisés dans la liste
Personnalisés Client) d’Agrégats, via I’Accés a

I’historique, présenté par le Serveur.
Cela comprend [I'affichage ou
I'utilisation de données d’une
certaine maniére.

Client Agrégat Abonnement —|S’abonne a des données utilisant

Client Filter (Filtre Client)

des filtres Agrégat qui nécessitent
gu’au moins un des Agrégats définis
dans I'IlEC 62541-13 soit pris en
charge.
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Catégorie |Titre Description Dérivation

Client Agrégat Abonnement  —|S’abonne a des données utilisant le
Client Interpolative |filtre Agrégat Interpolative.
(Interpolatif Client)

Client Agrégat Abonnement  —|S’abonne a des données utilisant le
Client Average (Moyen |[filtre Agrégat Average.
Client)

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Client TimeAverage (Temps |filtre Agrégat TimeAverage.
Moyen Client)

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Client TimeAverage2 (Temps |filtre Agrégat TimeAverage?2.
Movaen Cliant)
LALAS AL AL\ ALLY V4

Client Agrégat  Abonnement —|S’abonne a des données l?t'%ant le
Client Total filtre Agrégat Total. N\

Client Agrégat  Abonnement —|S’abonne a des donné<hQS\an le
Client Total2 filtre Agrégat Total2

Client Agrégat  Abonnement —[S’abonne a des d W\\
Client Minimum filtre Agrégat M|

Client Agrégat  Abonnement —|S’abonne a d w le
Client  MinimumActualTime |filtre Agré tual
(Temps Réel Minimal Client) ;BHW\

Client Agrégat  Abonnement —|[S’ abonné\g;;zs ées utifisant le
Client Minimum2 filtre (Agké rfhgum

Client

Agrégat  Abonnement¢” NS
Client MinimumActualTime2
(Temps Réel Minimal CI|en

onne a des'\ddnré€s utilisant le
NAQ egat MinimumActualTime2.

Client Agrégat  Abonnement [ — b{i&e&ﬁ% données utilisant le
Client Maxmum Qsmg AQ aximum.
Client Agrégat \ b nne des données utilisant le
Client aximum tuaIT| iltre Agrégat MaximumActualTime.
(Temps Réel Maximal ChQnt)
Client Agre Ab/o en bonne a des données utilisant le
Cli mu jHre Agrégat MaximumActualTime2.
(Tem aI
Client Agré —|S’abonne a des données utilisant le
Clieqt mu 2 filtre Agrégat Maximum2.
Client égat on ment —|S’abonne a des données utilisant le
lien (Gamme |filtre Agrégat Range.
|enQ
Client \ \ nnement —|S’abonne a des données utilisant le
lie ge2 (Gamme|filtre Agrégat Range2.

CI|

Client Agrégat” Abonnement —|S’abonne a des données utilisant le
Client Count (Compte Client) [filire Agrégat Count

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Client  DurationInStateZero |filtre Agrégat DurationInStateZero.
(Durée a I'Etat Zéro Client)

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Client filtre Agrégat
DurationInStateNonZero DurationInStateNonZero.

(Durée a I'Etat non Zéro
Client)

Client Agrégat Abonnement  —|S’abonne a des données utilisant le
Client  NumberOfTransition |filtre Agrégat NumberOfTransitions.
(Nombre de  Transitions
Client)

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Client Start (Démarrage |filtre Agrégat Start.

Client)
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Client Agrégat Abonnement  —|S’abonne a des données utilisant le
Client StartBound (Prét a|filtre Agrégat StartBound.
démarrer Client)

Client Agrégat Abonnement  —|S’abonne a des données utilisant le
Client End (Fin Client) filtre Agrégat End.

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Client EndBound (Prét a finir |filtre Agrégat EndBound.

Client)

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Client Delta filtre Agrégat Delta.

Client Agrégat Abonnement —|S’abonne a des données utilisant le
Gliert—DBeltaBounds—{Prétfiltre-AgrégatDeltaBounds:
pour Delta Client)

Client Agrégat  Abonnement —|S’abonne a des données tilisa
Client DurationGood (Durée |filtre Agrégat DurationGgo
Bon Client)

Client Agrégat Abonnement —[S’abonne & des d ne}swl aﬁt\
Client DurationBad (Durée |filtre Agrégat Du Bad
Mauvais Client)

Client Agrégat  Abonnement —|S’abonne 2 |I\sam' le
Client PercentGood [filtre Agré gat Per d.
(Pourcentage Bon Client)

Client Agrégat  Abonnement . —[S’abdn \a/d s s utilisant le
Client PerceniBad|filire Agregat Pe
(Pourcentage Mauvais
Client)

Client Agrégat Abonnement -8’ ab s données utilisant le
Client WorstQua |ty (Qu f|It orstQuahty
la plus defav rable Qﬁ@m{)

Client Agrégat nn ent —mj{a des données utilisant le
Client Wor Q ity2 fi régat WorstQuality2.

Ia p|l)§ défavofa Cl|e t).

Client Abondemerit. \_—}S’abonne a des données utilisant le
Clle no tlon ouny |filtre Agrégat AnnotationCount.
(Com <\1@ta on

Client —|S’abonne a des données utilisant le

filtre Agrégat
StandardDeviationSample.
Client \ nnement —|S’abonne a des données utilisant le
I|e arlanceSampIe filtre Agrégat VarianceSample.
nt|I n Variance Client)

Client Agregét/ Abonnement —|S’abonne a des données utilisant le
Client filtre Agrégat
StandardDevPopulation StandardDeviationPopulation.
(Population  Ecart  Type
Client)

Client Agrégat Abonnement  —|S’abonne a des données utilisant le
Client VariancePopulation |filtre Agrégat VariancePopulation.
(Population Variance Client)

Client Agrégat Abonnement —|Le Client prend en charge
Client Custom Aggregates|I’abonnement a tous les Agrégats

(Agrégats Personnalisés

Client)

personnalisés dans la liste des
Agrégats présentés par le Serveur.
Cela comprend [I'affichage ou
I'utilisation des données d’une

certaine maniere.

Le Tableau 19 décrit les éléments relatifs a I’Audit qui peuvent étre intégrés dans les profils.

La plupart des Serveurs a forte capacité de

ressource prennent en

charge ces
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caractéristiques, alors que certains Serveurs avec des capacités de ressources moindres ne
peuvent pas fournir cette fonctionnalité. Les Clients sensibilisés a la sécurité ou habitués a
prendre en charge la journalisation des activités de sécurité prennent en charge ces
caractéristiques.

Tableau 19 — Audit

Catégorie | Titre Description Dérivation
Serveur Base d’audit Prend en charge les AuditEvents
(Evénements d’audit). La liste des
Evénements d’audit pris en charge doit étre
vérifiée au cours des essais de certification
et—figure—sur—te—GCertficat—de—togieiel—tEes
Evénements d’audit de base sont.{éfinis
dans I'lEC 62541-3 et dans I'lEC Gé §1{5\
Client Auditing Client | Le Client prend en charge la” génératign
Audit ID (Audit ID | des ids AuditEvents (i i e \/
de I'audit Client) Evénements d’audit) et X
Serveurs.
Client Auditing Client | Le Client prend en ar
Subscribes  (Audit | aux Evénements ~_ainsi
de I’Abonnement archivage/traitem ¢
Client) (7
Le Tablg g profils.
Les Ser 5 Unités
de Con Clients
capable ropriées
basées
Catégorie | Titpé\ "\ Description Dérjvation
Servedr Re 0 n%g/\\ rend &h charge la redondance basée sur
Servel{?\ \%\S veur.
Serveyr j}end en charge la redondance Serveur
Ser ansparente.
s argnt
Client do ndanse Cliepf | Le Client prend en charge la redondance
Q Client. Les Clients qui prennent en charge
la redondance peuvent reprendre la
redondance d’un autre Client (exige une
certaine communication hors bande)
Client Redondance Les Clients qui prennent en charge cette
Commutateur Ctient—TtUnitede—Conformité—surveittentte—statutde
redondance dans le cas des Serveurs a
redondance non transparente et
commutent sur le Serveur auxiliaire
lorsqu’ils identifient un changement dans le
statut du serveur.
5.5 Divers

Le Tableau 21 suivant décrit diverses Unités de Conformité.

Chaque tableau comporte une liste de la Catégorie de profil a laquelle appartient une Unité

de Conformi

té,

le titre et la description de I'Unité de Conformité, ainsi qu’une colonne qui

indique si I’Unité de Conformité est issue d’une autre Unité de Conformité. Ce type d’Unité de
Conformité inclut tous les essais correspondant au parent auxquels s’ajoute(nt) un ou
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Ces Cas d’Essai

davantage les Cas d’Essai existants.
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peuvent uniquement limiter

Catégorie | Titre Description Dérivation
Client, Documentation — | La documentation comprend une description
Serveur Supported des profils pris en charge par le produit.
Profiles  (Profils | Cette description inclut le niveau des essais
pris en charge) de Certification auxquels le produit a été
SOouUmis avec Succes.
Client, Documentation — | La documentation est disponible dans
Serveuyt N:u:t;pic P:UO;CUIO :allsayco. les—résultats—de f@tt&
Languages unité de conformité comprennent la liste des
(Langages langages pris en charge.
Multiples) A\ Q
Client, Documentation — | L’application comprend la docum ioR_qUi|
Serveyr Users Guide | décrit la fonctionnalité disp ie par
(Guide I'application. Pour le ell
Utilisateur) comprend un résu es
fonctionnalités assurges-parle )
Client, Documentation — Wion est
Serveyr On-line (En ligne) niq comme
L@ cumentation
e WEB, un
U\ CD/DYD, mais quelle
accéder depuis
un lien installé avec
Client, Documentation\ — comprend les instructions
Servedr Installation isantes  pour installer
! ication. Cela comprend des
de tout élément de configuration
Q es instructions pour charger ou
configuxer les éléments relatifs a la sécurité
Q \ékb que les Certificats d’Instance
/\ d’Application.
Client, i *dpplication comprend la documentation qui
Servel décrit les problémes typiques qu’un
utilisateur peut rencontrer et les actions qu'il
peut effectuer pour résoudre ces problémes.
La documentation peut aussi décrire les
astuces ou autres actions susceptibles
d’aider [l'utilisateur a diagnostiquer ou a
résoudre un probléme. Elle peut aussi décrire
les outils ou autres élements pouvant étre
utilisés pour diagnostiquer ou résoudre les
problémes. Le Guide de recherche de pannes
en lui-méme peut faire partie d'une autre
documentation, mais il convient qu’il soit
suffisamment complet pour apporter des
informations utiles a un utilisateur novice.

6 Profils

6.1 Vue d’ensemble

L'Article 6 comporte une liste des catégories qu’un Profil peut regrouper, une liste des Profils
désignés et la liste détaillée de chaque Profil, y compris les Unités de Conformité définies de
maniére directe et les sous-Profils inclus dans le Profil.
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6.2 Liste des profils

Le Tableau 22 répertorie les Profils. Le tableau des Profils est ordonné par catégorie de
Profil, puis classé dans I'ordre alphabétique du nom de Profil. Le tableau comprend une liste
des catégories auxquelles le Profil est associé, ainsi qu’'un URI. Ce dernier permet d’identifier
de maniere unique un Profil. L'URI doit pouvoir étre utilisé pour accéder aux informations
fournies dans ce document selon le Profil donné dans un affichage en ligne. Cet URI figure
également sur le Certificat de logiciel associé au Profil. L’'URI est sensible a la casse.

Une application (Client ou Serveur) doit mettre en ceuvre toutes les Unités de Conformité
dans un Profil afin d’étre conforme a ce dernier. Certains Profils comportent des Unités de
Conform/te facultatives. Une Unité de Conformlte facultatlve S|gn|f|e qu une appllcatlon ala

possibll 3 prise en
charge fornyité. Par
exemple SténTe modéle

d’informlations spécifiques. Elles sont, par conséquent, définies ves de

maniéreg a pouvoir ignorer les éléments du modéle d’informations. Hite étre
classé ive; tous les
éléments : i i i i i i sais de
certificafion. La prise en charge des Unités de Conformité Ta j S dans le
certificaf produit par les essais associés. jté ; ' s sont
claireme ficat de
Logiciel iciel doit
présentg jté jté tative ecifier si elles sont pfises en
charge.|Les affichages en ligne qui é&ta a iste fls pris en charge| par un
produit doivent également inclure les i : Wté faclltatives. Certaines Uhités de
Conformité comprennent également les Vistes\ d de_DoOnnées pris en chargel ou des
Sous-types facultatifs pris en charge, |és Iistes 30 2es de la méme fagon que les Unités

de Conformité facultatives. Toutes es
Confornpité facultatives s’

types pifis en charge.

9,

2ABeS de> consignation pour les Unités de
istes de Types de Données ou de sous-



https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

- 170 -

Tableau 22 — Liste des profils

IEC 62541-7:2015 © IEC 2015

Profil Catégorie | URI
associée
Core Server Facet Serveur http://opcfoundation.org/UA-
Profile/Server/CoreFacet
Base Server Behaviour Facet Serveur http://opcfoundation.org/UA-
Profile/Server/Behaviour
Attribute  WriteMask Server | Serveur http://opcfoundation.org/UA-
Facet Profile/Server/AttributeWriteMask
File Access Server Facet Serveur http://opcfoundation.org/UA-

Profile/Server/FileAccess

Documentation —Server Facet Serveur ht S A=
Profile/Server/Documenjdtion

Embedded DataChange | Serveur http://opcfoundation.org/UA

Subsciiption Server Facet Profile/Server/Embeﬂ&é\dDa&E}anq bubscr
iption

Standdrd DataChange | Serveur http: //opcfoundétl\étq/NA\g%

Subscijiption Server Facet Proflle/Servgr/StandaWﬁDa ChandeSubscrip
tion

Enhang¢ed DataChange | Serveur http://c;pefqﬁndat‘b\g o\qNA/

Subsciliption Server Facet Profité/Servex/ExancedDataChangeSubscri
ptioh ~/

Data Alccess Server Facet Serveur Wopofouhdation.org/UA-

/L rofile/Server)DataAccess

CompléxType Server Facet SeF\rﬁ' httpy//6pcfoundation.org/UA-
Reofife/Server/ComplexTypes

Standdrd Event Subscription Ser(eur “httbe/opefoundation.org/UA-

Server|Facet (\ Ph&fﬂ‘e@‘@rver/StandardEventSubscription

Addregs Space Notifier Sexryer vé{ Shttp:Nopcfoundation.org/UA-

Facet N ’Se\ Prdfile/Server/AddressSpaceNotifier

A & C| Base Conditi Seryer vem\ hitp://opcfoundation.org/UA-

Facet %\ Profile/Server/ACBaseCondition

A&C Address@e@starg Ser http://opcfoundation.org/UA-

Server|Facet Profile/Server/ACAddressSpacelnstanice

A & C Enable Se Faset VSes}\‘e/ur http://opcfoundation.org/UA-
Profile/Server/ACEnable

A & C Alarm Qe\F\\e\\ ~Serveur http://opcfoundation.org/UA-

& Profile/Server/ACAlarm

A&C dx g\\ablh\Ala\% Serveur http://opcfoundation.org/UA-

Server@él\ Profile/Server/ACAckAlarm

A & |C \E&ﬁsiv “Alarming | Serveur http://opcfoundation.org/UA-

Server|Facet Profile/Server/ACExclusiveAlarming

A & C|[Non-Exclusive Alarming | Serveur http://opcfoundation.org/UA-

Server[Facet Profile/Server/ACNon-ExclusiveAlarming

A & C Previous Instances | Serveur http://opcfoundation.org/UA-

Server Facet Profile/Server/ACPreviousinstances

A & C Dialog Server Facet Serveur http://opcfoundation.org/UA-
Profile/Server/ACDialog

A & E Wrapper Facet Serveur http://opcfoundation.org/UA-
Profile/Server/AEWrapper

Method Server Facet Serveur http://opcfoundation.org/UA-
Profile/Server/Methods

Auditing Server Facet Serveur http://opcfoundation.org/UA-
Profile/Server/Auditing

Node Management Server | Serveur http://opcfoundation.org/UA-

Facet Profile/Server/NodeManagement

Client Redundancy Server | Serveur http://opcfoundation.org/UA-

Facet Profile/Server/ClientRedundancy

Redundancy Transparent | Serveur http://opcfoundation.org/UA-

Server Facet

Profile/Server/TransparentRedundancy



https://iecnorm.com/api/?name=70bb77a8d64fa308bd480472c0c1673b

IEC 62541-7:2015 © IEC 2015 -171 -
Profil Catégorie | URI
associée

Redundancy Visible Server | Serveur http://opcfoundation.org/UA-

Facet Profile/Server/VisibleRedundancy

Historical Raw Data Server | Serveur http://opcfoundation.org/UA-

Facet Profile/Server/HistoricalRawData

Historical Aggregate Server | Serveur http://opcfoundation.org/UA-

Facet Profile/Server/AggregateHistorical

Historical Access Structured | Serveur http://opcfoundation.org/UA-

Data Server Facet Profile/Server/HistoricalStructuredData

Historical Data AtTime Server | Serveur http://opcfoundation.org/UA-

Facet Profile/Server/HistoricalDataAtTime

Historieat Acecess Modifted—Servett http:/l’upufUU| reatteor-ot ql“\.b-\h

Data Server Facet Profile/Server/HistoricalModifie ata

Historical Annotation Server | Serveur http://opcfoundation.qkg/UA

Facet Profile/Server/Histaficsl

Historical Data Update Server | Serveur http://opcfoundationMorg\l

Facet Profile/Server/distorical

Historical Data Replace Server | Serveur http://opcfoundation. or

Facet Profile/SeﬁLer/Pg\t' or%ﬁData\Replace

Historical Data Insert Server | Serveur http://opcfoundationsong/

Facet Profife/Servex/HigtaricalDatalnsert

Historical Data Delete Server | Serveur http!//ofcfoundation. UA-

Facet ré{MérwéNHis\tericaIDataDeIete

Base Historical Event Server Se%h\ http//optfobindation.org/UA-

Facet Pro}‘ﬂe/Sé(\E;Q;géseHistoricaIEvent

Historifal Event Update Server | Serv http /fdpcfoundation.org/UA-

Facet Rrofile/Server/HistoricalEventUpdate

Historifal Event  Replace | Serkeur httpe//opefoundation.org/UA-

Server|Facet rofile/Server/HistoricalEventReplace

Historifal Event Insert Server Servé«?\\ http//opcfoundation.org/UA-

Facet (\ L_Profile/Server/HistoricalEventlnsert

Historifal Event Reléte Server SW http://opcfoundation.org/UA-

Facet Profile/Server/HistoricalEventDelete

Aggredate Subseripfi \Sxewa\ Serve http://opcfoundation.org/UA-

Facet A\ Profile/Server/AggregateSubscription

Nano EEmbeddeG\DXi\cKS ver] Sefveur http://opcfoundation.org/UA-

Profile Profile/Server/NanoEmbeddedDevice

Micro E@\edﬁe& \D ice’ | Serveur http://opcfoundation.org/UA-

Server|Profil & Profile/Server/MicroEmbeddedDevice

Embed U G Profile Serveur http://opcfoundation.org/UA-

& W Profile/Server/EmbeddedUA

Standdrd UA Seryer Profile Serveur http://opcfoundation.org/UA-
Profile/Server/StandardUA

Core GlientFacet Client http+Hlopefoundation-org/UA——
Profile/Client/Core

Base Client Behaviour Facet Client http://opcfoundation.org/UA-
Profile/Client/Behaviour

Discovery Client Facet Client http://opcfoundation.org/UA-
Profile/Client/Discovery

AddressSpace Lookup Client | Client http://opcfoundation.org/UA-

Facet Profile/Client/AddressSpacelLookup

Entry-Level SupportClient | Client http://opcfoundation.org/UA-

Facet Profile/Client/Entry-LevelSupport

Multi-Server Client Connection | Client http://opcfoundation.org/UA-

Facet Profile/Client/MultiServer

File Access Client Facet Client http://opcfoundation.org/UA-
Profile/Client/FileAccess

Documentation — Client Client http://opcfoundation.org/UA-

Profile/Client/Documentation
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Profil Catégorie | URI
associée

Attribute Read Client Facet Client http://opcfoundation.org/UA-
Profile/Client/AttributeRead

Attribute Write Client Facet Client http://opcfoundation.org/UA-
Profile/Client/AttributeWrite

DataChange Subscriber Client | Client http://opcfoundation.org/UA-

Facet Profile/Client/DataChangeSubscriber

DataAccess Client Facet Client http://opcfoundation.org/UA-
Profile/Client/DataAccess

Event Subscriber Client Facet Client http://opcfoundation.org/UA-
Profile/Client/EventSubscriber

NOtlfle Glld Suuuuc H;C|a|uhy C:;Cllt http:/l’upufUU||dat;U||.U|ql“\.b-\h

Client Facet Profile/Client/NotifierAnd$ourceNiefarchy

A & 4 Base Condition Client | Client http://opcfoundation.qkg/UA

Facet Profile/CIient/ACB%egbndiﬁm

A & C|Address Space Instance | Client http://opcfoundation rq\(U?\-

Client Facet Profile/Client/XCA aselndtande

A & C Enable Client Facet Client http://opcfoundation.or
Proﬂle/Chént/RG% ‘gig

A & C Alarm Client Facet Client http://opcfounda tlo o?*quA/
Profife/Client

A & [C Exclusive Alarming | Client httpl//ofcfound |onMUA-

Client fFacet rofile/CligtlACExclusiveAlarming

A & C|Non-Exclusive Alarming CI@ httrs//optfotindation.org/UA-

Client Facet Profile/Client/ACNon-ExclusiveAlarming

A & [C Previous Instances | Clie httpAfopcfoundation.org/UA-

Client Facet Rrofile/Client/ACPreviousInstances

A&C

Dialog Client Facet Cliekt http«//opefoundation.org/UA-
{\ rofile/Client/ACDialog

A & E Proxy Facet Clien http7/opcfoundation.org/UA-
-Profile/Client/AEProxy

Method Client F et Chi n\> http://opcfoundation.org/UA-
Profile/Client/Method

Auditing Client Féé Chient http://opcfoundation.org/UA-
Profile/Client/Auditing

N\
Node | Managgment ient_Cliént http://opcfoundation.org/UA-
Facet Profile/Client/NodeManagement
in

Advan ed pe ogxam Client http://opcfoundation.org/UA-

Client P Profile/Client/TypeProgramming

Diagndsti CW W Client http://opcfoundation.org/UA-
Profile/Client/Diagnostic

Redunfant Clie\m\Fe}éet Client http://opcfoundation.org/UA-
Profile/CIient/Redundancv

Redundahey—Switch—Client—Client httpHopefound

Facet Proflle/CI|ent/RedundancvSW|tch

Historical Access Client Facet Client http://opcfoundation.org/UA-
Profile/Client/HistoricalAccess

Historical Annotation Client | Client http://opcfoundation.org/UA-

Facet Profile/Client/HistoricalAnnotation

Historical Data AtTime Client | Client http://opcfoundation.org/UA-

Facet Profile/Client/HistoricalAccessAtTime

Historical Aggregate Client | Client http://opcfoundation.org/UA-

Facet Profile/Client/HistoricalAccessAggregate

Historical Data Update Client | Client http://opcfoundation.org/UA-

Facet Profile/Client/HistoricalUpdateData

Historical Data Replace Client | Client http://opcfoundation.org/UA-

Facet Profile/Client/HistoricalReplaceData
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Profil Catégorie | URI
associée
Historical Data Insert Client | Client http://opcfoundation.org/UA-
Facet Profile/Client/HistoricallnsertData
Historical Data Delete Client | Client http://opcfoundation.org/UA-
Facet Profile/Client/HistoricalDeleteData
Historical Access Client Server | Client http://opcfoundation.org/UA-
Timestamp Facet Profile/Client/HistoricalServerTimeStamp
Historical Access Modified | Client http://opcfoundation.org/UA-
Data Client Facet Profile/Client/HistoricalAccessModifiedData
Historical Structured Data | Client http://opcfoundation.org/UA-
AtTimg-GhentFaecet Pruf.!c/Cl.G..U’H:stcr:calALyfﬁﬁ’eS{-Fuetru-FedDat
Historifal  Structured Data | Client http /lopcfoundation ot@/UA \X
Accesg Client Facet Proflle/CIlent/H|stom6é{Acce(§s\wa edDat
Historifal  Structured Data | Client http //opcfoundétlar\o\q/uA
Modified Client Facet Profile/Cliept/HistoricalModifiedStfuctiredDa
ta
Historital  Structured Data | Client http://opcfeundationorg/UA,”
Delete|Client Facet Profite/ClientiHistericalDelete Structur¢dData
Historital  Structured Data | Client http{//ofcfbundation org/UA-
Updatd Client Facet Profite/ClientiistocicalUpdate StructuredDat
N3 U
Historifal  Structured Data | Client httpy//dpcfoundation.org/UA-
Replage Client Facet ProfiteyClient/HistoricalReplaceStructUredDa
Historifal  Structured Data Clie\{ \ ftip:/fepefoundation.org/UA-
Insert Client Facet /\ \ProfTs/Chent/H|stor|calInsertStructuregData
Histori Clien http<//opcfoundation.org/UA-

|_Prbfile/Client/HistoricalEvents

Histori
Facet

al Evewd%e\cm?n\

http://opcfoundation.org/UA-
Profile/Client/HistoricalUpdateEvents

Historital Event Ré \e\ﬁh\eﬁ\ Cﬂq1> http://opcfoundation.org/UA-

Facet A \/\ Profile/Client/HistoricalReplaceEvents

Historigal Even(\D\eI\éK fent,| Cliént http://opcfoundation.org/UA-

Facet Profile/Client/HistoricalDeleteEvents

Historical Event™\lhsexi ienp | Client http://opcfoundation.org/UA-

Facet S\ tk\w Profile/Client/HistoricallnsertEvents

Aggred \S%sis?r\'b{})lient Client http://opcfoundation.org/UA-

Facet Profile/Client/AggregateSubscriber

User |Token \}\mnymous Sécurité http://opcfoundation.org/UA-

Facet ProfiIe/Securitv/UserToken/Anonvmogtg

User IToken — User Name | Serveur http://apcfoundation ora/UUA-Profile/

Password Server Facet Sécurité Security/UserToken-
Server/UserNamePassword

User Token — X509 Certificate | Serveur, http://opcfoundation.org/UA-

Server Facet Sécurité Profile/Security/UserToken-
Server/X509Certificate

User Token - Issued Token | Serveur, http://opcfoundation.org/UA-

Server Facet Sécurité Profile/Security/UserToken-
Server/lssuedToken

User Token - Issued Token | Serveur, http://opcfoundation.org/UA-

Windows Server Facet Sécurité Profile/Security/UserToken-
Server/lssuedTokenWindows

User Token - User Name | Client, http://opcfoundation.org/UA-

Password Client Facet Sécurité Profile/Security/UserToken-

Client/UserNamePassword
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Profil Catégorie | URI
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User Token — X509 Certificate | Client, http://opcfoundation.org/UA-

Client Facet Sécurité Profile/Security/UserToken-
Client/X509Certificate

User Token - Issued Token | Client, http://opcfoundation.org/UA-

Client Facet Sécurité Profile/Security/UserToken-
Client/lssuedToken

User Token - Issued Token | Client, http://opcfoundation.org/UA-

Windows Client Facet Sécurité Profile/Security/UserToken-
Client/lssuedTokenWindows

UA-TCP UA-SC UA Binary Transport | http://opcfoundation.org/UA-
Drafiloa/Trancnart/iintoan 1 1nore

SOAP{HTTP WS-SC UA XML Transport http://opcfoundation.orgiUA-
Profile/Transport/soapfttp-wssc-gaxm

SOAPJHTTP WS-SC UA Binary | Transport | http://opcfoundatiop/orgrJA-
Profile/Transport/soaph

SOAPHTTP WS-SC UA XML- | Transport | http://opcfoundation.oxg/MA-

UA Binary Profile/Transpott/soaph¥p-wsstuaxml-
uabinary <

HTTPS UA Binary Transport | http://opcfeundatidnorg/UA,”
Prof('y{/e/'Era7ns\&or\f/~h1tps-ﬁabinarv

HTTPS UA XML Tran port htth:Nepofoudiidation.org/UA-

’*rqﬁle/ﬂran‘s%mﬁps-uasoapxml

Securify User Access Control \g{e, httpy//6pcfoundation.org/UA-

Full Ser ProfileySecurity/UserAccessFull

Securify User Access Control cémte “https//opsfoundation.org/UA-

Base Serkeurl | Profilel Sécurity/UserAccessBase

Securify Time Synchron@‘h&n\(@‘é%\ “http:Mopcfoundation.org/UA-

R Prdfile/Security/TimeSync
Best Pfactice — Audit [Ewen é\ %ﬁg&t\a\ p://opcfoundation.org/UA-
Serveur Profile/Security/BestPracticeAuditEvents
Best Pfactice —@n @Ii& écuyritd, /| http://opcfoundation.org/UA-
ge(ve Profile/Security/BestPracticeAlarmHandling |

Best |Practice \F’r% m/[~Sécurité, | http://opcfoundation.org/UA-

Accesq Serveur Profile/Security/BestPracticeProgramAccess

Best |Practi écurité http://opcfoundation.org/UA-

Numbsgrs Profile/Security/BestPracticeRandomNumber
s

Best Pfactic Tﬁv\\ec{ts) Sécurité http://opcfoundation.org/UA-
Profile/Security/BestPracticeTimeouts

Best Fractlce\?mlstrahve Sécurité http://opcfoundation.org/UA-

Accesq Profile/Security/BestPracticeAdministrativeA
CCess

Best Practice — Strict Message | Sécurité, http://opcfoundation.org/UA-

Handling Serveur Profile/Security/BestPracticeStrictMessage

Best Practice — Alarm Handling | Client, http://opcfoundation.org/UA-

Client Sécurité Profile/Security/BestPracticeAlarmHandling
Client

Best Practice — Audit Events | Client, http://opcfoundation.org/UA-

Client Sécurité Profile/Security/BestPracticeAuditEventsClie
nt

SecurityPolicy — None Sécurité http://opcfoundation.org/UA/SecurityPolicy#
None

SecurityPolicy — | Sécurité http://opcfoundation.org/UA/SecurityPolicy#

Basic128Rsa15 Basic128Rsa15

SecurityPolicy — Basic256 Sécurité http://opcfoundation.org/UA/SecurityPolicy#

Basic256
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Profil Catégorie | URI
associée

SecurityPolicy — | Sécurité http://opcfoundation.org/UA/SecurityPolicy#

Basic256Sha256 Basic256Sha256

TransportSecurity — TLS 1.0 Sécurité http://opcfoundation.org/ UA-Profile/
TransportSecurity/TLS-1-0

TransportSecurity — TLS 1.1 Sécurité http://opcfoundation.org/ UA-
Profile/TransportSecurity/TLS-1-1

TransportSecurity — TLS 1.2 Sécurité http://opcfoundation.org/ UA-
Profile/TransportSecurity/TLS-1-2

Le contenu de chacun des Profils énumérés est décrit sous forme de tableau dans une

section [séparée. Chaque tableau peut contenir des références aux Prdgfi hités de

ConfornL

entiéere.
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g
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6.4 Applicati

>
Un fourpisseur q

d’'une application

partir d

I'applicqti

ne pas

nécessyire

prendre
principa

. Les Profiis d

ité supplémentaires. Le référencement a un Profil signifie
Les Unités de Conformité sont référencées grace a leur

o e

autre
' afin de définir la fonctionnalité cpmplete

leine et
upe de
ine ces

s leurs
titres,

s important ou concerne un aspect
porte le terme Facet (Faceite) sont

tion UA, qu'il s’agisse d’une application Sefveur ou
a liste des Profils disponibles. Le fournisseur doit, a

es Profils qui incluent la fonctionnalité requise par

it’de Profils multiples. La conformité a un Profil unique peut

ompléte. Dans la plupart des cas, des Profils multip|es sont

g application utilisable. Tous les Serveurs et Clients|doivent
molns un Profil principal (Facette Serveur principal ou Facetfe Client

Par exemple;“une application Client IHM peut choisir de prendre en charge la «Facetle Client

principal

ol

- - ‘UA- -SC UA

Binary”), la «Facette Client Accés aux Données» («Data Access Client Facet”), la «Facette
Client Abonné aux Modifications de Données» (“DataChange Subscriber Client Facet®) et la
«Facette Client Attribut Ecriture» (“Attribute Write Client Facet’). Si le Client est & soumettre a
un essai par un laboratoire d’essai, il prend alors également en charge le Profil «Client
Comportement de base» (“Base Client Behaviour”). La liste des Profils permet au Client de
communiquer avec un Serveur OPC UA en utilisant le Profil UA-TCP/UA Sécurité/UA binaire
(UA-TCP/UA Security/UA binary). Il est ainsi possible de réaliser les opérations d’abonnement
aux données, d’écriture de données et de prendre en charge le modéle de données DA. Il est
également possible de suivre la meilleure ligne directrice pratique de comportement.

La Figure 2 illustre la hiérarchie de Profils que cette application peut contenir. Cette figure est
simplement une illustration, les Profils représentés pouvant varier.
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5 Profils

«Servel “Standard UA Serveur’) et «Facette Serveur Accés aux données»
(“DataA acet”’). Si le Serveur est a soumettre a un essai par un laboratoire
d’essai, également en charge le Profil «Comportement Serveur de basex» (“Base
Server Behavig . dispositif serait un Serveur OPC UA de niveau moyen qui prendrait en
charge fods tés élénfents pris en charge dans 'exemple précédent par le Serveur in]:égré. 1]
prendralt “également en charge l'amélioration du service d’abonnement, ainsi que les

opérations d’écriture. La Figure 4 illustre la hiérarchie que cette application peut contenir: il
s’agit simplement d’une illustration, le Profil représenté pouvant varier.
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iglire 4 — Echantillon de Serveur UA normalisé

[V

Si l'inte Client présentée en exemple était reliée a I'un ou l'autre des Serveurs
présentés en _exe , il est possible qu’elle ait a adapter son comportement sur la pase du
Profil signalé par les Serveurs respectifs. Si I'interface IHM Client communiquait [avec le
dispositifintégre, elle ne serait pas capable deffectuer les operations decriture. |l est
également possible qu’elle ait a limiter le nombre d’abonnements ou de sessions sur la base
des limites de performance du Serveur. Si l'interface IHM Client était reliée au Serveur
Normalisé, elle serait capable d’ouvrir des fenétres supplémentaires, elle présenterait de plus
grandes limites concernant les éléments relatifs a la performance, et elle permettrait les
opérations d’écriture.

6.5 Tableaux des Profils
6.5.1 Introduction

Tous les paragraphes de 6.5 qui commencent par 6.5.2 décrivent les Profils sous forme de
tableaux.

Chaque tableau comporte trois colonnes. La premiere colonne est une description du groupe
de conformité dont fait partie intégrante I’Unité de Conformité. Ceci permet au lecteur de
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déterminer facilement /'Unijté de Conformité. Cette colonne peut également indiquer le
«Profil» dans le cas ou I'élément énuméré n’est pas une Unité de Conformité, mais un Profil
inclus. La deuxiéme colonne donne une description succincte de I'Unité de Conformité ou du
Profil inclus. La derniere colonne indique le caractére facultatif ou obligatoire de I'Unité de
Conformité.

6.5.2 Facette Serveur principal (Core Server Facet)

Le Tableau 23 décrit les détails de la Facette Serveur principal. Cette Facette définit la
fonctionnalité principale requise pour toute mise en ceuvre d’'un Serveur UA. La fonctionnalité
principale comporte la capacité a découvrir des points d’extrémité, établir des canaux de
communication securlses creer des sessmns explorer IEspace d’adresses et affecter des

valeurs de sont les
suivantgs: Prise en charge d une session unique, et prlse en charge o et des
Capacitgs Objet de ce dernier, ainsi que de tous les Attributs obliga Nceuds
dans I’Hspace d’adresses, et I'Authentification avec le nom et le mo S iisateur.
La pris¢ en charge d'un type de systéme n’est pas requise, Bst pas
nécessgire que le Serveur prenne en charge le cryptage et la/Signats N lidentité
de [l'utilisateur (ceci suppose que le Serveur prend ég 3 f e ansport
sécurisg). Cette Facette a été étendue avec les Unités {de R4t E ~ ions de
base supplémentaires. Celles-ci sont facultatives pour la—t¢ aRatibitité. ’ i, 'Unité
de Conformité “Info de base — Capacités du Serveur” a i i rtement
recommjandé que tous les Serveurs la prennent en charge. i ilité générale, il
est recommandé que les Serveurs prennent e arg i S j rt et de
sécurité

Groupk Titre Unité de Cc(n‘fb(ml\te\%&;e?fll Facultatif

Profil Poltiquede~sécurité ~Aucuy Faulk

Profil to ng({Utilisa \e\ Fac Serveur Nom d’Utilisateur | Faui

e Passe

Modéle¢ de I'E acé\ %%Eimﬁses Faulx

d’adresgses 2*\

Servicgs Attributs” ribOtbetture Faulx

Servicgs Attributsa\ ttribut Indicend’ écriture Vra

Servicgs Attribufs \ \| Aftxibut.Valedrs d’écriture Vra

Informations,de base\ |’Structure principale des informations de base Fauk

Information$ de Base(},OptionSet des informations de base Vra

Inform w se \%;ag%/s de Modélisation Paramétre Fictif des | Vra

K informations de base

Informations-de Base [MCapacités de Serveur des informations de base Vra

Informations deBase> | ValueAsText des informations de base Vra

Servicgs{Découverté | Trouver Serveurs de découverte pour usage individuel | Faulk

Servicéc Découverte QObtenir les pninfc dextrémité de découverte I::NJ}X

Sécurité Sécurité — Pas d’Authentification d’Application Vrai

Sécurité Administration Sécurité Vrai

Services Session Session de Base Faux

Services Session Session Comportement de service général Faux

Services Session Session Minimum 1 Faux

Services Vue Vue de base Faux

Services Vue Vue Point de continuation minimum 01 Faux

Services Vue Vue Enregistrement des nceuds (RegisterNodes) Faux

Services Vue Vue Traduire chemin de navigation | Faux

(TranslateBrowsePath)

6.5.3 Facette Comportement Serveur de base (Base Server Behaviour Facet)

Le Tableau 24 décrit les détails de la Facette Comportement Serveur de base. Cette Facette
définit les meilleures pratiques en matiere de configuration et de gestion des Serveurs
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déployés dans un environnement de production. Elle offre la capacité d’activer ou de
désactiver certains protocoles, de définir le niveau de sécurité et de configurer le Serveur de
découverte, ainsi que de spécifier le support sur lequel ce Serveur doit étre enregistré.

Tableau 24 — Facette Comportement Serveur de base

Groupe Titre Unité de Conformité / Profil Facultatif
Services Découverte Configuration de découverte Faux
Protocole et Codage Configuration de protocole Faux
Sécurité Administration Sécurité Faux
Sécurité Administration Sécurité — Schéma XML Faux
Sécurité Administration Certificat de sécurité Faux
6.5.4
Le Tabl facette
définit | Espace
d’adres: charge
de l'aut ives aux
droits d comme
décrit.
Tableau 25 - Facette Serv, Attribut(WriteMask
Groupk Titré Unité de Conformite-V Profil Facultatif
Profil Contrdle Accés Utilisatetr Sécurité de Base Faulk
Modélg d’Espace d’adresses | Espage t’adresses — UserWriteMask Faulk
Modeél¢ d’Espace d’adresses | Espdce ‘ad s\s§> —  UserWriteMask | Vra
Multinjveaux
Modélg d’Espace d’adreSses\ | Espaee\d’adresses 2 WriteMask Faulk
6.5.5 Facette Serveur¥ e Access Server Facet)
Le Tablgau 26 d I ctai Facette Serveur Accés Fichier. Cette Facette spgécifie la
prise en charge de {a : informations du Fichier via le Type de Fichielg défini.
Cela comprend | § ichier ainsi que I’écriture facultative des données du fichier.
ealn26 — Facette Serveur Acceés Fichier
Groupg “\\ AN Titre Unité de Conformité / Profil Faculfatif
Informations deNBase ™ |Base Type de Fichier des Informations de Base Faux
Informations-de_ Basé, Ecriture Type de Fichier des Informations de Base | Vrai
6.5.6 |[Facette Serveur Documentation (Documentation Server Facet)

Le Tableau 27 décrit les détails de la Facette Serveur Documentation. Cette Facette définit
une liste de documentation utilisateur qu’il convient qu’une application serveur fournisse.

Tableau 27 — Facette Serveur Documentation

Groupe Titre Unité de Conformité / Profil Facultatif
Divers Documentation — Installation Faux
Divers Documentation — Langages Multiple Vrai
Divers Documentation — En lighe Vrai
Divers Documentation — Profils pris en charge Vrai
Divers Documentation — Guide de Recherche de | Vrai
pannes
Divers Documentation — Guide Utilisateur Faux
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