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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DIGITAL ADDRESSABLE LIGHTING INTERFACE -

Part 105: Particular requirements for control gear and control devices —
Firmware transfer

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
3l national electrotechnical committees (IEC National Committees). The object of IEC is to promote internatiponal
¢o-operation on all questions concerning standardization in the electrical and electronic fields.To this end|and
addition to other activities, IEC publishes International Standards, Technical Specifications, [Fechnical Repprts,
ublicly Available Specifications (PAS) and Guides (hereafter referred to as "IEG~Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interestéd'in the subject dealt|with
ay participate in this preparatory work. International, governmental and non-goverpmental organizations liaising
ith the IEC also participate in this preparation. IEC collaborates closely with thé)international Organizatiop for
$tandardization (ISO) in accordance with conditions determined by agreement befween the two organizations.

he formal decisions or agreements of IEC on technical matters express, asmearly as possible, an internatiponal
¢onsensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

C Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made_to ensure that the technical content of|IEC
ublications is accurate, IEC cannot be held responsible for" the way in which they are used or for|any
isinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Publicafions
transparently to the maximum extent possible in their pational and regional publications. Any divergence between
gny IEC Publication and the corresponding national or'regional publication shall be clearly indicated in the ITter.

C itself does not provide any attestation of cénformity. Independent certification bodies provide confofqmity
gssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for|any
4ervices carried out by independent certification bodies.

All users should ensure that they have the\latest edition of this publication.

o liability shall attach to IEC or its*directors, employees, servants or agents including individual experts|and
embers of its technical committées.and IEC National Committees for any personal injury, property damade or
¢ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)|and
¢xpenses arising out of thé publication, use of, or reliance upon, this IEC Publication or any other|IEC

Attention is drawn to_theiNormative references cited in this publication. Use of the referenced publicatiogs is
ihdispensable for thelcarrect application of this publication.

C draws attention”to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
espect theréof~As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
ay be required to implement this document. However, implementers are cautioned that this may not reprejsent
the latest-information, which may be obtained from the patent database available at https://patents.iec.ch.|IEC
ghall hot be held responsible for identifying any or all such patent rights.

made to the previous edition IEC 62386-105:2020. A vertical bar appears in the margin

wherever a change has been made. Additions are in green text, deletions are in
strikethrough red text.
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IEC 62386-105 has been prepared by IEC technical committee 34: Lighting. It is an International
Standard.

This second edition cancels and replaces the first edition published in 2020. This edition

con

stitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) several commands have been modified, renamed and added;

b)
c)
d)

Ful
the

The

Thi
acc
at

des|

Thi

variables have been modified and added;

recommendations for implementation within emergency control gear have been added;
requirements for block acceptance have been changed;

example process-flow diagrams have been added;

requirements for restarting and power-on have been changed.

text of this International Standard is based on the following documents:
Draft Report on voting
34/1258/FDIS 34/1281/R¥D,

information on the voting for its approval can be found'in the report on voting indicate
above table.

language used for the development of this International Standard is English.

5 document was drafted in accordancewith ISO/IEC Directives, Part 2, and develope
prdance with ISO/IEC Directives, Part,1~and ISO/IEC Directives, IEC Supplement, availg
vww.iec.ch/members_experts/refdoés. The main document types developed by IEC
cribed in greater detail at www.ieg:ch/publications.

5 document is intended to berused in conjunction with:

IEC 62386-101, which centains general requirements for system components;

IEC 62386-102, which contains general requirements for the relevant product type (con
gear), and with-the appropriate parts of the IEC 62386-2xx series (particular requiremg
for control geanr);

IEC 623862103, which contains general requirements for the relevant product type (con
devices), )and with the appropriate parts of the IEC 62386-3xx series (partic
requirements for control devices);

IEC 62386-104, which contains general requirements for wireless and alternative w

d in

1 in
ble
are

trol
nts

trol
Llar

red

4 4
yolTIiT CUTITPUTTITTILS.

A list of all parts in the IEC 62386 series, published under the general title Digital addressable

ligh

ting interface, can be found on the IEC website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,
e withdrawn, or

e revised.

INt’ORTANT — The "colour inside™” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understandihg
of|its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

IEC 62386 contains several parts, referred to as a series. The IEC 62386 series specifies a bus
system for control by digital signals of electronic lighting equipment. The IEC 62386-1xx series
includes the basic specifications. IEC 62386-101 contains general requirements for system
components, IEC 62386-102 extends this information with general requirements for control gear
and |EC 62386-103 extends it further with general requirements for control devices.
IEC 62386-104 and IEC 62386-105 can be applied to control gear or control devices.
IEC 62386-104 gives requirements for wireless and alternative wired system components.
IEC 62386-105 describes firmware transfer. IEC 62386-150 gives requirements for an auxiliary

1 Joik 1 n ol 1 I} H Py n Il n ol H
po\l Tl oSUppry wrihnorrtarl DT staliu=aluric, Ul UuUnt 1Tu LCOTTrurycar Ul LUTMIrur Ucvivco. A

Thg IEC 62386-2xx series extends the general requirements for control gear with la \6e ific
exténsions (mainly for backward compatibility with Edition 1 of IEC 62386) and W|tp.‘/mntrol dear
specific features.

Thg IEC 62386-3xx series extends the general requirements for contr vices with in put
devjice specific extensions describing the instance types as well as som(eO mmon features that
can| be combined with multiple instance types.

Thigs—first second edition of IEC 62386-105 is intended to lﬁ'eq/ sed in conjunction With
IEQ 62386-101, IEC 62386-102 and the various parts that up the IEC 62386-2xx sefies
for |control gear, together with IEC 62386-103 and th ious parts that make up [the
IEQ 62386-3xx series of particular requirements for controkdevices. The division into separately
published parts provides for ease of future amendment%and revisions. Additional requiremgnts
willlbe added as and when a need for them is reco

N\
Thg setup of the standards is graphically repra@ted in Figure 1 below.

Figure 1 — IEC 62386 graphical overview

When this document refers to any of the clauses of the IEC 62386-1xx series, the extent to

which such a clause is applicable-and-the-orderin-which-the-tests-are-to-beperformed-are is

specified. The other parts also include additional requirements, as necessary.

All numbers used in this document are decimal numbers unless otherwise noted. Hexadecimal
numbers are given in the format 0xVV, where VV is the value. Binary numbers are given in the
format XXXXXXXXb or in the format XXXX XXXX, where X is 0 or 1, "x" in binary numbers
means "don't care".
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The following typographic expressions are used:
Variables: variableName or variableName/[3:0], giving only bits 3 to 0 of variableName;
Range of values: [lowest, highest];
Command: "COMMAND NAME".

Function or command parameters: parameter name.
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DIGITAL ADDRESSABLE LIGHTING INTERFACE -

Part 105: Particular requirements for control gear and control devices —

1

Thi

Typgically, a bus unit according to the IEC 62386 series contains firmware.” There
cirdumstances where it-might can be necessary to change the firmware after’ production

shi

cas|

Thi
ext
ext

considered in detail.

NOTE Annex D provides a "Firmware update management checkisheet" to support risk estimation.

2

Thq following documents are referred to in the“text in such a way that some or all of their con
constitutes requirements of this document.*For dated references, only the edition cited appl
For| undated references, the latest edition of the referenced document (including

am

IEG 62386-101:20442022, Dijgital addressable lighting interface — Part 101: Gen
requirements — System components

IEQ 62386-102:20442022, Digital addressable lighting interface — Part 102: Gen
requirements — Confrol gear

IEQ 623862103:20142022, Digital addressable lighting interface — Part 103: Gen
requirements — Control devices

3

Firmware transfer

Scope

;Lping of the product, for example if the bus unit does not operate as (intended. In sug
, a firmware update of a bus unit via the interface is beneficial.

5 firmware update process is primarily designed to be a bug)fix process, not a fea
Insion process. Nevertheless, the firmware update process can be used for fea
nsions. But it is important that the risk of negative effects to the complete system

Normative references

eéndments) applies.

b part of IEC 62386 applies to control gear and control devices for control by digital sigrLaIs
of glectronic lighting equipment.

are
or
h a

ure
ure
be

ent
es.
any

bral

bral

bral

Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62386-101,
IEC 62386-102, IEC 62386-103 and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

IEC Electropedia: available at https://www.electropedia.org/

ISO Online browsing platform: available at https://www.iso.org/obp
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firmware
software programmed into a control gear or control device

Note 1 to entry: Firmware can be changed during an update.

3.2

CRC
cydiic redundancy check

che

Note

3.3
blo
unif

Notg
3.4
Wri

3.5

nor
op¢g

cksum used to prevent data corruption

1 to entry: Annex B provides detailed information about CRC calculation.

Ck
of data containing information

1 to entry: Information in a firmware update block usually contains firmware @©artent.

pr(ilgramming
i

ing firmware transfer data to non-volatile memory (NVIM)

mal operation
ration according to IEC 62386-102 or IEC 62386-103

4 |General

4.1] General

Thg requirements of IEC 62386-101:2044-and 1EC62386-101:2014/AMD1:20482022, Clauge 4
apply, with the restrictions, changes and additions identified below.

NOTIE Systems with a single-master application controller are unlikely to operate correctly when other mgster
control devices, such as-upgtade firmware update tools, are connected.

4 2 T . y . ind .

Thg requirements of [EC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018, 4.6.1 shal{ be
ext¢nded-as follows-

Bud 1its cunnortina-firmware transfar chall ha additionallhvecanable of receivina-32 hit forwlard
Bugwtis-supporting-Hrmware-transter-shali-beaaaiionally-capable-otrecetng32 pHtorward
4.2 Logical units in a bus unit

If the firmware update process is started on a bus unit, all logical units inside the bus unit shall
be affected. All variables defined in Table 5 shall be shared by all logical units of the bus unit.
Commands addressed to one or more logical units within the bus unit shall be accepted by the

bus

4.3

unit according to the requirements of 9.2.

Updating control gear for emergency lighting

If IEC 62386-105 is implemented in control gear for emergency lighting, the product manual or
data sheet should include guidance on the safety implications of a firmware update that should
be considered.
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5 Electrical specification

The requirements of IEC 62386-101:2044-and 1EC62386-104:2014/AMD1:201482022, Clause 5
apply.

6 InterfaceBus power supply

The requirements of IEC 62386-101:2044-ard-1EC62386-101:2044/AMBP1:201482022, Clause 6
apply.

7 [Transmission protocol structure

7.1 General

Thqg requirements of IEC 62386-101:20442022, Clause 7 apply, with the following additions.

7.2 32-bit forward frame encoding

Thg forward frame format used for firmware update consists of n = 32 data bits as describef in
IEG 62386-101:20442022, 7.4.3 (Reserved 32-bit forward frame).

Forlcommands, the 32-bit forward frame-fer32 bitframes shall be encoded as shown in Tablg 1.

Table 1 — 32-bit command{frame encoding

Bytes/Bits
Opcode byte
Address byte p 2 3 Device addressing methjod

31 30 | 29 ‘ 28 ‘ 27 | 26 ‘ 25 | 24®| 23...16 15...8 7...0
0 64 short addresses X Short addressing
1 0 1 1 1 1 0 1 Data transfer command
1 1 0 0 1 0 1 1 Data transfer command
1 1 1 1 1 1 0 X Broadcast unaddressed
1 1 1 1 1 1 1 X Broadcast

All other address byte values Reserved

a8 | Ferbit24 Where bit 24 is shown as "x", 0 indicates address space for control gear, 1 indicates address spdce
for control-dévices.

See Tabte 7 for data transfer commands.

8 Timing

The requirements of IEC 62386-101:2044-and-lEC 62386-104:2014/AMD1:201482022, Clause 8
apply.

9 Method of operation

9.1 General
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The requirements of IEC 62386-101:2022, Clause 9 apply, with the exception that the total
duration of a transaction may exceed 400 ms (IEC 62386-101:2022, 9.3).

9.2 Commands

A bus unit shall check the device addressing scheme to see if it is addressed by a command.
The bus unit shall accept the command, unless any of the following conditions hold:

e The command is sent using short address, broadcast addressing or broadcast unaddressed
addressing, and bit 24 of the command frame does not match the type of bus unit (control
gear or confrol device)

e |The command is sent using short addressing and the given short address is not equahiq its
short address.

e [The command is sent using reserved addressing.

e [The command is sent using broadcast unaddressed addressing and the shdrt;address is|not
MASK.

e [The command is not defined (e.g. reserved command).
Thqg following command groups can be identified:

e [|standard commands;
— instructions;
- queries;

e |data transfer commands.

9.3 Data transmission

A blus unit receives a new FW block by block. The first block (block 0) contains information
abdut the type of bus unit (see Table 3), which receives a new FW. This avoids transferring|the
wrojng FW to a bus unit if more than oneibus unit is updated at a time.

Thg update file shall*eontain release notes as described in Annex A.

9.4] Duration-of firmware update

A dpta transmission frame consists of a start bit, a 32-bit data-bits transfer command and a gtop
conldition; which occupies the bus for around 30 ms. With a settling time of less than 15/ ms

maximbm-framepriorityy (priority 1 settling time), the transmission of three bytes takes less
than 45 ms. For an update of 64-kByte kB it is expected to take less than 20 min.

9.5 Security
This document specifies the use of CRC checksums to help ensure error-free transfer of data.

In addition, it is recommended that the individual manufacturer ensures firmware image integrity
and authenticity, for example by making use of the device key.

9.6 Firmware update features

Each bus unit shall expose its firmware update features as a combination of device properties
as given in Table 2.
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Table 2 — Firmware update features

Bit Description Value See
0 "fwUpdateCancelSupported” is TRUE? "{" ="YES" Sot

9.7.2.3
1 Integrated bus power supply is present """ ="YES"

and is disabled during firmware update )
"0" = bus power supply state is unchanged

during firmware update, or is not present

4-2 to | Reserved — Not implemented "0" = "NO"

Thg bus unit firmware update features can be queried using QUERY FW UPDATE FEATURES.

Bit |1: "1" shall indicate that an integrated bus power supply is presénf and is automatically
disgbled during the firmware update process. "0" shall indicate that either there is no integrdted
bus| power supply, or if there is an integrated bus power supply [then its state shall nof be
autpmatically changed when starting, during, or at the end of the firmware update. To help
preyent loss of bus power during a firmware update, a logk-out mechanism is described in
11.8.2.

NOTE For bus units with bit 1 = "1", using a firmware update toohthat is unable to apply suitable bus power|can
resuft in a system with no bus power and so no communications)ase possible. In such cases, a bus power supply can
be t¢mporarily connected to the system to allow the firmware update process to continue.

9.7 Update process

9.71 Start firmware update

A _Hus unit shall enable the firmwara“undate nprocess bv the scceptance of the commbnd
A—HS—URH——SAa—eRabe—thRe—HMWaRke—dpaate—procesSsS—DHytheacceptahRce—ot—the—commpha
START FW TRANSFER Seavearal bne tnits can he addressed - in-this wav to undate more than
oV Vot e oSV e RS U CaR- B e 3G are SSe HhthHSWaYytoUpaatenRoretnan

A Bus unit shall enable the/firmware update process whenever "fwUpdateProcessEnabled|’ is
TRUYE. This can be duetto execution of the command START FW TRANSFER, or after a power
cycle where the preyious update failed (see Table 5). Several bus units can be addressefl in
this| way to update(mote than one bus unit at a time.

NOTE 1 Annex@-provides an example of the firmware update process.

s

Thd s unit shall be P:\pnhlp of rphlrning to normal nppratinn until at least a block 0 has bken
successfully verified.

NOTE 2 This means that bus units with a single flash image of the firmware used for normal operation cannot erase
that firmware until at least block 0 has been verified.

Whilst "fwUpdateProcessEnabled" is TRUE, the operation of the bus unit is manufacturer-specific
except for the requirements given in this document.

NOTE 3 This includes, for example, the reaction to commands of other parts of the IEC 62386 series.
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2 Data transfer

21 Block 0 (information block)

Block 0 contains all data for the bus unit to decide if it will accept the new firmware or not.

The global trade item number (GTIN), the hardware version number and the firmware version
number contained in the bus unit are described in IEC 62386-102:2014—and 1EC 62386~
102:2044/AMD1:201482022, 9.10.67 (Memory bank O for control gear) and IEC 62386-103:2014
and1EC 62386-103:2014/AMD1:20182022,-9-40-69.11.7 (Memory bank 0 for control devices).

on
Ot

Abus unit shall have a maximum OF onef Famll\l Plel which shall be shown inthe documentati
s e
If "¢urrentBlock” is 0, then upon reception of a complete block 0, the following informatio

shalll be checked, where Table 3 shows block 0 content:

If the above check is successful;-the following operation shall result:

The received block 0 "Size of block" is equal to the value shown in Table,3.
The received block 0 "Session key" is not MASK or 0.

The received block 0 "Block number" is equal to the value shown ipjTable 3.
The received block 0 "Block 0 version" is equal to the value shown in Table 3.
The received block 0 "GTIN" matches the GTIN stored in memory bank 0.

Received block 0 "FW version min") < (memory bank O¢ Firmware version) < (received bl
0 "FW version max").

block 0 "HW version max").

(Received block 0 "lIdentification number min}) < (memory bank 0, Identification numbe]
(received block 0 "ldentification number max").

The received block 0 "Device key" meets manufacturer-specific requirements.

The received block 0 "CRC" matcheés the calculated value based on the block 0 cont
Annex B is applicable).

"sessionKey" shall be setto the received block 0 "Session key",

previously-feceived block data that is unwritten may be discarded.

lerwise\the following operation shall result:

“LAT T Aoy

ock

Received block 0 "HW version min") < (memory)bank 0, Hardware version) < (receiyed

P

NOTE

Dynrnpag y o
IYVUIJULMI/L TCESS A €

The block 0 content shall be discarded.

In the case where block 0 content is discarded, "fwUpdateProcessEnabled” remains TRUE, so the bus unit will

continue looking for valid block 0 data. This enables multiple devices to be updated, even where these devices use

iden

tical firmware but have different GTINs, due to the possibility of an update tool sending multiple block Os.
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Table 3 — Block 0 definitions

Offset (hex)

Size (bytes)

Description

a

b

Cc

00..01 2 SiZeyof block 0 (MSB first, fixed value of 0x0041 for block 0
02..09 8 Session key?
0A..0C 3 Block number (always 0x000000 for block 0)
(0]) 1 Block 0 version (always 0x01)

0E..10 3 Total block count (MSB first)P
11..16 6 GTIN (MSB first)
17..18 2 HW version min (MSB first)
19..1A 2 HW version max (MSB first)
1B..1C 2 FW version min (MSB first)
1D..1E 2 FW version max (MSB first)
1F. 26 8 Identification number min (MSB first)
27).2E 8 Identification number max (MSB first)
2F..3E 16 Device key®
3F..40 2 CRC (MSB first)

Key

MSB Most significant byte

The session key is generated by the FW update tool which transfers the firmware update.

This is the number of blocks, excluding block 0, being transferred during the firmware update.

The device key and its use is manufacturer-specific. It allows the manufacturer to specify different areas or
options in their firmware. The device key shall be independent of the session key, allowing a firmware update

tool to change the session key without requiring a change to the device key.
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It is recommended to calculate the CRC checksums with the incoming bytes to minimize delay
at the end of the block reception.

9.7.2.2 Block 1..n (data block)

Talle 4 shows the content of a data block. A bus unit shall only accep ata block if|the

follpwing conditions are true: N
%/

o |"fwUpdateProcessEnabled” is TRUE, and (b(b

e [the session key matches "sessionKey", and is not MASK or 0@1(]6

e [the block number matches "currentBlock”, and Q/C)

o |"currentBlock” is not 0. 6\\

Aftgr reception of a whole block, the consistency of firmware data inside the block shal| be
verJ:‘ied by CRC (offset 0x0D...0x0E). The data co;Qi ency of the whole block shall be verified
by & second CRC (offset s + O0x0OF...s + 0x10). Thé.block may optionally be discarded if "sizp of
whgle block" is an unexpected size, as determfﬂ d by the manufacturer. If the verification fails,

the|bus unit shall discard the block. If a bl s valid, but is the same as the last programrhed
blogk, it is recommended to discard the b| to prevent unnecessary write cycles.
N
xO
<

o
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Table 4 — Block 1..n definitions

rad hox) | Sizo{bytes) Decerinti
000+ 2 s-= Size of block data bytes (MSB-first)
02..09 8 Session key
0A-0C 3 Block-number(MSB-first)
0D..0E 2 CRC{of block data bytes)

Offset (hex) Size (bytes) Description
00..01 2 Size of whole block AMSB first)a P
02..09 8 Sessipnkey
0A..0C 3 Block nufpbefr (MSB first)
0D..0E 2 CRC (of plock firmware data bytes)
OF..(s + OE) 5 Firmware data bytes\6ptionally encrypted by manufacturdr)
(s + OF)..(s + 10) 2 CRC (of whole block)

Kely
MYB Most significant byte

65 518 bytes.

b |Whole block size = s + 17.

2 |This allows a theoretical maximum block size of 65535 bytes, resulting in a maximum firmware data sizq

of

It i§ recommended to calculatenxthe CRC checksums with the incoming bytes to minimize d¢lay
at the end of the block reception.

9.7)2.3 Cancel firmware update

If the bus unit supports cancellation of the firmware update process even when "sessionKey" is
not MASK, "fwUpdateCancelSupported” shall be TRUE.

In this case, the command CANCEL FW UPDATE can be used to cancel the firmware update
at any time and return the bus unit to normal operation.
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9.7.3 Persistent variables during firmware update

A firmware update may-tetally change the internal-structure memory arrangement and content
of the corresponding bus unit, except for the following cases:

The values for

the GTIN,
the identification number,

the hardware version

shaIII not be affected by a firmware update.

d—bu LHAH in andard o d ib 3 opera 6d 0
IEGQ 62386-102:2014 and 1EC 62386-102:2014/AMD1:2018, 9.10 for control-gear andin
LEgpeno e Ann a0 andl 20 BOR 00 f 0 D0 Dm0 e 00 s e o teal doviane opel
i emde bl ehalloihor o smndnvnehanene e boent lonston do ol on - nonli oo ot s
update. the short addresses of all logical units shall be maintained atleast until the firmware
update successfully completes. For-a bus unit-in-an operating mode-different from 0x00,{the
varlables do not need to be in factory default state.
If firmware update features bit 1 is "0", the enabled or disabled'state of an integrated bus power
supply shall not be changed by a firmware update (see 9.6)"
For|the purposes of this Subclause 9.7.3, a "structuraKchange" in the bus unit is when any of
the|following are changed by the firmware update:
e [humber of logical units, or
o |implemented device types, or
e [quantity or types of implemented inpiit device instances, or
e [implemented feature types.
NOTE 1 A change in "current bus uqit configuration" in memory bank 0 can cause a change of these "strucfural
charnge" parameters.
Thg short addresses of all legical units shall not change as a result of a firmware update with a
new firmware image untiha restart with the new firmware image is carried out. If the restart yith
the[new firmware im@ge results in a structural change of the bus unit, then the short addresjses
of dll logical units(shall be set to MASK and it is recommended that all NVM variables are|set
to their factory defaults. If instead, the restart with a new firmware image results in no structpral
change of th&bus unit, the short addresses of all logical units shall remain unchanged and jt is
recommended that all NVM variables are unchanged.
Theg manufacturer shall provide a document stipulating which variables are affected by |the
up ate—and-whether—a lc;-uunnniabiuning of-the system S necesSsary after-thefirmware up\.ate
process.

After a firmware update, an updated bus unit should first proceed to a power-up sequence to

(re-

)load RAM variables.

NOTE 2 Owing to the fact that the programme memory of a bus unit is updated, values in other parts of the

IEC

62386 series marked as ROM can be changed.
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9.7.4 Firmware version number

It is—allowed permitted to transfer the same firmware to a bus unit multiple times using the
firmware transfer procedure described in this document.

It is strongly recommended that two firmware update files containing different firmware do not

con

9.7.

tain the same GTIN number and the same firmware version number.

5 Firmware update in a system

le "fwUpdateProcessEnabled” is TRUE, the bus unit may discard some or all coriymands

described in this document. Execution or discarding of such commands shall~Qot affect
firmware update process as described in this document.

Wh

le "fwUpdateProcessEnabled” is TRUE, the bus unit shall not send any ferward frames.

It i§ recommended to run the firmware update under human observation to be able to reag
any| errors that occur.

It i§ recommended to avoid other communication on the bus'while a firmware update proc

isr

inning.

NOTE The-device—executing—thefirmware FW update tool ,can/use the quiescent mode defined in IEC 62

not

the

t to

eSS

B86-

103 2014-and-HEC 62386-103:2014/AMB1:20182022, 9.10.44 tovsuppress forward frames from other bus units.

9.7/6 Error recovery

H-albus—unitispreventedfrom-completingthe firmware update-bv-a-temporarvyevent-suchH-as
preventeaHom-compretihg-theHrimwaredpaatedyatemporary—eventSsucHas

nower faillure or communications—intercntion it shall be nossible to re-establish and -combplete

powertatHdre-or-commuicationstHhtertdpton,—+H-Sshat—bepPossSibietore-estabHshanRa-compiete

Thg requirements in this docutment ensure that an interrupted or incomplete firmware upg

pro
cau

Cess can be restarted or\tesumed until successfully completed. Such interruptions can
sed by power failure Qr'eOmmunications interruption.

EXAMPLE An example(implementation would be a "bootloader". The bootloader is a smaller partitioned pied

firm
firm

vare that is capable of communicating over the bus and implementing the download and programming of a
vare. If the bodtloader does not complete the firmware update it will retain control until the process i

estaplished and completed. A common method is to start again from the beginning.

NOT|E If a firmware update process is started, some or all-ether commands not specified in this document ca

stop|

9.8

ped frem execution.

e of
new
re-

h be

Power-on

If an external power cycle occurs and "fwUpdateRestartEnabled” is TRUE, then normal operation
implementing the changes made by the most recently transferred firmware image shall be
executed immediately after the power cycle.

If an external power cycle interrupts a firmware update, the operation proceeds as follows:

If "fwUpdateCancelSupported” is TRUE: normal operation shall result after a power-cycle.

If "fwUpdateCancelSupported” is FALSE: the power on values shall be set in accordance with

footnote "a" of Table 5.

In all other cases, normal operation shall resume after the power cycle.
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Declaration of variables

Additional-Variables are given in Table 5.

The variables in other implemented parts of the IEC 62386 series shall also exist at least

whe

never "fwUpdateProcessEnabled” is FALSE.

Table 5 — Declaration of-additional variables

— .

"fWwUpdateProcessEnabled" FALSE no change FALSE® [TRUE, FALSE] RAM
"currentBlock"” 0 no change 0 [0, OXFFFFFF] RAM
"currentBlockByte" 0 no change 0 [0, OXFFFF] RAM
"blockIncomplete” FALSE no change FALSE [TRUE, FALSE] RAM
"sessionKey" o MASK no change 0 MASK?® F[I(-‘)FOFX'I::'I:: |'::|':: |'::|'::] RAM
"fwUpdateRestartEnabled"” FALSE no change FALSE [TRUE, FALSE] RAM
"fWwUpdateCancelSupported" b no change b [TRUE, FALSE] ROM

If a previous update process has failed,-this—value "fwUpdateProcesstnabled” can still be set to TRUE affer a

power cycle, in which case the power-on value of "sessionKey" shall be @] indicating that a previously interru
update attempt can only be restarted from block 0.

(Default) value of this bit shall be defined by the manufacturers

bted

11

Definition of commands

11.1 General

Stapdard commands are either conirdl instructions defined in 11.3, or queries defined in 1
Data transfer commands are defineéd in 11.5.

Und

sed opcodes are reserved for future needs.

11.2 Overview sheets

Tahb
dog

le 6 gives an.overview of the standard commands for bus units having implemented
ument.

1.4.

this



https://iecnorm.com/api/?name=848110c608d341aca0db8ec52115ccf5

IEC 62386-105:2024 RLV © IEC 2024 -21-

Table 6 — Standard commands-for-bus-units-with-firmware update-capability

Command name Address Opcode o o o | References | Command
byte byte ‘% < ) reference
c 3
See < @ =
7.2
1 2 3
START FW TRANSFER Device? | OxFB | 0x00 | 0x00 v v 9.7.1 11.3.2
RESTART FW Device? | OxFB | 0x01 | 0x00 v 11.3.3
ENABLE RESTART Device? | OxFB | 0x02 | 0x00 v 11.3.4
FINISH FW UPDATE OxBFDev | OxFB | 0x03 | 0x00 v v 11349
ice?
CANCEL FW UPDATE OxBFDev | OxFB | 0x04 | 0x00 v 9.7.2.3 11.3.6
ice?
QUERY FW UPDATE FEATURES | Device? | 0xFB | 0x05 | 0x00 v 9.6 11.4.1
QUERY FW RESTART ENABLED | Device® | 0xFB | 0x06 | 0x00 v 11.4.2
QUERY-FW-URPDATE RUNNING OxBF OxFB | 0x07 | 0x00 ¥~ 1328
QUERY BLOCK- FAULT OxBF OxFB | 0x08 | 0x00 ¥ 11-32p
QUERY FW UPDATE RECEIVER Device? | OxFB | 0x07 | 0x00 v 11.4.3
READY
QUERY BLOCK INCOMPLETE OR | Device? | OXxFB | 0x08 | 0x00 v 11.4.4
FAULT
QUERY FW TRANSFER VERSION | Device? | OxFB | 0x09 |-QX00 v 9.7.4 11.4.5
DUERY BLOCK 0 ACCEPTED Device? | OxFB | 0x0A{| 0x00 v 9.7.2.1 11.4.9
a8 |Device means Short addressing, Broadcast or Broad¢ast unaddressed from Table 1.

Table 7 gives an overview of the data transfer commands for bus units having implemented this
dogument.

Table 7 — Data transfer commands-for-bus-units-with-firmware update-capability

Command name Address Opcode 5 References Command
T O
byte byte 2 c 0 referenge
e | a2
<
1 2 3
BE[SIN BLOCK{(data h, data 0xCB data h | datam | datal v 9.7.2 11.5.1
m, data /)
TRANSFER BLOCK DATA 0xBD data h | datam | datal 9.7.2 11.5.3
data hy data m, data I)
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“ “

11.

11.

Cor
unif
acc

B  Control instructions Qj\
B.1 General $

trol instructions are used to cha-ftbee) the configuration or the mode of operation of the
. A control instruction mark s "send twice" in Table 6 shall be discarded unless
epted twice according to the{.e uirements stated in IEC 62386-101:2022, 9.4. Some cor]

insfructions provide an anSWQS)as shown in Table 6.

1.

If b
sup

NOT|

8.2 START FW T@Q‘NSFER

If ”]lepdateProcesé;bled" is TRUE, this command shall be discarded.

-

t1oft ware update features described in 9.6 is "1", and the integrated bus po
ply is ed, then this command shall be discarded.

upd

bus
tis
trol

wer

vare

F\,Q,/ his provides a lock-out mechanism to help prevent the loss of bus power when performing a firm
tedon a bus unit that contains a switchable inteqrated bus power supply When updating bus units that dd

not

implement IEC 62386-250, but do have bit 1 of the firmware update features described in 9.6 equal to "1", a firmware
update tool can prompt the user to apply the manufacturer-specific method to disable the integrated bus power supply

befo

re continuing with the firmware update.

In some manufacturer-specific conditions, this command can be discarded. Such conditions

sha

Il be stated in the product manual or datasheet.

NOTE 2 Some examples of manufacturer-specific conditions causing this command to be discarded are as follows:
a self-contained emergency control gear whilst operating from the battery; a centrally-supplied emergency control
gear whilst the emergency condition is true; control gear failure; application controller failure; or input device failure.

If the command is not discarded, execution shall continue as follows:

The bus unit shall set "fwUpdateProcessEnabled” to TRUE, set "sessionKey” to MASK and answer
with "YES".
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The bus unit shall be ready to receive the new firmware after a maximum time of 500 ms.

11.3.3 RESTART FW

If "fwUpdateProcessEnabled” is TRUE, or if "fwUpdateRestartEnabled” is FALSE, then this
command shall be discarded, otherwise execution shall continue as follows:

"fwUpdateRestartEnabled” shall be set to FALSE.

This instruction is intended to restart firmware execution.

If tHe firmware that will be executed by this command does not meet the requirements Ai fied
in IEC 62386-102 or IEC 62386-103, then the reply shall be "YES", otherwise the r éghal
IINC ll.

NOT[E An example where a "YES" reply is sent is when a "bootloader" image is restarted((jihk can occur if the
devife does not contain an alternative valid firmware image. Leaving the device in this st ithout completipg a
firmyvare update results in the device not having functionality according to IEC 62386-102}&' EC 62386-103.

Thqg bus unit shall then restart firmware execution and shall be readgﬁb receive frames within
12Q s from the execution of this command. (.O"],

Depending on the state of the firmware image, the device\o restart the same firmwarqg as
preyiously executed, or a different firmware than was pre\v usly executed (for example,|the
newly transferred image), or a firmware that impIeme%siny the commands described in this

dodument (bootloader). Q
L

11.8.4 ENABLE RESTART S
If "fwUpdateProcessEnabled” is TRUE, this mand shall be discarded, otherwise execufion
shafl continue as follows: $\

X Z)
The bus unit shall set "fiwUpdateRestakiEnabled" to TRUE.
xO
11.3.5 FINISH FW UPDATEC)™

N
If " wUpdateProcessEnabledC-?s FALSE, this command shall be discarded, otherwise execufion
shafl continue as follo@g ’

O

If tHle following coftditions are all true:

o |'current "is equal to the total block count from block O (see Table 3), and
o ”cur@?lockByte” matches the block size in address 0 and 1 of this last received block, pnd
° a@p ional manufacturer-specific condition for completing the firmware update is TRUH,

then "fwUpdateProcessEnabled” shall be set to FALSE and "fwUpdateRestartEnabled” shall be set
to TRUE, the reply shall be "NO" and the bus unit may optionally continue the operation
described for RESTART FW except for the reply specified for that command.

NOTE An example of a case when FINISH FW UPDATE will also cause the device to restart, is for devices that
only have space for a single firmware image that is destroyed when the block data transfer starts. In such cases, the
device executes a bootloader until the firmware update finishes and the device is restarted.

If any of the conditions in the above bulleted list are FALSE, then the answer shall be "YES".
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11.3.6 CANCEL FW UPDATE

If "fwUpdateProcessEnabled” is FALSE, this command shall be discarded, otherwise execution

sha

Il continue as follows:

"currentBlock" and "currentBlockByte" shall both be set to 0.

If "sessionKey" is MASK, or "fwUpdateCancelSupported” is TRUE, the bus unit shall:

set the variable "fwUpdateProcessEnabled” to FALSE, and

NOTE If "fwUpdateProcessEnabled” remains TRUE, the firmware update process can only proc Qqﬁlock 0 is then
sucdessfully resent. l/

iscard all transferred blocks, and Q

hen return to normal operation, which can be achieved by running through a@wel
equence and executing the previous firmware.

up

11.4 Queries '\Q
©
11.4.1 QUERY FW UPDATE FEATURES (bQ)
If "fwUpdateProcessEnabled” is TRUE, this command shall be&gbrl/rded otherwise execution
shall continue as follows:
\%
Thg bus unit shall answer with the firmware upda&@ature set, which is formed by a
compbination of bus unit features. Q
Refer to 9.6 for further information. \Q
s\&

1.

If "

shd]l continue as follows: A

The

11.
If "

The
deV
dat

shall continue a& WS:

1.2 QUERY FW RESTART ENABLE%

wUpdateProcessEnabled" is TRUE s command shall be discarded, otherwise execufion
xO
bus unit shall answer wﬂh@h‘ES" if the variable "fwUpdateRestartEnabled" is TRUE.

1.3 QUERY FW UPDA E RECEIVER READY

WwUpdateProcess led" is FALSE, this command shall be discarded, otherwise execufion

bus unj all answer with "YES", if the variable "fwUpdateProcessEnabled" is TRUE and|the
ice is y to receive data, otherwise the reply shall be "NO". The status "ready to recgive
a&/@y es the case when the last block has been transferred and written to memory.

NO
bloc
be u

E Bus units will possibly need some time to erase flash or write firmware data after receiving each complete
k. An FW update tool can use this query to determine when a bus unit is ready to continue. The query can also
sed to determine if the firmware update process has been started and not completed in any bus units.

11.4.4 QUERY BLOCK INCOMPLETE OR FAULT

If "fwUpdateProcessEnabled” is FALSE, this command shall be discarded, otherwise execution

sha

Il continue as follows:

The bus unit shall answer with "NO", if "blockIncomplete” is FALSE, otherwise the answer shall

be:

if "shortAddress” of all logical units is MASK: "YES",
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e in all other cases: the "shortAddress" of the first addressed logical unit (starting from logical
unit index 0), 0AAAAAA1D.

NOTE Sending this query when an incomplete block has been transferred, will cause a reply, which does not

necessarily indicate a fault, but indicates that the block transfer is incomplete. To check for successful block transfer,
update tools can send this query at the end of each complete block transfer, for blocks 1 or greater.

11.4.5 QUERY FW TRANSFER VERSION

The answer to this command shall be 1.

NOTE__A_firmware ||'r\rlnfn toal can use this version number to determine an nr-malnfnhln format for block data_This

versjon number will be increased in a future update to this document if the block data format is changed and &ap be
incrg¢ased if other changes are made. \/

11.4.6 QUERY BLOCK 0 ACCEPTED X

If "fwUpdateProcessEnabled" is FALSE, this command shall be discarded, othefjwise execu
shall continue as follows: <0

NO

If "dessionKey" is not MASK or 0, the reply shall be "YES", otherwise t%%eply shall be "NOT.

on

NOTE |If the device is busy, for example erasing flash, it is possible that there % e no answer even if block (f has
been accepted. A reply of "YES" indicates that block 0 has been accepted, a@ device is ready to receive fufther

block data. Q/
\

11.p Data transfer commands
11.5.1 General QQ

A data transfer command marked as "send tv& in Table 7 shall be discarded unless [t is
accepted twice according to the requirements ed in IEC 62386-101:2022, 9.4.

All |data transfer commands shall b§\'erpreted as instructions unless explicitly stdted
othgrwise in the description of the Corr@

11.5.2 BEGIN BLOCK (data\llfata m, data |)
If tHe value of "data h", "da@er" and "data " is equal to any of the following:

e [0, 0r
e |"currentBlock", O

° ”currentBlor@-l' 1,

and provi &Tat all of the following conditions are false:

e [th chlue of "data h", "data m" and "data " is equal to "currentBlock” + 1 pnd
'b%ﬂentBlockByte” is not equal to the size of the current block, or

e the value of "data h", "data m" and "data [" is equal to "currentBlock” + 1 and
"blockIncomplete” is TRUE, or

e the value of "data h", "data m" and "data I" is greater than the total block count from block
01
then the following shall apply:

o "blockIncomplete” shall be set to TRUE.
e The bus unit shall set "currentBlockByte" to 0.

e The bus unit shall set "currentBlock” to the value transferred by the command itself. The
parameters "data h", "data m" and "data ["-are-used-to shall set the MSB, the middle byte
and the LSB of "currentBlock"” respectively.
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Otherwise, the command shall be discarded.
NOTE TFhis-allows to-address2224 blocks-intetal This enables the addressing of 224 blocks in total.

Fheprogramming-of-a-blockshallnottake-more-than-300-ms-

11.5.3 TRANSFER BLOCK DATA (data h, data m, data I)

The
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NOT
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execution of this command, if "currentBlockByte" is already equal to th rrent block @
, then "blockIncomplete” shall be set to TRUE to indicate unexpecteth\block data and

e bytes of data shall be discarded, otherwise execution shall pro

to three bytes of data shall be added to the current block.

as follows:

bus unit shall incren

rentBlockByte"” by 1 after each byte is added to the ¢ r@t block. If "currentBlockB
Ches the current block data size, any remaining data sh%,be discarded. The byte "dat
Il be the first byte added to the block, "data m" shall b&the second byte added and "da
Il be the third byte added to the block. Q

n "currentBlockByte" reaching the current bIoc\Qdata size, "blockIncomplete" shall be se
SE if all of the following conditions are me@\@
"currentBlock" is 0 or "sessionKey" mat
"currentBlock"” matches the block nuc@)er of the block data, and

the CRC (in the case of block 0~)&)r both CRCs (in the case of block n) match the val
calculated from the transferra@lock data.

the session key of the block data, and

9.7.2.1 for checks and@ation upon completion of a block O transfer. See 9.7.2.2
cks and operation upqr@ompletion of a block 1.. n transfer.

.

Ist programming& possible that the bus unit will be unable to process receptions. 1
od during whi@ e receiver is unresponsive shall be no more than 300 ms in the ¢

re "current k" is greater than 0, and no more than 120 s for the case where "currentBl

"currentBlockByte" reaches the current block data size, the comn

ata
the

ent
te!l
i hll
al'

t to

ues

for

his
pse
ckl!

and
ing.

In tH

E | %e case where
R@UPDATE RECEIVER READY can be used to determine when the bus unit has completed programn
e\ e where block 0 has just been accepted, the bus unit can take longer before it becomes responsive,

due

to th

€ time needed 1o erase flash memory.
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Annex A
(normative)

Update file description

Besides update data, the manufacturer shall provide release notes in human readable form.
The update file shall contain:

date of release in ISO 8601 format: yyyy-mm-dd;

It is
imp)

Thd

only

Ead
ch
ch

EXA
197
All L

Prol

nmecied OeViCBS,
change log;

description of the update.

recommended that the "description of the update" includes a statementow the poss
act of the firmware update on the number of logical units, device types afd-instances.

human readable part of the file shall be separated from the block dafa by a line contairn
20 hyphen characters ('-' decimal code 45) and an end of line ¢haracter '\n'.

h block is then a line in the file starting with the block number (hexadecimal coded, 6
racters) followed by a space character followed by the.block data (hexadecimal code
racters per byte). Each line shall end with "\n'.

MPLE (only one block, CRC not valid)
-01-01 Release 1.2\n
ED drivers from version 1.0 up to version 1.1 fromsdemo-company\n

lem xx Fixed\n

ble

ng

ex-
i}

N

NOO

00 0041010203040506070800000001BBBBBB011F71FB268D0000FFFFO000FFFF0000000000000000FFH
FFFFFFFABABABABABABABABABABABABABABABAB2222\n

recommended thai‘the firmware update file extension is ".d2fw".

FFF
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Annex B
(normative)

CRC16 calculation

This document specifies the use of CRC checksums to help ensure error-free transfer of data.
The parameters of the CRC calculation shall be implemented according to this Annex B.

Detailed parameters are:

e |polynomial is P(x) = x'® + x15 + x2 + 1 (0x8005 in big-endian hex representation);
e [initial CRC value is OxFFFF;

e ffinal XOR value is zero;

e [input is reflected;

e [result is reflected.

"Ingut reflected" means that each input byte is reflected before being-issed in the calculatjon.
"Reflected" means that the bits of the input byte are used in reverse order.

"Résult reflected"” means that the final CRC value is reflected before being returned.
Thgse two test vectors shall support testing of an implemehntation:
0x1A2B3C4D = 0x01A6

0x12345678 = 0x107B
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Annex C
(informative)

Firmware update process example

This document provides an example of a firmware update process and recommendations for a

programming-device FW update tool.

Figure C.1 gives an example of a firmware update process. This example uses broadcast

cowmmmmmmmm-ast
commands.

Thg example given in Figure C.1 does not consider that some bus units may haye&yintegrdted
bus| power supplies that are disabled during a firmware update (see 9.6). Tocallow for this,
QUERY FW UPDATE FEATURES can be sent to each bus unit to be updated,|i0 determire if
thelbus unit has an integrated bus power supply that will be disabled during théfirmware update.
If this is the case, the tool can ensure that the bus unit's integrated bus powersupply is disabled,
either by sending commands or by prompting the user, and can thergrovide additional pus
power whilst the bus unit's integrated bus power supply is disabled.

NOTE Where "Correct version?" is shown in Figure C.1, the decision as to which versions to accept is manufac{urer
spegific.
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Start FW transfer H FW update could not be started )

“Yes”
More bus units > Start FW transfer
Yes
\ “NO"
No Y
BusTtmitToutd ot e
added to firmware update
Y
Begin block < (=
y
y
*)rTRANSFER BLOCK DATAW ( End without update \
[ I
[
‘No”™
“Yes”
Block complete? QUERY FW UPDATE RUNNING —)(‘)
h
No
“Yes”
QUERY BLOCK FAULT Abort? Cancel FW update?
“Yes”
CANCEL FW UPDATE )
No A
All blocks transferred? “No”
A
( End without update )
“Yes”
FINISH FW UPDATE
“No”
A
( Success neWwfirmware transferred )
IEC
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Create list/count of
devices to be

updated with same

- > ~
y
<send to device> Remove device
QUERY FW V‘;f;’zﬁ; from list: CANCEL
TRANSFER 7 FW UPDATE
VERSION
No
<seff'ntf’,f‘3‘f.'°5> R Reply = No R \ssuf warnl‘ng, RI_eTOVEz
TRANSFER MASK? CANCEL FW UPDATE

Loop for each
device in list

Goto
TransferBlockn

BEGIN BLOCK (0)

v

TRANSFER BLOCK
DATA (hrm,l)

Transfer the block data
for the current device

Wait 500 ms
<send to device> )
AUERY BLOCK 0 Retry to allow time for
ACCEPTED flash erase
Yes
Yes No No Issue warning. Remove

device from list;
CANCEL FW UPDATE

IEC



https://iecnorm.com/api/?name=848110c608d341aca0db8ec52115ccf5

IEC 62386-105:2024 RLV © IEC 2024 - 33 -

TransferBlockn

Ksend to each device>| I
QUERY FW " .
UPDATE RECEIVER[" \Wait 500 ms
READY
Yes
Ensure each device is ready,
removing unresponsive No No Remove device from
devices from the list. Reply? » Retry? list; CANCEL FW
UPDATE
Yes
For each block 1.....n Y

Fy
A

~————» BEGIN BLOCK (1)

v

TRANSFER BLOCK
DATA (h,m,])

No

All
current block
data sent?

Yes

Programming time

Wait 300 ms

QUERY BLOCK
INCOMPLETE OR
FAULT

Issue
warning

<Send to each Determine which
device> device(s) are giving

QUERY FW UPDATE [ | thereply. Removg

RECEIVER READY device from list;
CANCEL FW

UPDATE
AN

<send to each
> device>
FINISH FW UPDATE

Wait 500 ms

Optional for each
device in list
supporting FW
RESTART

Wait 500 ms

STTTU (U ©aCiT uevice

\__Yes Retry? ENABLE RESTART

v

<send to each device>
No RESTART FW

Issue warning, possibly
starting again from block 0, or
issue CANCEL FW UPDATE IEC

NOTE-2 After the "FINISH FW UPDATE"-block, some devices can restart automatically, whilst other devices cannot
restart until execution of "RESTART FW".

Remove device
from list; CANCEL
FW UPDATE

Figure C.1 — Example of a firmware update process



https://iecnorm.com/api/?name=848110c608d341aca0db8ec52115ccf5

- 34 - IEC 62386-105:2024 RLV © IEC 2024

After a firmware update data block (see 9.7.2.2) is transmitted, it is recommended that the bus
unit checks the data consistency with the command—QUERY-BLOCKFAULT
QUERY BLOCK INCOMPLETE OR FAULT (see 11.4.4). If the bus unit responds to this
command with "YES", it is recommended that the-pregramming-device firmware update tool
retransmits the block. If several block faults occur on the same bus unit, although the
transmitted block data matches the bus unit and the block data is consistent, it is recommended
that the site engineer checks the wiring.

It is recommended to transmit the firmware update data blocks with Priority 1 according to
IEC 62386-101:2014Table-22.
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Annex D
(informative)

Firmware update management check sheet

Table D.1 gives an example of a check sheet that can be used for the firmware update of control
gear. This can be used to manage the risk of updating control gear firmware in a live site. A
similar checklist can be used when updating control devices.

—tabte Drt—Examptecheck-—sheetforfirmwareupdateofcontrotgear——

F

rmware update name

Check sheet version | Date:

Repson why firmware update is required

(bdgq fix, feature upgrade, consequences if update does not occur)

Coptrol gear details Manufacturer

Description (name)

Manufacture part ref.

GTIN

Identification/serial number range

Firmware range

Log¢ation of gear

(in|stock; installed; if installed, details of other gear on bus; type of
insftallation)

Qufantity of gear to be firmware updated

Repuired conditions for firmware update

(Example: can other gear or other application controllers (multi-master
bu$) be connected to bus?)

Reference of new firmware (to be.used in update)
Reference of firmware update toolto be used

De}ails of suitable firmware\update tools

Bepaviour of gear during update Fully functional

No functionality — light levels
unchanged (mask)

No functionality — lights Off

No functionality — lights On

Other — give details

If emergency-irverter control gear (device type 1) firmware update,
specifics to be detailed. (Example pre-, during and post-update:
emergency test results, battery charge, failure status, mode status, post-
update behaviour, example battery conditioning)

Post firmware update: will commissioning activities be required? (short
and group addressing, scene settings)

If yes, give details.

Detail actions and requirements Operating mode (if manufacturer-
concerning:- specific modes are affected, give
details)

Bus configuration

Built-in bus power supplies
(activation status)
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Brief description of firmware update process (method)

(including preparation, individual gear or by bus, by short address, group
or broadcast, number of times firmware update will need to be run,
serially or in parallel, hand-back details)

Length of time that update will Per single gear

require
For all gear

Has a trial of this firmware update been successfully performed?

If firmware update is at an installation, did firmware update trial simulate
installed conditions?

(Example: other gear on bus, bus wiring)

If ffrmware update is at an installation and an emergency-inverter control
gegr (device type 1) is connected to the bus or the firmware update is on
an|emergency-inrverter control gear (device type 1), detail emergency
lighting system status relating to building/area occupancy during and 24 h
after firmware update.

If firmware update is for emergency-irverter control gear (device type 1)
at gn installation, is a recertification of the emergency lighting installation
by [the appropriate fire authority required?

WHere is the firmware update being performed?

WHo is to perform the firmware update?

WHen is the firmware update to be performed?

(dgte + time window, if no functionality during update, fully functional
wolking hand back deadline time)

If gt an installation, what are the client's hand back criteria post-firmware
upglates?

If gt an installation, have permits been obtained? Provide ‘details.

WHat are the contingency plans If first firmware _update fails (power
incuding:- outage, etc.)

(likely occurrence and severity of Firmware update is not successful
thg event to be considered, the and control gear subsequently has
risk) no bus\control functionality.

Consideration of other gear on bus
being affected by firmware update
process

Dolany liability disclaimers need.generating?

(if yes, give details)

Organization(s) responsible for firmware update costs

(prpvide details as‘appropriate)

Agfeement-approval for firmware update activity to proceed

Gepr manufacturer End client Organization performing the
firmware update

Signature: Signature: Signature:

Name: Name: Name:

Organization: Organization: Organization:

Date: Date: Date:
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DIGITAL ADDRESSABLE LIGHTING INTERFACE -

Part 105: Particular requirements for control gear and control devices
Firmware transfer

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising

3ll national electrotechnical committees (IEC National Committees). The object of IEC is to promote internati
¢o-operation on all questions concerning standardization in the electrical and electronic fields. JTo this end
ih addition to other activities, IEC publishes International Standards, Technical Specifications, [Fechnical Rep
ublicly Available Specifications (PAS) and Guides (hereafter referred to as "IEG~Publication(s)"). 1
preparation is entrusted to technical committees; any IEC National Committee interestéd‘in the subject dealt
ay participate in this preparatory work. International, governmental and non-goverpmental organizations lia
ith the IEC also participate in this preparation. IEC collaborates closely with thé)nternational Organizatio
$tandardization (ISO) in accordance with conditions determined by agreement betfween the two organizatioi

he formal decisions or agreements of IEC on technical matters express, asmearly as possible, an internati
¢onsensus of opinion on the relevant subjects since each technical committee has representation fron
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC Nat

Committees in that sense. While all reasonable efforts are made_to ensure that the technical content of
ublications is accurate, IEC cannot be held responsible for" the way in which they are used or for
isinterpretation by any end user.

In order to promote international uniformity, IEC Nationat Committees undertake to apply IEC Publicaf
ransparently to the maximum extent possible in their pational and regional publications. Any divergence bety

gny IEC Publication and the corresponding national or'regional publication shall be clearly indicated in the ITter.

IEC itself does not provide any attestation of cénformity. Independent certification bodies provide confo
gdssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for
4ervices carried out by independent certification bodies.

All users should ensure that they have the\latest edition of this publication.

o liability shall attach to IEC or its*directors, employees, servants or agents including individual experts
embers of its technical committées.and IEC National Committees for any personal injury, property damag
¢ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
¢xpenses arising out of th€ publication, use of, or reliance upon, this IEC Publication or any other

Attention is drawn to_tReiNormative references cited in this publication. Use of the referenced publicatioj
ihdispensable for thelcarrect application of this publication.

IEC draws attention”to the possibility that the implementation of this document may involve the use o
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent righ|
espect theréof~As of the date of publication of this document, IEC had not received notice of (a) patent(s),
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(a)
(s in
hich

ay be required to implement this document. However, implementers are cautioned that this may not reprejsent
the latest-information, which may be obtained from the patent database available at https://patents.iec.ch.
ghall hot be held responsible for identifying any or all such patent rights.

IEC

{enal

This second edition cancels and replaces the first edition published in 2020. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) several commands have been modified, renamed and added;

b) variables have been modified and added;

c) recommendations for implementation within emergency control gear have been added;

d) requirements for block acceptance have been changed;
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e)
f)

example process-flow diagrams have been added;
requirements for restarting and power-on have been changed.

The text of this International Standard is based on the following documents:

Draft Report on voting
34/1258/FDIS 34/1281/RVD

Full information on the voting for its approval can be found in the report on voting indicated in

the

The

Thi
acc
at

des|

Thi

Ali
ligh

The
sta
spe

language used for the development of this International Standard is English.

5 document was drafted in accordance with ISO/IEC Directives, Part 2, and“develope
prdance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, availg
vww.iec.ch/members_experts/refdocs. The main document types develeped by IEC
cribed in greater detail at www.iec.ch/publications.

5 document is intended to be used in conjunction with:

IEC 62386-101, which contains general requirements for s{ystem components;

IEC 62386-102, which contains general requirements forsthe relevant product type (con
gear), and with the appropriate parts of the IEC 62386-2xx series (particular requirems
for control gear);

IEC 62386-103, which contains general requiréments for the relevant product type (con
devices), and with the appropriate parts\rof the IEC 62386-3xx series (partic
requirements for control devices);

IEC 62386-104, which contains general ‘requirements for wireless and alternative w
system components.

5t of all parts in the IEC 62386 séries, published under the general title Digital addressa
ting interface, can be found on'the IEC website.

committee has decided that the contents of this document will remain unchanged until
bility date indicated_on the IEC website under webstore.iec.ch in the data related to
cific document. At+#his date, the document will be

reconfirmed,

withdrawn;)or

revised.

1 in
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IMPORTANT - The "colour inside"” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding

its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

IEC 62386 contains several parts, referred to as a series. The IEC 62386 series specifies a bus
system for control by digital signals of electronic lighting equipment. The IEC 62386-1xx series
includes the basic specifications. IEC 62386-101 contains general requirements for system
components, IEC 62386-102 extends this information with general requirements for control gear
and |EC 62386-103 extends it further with general requirements for control devices.
IEC 62386-104 and IEC 62386-105 can be applied to control gear or control devices.
IEC 62386-104 gives requirements for wireless and alternative wired system components.
IEC 62386-105 describes firmware transfer. IEC 62386-150 gives requirements for an auxiliary

1 ot 1o n ) 1 T PRI n Il n ol H
pO Cr oUppry Winclrudll DT staliu=alulic, Ul DUlTft o CUTTiIurycdl Ul CUTTIHUT UTVILTS. A

Thg IEC 62386-2xx series extends the general requirements for control gear with Ian@ﬁe Cific
exténsions (mainly for backward compatibility with Edition 1 of IEC 62386) and witp.‘/wntrol dear
specific features. Q

.

Thg IEC 62386-3xx series extends the general requirements for contr vices with in put
devjice specific extensions describing the instance types as well as som(eop mmon features that
can[ be combined with multiple instance types. 0_-)%

Thi$ second edition of IEC 62386-105 is intended to be used in corq().]ﬁction with IEC 62386-101,
IEQ 62386-102 and the various parts that make up the IEC ﬁ86-2xx series for control gear,
together with IEC 62386-103 and the various parts that a&/up the IEC 62386-3xx serieg of
parficular requirements for control devices. The divis%n into separately published parts
proyides for ease of future amendments and revisionQA ditional requirements will be adfled
as and when a need for them is recognized. Q

N\
Thqg setup of the standards is graphically reprs@ted in Figure 1 below.

Figure 1 — IEC 62386 graphical overview

When this document refers to any of the clauses of the IEC 62386-1xx series, the extent to
which such a clause is applicable is specified. The other parts also include additional
requirements, as necessary.

All numbers used in this document are decimal numbers unless otherwise noted. Hexadecimal
numbers are given in the format OxVV, where VV is the value. Binary numbers are given in the
format XXXXXXXXb or in the format XXXX XXXX, where X is 0 or 1, "x" in binary numbers
means "don't care".
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The following typographic expressions are used:

Variables: variableName or variableName/[3:0], giving only bits 3 to 0 of variableName;
Range of values: [lowest, highest];

Command: "COMMAND NAME".

Function or command parameters: parameter name.
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DIGITAL ADDRESSABLE LIGHTING INTERFACE -

Part 105: Particular requirements for control gear and control devices —

1

Thi

Firmware transfer

Scope

of glectronic lighting equipment.

Typically, a bus unit according to the IEC 62386 series contains firmware.” There

circ

of t

firmware update of a bus unit via the interface is beneficial.

Thi

ext
con

5 firmware update process is primarily designed to be a bug)fix process, not a fea

extInsion process. Nevertheless, the firmware update process can be used for fea

sidered in detail.

NOT[E Annex D provides a "Firmware update management checksheet" to support risk estimation.

2

Normative references

Thq following documents are referred to in the“text in such a way that some or all of their con

con
For
amég

IEC
Sys

IEG
Cor

IEG
Cof

3

undated references, the latest edition of the referenced document (including
endments) applies.

tem components

trol gear

62386-103:2022, Digital addressable lighting interface — Part 103: General requiremen
trol devicés

Terms and definitions

b part of IEC 62386 applies to control gear and control devices for control by digital sigrlnals

are

umstances where it can be necessary to change the firmware after production or shipging
he product, for example if the bus unit does not operate as intended."\Jn such a casg, a

ure
ure

nsions. But it is important that the risk of negative effects to the complete system| be

ent

stitutes requirements of this document."For dated references, only the edition cited appljes.

any

62386-101:2022, Digital addressable lighting interface — Part 101: General requiremenys —

62386-102:2022, Digital addressable lighting interface — Part 102: General requiremenfs —

[s —

For the purposes of this document, the terms and definitions given in IEC 62386-101,
IEC 62386-102, IEC 62386-103 and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following

add

resses:

IEC Electropedia: available at https://www.electropedia.org/

ISO Online browsing platform: available at https://www.iso.org/obp
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3.1
FW

firmware
software programmed into a control gear or control device

Note 1 to entry: Firmware can be changed during an update.

3.2

CRC
cyclic redundancy check

che

cksum used to prevent data corruption

Notg

3.3
blo
unift
Notd
3.4

pr
Wri

3.5
nor
ope

4

4.1
Ths

1 to entry: Annex B provides detailed information about CRC calculation.

ck
of data containing information

1 to entry: Information in a firmware update block usually contains firmware content.

ramming
ing firmware transfer data to non-volatile memory (NVM)

mal operation
ration according to IEC 62386-102 or IEC 62386<103

General

General

requirements of IEC 62386-101.2022, Clause 4 apply, with the restrictions, changes

additions identified below.

NOT|
conf]

4.2

If th
be

Cor
bus|

4.3

E Systems with a single-master application controller are unlikely to operate correctly when other m4
Fol devices, such as firmware_update tools, are connected.

Logical units in-a bus unit

e firmware update process is started on a bus unit, all logical units inside the bus unit s
bffected. Allkvariables defined in Table 5 shall be shared by all logical units of the bus U
hmands addressed to one or more logical units within the bus unit shall be accepted by
unit accoerding to the requirements of 9.2.

Updating control gear for emergency lighting

And

ster

hall
nit.
the

If IEC 62386-105 is implemented in control gear for emergency lighting, the product manual or
data sheet should include guidance on the safety implications of a firmware update that should
be considered.

5

Electrical specification

The requirements of IEC 62386-101:2022, Clause 5 apply.

6

Bus power supply

The requirements of IEC 62386-101:2022, Clause 6 apply.
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7 Transmission protocol structure

7.1 General

The requirements of IEC 62386-101:2022, Clause 7 apply, with the following additions.

7.2 32-bit forward frame encoding

The forward frame format used for firmware update consists of n = 32 data bits as described in
IEC 62386-101:2022, 7.4.3 (32-bit forward frame).

Forlcommands, the 32-bit forward frame shall be encoded as shown in Table 1.

Table 1 — 32-bit command frame encoding

Bytes/Bits
Opcode byte
Address byte p 2 3 Device addressing methjod

31 30 | 29 ‘ 28 ‘ 27 | 26 ‘ 25 | 242 | 23...16 15...8 7...0
0 64 short addresses X Short addressing
1 0 1 1 1 1 0 1 Data transfer command
1 1 0 0 1 0 1 1 Data transfer command
1 1 1 1 1 1 0 X Broadcast unaddressed
1 1 1 1 1 1 1 X Broadcast

All other address byte values Reserved

a8 |Where bit 24 is shown as "x", 0 indicates address §pace for control gear, 1 indicates address space for control
devices.

See Table 7 for data transfer commands.

8 |Timing

Thg requirements of IEC 62386-101:2022, Clause 8 apply.

9 [Method of operation

9.1 General

Thg requirements of IEC 62386-101:2022, Clause 9 apply, with the exception that the tptal
durgtion’ of a transaction may exceed 400 ms (IEC 62386-101:2022, 9.3).

9.2 Commands

A bus unit shall check the device addressing scheme to see if it is addressed by a command.
The bus unit shall accept the command, unless any of the following conditions hold:

e The command is sent using short address, broadcast addressing or broadcast unaddressed
addressing, and bit 24 of the command frame does not match the type of bus unit (control
gear or control device).

e The command is sent using short addressing and the given short address is not equal to its
short address.

e The command is sent using reserved addressing.
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The command is sent using broadcast unaddressed addressing and the short address is
MASK.

The command is not defined (e.g. reserved command).

The following command groups can be identified:

9.3

A bus unit receives a new FW block by block. The first block (block 0) contajns| informa
abqut the type of bus unit (see Table 3), which receives a new FW. This avoids-transferring
wrong FW to a bus unit if more than one bus unit is updated at a time.

Thg update file shall contain release notes as described in Annex A.

9.4

A djata transmission frame consists of a start bit, a 32-bit data’transfer command and a s
condition, which occupies the bus for around 30 ms. With a settling time of less than 15
(priprity 1 settling time), the transmission of three bytes takes less than 45 ms. For an upg
of §4 kB it is expected to take less than 20 min.

9.5 Security

Thi

In addition, it is recommended that the individual manufacturer ensures firmware image integ
and authenticity, for example by making-use of the device key.

9.6

Eagh bus unit shall expose_its\firmware update features as a combination of device proper,

as

standard commands;
— instructions;

— queries;

data transter commands.

Data transmission

Duration of firmware update

5 document specifies the use of CRC checksums to help ensure error-free transfer of d

Firmware update features

given in Table 2.

Table 2 — Firmware update features

not

ion
the

top
ms
ate

hta.
rity

fies

and is disabled during firmware update
s dl uring firmw up "0" = bus power supply state is unchanged

Bit Description Value Seé¢
0 "fwtipdateCancelSupported” is TRUE? "1" ="YES" 9.7.3.3
1 Integrated bus power supply is present "1" = "YES"

during firmware update, or is not present

2

to7 Reserved — Not implemented "0" ="NO"

The bus unit firmware update features can be queried using QUERY FW UPDATE FEATURES.

Bit 1: "1" shall indicate that an integrated bus power supply is present and is automatically
disabled during the firmware update process. "0" shall indicate that either there is no integrated
bus power supply, or if there is an integrated bus power supply then its state shall not be
automatically changed when starting, during, or at the end of the firmware update. To help
prevent loss of bus power during a firmware update, a lock-out mechanism is described in
11.3.2.
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NOTE For bus units with bit 1 = "1", using a firmware update tool that is unable to apply suitable bus power can
result in a system with no bus power and so no communications are possible. In such cases, a bus power supply can
be temporarily connected to the system to allow the firmware update process to continue.

9.7 Update process
9.71 Start firmware update

A bus unit shall enable the firmware update process whenever "fwUpdateProcessEnabled” is
TRUE. This can be due to execution of the command START FW TRANSFER, or after a power
cycle where the previous update failed (see Table 5). Several bus units can be addressed in
this way to update more than one bus unit at a time.

NOTE 1 Annex C provides an example of the firmware update process.

D

Thqg bus unit shall be capable of returning to normal operation until at least a block\® has been
successfully verified.

NOTE 2 This means that bus units with a single flash image of the firmware used for normal @peration cannot erase
that[firmware until at least block 0 has been verified.

WhllIst "fwUpdateProcessEnabled” is TRUE, the operation of the bus unifis manufacturer-spegific
except for the requirements given in this document.

NOTIE 3 This includes, for example, the reaction to commands of other parts of the IEC 62386 series.
9.7)2 Data transfer
9.7]2.1 Block 0 (information block)

Blogk 0 contains all data for the bus unit to decide'if it will accept the new firmware or not.

Thg global trade item number (GTIN), the<hardware version number and the firmware vergion
number contained in the bus unit are described in IEC 62386-102:2022, 9.10.7 (Memory bpnk
0 fdr control gear) and IEC 62386-103:2022, 9.11.7 (Memory bank 0 for control devices).

If "qgurrentBlock"” is 0, then upon reception of a complete block 0, the following information shall
be ¢hecked, where Table 3 shows block 0 content:

e [The received block 0 "Size of block" is equal to the value shown in Table 3.

e [The received block0 "Session key" is not MASK or 0.

e |The received.bloeck 0 "Block number" is equal to the value shown in Table 3.
e [The received block 0 "Block 0 version" is equal to the value shown in Table 3.
e [The received block 0 "GTIN" matches the GTIN stored in memory bank 0.

e [(Received block 0 "FW version min") < (memory bank 0, Firmware version) < (received block
0 “FW version max").

e (Received block 0 "HW version min") < (memory bank 0, Hardware version) < (received
block 0 "HW version max").

(Received block 0 "lIdentification number min") < (memory bank 0, Identification number) <
(received block 0 "ldentification number max").

The received block 0 "Device key" meets manufacturer-specific requirements.

The received block 0 "CRC" matches the calculated value based on the block 0 content;
Annex B is applicable).

If the above check is successful, the following operation shall result:

o "sessionKey"” shall be set to the received block 0 "Session key",

previously received block data that is unwritten may be discarded.
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Otherwise, the following operation shall result:

e The block 0 content shall be discarded.

NOTE In the case where block 0 content is discarded, "fwUpdateProcessEnabled” remains TRUE, so the bus unit will
continue looking for valid block 0 data. This enables multiple devices to be updated, even where these devices use

identical firmware but have different GTINs, due to the possibility of an update tool sending multiple block Os.

Table 3 — Block 0 definitions

MYB Most significant byte

Offset (hex) Size (bytes) Description
600+ 2 Stzeof trock0-(tSBfirstfixed—vatueof 0x094+forbtock o
02..09 8 Session key?
0A..0C 3 Block number (always 0x000000 for block,0)

oD 1 Block 0 version (always 0x01)
0E..10 3 Total block count (MSB first)®
11..16 6 GTIN (MSB first)
17..18 2 HW version min (MSB first)
19..1A 2 HW version max (MSB first)
1B..1C 2 FW versionimin (MSB first)
1D..1E 2 FW version max (MSB first)
1F..26 8 Identification number min (MSB first)
27..2E 8 Identification number max (MSB first)
2F..3E 16 Device key®
3F..40 2 CRC (MSB first)
Kely

@ |The session key is generated by the FW-update tool which transfers the firmware update.
b [This is the number of blocks, excluding block 0, being transferred during the firmware update.

¢ |The device key and its use is manhufacturer-specific. It allows the manufacturer to specify different areas or
options in their firmware. Thesdevice key shall be independent of the session key, allowing a firmware upd
tool to change the session Key) without requiring a change to the device key.

bte

It i§ recommendedtocalculate the CRC checksums with the incoming bytes to minimize d¢lay
at the end of thetblock reception.

9.7]2.2

Taljle/4 shows the content of a data block. A bus unit shall only accept a data block if

Block 1..n (data block)

following conditions are true:

the

"fwUpdateProcessEnabled” is TRUE, and

the block number matches "currentBlock"”, and

e "currentBlock" is not 0.

the session key matches "sessionKey"”, and is not MASK or 0, and

After reception of a whole block, the consistency of the firmware data inside the block shall be
verified by CRC (offset 0x0D...0x0E). The data consistency of the whole block shall be verified
by a second CRC (offset s + 0xOF...s + 0x10). The block may optionally be discarded if "size of
whole block" is an unexpected size, as determined by the manufacturer. If the verification fails,
the bus unit shall discard the block. If a block is valid, but is the same as the last programmed

block, it is recommended to discard the block to prevent unnecessary write cycles.
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Table 4 — Block 1..n definitions

Offset (hex) Size (bytes) Description
00..01 2 Size of whole block (MSB first)a P
02..09 8 Session key
0A..0C 3 Block number (MSB first)
0D..OE 2 CRC (of block firmware data bytes)
OF..(s + OE) S Firmware data bytes (optionally encrypted by manufacturer)
{6—+—0F)—(s—+—10} 2 GRC~(efwhele-blesia

y
B Most significant byte

This allows a theoretical maximum block size of 65 535 bytes, resulting in a maximum firmware,data sizq
65 518 bytes.

Whole block size =s + 17.

of

Itis
att

9.7

If th
not

Int
at g

9.7

he end of the block reception.

2.3 Cancel firmware update

e bus unit supports cancellation of the firmware update process even when "sessionKe)
MASK, "fwUpdateCancelSupported” shall be TRUE.

his case, the command CANCEL FW UPDATE can be used to cancel the firmware upd
ny time and return the bus unit to normal.operation.

3 Persistent variables during firmware update

A firmware update may change_the internal memory arrangement and content of

cor

The

esponding bus unit, except for:the following cases:

values for

the GTIN,
the identification ,number,

the hardware\version,

shdll not be.affected by a firmware update.

recommended to calculate the CRC checksums with the incoming-bytes to minimize d¢lay

ate

the

If fi
sup

mware update features bit 1 is "0", the enabled or disabled state of an integrated bus po

wer

pty strattmotbechamged by = firmware update(see 96

For the purposes of this Subclause 9.7.3, a "structural change" in the bus unit is when any of

the

NOTE 1

following are changed by the firmware update:

number of logical units, or
implemented device types, or
quantity or types of implemented input device instances, or

implemented feature types.

change" parameters.

A change in "current bus unit configuration" in memory bank 0 can cause a change of these "structural
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The short addresses of all logical units shall not change as a result of a firmware update with a
new firmware image until a restart with the new firmware image is carried out. If the restart with
the new firmware image results in a structural change of the bus unit, then the short addresses
of all logical units shall be set to MASK and it is recommended that all NVM variables are set
to their factory defaults. If instead, the restart with a new firmware image results in no structural
change of the bus unit, the short addresses of all logical units shall remain unchanged and it is
recommended that all NVM variables are unchanged.

The manufacturer shall provide a document stipulating which variables are affected by the
update and whether a re-commissioning of the system is necessary after the firmware update
progess-

After a firmware update, an updated bus unit should first proceed to a power-up sequence to
(red)load RAM variables.

NOTIE 2 Owing to the fact that the programme memory of a bus unit is updated, values, in jother parts of the
IEC 62386 series marked as ROM can be changed.

9.714 Firmware version number

It ig permitted to transfer the same firmware to a bus unit multiple limes using the firmware
transfer procedure described in this document.

It i strongly recommended that two firmware update files,containing different firmware do|not
contain the same GTIN number and the same firmware version number.

9.715 Firmware update in a system

Whlle "fwUpdateProcessEnabled” is TRUE, the bus unit may discard some or all commands|not
desfcribed in this document. Execution or discarding of such commands shall not affect|the
firmware update process as described in this'document.

Whl(le "fwUpdateProcessEnabled” is TRUE, the bus unit shall not send any forward frames.

It i§ recommended to run the fikmware update under human observation to be able to readt to
any| errors that occur.

It i recommended to.avoid other communication on the bus while a firmware update process
is rinning.

NOT[E The FW update tool can use the quiescent mode defined in IEC 62386-103:2022, 9.10.4, to suppress foryard
frames from othér*bus units.

9.7/6 Error recovery

Thg réquirements in this document ensure that an interrupted or incomplete firmware update
process can be restarted or resumed until successfully completed. Such interruptions can be
caused by power failure or communications interruption.

EXAMPLE An example implementation would be a "bootloader". The bootloader is a smaller partitioned piece of
firmware that is capable of communicating over the bus and implementing the download and programming of a new
firmware. If the bootloader does not complete the firmware update it will retain control until the process is re-
established and completed. A common method is to start again from the beginning.

NOTE If a firmware update process is started, some or all commands not specified in this document can be stopped
from execution.

9.8 Power-on

If an external power cycle occurs and "fwUpdateRestartEnabled” is TRUE, then normal operation
implementing the changes made by the most recently transferred firmware image shall be
executed immediately after the power cycle.
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If an external power cycle interrupts a firmware update, the operation proceeds as follows:

If "fwUpdateCancelSupported” is TRUE: normal operation shall result after a power-cycle.

footnote "a" of Table 5.

In a

10

Il other cases, normal operation shall resume after the power cycle.

Declaration of variables

If "fwUpdateCancelSupported” is FALSE: the power on values shall be set in accordance with

Varjables are given in Table 5. The variables in other implemented parts of the IEC~62]386
series shall also exist at least whenever "fwUpdateProcessEnabled"” is FALSE.
Table 5 — Declaration of variables
Variable Default value Reset Power-on Range-of Memory tlpe
(factory) value value validity y typ
"fwUpdateProcessEnabled” FALSE no change FALSE® [TRUE, FALSE] RAM
"currentBlock"” 0 no change 0 [0, OXFFFFFF] RAM
"currentBlockByte" 0 no change 0 [0, OXFFFF] RAM
"blockIncomplete” FALSE no change FALSE [TRUE, FALSE] RAM
w N [0, OXFF FF FF
sessionKey MASK no change MASK? FF FF FF FF FF] RAM
"twUpdateRestartEnabled" FALSE no change FALSE [TRUE, FALSE] RAM
"fWwUpdateCancelSupported" b no change b [TRUE, FALSE] ROM
a8 |If a previous update process has failed, "fwUpdateBrocessEnabled” can still be set to TRUE after a power cycle,
in which case the power-on value of "sessionkep~shall be 0, indicating that a previously interrupted upfate|
attempt can only be restarted from block 0.
b |(Default) value of this bit shall be defined by the manufacturer.
11 | Definition of commands
11.] General
Stahdard commands are either control instructions defined in 11.3, or queries defined in 1{l.4.

Datp transfer commands are defined in 11.5.

Uny

1

.2~ Overview sheets

sed opcodes are reserved for future needs.

Table 6 gives an overview of the standard commands for bus units having implemented this

doc

ument.
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Table 6 — Standard commands

- 17 -

Command name Address Opcode o o o | References | Command
byte byte ‘% < ) reference
c 3
See < @&
7.2
2 3
START FW TRANSFER Device? | OxFB | 0x00 | 0x00 v v 9.7.1 11.3.2
RESTART FW Device? | OxFB | 0x01 | 0x00 v v 11.3.3
ENABLE RESTART Device? | 0xFB | 0x02 | 0x00 v 11.3.4
FINISH FW UPDATE Device? | OxFB | 0x03 | 0x00 v v 11315
CANCEL FW UPDATE Device? | OxFB | 0x04 | 0x00 v 9.7.2.3 1473.6
QUERY FW UPDATE FEATURES | Device? | OxFB | 0x05 | 0x00 v 9.6 11.4.1
QUERY FW RESTART ENABLED | pDevice? | OxFB | 0x06 | 0x00 11.4.2
QUERY FW UPDATE RECEIVER | Device? | 0xFB | 0x07 | 0x00 v 11.4.3
READY
QUERY BLOCK INCOMPLETE OR | Device? | 0xFB | 0x08 | 0x00 v 11.4.4
FAULT
QUERY FW TRANSFER VERSION | pevice? | 0xFB | 0x09 | 0x00 v 9.7.4 11.4.9
DUERY BLOCK 0 ACCEPTED Device? | 0xFB | 0xOA | 0x00 9.7.2.1 11.4.9

a8 |Device means Short addressing, Broadcast or Broadcast unaddressed from Table 1.

Tahle 7 gives an overview of the data transfer commmands for bus units having implemented fthis
dodument.
Table 7 — Data transfer commands
Command name Address Opcode 5 ° References Command
byte byte ] 2 o referenge
el @2
<
1 2 3
BEGIN BLOCK (data h, data 0xCB datah | datam | datal v 9.7.2 11.5.1
m, data )
TRANSFER BLOCK([DATA 0xBD datah | datam | datal 9.7.2 11.5.3
data h, data m,data I)

11.3 Control instructions

11.8.1 General

Control instructions are used to change the configuration or the mode of operation of the bus
unit. A control instruction marked as "send twice" in Table 6 shall be discarded unless it is
accepted twice according to the requirements stated in IEC 62386-101:2022, 9.4. Some control

instructions provide an answer, as shown in Table 6.

11.3.2 START FW TRANSFER

If "fwUpdateProcessEnabled” is TRUE, this command shall be discarded.

If bit 1 of the firmware update features described in 9.6 is "1", and the integrated bus power
supply is enabled, then this command shall be discarded.
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NOTE 1 This provides a lock-out mechanism to help prevent the loss of bus power when performing a firmware
update on a bus unit that contains a switchable integrated bus power supply. When updating bus units that do not
implement IEC 62386-250, but do have bit 1 of the firmware update features described in 9.6 equal to "1", a firmware
update tool can prompt the user to apply the manufacturer-specific method to disable the integrated bus power supply
before continuing with the firmware update.

In some manufacturer-specific conditions, this command can be discarded. Such conditions
shall be stated in the product manual or datasheet.

NOTE 2 Some examples of manufacturer-specific conditions causing this command to be discarded are as follows:
a self-contained emergency control gear whilst operating from the battery; a centrally-supplied emergency control
gear whilst the emergency condition is true; control gear failure; application controller failure; or input device failure.

If tHe command is not discarded, execution shall continue as follows:

Thg bus unit shall set "fwUpdateProcessEnabled” to TRUE, set "sessionKey” to MASK 'and answer
with "YES".

Thqg bus unit shall be ready to receive the new firmware after a maximum time of 500 ms.

11.8.3 RESTART FW

If wUpdateProcessEnabled” is TRUE, or if "fwUpdateRestartEhapled” is FALSE, then fhis
command shall be discarded, otherwise execution shall continue as follows:

"fwlUpdateRestartEnabled" shall be set to FALSE.

This instruction is intended to restart firmware execution.

If tHe firmware that will be executed by this comiand does not meet the requirements specified
in IEC 62386-102 or IEC 62386-103, then thelreply shall be "YES", otherwise the reply shal] be
"NC ll-

NOT[E An example where a "YES" reply is.sent is when a "bootloader" image is restarted. This can occur if the
devifte does not contain an alternative vatid firmware image. Leaving the device in this state without completihg a
firmyvare update results in the device not having functionality according to IEC 62386-102 or IEC 62386-103.

Thg bus unit shall then restart firmware execution and shall be ready to receive frames within
12Q s from the execution .of'this command.

Depending on the,state of the firmware image, the device can restart the same firmwarg as
preyiously executed, or a different firmware than was previously executed (for example, |the
newly transferred image), or a firmware that implements only the commands described in this
dodument (be6tloader).

11.8.4 " ENABLE RESTART

If "fwUpdateProcessEnabled” 1S TRUE, this command shall be discarded, otherwise execution
shall continue as follows:

The bus unit shall set "fwUpdateRestartEnabled” to TRUE.

11.3.5 FINISH FW UPDATE

If "fwUpdateProcessEnabled” is FALSE, this command shall be discarded, otherwise execution
shall continue as follows:

If the following conditions are all true:

o "currentBlock" is equal to the total block count from block 0 (see Table 3), and
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o "currentBlockByte" matches the block size in address 0 and 1 of this last received block, and

e an optional manufacturer-specific condition for completing the firmware update is TRUE,

then "fwUpdateProcessEnabled” shall be set to FALSE and "fwUpdateRestartEnabled” shall be set
to TRUE, the reply shall be "NO" and the bus unit may optionally continue the operation
described for RESTART FW except for the reply specified for that command.

NOTE An example of a case when FINISH FW UPDATE will also cause the device to restart, is for devices that
only have space for a single firmware image that is destroyed when the block data transfer starts. In such cases, the
device executes a bootloader until the firmware update finishes and the device is restarted.

If apy of the conditions in the above bulleted list are FALSE, then the answer shall be "YE§".

11.8.6 CANCEL FW UPDATE

If "fwUpdateProcessEnabled” is FALSE, this command shall be discarded, otherfwise execugion
shalll continue as follows:

"cufrentBlock” and "currentBlockByte" shall both be set to 0.

If "JessionKey" is MASK, or "fwUpdateCancelSupported” is TRUE, the bus unit shall:

e [set the variable "fwUpdateProcessEnabled” to FALSE, and
e (discard all transferred blocks, and

o fthen return to normal operation, which can be achieved by running through a power
sequence and executing the previous firmware,

up

NOTE If "fwUpdateProcessEnabled” remains TRUE, the firmware update process can only proceed if block 0 is then
sucdessfully resent.

11.4 Queries
11.4.1 QUERY FW UPDATE FEATURES

If "fwUpdateProcessEnabled” is TRUE, this command shall be discarded, otherwise execution
shafl continue as follows:

Thg bus unit shall answer with the firmware update feature set, which is formed by a
combination of bus unit-features.

Refer to 9.6 for further information.

11.4.2 QUERY FW RESTART ENABLED

If "fwUpdateProcessEnabled” is TRUE, this command shall be discarded, otherwise execugion
shall eontinue as follows:

The bus unit shall answer with "YES", if the variable "fwUpdateRestartEnabled" is TRUE.

11.4.3 QUERY FW UPDATE RECEIVER READY

If "fwUpdateProcessEnabled" is FALSE, this command shall be discarded, otherwise execution
shall continue as follows:

The bus unit shall answer with "YES", if the variable "fwUpdateProcessEnabled" is TRUE and the
device is ready to receive data, otherwise the reply shall be "NO". The status "ready to receive
data" includes the case when the last block has been transferred and written to memory.
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NOTE Bus units will possibly need some time to erase flash or write firmware data after receiving each complete
block. An FW update tool can use this query to determine when a bus unit is ready to continue. The query can also
be used to determine if the firmware update process has been started and not completed in any bus units.

11.4.4 QUERY BLOCK INCOMPLETE OR FAULT

If "fwUpdateProcessEnabled” is FALSE, this command shall be discarded, otherwise execution
shall continue as follows:

The bus unit shall answer with "NO", if "blockIncomplete” is FALSE, otherwise the answer shall
be:

o |if "shortAddress” of all logical units is MASK: "YES",

e [in all other cases: the "shortAddress" of the first addressed logical unit (starting frem-logjical
unit index 0), 0AAAAAA1D.

NOTE Sending this query when an incomplete block has been transferred, will cause a reply,”which doeg not
necgssarily indicate a fault, but indicates that the block transfer is incomplete. To check for suCeessful block trangfer,
update tools can send this query at the end of each complete block transfer, for blocks 1 ofgr&ater.

11.4.5 QUERY FW TRANSFER VERSION

Thg answer to this command shall be 1.

NOTIE A firmware update tool can use this version number to determinetah,acceptable format for block data. [This
versjon number will be increased in a future update to this document if theblock data format is changed and cap be
incrg¢ased if other changes are made.

11.4.6 QUERY BLOCK 0 ACCEPTED

If "fwUpdateProcessEnabled” is FALSE, this command shall be discarded, otherwise execution
shafll continue as follows:

If "§essionKey" is not MASK or 0, the reply, shall be "YES", otherwise the reply shall be "NOJ.

NOT|E If the device is busy, for example erasing flash, it is possible that there will be no answer even if block  has
been accepted. A reply of "YES" indicates that block 0 has been accepted, and the device is ready to receive fufther
block data.

11.p Data transfer commands
11.9.1 General

A data transfer command marked as "send twice" in Table 7 shall be discarded unless |t is
accepted twicetaccording to the requirements stated in IEC 62386-101:2022, 9.4.

All |data <transfer commands shall be interpreted as instructions unless explicitly stgted
otherwisel in the description of the command.

11.5.2 BEGIN BLOCK (data h, data m, data |)
If the value of "data h", "data m" and "data I" is equal to any of the following:

e 0,o0r
e '"currentBlock", or

e "currentBlock" + 1,
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and provided that all of the following conditions are false:
e the value of "data h", "data m" and "data [" is equal to "currentBlock” + 1 and
"currentBlockByte" is not equal to the size of the current block, or

e the value of "data h", "data m" and "data [" is equal to "currentBlock"” + 1 and
"blockIncomplete” is TRUE, or

o the value of "data h", "data m" and "data I" is greater than the total block count from block
01

then the following shall apply:

o |"blockIncomplete"” shall be set to TRUE.
e [The bus unit shall set "currentBlockByte" to 0.

e [The bus unit shall set "currentBlock” to the value transferred by the command itself. [The
parameters "data h", "data m" and "data I" shall set the MSB, the middle byté and the {SB
of "currentBlock” respectively.

Othlerwise, the command shall be discarded.

NOTE This enables the addressing of 224 blocks in total.
11.5.3 TRANSFER BLOCK DATA (data h, data m, data I)

On [execution of this command, if "currentBlockByte" is already equal to the current block data
size, then "blockincomplete" shall be set to TRUE to_imdicate unexpected block data and|the
thrge bytes of data shall be discarded, otherwise exécution shall proceed as follows:

Up [to three bytes of data shall be added to the current block. The bus unit shall increment
"cufrentBlockByte" by 1 after each byte is_added to the current block. If "currentBlockBpte”
reaches the current block data size, any remaining data shall be discarded. The byte "data h"
shd]ll be the first byte added to the blockj¥data m" shall be the second byte added and "daja I"
shall be the third byte added to the blo¢k.

Up@n "currentBlockByte" reaching the current block data size, "blockincomplete" shall be set to
FALSE if all of the following.conditions are met:

o ['currentBlock"” is O or "sessionKey"” matches the session key of the block data, and
o ['currentBlock” matehes the block number of the block data, and

e [the CRC (in the“case of block 0) or both CRCs (in the case of block n) match the valpes
calculated{rom the transferred block data.

Seq 9.7.2-for checks and operation upon completion of a block 0 transfer. See 9.7.2.2| for
cheicks @nd operation upon completion of a block 1.. n transfer.

Whilst programming, it is possible that the bus unit will be unable o process receplions. This
period during which the receiver is unresponsive shall be no more than 300 ms in the case
where "currentBlock” is greater than 0, and no more than 120 s for the case where "currentBlock”
is 0.

NOTE |In the case where ‘currentBlockByte" reaches the current block data size, the command
QUERY FW UPDATE RECEIVER READY can be used to determine when the bus unit has completed programming.
In the case where block 0 has just been accepted, the bus unit can take longer before it becomes responsive, due
to the time needed to erase flash memory.
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Annex A
(normative)

Update file description

024

Besides update data, the manufacturer shall provide release notes in human readable form.
The update file shall contain:

It ig recommended that the "description of the update" includes a statementcon’the poss
implact of the firmware update on the number of logical units, device types afd-instances.

Thg human readable part of the file shall be separated from the block dafa by a line contair
only 20 hyphen characters ('-' decimal code 45) and an end of line character "\n'.

Ead
ch
ch

EXA
197
Al L
Proj

000
FFF

Itis

date of release in ISO 8601 format: yyyy-mm-dd;

nmecied OeViCGS,
change log;
description of the update.

h block is then a line in the file starting with the block number (hexadecimal coded, 6
racters) followed by a space character followed by the block data (hexadecimal code
racters per byte). Each line shall end with "\n'.

MPLE (only one block, CRC not valid)
-01-01 Release 1.2\n
ED drivers from version 1.0 up to version 1.1 from,demo-company\n

lem xx Fixed\n

00 004101020304050607080000000.1BBBBBB011F71FB268D0000FFFFO000FFFF0000000000000000FFH
-FFFFFFABABABABABABABABABABABABABABABAB2222\n

recommended that the firmware update file extension is ".d2fw".

ble

ng

ex-
i, 2

FFF
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Annex B
(normative)

CRC16 calculation

This document specifies the use of CRC checksums to help ensure error-free transfer of data.
The parameters of the CRC calculation shall be implemented according to this Annex B.

Detailed parameters are:

e |polynomial is P(x) = x'® + x15 + x2 + 1 (0x8005 in big-endian hex representation);
e |initial CRC value is OxFFFF;

o f[final XOR value is zero;

e [input is reflected;

e Jresult is reflected.

"Ingut reflected" means that each input byte is reflected before being-tised in the calculatjon.
"Refflected" means that the bits of the input byte are used in reverse order.

"Réesult reflected" means that the final CRC value is reflected before being returned.
Thgse two test vectors shall support testing of an implementation:
0x1|A2B3C4D = 0x01A6

0x1[2345678 = 0x107B
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Annex C
(informative)

Firmware update process example

This document provides an example of a firmware update process and recommendations for a
FW update tool.

Figure C.1 gives an example of a firmware update process. This example uses broadcast

co:nmmmmwﬁh%ﬁm#m%wmﬁhmmmﬁedﬁrbmamast
commands.

Thg example given in Figure C.1 does not consider that some bus units may havesintegrdted
bus| power supplies that are disabled during a firmware update (see 9.6). Tocallow for this,
QUERY FW UPDATE FEATURES can be sent to each bus unit to be updated,|t0 determire if
thelbus unit has an integrated bus power supply that will be disabled during thé firmware update.
If this is the case, the tool can ensure that the bus unit's integrated bus powersupply is disabled,
either by sending commands or by prompting the user, and can thenprovide additional pus
power whilst the bus unit's integrated bus power supply is disabled.

NOTE Where "Correct version?" is shown in Figure C.1, the decision as to which versions to accept is manufac{urer
spegific.
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Create list/count of
devices to be

updated with same

- > ~
y
<send to device> Remove device
QUERY FW V‘;f;’zﬁ; from list: CANCEL
TRANSFER 7 FW UPDATE
VERSION
No
<seff'ntf’,f‘3‘f.'°5> R Reply = No R \ssuf warnl‘ng, RI_eTOVEz
TRANSFER MASK? CANCEL FW UPDATE

Loop for each
device in list

Goto
TransferBlockn

BEGIN BLOCK (0)

v

TRANSFER BLOCK
DATA (hrm,l)

Transfer the block data
for the current device

Wait 500 ms
<send to device> )
AUERY BLOCK 0 Retry to allow time for
ACCEPTED flash erase
Yes
Yes No No Issue warning. Remove

device from list;
CANCEL FW UPDATE

IEC
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TransferBlockn

Ksend to each device>| I
QUERY FW " .
UPDATE RECEIVER[" \Wait 500 ms
READY
Yes
Ensure each device is ready,
removing unresponsive No No Remove device from
devices from the list. Reply? » Retry? list; CANCEL FW
UPDATE
Yes
For each block 1.....n Y

Fy
A

~————» BEGIN BLOCK (1)

v

TRANSFER BLOCK
DATA (h,m,])

No

All
current block
data sent?

Yes

Programming time

Wait 300 ms

QUERY BLOCK
INCOMPLETE OR
FAULT

Issue
warning

<Send to each Determine which
device> device(s) are giving

QUERY FW UPDATE [ \__| thereply. Removs

RECEIVER READY device from list;
CANCEL FW

UPDATE
AN

<send to each
> device>
FINISH FW UPDATE

Wait 500 ms

Optional for each
device in list
supporting FW
RESTART

Wait 500 ms

STTTU (0 eaciT uevice

\__Yes Retry? ENABLE RESTART

v

<send to each device>
No RESTART FW

Issue warning, possibly
starting again from block 0, or
issue CANCEL FW UPDATE IEC

NOTE After the "FINISH FW UPDATE"-block, some devices can restart automatically, whilst other devices cannot
restart until execution of "RESTART FW".

Remove device
from list; CANCEL
FW UPDATE

Figure C.1 — Example of a firmware update process
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After a firmware update data block (see 9.7.2.2) is transmitted, it is recommended that the bus
unit checks the data consistency with the command QUERY BLOCK INCOMPLETE OR FAULT
(see 11.4.4). If the bus unit responds to this command with "YES", it is recommended that the
firmware update tool retransmits the block. If several block faults occur on the same bus unit,
although the transmitted block data matches the bus unit and the block data is consistent, it is
recommended that the site engineer checks the wiring.

It is recommended to transmit the firmware update data blocks with Priority 1 according to
IEC 62386-101.
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Annex D
(informative)

Firmware update management check sheet

Table D.1 gives an example of a check sheet that can be used for the firmware update of control
gear. This can be used to manage the risk of updating control gear firmware in a live site. A
similar checklist can be used when updating control devices.

—Fabte B-+=Examptechecksheetforfirmwareupdateofcontroltgear————

F

rmware update name

Check sheet version | Date:

Repson why firmware update is required

(bdgq fix, feature upgrade, consequences if update does not occur)

Coptrol gear details Manufacturer

Description (name)

Manufacture part ref.

GTIN

Identification/serial number range

Firmware range

Log¢ation of gear

(in|stock; installed; if installed, details of other gear on bus; type of
insftallation)

Qufantity of gear to be firmware updated

Repuired conditions for firmware update

(Example: can other gear or other application controllers (multi-master
bu$) be connected to bus?)

Reference of new firmware (to be.used in update)

Delails of suitable firmware updaté tools

Bepaviour of gear during update Fully functional

No functionality — light levels
unchanged (mask)

No functionality — lights Off

No functionality — lights On

Other — give details

If gmergency control gear (device type 1) firmware update, specifics to be
de d“UUI. \E)\alllpic pre=, Ululilly alll.]I puai.-upu'ai.c. CIeTryclity i.UDi. chuii.b,
battery charge, failure status, mode status, post-update behaviour,
example battery conditioning)

Post firmware update: will commissioning activities be required? (short
and group addressing, scene settings)

If yes, give details.

Detail actions and requirements Operating mode (if manufacturer-
concerning:- specific modes are affected, give
details)

Bus configuration

Built-in bus power supplies
(activation status)
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Brief description of firmware update process (method)

(including preparation, individual gear or by bus, by short address, group
or broadcast, number of times firmware update will need to be run,
serially or in parallel, hand-back details)

Length of time that update will Per single gear

require

For all gear

Has a trial of this firmware update been successfully performed?

If firmware update is at an installation, did firmware update trial simulate
installed conditions?

(E.

ample. olher gear on bus, bus wiring)

If f
(dg
em

rmware update is at an installation and an emergency control gear
vice type 1) is connected to the bus or the firmware update is on an
ergency control gear (device type 1), detail emergency lighting system

stdtus relating to building/area occupancy during and 24 h after firmware

up

ate.

If f
ins|
theg

rmware update is for emergency control gear (device type 1) at an
tallation, is a recertification of the emergency lighting installation by
appropriate fire authority required?

WH

ere is the firmware update being performed?

WH

o is to perform the firmware update?

WH

(dg
wo|

en is the firmware update to be performed?

te + time window, if no functionality during update, fully functional
rking hand back deadline time)

If gt an installation, what are the client's hand back criteria post-firmware

upglates?

If gt an installation, have permits been obtained? Provide ‘details.

WHat are the contingency plans If first firmware _update fails (power

incuding:- outage, etc.)

(likely occurrence and severity of Firmware update is not successful

thg event to be considered, the and contfrol gear subsequently has

risk) no bus\control functionality.
Consideration of other gear on bus
being affected by firmware update
process

Dolany liability disclaimers need.generating?

(if yes, give details)

Organization(s) responsible for firmware update costs

(prpvide details as‘appropriate)

Agfeement-approval for firmware update activity to proceed

Gepr manufacturer End client Organization performing the
firmware update

Signature: Signature: Signature:

Name: Name: Name:

Organization: Organization: Organization:

Date: Date: Date:
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

INTERFACE D’ECLAIRAGE ADRESSABLE NUMERIQUE -

Partie 105: Exigences particuliéres pour appareillages et dispositifs
de commande — Transfert du microprogramme

AVANT-PROPOS

lla Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation‘comp¢sée
e I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L’IECYa pour ¢bjet
e favoriser la coopération internationale pour toutes les questions de normalisation dans”les domgines
e I'électricité et de I’électronique. A cet effet, I'lEC — entre autres activités — publie des Normes internationsles,
es Spécifications techniques, des Rapports techniques, des Spécifications accessibles) au public (PAY) et
es Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée‘a’des comités d’étuldes,
ux travaux desquels tout Comité national intéressé par le sujet traité peut participer. Les organisafions
hternationales, gouvernementales et non gouvernementales, en liaison avec)PlEC, participent également
ux travaux. L’IEC collabore étroitement avec [I'Organisation Internationale’ de Normalisation (IBO),
4elon des conditions fixées par accord entre les deux organisations.

A0y —: o

les décisions ou accords officiels de I'lEC concernant les questions techniques représentent, dans la mepure
u possible, un accord international sur les sujets étudiés, étant donné-“que les Comités nationaux de [IEC
intéressés sont représentés dans chaque comité d’études.

les Publications de I'lEC se présentent sous la forme de recommandations internationales et sont agrg¢ées
omme telles par les Comités nationaux de I'lEC. Tous les_éfforts raisonnables sont entrepris afin que [IEC
g’assure de I’exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsjable
e I’éventuelle mauvaise utilisation ou interprétation qui ehsest faite par un quelconque utilisateur final.

bans le but d’encourager [l'uniformité internationale, les Comités nationaux de [I'IEC s’engadent,
dans toute la mesure possible, a appliquer de fagon transparente les Publications de I'lEC dans leurs publicafions
nationales et régionales. Toutes divergences entretoutes Publications de I'lEC et toutes publications nationales
u régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

I'IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépendants
fournissent des services d'évaluation de“conformité et, dans certains secteurs, accédent aux marques
e conformité de I'lEC. L'IEC n'est responsable d'aucun des services effectués par les organismes de certificgtion
ihdépendants.

Tous les utilisateurs doivent s’assurer qu’ils sont en possession de la derniére édition de cette publication.

Aucune responsabilité ne doit éfre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou mandatajres,

compris ses experts particuliers et les membres de ses comités d’études et des Comités nationaux de I')JEC,
our tout préjudice causé.en cas de dommages corporels et matériels, ou de tout autre dommage de quefque
ature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dépenses
écoulant de la publication ou de I'utilisation de cette Publication de I'l[EC ou de toute autre Publication de I')EC,
Qu au crédit qui lui‘est accordé.
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neférencées-gst obligatoire pour une application correcte de la présente publication.

I'IEC attire T'attention sur le fait que la mise en application du présent document peut entrainer I'utilisation d'up ou

e plésieurs brevets. L'IEC ne prend pas position quant a la preuve, a la validité et a la portée de ces dfoits

e propriété. A la date de publlcatlon du présent document I'lEC n’a recu aucune déclaration relatlve a des droits
|

aux responsables de cette mise en ceuvre qu’il ne s’agit peut- etre pas des mformatlons les plus récentes,
qui peuvent étre obtenues dans la base de données disponible a I'adresse https://patents.iec.ch. L’IEC ne saurait
étre tenue pour responsable de ne pas avoir identifié de tels droits de brevets.

L'IEC 62386-105 a été établie par le comité d’études 34 de I'lEC: Eclairage. Il s'agit
d'une Norme internationale.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2020. Cette édition
constitue une révision technique.
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Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) plusieurs commandes ont été modifiées, renommées et ajoutées;

b) des variables ont été modifiées et ajoutées;

c) des recommandations de mise en ceuvre dans les appareillages de commande de secours
ont été ajoutées;

d) les exigences relatives a I'acceptation des blocs ont été modifiées;
e) des exemples de schémas de flux de processus ont été ajoutés;

f) lles exigences relatives au redémarrage et a la mise sous tension ont été modifiées.

Le fexte de la présente Norme internationale est issu des documents suivants:

Projet Rapport de vote
34/1258/FDIS 34/1281/RVD

Le fapport de vote indiqué dans le tableau ci-dessus donne toute infosmation sur le vote ayant
abquti a son approbation.

La langue employée pour I’élaboration de cette Norme internationale est I'anglais.

Le présent document a été rédigé selon les Directives ISO/IEC, Partie 2, et a été développé
selon les Directives ISO/IEC, Partie 1 et les Directives/ISO/IEC, Supplement IEC, disponibles
sous www.iec.ch/members_experts/refdocs. Les principaux types de documents développés
par|'lEC sont décrits plus en détail sous www.iec.ch/publications.

Le présent document est destiné a étre utilisé€conjointement avec:

e |[I'l[EC 62386-101, qui contient des>® exigences générales relatives aux composgnts
de systéme;

e ['IEC 62386-102, qui contient'des exigences générales relatives au type de produit pertinent
(appareillages de commande), et les parties appropriées de la série IEC 62386-2xx
(exigences particuliéres_relatives aux appareillages de commande);

e |[I'lEC 62386-103, qui contient des exigences générales relatives au type de produit pertinent
(dispositifs de commande), et les parties appropriées de la série IEC 62386-3xx (exigenices
particuliéres relatives aux dispositifs de commande);

e |[IEC 62386-104, qui contient des exigences générales relatives aux composants de systgme
a connexionxalternative ou sans fil.

Ung listesde toutes les parties de la série IEC 62386, publiées sous le titre général Interface
d’é¢lairage adressable numérique, se trouve sur le site web de I'lEC.

Le comité a décidé que le contenu de ce document ne sera pas modifié avant la date de stabilité
indiquée sur le site web de I'IEC sous http://webstore.iec.ch dans les données relatives
au document recherché. A cette date, le document sera

e reconduit,
e supprimé, ou

e révisé

IMPORTANT - Le logo "colour inside" qui se trouve sur la page de couverture
de ce document indique qu’elle contient des couleurs qui sont considérées comme
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utiles a une bonne compréhension de son contenu. Les utilisateurs devraient,
par conséquent, imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

L’IEC 62386 est composée de plusieurs parties collectivement désignées comme une série.
La série |IEC 62386 spécifie un systéme a bus pour la commande par signaux numériques
des équipements d’éclairage électroniques. La série IEC 62386-1xx inclut les spécifications
de base. L'IEC 62386-101 contient les exigences générales relatives aux composants
de systéme, I'lEC 62386-102 compléte ces informations avec les exigences générales relatives
aux appareillages de commande et ['IEC 62386-103 compléte ces informations
avec les exigences générales relatives aux dispositifs de commande. L'IEC 62386-104 et
I''EC 62386-105 peuvent étre appliquées aux appareillages ou aux dispositifs de commande.

+04—créfinmt i ive at O e v e—3 O exion
rnative ou sans fil. L'IEC 62386-105 décrit le transfert du micropro;ra&’ne.

iligire

de gommande aux extensions spécifiques aux lampes (principalement pour, Strocompatibjlité
avec I'Edition 1 de I'IEC 62386) et aux caractéristiques spécifique,& ux appareillages

de commande.
‘b(b

La série IEC 62386-3xx étend les exigences générales relatives@‘;lx dispositifs de commande
aux extensions spécifiques aux dispositifs d’entrée qui {cjivent les types d’instanges,
aingi que certaines caractéristiques communes qui peuve e combinées a plusieurs types
tances.

La | série IEC 62386-2xx étend les exigences générales relatives guf[%ppareillages

&
Cefte seconde édition de I'lEC 62386-105 est @ tinée a étre utilisée conjointenient
avele I'EC 62386-101, I'IEC 62386-102 et les Qérentes parties qui composent la sgrie
IEQ 62386-2xx relatives aux appareillages dg@e mande, ainsi qu'avec I'lEC 62386-103 et
les [différentes parties qui composent la série IEC 62386-3xx qui spécifient les exigenjces
particulieres relatives aux dispositifs de cqééénde. La division en parties publiées séparémnjent
facilite les futurs amendements et révisions. Des exigences supplémentaires seront ajoutges
en fonction des besoins identifiés. .\@

La $tructure des normes est repré&ntée sous forme de graphique a la Figure 1 ci-dessoug.

Figure 1 — Vue d’ensemble graphique de I'lEC 62386

Le présent document, tout en faisant référence a un article quelconque de la série
IEC 62386-1xx, spécifie la mesure dans laquelle un article s’applique. Les autres parties
contiennent également des exigences supplémentaires, si nécessaire.
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Tous les nombres utilisés dans le présent document sont des nombres décimaux, sauf
indication contraire. Les nombres hexadécimaux sont donnés dans le format OxVV, ou VV
est la valeur. Les nombres binaires sont donnés dans le format XXXXXXXXb ou dans le format
XXXX, ou X est0ou 1; "x" dans les nombres binaires signifie "que la valeur n’a pas d’influence".

Les expressions typographiques suivantes sont utilisées:

variables: variableName ou variableName[3:0], qui définit uniquement les bits3 a 0
de variableName;

plage de valeurs: [lowest, highest] ([minimale, maximale]);

conimande: "COMMAND NAME" (Nom de la commande);

les [paramétres de fonction ou de commande: parameter name.
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1

La

par|signaux numériques des équipements d’éclairage électroniques.

Un
un
ce

I'ap)

Ce
un
de

étrqg utilisé pour I'’extension des caractéristiques. Il est important cependant d’étudier en dé
le rlsque d’effets négatifs sur le systéme entier.

NOT[E L’Annexe D fournit une "fiche de vérification de gestion,de mise a jour du microprogramme" afin de pre
en charge I’estimation des risques.

2

Les| documents suivants cités dans le“texte constituent, pour tout ou partie de leur contg
des| exigences du présent document. Pour les références datées, seule [I'édition c

s’a

s a

IEQ 62386-101:2022, Interface d’éclairage adressable numérique — Partie 101: Exigen|
gériérales — Composants de systeme

IEQ 62386-102:2022, Interface d’éclairage adressable numérique — Partie 102: Exigen|
générales — Appareillages de commande

IEQ 62386-103:2022, Interface d’éclairage adressable numérique — Partie 103: Exigen|
générales — Dispositifs de commande

3

INTERFACE D’ECLAIRAGE ADRESSABLE NUMERIQUE -

Partie 105: Exigences particuliéres pour appareillages et dispositifs
de commande - Transfert du microprogramme

Domaine d’application

présente partie de I'lEC 62386 s’applique aux appareillages et dispositifs de comma

appareillage de bus conforme a Ila série IEC 62386 contient (‘généraleni
microprogramme. |l peut étre nécessaire, dans certaines circonstances;, de mod
microprogramme aprés la production ou I’expédition du produit, par,-exemple lors

processus de mise a jour du microprogramme est pfincipalement congu coni
brocessus de correction des bogues et non comme) un processus d’extens
caractéristiques. Le processus de mise a jour du microprogramme peut néanmg

Références normatives

plique. Pour les références non datées, la derniere édition du document de référe
plique (y compris les éventuels amendements).

hde

ent
fier
ue

pareillage de bus ne fonctionne pas comme prévu. Dans ce cas, il est'bénéfique de mdttre
a jqur le microprogramme de I'appareillage de bus par I'intermédiaire-dél’interface.

me
ion
ins
tail

hdre

nu,
tée
hce

ces

ces

ces

Termes et définitions

Pour les besoins du présent document, les termes et définitions de I'lEC 62386-1

de

I'IEC 62386-102, de I'l|EC 62386-103, ainsi que les suivants s’appliquent.

01,

L'ISO et I'lEC tiennent a jour des bases de données terminologiques destinées a étre utilisées

en

normalisation, consultables aux adresses suivantes:

IEC Electropedia: disponible a I'adresse https://www.electropedia.org/

ISO Online browsing platform: disponible a I'adresse https://www.iso.org/obp
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3.1

FW

microprogramme

logiciel programmé dans un appareillage ou un dispositif de commande

Note 1 a I'article: Le microprogramme peut étre modifié lors d’'une mise a jour.

Note 2 a I'article: L’abréviation "FW" est dérivée du terme anglais développé correspondant "firmware".

3.2
CRC

coil’?ﬁ'l’é‘d’é‘l’ﬂ'b‘h‘d’é‘h‘é‘é cychique
somme de contrble utilisée pour empécher la corruption des données

Notg 1 a I'article: L’Annexe B fournit des informations détaillées relatives au calcul du CRC.

Notg 2 a I'article: L’abréviation "CRC" est dérivée du terme anglais développé correspondant !cyclic redundgncy
chegk".

3.3
blok
uni{é de données contenant des informations

Notg 1 a Il'article: les informations contenues dans un bloc de mise a jouryd'un microprogramme comprenpent
géngralement des contenus relatifs au microprogramme.

3.4
programmation
écriture des données de transfert du microprogramme’en mémoire non volatile, (NVM)

3.5
fonictionnement normal
fon¢tionnement conforme a I'lEC 62386-102 ou I'lEC 62386-103

4 |[Généralités

4.1 Généralités

Les| exigences de I'|lEC 62386-101:2022, Article 4 s’appliquent avec les restrictigns,
modifications et ajoutstidentifiés ci-dessous.

NOTE |l est peu probable que les systéemes avec un contrbleur d’application a un seul maitre fonctionpent
corrgectement lorsque d’autres dispositifs de commande avec dispositif maitre, comme des outils de mise a|jour
du microprogranifne, sont connectés.

4.2 Unités logiques dans un appareillage de bus

Le démfarrage du processus de mise a jour du microprogramme doit concerner toutes les unités
logiques internes a l'appareillage de bus. Toutes les variables définies dans le Tableau 5
doivent étre partagées par toutes les unités logiques de 'appareillage de bus. Les commandes
adressées a une ou plusieurs unités logiques dans I'appareillage de bus doivent étre acceptées
par I'appareillage de bus conformément aux exigences du 9.2.

4.3 Mise a jour de I’appareillage de commande pour éclairage de secours

Si I'l[EC 62386-105 est mise en ceuvre dans l'appareillage de commande pour éclairage
de secours, il convient que le manuel du produit ou la fiche technique contienne
des recommandations sur les implications en termes de sécurité d'une mise a jour
du microprogramme qu'il convient de prendre en compte.
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Spécifications électriques

exigences de I'l|EC 62386-101:2022, Article 5 s’appliquent.

Alimentation électrique du bus

exigences de I'l|EC 62386-101:2022, Article 6 s’appliquent.

-Structure-du-protocele-de-transmission
Généralités
exigences de I'l|EC 62386-101:2022, Article 7 s’appliquent avec les ajouts suivants.

Codage des trames en avant de 32 bits

format de trame en avant utilisé pour la mise a jour du mi€roprogramme cons
= 32 bits de données comme cela est décrit dans [I'IEC.62386-101:2022, 7

r les commandes, la trame en avant de 32 bits doit étré/codée comme cela est présq
s le Tableau 1.

Tableau 1 — Codage de la trame de)commande de 32 bits

Octets/bits

Octet de code de
Octet d’adresse fonctionnement Méthode d’adressage
p 2 3 du dispositif

31 | 30 | 29 | 28 ‘ 27 | 26 ‘ 25 _|~242 | 23...16 | 15...8 7...0

0 64 adresses courtes X Adressage court

Commande de transfert

1 0 1 1 1 : 0 1 de données®

Commande de transfert

1 1 0 0 ! 0 1 1 de données®

1 1 1 1 1 1 0 X Diffusion non adressée

1 1 1 1 1 1 1 X Diffusion

Toutes Tes autres valeurs d’octets

, Réservé
d’adresses

a_ (Lorsque le bit 24 est représenté par un "x", 0 indique I'espace d’adressage des appareillages
de commande, 1 indique I'’espace d’adressage des dispositifs de commande.

8

®  Voir le Tableau 7 pour les commandes de transfert de données.

Cadencement

Les exigences de I'l[EC 62386-101:2022, Article 8 s’appliquent.

ste

nté
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9 Mode de fonctionnement

9.1 Généralités

Les exigences de [I'IEC 62386-101:2022, Article 9 s’appliquent, a [I'exception du fait
que la durée totale d’'une transaction peut dépasser 400 ms (IEC 62386-101:2022,9.3).

9.2 Commandes

Un appareillage de bus doit vérifier le schéma d’ adressage du dlSpOSItIf pour déterminer s’il est
adruOOU pdar utic UUIIIIIIOIIUC L G}J}JOICIIIG&C UC UUO UUII. GUUU}JLUI ICl \JUIIIIIICIIIUU OClul OI :,Jne

des| conditions suivantes s’applique:

e [la commande est envoyée au moyen d’'une adresse courte, par adressage par diffusior| ou
adressage par diffusion non adressée, et le bit 24 de la trame de commande e Corresppnd
pas au type d’appareillage de bus (appareillage de commande ou dispositif-de’commande);

e [la commande est envoyée par adressage court et I'adresse courte~donnée n’est pas
identique a son adresse courte;

e |la commande est envoyée par adressage réserve,;

e [la commande est envoyée par adressage par diffusion noncadressée et I'adresse coyrte
n’'est pas la valeur MASK;

e [la commande n’est pas définie (commande réservée, paréexemple).
Les| groupes de commandes suivants peuvent étre identifiés:

e |commandes normalisées;
— instructions;
— requétes;

e |commandes de transfert de données.
9.3 Transmission de données

Un |appareillage de bus regoityun nouveau microprogramme bloc par bloc. Le premier bloc
(blgc 0) contient des informations relatives au type d’appareillage de bus (voir le Tableay 3),
quifregoit un nouveau micreprogramme. Cette disposition permet d’éviter d’envoyer le mauyais
microprogramme a un appareillage de bus si plusieurs appareillages de bus sont mis a jour
simultanément.

Le [fichier de mise a jour doit contenir des notes de version telles qu'elles sont décrjtes
a I'Annexe A:

9.4 Durée de la mise a jour du microprogramme

de données de 32 bits et un état d’arrét, qui occupe le bus pendant environ 30 ms.
Avec une durée d’établissement inférieure a 15 ms (durée d’établissement de priorité 1),
la transmission de trois octets dure moins de 45 ms. Il est prévu qu’une mise a jour de 64 Ko
dure moins de 20 min.

9.5 Sécurité

Le présent document spécifie l'utilisation des sommes CRC afin d’assurer un transfert
de données sans erreur. En outre, il est recommandé que chaque fabricant veille a I'intégrité
et a 'authenticité de I'image du microprogramme, par exemple, en utilisant la clé du dispositif.
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9.6

Caractéristiques de mise a jour du microprogramme

Chaque appareillage de bus doit présenter ses caractéristiques de mise a j

our

du microprogramme en tant que combinaison des propriétés de dispositifs indiquées
dans le Tableau 2.
Tableau 2 — Caractéristiques de mise a jour du microprogramme
Bit Description Valeur Voir
0 "fwUpdateCancelSupported” est TRUE? "{" ="YES" 9.7.2.3

1 L'alimentation de bus intégrée "1" ="YES"
est présente et elle est désactivée
pendant la mise a jour

du microprogramme

"0" = I'état de I'alimentation de bus n'est pas
modifié pendant la mise a jour
du microprogramme, ou n'est pas présent

2 7 Réservés — Pas mis en ceuvre "0" = "NO"

Les
I'ob

Bit

aut
indi
que
de
lap
au

NOT|
qui
sang
peut
de ¢

9.7
9.7
Un

fois
de

caractéristiques de mise a jour du microprogramme de 'appareillage’ de bus peuvent f
jet d’'une requéte par le biais de la commande QUERY FW UPDATE FEATURES.

1. "1" doit indiquer qu'une alimentation de bus intégrée ‘est présente et qu'elle
bmatiquement désactivée pendant le processus de mise &jour du microprogramme. "0"
quer que, soit il n'y a pas d'alimentation de bus intégrée, soit si une telle alimentation exi
son état ne doit pas étre automatiquement modifié @u démarrage, au cours ou a l'is
a mise a jour du microprogramme. Un mécanismé de verrouillage qui vise a empég
erte d'alimentation du bus au cours de la niise’ a jour du microprogramme est dé
11.3.2.

E ‘“Les appareillages de commande dont le bit 1.='1", qui utilisent un outil de mise a jour du microprogra
alimentation du bus et rendre ainsi impossibles les communications. Dans de tels cas, une alimentation de

étre temporairement connectée au systeme pour permettre au processus de mise a jour du microprogra
bntinuer.

Processus de mise a jour
1 Début de la mise(a jour du microprogramme

pppareillage de bus. doit autoriser le processus de mise a jour du microprogramme a cha
que "fwUpdateProcessEnabled" est TRUE. Cette disposition peut étre due a I'exécu
a commande START FW TRANSFER, ou a un cycle de mise sous tension au cours dug

la

peyvent étreladressés de cette fagon afin de mettre a jour plusieurs appareillages de
simultanément.

NOTE ¥ /Un exemple de processus de mise a jour du microprogramme est donné a I’Annexe C.

ise a jour.précédente a échoué (voir le Tableau 5). Plusieurs appareillages de

hire

est
doit
5te,
sue
her
crit

nme

n'est pas capable d'appliquer une alimentation adaptée du bus peuvent donner lieu a un sysfeme

bus
nme

jue
ion
uel
bus
bus

L’appareillage de bus doit pouvoir revenir a un fonctionnement normal jusqu’a ce qu’au moins
un bloc 0 ait été vérifié avec succeés.

NOTE 2 Cela signifie que les appareillages de bus qui disposent d’'une seule image flash du microprogramme utilisé
pour le fonctionnement normal ne peuvent pas effacer ce microprogramme jusqu’a ce qu’au moins le bloc 0 ait été
vérifié.

Alors que "fwUpdateProcessEnabled" est TRUE, le fonctionnement de I'appareillage de bus
est spécifique au fabricant, a I'’exception des exigences spécifiées dans le présent document.

NOTE 3 Cette disposition inclut, par exemple, la réaction aux commandes définies dans les autres parties
de la série IEC 62386.
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.2 Transfert de données

.21 Bloc 0 (bloc d’information)

024

Le bloc 0 contient toutes les données permettant & l'appareillage de bus de décider
de l'acceptation ou non du nouveau microprogramme.

Le code article international GTIN (Global Trade Item Number), le numéro de version
du matériel et le numéro de version du microprogramme contenus dans I'appareillage de bus
sont décrits dans I'lEC 62386-102:2022, 9.10.7 (Bloc de mémoire 0 pour les appareillages

de

de commande) et I'lEC 62386-103:2022, 9.11.7 (Bloc_de mémoire 0 pour les dispos
commande).
currentBlock™ est 0, a réception d’un bloc 0 complet, les informations suivantes doivent

Si"

vérifiées, le Tableau 3 présentant le contenu du bloc O:

Darn
[ )
NOT

par
mén

tifs

le bloc 0 regu "Taille du bloc" est égal a la valeur présentée dans le Tableau 3;

le bloc 0 regu "Clé de session" n'est pas MASK ou 0;

le bloc 0 regu "Numéro du bloc" est égal a la valeur présentée dafs-le Tableau 3;
le bloc 0 regu "Version du bloc 0" est égal a la valeur présentée dans le Tableau 3;
le bloc 0 regu "GTIN" correspond au GTIN archivé dans le(bloc de mémoire O;

(bloc 0 regu "version minimale du microprogramme")\< (bloc de mémoire 0, vers
du microprogramme) < (bloc recu 0 "version maximalédu microprogramme");

(bloc 0 regu "version minimale du matériel") < {(bloc de mémoire 0, version du maté
< (bloc regu 0 "version maximale du matériel");

(bloc 0 regu "Numéro d’identification ¢minimal") < (bloc de mémoire 0, num
d’identification) < (bloc regu 0 "Numéro d’identification maximal");

le bloc 0 recu "Clé du dispositif" satisfait aux exigences spécifiques au fabricant;

le bloc 0 regu "CRC" correspond.‘@ la valeur calculée fondée sur le contenu du blo
I’Annexe B s'applique).

e contrOle ci-dessus est satisfaisant, 'opération suivante doit se produire:

"sessionKey" doit étre reglée sur le bloc 0 regu "Clé de session",

les données de blae\regues précédemment, mais non écrites peuvent étre rejetées.
s le cas contraire, 'opération suivante doit se produire:

Le contenddu bloc 0 doit étre rejeté.

E Si-le_contenu du bloc 0 est rejeté, "fwUpdateProcessEnabled" reste TRUE, et I’appareillage de bus conf

ptre

ion

iel)

éro

nue

e\SiCes dispositifs utilisent des microprogrammes identiques mais qui ont des GTIN différents, parce qu'i

conséquent a chercher des données valides pour le bloc 0. Cela permet la mise a jour de plusieurs disposlitifs,

est

poss

ol 1 fidal 2 Lhiard } a.
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